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INTERNATIONAL ELECTROTECHNICAL COMMISSION

INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-13: Application layer protocol specification — Type 13 elements

FOREWORD

1) Thel International Electrotechnical Commission (IEC) is a worldwide organization f i S prising
all |national electrotechnical committees (IEC National Committees). The gof i romote
international co-operation on all questions concerning standardization in the e iglds. To
this| end and in addition to other activities, IEC publishes International G ications,
Technical Reports, Publicly Available Specifications (PAS) and Guides [ € d to gs “IEC
Publication(s)”). Their preparation is entrusted to technical committees; a atona nMmj interested
in the subject dealt with may participate in this preparatory wg { d non-
governmental organizations liaising with the IEC also part|0|pate i closely
wit the International Organization for Standardization (ISO)AT ned by
agreement between the two organizations.

2) Thelformal decisions or agreements of IEC on technical matiers ¢ yaS possible, an interpational
congensus of opinion on the relevant subjects since €ash\te i \ttee has representation from all
intefested IEC National Committees.

3) IEC]| Publications have the form of recom i infernatiQnal use/ and are accepted by IEC National
Committees in that sense. While all reasonable effqrt o-ensdre that the technical content| of IEC
Publications is accurate, IEC cannot be i the way in which they are used or for any
mis|nterpretation by any end user.

4) In grder to promote internatiopal uniformity i ittees undertake to apply IEC Publ{cations
transparently to the maxi i i ir natibpnal and regional publications. Any divergence
betyveen any IEC Publication qnding national/or regional publication shall be clearly indigated in
the [atter.

5) IEC]| provides no ark ng proce ind} i{s approval and cannot be rendered responsible for any
equjpment decl b ith p ication.

6) All yisers should englre 8 iti i ication.

7) No liability shall atta E 1 i g, employees, servants or agents including individual expdrts and
merbers of its te i nittes and IEC National Committees for any personal injury, property damage or
othé¢r damage_of \any \pats ef, whether direct or indirect, or for costs (including legal fe¢s) and
expgnses arising_oyt O 8_pub 'catlon, use of, or reliance upon, this IEC Publication or any other IEC
Pulblication

8) Attgntion i a grmative references cited in this publication. Use of the referenced publications is
indippensable & C¢ application of this publication.

9) Attgntion is drawn to the possibility that some of the elements of this IEC Publication may be the supject of
patgnt rightsil ot be held responsible for identifying any or all such patent rights.

NOTE |Use/of some of the associated protocol Types is restricted by their intellectual-property-right holderp. In all

cases, trecommitment-to-timitedreteaseof illtc::cutua:-plupclty-liuhto rrace Iuy thre—trotders—of-those |;uhto ermits

a particular data-link layer protocol Type to be used with physical layer and application layer protocols in Type
combinations as specified explicitly in the IEC 61784 series. Use of the various protocol Types in other
combinations may require permission of their respective intellectual-property-right holders.

International Standard IEC 61158-6-13 has been prepared by subcommittee 65C: Industrial
networks, of IEC technical committee 65: Industrial-process measurement, control and
automation.

This first edition and its companion parts of the IEC 61158-6 subseries cancel and replace
IEC 61158-6:2003. This edition of this part constitutes a technical addition. This part also
replaces IEC/PAS 62408, published in 2005.

This edition of IEC 61158-6 includes the following significant changes from the previous
edition:
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a) deletion of the former Type 6 fieldbus for lack of market relevance;
b) addition of new types of fieldbuses;
c) partition of part 6 of the third edition into multiple parts numbered -6-2, -6-3, ...

The text of this standard is based on the following documents:

FDIS Report on voting

65C/476/FDIS 65C/487/RVD

Full information on the voting for the approval of this standard can be found in the report on

voting| indicated in the above table.
This publication has been drafted in accordance with ISO/IEC Directiy

The cpmmittee has decided that the contents of this publicatio
the mpaintenance result date indicated on the IEC web site un

data related to the specific publication. At this date, the pubh

* regonfirmed;

* withdrawn;

* replaced by a revised edition, or
* anpended.

NOTE [ The revision of this standard will be synshronized 3 of the IEC 61158 series.

The list of all the parts of the
communication networks — Fieldbus sp

under the general title /Ind|
> found on the IEC web site.

H until
in the

Lstrial
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INTRODUCTION

This part of IEC 61158 is one of a series produced to facilitate the interconnection of
automation system components. It is related to other standards in the set as defined by the
“three-layer” fieldbus reference model described in IEC/TR 61158-1.

The application protocol provides the application service by making use of the services
available from the data-link or other immediately lower layer. The primary aim of this standard
is to provide a set of rules for communication expressed in terms of the procedures to be
carried out by peer application entities (AEs) at the time of communication. These rules for
communication are intended to provide a sound basis for development in order to serve a
variet} of purposes:

e as|a guide for implementors and designers;

e fof use in the testing and procurement of equipment;

e as|part of an agreement for the admittance of systems into thé~qpe ment;
e as|a refinement to the understanding of time-critical communicationsywi

This standard is concerned, in particular, with the communication aid inte nsors,
effectprs and other automation devices. By using thig 3 dards
positipned within the OSI or fieldbus reference models, otherwi y 5 may

work fogether in any combination.

L
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INDUSTRIAL COMMUNICATION NETWORKS -
FIELDBUS SPECIFICATIONS -

Part 6-13: Application layer protocol specification — Type 13 elements

1 Scope

1.1 General

The fleldbus application layer (FAL) provides user programs with a mgans\{o acCess the
fieldbdis communication environment. In this respect, the FAL can be asca-window
betwelen corresponding application programs.”

This [standard provides common elements for i i itical 8 -t critical
messaging communications between application programs in 3 j irg ht and
mater|al specific to Type 13 fieldbus. The term 1t is t the
presepce of a time-window, within which one or more spe |f|e i a to be
completed with some defined level of certainty. Fail if i within
the time window risks failure of the applications reqlesting the i . Wi risk to

This s ifies i i { i and defines the extgrnally
visiblg '

a) th veyed
beIween communicating

b) the¢ transfer syntax definin ing tha i icati layer
protocol data units;

c) the applicatio isible
between cor@

d) the application € isible
be p

The p

1) de nd

This dtandard.specify’the protocol of the Type 13 fieldbus application layer, in conformance
with the OSI Basic Reference Model (ISO/IEC 7498) and the OSI application layer strlicture
(ISO/IEC.9545).

1.2 Specifications

The principal objective of this standard is to specify the syntax and behavior of the application
layer protocol that conveys the application layer services defined in IEC 61158-5-13.

A secondary objective is to provide migration paths from previously-existing industrial
communications protocols. It is this latter objective which gives rise to the diversity of
protocols standardized in IEC 61158-6.

1.3 Conformance

This standard does not specify individual implementations or products, nor does it constrain
the implementations of application layer entities within industrial automation systems.


https://iecnorm.com/api/?name=4ac016ce9209aca23cfccc447b6d20e2

61158-6-13 © IEC:2007(E) -9-

Conformance is achieved through implementation of this application layer protocol
specification.

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 61158-3-13, Industrial communication networks — Fieldbus specifications - Part 3-13:
Data-linktayerserricedefinition—ype—t3-clement

IEC 611158-4-13, Industrial communication networks — Fieldbus speg 4-13:
Data-link layer protocol specification — Type 13 elements

IEC 6[1158-5-13, Industrial communication networks — Fieldh 5-13:
Applidation layer service definition — Type 13 elements

ISO/IEC 7498 (all parts), Information technology — Open S cofinection —|Basic

Refergnce Model

ISO/IEC 8822, Information technology onnection — Presentation

service definition

ISO/IH
Abstra

fon of

ISO/IH
struct

Layer

3 Te

For th
and c

lations

3.1 1

This
of the

S use

3.1.1
application-entity
3.1.2

application process

3.1.3
application protocol data unit

3.1.4
application service element

3.1.5
application entity invocation

3.1.6
application transaction

3.1.7
transfer syntax
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3.2 ISO/IEC 8822 terms

For the purposes of this document, the following term as defined in ISO/IEC 8822 applies:

3.21
abstract syntax

3.3 ISOJ/IEC 9545 terms

For the purposes of this document, the following terms as defined in ISO/IEC 9545 apply:

3.3.1
appli¢ation-context

3.3.2
appligation-process-type
3.3.3
appligation-service-element

3.34
appligation control service element

3.4 ISO0/IEC 8824 terms

For the purposes of this document, thg ISO/IEC 8824 apply:

3.41
any type

3.4.2

bitstring type

3.4.3

boolean type

3.4.4 Q

choicp type

3.4.5

false

3.4.6

integer

3.4.7
modulle

3.4.8
null type

3.4.9
object identifier

3.4.10
octetstring type

3.4.11
production

3.4.12

simple type
3.4.13

sequence of type

3.4.14
sequence type
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3.4.15
structured type

3.4.16

tag

3.4.17

tagge

d type

3.4.18

true

3.4.19

type

3.5 T

3.5.1
applig

3.5.2
client

3.5.3
error

3.5.4
publig

3.5.5
serve

3.5.6
subsg

3.6 C

The fd

3.6.1
receiy
servic

3.6.2
resou
proce

3.6.3

erms and definitions from IEC 61158-5-13

ation relationship

class

sher

riber

ing
e user thaf

5Sing O ation’ capability of a subsystem

sendi

ng

ervice

service user that sends a confirmed primitive or an unconfirmed primitive, or a service

provid

3.6.4

er that sends a confirmed APDU or an unconfirmed APDU

managing node
node that can manage the SCNM mechanism

3.6.5

controlled node
node without the ability to manage the SCNM mechanism
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4 FAL syntax description

4.1 General

This description of the Type 13 abstract syntax uses formalisms similar to ASN.1, although
the encoding rules differ from that standard.

4.2 FAL-AR PDU abstract syntax

4.2.1 Top level definition

APDU :-= CHOICF {

[3] Isoc1
[4] Isoc2
[5] Asyn1
[6) Asyn2
}
4.2.2 |Isoc1

Isoc1 :F SEQUENCE {
mpessage-type
dgstination
sdurce
regerved

signaling-flags
PIDO-version
regerved8
sire
DO-payload
}

T

4.2.3 |Isoc2

Isoc2 := SEQUENCE {
mgessage-type

dgstination
sdurce
NMT-status

signaling-flags
PIDO-version
regerved8

siye
PDO-payld
}
4.2.4 |As

Asyn1 {:= SEQUENCE
mpessagestype
dgstination
saurce
NMT-status
signaling-flags
requested-service-ID
requested-service-target
EPL-version
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4.2.5 Asyn2

Asyn2 ::= SEQUENCE ({
message-type
destination
source
service-ID
pduBody CHOICE {

[1h] ident-response
[2h] status-response
[3h] NMT-request

[4h] NMT-command

[5h] SDO
[AOh...FEh] manufacturer-specific
[FRr}+eserved

4.2.6 |[Message-type

message-type ::= Unsigned8 — Contains the context spe

4.2.7 |Addresses

destination ::= Unsigned8 — Node addreg
source [::= Unsigned8 — Node address (1...

4.2.8 |Service-ID

service}lD ::= Unsigned8 ific tags for the pduBody

4.2.9 |Reserved8

reservegd8 ::= Unsigned8
4.2.10 Reserved16
reservgd16 ::= Uns6
4.2.11

reserve

4.2.12

signalin]

RS_bit1 (8)

RS_bit2 (9)

RS_bit3 (10)
PR_bit1 (11)
PR_bit2 (12)
PR_bit3 (13)
reserved (14)
reserved (15)

The different APDU types use the flags as listed in Table 1. In all cases without "x" the flags
are present but not written resp. interpreted.
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The u

4.2.13

PDO-vq

4.2.14

size ;9|

4.2.15

PDO-p3

4.2.16

NMT-st
NMT]

NMT[_
NMT[_
NMT[_

NMT]

NMT[_

NMT]

NMTL

NOTE

Isoc1 Isoc2 Asyn1 Id.Resp. St.Resp.
RD X X
ER X
EA X X
EC X
EN X X
MS X X
PS
MC
RS X X
PR X X

PDO-version
rsion ::= Unsigned8
Size

Unsigned8

PDO-payload

yload ::= Any

NMT-st@

btus ::= CHOICE{

::= 0000 0000b
::= 0001 1100b
0001 1101b
Unsigned8 ::= 0101 1101b
Unsigned8 ::= 0110 1101b
Unsigned8 ::= 1111 1101b
Unsigned8 ::= 0100 1101b
Unsigned8 ::= 0001 1110b

If gender = MN: "x" := "M"; if sender = CN: "x" :="C"

yload; max. 1490 octets due to
ions and protocol overhead

4.2.17 Requested-service-ID

requested-service-ID ::= CHOICE {

no-service [0h] IMPLICIT Unsigned8
ident-request [1h] IMPLICIT Unsigned8
status-request [2h] IMPLICIT Unsigned8
NMT-reqg-inv [3h] IMPLICIT Unsigned8

manufacturer-specific

unspecified-invite [FFh] IMPLICIT Unsigned8

4.2.18 Requested-service-target

requested-service-target ::= Unsigned8

[AOh]... [FER] IMPLICIT Unsigned8

— Node address (1...255); not assigned (0)
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4.2.19 EPL-version

EPL-version ::= Unsigned8

— 15 —

— High nibble: main version; low nibble: sub version

4.3 Abstract syntax of Asyn2 pduBody

4.3.1 ldent-response

4.3.1.1 Overview

Ident-response ::= SEQUENCE {
signaling-flags
NMT-status
rese[veds
EPL{version
resefved8
featdre-flags BitString — (see 4.3.1.2)
MTU Unsigned16 — size of the largest possible IPAT
poll-|n-size Unsigned16 — actual CN setting for Isoc1 d
poll-put-size Unsigned16 — actual CN setting for Iso
resppnse-time Unsigned32 — time required by the C
resefved16
devige-type Unsigned32 — CN’s device type
vendor-ID Unsigned32 — CN’s vendor ID
prodlict-code Unsigned32 —
revigion-number Unsigned32 —
serigdl-number Unsigned32
vendor-specific-extension-1  Unsigned64
verify-configuration-date Unsigned32

verify-configuration-time Unsigned32
application-sw-date Unsigned32
application-sw-time Unsigned32
IP-adldress Unsigned32
subnet-mask Unsigned32
defapilt-gateway UnS|gned32
hostiname

vendor-specific-extension-2

pecmc purpose, to be filled with zeros if not
}
NOTE [Some of the“abo
"poll-ingsize" throug e
"deviceftype" through "sefi
"verify-fonfiguration-date ton- tlme under "verify-configuration”,
"applic@tion-sw-date{and under "application-software-version",
"vendof-specific-exte pecific-extension-2" under "vendor-specific-extensions”,
"IP-address" thy6ug under "IP-address",
4.31.p
featuretflags ::
Isochronous (0) — device may be isochronously accessed via Isoc1
SDO| by UDP/IP (1) — device supports SDO communication via UDP/IP
SDO| by<ASnd (2) — device supports SDO communication via ASnd
resekred-forfuttre—tse 3

bt used

mask of the CN
gateway of the CN

in use

NMT-info services
Extended NMT-state-commands
Dynamic PDO mapping
NMT services by UDP/IP
Configuration manager
Multiplexed access
Node-ID setup by SW

MN basic ethernet mode
Routing Type 1 support
Routing Type 2 support
reserved_bit1 through bit18

(13)

(13)...

device supports NMT Info Services

device supports Extended NMT State Commands
device supports dynamic PDO Mapping

device supports NMT Services by UDP/IP

device supports Configuration Manager functions
CN device supports multiplexed isochronous access.
device supports NodelD setup by software

MN device supports Basic Ethernet Mode

device supports Routing Type 1 functions

device supports Routing Type 2 functions

(31)
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4.3.2 Status-response
4.3.2.1 Overview

Status-response ::= SEQUENCE {
signaling-flags
NMT-status
reserved24
static-error-bit-field
List-of-errors

4.3.2.2 Static-error-bitf ield

static-error-bit-field ::= SEQUENCE {
erroif-register BitString — (see 4.3.2.3)
resefved8
spedffic-errors SEQUENCE SIZE (n) OF Unsigned8 — Device profite ohvendor specificerrors
n depends gn dgvise confi 2

4.3.2.3 Error-register

error-rdgister ::= BitString {

Gengric error (0) if nogstatic erxor présent, else 1
Currgent (1) OPTIONAL

Vorltage (2) OPTIONAL

Temperature (3) OPTIONAL

Compmunication error (4)

Devige profile specific (5)

resefved (6)

Manyifacturer specific (7)

4.3.2.4 List-of-errors

List-of-grrors ::= SEQUENCESIZE

4.3.2.5 ErrorE.@

ErrorErtry ::= SEQUEN

— k :>= 2, depends on device configuration

erroif-type — (see 4.3.2.6)
error-code — (see 4.3.2.6 and A.3)
time{stamp

addifional-in§6

}
4.3.2.6

The ppssible Vra q error-type and their meaning are listed in Table 2.
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Table 2 — Values of error-type

Octet Bit Value Description
0..1 15 0b ERR_History_ ADOM Entry
(status) - -
1b Status entry in Status-response frame (Bit 14 shall be set to Ob)
14 0b ERR_History_ADOM only
(send) — : .
1b Additional to the ERR_History_ ADOMthe entry shall also be entered in to the
emergency queue of the error signaling
13 .. 12 Oh Not allowed in ERR_History_ ADOM. Entries with this mode may only be used by
(mode) the error signaling itself to indicate the termination of the history entries in the
Status-response—frame
1h An error has occurred and is active (e.g. short circuit of dutput detectéed)
2h An active error was cleared (e.g. no short circuit an org) (fotallowsd for| status
entries)
3h An error / event occurred (not allowed for stw
11..0 |000h | Reserved \
(profile)
001h error-code contains a vendor specific < \00@9\
002h error-code contains Type 13 netw6rk s ccﬁ‘mu chroflle errors
(see A.3)
003h .. error-code contains devic 0 |Ie le err
FFFh E \ /\
‘ \\:/)/
4.3.3 INMT-request
NMT-rejquest ::= SEQUENCE {
NMT}requested-command-1D — value range see A.2
NMT}requested-commandktarge — target node address
NMT}requested-comman ta
}
4.3.4 NMT-com@
NMT-cqmmand ::= SEQ
NMTfcommand-ID CHO — value range see A.2
NMT-state 1 Unsigned8
NMT-info Unsigned8
}
resefvéd8
NMTfcomms E {
dte-time TimeOfDay — only if NMT-command-ID = BOh; seg A.4
nqde-states SEQUENCE SIZE (255) OF Unsigned8 — if NMT-command-ID = 96h; see A.4;

reports each node state individually

EPL«hode-list — if NMT-command-ID = 40h...95h, AO
see A4
NULL — else
}
}
4.3.5 SDO

4.3.5.1 Overview

SDO ::= SEQUENCE {
SequencelLayer
CommandLayer

}

=]
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4.3.5.2 Sequencelayer

Sequencelayer ::= SEQUENCE {
SequenceFlags Bitstring {
rcon_bit1
rcon_bit2
rsnr_bit1
rsnr_bit2
rsnr_bit3
rsnr_bit4
rsnr_bits
rsnr_bit6
scon_bit1
scon_bit2

-18 - 61158-6-13 © IEC:2007(E)

: no connection; 1: initialisation; 2: connection valid
: error response (retransmission requested)

o wo

: no connection; 1: initialisation; 2: connection valid
: connection valid with acknowledge request

S§RF—bitd
nr_bit2
nr_bit3

%]

s
sqnr_bit4
s

(2
1)

rese

4.3.5.

Commdg
SDO|

nr_bit5
nr_bité6  (15)

ved16

B CommandLayer

ndLayer ::= SEQUENCE {
CommandHeader

reperved8

in
sq
cq
sq

oke-1D
gmentation_abort_response
mmand-ID

gment-size

reperved16

SDOrcommand CHOICE {
wiite-by-index-request
repd-by-index-request
wiite-all-by-index-reques
repd-all-by-index-requiest

wiite-all-by-inde
repd-all-byindex-

4.3.5.4 Invoke

invoke-

D %5 Unsigned8

SEQUENCE {

[31h] IMPLICIT WriteMultipleBylndex-ResponsePDU
[32h] IMPLICIT ReadMultipleBylndex-ResponsePDU

Pbwo

62

Index-RequestPDU
ifeAllIBylndex-RequestPDU
AllIBylndex-RequestPDU

T WriteMultipleBylndex-RequestPDU
IT ReadMultipleBylndex-RequestPDU
;T AbortPDU

4.3.5.5 Segmentation_abort_response

segmentation_abort_response ::= BitString {

reserved (0)
reserved (1)
reserved (2)
reserved (3)

segmentation_bit1
segmentation_bit2
abort

response

4.3.5.6 Command-ID

command-ID ::= Unsigned8

— 0: Expedited transfer; 1: initiate segment transfer
2: segment; 3: segment transfer complete

— 0: transfer ok; 1: abort

— 0: request; 1: response

Contains context specific tag for SDO-command


https://iecnorm.com/api/?name=4ac016ce9209aca23cfccc447b6d20e2

61158-6-13 © IEC:2007(E) -19 -

4.3.5.7 Segment-size

segment-size::= Unsigned16 — Length of segment data. Counting from the beginning of the

"SDO-command". Valid value range: 0...1458

4.3.5.8 WriteByindex services

WriteBylndex-RequestPDU ::= SEQUENCE {

data-

size

index

sub-i

ndex

resepvedd

payl

WriteBy

4.3.5.9 ReadByindex services

ReadByY
inde
sub-
rese

ReadByY
data

payl

4.3.5.10 WriteAllByinde

WriteAl
data
inde
rese
payl

WriteAl

4.3.5.

ReadAl
inde
rese

}

ReadAl

— only present if in SDOCommandHeader segmentation = "initiate"

ad-data

ndex
ved16

size
ad-data

size

ved16
ad-data

Index-ResponsePDU ::= NULL

Index-RequestPDU ::= SEQUENCE {

Index-ResponsePDU ::= SEQUENCE

Bylndex-RequestPDU ::=

Bylndex-ResponsePDU ::= SEQUENCE {

ate

data-size
payload-data

— only present if in SDOCommandHeader segmentation = "initiate"

WriteByName-ResponsePDU ::= NULL
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4.3.5.12 WriteMultipleBylndex services

WriteMultipleBylndex-RequestPDU ::= SEQUENCE {

data-size — only present if in SDOCommandHeader segmentation = "initiate"
offset (k) — Byte offset of next payload data set

index

sub-index

padding-length
payload-data
offset (m) — Byte offset of next payload data set
index
sub-index
padding-length
payl¢ad-data

— (further write requests)

WriteMpltipleBylndex-ResponsePDU ::= SEQUENCE {
datajsize — only present if in SDOCommangKea
inde
sub-|ndex
sub-gbort
sub-pbort-code
inde
sub-|ndex
sub-pbort
sub-gbort-code

iate

4.3.5.13 ReadMultipleBylndex servic

= SEQUENCE {
oQly pre if in"\§DO®CommandHeader segmentation = "initipte"

SN\

ReadMlltipleBylndex-RequestPDU ::
datatsize
inde
sub-{ndex
resefved8
inde

sub-{ndex
resefved8

ReadM
data
offsg
inde
sub-
sub-
payl
offs¢g
inde
sub-{ndex
sub-ahaori-padding-length
payload-data / sub-abort-code

er read requests)

UENCE {
— only present if in SDOCommandHeader segmentation = "initiate
— offset of the next payload data set

— offset of the next payload data set

— (further read requests)

4.3.5.14 AbortPDU
AbortPDU ::= {
abort-code Unsigned32 — see A.1 for valid values
}
4.3.5.15 Data size

data-size ::= Unsigned32 — Length of transferred data block. Counting from the beginning of the
"SDO-command". Valid value range: 0...232.1,
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4.3.5.16 Index

index ::= Unsigned16 — Specifies an entry of the device object dictionary; 0.. 65.535

4.3.5.17 Sub-index

sub-index ::= Unsigned8 — Specifies a component of a device object dictionary entry; 0..254

4.3.5.18 Payload-data

payload-data ::= Any — application dependent type and length;
total frame length must comply with Ethernet rules

4.3.5.19 Offset

offset ({) ::= Unsigned8 — offset of specified data; i is 4-aligned

4.3.5.20 Padding-length

padding-length ::= Unsigned8 —

4.3.5.21 Sub-abort

sub-abgrt ::= Unsigned8 —

4.3.5.p2 Sub-abort-padding-length

sub-abg¢rt-padding-length ::= Unsigned8 — g

4.3.5.23 Sub-abort-code

sub-abg¢rt-code ::= Unsigne(d

4.3.6

Thes¢ in the

scope

5 Tr

5.1 E

5.1.1 |General description of data types and encoding rules

To beabtetoexchange meanmgfutdata, the format of this data andits meaning Tave to be
known by the producer and consumer(s). This specification models this by the concept of data
types.

The encoding rules define the representation of values of data types and the transfer syntax
for the representations. Values are represented as bit sequences. Bit sequences are
transferred in sequences of octets (bytes). For numerical data types the encoding is little
endian style as shown in Table 3.

5.1.2 Transfer syntax for bit sequences

For transmission a bit sequence is reordered into a sequence of octets. Hexadecimal notation
is used for octets as specified in ISO/IEC 9899. Let b = bg...bn-1 be a bit sequence. Denote k
a non-negative integer such that 8(k - 1) < n < 8k. Then b is transferred in k octets assembled
as shown in Table 3. The bits bj, i > n of the highest numbered octet are do not care bits.


https://iecnorm.com/api/?name=4ac016ce9209aca23cfccc447b6d20e2

— 22 -

61158-6-13 © IEC:2007(E)

Table 3 — Transfer syntax for bit sequences

octet number

1.

2, k.

5.1.3 b7.. bp

5.1.4 bqs..bg [5.1.5 b8k —1 ..

b8k -8

Octet 1 is transmitted first and octet k is transmitted last. The bit sequence is transferred as

follows across

ISO/IEC 8802-3):

the network (transmission order within an octet is determined by

EXAMH

The bit
two oct

5.1.6

The v
the bi

A BO
(FALS
and B

5.1.7

Data
range

The b

LE

b7, be, ..., bg, b1s, ...

, bg, ...

Bit 9 Bit 0
10b 0001b | 1100b
2h 1h Ch

Encoding of a Boolean value

sequence b = bg .. bg = 0011 1000 01, represents
bts: First 1Ch and then 02h.

ig 106ith e value 21Ch and is transf

prred in

ed by

esp. 0
LEAN

value

is assigned the value

UNSIGNEDN(b) = by, 4x2M 1+ ..+ byx21 + byx20

Note that the bit sequence starts on the left with the least significant byte.

Example: The value 2664 = 10A, with data type UNSIGNED16 is transferred in two octets across the bus, first 0A,
and then 01},.

The following UNSIGNEDnN data types are transferred as shown in Table 4.
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Table 4 — Transfer syntax for data type UNSIGNEDnN

octet number 0 1 2 3 4 5 6 7
UNSIGNEDS b7..bg

UNSIGNED16 bz..bg | bys-bg

UNSIGNED24 by.bg | bqs-bg | bos.byg

UNSIGNED32 b;..bg bqs.-bg | 023--P1g | bgq.boy

UNSIGNED40 b7.byg | bys.bg | b23.-b1g | D31--Dog | bzg.b3,

UNSIGNED48 b7.bg 515.bg | 023076 | P31-P24 | P39 032 547-D4p—

UNSIGNED56 bs.by | byg.bg | D23.-Dyg | D31..bag | b3g..bzs b4yq40r bacbyg
UNSIGNED64 | by.bg | bys.bg | D23.-Dig | P3q..Doy | D3g..b3y &\Qo b5 b4\ | bs3--bs6

The data types UNSIGNED24, UNSIGNED40, UNSIGNER48 UNSIGNEDS56 shall not be
applied by new applications.
UNSIGNEDN data types of length deviating from_thie d aboVe may be appl

compgund data types only.

5.1.8 |[Encoding of a Signed Integer

Data ¢f basic data type INTEGERN hals va

to 2"-1-1. The data is repr it gth n. The bit sequence

is ass|gned the

and, gerfor

Note that thebit se

Examp

e

énce starts on the left with the least significant bit.

Jhe value —2664 = OxFEF6, with data type Integer16 is transferred in two octets, first 0xF6 a

ed by

agers. The value range is from -2n-1

hd then

OxFE.

The INTEGERN data types are transferred as specified in Table 5.
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Table 5 — Transfer syntax for data type Integern

octet number 0 1 2 3 4 5 6 7
INTEGERS by..bg

INTEGER16 bz..bg | bqs-.bg

INTEGER24 by.by | bys-bg | by3.bqg

INTEGER32 b;..bg bqs.-bg | 023--P1g | bgq.boy

INTEGER40 b7.byg | bys.bg | b23.-b1g | D31--Dog | bzg.b3,

INTEGFR48 5755 | 1595 | D236 | D314 | P39-D32 547-D4p—

INTEGERS56 bs.by | big.bg | b23--b1g | P3q--boy | b3g.-b3y b47%°r b%\b%
INTEGER64 b7.bg | bys.bg | D23--big | D31.-bpg | D3g..b3y &\Qo b5 b4\ | bs3--bs6

The data types INTEGER24, INTEGER40, INTEGER4 ot be
applied by new applications.

INTEGERN data types of length deviating from ed by
compgund data types only.

5.1.9 |[Encoding of a Floating point va

Data ¢f basic data types REAL32 and |

The dpta type REAL32 i alues
followp the IEEE 754-1985

The dpta type 64\ as\bit sequence of length 64. The encoding of yalues
followp the IEEE -198 fordouble precision floating-point numbers.

A bit §equence of ither has/a value (finite non-zero real number, £ 0, + ) or is NaN

(not-arnumbe

The bft

is ass|gnedthe value (finite non-zero number)

REAL32(b) = (-1)S x2E-127x (1+ F)
Here
S = bs4 is the sign.
E = bggx27 + ...+ by3x20, 0 < E < 255, is the un-biased exponent.
F =223 x (by, x222 + ...+ byx2" + by x20) is the fractional part of the number.

E = 0 is used to represent + 0. E = 255 is used to represent infinities and NaN's.
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Note that the bit sequence starts on the left with the least significant bit.

5.1.10 Encoding of an Octet String value

The data type OCTET_STRINGIength is defined as follows; "length" is the length of the octet
string.

ARRAY [ length ] OF UNSIGNEDS8 OCTET_STRINGIength

5.1.11 Encoding of a Visible String value

VISIBEE- h h h
1973(E) 7- bit coded characters. "length" is the length of the visible string.

UNSIGNEDS VISIBLE_CHAR
ARRAY [ length ] OF VISIBLE_CHAR VISIBLE_S

There|is no 0, necessary to terminate the string.

5.1.14 Encoding of a Unicode String Value

The dpata type UNICODE_STRINGIeng
string

5.1.13 Encoding of a Ti

The data type TimeOfDay represént d the

encodling rules th;: Tim
Comppnent "ms" |

of day

Lmber

STRUQ
UNS
VOIL
UNSJ G

TIME_QF _

The epeoding is as shown in Figure 1.
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bits 7 | s | 5 | 4 3 | 2 | 1 | o
octets

1 0 0 0 0 227 226 225 224 number of
milliseconds
midnight

3 215 214 213 212 211 210 29 28

5 215 214 213 212 211 210 29 28 number of
days since

6 |[o7 -6 55 4 53 52 51 50 (’_\ 01.84

msb

5.1.11 Encoding of a Time Difference value

The dpta type TimeDifference represents a time differenc n and

the erjcoding rules that TimeDifference is represented

Time |differences are sums of number j . "ms" |is the
numbér milliseconds. Component "day

STRUQT OF
UNSJGNED28 ms,
VOoID4 reserved,

UNSJGNED16 days
TIME_DIFFERENCE

The ewcoding i own in
bits | 4 3 | 2 | 1 | 0
CCI{K

1 b\ 0 0 227 226 225 224

2 221 220 219 218 217 516 milliseconds
3 215 214 213 212 211 210 29 28

5 215 214 213 212 211 210 29 28

days
msb

Figure 2 — Encoding of Time Difference value
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6 FAL protocol state machines

Interface to FAL services and protocol machines are specified in this subclause.

NOTE The state machines specified in this subclause and ARPMs defined in the following clauses only define the
valid events for each. It is a local matter to handle invalid events.

The behavior of the FAL is described by the protocol machines shown in Figure 3. Specific
sets of these protocol machines are defined for different AREP types. Figure 3 also shows the
primitives exchanged between the protocol machines.

ERN
A (X

3 o O-downloadjind
S 5 O-down-mulf.ind
S & SDO-upload.ing
g 2 g E SDO-up-mult.infl
P 5 [ Q5 SDO-abort.ind
u— u— ? o Qe
@ @ o= = SDO-download enf
® I £ £ SDO-down-mul{.cnf
5 5 B SDO-upload.cn
a [a) == DO4up-mult.rsp SDO-up-mult.crff
a a zZz
dent.ind
Status.ind
NMT-reg-invite.ind
Jgal]l 2% Ident.cnf
5 @' 55 Status.cnf
“g. ] “g “g NMT-reg-invite.cnf
o g gg
HIF S v
aa lafa) QUB-COS (CmdL)
L1
{\ SEGMENT_req| |SEGMENT_|nd
4 \ 4
BN W SBNUPEC QuU QUB-CL QUB-COS (SeqL)
ARPM AR ARPM ARPM ARPM
U_req | | FAL-PDU_ind FAL-PDU_req| [FAL-PDU_ind
FAL-PDUY Yeq | | FAL-PDU ind FAL-PDU_req| |FAL-PDU ind FAL-PDU_req | |FAL-PDU_|nd
1 1 1 'I
DMPM |
DL_xxxx.re(i ‘DL_xxxx.ind

| Data Link Layer |

Figure 3 — Primitives exchanged between protocol machines
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7 AP context state machine

There is no AP-context state machine defined for this protocol.

8 FAL service protocol machine

There is no FAL service protocol state machine defined for this protocol.

9 AR_protocol machine

uffered-network-scheduled bi-directional pre-established co EC)

ARP
9.1.1 |[BNB-PEC primitive definitions
9.1.1. Primitives exchanged between BNB-PEC ARPM a2

Table

Primitive name Source Associated{ar&w@t{ ( U ‘\/F/unctlons

PDO-fransfer.req user AREP efekdo se#wz_,déta definitions in IEC 61158--13
PDO
,@O -version (\

PDO-fransfer.rsp user R fer'to service data definitions in IEC 61158-3-13
PBRO
rs&
N
T |ssued by BNB-PEC ARPM to user
Primitive n{me \%\ur\o{a ssc>iated parameters Functions
PDO-{r st PM \|AREP Refer to service data definitions in IEC 61158-§-13
PDO
PDO-version
PDO-{ransfer.cnf ARPM AREP Refer to service data definitions in IEC 61158--13
PDO
PDO-version

9.1.1.2 Parameters of primitives

The parameters of the primitives are described in IEC 61158-5-13.

9.1.2 DLL mapping of BNB-PEC class
9.1.2.1 Formal model

This subclause describes the mapping of the BNB-PEC AREP class to the Type 13 data link
layer defined in IEC 61158-3-13 and IEC 61158-4-13. It does not redefine the DLSAP
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attributes or DLME attributes that are or will be defined in the data link layer standard; rather,

it defines how they are used by this AR class.

NOTE A means to configure and monitor the values of these attributes are not in the scope of this International

Standard.

The DLL mapping attributes and their permitted values and the DLL services used with the

BNB-PEC AREP class are defined in this subclause.

CLASS: Type 13 BNB-PEC

PARENT CLASS: Buffered network-scheduled bi-directional pre-established
connection AREP

ATTRIBUTES:

1 (m) KeyAttribute: LocalDIlcepAddress

2 (m) Attribute: RemoteDlcepAddress

DLL SERVICES:

1 (m) OpsService: DL-PDO

9.1.2.2 Attributes

LocalPlcepAddress
This gttribute specifies the local DLCEP address and identifte
attribJte is used as the “DLCEP-address” parameter|of t{

RemoteDIcepAddress
This dttribute specifies the remote DLECEP add

9.1.2.3 DLL services

Refer|to IEC 61158-3-13 {6

9.1.3 |BNB-PEC ARPM state

9.1.3. BNB-P@R

<
' ‘ All transcations

%ire 4 — State transition diagram of BNB-PEC ARPM

The BNB-PEC ARPHK state m ieNhas Only one state called "ACTIVE", see Figure 4.

Of this

9.1.3. 2 BNB-PEG-ARPM-statetable

Table 8 and Table 9 define the state machine of the BNB-PEC ARPM.
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Table 8 - BNB-PEC ARPM state table — sender transactions

# Current Event or co_ndition Next state
state = action
PDO-transfer.req
=
FAL-PDU_req {
S1 ACTIVE disdu := BuildFAL-PDU ( ACTIVE
message-type :="Isoc1"
data := PDO-transfer.req )
PDO-transfer.rsp
=
FAE-PBY—ree
S2 ACTIVE disdu := BuildFAL-PDU ( ACTIVE
message-type :="Isoc2"
data := PDO-transfer.rsp )
A\
NOTE]| Transactions S1 is executed by the MN only, transaction S2 is executed b the\adqressed-CN only
Table 9 — BNB-PEC ARPM state table — receiv r%&tio s
Current Event or condition
# state = actir@( (7 \> Next|state
FAL-PDU_ind N\ Q
R1 |AcTivE i& message-type = "Isoc ACTIVE
PDO-transfer.ind
FAL-PDU_ind
R2 ACTIVE i& message-type = "lsoc2 ACTIVE
PDO-transfef.baf
NOTE| Transaction R1 is exe ted\s%Lhe CN3ohly, transaction R2 is executed by the MN and may be exefuted
by CN$ depending on theirpconfiguration.
s\/
9.1.3.8 Functio@ 8 BNB-PEC PM
The rgceipt of i primitive is always followed by its decoding to derive its
relevant paramet ate hine. Thus this implicit function is not listed separattely.
Table|10 ¢tion used by this state machine.
Table 10 — Function BuildFAL-PDU
Name BuildFALCSPDU Used in ARPM
Input Output
message—typ eHedu

data

additional information

Function |

Builds a FAL-PDU out of the parameters given as input variables.

9.2

Buffered-network-scheduled uni-directional pre-established connection

(BNU-PEC) ARPM

9.2.1 BNU-PEC primitive definitions

9.2.1.1 Primitives exchanged between BNU-PEC ARPM and user

Table 11 and Table 12 list the primitives exchanged between the ARPM and the user.
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Table 11 — Primitives issued by user to BNU-PEC ARPM

PDO-version

Primitive name Source | Associated parameters Functions
PDO-transfer.req user AREP Refer to service data definitions in IEC 61158-5-13
PDO

Table 12 — Primitives issued by BNU-PEC ARPM to user

Primitive name Source | Associated parameters Functiorrs/\
PDO-{ransfer.ind ARPM AREP Refer to service data definitio iR EC-64158-8-13
PDO
PDO-version

9.2.1.2 Parameters of primitives

The parameters of the primitives are described in [EC 6114
9.2.2 |DLL mapping of BNU-PEC class
9.2.2.1 Formal model

This qubclause describes the mapping\of the BN
defingd in IEC 61158-3-13 and IEC 8-4 It do

DLMH attributes that are ined inthelZ\data link layer standard; rather, it d

M

how they are used by f{

class to the Type 13 data linK layer
s not redefine the DLSAP attribytes or

efines

NOTE | A means to fig t B valyes of these attributes are not in the scope of this Interpational
Standafd.
The OLL mappingat eir\germitted values and the DLL services used with the

BNU AREP class

CLASS:
PARENT

e 13 BNU-PEC

Buffered network-scheduled uni-directional pre-established
connection AREP

ATTRIBUTES:
1
DLL SERVICES:

1 (oY)  OpsService: DL-PDO

PublisherDicepAddress

9.2.2.2 Attributes
PublisherDicepAddress

This attribute specifies the publisher's DLCEP address and identifies the DLCEP. The value of

this attribute is used as the “DLCEP-address” parameter of the DLL.

9.2.2.3 DLL services

Refer to IEC 61158-3-13 for DLL service descriptions.


https://iecnorm.com/api/?name=4ac016ce9209aca23cfccc447b6d20e2

— 32 -

9.2.3 BNU-PEC ARPM state machine
9.2.3.1 BNU-PEC ARPM states

61158-6-13 © IEC:2007(E)

The BNU-PEC ARPM state machine has only one state called "ACTIVE", see Figure 5.

‘ All transcations

Figure 5 — State transition diagram of BNU-PEC ARP
9.2.3.2 BNU-PEC ARPM state table
Table[13 and Table 14 define the state machine of the BNU-PEC ARRPM\
Table 13 — BNU-PEC ARPM state table — sznd<tr$ tigns
4 Current Event or con;yxo/\ Next|state
state = actio

PDO-transfer.req
=
FAL-PDU_req {

S1 ACTIVE disdu := BuildFAL-PDU ACTIVE

message type :="Isoc2
data := PDO-transfer.r

}

NOTE]| This transaction is executed by the MN only(\

Table 1MPE ARPMstate-table — receiver transactions
Current \) &/\\ Event or condition
# - Next|state
state /\ A = action

R1  |ACTIVE & Asog" ACTINE
RO transfenind

NOTE]| This transactiondy exXecuted #y the CNs only.

9.2.3.3 Functions used by BNU ARPM

The receipt of a FAL-PDU_ind primitive is always followed by its decoding to derive its

relevamnt parameters forthestatemachime—Thusthis illlpiibii furctiom s ot tisted sepdar Lely.

Table 15 defines the other function used by this state machine.

Table 15 — Function BuildFAL-PDU

Name BuildFAL-PDU Used in ARPM
Input Output
message-type disdu

data

additional information

Function |

Builds a FAL-PDU out of the parameters given as input variables.
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9.3 Queued user-triggered uni-directional (QUU) ARPM
9.3.1 QUU primitive definitions
9.3.1.1 Primitives exchanged between QUU ARPM and user

Table 16 and Table 17 list the primitives exchanged between the ARPM and the user.

Table 16 — Primitives issued by user to QUU ARPM

Primitive name Source | Associated parameters Functions

+4+58=5713.

NMT' tatc UuovTl AREP Rcfcl t\J oCT V;\.:U data L“.Uf;ll;t;ulla ;II :EC G
commiand.req
command-ID

node-list

/\(\((\\
NMT-Info.req user AREP Refer to service data definjons in CW
publish-node-list
publish-time
\\\>

Table 17 — Primitives issued by’QUU ARPN\to user

Primitive name Source | Associated parameters /\\// /\ \anctions
NMT-gtate- ARPM AREP Refer to ervi%e}da definitions in IEC 61158-5}413.
commiand.ind

command-ID

N

3.

node-list
N
NMT- EP Q Reter to.Service data definitions in IEC 61158-5/13.
ub
Nsh-tirﬁe\
9.3.1.
The p
9.3.2
9.3.2.

defindd in"EC 61158-3-13 and IEC 61158-4-13. It does not redefine the DLSAP attributes or
DLMHE attributes that are or will be defined in the data link layer standard; rather, it defines
how they are used by this AR class.

This Iaubclause desgypibes the mapping of the QUU AREP class to the Type 13 data linK layer

NOTE A means to configure and monitor the values of these attributes are not in the scope of this International
Standard.

The DLL Mapping attributes and their permitted values and the DLL services used with the
QUU AREP class are defined in this subclause.

CLASS: Type 13 QUU

PARENT CLASS: Queued User-triggered uni-directional AREP
ATTRIBUTES:

1 (m) KeyAttribute: LocalDlcepAddress

2 (m) Attribute: RemoteDlcepAddress

DLL SERVICES:
1 (m) OpsService: DL-CMD
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9.3.2.2 Attributes

LocalDIcepAddress
This attribute specifies the local DLCEP address and identifies the DLCEP. The value of this
attribute is used as the “DLCEP-address” parameter of the DLL.

RemoteDIicepAddress
This attribute specifies the remote DLCEP address and identifies the DLCEP

9.3.2.3 DLL services

Refer|to IEC 61158-3-13 for DLL service descriptions.

9.3.3 [QUU ARPM state machine

9.3.3.1 QUU ARPM states

The QUU ARPM state machine has only one state called "A re

9.3.3.

Table

3 §
Current \}vent or condition
# state /\<\ \/\ = action Next|state

MT-gtate-commantkreg/
=
D
S1 A disdy X Buil L-PDU ( ACTIVE

e-type := 6h — "Asyn2"
\ vicerid 1= 4h — "NMT-command"
atay= NMT-state-command.req )
N
NMTififo.req
=
FAL-PDU_req {
s2 ACTIVE daisdu .= DbUlldrAL-FDU ( ACTIVE
message-type := 6h — "Asyn2"
service-id := 4h — "NMT-command"

data := NMT-info.req )

NOTE These transactions are executed by the MN only.
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Table 19 — QUU ARPM state table — receiver transactions

# Current Event or co_ndition Next state
state = action
FAL-PDU_ind
&& service-id = 4h — "NMT-command"
R1 ACTIVE && 20h <= command-ID <= 5Fh — (see A.2) ACTIVE
=
NMT-state-command.ind
FAL-PDU_ind
&& service-id = 4h — "NMT-command"
R2 ACTIVE && 80h <= command-ID <= BFh — (see A.2) ACTIVE
=
NOTE| These transactions are executed by the CNs only. /
9.3.3.3 Functions used by QUU ARPM
The rgeceipt of a FAL-PDU_ind primitive is always follow by its~deckdin derive its

relevgnt parameters for the state machine. Thus this impli

Table|20 defines the other functions used by this stajé maching.

Table 207J=\unc?o\€é§ FAL@DU

Name BuildFAL-PDU sed\p\ )\ | ARPM
Input Output ™\
message-type d

data
additiohal information

servicg-id \b\>
message-type N\ )

Functign [ i ~__/
Builds p FAL-PDU out of the pa ters given inpu{ variables.

9.4 C
9.4.1
9.4.1.

Table
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Table 21 — Primitives issued by user to QUB-CL ARPM

Primitive name Source | Associated parameters Functions
Ident.req user AREP Refer to service data definitions in IEC 61158-5-13
Status.req user AREP Refer to service data definitions in IEC 61158-5-13
NMT-reqg-invite.req |user AREP Refer to service data definitions in IEC 61158-5-13
Ident.rsp user AREP Refer to service data definitions in IEC 61158-5-13
NMT-status

EPL-version

feature-1lags
cycle-timing
Identity
verify-configuration

application-software-
version

IP-address

host-name

vendor-specific- Q
extensions =

13

A
Statug.rsp user AREP \Re r\fo erv@ata finitions in IEC 61158-4
NMT-status

static-error

error-history (N

NMT-feq-invite.rsp |user Refexto service data definitions in IEC 61158-8-13
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Table 22 - Primitives issued by QUB-CL ARPM to user

Primitive name

Source

Associated parameters

Functions

Ident.ind

ARPM

AREP

Refer to service data definitions in IEC 61158-5-13

Status.ind

ARPM

AREP

Refer to service data definitions in IEC 61158-5-13

NMT-reqg-invite.ind

ARPM

AREP

Refer to service data definitions in IEC 61158-5-13

Ident.cnf

ARPM

AREP
NMT-status

EPL-version

Refer to service data definitions in IEC 61158-5-13

feature-1lags
cycle-timing
Identity
verify-configuration

application-software-
version

IP-address
host-name

vendor-specific-
extensions

$)

Statug.cnf

ARPM

AREP
NMT-status

static-error

error-history (N

13

\Re r\fo erv@ata finitions in IEC 61158-4

NMT-feq-invite.cnf

ARPM

Refexto service data definitions in IEC 61158--13

9.4.1.

The p

9.4.2

9.4.2.

This qubclause describes the mapping of the QUB-CL AREP class to the Type 13 da

layer defined n TEC 61158-3-T3 and IEC ©61158-4-T3. It does not redefine the D
attributes or DLME attributes that are or will be defined in the data link layer standard; rather,

it defines how they are used by this AR class.

NOTE A means to configure and monitor the values of these attributes are not in the scope of this standard.

The DLL Mapping attributes and their permitted values and the DLL services used with the

QUB-CL AREP class are defined in this subclause.

a link
LSAP
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CLASS: Type 13 QUB-CL

PARENT CLASS: Queued User-triggered Bi-directional connectionless AREP
ATTRIBUTES:

1 (m) KeyAttribute: LocalDIlcepAddress

2 (m) Attribute: RemoteDlcepAddress

DLL SERVICES:

1 (m) OpsService: DL-IDE

2 (m) OpsService: DL-STA

2 (m) OpsService: DL-REQ

9.4.2.p Attributes

LocalPlcepAddress
This

RemoteDIcepAddress
This

9.4.2.8 DLL services

Refer|to IEC 61158-3-13 for DLL service descriptions

9.4.3 |QUB-CL ARPM state machine
9.4.3.1 QUB-CL ARPM states

The Q

9.4.3.

Table

ttribute specifies the local DLCEP address and identifies the D,
attribyte is used as the “DLCEP-address” parameter of the DLL.

ttribute specifies the remote DLCEP address and identifiet

UB-CL ARPM state machine has\onl

Of this

ed "ACTIVE", see Figure 7.
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Table 23 — QUB-CL ARPM state table — sender transactions

Current Event or condition
# A Next state
state = action

Ident.req

=
FAL-PDU_req {
disdu := BuildFAL-PDU (
message-type := 5h — "Asyn1"
requested-service-id := 1h — "ident-request"
data := Ident.req )

S1 ACTIVE ACTIVE

}

Status.req

FAL-PDU_req {
disdu := BuildFAL-PDU (
message-type := 5h — "Asyn1"

requested-service-id := 2h — "status-request"
data := Status.req)
!

S2 ACTIVE ACTIVE

NMT-reqg-invite.req

=
FAL-PDU_req {
disdu := BuildFAL-PDU (
message-type := 5h
requested-service-id := 2h
data := NMT-reg-invite.req )

S3 ACTIVE ACTIVE

}

Ident.rsp

=
FAL-PDU_req {
disdu := BuildFAL-PDU (
message-type := 6h
service-id := 1h

data := |dent.rsp )
}

S4 ACTIVE ACTIVE

Status.rsp

S5 ACTIVE ACTIVE

— "Asyn2"
— "status-response”

S6 ACHVE ACTIVE

— "Asyn2"
— "NMT-request"

)
NOTE TransactiorWough S3 are executed by the MN only, transactions S4 through S6 are executed| by
CNs oply.
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Table 24 — QUB-CL ARPM state table — receiver transactions

# Current Event or co_ndltlon Next state
state = action

FAL-PDU_ind

R1 ACTIVE i& requested-service-id := 1h — "ident-request ACTIVE
Ident.ind
FAL-PDU_ind

R2 ACTIVE i& requested-service-id := 2h — "status-request ACTIVE
Status.ind
FAL-PDU_ind

R3 ACTIVE && IUL'UCD:.UUI'DCIVibU'iUI . S;I —_— "va‘iT-u:q-iuvi‘lc" ACT' E

=
NMT-reg-invite.ind

FAL-PDU_ind N

R4 ACTIVE i& service-id := 1h — "ident-response AC E
Ident.cnf
FAL-PDU_ind \

R5 ACTIVE i& service-id := 2h — "statussresponse ACTIVE
Status.cnf \
FAL-PDU_ind X

R6 ACTIVE i& service-id := 3h J&?’-re €s ACTIVE

NMT-reqg-invite.cnf

(\ N
NOTE| Transactions R1 through R3 are execyted by C nly,\trans, cti@R4t ugh R6 are executed by the
MN and may be executed by CNs depending ®n their cnfiguration.

9.4.3.83 Functions used by QUB-CL ARP

The rgeceipt of a FAL-PDU i imi i followed by its decoding to derive its

Table|25 defineot er functi 8 is state machine.

(\ unction BuildFAL-PDU

Name BadFAL-PDU Used in ARPM

Input \ Output
message- \/ dlsdu

servicg-i
message-ty
data
additiohal informati

Functign |

Builds p.FAL-PDU out of the parameters given as input variables.

9.5 Queued user-triggered bi-directional connection-oriented with segmentation (QUB-
COS) ARPM

9.5.1 Overview
The QUB-COS ARPM is divided in two sub-sections, so called layers:

e Sequence layer, QUB-COS (Seql)
e Command layer, QUB-COS (Cmdl)
The sequence layer provides the service of a reliable bidirectional connection that guarantees

that no messages are lost or duplicated and that all messages arrive in the correct order.
There shall be a sequence number for each sent frame, and an acknowledgement for the
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sequence number of the opposite node, as well a connection state and a connection
acknowledge.

The command layer has to decide whether a large block of data can be transferred in one
frame (expedited transfer) or if it must be segmented in several frames (segmented transfer).

9.5.2 QUB-COS (CmdL) primitive definitions
9.5.2.1 Primitives exchanged between QUB-COS (CmdL) ARPM and user

Table 26 and Table 27 list the primitives exchanged between the ARPM and the user.

@%
¥
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Table 26 — Primitives issued by user to QUB-COS (CmdL) ARPM

Primitive name Source Associated parameters Functions

SDO-download.req user AREP Refer to service data definitions in
) IEC 61158-5-13

invoke-ID
command-1D
segment-size
data-size

OD-identifier

1 ol
payroag-dgata

SDO-¢gown-mult.req user AREP Refer to service(data d n
. IEC 61158-
invoke-1D
command-ID
segment-size
OD-identifier (n)
payload-data (n) <
SDO-lipload.req user AREP e to\serv eMa definitions |n
. | 64158-5-1
invoke-1D

commandxD 5
OD-identifier

SDO-yip-mult.req user AREP ~Re*f{er to service data definitions |n
) IEC 61158-5-13
invoke-I
<\ n) >

SDO-gbort.req u E\/\

Refer to service data definitions |n
IEC 61158-5-13

SDO-¢lownload.rsp user Refer to service data definitions |n
IEC 61158-5-13
/\ \e{ror-info
SDO-{flow, uli\rsp er AREP Refer to service data definitions |n
) IEC 61158-5-13
invoke-ID
error-info (n)
SDO-yipload-rsp /{ser AREP Refer to service data definitions |n
) IEC 61158-5-13
invoke-ID
segment-size
data-size
payload-data
error-info
SDO-up-mult.rsp user AREP Refer to service data definitions in
) IEC 61158-5-13
invoke-ID

segment-size
data-size

payload-data / error-info (n)
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Table 27 - Primitives issued by QUB-COS (CmdL) ARPM to user

segment-size
data-size

payload-data / error-info (n)

Primitive name Source Associated parameters Functions
SDO-download.ind ARPM AREP Refer to service data definitions in
) IEC 61158-5-13
invoke-ID
command-ID
segment-size
data-size
OD-identifier
SDO-¢gown-mult.ind ARPM AREP Refer to service(data d n
) IEC 61158-
invoke-ID
command-1D
segment-size
data-size
OD-identifier (n)
payload-data (n) /\
SDO-{ipload.ind ARPM AREP Re¥er to Seryjce data definitions |n
) C 64158-5-13
invoke-ID
commahd-1D
OD-identifi
SDO-4p-mult.ind ARPM AREP Refer to service data definitions |n
% IEC 61158-5-13
SDO-gbort.ind user Ep Refer to service data definitions |n
) IEC 61158-5-13
invoke-1D
A M
SDO-¢lownload.cnf M EP Refer to service data definitions |n
) IEC 61158-5-13
}voke-ID
error-info
SDO- AREP Refer to service data definitions |n
) IEC 61158-5-13
invoke-ID
error-info (n)
SDO-liplead.cnf ARPM AREP Refer to service data definitions |n
IEC 611458 512
invoke-ID
segment-size
data-size
payload-data
error-info
SDO-up-mult.cnf ARPM AREP Refer to service data definitions in
) IEC 61158-5-13
invoke-ID
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9.5.2.2 Parameters of primitives

The parameters of the primitives are described in IEC 61158-5-13.

9.5.3 QUB-COS (CmdL) ARPM state machine
9.5.3.1 QUB-COS (CmdL) ARPM states

The QUB-COS (CmdL) ARPM state machine has only one state called "ACTIVE",
see Figure 8.

9.5.3.

Table

9,

©
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Table 28 — QUB-COS (CmdL) ARPM state table — sender transactions

Current
state

Event or condition
= action

Next state

S1

ACTIVE

SDO-download.req || SDO-down-mult.req

&& segment-size <= max-segment-size

=

response := 0

abort :=0

segmentation := 0

data-size := "null"

SEGMENT_req := BuildSegment (
header

ACTIVE

segment-data)
) 7

S§2

ACTIVE

SDO-download.req || SDO-down-mult.req
&& segment-size > max-segment-size
=
response := 0
abort := 0
fori:=1to (N := RoundUp(data-size, max-segment-size))
segmentation := 2
if (i=1)
segmentation :=1
endif
if (i=N)
segmentation := 3
endif
SEGMENT_req := BuildSegment (
header
segment-data, i)
endfor

(see Notes)

ACTIVE

S3

ACTIVE

response 3

SDO-download.rsp
. S

ACTIVE

s4

ACTIV

a
segment-data := "null")

ACTIVE

S5

‘&Qg’@awn-mult.rsp
&& at’least one data transfer failed

&& segment-size <= max-segment-size
=

ACTIVE

response := 1

abort := 1

segmentation := 0

data-size := "null"

SEGMENT_req := BuildSegment (
header

segment-data)

ACTIVE
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Current
state

Event or condition
= action

Next state

S6

ACTIVE

SDO-down-mult.rsp
&& at least one data transfer failed
&& segment-size > max-segment-size
=
response := 1
abort := 1
fori:=1to (N := RoundUp(data-size, max-segment-size))
segmentation := 2
if (i=1)
segmentation :=1
endif
if (i=N)

ACTIVE

segmentation := 3
endif
SEGMENT_req := BuildSegment (
header
segment-data, i)
endfor

S7

ACTIVE

(see Notes) (\
N

SDO-upload.req
=

response :=0
abort :=0
segmentation := 0
data-size := "null"

SEGMENT_req := BuildSegment (
header
segment-data := "null")

ACTIVE

S8

ACTIVE

SDO-upload.rsp \/

&& segment-size <= max-se nt-size
=

response := 1
segmentation :=

ACTIVE

S9

SEGMENT_req := BuildSegment (
header

coam-eni-data—t)
HReRt+&

ACTIVE

SASAC ) ata—ty

endfor

(see Notes)

S$10

ACTIVE

SDO-up-mult.req

&& segment-size <= max-segment-size

=

response := 0

abort :=0

segmentation := 0

data-size := "null"

SEGMENT_req := BuildSegment (
header
segment-data)

ACTIVE
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Current Event or condition
state = action

Next state

SDO-up-mult.req

&& segment-size > max-segment-size

=

response := 0

abort := 0

segmentation := 1

fori:=1to (N := RoundUp(data-size, max-segment-size))
segmentation := 2
if (i=1)

s11 | ACTIVE sggmentation =1

endif

if (i=N)

ACTIVE

segmentation := 3
endif
SEGMENT_req := BuildSegment (
header
segment-data, i)
endfor

SDO-up-mult.rsp
&& segment-size <= max-segment-size
=

(see Notes) (\
N

ACTIVE

response := 1
if all data were successfully read
abort := 0
else
S12 |ACTIVE abort = 1
endif
segmentation := 0
data-size := "null"
SEGMENT_req := BuildSegment (
header
segment-data) (\
)

SDO-up-mdlt.rs
&& segmentssize ax-segment:size

p(data-size, max-segment-size))
S13 |ACTIV

gmentation := 3

SEGMENT_req := BuildSegment (
header
:ngmnnf-dnfn L)

ACTIVE

endfor

(see Notes)

SDO-abort.req

=

abort := 1

S14 |ACTIVE |segmentation := 0

data-size := "null

SEGMENT_req := BuildSegment (
header
segment-data := "error-info")

ACTIVE

NOTE 1 When the length of the data exceeds the value of the "max-segment-size" parameter the

QUB_COS (CmdL) protocol splits the payload data into N segment-data.

NOTE 2 For each segment-data, the function “BuildSegment” builds a Segment := Header with Command Layer

parameters followed with segment-data without any gap.

NOTE 3 The segments reach the receiver AREP in the same order as they were created. This is guaranteed by

the Sequence layer. Thus an additional numbering of the segments is not necessary.

Table 29 - QUB-COS (CmdL) ARPM state table — receiver transactions



https://iecnorm.com/api/?name=4ac016ce9209aca23cfccc447b6d20e2

—48 — 61158-6-13 © IEC:2007(E)
# Current Event or co_ndltlon Next state
state = action
SEGMENT_ind
&& response =0
&& abort=0
&& segmentation = 0
R1|ACTIVE 128 (command-ID = 1h — "write-by-index" ACTIVE
|| command-ID = 3h — "write-all-by-index"
=
SDO-download.ind
SEGMENT_ind
&& response =0
&& abort=0
&& segmentation <> 0
&& (command-ID = 1h — "write-by-index"
|| command-ID = 3h — "write-all-by-index")
R2 ACTIVE && AddSegment(segment) = "OK" ACTIVE
=
if (MoreFollows(segment) = “False”
SDO-download.ind
endif
(see Note)
SEGMENT_ind
&& response =1
&& abort=0
R3 ACTIVE && ( command-ID = 1h ACTIVE
|| command-ID = 3h
=
SDO-download.cnf
SEGMENT_ind
&& response =0
&& abort=0
R4 ACTIVE && segmentation = 0 ACTIVE
&& command-ID = 31h "write-multiple-by-index"
SDO dowm
— "write-multiple-by-index"
R5 ACTIVE ACTIVE
=0 ]| abort =1
R6 ACTIVE gmentation = 0 ACTIVE
command-ID = 31h — "write-multiple-by-index"
=
SDO-down-mult.cnf
SEGMENT_Ind
&& response =1
&& abort=1
&& segmentation <> 0
&& command-ID = 31h — "write-multiple-by-index"
R7 ACTIVE i& AddSegment(segment) = "OK ACTIVE
if (MoreFollows(segment) = “False”
SDO-down-mult.cnf
endif
(see Note)
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# Current Event or co_ndltlon Next state
state = action
SEGMENT_ind
&& response =0
&& abort=0
R8 ACTIVE && ( command-ID = 2h — "read-by-index" ACTIVE
|| command-ID = 4h — "read-all-by-index"
=
SDO-upload.ind
SEGMENT_ind
&& response =1
&& abort=0
&& segmentation = 0
R9 ACTIVE && (command-ID = 2h — "read-by-index" ACTIVE
|| command-ID = 4h — "read-all-by-index"
=
SDO-upload.cnf
SEGMENT_ind
&& response =1
&& abort=0
&& segmentation <> 0
&& (command-ID = 2h — "read-by-ind
|| command-ID = 4h — "read-
R10 |ACTIVE && AddSegment(segment) = "OK" ACTIVE
=
if (MoreFollows(segment) = “False”
SDO-upload.cnf
endif
(see Note) /\(\ (\ .
SEGMENT_ind
&& response =0
&& abort=0
R11 |ACTIVE && segmentation = 0 ACTIVE
&& command-ID = 32h % "regd-multiple-by-index"
AN
— "read-multiple-by-index"
R12 |ACTIVE ACTIVE
=0 ]| abort =1
R13 |ACTIVE gmentation = 0 ACTIVE
command-ID = 32h — "read-multiple-by-index"
=
SDO-up-mult.cnf
SEGMENT_Ind
&& response =1
&& abort =0 || abort =1
&& segmentation <> 0
&& command-ID = 32h — "read-multiple-by-index"
R14 |ACTIVE i& AddSegment(segment) = "OK ACTIVE
if (MoreFollows(segment) = “False”
SDO-up-mult.cnf
endif
(see Note)
SEGMENT_ind
R15 |ACTIVE i& abort =1 ACTIVE
SDO-abort.ind
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Current Event or condition

# state = action

Next state

NOTE When the length of the data exceeds the value of the "max-segment-size" parameter the payload data are
split into N segment-data. The segments are delivered in the order as they were created. Each segment contains
a header with additional information. On the receiver end of the AR the function “AddSegment” removes this
header (including "data-size" in the first segment) and appends the segment-data to the previous received
segment-data. Once the N Segment-data are appended together without any gap, the function
“GetintermediatePDU” gives the original OD entry identifier with their related payload data.

9.5.3.3 Functions used by QUB-COS (CmdL) ARPM

235

The €rjecelpt of a SEGMENT _ind primitive is always followed by its dec g to de;‘ve its
relevgnt parameters for the state machine. Thus this implicit function is no chseparattely.

Table|30 through Table 34 define the other functions used by this s

Table 30 — Function BuildSegm

Name BuildSegment Used in [ARPM. \ A\ \
Input Output X
header := SEGMENT_req

AREP

invoke-ID

rgsponse G
abort

s¢gmentation
cpmmand-ID
s¢gment-size
segmept-data :=

data-size (only for the first segment)
data containing OD identifi

and related payload da

(if applicable) ’\

Functign

Builds p SEGMENT, Q i ipput variables. There is no additional segment number
necesdary as the co i ady guaranteed by the Sequence Layer already. This fundtion
adds the specified head ese’headers are identical for all coherent segments with the

exceptfon that the par,
segmepts in betweedq.

ave the value 1 for the first segment, 3 for the last and 2 for all
" will be provided only with the first segment.

\ Table 31 — Function RoundUp

Name BildSegment Used in ARPM
Input OQutput

data-sige \/ integer
max-sqgment-size

Function |

divides "data-size" by "max-segment-size" and rounds up the result to the next higher integer

Table 32 — Function MoreFollows

Name AddSegment Used in ARPM
Input Output

segmentation Boolean

Function |

This function inspects the "segmentation" parameter of the SEGMENT_ind header. If its value is 3, the function
sets its output to "False"
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NOTE The following two functions make use of a persistent variable "IntermediatePDU", in which all segments of
the current user data are stored by the receiver of this data.

Table 33 — Function AddSegment

Name AddSegment Used in ARPM
Input Output
header := Error code

invoke-ID

response

abort

segmentation
command-I1D
S 3|||U||t stre

data-sige (first segment only)

segmept-data
Functign |
This fupction removes the header of the received SEGMENT _ind and appends the S€egment_ Vious
receivgd Segment_data. Once the N Segment_data are appended together withoufany\gag, th
“GetintermediatePDU” gives the original OD entry identifier(s) with their relateg~paylsad at
Table 34 — Function Getinte %\MQ
Name GetlntermediatePDU Used(in ( )]ARPM
Input Qutput_~ /
(none) QD ehtry id/ent' ie ith their related payload dqta
Functign [
This fupction returns the original data, which was received\in m t| After this function call
the varjable IntermediatePDU is reset and does contain ments
9.5.4 |QUB-COS (SeqL) primiti
9.5.4.1 Primitives ex
Table[35 shows i
Table {{\\
Primitive namfé\\&@Rce Associated parameters Functions
SEGMHBNT/r Q B-\ AREP This primitive is used to request the QUB-COS (SeqL) to
C . transfer a data segment, It also carries information about
%m ™NInY ke-1D the segmentation which will be needed at the destirjation
response AREP to reconstruct the complete message
abort
segmentation

command-1D
segment-size
data-size
OD-identifier(s)

data

Table 36 shows the primitives issued by QUB-COS (SeqlL) to QUB-COS (CmdL).
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Table 36 — Primitives issued by QUB-COS (SeqlL) to QUB-COS (CmdL)
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Primitive names | Source | Associated parameters Functions
SEGMENT_ind QUB- AREP This primitive is used to transmit a data segment from
COoSs ) QUB-COS (SeqlL) to QUB-COS (CmdL). In case of
(SeqL) |invoke-ID segmentation it contains the data segment itself and
response additional information about the segmentation from the
remote AREP to reconstruct the complete message in the
abort local QUB-COS (CmdL)

segmentation

command-I1D

DUyIIIUI It'D;LU
data-size
OD-identifier(s)

data

9.5.4.

The p
QUB-

arameters used with the primitives exchanged
COS (CmdL) are described in Table 37.

Table 37 — Parameters used\with pri

P Parameters of primitives

QUB-COS (SeqL)and Q

Parameter name

Dé}cription

L

AREP [invoke-ID, error-info {These parameters ardgs-tefinethjn 1EC 61158-1.

responge is Mameter indivates whether the SEGMENT contains a request or a
response.

abort \ Th@)&m&e{wat that the requested transfer could not be completed.

segmeptation \/(\/T{t taralm ter indicates whether the SEGMENT is part of a segmented trapsfer
onnot:

commgnd-1D (\ \&Qeaigs the}ommand.

segmept-size \\ g]«{ e of a segmented transfer this parameter contains the length of segmnt

a
data size&\ N\ In case of a segmented transfer this parameter contains the total length of {he
\ ansferred data block.
OD-iddntifier(s) <~ \ Identifies the OD entries to be affected.
data \/ Payload data to /from the OD entries.

9.5.5 DLL mapping of QUB-COS AREP Class

9.5.5.1 Formal model

This subclause describes the mapping of the QUB-COS AREP class to the Type 13 data link
layer defined in IEC 61158-3-13 and IEC 61158-4-13. It does not redefine the DLSAP
attributes or DLME attributes that are or will be defined in the data link layer standard; rather,
it defines how they are used by this AR class.

NOTE A means to configure and monitor the values of these attributes are not in the scope of this International
Standard.

The DLL Mapping attributes and their permitted values and the DLL services used with the
QUB-COS AREP class are defined in this subclause.
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CLASS: Type 13 QUB-COS
PARENT CLASS: Queued user-triggered bi directional-connection-oriented AREP
ATTRIBUTES:

1 (m) KeyAttribute: LocalDIlcepAddress

2 (m) Attribute: RemoteDlcepAddress
3 (m) Attribute: RecSeqNr

4 (m) Attribute: RecCon

5 (m) Attribute: SndSeqNr

6 (m) Attribute: SndCon

DLL SERVICES:

1 (lll) UprUIVibU. Bt=SbS

9.5.5.p Attributes

LocalPlcepAddress
This dttribute specifies the local DLCEP address and identifies th
attribyte is used as the “DLCEP-address” parameter of the DLL

va Of this

RemoteDIcepAddress
This gttribute specifies the remote DLCEP address ang+i

RecS¢qNr
This attribute is a local buffer for the sequence

RecCpnNr
SndSeqNr

This attribute is a local buff

SndCbpn
This attribute is a loca

9.5.5.3 DLL se@

Referfto IEC 611

9.5.6 (QUB
9.5.6.

The defined™s wn in
Table|38 and Figure 9.

Table 38 — QUB-COS (SeqlL) ARPM states

State Description
CLOSED The AREP is defined, but not capable of sending or receiving FAL-PDUs. It only may send
or receive FAL-PDUs with the parameter scon set to 1 to indicate the wish to initialize a
connection.
REQ The AREP acts as a client. It has sent a FAL-PDU with the parameter scon set to 1, and is

waiting for a response from the remote server AREP.

RSP The AREP acts as a server. It has received a FAL-PDU from the remote client AREP with
the parameter scon set to 1, has returned a response Fal-PDU with the parameters
scon := 1 and rcon := 1, and is waiting for a response from its user.

OPEN The AREP is defined and capable of sending or receiving FAL-PDUs.
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S3, S4

OPEN

R4 - R8

process,

S

n the
hment
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