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Internatjonal Standard IEC 62541-5 has been prepared by subcommittee 65E: Deviges and
integratiom—m—enterprise—systems,—of —EC—techmicat—committee 65—tmdustriat-process
measurement, control and automation.
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Architecture, can be found on the IEC website.
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INTRODUCTION

This International Standard is the specification for developers of OPC UA applications. The
specification is a result of an analysis and design process to develop a standard interface to

facilitate the development of applications by multiple vendors that inter-operate seamlessly
together.

@%
S
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OPC Unified Architecture —

Part 5: Information Model

1 Scope

This part of IEC 62541 defines the Information Model of the OPC Unified Architecture (OPC
UA). The Informat|on Model describes standardised Nodes of a servers AddressSpace
agnostics
ihes the
ers will

or as entry pomts to server speC|f|c Nodes Thus
AddresgSpace of an empty OPC UA server. However, it is not expe
provide |all of these Nodes.

2 Normative references

cument.
edition

The foll
For datd
of the rg

IEC/TR
IEC 625

3 Terms, definitions,

3.1 Terms and defifniti

For the| purposes \qf
IEC 62541-3 as Wwel)a
311

CIientUIserId
String th

-1 and

NOTE T ent in the

ActivateS

3.2 A]bbreviatio i

UA Unified Architecture
XML Extensible Markup Language

3.3 Conventions for Node descriptions

Node definitions are specified using tables (see Table 2).

Attributes are defined by providing the Attribute name and a value, or a description of the
value.

References are defined by providing the ReferenceType name, the BrowseName of the
TargetNode and its NodeClass.

o |If the TargetNode is a component of the Node being defined in the table the Attributes
of the composed Node are defined in the same row of the table. That implies that the
referenced Node has a HasModelParent Reference with the Node defined in the Table
as TargetNode (see |IEC 62541-3 for the definition of ModelParents).
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e The DataType is only specified for Variables; “[<number>]" indicates a single-
dimensional array, for multi-dimensional arrays the expression is repeated for each
dimension (e.g. [2][3] for a two-dimensional array). For all arrays the ArrayDimensions
is set as identified by <number> values. If no <number> is set, the corresponding
dimension is set to 0, indicating an unknown size. If no number is provided at all, the
ArrayDimensions can be omitted. If no brackets are provided, it identifies a scalar
DataType and the ValueRank is set to the corresponding value (see IEC 62541-3). In
addition, ArrayDimensions is set to null or is omitted. If it can be Any or
ScalarOrOneDimension, the value is put into “{<value>}", so either “{Any}’
“{ScalarOrOneDimension}’” and the ValueRank is set to the corresponding value (see
Part 3) and the ArrayDimensions is set to null or is omitted. In Table 1 examples are

given.
Table 1 — Examples of DataTypes
Notation Data- Value- | Array- Description
Type Rank Dimensions
Int32 Int32 | -1 omitted or NULL | A scalaptht32.
Int32[] Int32 1 omitted or {0} Slngle ensio of INN32 with ap
ens \\?m@ W

Int32(][ nt32 | 2 omitted or {0,0} W&\W y of I3t32 with un{nown
Si

Int32[3][] Int32 2 {3,0} Two- nal array of Int32 with a sfze of 3 for
flrst mens d an unknown siz¢ for the

/\ ecqs\d dimension.
Int32[5)[3] Int32 2 {5,3} wo-di nS|o al array of Int32 with a s|ze of 5 for
he nsion and a size of 3 for the second
ensio
Int32{Any} Int32 -2 xomit%Q NUL\ An\mt32/where it is unknown if it is scalfr or array
with any number of dimensions.

Int32{ScalarOrOneDimension} | Int32 -3 \ mitted or\BU\‘E\}n Int32 where it is either a single-dimepsional
array or a scalar.

bhe referenced component is provided by specifying the
8.0f thevfule in the ModellingRule column. In the AddressSpace, the
3 HasModellingRule Reference to point to the corresponding

If the Modeld of a DataType is provided, the symbolic name of the Node represenlting the
DataTypeshall be used

Nodes of all other NodeClasses cannot be defined in the same table; therefore only the used
ReferenceType, their NodeClass and their BrowseName are specified. A reference to another
part of this document points to their definition.

Table 2 illustrates the Type Definition Table. If no components are provided, the DataType,
TypeDefinition and ModellingRule columns may be omitted and only a Comment column is
introduced to point to the Node definition.
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Table 2 — Type Definition Table

Attribute Value
Attribute name Attribute value. If it is an optional Attribute that is not set “--“ will be used.
References NodeClass BrowseName DataType | TypeDefinition ModellingRule
ReferenceType | NodeClass BrowseName of the | Attributes of the referenced Node, only applicable for | Referenced
name of the target Node. If the Variables and Objects. ModellingRule
TargetNode. | Reference is to be of the
instantiated by the referenced
server, then the Object.
value of the target
Node’s
BrowseName is “--*.

NOTE Lo £ ; oo bl o tolal R,
oteSTererenCmMgTootNoOteS O the taore ConMent:

Comporjents of Nodes can be complex, that is containing compong
TypeDefinition, NodeClass, DataType and ModellingRule can b

definitions, and the symbolic name can be created as defipe
containing components are not explicitly specified; they are
definitions.

4 Nodelds and BrowseNames

4.1 Nodelds

The Nodlelds of all Nodes described i
defines [the actual Nodelds.

symbolic names. IEC $2541-6

The syn gdrd is its BrowseName, or, when it is
part of gnother Node, the o de a “.”, and the BrowseName pf itself.
In this case “part of” mg sProperty or HasComponent Refefence to
its part.|Since all Nod ei rer’Node have a unique name in this sfandard,
the symfpolic name\is uqi . a3mple, the ServerType defined in 6.3.1 has the gymbolic
name |[“Server @ i wgtanceDeclarations would be identifled as
“ServerType.Serve a S se this Object is complex, another InstanceDeclafation of
the SefverType s .S efCapabilities.MinSupportedSampleRate”. The| Server
Object defined i 8.2 G the ServerType and has the symbolic name “Server”.
Therefofe, thetinstance based\on the InstanceDeclaration described above has the gymbolic
name “S

The Na : exfor, all Nodelds defined in this standard is 0. The namespace|for this

Namesq

Note that this standard does not only define concrete Nodes, but also requires that some
Nodes have to be generafed, for example one for each Session running on the server. The
Nodelds of those Nodes are server-specific, including the Namespace. But the
Namespacelndex of those Nodes cannot be the Namespacelndex 0, because they are not
defined by this standard but generated by the Server.

4.2 BrowseNames

The text part of the BrowseNames for all Nodes defined in this standard is specified in the
tables defining the Nodes. The Namespacelndex for all BrowseNames defined in this standard
is 0.
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5 Common Attributes

5.1 General

For all Nodes specified in this standard, the Attributes named in Table 3 shall be set as

specified in Table 3.

Table 3 — Common Node Attributes

Attribute Value

DisplayName The DisplayName is a LocalizedText. Each server shall provide the DisplayName identical to
the BrowseName of the Node for the Localeld “en”. Whether the server provides translated
names for other | ocalelds is vendor specific

Descriptipn Optionally a vendor specific description is provided. (

NodeClags Shall reflect the NodeClass of the Node. N
Nodeld The Nodeld is described by BrowseNames as defined in 4.1 anqdefined\in Part-6.
WriteMagk Optionally the WriteMask Attribute can be provided. If the i 'y—:‘d, it
shall set all Attributes to not writeable that are not said t, hple, the
Description Attribute may be set to writeable since a Cific
description for the Node. The Nodeld shall not be writeable, beC ach
Node in this standard. /K Nso
UserWriteMask Optionally the UserWriteMask Attribute can be pr 'ded%s Ws for the W)iteMask
Attribute apply. A
52 dbjects \)
For all Dbjects specified in this sta 1butés nQ‘ne in Table 4 shall bg set as
specifiefd in Table 4.
Table 4 - jtributes
Attribute Value [ NN
EventNofifier NVheﬁ‘rqr thé‘Wo@qcan})thgd to sul)scribe to Events or not is vendor specific.
~—"
5.3 Vjariables
For all Variables Cifi tandard, the Attributes named in Table 5 shall b¢ set as
specifief in Table
<\ able 5 — Common Variable Attributes

Attribu N\ X Value

MinimurhSarplingi{erval ™~ Optionally, a vendor-specific minimum sampling interval is provided.

Accessllevel J THe access level for Variables used for type definitions is vendor-specific, for all othef
Variables defined in this standard, the access level shall allow a current read; other gettings
are vendor specific.

UserAcdesshével The value for the UserAccessLevel Attribute is vendor-specific. It is assumed that all
Variables can be accessed Dy at least one USer.

Value For Variables used as InstanceDeclarations, the value is vendor-specific; otherwise it shall

represent the value described in the text.

ArrayDimensions

If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank <= 0) the
ArrayDimensions can either be set to null or the Aftribute is missing. This behaviour is
vendor-specific.

If the ValueRank specifies an array of a specific dimension (i.e. ValueRank > 0) then the

ArrayDimensions Attribute shall be specified in the table defining the Variable.

5.4 VariableTypes

For all VariableTypes specified in this standard, the Attributes named in Table 6 shall be set
as specified in Table 6.
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Table 6 — Common VariableType Attributes

Attributes Value

Value Optionally a vendor-specific default value can be provided.

ArrayDimensions

specific.

ArrayDimensions Attribute shall be specified in the table defining the VariableType.

If the ValueRank does not identify an array of a specific dimension (i.e. ValueRank <= 0) the
ArrayDimensions can either be set to null or the Aftribute is missing. This behaviour is vendor-

If the ValueRank specifies an array of a specific dimension (i.e. ValueRank > 0) then the

6 Standard ObjectTypes

6.1 1

Typically, the components of an ObjectType are fixed and can be
Howevelr, since each Object of an ObjectType can be extended wi

db suLtyping.

onents,

this International Standard allows extending the standard Objfe in this
document with additional components. Thereby, it is possipie dditional
informafion in the type definition that would already be con{ained . Some
ObjectTlypes already provide entry points for server spegifi t is not
allowed|to restrict the components of the standard Object ard. An
example of extending the ObjectTypes is putting the odeVersion|defined
in Part|3 into the BaseObjectType, stating that eac server will provide a
NodeVersion.

6.2 BlaseObjectType

The Ba$eObjectType is used as type d

N0 more

concreté¢ type definitions available. S d using this ObjectType anfl use a
more specific type, if possible. i gll other
ObjectTlypes shall either direc i om it. However, it might not be possible
for servers to provide [all es, and
thereforg it is not requi
There afe no Re S ubtype References specified for this ObjeciType. It
is formally defined jii\Table
Ta — BaseObjectType Definition

Attribute Value, 2N\

BrowseNamé\ Bq%qot}jésqype \

IsAbstract NEalsey ™ \

References NodeClass\ | BrowseName DataType | TypeDefinition | MofellingRule

HasSubtype ObjectType” | ServerType Defined in 6.3.1

HasSubtype ObjectType ServerCapabilitiesType Defined in 6.3.2

HasSubtype ObjeciType ServerDiagnostics Type Defined In 6.3.3

HasSubtype ObjectType SessionsDiagnosticsSummaryType Defined in 6.3.4

HasSubtype ObjectType SessionDiagnosticsObjectType Defined in 6.3.5

HasSubtype ObjectType VendorServerinfoType Defined in 6.3.6

HasSubtype ObjectType ServerRedundancyType Defined in 6.3.7

HasSubtype ObjectType BaseEventType Defined in 6.4.2

HasSubtype ObjectType ModellingRuleType Defined in 6.5

HasSubtype ObjectType FolderType Defined in 6.6

HasSubtype ObjectType DataTypeEncodingType Defined in 6.7

HasSubtype ObjectType DataTypeSystemType Defined in 6.8
6.3 ObjectTypes for the server object

6.3.1

ServerType

This ObjectType defines the capabilities supported by the OPC UA server. It is formally
defined in Table 8.
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Attribute Value

BrowseName ServerType

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition Modelling

Rule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable ServerArray String[] PropertyType Mandatory

HasProperty Variable NamespaceArray String[] PropertyType Mandatory

HasComponent Variable ServerStatus’ ServerStatusDataType ServerStatusType Mandatory

HasProperty Variable ServicelLevel Byte PropertyType Mandatory

HasProperty Variable Auditing Boolean PropertyType Mandatory

HasCompo nt ﬁhjnnf an/nrf‘npnhilifine1 = Qnr\mr(‘aln?hjﬁﬁ%Tyrm Mandatory

HasComporfent Object ServerDiagnostics' - ServerDiaénostics\Fxpe Mandatory

HasComporlent Object VendorServerinfo - VendorSeNerjnfgTypea. | [Mandatory

HasComporjent Object ServerRedundancy’ | - SeprdRedundancy{ype \| [Mandatory
Containirlg Objects and Variables of these Objects and Variables are defined by their Bro»\ &Eﬁ éd{w)xesponding

TypeDefinitipnNode. The Nodeld is defined by the composed symbolic name described i1
ServerA \ to ‘as th¢ server
table. E r a)server wjthin the
scope 0 erver-instance has a single URI
that is | reserved for the URI of
the locs and are specffic to a
server. psolve URIs into URLs.
The UR He URI of the NamespdceArray
with Ind
The inde rver indexes or server names. They are
used in etNotles of References that reside in| remote
servers) may read individual entries in the taple. The
server ghall not d| his table while any client has an open segsion to
the seryer, bec% he/server table. A server may add entries to the
server table evenN{Cli o the server
Namesq namespace URIs. This Variable is also refdrred as
namesp| into the namespace table are referred |to as
Namesq 2Indexes are used in Nodelds in OPC UA Serviceq, rather
than thdg Rl. Index 0 is reserved for the OPC UA namespace, and|index 1
is reser al seiver. Clients may read the entire namespace table or they may read
individu dmespace table. The server shall not modify or delete entrigs of the
namesppce Aablewhile any client has an open session to the server, because cliepts may

changed.

ServerStatus contains elements that describe the status of the server.

cache thecnamespaceé table. A server may add entries to the namespace table even if clients
are conwmmmmummmi of the
namespace table but only add entries, because the client may cache Nodelds using the
indexes. Nevertheless, it might not always be possible for servers to avoid changing indexes
in the namespace table. Clients that cache Namespacelndexes of Nodelds should always
check when starting a session to verify that the cached Namespacelndexes have not

description of its elements.

See 12.10 for a

ServicelLevel describes the ability of the server to provide its data to the client. The value
range is from 0 to 255, where 0 indicates the worst and 255 indicates the best. The concrete
values are vendor-specific. The intent is to provide the clients an indication of availability
among redundant servers.
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Auditing is a Boolean specifying if the server is currently generating audit events. It is set to
TRUE if the server generates audit events, otherwise to false. The profiles defined in Part 7
specify what kind of audit events are generated by the server.

ServerCapabilities defines the capabilities supported by the OPC UA server. See 6.3.2 for its
description.

ServerDiagnostics defines diagnostic information about the OPC UA server. See 6.3.3 for its
description.

VendorServerinfo represents the browse entry point for vendor- defmed server information.
This Object is required to be neath it.
See 6.3|6 for its description.

ServerRedundancy describes the redundancy capabilities provided 6 i$ Object
is requited even if the server does not provide any redundancy support\l pports
redundgncy, then a subtype of ServerRedundancyType is usg i i hbilities.
Otherwige, it provides an Object of type ServerReduynda i Property
RedundhncySupport set to none. See 6.3.7 for the descripion™® c pe.

6.3.2 ServerCapabilitiesType

This ObjectType defines the capabilities sup UA server. It is

defined|in Table 9.

formally

Table 9 — Serv

Attribute Value NN
BrowseNamg ServerCapab|I|t|e\éTyBe\ O\ Y §
IsAbstract False N
References NodeClass / \Q\/Wie\r\lame“ \/ DataType TypeDefinition Modelling
Rule

Subtype of the BaseObjettType dsfined in 8.2
HasProperty Variable / erverProfileAxay String[] PropertyType Mandatory
HasProperty Variable ( \LbééigldAhay/\ / Localeld[] PropertyType Mandatory
HasProperty Variablé' \ MinSupportedSampleRate Duration PropertyType Mandatory
HasProperty Variable \ NMaxBrowseContifuationPoints Uint16 PropertyType Mandatory
HasProperty Vatiable MaxQueryContinuationPoints Uint16 PropertyType Mandatory
HasProperty Variablex\ ( \MaxHjstopyContinuationPoints Uint16 PropertyType Mandatory
HasProperty V}a\riab{@ N Spftwa?éCertificates SoftwareCertificate[] | PropertyType Mandatory
HasCompory Objact )\ MogellingRules FolderType Mandatory
HasComporfent ™NQbjeth * \  MAdgregateFunctions FolderType Mandatory
HasComponent | Variable Vendor specific Variables of a subtype of the ServerVendorCapabilityType -

defined in 7.5

ServerProfileArray defines the conformance profile of the server. See Part 7 for the definitions
of server profiles.

LocaleldArray is an array of Localelds that are known to be supported by the server. The
server might not be aware of all Localelds that it supports because it may provide access to
underlying servers, systems or devices that do not report the Localelds that they support.

MinSupportedSampleRate defines the minimum supported sample rate, including 0, which is
supported by the server.

MaxBrowseContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the Browse Service that the server can support per session. The value
specifies the maximum the server can support under normal circumstances, so there is no
guarantee the server can always support the maximum. The client should not open more
Browse calls with open continuation points than exposed in this Variable. The value 0
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indicates that the server does not restrict the number of parallel continuation points the client
should use.

MaxQueryContinuationPoints is an integer specifying the maximum number of parallel
continuation points of the QueryFirst Services that the server can support per session. The
value specifies the maximum the server can support under normal circumstances, so there is
no guarantee the server can always support the maximum. The client should not open more
QueryFirst calls with open continuation points than exposed in this Variable. The value 0
indicates that the server does not restrict the number of parallel continuation points the client
should use.

MaxHistoryContinuationPoints is an integer specifying the maximum number of parallel
continugfion points of the ReadHistory Services that the server can support per sessjon. The
so|there is
no guarpntee the server can always support the maximum. The clien N more

ReadHigtory calls with open continuation points than exposed in { alue 0
indicatep that the server does not restrict the number of parallel¢ e client
should yse.

SoftwargCertificates is an array of SoftwareCertificates con ¢ ' brted by
the seryer. This shall be the same list of certific Session

Service| The certificates in this Property are not signed.

odell ng@e

ModellingRules is an entry point to brg pported by the serr‘ver. All

ModellingRules supported by the Seryer be able to be browsed starting flom this
Object.

Aggregd AggregatefFunctions supported by the
server. All AggregateFunctio Server should be able to be browsed|starting

from this Object. Aggr j AggregateFunctionType.
The remaining m erverCapabilitiesType define the serverispecific
capabilifies of t)@r s arget is
an instgnce of a Vep pe (see

7.5). Ee a specific server capability. The Nodelds for these
Variable
6.3.3
This Objj {Type is
formally]
Table 10 — ServerDiagnosticsType Definition
Attribute Value
BrowseName ServerDiagnosticsType
IsAbstract False
References NodeClass BrowseName DataType / TypeDefinition Modelling-
Rule
Subtype of the BaseObjectType defined in 6.2
HasComponent | Variable ServerDiagnosticsSummary ServerDiagnosticsSummaryDataType Mandatory
ServerDiagnosticsSummaryType
HasComponent | Variable SamplingintervalDiagnosticsArray | SamplinglntervalDiagnosticsDataType][] Optional
SamplingIntervalDiagnosticsArray Type
HasComponent | Variable SubscriptionDiagnosticsArray SubscriptionDiagnosticsDataType[] Mandatory
SubscriptionDiagnosticsArrayType
HasComponent | Object SessionsDiagnosticsSummary - Mandatory
SessionsDiagnosticsSummaryType
HasProperty Variable EnabledFlag Boolean Mandatory
PropertyType
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ServerDiagnosticsSummary contains diagnostic summary information for the server, as
defined in 12.9.

SamplinglntervalDiagnosticsArray is an array of diagnostic information per sampling rate as
defined in 12.8. There is one entry for each sampling rate currently used by the server. Its
TypeDefinitionNode is the VariableType SamplingintervalDiagnosticsArrayType, providing a
Variable for each entry in the array, as defined in 7.11.

The sampling interval diagnostics are only collected by servers which use a fixed set of
sampling intervals. In these cases, length of the array and the set of contained Variables will
be determined by the server configuration and the Nodeld assigned to a given sampling
interval diagnostics variable shall not change as long as the server configuration does not
change [ A server may not expose the SamplingintervalDiagnosiicsArra does |not use
fixed sampling rates.

SubscriptionDiagnosticsArray i atipn per
subscrif lotificat] actually
established in the riapleType
Subscri i defined
in 7.13.

Session fined in
6.3.4.

EnabledFlag identifies whether or not diagnes ( r. It can
also be|used by a client to enable or disable\the i n of the
server. [The following settings of the Boo server

lean
collects|diagnostic informatjon, and setting\thé\value te YRUE leads to resetting and ¢nabling
the collé¢ction. FALSE inditats i information is collected, and setting the value

to FAL

Static d{agnostic
when the Value ;
off. Dypamic diagne

the AddressSpace will return Bad_NotReadable
S.fead or subscribed to and diagnostics ar¢ turned
as the Session Nodes) will not appear| in the

AddresgSpace whend ed off.

6.3.4 z i 3 SummaryType

This Oy pe ¥efines \diagnostic information about the sessions of the OPC UA| server.
This Objec i i

g 11 — SessionsDiagnosticsSummaryType Definition

Attribute Vatue

BrowseName SessionsDiagnosticsSummaryType

IsAbstract False

References NodeClass | BrowseName | DataType / TypeDefinition | ModellingRule

Subtype of the BaseObjectType defined in 6.2

HasComponent | Variable SessionDiagnosticsArray SessionDiagnosticsDataType][] Mandatory
SessionDiagnosticsArrayType

HasComponent | Variable SessionSecurityDiagnosticsArray SessionSecurityDiagnosticsDataType[] | Mandatory
SessionSecurityDiagnosticsArray Type

HasComponent | Object For each session of the server one | -- --

Object has to be provided' SessionDiagnosticsObjectType

T This row represents no Node in the AddressSpace. It is a placeholder pointing out that instances of the ObjectType will have

those Objects.

SessionDiagnosticsArray provides an array with an entry for each session in the server having
general diagnostic information about a session.
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SessionSecurityDiagnosticsArray provides an array with an entry for each active session in
the server having security-related diagnostic information about a session. Since this
information is security-related, it should not be made accessible to all users, but only to
authorised users.

For each session of the server, this Object also provides an Object representing the session.
It has the ClientName of the session as BrowseName and is of the ObjectType
SessionDiagnosticsObjectType, as defined in 6.3.5.

6.3.5 SessionDiagnosticsObjectType

This ObjectType defines diagnostic information about a session of the OPC UA server. This
ObjectType s formalty deffmed i T able T2

Table 12 — SessionDiagnosticsObjectType De(n@l x

Attribute Value
BrowseNam SessionDiagnosticsObjectType \
IsAbstract False OV N\
References NodeClass | BrowseName DataTypé%WiK) Modelling
Rule
Subtype of the BaseObjectType defined in 6.2 \
HasComporfent Variable SessionDiagnostics agnos Mandatory
] \;&7\ 55 jZZagnqstlc ariableType
HasComporfent Variable SessionSecurityPiagnostic. ssiopSequrityDiagndsticsDataType Mandatory
essm:(\Sec yDBﬁstlcsType
HasComponent Variable SubscriptionDiagr}iicsNQ\ ﬁ%ﬁpﬁa@_@gﬁostlcsDataTypeﬂ Mandatory
SubsgriptionDiagnosticsArrayType

Session ormation about the sessipn; the
Session ityDi e i on sgcurity-related diagnostic infofmation.
Becaus¢ the informatip iable s security-related, it should not be made
accessi f

Subscri
subscription, as
Subscri

of Subscription diagnostic information per|opened
: Its TypeDefinitionNode is the VariapleType
ptionDiagp0s ) pe pro iding a Variable for each entry in the array, as|defined

in 7.13.

6.3.6

This Obj i a’placeholder Object for vendor-specific information about the OPC
UA serV ObjectType defines an empty ObjectType that has no components. It [shall be
subtypefd by vendorsto define their vendor-specific information. This ObjectType is formally

defined |inTable 13.

Table 13 — VendorServerinfoType Definition

Attribute Value

BrowseName VendorServerinfoType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the BaseObjectType defined in 6.2

6.3.7 ServerRedundancyType

This ObjectType defines the redundancy capabilities supported by the OPC UA server. It is
formally defined in Table 14.
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Table 14 — ServerRedundancyType Definition

Attribute Value

BrowseName ServerRedundancyType

IsAbstract False

References NodeClass BrowseName DataType TypeDefinition Modelling
Rule

Subtype of the BaseObjectType defined in 6.2

HasProperty Variable RedundancySupport RedundancySupport | PropertyType | Mandatory

HasSubtype ObjectType TransparentRedundancyType Defined in 6.3.8

HasSubtype ObjectType NonTransparentRedundancyType | Defined in 6.3.9

RedundancySupport indicates what redundancy is

defined

6.3.8
This O

I 1Z£.0.

TransparentRedundancyType

bjectType is a subtype of ServerRedundancyType

supported by the server. Its values are

tify the

capabilifies of the OPC UA server for server-controlled rédun sparent
switchoyer for the client. It is formally defined in Table 15.
Table 15 - TransparentRedundm
VA
Attribute Value B YR
BrowseName | TransparentRedundancyType \ \ / { \ §
IsAbstract False < < C W\
References Node BrowseName talype TypeDefinition Modelling
Class > W \—/ Rule
Subtype of the ServerRedundancyType defined in 6.3/7, i.e. inheritihg the InstinceDeclarations of that Node.

HasProperty Variable | CurrentServerld \ QStr / PropertyType Mandatory
HasProperty | Variable | RedungentServerAtray. \ | ReduldantServérDataType[] | PropertyType Mandatory
~—

RedundgncySupport ServerRedundancyType. It shall be| set to

transpafent for all insta tRedundancyType.
Although, in a tranSparentswi scenario, all redundant servers serve under tHe same

URI to the client, ji

Current

Serverld ' identifier of the currently-used server in the redundant {

et. This

server i ion; if a client opens several sessions, different servefs of the
redunds grve it in different sessions. The value of the CurrentPerverld
may chang load balancing, so a client that needs to track its datg source
shall su

As diaghostic information, the RedundantServerArray contains an array of available sgrvers in
the redyndant set; including their service levels (see 12.7). This array may change ¢luring a
session!

6.3.9 NonTransparentRedundancyType

This ObjectType is a subtype of ServerRedundancyType and is used to identify the
capabilities of the OPC UA server for non-transparent redundancy. It is formally defined in

Table 16.
Table 16 — NonTransparentRedundancyType Definition
Attribute Value
BrowseName NonTransparentRedundancyType
IsAbstract False
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the ServerRedundancyType defined in 6.3.7, that is, inheriting the InstanceDeclarations of that Node.

HasProperty | Variable | ServerUriArray | Stringll | PropertyType | Mand

atory
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ServerUriArray is an array with the URI of all redundant servers of the OPC UA server. See
Part 1 for the definition of redundancy in this standard. Since, in a non-transparent
redundancy environment, the client is responsible to subscribe to the redundant servers, it
might or might not open a session to one or more redundant servers of this array.

The redundancy support provided by the server is defined in the RedundancySupport (defined
in the supertype). The client is allowed to access the redundant sever only as described
there, however, "hot” switchover implies the support of “warm” switchover and “warm”
switchover implies the support of “cold” switchover.

If the server supports only a “cold” switchover, the ServicelLevel Variable of the Server Object
should be considered to identify the primary server. In this scenario, only the primary server

may be[able To access the underlying sysiem, because the underlying gystém may|support
access [only from a single server. In this case, all other servers wji\be identified with a
Servicelevel of zero.

6.4 (JbjectTypes used as EventTypes

6.4.1 General

This Infernational Standard defines standard Eve epresented in the
AddresgSpace as ObjectTypes. The EventTypes are Part 3. The fpllowing
subclauges specify their representation in the AddressS

6.4.2 BaseEventType

This EVentType is defined in Part 3 repre jon in the AddressSpace is formally
defined|in Table 17.
M&nt e Definition
N ~
Attribute Value | \
BrowseNamp BaseF entTybe S >
IsAbstract Tue\. > < Q
References NodeClass” |\ BrowseName > | DataType | TypeDefinition | MoglellingRule
Subtype of the BaseObjectType defined inGg:2” ~ \|
HasSubtype Obje&Typs, R Auditgventlype / Defined in 6.4.3
HasSubtype ObjectType \ | (SystemEventType Defined in 6.4.28
HasSubtype @bjecwq Ba§‘eModéiChangeEventType Defined in 6.4.30
HasSubtype) OhjectTyp®\ .| Semanti€ChangeEventType Defined in 6.4.32
HasSubtypefS. jRctType. | EventQueueOverflowEventType | Defined in 6.4.33
HasProperty Variahe \ \E)/entld ByteString PropertyType Mamdatory
HasProperty Varable \ | EventType Nodeld PropertyType Mafdatory
HasProperty VariaBR—}\/ SourceNode Nodeld PropertyType Mamdatory
HasProperty Variable SourceName String PropertyType Mandatory
HasPropert Varrabte TFime YtcFmme Flupvli.y-rypv e |datory
HasProperty Variable ReceiveTime UtcTime PropertyType Mandatory
HasProperty Variable LocalTime TimeZoneDataType PropertyType Optional
HasProperty Variable Message LocalizedText PropertyType Mandatory
HasProperty Variable Severity Uint16 PropertyType Mandatory

Eventld is generated by the server to uniquely identify a particular Event Notification. The
server is responsible to ensure that each Event has its unique Eventld. It may do this, for
example, by putting GUIDs into the ByteString. Clients can use the Eventld to assist in
minimizing or eliminating gaps and overlaps that may occur during a redundancy failover.

EventType describes the specific type of Event.

SourceNode identifies the Node that the Event originated from. If the Event is not specific to a
Node the Nodeld is set to null. Some subtypes of this BaseEventType may define additional
rules for SourceNode.



https://iecnorm.com/api/?name=1ae0a9f90947faded33d96028a4da994

62541-5 © IEC:2011 - 25—

SourceName provides a description of the source of the Event. This could be the
DisplayName of the Event source, if the Event is specific to a Node, or some server-specific
notation.

Time provides the time the Event occurred. This value is set as close to the event generator
as possible. It often comes from the underlying system or device. Once set, intermediate OPC
UA Servers shall not alter the value.

ReceiveTime provides the time the OPC UA Server received the Event from the underlying
device of another Server. ReceiveTime is analogous to ServerTimestamp defined in Part 4,
i.e. in the case where the OPC UA Server gets an Event from another OPC UA Server, each
Server applies its own ReceiveTime. That implies that a Client may get the same Event,
having the same Evenild, from different Servers having different values of/the ReceivelTime.

LocalTime is a structure containing the Offset and the DaylightSaving / Offset
specifiep the time difference (in minutes) between the Time Pro i at the
location| in which the event was issued. If DaylightSavinglnQffsgt\ E, then
Standargd/Daylight savings time (DST) at the originating locati IS¢ Offset
includeg the DST correction. If FALSE then the Offset dg S . ion and

DST mgy or may not have been in effect.

Messagp provides a human-readable and localizable ipti b server
may retprn any appropriate text to describe the y \g is not a valid valde; if the
server does not have a description, it’sh gtri e of the
Node agsociated with the Event.

Severity is an indication of the urgeng briority”.
Values |will range from 1 i & west severity and 1 000 bging the
highest.,| Typically, a sevefi i nature,
while a jvalue of 1 000 wo tentially
result inl severe financi
It is expected th@ levels.
Therefofe, server oss the
1to 1 0PO range i xample,
a client|wishing pre bllowing
mapping:

\Glient Severity OPC Severity

801 to 1000

MENUM HIGH 601 to 800

NMEDHUM 401 to 600

MEDIUM LOW 201 to 400

TOW TTo 200

In many cases a strict linear mapping of underlying source severities to the OPC Severity
range is not appropriate. The server developer will instead intelligently map the underlying
source severities to the 1 to 1 000 OPC Severity range in some other fashion. In particular, it
is recommended that server developers map Events of high urgency into the OPC severity
range of 667 to 1 000, Events of medium urgency into the OPC severity range of 334 to 666
and Events of low urgency into OPC severities of 1 to 333.

For example, if a source supports 16 severity levels that are clustered such that severities 0
to 2 are considered to be LOW, 3 to 7 are MEDIUM and 8 to 15 are HIGH, then an appropriate
mapping might be as follows:
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OPC Range Source severity OPC Severity
HIGH (667 to 1 000) 15 1000

14 955

13 910

12 865

11 820

10 775

9 730

8 685
MEDIUM (334 to 666) 7 650

6 575

5 566 ya

4 425 (

3 N
LOW (1|to 333) 2

1

0

Some sgrvers might not support any Events which are ature, so they may

choose [to map all of their severities into a subset of/the 1 mle, 1 to
666). Other servers might not support any Events which/are i ey may
choose [to map all of their severities into a djffere nge (for

examplg, 334 to 1 000).

The purpose of this approach is to allo
from different vendors in a consistent
in Part 9.

ity values from multiple|servers
discussions of severity can He found

6.4.3 | AuditEventT

This EJentType is_d epresentation in the AddressSpace is [formally
defined |in Table
(\ KuditEventType Definition

Attribute Value \
BrowseNamg SAuditEventType: >
IsAbstract Thie L DN\
References|S._ | NodeClass. | BrowseName | DataType | TypeDefinition | ModdllingRule
Subtype of the BaseEv&NtType defiped in 6.4.2, that is, inheriting the InstanceDeclarations of that Node.
HasSubtype O\B}e.gtType\ AuditSecurityEventType Defined in 6.4.4
HasSubtypel ObjectType” | AuditNodeManagementEventType Defined in 6.4.19
HasSubtype] ObjectType AuditUpdateEventType Defined in 6.4.24
HasSubtyp ObjectType AudittpdateMettrodEventType Defimed 62727
HasProperty Variable ActionTimeStamp UtcTime PropertyType Mandatory
HasProperty Variable Status Boolean PropertyType Mandatory
HasProperty Variable Serverld String PropertyType Mandatory
HasProperty Variable ClientAuditEntryld String PropertyType Mandatory
HasProperty Variable ClientUserld String PropertyType Mandatory

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in

6.4.2.

ActionTimeStamp identifies the time the user initiated the action that resulted

in the

AuditEvent being generated. It differs from the Time Property because this is the time the
server generated the AuditEvent documenting the action.

Status identifies whether the requested action could be performed (set Status to TRUE) or not
(set Status to FALSE).
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Serverld uniquely identifies the server generating the Event. It identifies the server uniquely
even in a server-controlled transparent redundancy scenario where several servers may use
the same URI.

ClientAuditEntryld contains the human-readable AuditEntryld defined in Part 3.

The ClientUserld identifies the user of the client requesting an action. The ClientUserld can
be obtained from the UserldentityToken passed in the ActivateSession call. This token can
contain the information in multiple formats depending on the type of User Identity that is
passed to the service. If the UserldentityToken that was passed was defined as a UserName,
then the structure contains an explicit string that is the user. If the passed UserldentityToken
was defined as X509v3, then the CertificateData byte string contains an element that is the

user stfing which can be exfracied from the subject key in this sfructureJf the]passed
UserldeptityToken was defined as WSS, then the user string can be he WS-
Security XML token. If an AnonymousldentityToken was used, the vah
6.4.4 AuditSecurityEventType
This EVentType is defined in Part 3. Its representation formally
defined|in Table 19.
Table 19 — AuditSecurityEvent eD
N\ AN
Attribute Value A\ [ >
BrowseNamg AuditSecurityEventType N Q { WV ]
IsAbstract True
References NodeClass | BrowseName —  ‘\DataType_ | TypeDefinition | ModdllingRule
Subtype of the AuditEventType defined in 6.4.3, that i, inheyiting theNpstanceDeclarations of that Node.
HasSubtype| ObjectType | AugitChannelEvent{ype \| Définedin 874.5
HasSubtype ObjectType | AlditSessighEventTyre "Definein 6.4.7
HasSubtype| ObjectType ,| AuditCertificateEventTypg Deffhéd in 6.4.12
~~—"
This EvientType jnherits all the AuditEventType. Their semantic is degfined in
6.4.3. There ared' ional<Pro ' ined for this EventType.
6.4.5 pe
This EV Part 3. Its representation in the AddressSpace is formally
defined|i
able 20 — AuditChannelEventType Definition
Attribute Value~ )
BrowseNamp AuditChannelEventType
IsAbstract Frye
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditSecurityEventType defined in 6.4.4, that is, inheriting the InstanceDeclarations of that Node.
HasSubtype ObjectType AuditOpenSecureChannelEventType Defined in 6.4.6
HasProperty Variable SecureChannelld String | PropertyType | Mandatory

This EventType inherits all Properties of the AuditSecurityEventType. Their semantic is
defined in 6.4.4. There are no additional Properties defined for this EventType. The
SourceNode for Events of this type should be assigned to the Server Object. The
SourceName for Events of this type should be “SecureChannel/” and the Service that
generates the Event (e.g. SecureChannel/OpenSecureChannel or
SecureChannel/CloseSecureChannel). If the ClientUserld is not available for a
CloseSecureChannel call, then this parameter shall be set to "System/CloseSecureChannel”.

The SecureChannelld shall uniquely identify the SecureChannel. The application shall use the
same identifier in all AuditEvents related to the Session Service Set (AuditSessionEventType
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and its subtypes) and the SecureChannel Service Set (AuditChannelEventType and its

subtypes).

6.4.6

AuditOpenSecureChannelEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally

defined in Table 21.

Table 21 — AuditOpenSecureChannelEventType Definition

Attribute Value

BrowseName AuditOpenSecureChannelEventType

IsAbstract Frae 7

References NodeClass BrowseName DataType }&peDefin\lFO\n Modelling
=N Rule

Subtype of the AuditChannelEventType defined in 6.4.5, that is, inheriting the InstanceDeclarafiors fthaf\[\lo .

HasProperty) Variable ClientCertificate ByteString . N\Property®ype andatory

HasProperty Variable ClientCertificateThumbprint String P(opEQyTybq Mandatory

HasProperty Variable RequestType SecurityTokenRequ%\stType Prbpert?{ype) Mandatory

HasProperty Variable SecurityPolicyUri String N\« IRropertyTypé Mandatory

HasProperty Variable SecurityMode MessageSecirityModte \ NPropertyType Mandatory

HasProperty Variable RequestedLifetime Duration”™ ™N) |\ PropeftyType Mandatory

This EventType inherits all Properties of the

defined| in 6.4.5.

The Source

“SecurelChannel/OpenSecureChannek. TF

parame

The addg
triggers

ClientC¢
ClientC4
Reques
Security
Security

Reques
call.

er shall be set to "System/Ope

type shodld be

e. Their sem;lantic is
hus this

call that

call.

e call.

Service

6.4.7

AuditSessionEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally

defined in Table 22.
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Table 22 — AuditSessionEventType Definition

Attribute Value

BrowseName AuditSessionEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.4, that is, inheriting the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditCreateSessionEventType Defined in 6.4.8

HasSubtype ObjectType AuditActivateSessionEventType Defined in 6.4.10

HasSubtype ObjectType AuditCancelEventType Defined in 6.4.11

HasProperty Variable Sessionld Nodeld | PropertyType | Mandatory

This EventType inherits all Properties of the AuditEventType. Their semantic is defined in
6.4.4. There are no additional Properties defined Tor this EventType.

If the Eyent is generated by a TransferSubscriptions Service call, th ould be
assignef to the SessionDiagnostics Object that represents the sessio ame for
Events ¢f this type should be “Session/TransferSubscriptions”.

Otherwige, the SourceNode for Events of this type should
The SodirceName for Events of this type should be “Sessi
the Evept (e.g. CreateSession, ActivateSession or CléseSess|

Object.
nerates

The Segsionld should contain the Sessiqnld of 566Si j issued on
In the (JreateSession Service this shdll t & ate j . session
context fexists (e.g. for a failed Create i I i L.

6.4.8 AuditCreateSessionEventT

This EVentType is definéd i Pati i is [formally
defined|in Table 23.

<\'5a e 23 -

Attribute Value N

BrowseNamg AuditC;e‘q%sess\l‘&gEv\ethype \

IsAbstract True  \

References NodeClass \ | BrowseName | DataType | TypeDefinition | ModdllingRule
Subtype of the AuditSessionEvenilypedefingd in 6.4.7, that is, inheriting the InstanceDeclarations of that Node.

HasSubtype OkjectTyp\ | AuditUniismatchEventType | Defined in 6.4.9

HasPropertyfS._ | Varlabléy SegureChannelld String PropertyType Mandgtory
HasProperty Variable \ \Q}éntCertificate ByteString PropertyType Mandgtory
HasProperty V?Ha@le \ ClientCertificate Thumbprint String PropertyType Mandgtory
HasProperty VariabE\/ RevisedSessionTimeout Duration PropertyType Mandptory

This EventType inherits all Properties of the AuditSessionEventType. Their semantic is
defined in 6.4.7. The SourceName for Events of this type should be “Session/CreateSession”.
The ClientUserld is not available for this call thus this parameter shall be set to the
"System/CreateSession”.

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

SecureChannelld shall uniquely identify the SecureChannel. The application shall use the
same identifier in all AuditEvents related to the Session Service Set (AuditSessionEventType
and its subtypes) and the SecureChannel Service Set (AuditChannelEventType and its
subtypes).

ClientCertificate is the clientCertificate parameter of the CreateSession Service call.
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ClientCertificate Thumbprint is a thumbprint of the ClientCertificate.

RevisedSessionTimeout is the returned revisedSessionTimeout parameter of the
CreateSession Service call.

6.4.9 AuditUrIMismatchEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 23.

Table 24 — AuditUrIMismatchEventType Definition

Attribute Value [

BrowseNamp AuditUrIMismatchEventType

IsAbstract True A

References NodeClass | BrowseName | DataType | Typ€Definition IKModgllingRule
Subtype of the AuditCreateSessionEventType defined in 6.4.8 that is, inheriting the InstanceDexlaratjons,of that Nose /
HasProperty | Variable | EndpointUrl | String { Propert\Type. ["Wandgtory

This EventType inherits all Properties of the AuditSe eir semjantic is

defined|in 6.4.8.

The additional Properties defined for this EventTyp call that

triggers|the Event.
EndpointUrl is the endpointUrl parameteirof the €

6.4.10 | AuditActivateSessionEvent

This EventType is defin formally

defined|in Table 25.

@bl 25 — Audi

Attribute Value <

BrowseNamg | AuditActivateSassionByenttype  /

IsAbstract True

References| | NddeClass\ | BrowseName | DataType | TypeDefinition | MoHellingRule

Subtype of the AuditSessionERghtType defipéd in 6.4.7, that is, inheriting the InstanceDeclarations of that Node.

HasPropertyl | Variable N3] ClientSoftwareCertificates | SignedSoftwareCertificate]] PropertyType Manpdatory

HasProperty Q(ariéblg \ \Qsey)dentityToken UserldentityToken PropertyType Mandatory
This E\,entTNits all Properties of the AuditSessionEventType. Their semjantic is

defined|\ir 6.4.7. The SourceName for Events of this type shodld be
“SessionfActivatesession .

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

ClientSoftwareCertificates is the clientSoftwareCertificates parameter of the ActivateSession
Service call.

UserldentityToken reflects the userldentityToken parameter of the ActivateSession Service
call. For Username/Password tokens the password should NOT be included.

6.4.11 AuditCancelEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 26.
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Table 26 — AuditCancelEventType Definition

Attribute Value

BrowseName | AuditCancelEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditSessionEventType defined in 6.4.7, i.e. inheriting the InstanceDeclarations of that Node.

HasProperty | Variable | RequestHandle | UInt32 | PropertyType | Mandatory

This EventType inherits all Properties of the AuditSessionEventType. Their semantic is

defined in 6.4.7. The SourceName for Events of this type should be “Session/Cancel”.
The additianal Prn,nprfipe defined for this F\/pnnypp reflect parameters of the Service call that
triggers|the Event.
RequestHandle is the requestHandle parameter of the Cancel Servi
6.4.12 | AuditCertificateEventType
This EVentType is defined in Part 3. Its representatio Space is formally
defined|in Table 27.
Table 27 — AuditCertifica entTypeDefinitio
Attribute Value < YV ONVY
BrowseNam | AuditCertificateEventType /
IsAbstract True AN
References NodeClass | BrowseName ( | DataType | TypeDefinition | MoflellingRule
Subtype of the AuditSecurityEventType defined in 6.4.%, thak is, Ingefiting the InstanceDeclarations of that Node.
HasSubtype] | ObjectType | AugifCexificatéDataMismatchEvehtType\| Defined in 6.4.13
HasSubtype] | ObjectType | AuditCertificdteExpiredEventType \\/ | Defined in 6.4.14
HasSubtype] | ObjectType [[AuditCextificatelvalidEveniType / Defined in 6.4.15
HasSubtype] | ObjectType || AuditCertificateUntrustedEventType Defined in 6.4.16
HasSubtype| ObjectFype\ | AuditCertjficateRevokedEyentPype Defined in 6.4.17
HasSubtype] | ObjectType” | AuditCertificateMismatthEvEntType Defined in 6.4.18
HasProperty Variable ~ (| Certfficate W AN\~ ByteString | PropertyType | Mafdatory
This EV [antic is
defined i e”.
Certifica € of this
EventTy ed’representing the individual validation errors. This certificatd can be
matche ise that passed it (Session or SecureChannel Service Set) since the
AuditEvents\for these’Services also included the Certificate.
6.4.13 AuditCertificateDataMismatchEventType
This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 28.
Table 28 — AuditCertificateDataMismatchEventType Definition
Attribute Value
BrowseName | AuditCertificateDataMismatchEventType
IsAbstract True
References | NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditCertificateEventType defined in 6.4.12, i.e. inheriting the InstanceDeclarations of that Node.
HasProperty Variable InvalidHostname String PropertyType Mandatory
HasProperty Variable InvalidUri String PropertyType Mandatory
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This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type should be “Security/Certificate”.

InvalidHostname is the string that represents the host name passed in as part of the URL that
is found to be invalid. If the host name was not invalid it can be NULL.

InvalidUri is the URI that was passed in and found to not match what is contained in the
certificate. If the URI was not invalid it can be NULL.

Either the InvalidHostname or InvalidUri shall be provided.

6.4.14 AuditCertificateExpiredEventhype

This EVentType is defined in Part 3. Its representation in the Address ceNs formally
defined fin Table 29.

Table 29 — AuditCertificateExpiredEventTyge ition
Attribute Value { NN \
BrowseName | AuditCertificateExpiredEventType XU\ /
IsAbstract True
References| | NodeClass | BrowseName | DataTyp¢ () “NypeDefinition | MofellingRule

Subtype of the AuditCertificateEventType defined in 6.4.12, that is, irariting the/InstqnceDeclarations of that Node.

This EVentType inherits all Properties o antic is
defined|in 6.4.12. The SourceName for 3 ificate”.
The Megsage Variable shall include a 4 ipti .e. time

before gtart or time after end). There afe nti akProperties defined for this EventType.

6.4.15 | AuditCertificatelhvalidEventType

This EventType ii defin i . epresentation in the AddressSpace is [formally

defined|in Table
(’?'@‘\‘

ificatelnvalidEventType Definition

Attribute Value \

BrowseNamg | A{ditCettifidateliyalidEventType

IsAbstract Tr RN

ReferencesK | NodeClass\'| BrowseName | DataType | TypeDefinition | MofellingRule

Subtype of the AudjtCenrificateEvant Pype defined in 6.4.12, that is, inheriting the InstanceDeclarations of that Node.

This EventType\inha>ts all Properties of the AuditCertificateEventType. Their semnantic is
defined|in'G.4.12. The SourceName for Events of this type should be “Security/Cer}ificate”.
The Message shall include a description of why the certificate Is invalid. There are no
additional Properties defined for this EventType.

6.4.16 AuditCertificateUntrustedEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 31.

Table 31 — AuditCertificateUntrustedEventType Definition

Attribute Value

BrowseName | AuditCertificateUntrustedEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the AuditCertificateEventType defined in 6.4.12, that is, inheriting the InstanceDeclarations of that Node.
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This EventType inherits all Properties of the AuditCertificateEventType. Their semantic is
defined in 6.4.12. The SourceName for Events of this type should be “Security/Certificate”.
The Message Variable shall include a description of why the certificate is not trusted. If a trust
chain is involved then the certificate that failed in the trust chain should be described. There
are no additional Properties defined for this EventType.

6.4.17 AuditCertificateRevokedEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 32.

Table 32 — AuditCertificateRevokedEventType Definition

/[
Attribute Value {
BrowseName | AuditCertificateRevokedEventType L
IsAbstract True
References| | NodeClass | BrowseName | DataType NTypeDefinifion NMoHellingRule

Subtype of the AuditCertificateEventType defined in 6.4.12, that is, inheriting the InstangéD&slara{ion3of that Node.

This EventType inherits all Properties of the AuditCertificat . i antic is
defined|in 6.4.12. The SourceName for Events of this-ty i ificate”.
The Mefsage Variable shall include a description of : ifi i was the
revocation list unavailable or was the certificate | st). e are no additional

Properties defined for this EventType.

6.4.18 | AuditCertificateMismatchEve

This EventType is defined in Part 3(
defined|in Table 33.

Its_repre

se an in the AddressSpace is formally

eMismatchEventType Definition

TabIeI;’-{— u tC(e{ifl
Attribute Value L

BrowseNamp | AuditGértificateMismatch&ventType

IsAbstract True

References| | NodeClass< | BrawseName~/\ | DataType | TypeDefinition | MoHellingRule

Subtype of the AuditCertificaleEvent Tyre defined in §24.12, that is, inheriting the InstanceDeclarations of that Node.

This EV alk Properties of the AuditCertificateEventType. Their senfantic is
defined |[ipmG. urceName for Events of this type should be “Security/Certificate”.
The Me e shall include a description of the certificated misuse. Therel are no
additionjal erfjes\defined for this EventType.

6.4.19 | AuditNodeManagementEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 34.

Table 34 — AuditNodeManagementEventType Definition

Attribute Value

BrowseName AuditNodeManagementEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.3, that is, inheriting the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditAddNodesEventType

HasSubtype ObjectType AuditDeleteNodesEventType

HasSubtype ObjectType AuditAddReferencesEventType

HasSubtype ObjectType AuditDeleteReferencesEventType
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This EventType inherits all Properties of the AuditEventType. Their semantic is defined in
6.4.3. There are no additional Properties defined for this EventType. The SourceNode for
Events of this type should be assigned to the Server Object. The SourceName for Events of
this type should be “NodeManagement/” and the Service that generates the Event (e.g.
AddNodes, AddReferences, DeleteNodes, DeleteReferences).

6.4.20 AuditAddNodesEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 35.

Table 35 — AuditAddNodesEventType Definition

/
Attribute Value {
BrowseNamg AuditAddNodesEventType L
IsAbstract True
References NodeClass | BrowseName | DataType | TypeDefinition\ | ModgtlingRule
Subtype of the AuditNodeManagementEventType defined in 6.4.19, that is, inheriting the/InStanceDedlarations ofthat Node.
HasProperty | Variable | NodesToAdd | AddNodesltem]] | Rroperty Tybe~\ | Mandatory

This EyentType inherits all Properties of the Auds entTypg. Their
semantic is defined in 6.4.19. The SourceNamg F his type should be
“NodeMpnagement/AddNodes”.

The additional Properties defined for meters of the Service [call that

triggers|the Event.

NodesTpAdd is the NodesToAdd paramete ges Service call.

@ Add

€p

6.4.21 | AuditDeleteNode

This EVentType is defin

defined |in Table@

Sentation in the AddressSpace is formally

eteNodesEventType Definition

Attribute Value\ \

BrowseNamp (Ku aTtl;Lel\e@e N\qdeskyent}l‘ype

IsAbstract Yrue N /

References NNodeCtass ® | BrowseName | DataType | TypeDefinition | ModdllingRule
Subtype of th&>AuditNedéManagementEventType defined in 6.4.19, i.e. inheriting the InstanceDeclarations of that Nodg.
HasProperty) [Wariable \ | ModesToDelete | DeleteNodesltem[] | PropertyType | Mandatory

This E entTprrits all Properties of the AuditNodeManagementEventTypg. Their
semantise—is—defired——6-4-149—The o o oA of—thi hould be
“NodeManagement/DeleteNodes”.

The additional Properties defined for this EventType reflect parameters of the Service call that
triggers the Event.

NodesToDelete is the nodesToDelete parameter of the DeleteNodes Service call.

6.4.22 AuditAddReferencesEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 37.
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Table 37 — AuditAddReferencesEventType Definition

Attribute Value

BrowseName AuditAddReferencesEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditNodeManagementEventType defined in 6.4.19, that is, inheriting the InstanceDeclarations of that Node.
HasProperty | Variable | ReferencesToAdd | AddReferencesltem]] | PropertyType | Mandatory

This EventType inherits all Properties of the AuditNodeManagementEventType. Their
semantic is defined in 6.4.19. The SourceName for Events of this type should be
“NodeManagement/AddReferences”.

The additional Properties defined for this EventType reflect parameters off the vice [call that
triggers|the Event.

ReferencesToAdd is the referencesToAdd parameter of the Add

6.4.23 | AuditDeleteReferencesEventType

This EVentType is defined in Part 3. Its representation\j s8pace is [formally
defined|in Table 38.

Table 38 — AuditDe%et\Ref?gc% v nt@;;e finition

Attribute Value /

BrowseNamp AuditDeleteReferencesEventType /l

IsAbstract True

References NodeClass | BrowseName \ | DataRype | TypeDefinition | ModdllingRule
Subtype of the AuditNodeManagemefitEventTyge defined in 6)4.19) that iSyinheriting the InstanceDeclarations of that Node.
HasProperty | Variable | ReferencegToDeletex [\DeleteRefeterCesitem]] | PropertyType | Mandatory
This EyentType inheXi the AuditNodeManagementEventTypq. Their
semantic is d [ teName for Events of this type should be
“NodeManagement/De

The additi is EventType reflect parameters of the Service [call that
triggers

ReferengesT ¢ e referencesToDelete parameter of the DeleteReferences |Service
call.

AuditUpdateEventType

This EventType 15 defined I Part 3. 15 representation I the Adaressspace 1s formally
defined in Table 39.

Table 39 — AuditUpdateEventType Definition

Attribute Value

BrowseName AuditUpdateEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the AuditEventType defined in 6.4.3, that is, inheriting the InstanceDeclarations of that Node.

HasSubtype ObjectType AuditWriteUpdateEventType Defined in 6.4.25

HasSubtype ObjectType AuditHistoryUpdateEventType Defined in 6.4.26

This EventType inherits all Properties of the AuditEventType. Their semantic is defined in
6.4.3. The SourceNode for Events of this type should be assigned to the Nodeld that was
changed. The SourceName for Events of this type should be “Attribute/” and the Service that
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generated the event (e.g. Write, HistoryUpdate). Note that one Service call may generate
several Events of this type, one per changed value.

6.4.25 AuditWriteUpdateEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 40.

Table 40 — AuditWriteUpdateEventType Definition

Attribute Value
BrowseName AuditWriteUpdateEventType
IsAbstract Frae 7 1
References NodeClass | BrowseName | DataType | TypeDefinition . | N MéddllingRule
Subtype of the AuditUpdateEventType defined in 6.4.24, that is, inheriting the InstanceDeclaratior§ of thatNode:
HasProperty) Variable Attributeld Uint32 PropertyTypg” \| N Manghatory
HasProperty Variable IndexRange NumericRange PropertyTyp\ \Man ory
HasProperty Variable NewValue BaseDataType Propeme Maridatory
HasProperty Variable OldValue BaseDataType PropeRyType \\¢.. X Mandatory

N

This EvientType inherits all Properties of the AuditUpdatekyen
Events ¢f this type should be “Attribute/Write”. Their ol

Attributd

IndexR4
Attributd

NewVal
is provig

OldValu

e

AttributélndexRa
server that does © 3

Both thd

for writing the x

6.4.26

This EV
defined

NewVal

. he )SourceName for

y. If the
to null.

xRange

If the

hg used

formally

Attribute Value

BrowseName AuditHistoryUpdateEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the AuditUpdateEventType defined in 6.4.24, that is, inheriting the InstanceDeclarations of that Node.

HasProperty

| Variable | ParameterDataTypeld

| Nodeld | PropertyType |

New

This EventType inherits all Properties of the AuditUpdateEventType. Their semantic is defined

in 6.4.24.

The ParameterDataTypeld identifies the DataTypeld for the extensible parameter used by the
HistoryUpdate. This parameter indicates the type of HistoryUpdate being performed.
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Subtypes of this EventType are defined in Part 11 representing the different possibilities to
manipulate historical data.

6.4.27 AuditUpdateMethodEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 42.

Table 42 — AuditUpdateMethodEventType Definition

Attribute Value

BrowseName AuditUpdateMethodEventType

IsAbstract Frie 7 1
References NodeClass | BrowseName | DataType | TypeDefinition . | N MéddllingRule
Subtype of the AuditEventType defined in 6.4.3, that is, inheriting the InstanceDeclarations of thakﬂoab. T\

HasProperty) Variable Methodld Nodeld PropertyTypg” \| N Manghatory
HasProperty Variable InputArguments BaseDataType][] PropertyTyp\ \ \Man ory

This EvientType inherits all Properties of the AuditEventType\ Theirssemantis_js defined in
6.4.3. The SourceNode for Events of this type should be i e Nodeld of the object
that thé¢ method resides on. The SourceName fo is Aype should be

“Attribufe/Call”. Note that one Service call may gen of this type, [one per
method|called. This EventType should be further su flect the functiopality of
the method and to reflect changes to the Addr ' o@p ated values triggered by the
method

Method|d identifies the method that was

InputArguments identifies the

input_Arg
no inpuf arguments where i

idé

thod. This parameter can be|[NULL if

6.4.28 | SystemEvent

This EventType@ef ts\fepresentation in the AddressSpace is [formally
defined|in Table 43.

Table 43 ~<SystemEventType Definition

AN
Attribute Value N /

BrowseNamp” “NSystemByentTypa
2

IsAbstract TRAN X

References “NodeClass, | BrowseName DataType | TypeDefinition | ModdllingRule

HasSubtypel ObjectType ) | DeviceFailureEventType | Defined in 6.4.29

Subtype of the BaseEventTﬁé defined in 6.4.2, that is, inheriting the InstanceDeclarations of that Node.

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType.

6.4.29 DeviceFailureEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally
defined in Table 44.



https://iecnorm.com/api/?name=1ae0a9f90947faded33d96028a4da994

— 38 -

62541-5 © IEC:2011

Table 44 — DeviceFailureEventType Definition

Attribute Value

BrowseName DeviceFailureEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the SystemEventType defined in 6.4.28, that is, inheriting the

InstanceDeclarations of that Node.

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in

6.4.2. There are no additional Properties defined for

6.4.30 BaseModelChangeEventType

this EventType.

6.4.2. T

This EVentType is defined in Part 3. Its representation in the AddressSpa is\ formally
defined|in Table 45.
Table 45 — BaseModelChangeEventType Defi
Attribute Value
BrowseNafne | BaseModelChangeEventType <
IsAbstract | True
References NodeClass | BrowseName Y DataType, ] TypeDefinition | ModellingRule
Subtype of the BaseEventType defined in 6.4.2, that is, inheriting the Irlstan¢eDeclaratiqns ofthasKode.
HasSubtyde | ObjectType | GeneralModelChangeEventType/” \ | Defifled M6.4.34_
This EvientType inherits all Propertie3\ of verType.)Their semantic is ddfined in
this entType. The SourceNode for

Events pf this type should be the Nodé of the gives the context of the chgnges. If
the whdle AddressSpace is the context, th is set to the Nodeld of thg Server
Object. [The SourceName for\Events~af this type\shold be the String part of the BrowseName
of the Vfjew; for the whole S
6.4.31 Genera@
This EVentType formally
defined|in Table 4

a eneralModelChangeEventType Definition
Attribute Value . DN\
BrowseNaf GBQ\QraIMBdQIChahgeEventType
IsAbstract|  TNTrué™\
References | NodeClass \| BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the’ BaseModel€hangeEvent Type defined in 6.4.30, that is, inheriting the InstanceDeclarations of that Node.
HasProperty\.\[/ Variable | Changes | ModelChangeStructureDataType[] | PropertyType | Manddtory

This EventType inherits all Properties of the BaseModelChangeEventType. Their semantic is

defined in 6.4.30.

The additional Property defined for this EventType reflects the changes that issued the

ModelChangeEvent. Its structure is defined in 12.16.

6.4.32 SemanticChangeEventType

This EventType is defined in Part 3. Its representation in the AddressSpace is formally

defined in Table 47.
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Table 47 — SemanticChangeEventType Definition

Attribute Value

BrowseName | SemanticChangeEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseEventType defined in 6.4.2, that is, inheriting the InstanceDeclarations of that Node.

HasProperty | Variable | Changes | SemanticChangeStructureDataType[] | PropertyType | Mandatory

This EventType inherits all Properties of the BaseEventType. Their semantic is defined in
6.4.2. There are no additional Properties defined for this EventType. The SourceNode for
Events of this type should be the Node of the View that gives the context of the changes. If
the whole AddressSpace is the context, the SourceNode is set to the Nodeld of the Server
Object. [The SourceName for Events of this type should be the String part/ of the. BrowseName
of the Vfew, for the whole AddressSpace it should be “Server”.

The adgitional Property defined for this EventType reflects the bed the

SemantjcChangeEvent. Its structure is defined in 12.17.

6.4.33 | EventQueueOverflowEventType

EventQueueOverflow Events are generated when/an intexpah<{g redltem
subscrihing for Events in the server overflows. s eS when the]| interal
EventQueueOverflow Events shall be generated

The Ev@gntType for EventQueueOverflow Eveqts defined in Table 48.

Table 48 — Event e

Attribute Value < /[ NN

BrowseNafne | EventQueueGyerflowEventType )

IsAbstract True | ( ~—_"

References NodeClass (| BrowseName [ DataType | TypeDefinition | ModellingRule
Subtype of the BaseE¢entType defined i 6.4.Xthat s, inheyifing the InstanceDeclarations of that Node.

This EV iph of the BaseEventType. Their semantic is ddfined in
6.4.2. T b server
Object. V.

6.5 WM

Modellin esare \defihed in Part 3. This ObjectType is used as the type |for the
Modellin '

Tabte49—ModettingRuteType Definition

Attribute Value

BrowseName ModellingRuleType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in 6.2

HasProperty | Variable | NamingRule | NamingRuleType | PropertyType | Mandatory

The Property NamingRule identifies the NamingRule of a ModellingRule as defined in Part 3.

6.6 FolderType

Instances of this ObjectType are used to organise the AddressSpace into a hierarchy of
Nodes. They represent the root Node of a subtree, and have no other semantics associated
with them. However, the DisplayName of an instance of the FolderType, such as
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“ObjectTypes”, should imply the semantics associated with the use of it. There are no

References specified for this ObjectType. It is formally defined in Table 50.

Table 50 — FolderType Definition

Attribute Value

BrowseName FolderType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the BaseObjectType defined in 6.2.

6.7 DataTypeEncodingType

DataTypeEncodings are defined in Part 3. This ObjectType is u for the
DataTypeEncodings. There are no References specified for this OhjectT formally
defined|in Table 51.
Table 51 — DataTypeEncodingType D
Attribute Value {
BrowseNam DataTypeEncodingType
IsAbstract False
References NodeClass | BrowseName | DataTypé  (NTypeDefiniten | ModdllingRule
Subtype of the BaseObjectType defined in 6.2. NN\ /N

6.8 DlataTypeSystemType

DataTypeSystems are defined in Part 3.
DataTypeSystems. There are no Re ere
defined fin Table 52.

ObjectType is used as type [for the
pecified >for this ObjectType.

It is formally

ab 52 - stemType Definition
Attribute Valyg”
BrowseNamp DataM}aéy,s\\qupe
IsAbstract Fase <
References NodeCfass\ | BrawséName | DataType | TypeDefinition | ModdllingRule

Subtype of the BaseObjedTypg definedin 6.2:

defined |i

Table 53 — AggregateFunctionType Definition

n AggregateFunction supported by a UA server.

It is [formally

Attribute Value

BrowseName AggregateFunctionType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the BaseObjectType defined in 6.2.

For the AggregateFunctionType, the Description Attribute is mandatory. The Description
Attribute  provides a localized description of the AggregateFunction. Specific

AggregateFunctions may be defined in futher parts of this series of standards.
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7 Standard VariableTypes

7.1 General

Typically, the components of a complex VariableType are fixed and can be extended by
subtyping. However, because each Variable of a VariableType can be extended with
additional components this standard allows the extension of the standard VariableTypes
defined in this document with additional components. This allows the expression of additional
information in the type definition that would be contained in each Variable anyway. However,
it is not allowed to restrict the components of the standard VariableTypes defined in this
International Standard. An example of extending Variable Types would be putting the standard
Property NodeVersion, defined in Part 3, into the BaseDataVariableType, stating that each

N £+l H = ANoddoll HP
DataVa TaoTC UT TS~ STTVOCT Wi PTOvVIOCa TvVOU TV TTSTUTT.

7.2 BlaseVariableType

The Ba$eVariableType is the abstract base type for all other
the PropertyType and the BaseDataVariableType directly inheri

0 er, only

There afe no References, except for HasSubtype Referen if1e ' leType.
It is formally defined in Table 54.

Table 54 — BaseVaria

Attribute Value Q Q

BrowseNampe BaseVariableType

IsAbstract True

ValueRank -2 (-2 =Any) [~ N\

DataType BaseDataType

References NodeClass  [(BrowseName ™~ \| DataType | TypeDefinition | ModdllingRule
HasSubtypel VariableType, | Properydype Defjéd in 7.3

HasSubtype VariableType | BaseDataV[riableTyps, ] Defined in 7.4

7.3 P

roperty

The PrdpertyType aseVariableType. It is used as the type definition for
all Prop| need a
speciali
There afe 55.
Table 55 — PropertyType Definition

Attribute Value

BrowseNam PropertyHype

IsAbstract False

ValueRank -2 (-2 = Any)

DataType BaseDataType

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Subtype of the BaseVariableType defined in 7.2.

7.4 BaseDataVariableType

The BaseDataVariableType is a subtype of the BaseVariableType. It is used as the type
definition whenever there is a DataVariable having no more concrete type definition available.
This VariableType is the base VariableType for VariableTypes of DataVariables, and all other
VariableTypes of DataVariables shall either directly or indirectly inherit from it. However, it
might not be possible for servers to provide all HasSubtype References from this
Variable Type to its subtypes, and therefore it is not required to provide this information.
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There are no References except for HasSubtype References specified for this VariableType.

It is formally defined in Table 56.

Table 56 — BaseDataVariableType Definition

Attribute Value
BrowseName BaseDataVariableType
IsAbstract False
ValueRank -2 (-2 =Any)
DataType BaseDataType
References NodeClass | BrowseName | Comment
Subtype of the BaseVariableType defined in 7.2.
HasSubtype VariableType ServerVendorCapabilityType Defined.in 7.5
HasSubtypel VariableType | DataTypeDictionaryType Defirfed in 72§
HasSubtype VariableType DataTypeDescriptionType Déﬁthed in7.7
HasSubtypel VariableType | ServerStatusType hDefined|n 78
HasSubtype VariableType BuildinfoType { | Befined im7.9
HasSubtypel VariableType | ServerDiagnosticsSummaryType Deéfined in 710
HasSubtype VariableType SamplinglntervalDiagnosticsArray Type { \Qefi\ed ﬁ\?.1 1\
HasSubtype VariableType SamplinglntervalDiagnostics Type \ \D§ﬂnéq in 742"
HasSubtype) VariableType | SubscriptionDiagnosticsArrayType I \_ \Definedip 7.13
HasSubtype} VariableType SubscriptionDiagnosticsType X, | Defined i 7.14
HasSubtype] VariableType SessionDiagnosticsArrayType / D\e\fined in7.15
HasSubtype VariableType SessionDiagnosticsVariableType ( ) Dpﬁned in7.16
HasSubtypel VariableType | SessionSecurityDiagnosticsArpayTyre > / N Defined in 7.17
HasSubtype VariableType SessionSecurityD(égnosticgJF)@e X / ( \ > Defined in 7.18
N
7.5 SlerverVendorCapabilityType

This Vg pes define capabilities of the| server.
Vendorg ype is formally defined in Tahle 57.
bilityType Definition
Attribute Valug ™\ \ > >
BrowseNamf ServexVerdarGapabilityType
IsAbstract True ’ A
ValueRank -1 (-1£Stalar)
DataType Base&@ta‘?‘ypé\ /
References M6deClass \ | (BrowseName | DataType | TypeDefinition | ModdllingRule
Subtype of the BasgDataVarigbleType defined in 7.4.
N\
7.6 Da
DataTyy for the
DataTypeDictionaries. There are no References specified for this VariableType. It is formally
defined linx[able 58
Table 58 — DataTypeDictionaryType Definition
Attribute Value
BrowseName DataTypeDictionaryType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType ByteString
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseDataVariableType defined in 7.4.
HasProperty Variable DataTypeVersion String PropertyType Optional
HasProperty Variable NamespaceUri String PropertyType Optional

The meaning of the Property DataTypeVersion is defined in Part 3. The NamespaceURI is the
URI for the namespace described by the Value Attribute of the DataTypeDictionary.
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7.7

DataTypeDescriptionType

—43 —

DataTypeDescriptions are defined in Part 3. This VariableType is used as the type for the
DataTypeDescriptions. There are no References specified for this VariableType. It is formally
defined in Table 59.

Table 59 — DataTypeDescriptionType Definition

Attribute Value
BrowseName DataTypeDescriptionType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType ByteString
References NodeClass | BrowseName | DataType | TypeDefinition [ | ModdllingRule
Subtype of the BaseDataVariableType defined in 7.4.
HasProperty Variable DataTypeVersion String PropertyTypey\\ \ Obt(owal
HasProperty Variable DictionaryFragment ByteString PropertyTy;é \ [\Optiopal
The megning of the Properties DataTypeVersion and Dictionar defined in|Part 3.

7.8 ServerStatusType

This cofmplex VariableType is used for information & ariables
reflect ils DataType having the same semantic formally
defined|in Table 60.
Table 60 — SeryerStatusT
Attribute Value >
BrowseNampe ServerStatusType
IsAbstract False ./
ValueRank -1 (-1 = Scalay) N
DataType ServerStatusDataType
References Node <(2’tx Brows\?‘l\ax \) DataType TypeDefinition Modelling
Rule
Subtype of the BaseDataVafighle{ype defingdin 7 4,
HasComporent | Variablea\ | StartTime "\ UtcTime BaseDataVariableType Mandatory
HasComporfent | Varialfle \ CurrentTire UtcTime BaseDataVariableType Mandatory
HasComporfent | Vatable \ | State ServerState BaseDataVariableType Mandatory
HasComporfent | &ariable’ BulidInfo™\ BuildInfo BuildInfoType Mandatory
HasComporlent. | Mariable "\ |PSecondsTillShutdown Uint32 BaseDataVariableType Mandatory
HasCompon(nt \abk S\utdownReason LocalizedText BaseDataVariableType Mandatory
Ies of these Objects and Variables are defined by their BrowseName defined in fhe

NOTE Cortaini
corresponding Type fmltl

de. he Nodeld is defined by the composed symbolic name described in 4.1.

7.9

quildlnfoType

This complex VariableType is used for information about the server status. Its DataVariables
reflect its DataType having the same semantic defined in 12.4. The VariableType is formally
defined in Table 61.
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Table 61 — BuildinfoType Definition

Attribute Value
BrowseName BuildInfoType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType Buildinfo
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseDataVariableType defined in 7.4.
HasComponent | Variable ProductUri String BaseDataVariableType Mandatory
HasComponent | Variable ManufacturerName String BaseDataVariableType Mandatory
HasComponent | Variable ProductName String BaseDataVariableType Mandatory
HasComponent | Variable SoftwareVersion String BaseDataVariableType Mandatory
HasComponenrt——\tariable BeiNumber String BaseBatavarableFype Mendatery
HasComporient | Variable BuildDate UtcTime BaseDataVariabIeI){pe qudatory
N

7.10 ServerDiagnosticsSummaryType

This complex VariableType is used for diagnostic informatiog flect its

DataTyge having the same semantic defined in 12.9. The Vari fined in

Table 62.

Table 62 — ServerDiagnosticsSu ??IT
Attribute Value \\"/2/X
BrowseNamf ServerDiagnosticsSummaryType /~ /\\ ) )
IsAbstract False \ \ )
ValueRank -1 (-1 = Scalar)
DataType ServerDiagnosticsSummaryDataType
References NodeClass | BrowseName (™ _C}\DataType | TypeDefinition | ModdllingRule
Subtype of the BaseDataVariableTypedefined in%4. \  \_*\\
HasComporjent | Variable ServerViewCount S [\UInt32 BaseDataVariableType Mandatory
HasComporfent | Variable N CurtentSeSsionGount )UInt32 BaseDataVariableType | Mandatory
HasComporient | Variable I \qu%t@dSeéQithoun?\ UInt32 BaseDataVariableType Mandatory
HasComporjent | Variabte\ SecurityRejected§essionCoynt UInt32 BaseDataVariableType Mandatory
HasComporfent | Varidble > K RejectédSessignCount Uint32 BaseDataVariableType | Mandatory
HasComporfent | Variable” SessionTiaeoutCount UInt32 BaseDataVariableType Mandatory
HasComporfent | Variablea\ | SessidnAbort€ount” Ulnt32 BaseDataVariableType | Mandatory
HasComporfent | Variafle \ "\ SamplingRateCouyht UInt32 BaseDataVariableType Mandatory
HasComporfent | Variabls '\ | RublishingIntervalCount UInt32 BaseDataVariableType Mandatory
HasComporlent | /ariable EdixentSipscriptionCount Uint32 BaseDataVariableType | Mandatory
HasComporjent. V@riable\ \Qumm&wﬂSubscriptionCount UiInt32 BaseDataVariableType Mandatory
HasComporfént NakablR\" " | SkcurityRejectedRequestsCount | UInt32 BaseDataVariableType | Mandatory
HasComporfentN]_Variaglée \ RefjectedRequestsCount UInt32 BaseDataVariableType Mandatory
W

7.11 Sampl r¥alDiagnosticsArrayType
This COWWGWWFMWW—WW i i TCi i e array,

instances of this type will provide a Variable of the SamplingintervalDiagnosticsType
Variable Type having the sampling rate as BrowseName. The Variable Type is formally defined
in Table 63.
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Table 63 — SamplingintervalDiagnosticsArrayType Definition

Attribute Value

BrowseName SamplinglntervalDiagnosticsArray Type

IsAbstract False

ValueRank 1 (1 = OneDimension)

ArrayDimensions | {0} (0 = UnknownSize)

DataType SamplinglntervalDiagnosticsDataType

References NodeClass BrowseName DataType ModellingRule

TypeDefinition

Subtype of the BaseDataVariableType defined in 7.4.

HasComponent VariableType SamplinglntervalDiagnostics | SamplingintervalDiagnosticsDataType | ExposesltsArray
SamplinglntervalDiagnosticsType
712 SlampIingIntervaIDiagnosticsType
This complex VariableType is used for diagnostic information. It flect its
DataType, having the same semantic defined in 12.8. The Variahle Ryp ined in
Table 64.
Table 64 — SamplinglintervalDiagnosti
Attribute Value / \
BrowseNamg SamplingIntervalDiagnosticsType [ ()
IsAbstract False (\\S/2/X
ValueRank -1 (-1 = Scalar) N ) )/
DataType SamplinglntervalDiagnosticsData Type \ N )
References Node BrowseName > DataType” | TypeDefinition Modelling
Class Rule
Subtype of the BaseDataVariableType defined in 7.4. [ —~_ N
HasComporjent | Variable SamptingRate NN NDUration BaseDataVariableType Mandatory
HasComporfent | Variable SafipledMonftoreditemsCount ) )| UInt32 BaseDataVariableType | [Mandatory
HasComporient | Variable Maxé&mple}dl\ﬂonitorea‘N@NCount ) Uint32 BaseDataVariableType Mandatory
HasComporjent | Variable | DisablgdMonitoreditemsSamplingCelnt | Ulnt32 BaseDataVariableType Mandatory
7.13 Subscripia nostics Array \pe>
This complex Varjap e array,
instancgs of this bleType
having the Su ble 65.
Attribute Valde \
BrowseNam SDbegript@nDiagnosticsArrayType
IsAbstract False
ValueRank 1 (1 = OneDimension)
ArrayDimensions | {0} (0 = UnknownSize)
DataType SubscriptionDiagnosticsDataType
References NodeClass BrowseName DataType ModellingRule
TypeDefinition
Subtype of the BaseDataVariableType defined in 7.4.
HasComponent VariableType SubscriptionDiagnostics SubscriptionDiagnosticsDataType ExposesltsArray
SubscriptionDiagnostics Type

7.14 SubscriptionDiagnosticsType

This complex VariableType is used for diagnostic information. Its DataVariables reflect its
DataType, having the same semantic defined in 12.15. The VariableType is formally defined

in Table 66.
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Table 66 — SubscriptionDiagnosticsType Definition

Attribute Value
BrowseName SubscriptionDiagnosticsType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType SubscriptionDiagnosticsDataType
References Node BrowseName DataType | TypeDefinition Modelling
Class Rule
Subtype of the BaseDataVariableType defined in 7.4.
HasComponent | Variable Sessionld Nodeld BaseDataVariableType Mandatory
HasComponent | Variable Subscriptionld Uint32 BaseDataVariableType Mandatory
HasComponent | Variable Priority Byte BaseDataVariableType Mandatory
HasComponent \ariable Publishinglnterval Duration BaseDataVariahleTyne _IMandatory
HasComponent | Variable MaxKeepAliveCount UInt32 BaseDataYariableType M| [Mandatory
HasComporfent | Variable MaxLifetimeCount Uint32 BaseD4taVariableTypay. | [Mandatory
HasComponent | Variable MaxNotificationsPerPublish UInt32 BaséRataVariableType \| [Mandatory
HasComponent | Variable PublishingEnabled Boolean BéseDataVariableFype | [Mandatory
HasComporfent | Variable ModifyCount Uint32 NBasdDataVariableType “M|Mandatory
HasComponent | Variable EnableCount uint32  \ | BaseDataViariableType | [Mandatory
HasComporfent | Variable DisableCount Uint3Z\_ '\ BageDataVakableType [|Mandatory
HasComponent | Variable RepublishRequestCount Uinfg2 Bas&DstaVariableType | [Mandatory
HasComporfent | Variable RepublishMessageRequestCount L OTnt32 BaseDataVaridbleType | [Mandatory
HasComponent | Variable RepublishMessageCount / Ulnt32 \BgseDa\quariableType |Mandatory
HasComponent | Variable TransferRequestCount [ [ Oini32 BaseDRataVariableType | [Mandatory
HasComporfent | Variable TransferredToAltClientCount  (~ \ \UIAB’ |“BaseDataVariableType | [Mandatory
HasComponent | Variable TransferredToSameglientCoupt”\ > | Uint32 ) | BaseDataVariableType [ [Mandatory
HasComporfent | Variable PublishRequestCouny_ \ [(Unf32 BaseDataVariableType | [Mandatory
HasComponent | Variable DataChangeNotificationsCount, UInt32__| BaseDataVariableType | [Mandatory
HasComponent | Variable EventNotificationsCoufit Int32 BaseDataVariableType | [Mandatory
HasComporfent | Variable NotificationsCount | —~_ Uiht32 BaseDataVariableType | [Mandatory
HasComponent | Variable LatePublishReguestCount \_ 5o\ NJnt32 BaseDataVariableType | [Mandatory
HasComporfent | Variable CufrentReepfliveCount ) | Uint32 BaseDataVariableType | [Mandatory
HasComponent | Variable (CurréntLifetiteCount ) Uint32 BaseDataVariableType | [Mandatory
HasComporfent | Variable || UnackpowledgedMessagetount—_ Uint32 BaseDataVariableType | [Mandatory
HasComponent | Variable kDisc\fwdécUVle\ssag\Qohn\t Uint32 BaseDataVariableType |Mandatory
HasComporfent | Varigble ™ | MonitoredltemSount UInt32 BaseDataVariableType | [Mandatory
HasComporjent | Variable/” {“DisabledMoaitoredtemBount Ulnt32 BaseDataVariableType | [Mandatory
HasComporjent | Variable, < | MogitoringQuiudQyedgwCount Uint32 BaseDataVariableType | [Mandatory
HasComporfent | Variabfe \ \NextSequenceNumber Uint32 BaseDataVariableType | [Mandatory
HasComporjent | Variable EvehtQieueOverfibwCount Uint32 BaseDataVariableType Mandatory
745 S lﬁst MType
This comp is used for diagnostic information. For each entry of the array
instance e will provide a Variable of the SessionDiagnosticsVariapleType
Variablg he SessionDiagnostics as BrowseName. Those Variables will|also be
referenged{ by the SessionDiagnostics Objects defined by their type in 6.3|/5. The
VariableType s formmatty defimedm Tabte 67-
Table 67 — SessionDiagnosticsArrayType Definition
Attribute Value
BrowseName SessionDiagnosticsArray Type
IsAbstract False
ValueRank 1 (1 = OneDimension)
ArrayDimensions | {0} (0 = UnknownSize)
DataType SessionDiagnosticsDataType
References NodeClass BrowseName DataType ModellingRule
TypeDefinition
Subtype of the BaseDataVariableType defined in 7.4.
HasComponent Variable SessionDiagnostics SessionDiagnosticsDataType ExposesltsArray
SessionDiagnosticsVariableType
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7.16 SessionDiagnosticsVariableType

This complex VariableType is used for diagnostic information. Its DataVariables reflect its
DataType, having the same semantic defined in 12.11. The VariableType is formally defined
in Table 68.

@%
S



https://iecnorm.com/api/?name=1ae0a9f90947faded33d96028a4da994

— 48 —

62541-5 © IEC:2011

Table 68 — SessionDiagnosticsVariableType Definition

Attribute Value
BrowseName SessionDiagnosticsVariableType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType SessionDiagnosticsDataType
References Node BrowseName DataType Modelling
Class TypeDefinition Rule
Subtype of the BaseDataVariableType defined in 7.4.
HasComponent | Variable | Sessionld Nodeld Mandatory
BaseDataVariableType
HasComponent | Variable | SessionName String Mandatory
Raennaf:\\lnrinhlnTylnn
HasComponent | Variable | ClientDescription ApplicationDescription Mandatory
BaseDataVariabIeTyp/\( ~
HasComporjent | Variable | ServerUri String Mandatory
BaseDataVarlabI@\ \
HasComporjent | Variable | EndpointUrl String Mandatory
BaseDatavm \ \
HasComporlent | Variable | Localelds Localel \ AX \ Mandatory
Baseéﬂ%ﬂq e
HasComporfent | Variable | MaxResponseMessageSize m AN A4 Mandatory
BaseDataVariableType
HasComponent | Variable | ActualSessionTimeout /f;%m X@\ Mandatory
/\ afaVariakleType
HasComporent | Variable | ClientConnectionTime (\ % if Eb? Mandatory
A BageDataYarigbleType
HasComporlent | Variable CIientLastContactTime> Utcw Mandatory
eData ariableType
HasComponent | Variable CurrentSubscriptionsCQunt UI% Mandatory
(\ \B\a ataVariableType
HasComporlent | Variable | Curr itor C@u\nt\J Uint32 Mandatory
A BaseDataVariableType
HasComponient | Variable nt%hhe tsln&Qw UInt32 Mandatory
BaseDataVariableType
HasComporlent | Variabfe\| TotalRequejts \) ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent Variably” | U ized queﬁ@t Uint32 Mandatory
D«m\ Ni/\ BaseDataVariableType
HasComporlent | Variakle RKdChQ\/ ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent <aria\b&K HksryWunt ServiceCounterDataType Mandatory
\ BaseDataVariableType
HasComponQ a 'ab% WriteGount ServiceCounterDataType Mandatory
\ BaseDataVariableType
HasComporfent iable istoryUpdateCount ServiceCounterDataType Mandatory
Vﬂ\ BaseDataVariableType
HasComporent /| ;Variable Y CallCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | CreateMonitoredltemsCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | ModifyMonitoredltemsCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | SetMonitoringModeCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | SetTriggeringCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | DeleteMonitoredltemsCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | CreateSubscriptionCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | ModifySubscriptionCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | SetPublishingModeCount ServiceCounterDataType Mandatory
BaseDataVariableType
HasComponent | Variable | PublishCount ServiceCounterDataType Mandatory
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BaseDataVariableType

HasComponent | Variable | RepublishCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent | Variable | TransferSubscriptionsCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent | Variable | DeleteSubscriptionsCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent | Variable | AddNodesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent | Variable | AddReferencesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent | Variable | DeleteNodesCount ServiceCounterDataType Mandatory
BaseDataVariableType

HasComponent | Variable | DeleteReferencesCount ServiceCounterDataType Mandatory
BaseDataVariableType [

HasComponent | Variable | BrowseCount ServiceCounterDataTy Mandatory
BaseDataVariable Typ M\«

HasComporfent | Variable | BrowseNextCount ServiceCounterDagaxT}Ké\ yandatory
BaseDataVarigbleType

HasComporlent | Variable | TranslateBrowsePathsToNodeldsCount | ServiceCou erDé%T‘y&a\ > Mandatory
BaseDataVaKableTy

HasComponient | Variable | QueryFirstCount ServigéCountexDatyType Mandatory

HasComponjent | Variable | QueryNextCount /§ervice untefDataType Mandatory
BaseDataViariableType

HasComporjent | Variable | RegisterNodesCount \:9'\/ eCountecDataTyfe Mandatory

(\ a Dje\(ariab ype
HasComporjent | Variable Mandatory

UnregisterNodesCoui «‘

Se iceb@ﬂnt taType
BaseDataVarjableType

7.17 SessionSecurityDiagnosticsArrayType

This complex VariableTy,
instancgs of this type
Variablg Type, having
referenced b

also be
Variablg

stic Igformation. For each entry of the array
of the SessionSecurityDiagnoslicsType
ics as BrowseName. Those Varia
ics Objects defined by their type in 6.3.5. The

bles will

lated, it

Attribute

BrowseNamp Sess‘LonE%cu r}tyDiaMsticsArrayType

IsAbstract [N NEalseX

ValueRank 1{R= OneDirgrision)

ArrayDimensgions \{S}\(O = U\knownSize)

DataType Sesgi'sqse/curityDiagnosticsDataType

References NodeClass Browse DataType Modglling
Name FypeDefinition RuHe-

Subtype of the BaseDataVariableType defined in 7.4.

HasComponent

Variable

SessionSecurityDiagnostics

SessionSecurityDiagnosticsDataType
SessionSecurityDiagnosticsType

ExposesltsArray

7.18 SessionSecurityDiagnosticsType

This complex VariableType is used for diagnostic information. lts DataVariables reflect its
DataType, having the same semantic defined in 12.12. The VariableType is formally defined
in Table 70. Since this information is security-related, it should not be made accessible to all
users, but only to authorised users.
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Table 70 — SessionSecurityDiagnosticsType Definition

Attribute Value
BrowseName SessionSecurityDiagnosticsType
IsAbstract False
ValueRank -1 (-1 = Scalar)
DataType SessionSecurityDiagnosticsDataType
References Node BrowseName DataType Modelling
Class TypeDefinition Rule
Subtype of the BaseDataVariableType defined in 7.4
HasComponent | Variable Sessionld Nodeld Mandatory
BaseDataVariableType
HasComponent | Variable ClientUserldOfSession String Mandatory
Raennaf:\\lnrinhlnTylnn
HasComporjent | Variable ClientUserldHistory String[] Mandatory
BaseDataVariabIeTyﬁ/\( ~
HasComporjent | Variable AuthenticationMechanism String Mandatory
BaseDataVaria@e \
HasComporjent | Variable Encoding String Mandatory
BaseDatM\ \
HasComponent | Variable TransportProtocol rin \Q \ Mandatory
paskbatava) bl%qe
HasComporent | Variable SecurityMode bs%e;:q b% Mandatory
BaseD a bleTy,
HasComporent | Variable SecurityPolicyUri K tring \q\/ Mandatory
/\ eDataVariableType
HasComporfent | Variable ClientCertificate (\ % Séte trin %2 Mandatory
A bleType
8 Sta
8.1 G
Objects subclauses can be extended by additional

Propert
restricte

82 O
8.2.1
To prom

a hierar
of the A

cept where it is stated in the text t

AIMObjects in this figure are organised using Organizes Referen
olderType as type definition.

at it is

ured as

gtructure

ces and

= OPC UA Root

Views

Objects
Server

= Types
ReferenceTypes
ObjectTypes
VariableTypes
[] DataTypes

Figure 1 — Standard AddressSpace Structure
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The remainder of this provides descriptions of these standard Nodes and the organization of
Nodes beneath them. Servers typically implement a subset of these standard Nodes,
depending on their capabilities.

8.2.2 Root

This standard Object is the browse entry point for the AddressSpace.

It contains a set of

Organizes References that point to the other standard Objects. The “Root” Object shall not

reference any other

NodeClasses. It is formally defined in Table 71.

Table 71 — Root Definition

Attribuge Vattre ve

BrowseName Root {

Referefices NodeClass BrowseName Commefit ~ (T

HasTypgeDefinition ObjectType FolderType Defip@din6 6  \

Organides Object Views Defined in\8.2x3

Organiges Object Objects Déﬁnga\in 8\2.4

Organiges Object Types DefinedN8:2\5 /

Organides Object EventTypes / Definkd'in 8.2.1%
8.2.3 Views
This stgndard Object is the browse entry poin Organizes Refererices are
used tg relate View Nodes to th All View Nodes]| in the
AddresgSpace shall be referenced ¢ direcily or indirectly. Thaf is, the
“Views”|Object may reference other Obj eferences. Those Objegcts may
referenge additional Views. Figure 2 illgs rates € V|e s Organization. The “Views” dtandard
Object |directly references the Views iew2” and indirectly “Vigw3” by
referenging another

9,

Objew (“E%ee

< Organizes
View Object
“View2” “Engineering”

Organizes

View
“View3”

Figure 2 — Views Organization

The “Views” Object shall not reference any other NodeClasses. The “Views” Object is formally

defined in Table 72.

Table 72 — Views Definition

Attribute Value

BrowseName Views

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
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8.2.4 Objects

This standard Object is the browse entry point for Object Nodes. Figure 3 illustrates the
structure beneath this Node. Only Organizes References are used to relate Objects to the
“Objects” standard Object. A View Node can be used as entry point into a subset of the
AddressSpace containing Objects and Variables and thus the “Objects” Object can also
reference View Nodes using Organizes References. The intent of the “Objects” Object is that
all Objects and Variables that are not used for type definitions or other organizational
purposes (e.g. organizing the Views) are accessible through hierarchical References starting
from this Node. However, this is not a requirement, because not all servers may be able to
support this. This Object references the standard Server Object defined in 8.3.2.

Object
“Objects”
[
Object Object
“Server” “A1”
standard
Server Object m
™\
jest Variable
N Rq” L
( N\

cts Organization

The “Objects” Object [shall

formally] defined@ab 73.

er NodeClasses. The “Objects” Qbject is

Objects Definition

Attribule \ | Valie
BrowseName Objects
Referefices \ ~NodeClass, BrowseName Comment
HasTydeDefmition  \JcObjectRype FolderType Defined in 6.6
Organide A\ xObject D Server Defined in 8.3.2
N
8.2.5 Types
This st ates the

structure beneath this Node. Only Organizes References are used to relate Objects to the
“Types” standard Object. The “Types” Object shall not reference any other NodeClasses. It is
formally defined in Table 74.

Table 74 — Types Definition

Attribute Value

BrowseName Types

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Organizes Object ObjectTypes Defined in 8.2.6
Organizes Object VariableTypes Defined in 8.2.7
Organizes Object ReferenceTypes Defined in 8.2.8
Organizes Object DataTypes Defined in 8.2.9
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8.2.6 ObjectTypes

— 53 —

This standard Object Node is the browse entry point for ObjectType Nodes. Figure 4
illustrates the structure beneath this Node showing some of the standard ObjectTypes defined
in Clause 6. Only Organizes References are used to relate Objects and ObjectTypes to the
“ObjectTypes” standard Object. The “ObjectTypes” Object shall not reference any other

NodeClasses.

Object
“ObjectTypes”

O H QO
FGaRiZes raanizes.

;‘_J

Object ObjectType
“ServerTypes” “BaseObijectType”

Organizes HasSubt

I

N

> “S?.ngerTy

\ServexCapabilities”

The inténtion o
directly |or indire

becauss industry, such as the Server Type defined in 6
This Objj ) efergnces the BaseEventType defined in 6.4.2, which is t
type of ereby it is the entry point for all EventTypes prowded by thg
It is requi : er expose all its EventTypes, so a client can usefully subg

Events.

The “O4f

(-\\,s/\ Q >

jectTypes” Object is formally defined in Table 75.

that all ObjectTypes of the server ar
HierarchicalReferences starting from thi
ers might not provide some of their Objg

e either
5 Node.
ctTypes
3.1.

he base
server.
cribe to

Table 75 — ObjectTypes Definition

Attribute Value

BrowseName ObjectTypes

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Organizes ObjectType BaseObijectType Defined in 6.2

8.2.7 VariableTypes

This standard Object is the browse entry point for VariableType Nodes. Figure 5 illustrates the
structure beneath this Node. Only Organizes References are used to relate Objects and
Variable Types to the “VariableTypes” standard Object. The “VariableTypes” Object shall not
reference any other NodeClasses.
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Object
“VariableTypes”
] [
Organizes Organizes
j&

VariableType Object
“BaseVariableType” “MyVariableTypes”
HasSubtype Organizes

Variable Type (
“BaseDataVariableType”

HasSubtype

Y

VariableType
KT R

e either

directly hicalReferences starting from this Node.
Howevel ide”some of their VariableTypes,
because fined in
7.2.
The “Va
(x riableTypes Definition

Attribule Vélue

BrowseName MariableTypeg " ~

Referefices { | NodleClass, /| BrowseName Comment

HasTypeDefinitjor,_ OBi\ech\xpe FolderType Defined in 6.6

Organides < \ariableType > BaseVariableType Defined in 7.2

N

8.2.8
This st l the browse entry point for ReferenceType Nodes. Figure 6 illustrates
the o}ianization ReferenceTypes. Organizes References are used to| define
ReferenceFypes Objects referenced by the “ReferenceTypes” Objedt. The

“ReferenceTypes” Object shall not reference any other NodeClasses. See Clause 11 for a
discussion of the standard ReferenceTypes that appear beneath the “ReferenceTypes”

Object.


https://iecnorm.com/api/?name=1ae0a9f90947faded33d96028a4da994

62541-5 © IEC:2011 - 55—

Object
“ReferenceTypes”
] [
Organizes Organizes
Y
ReferenceType Object
“References” “MyRefTypes”
HasSubtype Organizes
ReferenceType \(
“HierarchicalReferences”
HasSubtype 3
» ‘RR.1’ \\

Since ReferenceTypes will be used ag'filters j 3 rvice’and in queries, the server
shall prpvide all its ReferenceTypes,\di indi ing hierarchical References
starting[from the “ReferenceTypes” Object. This “whenever the client fgllows a
Reference, the server shall expose the/type of t 's nce in the ReferenceType higrarchy.

It shall |provide all ReferenceTypes s© th ould be able, following the|inverse
subtype| of References, to’cx ppnces ReferenceType. It does npt mean
that the|server shall expose the S 4t the client has not used any Rgference
of.

The “Rdference ”

Attribule Value

BrowseName RefexenceTypes

Referefigés.  \ NodeClass BrowseName Comment
HasTyreRefinitton\ < }OhjectType FolderType Defined in 6.6
Organides ~\ | ReferenCeType References Defined in 11.1

8.2.9 DataTypes

This standard Object is the browse entry point for DataTypes that the server wishes to expose
in the AddressSpace. The standard Object uses Organizes References to reference Objects
of the DataTypeSystemType representing DataTypeSystems. Referenced by those Objects
are DataTypeDictionaries that refer to their DataTypeDescriptions. However, it is not required
to provide the DataTypeSystem Objects, and the DataTypeDictionary need not to be provided.

Because DataTypes are not related to DataTypeDescriptions using hierarchical References,
DataType Nodes should be made available using Organizes References pointing either
directly from the “DataTypes” Object to the DataType Nodes or using additional Folder
Objects for grouping purposes. The intent is that all DataTypes of the server exposed in the
AddressSpace are accessible following hierarchical References starting from the “DataTypes”
Object. However, this is not required.

Figure 7 illustrates this hierarchy using the “OPC Binary” and “XML Schema” standard
DataTypeSystems as examples. Other DataTypeSystems may be defined under this Object.
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Object
“DataTypes”

|

Organizes

Variable

Object Object DataType
“OPC Binary” “XML Schema” “Int32”
“““ I ) — - Sistelate )
] 1
HasComponent HasComponent [HasComponent] HasCo TK\L Hal;Encodlng ]
Variable Variable Variable le
“DPCDict_1" “OPCDict_2” “Dev_1.xsd” a4 \th\éb%« \/

HasDeseription

Objeq

“Default B

t
inary”

“DTDesc1”

3
T
“DYDesc1”

x&lzatlon

Each DataTypeSystep its DataTypeDictionary Nodeq using
HasComponent Refe echt/onary Node is related |to its
DataTyp asComponent References. These References |indicate

eDescriptis
that the DataTy
In the example, the
Referen
default
HasDes

on-hierarchical HasEncoding Reference to point to its
ences a DataTypeDescription using the non-hierdarchical

The “Da formally defined in Table 78.

Table 78 — DataTypes Definition

Attribute Value

BrowseName DataTypes

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Organizes Object OPC Binary Defined in 8.2.10
Organizes Object XML Schema Defined in 8.2.11
Organizes DataType BaseDataType Defined in 12.2

8.2.10 OPC Binary

OPC Binary is a standard DataTypeSystem defined by OPC.

It is represented in the

AddressSpace by an Object Node. The OPC Binary DataTypeSystem is defined in Part 3.
OPC Binary uses XML to describe complex binary data values. The “OPC Binary” Object is
formally defined in Table 79.
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Table 79 — OPC Binary Definition

Attribute Value

BrowseName OPC Binary

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType DataTypeSystemType Defined in 6.8

8.2.11 XML Schema

XML Schema is a standard DataTypeSystem defined by the W3C. It is represented in the
AddressSpace by an Object Node. XML Schema documents are XML documents whose xmins

attribute in the first line is:

schema xmins =http://www.w3.0rg/1999/XMLSchema
The “XML Schema” Object is formally defined in Table 80.

Table 80 — XML Schema Definition

8.2.12 | EventTypes

“EventTypes” standard
NodeClasses.

Vern

Attribule Value N \ \\\ \
BrowseName XML Schema N \
Referefices NodeClass BrowseName / Comment
HasTypeDefinition ObjectType DataTypeSy_Qte\"n\'I}&e / NDéfined in 6.8

EventType Nodes. Figure 8 ill
the strufture beneath this Node showihg same 0O dard EventTypes defined in Clause
6. Only Organizes References are\ use o-“telate /Objects and ObjectTypes

1 D Object shall not reference any other

AN
SRR

D J L

)

\ \,@éject ObjectType

ustrates

to the

\ ‘AuditEventTypes” “BaseEventType”
I
Organizes HasSubtype
ObjectType
> “AuditEventType”

Figure 8 — EventTypes Organization

The intention of the “EventTypes” Object is that all EventTypes of the Server are either
directly or indirectly accessible browsing HierarchicalReferences starting from this Node. It is
required that the Server expose all its EventTypes, so a client can usefully subscribe to

Events.

The “EventTypes” Object is formally defined in Table 81.
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Table 81 — EventTypes Definition

Attribute Value

BrowseName ObjectTypes

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Defined in 6.6
Organizes ObjectType BaseEventType Defined in 6.4.2

8.3 Server Object and its containing Objects
8.3.1 General

The Server Object and its containing Objects and Variables are built in a way that the
informafion can be gained in several ways, suitable for different kings o clients) having
different requirements. Annex A gives an overview of the design decisj

the infoymation in that way, and discusses the pros and cons of
Figure P gives an overview of the containing Objects and Vdri
informalion of the Server Object and where the information can pe

The SegsionsDiagnosticsSummary Object contains one e i Variable
with an|array with one entry per session. This array is of \e L ] jing the
diagnostic information about the session. Each Obje Yal i bnces a

compleX Variable containing the information about the i i [ype as
the arrgy containing information about all ses' S. 1 5 all its
informafion as Variables with simple 5 in the
compley DataType. Not shown in Fi Eession,
which fqgllows the same rules.

The seryer provides an array with an ntr on containing diagnostic infgrmation
about this subscription. i exposed as a complex Variapble with
Variablgs for each individ . Qbji présenting a session also provides [such an
array, b RS i

The arrgays conta g i e sessions or the subscriptions may be of different
length f i n i i iffegent user credentials since not all users may see all

at the length of the array may change if thg user is
subscribe to a specific index range may get unexpected

entries
imperso
results.
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Object One array
“ServerDiagnostics” entry per
session, this
information is
Object also exposed
HasComponent “SessionsDiagnosticsSummary”™ as Variable
Complex Variable
contains the same
HasC t Variable information in its
“SessionDiagnosticsArray” value as its
properties
Variable
HasComponent “ “Session1”
|
One Object [HasComponent] HasC onent rigble
per session “Sessipnld”
Object
“Session1”
HasComporient ) Varigble i
entName
Variable 4
HasComponenti—y “SubscriptionDiagnosticsA@L”\
Vari?bh.{
423"
Redundant Information
Varipble
i “Publish|ngRate”
Variabl
L HasComponent ubs ipm
N )
Variable
Mnent]——» “123”
Q Varigble
HasComponent “PublishihngRate”
2 or each
stscription“f the server,
xposéd as variable
9 —\Excerpt of Diagnostic Information of the Server
8.3.2 Server
This Obliect is used as the browse entry point for information about the server The cdntent of

this Object is already defined by its type definition in 6.3.1. It is formally defined in Table 82.
The Server Object serves as root notifier, that is, its EventNotifier Attribute shall be set
providing Events. All Events of the server shall be accessible subscribing to the Events of the

Server Object.
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Attribute Value
BrowseName Server
References Node BrowseName DataType TypeDefinition Modelling
Class Rule
HasTypeDefinition Object ServerType Defined in 6.3.1
Type
HasProperty Variable ServerArray String[] PropertyType Mandatory
HasProperty Variable NamespaceArray String[] PropertyType Mandatory
HasComponent Variable ServerStatus) ServerStatusDataType ServerStatusType Mandatory
HasProperty Variable ServicelLevel Byte PropertyType Mandatory
HasComponent Object ServerCapabilities ) - ServerCapabilities Mandatory
HasCompo nt (‘\h}inr\* anmrniagnnefineﬁ anmrnmnanunn Mandatory
HasComporjent Object VendorServerinfo -- vendor-spécific?) Mandatory
HasComponent Object ServerRedundancy?) - dep Ss oh s<pp\ B\ Mandatory

1) Containihg Objects and Variables of these Objects and Variables are defined by their Bro se

correspgnding TypeDefinitionNode. The Nodeld is defined by the composed symboli
2) Shall be|the VendorServerinfo ObjectType or one of its subtypes.
3) Shall be|the ServerRedundancyType or one of its subtypes.

8.4 ModellingRule Objects
8.4.1 ExposesltsArray
The MepdellingRule ExposesltsArra in the
AddresgSpace, the “ExposesltsArray”
Table 83 -

Attribule Value / \

BrowseName Exp@ses}tQArrM \

Referefices NofeClass BrowseNamé Comment

HasTygeDefinition OblectType NMVodetingRuleType | Defined in 6.5

HasProperty { [arignle NamjrigRule Value set to “Constraint”
8.4.2 Mandator
The Mo ned in Part 3. Its representation in the AddressSplce, the
“Manda efined in Table 84.

Table 84 — Mandatory Definition

Attribule Value

BrowseName Nviandatory

References NodeClass BrowseName Comment

HasTypeDefinition ObjectType ModellingRuleType Defined in 6.5

HasProperty Variable NamingRule Value set to “Mandatory”
8.4.3 Optional

The ModellingRule Optional is defined in Part 3. Its representation in the AddressSpace, the

“Optional” Object, is formally defined in Table 85.

Table 85 — Optional Definition

Attribute Value

BrowseName Optional

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType ModellingRuleType Defined in 6.5
HasProperty Variable NamingRule Value set to “Optional”
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9 Standard Methods

There are no core OPC UA Methods defined.

10 Standard Views

There are no core OPC UA Views defined.

11 Standard ReferenceTypes

- 61 -

1.1 I]eferences

This stagndard ReferenceType is defined in Part 3. Its representatio

specifief in Table 86.

Table 86 — References Reference

bpace is

AN
Atfributes Value N K \
BrpwseName References D\
InJerseName - /A~ N
Symmetric True PRARYAR
IsAbstract True (\\V /X o
References NodeClass (| BrowséName~ {)\_) ] Comment
HgsSubtype ReferenceType HietrarchicalReferences. /) | Defined in 11.2
HasSubtype ReferenceType onHietarchicalReferences— | Defined in 11.3

es

11.2 I]ierarchicalRefere
t

This stgndard Reference
specifief in Table 87.

1Y
)
o0
N
I
=
(]
=

Par; 3\Us representation in the Addresss$

eferences ReferenceType

bpace is

Atfributes AN ] Value NN

BrdwseName { \ NHierarchicalRefereptes

InderseName_ -7

Sypnmetri¢ AFalse,

IsAbstract\ N\ True

Referentes\ N\ | NodeClass BrowseName Comment
HdsSubtype )X \  NReferenceType HasChild Defined in 11.4
HasSubtyrk\ ReferenceType Organizes Defined in 11.6
HasSubtype ReferenceType HasEventSource Defined in 11.15

11.3 NonHierarchicalReferences

This standard ReferenceType is defined in Part 3. Its representation in the AddressSpace is

specified in Table 88.
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Table 88 — NonHierarchicalReferences ReferenceType

Attributes Value

BrowseName NonHierarchicalReferences

InverseName --

Symmetric True

IsAbstract True

References NodeClass BrowseName Comment
HasSubtype ReferenceType HasModellingRule Defined in 11.11
HasSubtype ReferenceType HasTypeDefinition Defined in 11.12
HasSubtype ReferenceType HasEncoding Defined in 11.13
HasSubtype ReferenceType HasDescription Defined in 11.14
HasSubtype ReferenceType GeneratesEvent Defined in 11.17
HasSubtype Referereefype HeasMedelRarent BefineeHa4a-

specifief in Table 89.

Table 89 — HasChild Referen

jasChiId
This stdgndard ReferenceType is defined in Part 3. Its represen

Atfributes Value / \
BrpwseName HasChild [ )
InJerseName - (\\/
Symmetric False / N P ~\ ) ./
IsAbstract True \ \
Refferences NodeClass rowseName Comment
HasSubtype ReferenceType /] Aggrega‘f&@ Defined in 11.5
HgsSubtype ReferenceType \ | HesSubtypé ) Defined in 11.10
11.5 jggregates
This stdgndard Reference Rart 3. Its representation in the Address$pace is

specifiefd in Tabl .

11.6

P s

Aggregates ReferenceType

Atfributes Valte

BrdwseNdme NAggregated,

InerseNaie X

Sypfmeﬁ"rc\ \ FaT\e

IsAbstragt HAC N NTrug’

Refferencésy~ \ | N&deClass BrowseName Comment
HasSubtype ReferenceType HasComponent Defined in 11.7
HasSubtype ReferenceType HasProperty Defined in 11.9
Organizes

This standard ReferenceType is defined in Part 3. Its representation in the AddressSpace is
specified in Table 91.

Table 91 — Organizes ReferenceType

Attributes Value

BrowseName Organizes

InverseName OrganizedBy

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment
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11.7 HasComponent

This standard ReferenceType is defined in Part 3. Its representation in the AddressSpace is

specified in Table 92.

Table 92 - HasComponent ReferenceType

Attributes Value

BrowseName HasComponent

InverseName ComponentOf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment
HasSubtype ReferenceType HasOrderedComponent Defined iﬁ 11.8

11.8 jasOrderedComponent
t

This s
specifief in Table 93.

Table 93 - HasOrderedCompoW

ndard ReferenceType is defined in Part 3. Its represe jon\ in\the\Addre

$pace is

Atfributes Value (N )

BrpwseName HasOrderedComponent AN\ /. XK

InJerseName OrderedComponentQf AN \7 [ >

Symmetric False < C  ( WV

IsAbstract False /

Refferences NodeClass | BrowseName Comment
(I~ N

N

11.9 jasProperty

This stdqndard Referen

specifiefl in Tablef4.

roperty ReferenceType

. Its representation in the Addresss$

bpace is

A\
Atfributes <\ \ [\alue

BrowseNarie~ HasPropexty

InJerseName ‘RropexyOf )

Syfprfistric\ . LY False

IsAbstract\\ O\ Falde

Refferenses ("\ “NodeClass BrowseName Comment

11.10 HasSubtype

This standard ReferenceType is defined in Part 3. Its representation in the AddressSpace is

specified in Table 95.

Table 95 — HasSubtype ReferenceType

Attributes Value

BrowseName HasSubtype

InverseName SubtypeOf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment
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11.11 HasModellingRule

This standard ReferenceType is defined in Part 3. Its representation in the AddressSpace is
specified in Table 96.

Table 96 — HasModellingRule ReferenceType

Attributes Value

BrowseName HasModellingRule

InverseName ModellingRuleOf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment
4

11.12 HasTypeDefinition

This stdndard ReferenceType is defined in Part 3. Its represe jon in\the\Addre
specifief in Table 97.

$pace is

Table 97 - HasTypeDefinition/B,efe\

Attributes

Value

[ O 2
BrpwseName HasTypeDefinition AN\ /. XK
InJerseName TypeDefinitionOf AN \7 [ >
Symmetric False < C  ( WV
IsAbstract False /
Refferences NodeClass | BrowseName Comment
(L~ N

11.13 HasEncoding

This stdqndard Referen

specifiefl in Tablef?.

N

. Its representation in the Address$pace is

ncoding ReferenceType

A\
Atfributes <\ \ [\alue /
BrowseNarie~ HasEncoding
InJerseName ‘EncodingOp
Syfprfistric\ . LY False
IsAbstract\\ O\ Falde
Refferenses ("\ “NodeClass BrowseName Comment

11.14 HasDescription

This standard ReferenceType is defined in Part 3. Its representation in the AddressSpace is

specified in Table 97.

Table 99 — HasDescription ReferenceType

Attributes Value

BrowseName HasDescription

InverseName DescriptionOf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment
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11.15 HasEventSource

This standard ReferenceType is defined in Part 3. Its representation in the AddressSpace is

specified in Table 100

Table 100 — HasEventSource ReferenceType

bpace is

Attributes Value

BrowseName HasEventSource

InverseName EventSourceOf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment

HgsSubtype ReferenceType HasNotifier Defined iff 11.16\_
11.16 HasNotifier
This stdgndard ReferenceType is defined in Part 3. Its represe jon in\the\xAddess§
specifiefd in Table 101.

Table 101 — HasNotifier Re/fer.en\ Ty

Atfributes Value (N )

BrpwseName HasNotifier AN\ /. XK

InJerseName NotifierOf AN \7 [ >

Symmetric False < C  ( WV

IsAbstract False /

Refferences NodeClass | BrowseName Comment

(L~ N

11.17 GeneratesEvent Q

This stdqndard Referen

specifiefl in TablejOZ.

. Its representation in the Addresss$

bpace is

A\

Atfributes <\ \ [\alue /

BrowseNari~ GeneratesEvent

InJerseName ‘GeneratedBy

Syfprfistric\ . LY False

IsAbstract\\ O\ Falde

Refferenses ("\ “NodeClass BrowseName Comment

HasSubtype ReferenceType AlwaysGeneratesEvent Defined in 11.18
11.18 AlwaysGeneratesFvent

This standard ReferenceType is defined in Part 3. Its representation in the AddressSpace is

specified in Table 103.

Table 103 — AlwaysGeneratesEvent ReferenceType

Attributes Value

BrowseName AlwaysGeneratesEvent

InverseName AlwaysGeneratedBy

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment
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11.19 HasModelParent

This standard ReferenceType is defined in Part 3. Its representation in the AddressSpace is

specified in Table 104.

Table 104 — HasModelParent ReferenceType

Attributes Value

BrowseName HasModelParent

InverseName IsModelParentOf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment
[

12 Stgndard DataTypes

12.1 Qverview

An OP({ UA server need not expose its DataTypes in its AQ
expositipn of DataTypes, it shall support the DataTypex
subclauges. The DataTypeEncodings,

DataTypeDictionaries of the structured DataType
in Part ¢ as well as the EnumStrings Properties~p

12.2 I]iataTypes defined in Part 3

Part 3
Table 105.

gepender
in the f
ang

t of the
bllowing

the
pecified

fined in
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Table 105 — Part 3 DataType Definitions
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BrowseName

BaseDataType

Argument

Boolean

Byte

ByteString

DateTime

Double

Duration

Enumeration

Float

Guid

Of the [
the follo

The Re/lerences of

IdType

SByte

Integer

Int16

Int32

Int64

Image

ImageBMP

ImageGIF

ImageJPG /

ImagePNG [

Logcaleld  ( \\~

Hocalized JEN

P
“NamingRuleType \
NodeClass, N\

N6deld

Numbgr~

QualifisgdNalye

g . ) . )

)

Strugtiite )
~—_"

ime

Uhhteger\,

Bnt16,

Ulnt32

b4

MtcTime

XmlElement

TimeZoneDataType

Table 105 only some are the sources of References as de

e BaseDataType are defined in Table 106.

fined in


https://iecnorm.com/api/?name=1ae0a9f90947faded33d96028a4da994

- 68 - 62541-5 © IEC:2011

Table 106 — BaseDataType Definition

Attributes Value
BrowseName BaseDataType
IsAbstract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType Boolean FALSE
HasSubtype DataType ByteString FALSE
HasSubtype DataType DateTime FALSE
HasSubtype DataType DataValue FALSE
HasSubtype DataType DiagnosticInfo FALSE
HasSubtype DataType Enumeration TRUE
HasSubtype DataType ExpandedNodeld FALSE
HasSubtype Batatype Gl FALESE—
HasSubtype DataType LocalizedText FALSE
HasSubtype DataType Nodeld FALSE Y —~_
HasSubtype DataType Number TRUE,
HasSubtype DataType QualifiedName FALSE\
HasSubtype DataType String L
HasSubtype DataType Structure \ | TRUEN. X )
HasSubtype DataType XmlElement FARSETY \
The References of Structure are defined in Table 107 \ \)
Table 107 — Structuke
Attributes Value L N U ON )
BrowseNamsg Structure N__
IsAbstract TRUE )
References NodeClass BrowskName~_ N IsAbstract
HasSubtype DataType Arggme\\t \ \ FALSE
HasSubtype DataType < (UserldeptityTokép ) > TRUE
HasSubtype DataType. N AddNodesitém_ ) FALSE
HasSubtype DataTypé AddReferencesitera—" FALSE
HasSubtype DataTyp& DeleteNodesltem FALSE
HasSubtype BataType 0 { | béleteReferensésitem FALSE
HasSubtype DataType ApplicationDescription FALSE
HasSubtype DatgType JBullnfq,” FALSE
HasSubtype DefaTypa, RedundantServerDataType FALSE
HasSubtype DataType “SamplinglntervalDiagnosticsDataType FALSE
HasSubtype / \Daga\T\ype\ ServerDiagnosticsSummaryDataType FALSE
HasSubtype \ Dataﬁ%}gg \ ServerStatusDataType FALSE
HasSubtype |~ DakType  \ SessionDiagnosticsDataType FALSE
HasSubtype Nbatatyps, ) SessionSecurityDiagnosticsDataType FALSE
HasSubtype DataTyge ServiceCounterDataType FALSE
HasSubtype DataType StatusResult FALSE
HasSubtype DataType SubscriptionDiagnosticsDataType FALSE
HasSubtype DataTypes ModelChangeStructureDataType FALSE
HasSubtype DataTypes SemanticChangeStructureDataType FALSE
HasSubtype DataType SignedSoftwareCertificate FALSE
HasSubtype DataType TimeZoneDataType FALSE

The References of Enumeration are defined in Table 108.
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Table 108 — Enumeration Definition

Attributes Value

BrowseName Enumeration

IsAbstract TRUE

References NodeClass BrowseName IsAbstract
HasSubtype DataType IdType FALSE
HasSubtype DataType NamingRuleType FALSE
HasSubtype DataType NodeClass FALSE
HasSubtype DataType SecurityTokenRequestType FALSE
HasSubtype DataType MessageSecurityMode FALSE
HasSubtype DataType RedundancySupport FALSE
HasSubtype DataType ServerState FALSE

The ReJerences of ByteString are defined in Table 109.

The Reflerences o

Table 109 — ByteString Definition <\
<

Attributes Value N
BrowseName ByteString O\
IsAbstract TRUE N \ \
References NodeClass BrowseName ~ N[ IsAbstract
HasSubtype DataType Image /
The References of Number are defined ig Table {1
Table 11
Attributes Value |
BrowseName Number \ \
IsAbstract { TRUE NUIR
References odeClas$. BfowseName IsAbstract
HasSubtypb DatdType _thteger TRUE
HasSubtyple ataType Ulnteger TRUE
HaéSuBtype} Datalype, Double FALSE
HasSubt NDataType \ Float FALSE
rendefine \h/TabIe 111.
able 111 — Double Definition
Attn&s@es Value
BrowseName ) Double
NsAbstract FALSE
References NodeClass BrowseName IsAbstract
HasSuEt{/pe DataType Duration FALSE
The References of Integer are defined in Table 112.
Table 112 — Integer Definition
Attributes Value
BrowseName Integer
IsAbstract TRUE
References NodeClass BrowseName IsAbstract
HasSubtype DataType SByte FALSE
HasSubtype DataType Int16 FALSE
HasSubtype DataType Int32 FALSE
HasSubtype DataType Int64 FALSE

The References of DateTime are defined in Table 113.
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Table 113 — DateTime Definition

Attributes Value
BrowseName DateTime
IsAbstract FALSE
References NodeClass BrowseName IsAbstract
HasSubtype DataType UtcTime FALSE
The References of String are defined in Table 112.
Table 114 — String Definition
Attributes Value
BrowseName String
IsAbstract FALSE A NS
References NodeClass BrowseName IsAbstract  \
HasSubtype DataType Localeld FMSE\
HasSubtype DataType NumericRange PRALSE \

The References of Ulnteger are defined in Table 115.

Table 115 — U|ntegerm
@)

X

NV

The References of Imgge

12.3

Part 4 defines a set of DataTypes. Their representation in the
Table 117.

Attributes Value NN\ /N
BrowseName Ulntegey” AN Y pR~) .V
IsAbstract TRUE \_ NEEENE2 )
References NodeClass. BrowseName_ /[ IsAbstract
HasSubtype DataType”™ Byte FALSE
HasSubtype DataTypk . cHine S FALSE
HasSubtype Degkypé\ N\ UInt32 FALSE
HasSubtype ataTy Ulntea FALSE
f|n di TM
Q Table 116 —Image Definition
Attrjbu \t@\ Value \
BrowseNama\ Trvage”
ISAhstract \ TRUE
Referanges \ odeClass BrowseName IsAbstract
NasSubtype  \ DataType ImageBMP FALSE
“HagSdrtype D DataType ImageGIF FALSE
NHasSubtype DataType ImageJPG FALSE
HasSubtype DataType ImagePNG FALSE
rt 4

AddressSpace is defined in
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Table 117 — Part 4 DataType Definitions

BrowseName

AnonymousldentityToken
DataValue

DiagnosticInfo
ExpandedNodeld
SignedSoftwareCertificate
UserldentityToken
UserNameldentityToken
X509IdentityToken
WssldentityToken
SecurityTokenRequestType

Addhlad 1t
EENOGESTEY

AddReferencesltem
DeleteNodesltem
DeleteReferencesltem
NumericRange
MessageSecurityMode
ApplicationDescription

The SdcurityTokenRequestType is an enumeration of the
requestType parameter of the OpenSecureChannel
The Ad@Nodesltem is a structure that i nodesToAdd parameter of
the AddNodes Service in Part 4.
The Ad{Referencesltem is a structure tt i ; sToAdd
paramefer of the AddReferences Service i
The DédleteNodesltem i oDelete
paramefer of the Delet¢

oDelete

The DeleteRefer,
paramefer of the

The Reflerences &f

<\ &
Attribhtés\ \[ Value

Bws&\iamé\ UserldentityToken

IsAbstract TRUE

References.” NodeClass BrowseName IsAbstract
HasSubtype DataType UserNameldentityToken FALSE
HasSubtype DataType X509IdentityToken FALSE
HasSubtype DataType WssldentityToken FALSE
HasSubtype DataType AnonymousldentityToken FALSE

12.4 BuildInfo

This structure contains elements that describe the build information of the server. Its elements
are defined in Table 119.
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Table 119 — BuildIinfo Structure

Name Type Description
BuildInfo structure Information that describes the build of the software.
productUri String URI that identifies the software
manufacturerName String Name of the software manufacturer.
productName String Name of the software.
softwareVersion String Software version
buildNumber String Build number
buildDate UtcTime Date and time of the build.

Its representation in the AddressSpace is defined in Table 120.

Attributes

Value

BrowseName BuildInfo Q

Table 120 — Buildinfo Definition /\(
N\
\

12.5 RedundancySupport w

R0

This DataType is an enumeration that defines the redunda port af the’server. It$ values
are defiped in Table 121.
Table 121 {B\ ga@}fup ort Vialue
Value Description
NONE_D None means that there is ng red undan})\sh'pport.
COLD_ Cold means that the redundant servers are WI, but do not have any subscriptions defined and do not
accept requests to create one.
WARM |2 Warm mélus t\a(iﬁe red}q\r\(sew haﬁ\//edundant subscriptions, but with sampling disabled.
HOT_3 N\g\he re ant\ have/redundant subscriptions with sampling enabled,|but not
reporting
TRANSPARENT_4 Al‘fans})arent me}n\mathﬁqs\er Qpports transparent redundancy as defined in Part 1.

See Pait 1 foram

Its reprgsentation\in

sWof the different values.
age is defined in Table 122.

2 — RedundancySupport Definition

NN
DAftcibutes > Value

BrowselNamé

RedundancySupport

12.6 SlerverState

This DataType is an enumeration that defines the execution state of the server. Its values are

defined in Table 123.
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Table 123 — ServerState Values

expected to fail.

Value Description
RUNNING 0 The server is running normally. This is the usual state for a server.
FAILED_1 A vendor-specific fatal error has occurred within the server. The server is no longer functioning.

The recovery procedure from this situation is vendor-specific. Most Service requests should be

NO_CONFIGURATION_2

data.

The server is running but has no configuration information loaded and therefore does not transfer

SUSPENDED_3

or sending data.

The server has been temporarily suspended by some vendor-specific method and is not receiving

implementation. StatusCode will generally be returned normally.

(@N

SHUTDOWN_4 The server has shut down or is in the process of shutting down. Depending on the implementation,
this might or might not be visible to clients.

TEST_5 The server is in Test Mode. The outputs are disconnected from tiie real hardware | but the server
will otherwise behave normally. Inputs may be real or may be ulated depending on the vendor

COMMUNICATION_FAULT_6

fources. This
erlying device,

ing that no data is
is expectdd that items

affected by the fault will individually return wi AR FAILURE-status code indication for the
items.
UNKNOWN_7 This state is used only to indicate that tie sek&' does notKnow the statg of underlying
servers.
Its reprg

defined

This structure comtain
in Table

sentation in the AddressSpace js defin
Table 12%\

State De

Attributes Value [

BrowseName

Server§tate\ N\
)

ndantServerDataType Structure

ibe the status of the server. Its compo

Sition is

Name Description
RedundpntServerDataType \ X stuCture
servel N\ Yot \ | String The Id of the server (not the URI).
servidebevel N\ <A\ > [ Byte The service level of the server.
serve[State 5\ ServerState The current state of the server.

Its reprg

sentatiMe AddressSpace is defined in Table 126.

Table 126 — RedundantServerDataType Definition

Attributes Value

BrowseName RedundantServerDataType

12.8 SamplingintervalDiagnosticsDataType

This structure contains diagnostic information about the sampling rates currently used by the
server. Its elements are defined in Table 127.
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Name Type Description
SamplinglntervalDiagnosticsDataType structure
samplingRate Duration The sampling rate in milliseconds.
sampledMonitoredltemsCount Uint32 The number of Monitoredltems being sampled at this sample rate.
maxSampledMonitoredltemsCount Uint32 The maximum number of Monitoredltems being sampled at this sample
rate at the same time since the server was started (restarted).
disabledMonitoredltemsSamplingCount | UInt32 The number of Monitoredltems at this sample rate whose sampling
currently disabled.

Its representation in the AddressSpace is defined in Table 128.

129 §

Table 128 — SamplingintervalDiagnosticsDataType De/fxﬂtlo

Attributes

Value

(

BrowseName

SamplinglntervalDiagnosticsDataType

AN
\

<

erverDiagnosticsSummaryDataType

N

This stqucture contains diagnostic summary information~for s elemgnts are
defined fin Table 129.
Table 129 — ServerDiagnostics aType Structure
Name Type< Déscription -\ W N
ServerQiagnosticsSummaryDataType structuré\
serve[ViewCount UInt32 /l Thé(uh\ber okserver-created views in the server.
curreftSessionCount Uint32( The number of client sessions currently established in thd server.
cumulatedSessionCount UIntSZ\\'%?um thber of client sessions that have been|established in the
<\ ervey sinceNhe server was started (or restarted). This in¢ludes the
f\ currentSgssionCount.
securtyRejectedSessionQoaunt NUIn32 Wer of client session establishment requests thalwere rejected due
tos ity constraints since the server was started (or regtarted).
rejectedSessionCount K Ulnb\ \/}e number of client session establishment requests that were rejected
€> ince the server was started (or restarted). This number ipcludes the
securityRejectedSessionCount.
sessi nTimeoutCount& W The number of client sessions that were closed due to timjeout since the
/\ server was started (or restarted).
sessipnAbortCoun NUInt32 The number of client sessions that were closed due to erfors since the

server was started (or restarted).

to create sessions. This number includes the

securityRejectedRequestsCount.

samplingRateCount\\ () UInt32 The number of sampling rates currently used in the servey.

publighifghatetyalCaunt™ \ UInt32 The number of publishing intervals currently supported in|the server.

currefitSubscriptionCQimt Uint32 The number of subscriptions currently established in the $erver.

cumu atew\ﬁw UiInt32 The cumulative number of subscriptions that have been gstablished in the
server since the server was started (or restarted). This in¢ludes the
currentSubscriptionCount.

securjtyRéjectedRequestsCount UInt32 The number of requests that were rejected due to security constraints since
the serverwas started (nr rnefnrhad\ The rnnunefe include all Services
defined in Part 4, also requests to create sessions.

rejectedRequestsCount UiInt32 The number of requests that were rejected since the server was started (or

restarted). The requests include all Services defined in Part 4, also requests

Its representation in the AddressSpace is defined in Table 130.

Table 130 — ServerDiagnosticsSummaryDataType Definition

Attributes

Value

BrowseName

ServerDiagnosticsSummaryDataType
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12.10 ServerStatusDataType

This structure contains elements that describe the status of the server.

defined in Table 131.

- 75—

Its composition is

Table 131 — ServerStatusDataType Structure

Name Type Description
ServerStatusDataType structure
startTime UtcTime Time (UTC) the server was started. This is constant for the server instance and
is not reset when the server changes state. Each instance of a server should
keep the time when the process started.
currentTime UtcTime The current time (UTC) as known by the server.
state ServerState Thecarrent state of the Server. {its valudﬁ?ﬁm
buildIpfo BuildInfo
secorldsTillShutdown UiInt32 Approximate number of seconds ung‘@)q‘Q rver WI bé s t down. The value
is only relevant once the state chan
shutdpwnReason LocalizedText | An optional localized text indicating Ne\i’;%f\g be\\\t\do/ﬁﬁ. The value is
only relevant once the state chafiges oW

Its reprg@sentation in the AddressSpace is defined in TableA3

Table 132 — ServerStatusDataType

Attributes

Value

NN/

BrowseName

ServerStatysDajaType >

J . Z

12.11 $essionDiagnosticsDataType

This str
in Tablg
number
number

iagnosticsDataType Structure

defined
bout the

Those
humber,

sessions. Its elements are

Name { \ Typé Description
Session[ iagnosti;;gDa?aTy&Q Sstfucture

sessiofpld \ | Nodeld Server-assigned identifier of the session.

sessiol N,ame\ String The name of the session provided in the CreateS¢ssion request.

clientDggsrip Application The description provided by the client in the CreafeSession request.

W\ > Description

serverri String The serverUri request in the CreateSession requgst.

endpoihtUrl String The endpointUrl passed by the client to the Creat¢Session request.

localelfls Localeld[] Array of Localelds specified by the client in the open session call.

actualRessionTimeout Duration The requested session timeout specified by the cllent in the open
session call.

maxResponseMessageSize Uint32 The maximum size for the response message sent to the client.

clientConnectionTime UtcTime The server timestamp when the client opens the session.

clientLastContactTime UtcTime The server timestamp of the last request of the client in the context
of the session.

currentSubscriptionsCount Uint32 The number of subscriptions currently used by the session.

currentMonitoredltemsCount UiInt32 The number of Monitoredltems currently used by the session

currentPublishRequestsinQueue Uint32 The number of publish requests currently in the queue for the
session.

currentPublishTimerExpirations UiInt32 The number of publish timer expirations when there are data to be
sent, but there are no publish requests for this session. The value
shall be 0 if there are no data to be sent or publish requests queued.

totalRequestsCount ServiceCounter Counter of allServices, identifying the number of received requests

DataType of any Services on the session.

unauthorizedRequestsCount UiInt32 Counter of all Serices, identifying the number of Service requests
that were rejected due to authorization failure

readCount ServiceCounter Counter of the Read Service, identifying the number of received
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Name Type Description

DataType requests of this Service on the session.

historyReadCount ServiceCounter Counter of the HistoryRead Service, identifying the number of
DataType received requests of this Service on the session.

writeCount ServiceCounter Counter of the Write Service, identifying the number of received
DataType requests of this Service on the session.

historyUpdateCount ServiceCounter Counter of the HistoryUpdate Service, identifying the number of
DataType received requests of this Service on the session.

callCount ServiceCounter Counter of the Call Service, identifying the number of received
DataType requests of this Service on the session.

createMonitoredltemsCount ServiceCounter Counter of the CreateMonitoredltem Service, identifying the number
DataType of received requests of this Service on the session.

modifyMonitoredltemsCount ServiceCounter Counter of the ModifyMonitoredltem Service, identifying the number
DataType of received requests of this Service on the session.

setMoniteringModeCount SenviceCounter Counterofthe-SetMonitoringMode-Serdceidentifying the number of
DataType received requests of this Semce@n the\se\ssmn

setTriggeringCount ServiceCounter Counter of the SetTriggering/Sewice; ent}y\it he number of
DataType received requests of this S&fwice on'the sgssio

deletelflonitoreditemsCount ServiceCounter | Counter of the DeIeteM&q:o}e\wmtT\s‘S%‘mise?ifying the number
DataType of received requestsof th ice\on-the _sessi

create$ubscriptionCount ServiceCounter | Counter of the Crﬁewx é%c&;entlf ing the number of
DataType received requests of this Se the

modifyBubscriptionCount ServiceCounter Counter of %mn rvice, identifying the number of
DataType received requests of e session.

setPubishingModeCount ServiceCounter Cmyé of th bllg‘mng\ged\éemce identifying the number of
DataType rec |ved):eques of this_Servite on the session.

publisHCount ServiceCounter L}Sr;t;?) e Pub)s&ieﬁtcé’ identifying the nurhber of received
DataType ;é\Qerw on the session.

republishCount Seg?eb@ti nterzgSlk lish Service, identifying the fumber of received
Data{ype requests)afthis e ice on the session.

transfefSubscriptionsCount ServiceGount Cou\g:(ofhwr(sferSubscnptlons Service, ideptifying the number
DataT \(rece ed requests of this Service on the sessio.

delete$ubscriptionsCount Serv%Co E&teekrgyhe DeleteSubscriptions Service, identffying the number
Datatype of\xec requests of this Service on the sessiof.

addNoflesCount < ’Wﬁ}er\) szer of the AddNodes Service, identifying the humber of received
Data r ts of this Service on the session.

addReferencesCount unter of the AddReferences Service, identifying the number of

ice u r
ata

received requests of this Service on the session.

deletelrodesCounA >

2

\QaT%@W

Counter of the DeleteNodes Service, identifying th
received requests of this Service on the session.

e number of

deleteReferencesCowit

Wunter
NData

Counter of the DeleteReferences Service, identify]
received requests of this Service on the session.

ng the number of

O\
\

browsgCount SeryiceCounter Counter of the Browse Service, identifying the number of received
aType requests of this Service on the session.

browsgNextCgln ServiceCounter Counter of the BrowseNext Service, identifying th¢ number of
DataType received requests of this Service on the session.

transla ToNddelsCourit ServiceCounter Counter of the TranslateBrowsePathsToNodelds Service, identifying
DataType the number of received requests of this Service o the session.

queryHirstC ServiceCounter Counter of the QueryFirst Service, identifying the humber of received
DataType requests of this Service on the session.

queryNextCount ServiceCounter Counter of the QueryNext Service, identifying the pumber of
DataType received requests of this Service on the session

registe¥NedesGount ServceCounter Ceur tifying the number
DataType of received requests of this Service on the sessmn

unregisterNodesCount ServiceCounter Counter of the UnregisterNodesCountService, identifying the
DataType number of received requests of this Service on the session.

Its representation in the AddressSpace is defined in Table 134.

Table 134 — SessionDiagnosticsDataType Definition

Attributes

Value

BrowseName

SessionDiagnosticsDataType

12.12 SessionSecurityDiagnosticsDataType

This structure contains security-related diagnostic information about client sessions.

Its

elements are defined in Table 135. Because this information is security-related, it should not
be made accessible to all users, but only to authorised users.
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Table 135 — SessionSecurityDiagnosticsDataType Structure

Name Type Description
SessionSecurityDiagnosticsDataType structure
sessionld Nodeld Server-assigned identifier of the session.
clientUserldOfSession String Name of authenticated user when creating the session.
clientUserldHistory String[] Array containing the name of the authenticated user
currently active (either from creating the session or from
calling the ActivateSession Service) and the history of those
names. Each time the active user changes, an entry shall be
made at the end of the array. The active user is always at
the end of the array. Servers may restrict the size of this
array, but shall support at least a size of 2.
How the name of the authenticated user can by obtained
from the system via the infermation received as part of the
session establishment |s(def|neh~4q 6.4.3.
authenticationMechanism String Type of authent|cat| er d pgssword, X.509,
Kerberos). &
encoding String Which encodin |s usedhon thawiré, for e gmple XML or UA
Binary.
transportProtocol String Which tragéportprotocokis Used, forexanjple TCP or HTTP.
securjtyMode MessageSecurityMode | The message securiiimote useq jaf the ession.
secuntyPolicyUri String The/fhame.ofthe Segurity policy used for the session.
clientfertificate ByteString a icaWs r%e\csyhcate providkd by the client in
the ateSgssion request:
Its reprgsentation in the AddressSpace is define
Table 136 — SessionSecuri iagnasticsDataType Definition
Attributes Value /
BrowseName SessiopSecyrityRiagnbstitsDatgType
12.13 $erviceCounterDa
This structure containg di about subscriptions. Its elements are dgfined in
Table 137. Q
/\ Table 137 eCounterDataType Structure
Name \ Type” | Description
Service Jountqrﬁa}{ybq \ Nstructure
totald ou,n\t /0Int32 The number of Service requests that have been received.
error(gﬁjn\\ N Uint32 The total number of Service requests that were rejected.
Its reprgsentatign’in MdressSpace is defined in Table 138.
Table 138 — ServiceCounterDataType Definition

Attributes Value
BrowseName ServiceCounterDataType

12.14 StatusResult

This structure combines a StatusCode and diagnostic information and can, for example, be
used by Methods to return several StatusCodes and the corresponding diagnostic information
that are not handled in the Call Service parameters. The elements of this DataType are
defined in Table 139. Whether the DiagnosticInformation is returned depends on the setting of
the Service calls.
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Table 139 — StatusResult Structure

Name Type Description
StatusResult structure
statusCode StatusCode The StatusCode.
diagnosticinfo Diagnosticlnfo The diagnostic information for the statusCode.

Its representation in the AddressSpace is defined in Table 140.

Table 140 — StatusResult Definition

Attributes Value
BrowseName StatusResult

12.15 $ubscriptionDiagnosticsDataType

This stryicture contains diagnostic information about subscripti fined in

B
S
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Table 141 — SubscriptionDiagnosticsDataType Structure

1N

Name Type Description
SubscriptionDiagnosticsDataType structure

sessionld Nodeld Server-assigned identifier of the session the subscription belongs to.

subscriptionld Uint32 Server-assigned identifier of the subscription.

priority Byte The priority the client assigned to the subscription.

publishinglnterval Duration | The publishing interval of the subscription in milliseconds

maxKeepAliveCount Uint32 The maximum keep-alive count of the subscription.

maxLifetimeCount Uint32 The maximum lifetime count of the subscription.

maxNotificationsPerPublish Uint32 The maximum number of notifications per publish response.

publishingEnabled Boolean | Whether publishing is enabled for the subscription.

modifyCount Uint32 The number of ModifySubscription requests received for the subscription.

enableCaount UInt32 The number of times the subscription has bee,

disableCount Uint32 The number of times the subscription has belen disabied.

reput1|ishRequestCount Uint32 The number of Republish Service reque s that Q&\béa\ eived and
processed for the subscription.

reput1|ishMessageRequestCount Uint32 The total number of messages that Qe\\aw}q\sitéw/yepublished for
the subscription

repudlishMessageCount Uint32 The number of messages thathave beer sutcessfully republished for the
subscription.

transferRequestCount Uint32 The total number of Traﬁz@q{&\&&em e requests that have been
received for the subscrip

transferredToAltClientCount UInt32 The number of ti t// s the Wha%&ee}ﬁransferred tofan alternate
client.

transferredToSameClientCount UInt32 The numbe @:}th subsgtiption Ras’been transferred tolan alternate
session fogt’h%\

publighRequestCount Uint32 \ng&nﬁt}ér o@’ubhs(wi / e K sts that have been receiyed and
processed for the subscription.

data@hangeNotificationsCount Uint32 he number of data change Nefifications sent by the subscripfion.

eventNotificationsCount Uint32 { The number &fEven{ Notifications sent by the subscription.

notifigationsCount uint32 | Thp‘ts{al narbex of Notifications sent by the subscription.

lateP{iblishRequestCount Uint32 é\nzir%er oftimesthe subscription has entered the LATE State, i.e. the

mb times the publish timer expires and there are unserjt notifications.
curreftKeepAliveCount Int32  N\Thenumber dftimes the subscription has entered the KEEPALIVE State.

curreftLifetimeCount |

UInt82\

T}}QWetime count of the subscription.

unacnowledgedMessagéCount”

NUINt32

The\qmber of unacknowledged messages saved in the republish queue.

discal dedMessagﬁ)c&t <

UW

mber of messages that were discarded before they we
NackHowledged.

e

monitpreditemCount

t

monitored items.

/'P%e total number of monitored items of the subscription, inclugling the disabled

AN
disabledMonitoreditem&olnt

“Bint32/

The number of disabled monitored items of the subscription.

monitoringQge’ueO{\{b\Xgoﬁtt\ Uint32 The number of times a monitored item dropped notifications because of a
queue overflow.
nextSeguenceNumber N .\ Uint32 Sequence number for the next notification message.
Uint32 The number of times a monitored item in the subscription has|generated an

SRS

Event of type EventQueueOverflowEventType.

Its reprg

sentMe AddressSpace is defined in Table 142.

Table 142 — SubscriptionDiagnosticsDataType Definition

Attributes

Value

BrowseName

SubscriptionDiagnosticsDataType

This structure contains elements that describe changes of the model.
defined in Table 143.

12.16 ModelChangeStructureDataType

Its composition is
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Table 143 — ModelChangeStructureDataType Structure

Name Type

Description

ModelChangeStructureDataType | structure

affected Nodeld Nodeld of the Node that was changed. The client should assume that the affected
Node has been created or deleted, had a Reference added or deleted, or the
DataType has changed as described by the verb.

affectedType Nodeld If the affected Node was an Object or Variable, affectedType contains the Nodeld
of the TypeDefinitionNode of the affected Node. Otherwise it is set to null.

verb Byte Describes the changes happening to the affected Node.

the following table:

The verb is an 8-bit unsigned integer used as bit mask with the structure defined in

Field Bit Description
NedeAdded 5 tdicates-the-affestodMede-has been added.
NodeDeleted 1 Indicates the affected N&ge hag|been deleted.
ReferenceAdded 2 Indicates added. The
affecte ourceNode or
>bidirectional
angeStructures.
ReferenceDeleted 3 deleted. The
ourceNode or
bidirectional
angeStructures.

DataTypeChanged 4 is varb may besed only for hffected Nodes
thattate Variables or VariableTypes. It indicates
that the ype Attribute has changed.

Reserved for future use. Shall ajways be zero.

. This feature
).

b the

icate that a

pace is ined in Table 132.

Its reprgsentation in the\Ad ;‘g
s

elCha tructureDataType Definition
Attribdtes Walue 7
ByowseName ModelChangeStructureDataType

12.17 $ n

This stn
defined[in

\e@reDataType

ins elements that describe a change of the model. Its composition is

145 — SemanticChangeStructureDataType Structure

Name Type Description
SemanticChangeStructureDataType | structure
affected Nodeld Nodeld of the Node that owns the Property that has changed.

affectedType Nodeld

null.

If the affected Node was an Object or Variable, affectedType contains the
Nodeld of the TypeDefinitionNode of the affected Node. Otherwise it is set to

Its representation in the AddressSpace is defined in Table 132.

Table 146 — SemanticChangeStructureDataType Definition

Attributes

Value

BrowseName

SemanticChangeStructureDataType
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Annex A
(informative)

Design decisions when modelling the server information

A.1  Overview

This annex describes the design decisions of modelling the information provided by each OPC
UA server, exposing its capabilities, diagnostic information, and other data needed to work

with the SSrVer; such as the I\I:»maep::r-nArray

This anhex gives an example of what should be considered when p deII| g datenuging the
AddresqgSpace Model. General considerations for using the Add can be
found inf Annex A of Part 3.

This anhex is for information only, that is, each server ¥endor o¢ its data in the
appropr|ate way that fits its needs

The folllowing subclauses describe the design dedisio : q odelling thel Server
Object. | General DataTypes, Var/abIeTypes as the EvenhtTypes
described in this standard are not taker

A.2 IerverType and Server Obje

The fir needed. Typically, each sefver will
provide . The Nodelds of the containing Nodes
are also Nodeld
is base want to
expose n their
Addresd ject. The
Server ntaining
informati e basic
structur can be
extende bject or
its containi

A3 T

Objects|beneath the Server Object used to group information, such as server capabijlities or
diagnoslics, are also typed because an aggregatling server may want 1o provide only part of

the server information, such as diagnostics information, in its AddressSpace. Clients are able
to program against these structures if they are typed, because they have its type definition.

A.4 Properties versus DataVariables

Since the general description in Part 3 about the semantic difference between Properties and
DataVariables are not applicable for the information provided about the server the rules
described in A.4.2 of Part 3 are used.

If simple data structures should be provided, Properties are used. Examples of Properties are
the NamespaceArray of the Server Object and the MinSupportedSampleRate of the
ServerCapabilities Object.
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If complex data structures are used, DataVariables are used. Examples of DataVariables are
the ServerStatus of the Server Object and the ServerDiagnosticsSummary of the
ServerDiagnostics Object.

A.5 Complex Variables using complex DataTypes

DataVariables providing complex data structures expose their information as complex
DataTypes, as well as components in the AddressSpace. This allows access to simple values
as well as access to the whole information at once in a transactional context.

For example, the ServerStatus Variable of the Server Object is modelled as a complex

DataVafabfetraving the—ServerStatusDataType providing att—mformmati server
status. But it also exposes the CurrentTime as a simple DataVariable ient may
want to [read only the current time of the server, and is not interested mation,

etc.

A.6 Complex Variables having an array

A specifl case of providing complex data structures i data structures.

The Sulr i elled. It is an|array of
a comp : i > ypically
has se . A } want to read the diagnostic

informa
On the

such as
individu

ed as an array in a VYariable.
try of the complex s{ructure,
of the array is also ¢xposed
y exposed as simple data.

Note th 308 jvidual entries of an array to acceps them
separat ssing Individual entries of an array of a Yariable.
Howevel er purposes in the AddressSpace, [such as
having |Refereng or exposing their complex structurg using
DataVafiables, i

A7 K

Providin beds of

differen

Using ¢ [ 5 because
the information is™diréctly provided in the complex DataType of the Value Attribut¢ of the
complex Variable, and also exposed individually in the components of the complex Vafiable.

The diagnostics information about subscriptions is provided in two different locations. One
location is the SubscriptionDiagnosticsArray of the ServerDiagnostics Object, providing the
information for all subscriptions of the server. The second location is the
SubscriptionDiagnosticsArray of each individual SessionDiagnosticsObject Object, providing
only the subscriptions of the session. This is useful because some clients may be interested
in only the subscriptions grouped by sessions, whereas other clients may want to access the
diagnostics information of all sessions at once.

The  SessionDiagnosticsArray and the  SessionSecurityDiagnosticsArray  of  the
SessionsDiagnosticsSummary Object do not expose their individual entries, although they
represent an array of complex data structures. But the information of the entries can also be
accessed individually as components of the SessionDiagnostics Objects provided for each
session by the SessionsDiagnosticsSummary Object. A client can either access the arrays (or
parts of the arrays) directly or browse to the SessionDiagnostics Objects to get the
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information of the individual entries. Thus, the information provided is redundant, but the
Variables containing the arrays do not expose their individual entries.

A.8 Usage of the BaseDataVariableType

All DataVariables used to expose complex data structures of complex DataVariables have the
BaseDataVariableType as type definition if they are not complex by themselves. The reason
for this approach is that the complex DataVariables already define the semantic of the
containing DataVariables and this semantic is not used in another context. It is not expected
that they are subtyped, because they should reflect the data structure of the DataType of the
complex DataVariable.

A.9 ﬁlubtyping

Subtypi server.

Becaus¢ the provided information shall differ depending on th¢ y of the

server,

Subtypi

A.10 E

The infd brds, by

compan ide the

addition

Do not pubtype DataType s might

not be able to read the ‘mation,

including the basic inforimation. infe i i htaType
9 pout the

hierarchy may beg”diffic
server; |n other seepari
Add Obf add Variables to the Objects defined in this paft. If, for
example ation per subscription is needed, add a new Variable

containing @ 3 i entry per subscription in the same places that the
Subscriptj 1 A S

Use sub
capabilifies ,on
defined [in/his’ part,

rwérVendorCapabilityType to add information about the serverispecific
grverCapabilities Objects. Because this extensibility point is |already

Use a subtype of the VendorServerinfoType to add server-specific information. Because an
Object of this type is already defined in this part, clients will look there for server-specific
information.
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Annex B
(normative)

StateMachines

B.1 General

This annex describes the basic infrastructure to model state machines. It defines
ObjectTypes, VariableTypes and ReferenceTypes and explains how they should be used.

This anfpex is an integral part of this standard, that is, the types definedn i have to
be used as defined. However, it is not required but strongly recommg er uses
these t 0e their
behavio

The scope of the state machines described in this anr > i ropriate
foundat ide more
complex states,
choices can be
extende

The foll 5 in the
context .|Finally,
some e

B.2 K

B.2.1

The following e achines
defined|in this anne 9 1¢ following, a more complex example is given, that also
support$ sub-state

Figure over a simple state machine. It contains the thre¢ states
“State?’ . There are transitions from “State1” to “State2”, “Stpte2” to
“State2’ e of t e transitions provide additional information with regard o what
causes e transition, for example the call of “Method1” for the transitijon from
“State1’ e effect (or action) of the transition can also be specified, for ¢xample
the gengration of an, Event of the “EventType1” in the same transition. The notation [used to
identify [the.€ause is simply listing it on the transition, the effect is prefixed with a “[”. More
than one cause or effect are separated by a -, - NOt every transition has 10 have a cause or

effect, for example the transition between “State2” and “State3”.
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For sim
specifyi
are geng
differen

B.2.2

Figure B.
means,
in the

could b

/EventType2

State State2

Method1 /EventType1

Method2

State3

blicity, the state machines described in this 4 support causes in
ng Methods that have to be called and eff tTypes of Evsg

@jndl ag this to support ag

State5

S\

\7 States N

form of
nts that
ditional

ihe. This

bd to be
‘State7”

Method3

e v

Figure B.2 — Example of a state machine having a sub-machine
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B.3 Definition of state machine

The infrastructure of state machines defined in this annex only deals with the basics of state
machines needed to support Part 9 and Part 10. The intention is to keep the basic simple but
extensible.

For the state machines defined in this annex we assume that state machines are typed and
instances of a type have their states and semantics specified by the type. For some types,
this means that the states and transitions are fixed. For other types the states and transitions
may be dynamic or unknown. A state machine where all the states are specified explicitly by
the type is called a finite state machine.

Therefofe we distinguish between  StateMachineType and .
StateMgchineType specifies a description of the state machine, that ig] i ransitions,
etc., whereas the StateMachine is an instance of the StateMachine ins the
current ptate.

Each StateMachine contains information about the current \ ineTlype has
SubStateMachines, the StateMachine also contains inform '
SubStateMachines. StateMachines which have their stat
instancegs of a FiniteStateMachineType.

Each F qfes. i icity, we do not digtinguish
betweer
Each St
Each FihiteStateMachine Type v have S ted and

points flom one State to anpthe

Each Ttansition hine to
change [its curre@a we only
specify Method ¢ ause. A
Transitipn can alway { in the
Addresg

Each Tj used to
change [tb vents to
be Effe in the

Addresg

Although-&this annex only specifies simple concepts for state machines, the provided
infrastructare—is—extensibte—tfneeded; opcuia: States—canmbe—definred—as—wet—=as—additional
Causes or Effects.

B.4 Representation of state machines in the AddressSpace

B.4.1 Overview

The types defined in this annex are illustrated in Figure B.3. The MyFiniteStateMachineType
is a minimal example which illustrates how these Types can be used to describe a
StateMachine. See Part 9 and Part 10 for additional examples of StateMachines.
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StateMachineType StateVariableType
A
~ A
CurrentState ! Id
LastTransition f Name
FiniteStateMachineType H Number
T \( ‘ Effective
< C DisplayName
MyFiniteStateMachineType (\;\

(o

MyState > SyateTyp \k L Id

. S VAT Y

ToState FromState " N
I ame
GeneratgsEvent /\\ teNQm r

Number

MyTransition / ~~—"

WType

\Va

TrgnsitionTime

\-'FrgnsitionNumber

InitialStateType

B.4.2

The StateMachineType is the base ObjectType for all StateMachineTypes. It defines ja single
Variable Whith Tepresents the current state of the machine. An stance of this ObjectType
shall generate an Event whenever a significant state change occurs. The Server decides
which state changes are significant. Servers shall use the GeneratesEvent ReferenceType to
indicate which Event(s) could be produced by the StateMachine.

Subtypes may add Methods which affect the state of the machine. The Executable Attribute is
used to indicate whether the Method is valid given the current state of the machine. The
generation of AuditEvents for Methods is defined in Part 4. A StateMachine may not be active.
In this case, the CurrentState and LastTransition Variables shall have a status equal to
Bad_StateNotActive (see Table B.17).

Subtypes may add components which are instances of StateMachineTypes. These
components are considered to be sub-states of the StateMachine. SubStateMachines are only
active when the parent machine is in an appropriate state.
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Events produced by SubStateMachines may be suppressed by the parent machine. In some
cases, the parent machine will produce a single Event that reflects changes in multiple
SubStateMachines.

FiniteStateMachineType is subtype of StateMachineType that provides a mechanism to
explicitly define the states and transitions. A Server should use this mechanism if it knows
what the possible states are and the state machine is not trivial. The FiniteStateMachineType
is defined in B.4.5

The StateMachineType is formally defined in Table B.1.

Table B.1 — StateMachineType Definition

(
Attribute Value N
BrowseNajne StateMachineType /\ \
IsAbstract False <\
Referencess Node BrowseName DataType Zyp{fini\'gn delling
Class Rule
Subtype oflthe BaseObjectType defined in 6.2. X
Note that g Reference to this subtype is not shown in the definition of the Base@éect\%e\ \ \
HasSubtyge ObjectType | FiniteStateMachineType Defined in B45 XU\ /
HasCompdnent | Variable CurrentState Localiz€dText StateVariableType Mdndatory
HasCompgnent Variable LastTransition Ogdtional

Currentftate stores the current state 6
provides a human readable name fort

applicat

LastTra
StateM3
which m
Propert)

nsition

stores

Localifed Téxt) NTransttiQnVariableType

bntState
I use in
ey need

of the
ansition

ian_¢ontrol logic. Applications should use the Id
\ e identifier for the transition.

B.4.3
The Sta ariableType for Variables that store the current s{ate of a
StateMa
The Sta
Table B.2 — StateVariableType Definition
Attribute Value
BrowseNaime StateVarrabteType
DataType LocalizedText
ValueRank -1 (-1 = Scalar)
IsAbstract False
References Node BrowseName DataType TypeDefinition Modelling
Class Rule
Subtype of the BaseDataVariableType defined in 7.4.
Note that a Reference to this subtype is not shown in the definition of the BaseDataVariableType.
HasSubtype VariableType | FiniteStateVariableType Defined in B.4.6
HasProperty Variable Id BaseDataType | PropertyType Mandatory
HasProperty Variable Name QualifiedName | PropertyType Optional
HasProperty Variable Number Uint32 PropertyType Optional
HasProperty Variable EffectiveDisplayName LocalizedText PropertyType Optional

Id is a name which uniquely identifies the current state within the StateMachineType. A
subtype may restrict the DataType.
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Name is a QualifiedName which uniquely identifies the current state within the

StateMachineType.
Number is an integer which uniquely identifies the current state within the StateMachineType.

EffectiveDisplayName contains a human readable name for the current state of the state
machine after taking the state of any SubStateMachines in account. There is no rule specified
for which state or sub-state should be used. It is up to the server and will depend on the
semantics of the StateMachineType.

StateMachines produce Events which may include the current state of a StateMachine. In that
case servers shall provide all the optional Properties of the StateVariabl e_in_the Event,
even if fhey are not provided on the instances in the AddressSpace.

B.4.4 TransitionVariableType

The TrapsitionVariableType is the base VariableType for Variap ition that
occurredl within a StateMachine as a human readable name.
The SolirceTimestamp for the value specifies when the ue may

also be exposed with the TransitionTime Property.

The TrapsitionVariableType is formally

Attribute Value

BrowseNajne TransitionVariablgRype

DataType LocalizedText <

ValueRanK -1 (-1 =Scalar) N

IsAbstract False I ( ~—_"

Referencels Nod g ‘B(roﬁ>s amé\ > DataType TypeDefinition Mddelling
CIQsZ\ Ryle

Subtype of|the BaseDataVériableXype defined in¥ 4.
Note that d Reference to thi§ subtype iS\nat s inthe& definition of the BaseDataVariableType.

HasSubtyge VarigBle{ype | Fipite RansitionVfariableType Defined in B.4.7

HasProperty VariéQIe \ Id BaseDataType | PropertyType Mgndatory

HasProperty Aariable \ (| Name QualifiedName | PropertyType Oqtional

HasProperty Variat?l“e\ Nu\kbe)/ Uint32 PropertyType Ogdtional
TransitionTime UtcTime PropertyType Ogtional

iquely identifies a Transition within the StateMachineType. A |subtype

Name is—a QualifiedName wWRich uniquely identifies a transition within the StateMachineType.
Number is an integer which uniquely identifies a transition within the StateMachineType.
TransitionTime specifies when the transition occurred.

B.4.5 FiniteStateMachineType

The FiniteStateMachineType is the base ObjectType for StateMachines that explicitly define
the possible States and Transitions. Once the States are defined subtypes shall not add new
States (see B.4.18).

The States of the machine are represented with instances of the StateType ObjectType. Each
State shall have a BrowseName which is unique within the StateMachine and shall have a
StateNumber which shall also be unique across all States defined in the StateMachine. Be
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aware that States in a SubStateMachine may have the same StateNumber or BrowseName as
States in the parent machine. A concrete subtype of FiniteStateMachineType shall define at
least one State.

A StateMachine may define one State which is an instance of the /InitialStateType. This State
is the State that the machine goes into when it is activated.

The Transitions that may occur are represented with instances of the TransitionType. Each
Transition shall have a BrowseName which is unique within the StateMachine and may have a
TransitionNumber which shall also be unique across all Transitions defined in the
StateMachine.

The initjal State for a Transition is a StateType Object which is the ta get ok a Frthtate
Reference. The final State for a Transition is a StateType Object is.theXtarget of a
ToState| Reference. The FromState and ToState References shall always be

A Trangition may produce an Event. The Event is indicated 9 { ce to a
subtype|of BaseEventType. The StateMachineType shall haye §eneratas efergnces to
the targpts of a HasEffect Reference for each of its Transit{ons:

A FinitgStateMachineType may define Methods that S j These
Method$ are targets of HasCause References ansitions that may be
triggerefl by the Method. The Executab ] is used to indicate whether

the current State of the machine allo

A FinitelStateMachineType may have sub-statexma ¢ i instances
of StateMachineType ObjectTypes. E ate sh c ] ference
to the JtateMachineType 'o ject whic S i . chine is

not actiye if the parent St&

The FinlteStateMaching T

Attribute Value” \

BrowseNamf FiniteStateMachineTybe

IsAbstract rue \

References f#c;ie owseNarfie DataType TypeDefinition Modelling
Class \¢ b Rule

Subtype of the StateMashinaType defjred in 6.2.

HasComporlent | Variable CifrentState LocalizedText | FiniteStateVariableType Mandatory

HasComponent Varﬁblg LastTransition LocalizedText | FiniteTransitionVariableType Optional

B.4.6 L EiniteStateVariableTypse

The FiniteStateVariableType is a subtype of StateVariableType and is used to store the
current state of a FiniteStateMachine as a human readable name.

The FiniteStateVariableType is formally defined in Table B.5.
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Table B.5 — FiniteStateVariableType Definition

Attribute Value

BrowseName FiniteStateVariableType

DataType LocalizedText

ValueRank -1 (-1 = Scalar)

IsAbstract False

References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Subtype of the StateVariableType defined in B.4.3

HasProperty Variable Id Nodeld PropertyType Mandatory

HasProperty Variable Name QualifiedName | PropertyType Optional

HasProperty Variable Number Uint32 PropertyType Optional

HasProperty. \ariable EffectiveDisplayName. LocalizedText Property Tyoe Qgtional

Id is inherited from the StateVariableType and overridden to reflect taType.

This valpe shall be the Nodeld of one of the State Objects of the Fi fe.

Name inherited from StateVariableType shall be the BrowseNa
of the Fl|niteStateMachineType.

Objects

Number inherited from StateVariableType shall be teNlumbek for“one of tHe State

Objects|of the FiniteStateMachineType.

B.4.7 FiniteTransitionVariableType

The FinfteTransitionVariableType is a subtype 0 to store

a Transition that occurred within a Finite
The FinlteTransitionVariable Rype i

Ta

Attribute

vate \ o £

BrowseName

Finit&Transitiony ariableType N\
NN

DataType Localize§Text

ValueRanK

-1 (4 2\Stalar) )

IsAbstract

References

Falsé\ \
Brbﬁelyne DataType TypeDefinition Mddelling
Rule

Subtype of riableType defined in 7.4.
Note that g erenteNo t s subtype is not shown in the definition of the BaseDataVariable Type.

HasPropety  Nariable \ [T | Nodeld | PropertyType | Mgndatory

Id is inhérited from the TransitionVariableType and overridden to reflect the
DataType—~—This shall bethe MNodeld of onre—of the

FiniteStateMachineType.

equired
Objectsd of the

value

Transition
vvvvv eSO

Name inherited from the TransitionVariableType shall be the BrowseName of one of the
Transition Objects of the FiniteStateMachineType.

Number inherited from the TransitionVariableType shall be the TransitionNumber for one of
the Transition Objects of the FiniteStateMachineType.

B.4.8 StateType

States of a FiniteStateMachine are represented as Objects of the StateType.

The StateType is formally defined in Table B.7.
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Attribute Value

BrowseName StateType

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the BaseObjectType defined in 6.2. Note that a Reference to this subtype is not shown in the definition of the
BaseObijectType.

HasProperty Variable StateNumber Uint32 | PropertyType | Mandatory
HasSubtype ObjectType InitialStateType Defined in B.4.9

B.4.9 InitialStateType

The Initfa
Object
activate
FiniteSt

A SubS
state m

SubSta

Machine to go into the initial State (State
State8 qauses the parent machine to go to State

State8.

Stated

/)
V& /

Method3

State?

Stated

"

=

Figure B.4 — Example of an initial State in a sub-machine

If no initial state for a SubStateMachine exists and the State having the SubStateMachine is
entered directly, then the State of the SubStateMachine is server specific.
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Table B.8 - InitialStateType Definition

Attribute Value

BrowseName InitialState Type

IsAbstract False

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the StateType defined in B.4.8

B.4.10 TransitionType

Transi

tions of a FiniteStateMachine are represented as Objects of the ObjectType
TransitionType formally defined in Table B.9.

Each v3glid Transition shall have exactly one FromState Reference and (exact

Referenjce, each pointing to an Object of the ObjectType StateType.

Each

triggers|the Transition.

Transition can have one or more HasCause References_po

Each Transition can have one or more HasEffect Reference

when the Transition was triggered.

Table B.9 — Transiti

one |ToState

At occur

Attribute Value < <

BrowseNamle TransitionType

IsAbstract False

References NodeClass | BrowseName | DataType ) TypeDefinition | ModdllingRule

Subtype of the BaseObjectType defined in 6.2. Note th\ %é%ce tWtype is not shown in the definition of the

BaseObje

ctype.

HasProperty | Variable | Tragsitiondjumber | Uint3p” | PropertyType

| Mandatory

B.4.11 FromSt:e
The FrdmState re

subtype

The s

The So eferenceType shall be an Object of the ObjectType

or one he TargetNode of this ReferenceType shall be an Objec
Object

The representation o eferencelype in ressspace

Table B.10.

of NonHierd

Table B.10 — FromState ReferenceType

directly. It is a

ef i \ ¢ seType is to point form a Transition to the starting Sfate the
Transiti

TransitjonType
{ of the

Attributes Value

BrowseName FromState

InverseName ToTransition

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment
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The ToState ReferenceType is a concrete ReferenceType and can be used directly. It is a
subtype of NonHierarchicalReferences.

The semantic of this ReferenceType is to point form a Transition to the ending State the

Transition connects.

The SourceNode of this ReferenceType shall be an Object of the ObjectType TransitionType
or one of its subtypes. The TargetNode of this ReferenceType shall be an Object of the
ObjectType StateType or one of its subtypes.

References of this ReferenceType may be only exposed uni-directional. So
required, for example, if a Transition points to a State of a sub-machine/

h\%, this is

The representation of the ToState ReferenceType in the Address ified in
Table B}11.
Table B.11 — ToState Refere
Atfributes Value /
BrpwseName ToState [ ()
InJerseName FromTransition (N\\ "/
Synmetric False NN/
IsAbstract False N\ N U oV
Refferences NodeClass NBrowseName
B.4.13 | HasCause
.ltis a

The Ha$Cause ReferehceTyn

subtype|of NonHierarc

The semantic of@ efe

Transiti
not restfi

or one g

The req
Table B

Type is

jonType

cified in

Table B T2 — HasCause Referencelype

Attributes Value

BrowseName HasCause

InverseName MayBeCausedBy

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment

B.4.14 HasEffect

The HasEffect ReferenceType is a concrete ReferenceType and can be used directly. It is a
subtype of NonHierarchicalReferences.
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The semantic of this ReferenceType is to point form a Transition to something that will be
effected when the Transition is triggered. In this annex we only define EventTypes as Effects.
However, the ReferenceType is not restricted to point to EventTypes.

The SourceNode of this ReferenceType shall be an Object of the ObjectType TransitionType
or one of its subtypes. The TargetNode can be of any NodeClass.

The representation of the HasEffect ReferenceType in the AddressSpace is specified in
Table B.13.

Table B.13 — HasEffect ReferenceType

Atfributes Value (

BrdwseName HasEffect A\

InjerseName MayBeEffectedBy /\\ \

Symmetric False <\

IsAbstract False

References NodeClass BrowseName < | Conmment N

AL WA N

B.4.15 | HasSubStateMachine \ \>

The HalsSubStateMachine ReferenceType is a _coRcr nce¥ype and can e used
directly | It is a subtype of NonHierarchicalReferey

The semantic of this ReferenceType a/State to an instande of a

StateMgchineType which represents thg

The SodirceNode of this S > & an Qbject of the ObjectType StateType. The
TargetMode shall be an Objec by StateMachineType or one of its slyibtypes.
Each Opject can be the HasSubStateMachine Reference.

The So 1rceNod@ 3 I (the SubStateMachine) shall belonp to the
same $tateMach 5 all be referenced from the same Object |of type
StateMa ~ : il

The representatio f sSubStateMachine ReferenceType in the AddressSpace is
specifief i 1

Atfributes Value

BrowseName HasSubStateMachine

InverseName SubStateMachineQf

Symmetric False

IsAbstract False

References NodeClass BrowseName Comment

B.4.16 TransitionEventType

The TransitionEventType is a subtype of the BaseEventType. It can be used to generate an
Event identifying that a Transition of a StateMachine was triggered. It is formally defined in
Table B.15.
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Table B.15 — TransitionEventType

Attribute Value

BrowseName TransitionEventType

IsAbstract True

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Subtype of the base BaseEventType defined in 6.4.2

HasComponent Variable Transition LocalizedText TransitionVariableType | Mandatory
HasComponent Variable FromState LocalizedText StateVariableType Mandatory
HasComponent Variable ToState LocalizedText StateVariableType Mandatory

The TransitionEventType inherits the Properties of the BaseEventType.

The inHerited Property SourceNode shall be filled with the Nodeld tateMachine
instance were the Transition occurs. If the Transition occurs in a Su hen the
Nodeld | of the SubStateMachine has to be used. If the Trangiti ween a
StateMgchine and a SubStateMachine, then the Nodeld of the Sta e used,
indepenident of the direction of the Transition.
Transitipn identifies the Transition that triggered the Event:
FromState identifies the State before the Transition.
ToState|identifies the State after the T
B.4.17 | AuditUpdateStateEventType
The AuditUpdateStateEventType is a subtype.ofthe UpdateMethodEventType. I{ can be
used to|generate an Eventidentifyi tatnsi'n f a StateMachine was triggefed. It is
formally| defined in Table .

N b\ims pdateStateEventType
Attribute Valug” "\
BrowseName AuditUfdateStateEvent Nipe.
IsAbstract Tryé \ D
Referencds NodeClass\ |[:BrawséName’ | DataType | TypeDefinition | ModellingRule
Subtype of the AyditUpdateMethodEvent Type defined in 6.4.27
HasPropefty Varial \ (ﬁqSt;feld BaseDataType PropertyType Mandgtory
HasPrope Vari@,t\)le\ NewStateld BaseDataType | PropertyType Mandgtory
The AuditUp StateEventType inherits the Properties of the AuditUpdateMethodEventType.
The inherited Property SourceNode shall be filled with the Nodeld of the StateMachine
instance were the Siafe changed. If the Siafe changed in a SubStateMachine, then the

Nodeld of the SubStateMachine has to be used.

The SourceName for Events of this type should be the effect that generated the event (e.g.
the name of a Method). If the effect was generated by a Method call, the SourceName should
be the name of the Method prefixed with “Method/”.

OldStateld reflects the Id of the state prior the change.

NewStateld reflects the new /d of the state after the change.

B.4.18 Special Restrictions on subtyping StateMachines

In general, all rules on subtyping apply for StateMachine types as well. Some additional rules
apply for StateMachine types. If a StateMachine type is not abstract, subtypes of it shall not
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change the behaviour of it. That means, that in this case a subtype shall not add States and it
shall not add Transitions between its States. However, a subtype may add SubStateMachines,
it may add Transitions from the States to the States of the SubStateMachine, and it may add
Causes and Effects to a Transition. In addition, a subtype of a StateMachine type shall not
remove States or Transitions.

B.4.19 Specific StatusCodes for StateMachines

In Table B.17 specific StatusCodes used for StateMachines are defined.

Table B.17 — Specific StatusCodes for StateMachines

Symbolietd Deseription -

Bad_StjteNotActive The accessed state is not active. (

@%
S
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B.5 Examples of StateMachines in the AddressSpace

B.5.1 StateMachineType using inheritance

StateMachine Type

A 1

/\ ‘

T CurrentState

FiniteStateMachine Type

No-vatreassigred forthe Ty <Befmition
JAN
— For simplicity the Propertles o x

—( CurrentState are not{ﬁo\&

My§BtateMachine Type N s

A
A L»
- > e StateType
.
] TransitionType
A <

=T

0& Y Haskffect q EventType
AN \
Contains the current state of MyStateMaching

|
COmTentState

Figure B.5 — Example of a StateMachineType using inheritance

In Figure B.5 an example of a StateMachine is given using the Notation defined in the
Annex D of Part 3. First, a new StateMachineType is defined, called “MyStateMachineType”,
inheriting from the base FiniteStateMachineType. It contains two States, “State1” and “State2”
and a Transition “Transition1” between them. The Transition points to a Method “MyMethod”
as the Cause of the Transition and an EventType “EventType1” as the Effect of the Transition.

Instances of “MyStateMachineType” can be created, for example “MyStateMachine”. It has a
Variable “CurrentState” representing the current State. The “MyStateMachine” Object only
includes the Nodes which expose information specific to the instance.


https://iecnorm.com/api/?name=1ae0a9f90947faded33d96028a4da994

62541-5 © IEC:2011

— 99 —

B.5.2 StateMachineType with a sub-machine using inheritance

StateMachine Type No value assigned for the TypeDefinition

yAN
/\

i

For simplicity the Properties of
CurrentState are not shown

>~
2 |

FiniteStateMachineType |1 /

CurrentState ‘

MyStateMachine Type

>P

A
SEXRD

\ StateX

o State1

- State2<\

ATO ate

|

— Transition

D

StateY

A

N
0 i

‘ No value assigned ‘

x CurrentState

?

Sta

C

Contains the current state of MyStateMachipe ‘

CurrentState

MySubMachine

Contains the current state of MySubMachine if
MyStateMachine is in State1, otherwise a BAD
status code is assigned to it.

—H CurrentState

Figure B.6 — Example of a StateMachineType with a SubStateMachine using inheritance

Figure B.6 gives an example of a StateMachineType having a SubStateMachine for its
“State1”. For simplicity no effects and causes are shown, as well as type information for the
States or ModellingRules.
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The “MyStateMachineType” contains an Object  “MySubMachine” of  type
“AnotherStateMachineType” representing a SubStateMachine. The “State1” references this
Object with a HasSubStateMachine Reference, thus it is a SubStateMachine of “State1”.
Since “MySubMachine” is an Object of type “AnotherStateMachineType” it has a Variable
representing the current State. Since it is used as an InstanceDeclaration, no value is
assigned to this Variable.

An Object of “MyStateMachineType”, called “MyStateMachine” has Variables for the current
State, but also has an Object “MySubMachine” and a Variable representing the current state
of the SubStateMachine. Since the SubStateMachine is only used when “MyStateMachine” is
in “State1”, a client would receive a Bad_StateNotActive StatusCode when reading the
SubStateMachine CurrentState Variable if “MyStateMachine” is in a different State.

B.5.3 StateMachineType using containment
A\ (\
N\
BasgqObjectType No vglue assighed for em efinition
% < For simpligity the Propeyties of
T <\ Cthe aré\not shown
FiniteStateMW%
S
Q CurrentState
[\
My®bjectType MySta hineXype
[N % GeneratesEvent
A &
+| MyComponent
I[\ = State1 <
Mys@c%
< —H| State2 FromSthte
ToState
—+  Transition1
\
A 4
HasCausg HasEffect—»|
ElentType1
My©tbiect /

MyComponent

MyStateMachine

MyMethod

‘ Contains the current state of MyStateMachine

CurrentState ]

Figure B.7 — Example of a StateMachineType using containment
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Figure B.7 gives an example of an ObjectType not only representing a StateMachine but also
having some other functionality. The ObjectType “MyObjectType” has an Object
“MyComponent” representing this other functionality. But it also contains a StateMachine
“MyStateMachine” of the type “MyStateMachineType”. Objects of “MyObjectType” also contain
such an Object representing the StateMachine and a Variable containing the current state of
the StateMachine, as shown in the Figure.

B.5.4 Example of a StateMachine having Transitions to SubStateMachines

The StateMachines shown so far only had Transitions between States on the same level, that
is, on the same StateMachine. Of cause, it is possible and often required to have Transitions
between States of the StateMachine and States of its SubStateMachine.

be used in several places, it is not possible to add a bi-directional R
shared [States of the SubStateMachine to another StateMachine. |
expose [the FromState or ToState References uni-directional, t
Transitipn to the State and not have the other direction browsgble M_s iti ints from
a State pf a SubStateMachine to a State of another sub-maghjne and the
ToState| Reference, are handled uni-directional.

A Client shall be able to handle the information/ of & ing i hte and
FromState References are only exposed as for i crences
are omifted.

Figure B.8 gives an example of a stateuma i 3_transition from a sub-state to a
state.

Stapai \ State?

In Figur epresentation of this example as StateMachineType in the Addre§sSpace
is giver..The “Transition1”, part of the definition of “MyStateMachmeType pointg to the
“Statex’ Uf tIIU Statct‘v’:’auhulv I_y'JU AIIUthISLGLUI‘V‘IGUhIIIGI y'JU”. Ll IIU RUfUI CIrive IS Only
exposed as forward Reference and the inverse Reference is omitted. Thus, there is no
Reference from the “StateX” of “AnotherStateMachineType” to any part of
“MyStateMachineType” and “AnotherStateMachineType” can be used in other places as well.
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StateMachineType No value assigned for the TypeDefinition
JAN - — For simplicity the Properties of
T CurrentState CurrentState are not shown

FiniteStateMachine Type

N

My$StateMachine Type Anot I atM ype

>h

—H State1

—H State2

{ ToStéte HagSub Ine

—H Transition> s F rOmStatT

Reference is

only exposed
\ > ‘ No value assigned ‘
Q CurrentState ‘

=

uni-directional
StateMa
y Contains the current state of MyStateMachipe ‘

0§

x\o

—I+ CurrentState
Contains the current state of MySuHMachine if
MyStateMachine 1s In state 1, otherwise a BAD

MySubMachine status code is assigned to it.

—H CurrentState ‘

Figure B.9 — Example of a StateMachineType having Transitions to SubStateMachines
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La Norme internationale CEIl 62541-5 a été établie par le sous-comité 65E: Les dispositifs et
leur intégration dans les systémes de l'entreprise, du comité d’études 65 de la CEl: Mesure,
commande et automation dans les processus industriels.

Le texte de cette norme est issu des documents suivants:

FDIS Rapport de vote
65E/192/FDIS 65E/214/RVD

Le rapport de vote indiqué dans le tableau ci-dessus donne toute information sur le vote ayant
abouti a I'approbation de cette norme.

Cette publication a été rédigée selon les Directives ISO/CEI, Partie 2.
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Une liste de toutes les parties de la série CEIl 62541, sous le titre général OPC Unified
Architecture, peut étre consultée sur le site web de la CEI.

Le comité a décidé que le contenu de cette publication ne sera pas modifié avant la date de
stabilité indiquée sur le site web de la CEIl sous "http://webstore.iec.ch" dans les données
relatives a la publication recherchée. A cette date, la publication sera

* reconduite,

* supprimée,

* remplacée par une édition révisée, ou
+ amendée.

IMPORTANT - Le logo "colour inside" qui se trouve sur la pag cette
publication indique qu'elle contient des couleurs qui sont considérées co iles a
une bo{ne compréhension de son contenu. Les utilisateurs dewrai dquent,
imprim

r cette publication en utilisant une imprimante}ou\l
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INTRODUCTION

La présente Norme internationale est la spécification pour les développeurs d'applications
OPC UA. La spécification est le résultat d'un processus d'analyse et de conception pour
développer une interface normalisée afin de faciliter le développement d'application par
plusieurs vendeurs qui échangent entre eux et interoperent.

@%
S
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ARCHITECTURE UNIFEE OPC -

Partie 5: Modeéle d’Information

1 Domaine d'application

La présente partie de la CEIl 62541 définit le modéle d'information d’OPC Unified Architecture
(OPC UA). Le Modele d'information décrit des Nodes (c'est-a- d|re des noeuds) normalisés

fournissent la totalité des Nodes.

2 Réfléerences normatives

Les do¢uments de référence suivants sont indis
document. Pour les références datées, seule I'éditi
non datges, la derniere édition du docyrent de
amendelments).

IEC/TR|[62541-1, OPC Unified architecture
uniquenpent en anglais)

IEC 62b41-3, OPC Unj
uniquenment en anglais

3 Termes, définitic

3.1 Ter

Pour leg
et la CH

3.1.1
Identifi
chaine

@s types

5 points
Espace

>erveurs

présent

sfgrences
ayentuels

igponible

igponible

52541-1

NOTE Leg ‘ClientUserld est obtenu, directement ou indirectement, du UserldentityToken passé par le C

ient dans

I'appel de Service de TActivatesession. VoIr 6.4.3 pour les details.

3.2 Abréviations

UA Unified Architecture
XML Extensible Markup Language (langage de balisage extensible)

3.3 Conventions pour les descriptions de Nceuds

Les définitions des Noeuds sont spécifiées a I'aide de tableaux (voir Tableau 2).

Les Attributs sont définis par la fourniture du nom de I'Attribute (c'est-a-dire attribut) et d'une

valeur, ou une description de la valeur.

Les References (c'est-a-dire références) sont définies par la fourniture du nom de
ReferenceType (c'est-a-dire type de référence), du BrowseName du TargetNode (c'est-a-dire

nceud cible) et de sa NodeClass (c'est-a-dire classe de nceuds).
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» Sile TargetNode est une composante du Noeud défini dans le tableau, les Attributs du
Noeud composé sont définis dans la méme rangée du tableau. Cela implique que le
Noeud référencé a une Reference HasModelParent avec le Noeud défini dans le
tableau comme TargetNode (voir IEC 62541-3). pour la définition des ModelParents
(c'est-a-dire Parents de modéle)).

e Le DataType (c'est-a-dire type de donnée) n'est spécifié que pour les Variables;
“[<number>]" (c'est-a-dire nombre) indique une matrice unidimensionnelle alors que
pour les matrices multidimensionnelles, I'expression est répétée pour chaque
dimension (par exemple [2][3] pour une matrice a deux dimensions). Pour toutes les
matrices, ArrayDimensions (c'est-a-dire dimensions de la matrice) est établi comme
identifié par des valeurs <number> Si aucun <number> nest mls la dimension

8l valeur

éou est
ioh (c'est-
—dlre scalaire ou unldlmen3|onnelle) la valeur est pI t, ainsi,
Any}” ou “{ScalarOrOneDimension}” et le Vajs X valeur
orrespondante (voir IEC 62541-3) et ArrayDimens$ions™e$s NS mis. Le
Tableau 1 présente des exemples.

Tableau 1 - Exempl(as\ e DataTyp

Notati¢n Data- | Valde- MArrag- Descripti
Type Ran ensions

Int32 Int32 | -1 \omis\qu NULL Unnt37 scalaire.
Int32[] Int32 1 omis ouNQO} Matrice unidimensionnelle de Int32 de thille
}connue.

(@
Int32[][} t32 ON@{0,0} Matrice bidimensionnelle de Int32 de talles
N inconnues pour les deux dimensions.

Int32[3|[] t32N | 2 % Matrice bidimensionnelle de Int32 de tallle 3 pour
[\ x la premiére dimension et de taille inconflue pour

N

la seconde dimension.
Int32[5)[3] <> Int
/\ seconde dimension.

la premiére dimension et de taille 3 pouf la
d'une matrice de dimension quelconqugq.

W Matrice bidimensionnelle de Int32 de tallle 5 pour
I\

Int32{Any} In?SK —2> omis ou NULL Int32 ou I'on ne sait pas s'il s'agit d'un sgalaire ou
=

Int32{YcalarOrOreDimension}y{\Int omis ou NULL Int32 ou il s'agit d'une matrice unidimenpionnelle
ou d'un scalaire.

efintion (c'est-a-dire définition de type) est spécifié pour les Objetls et les
ariabfes.

» La colonne TypeDefinition spécifie un nom symbolique pour un Nodeld (c'est-a-dire
identificateur de nceud), a savoir les points Noeud spécifiés avec une Reference
HasTypeDefinition (c'est-a-dire posséde une définition de type) au Noeud
correspondant.

e La ModellingRule (c'est-a-dire régle de modélisation) de la composante référencée est
fournie par la spécification du nom symbolique de la régle dans la colonne
ModellingRule. Dans |'Espace d’adresse, le Noeud doit utiliser une Reference
HasModellingRule (c'est-a-dire posséde une régle de modélisation) pour pointer vers
ModellingRule Object correspondant.

Si le Nodeld d'un DataType est fourni, le nom symbolique du Noeud représentant le DataType
doit étre utilisé.
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Les Noeuds de toutes les autres NodeClasses ne peuvent pas étre définis dans le méme
tableau; par conséquent, seul le ReferenceType utilisé, sa NodeClass et son BrowseName
sont spécifiés. Une référence a une autre partie de ce document pointe sur leur définition.

Le Tableau 2 illustre le Tableau de définition de type. Si aucune composante n'est fournie, les
colonnes DataType, TypeDefinition et ModellingRule peuvent étre omises et seule la colonne
Commentaires est introduite pour pointer vers la définition du Noeud.

Tableau 2 — Tableau de définition de type

Attribut Valeur
Nom d'attribut Valeur d'attribut. S'il s'agit d'un attribut facultatif qui n'est pas mis, “--“ sera utilisé.

[
References NodeClass BrowseName DataType | TypeDefinition \ MoflellingRule
Nom du NodeClass BrowseName du Les Attributs du Noeud référencé, appficables oflellingRule
ReferenceType | du Node cible Si la seulement aux Variables et Objects. refdrencée de

TargetNode. | Reference est a
instancier par le
serveur, la valeur de

BrowseName du
Node cible est “--*. /\ X

I'Ofjet
\éff-: rence.

NOTE Notes reférencant les notes de bas de tableau du contenu du tableau_ \ \ )

t elles-mémles des

dellingRule peuvgnt étre
$ 4.1. Par
les sont

Les composantes de Noeuds peuvent étre complexes,
compospntes. Les TypeDefinition, NodeClass
dérivés [des définitions de type, et le i
conséqu
implicitg

4 Nodelds et BrowseNs

4.1 Nodelds
Les Nopelds d@ S noms
symbolifues. La

Le nom
lorsqu'il| fait p
BrowseNamé,
HasPropet

me, ou,
, le BrowseName de l'autre Noeud, un “.”, et sonf propre
ait partie de" signifie que l'ensemble a une Rgference
posséde une propriété) ou HasComponent (c'est-a-dire posséde
rtie. Sachant que tous les Noeuds ne faisant pas partie d'in autre

Noeud ¢nt q ique” dans cette norme, le nom symbolique est unique. Par exemple, le
Server -a-diye type de serveur) défini en 6.3.1 a le nom symbolique “ServerType”.
Une de sDeclarations (c'est-a-dire déclarations d'instance) serait identifiégl comme
étant “$erverType.ServerCapabilities”. Sachant que cet Objet est complexe, une autre

InstanceDeclaration du ServerType est
“ServerType.ServerCapabilities.MinSupportedSampleRate”. L'Objet Server (c'est-a-dire
serveur) défini en 8.3.2 est basé sur le ServerType et a le nom symbolique “Server”. Par
conséquent, l'instance basée sur I'lnstanceDeclaration décrite ci-dessus a le nom symbolique
“Server.ServerCapabilities.MinSupportedSampleRate”.

Le Namespacelndex (c'est-a-dire indice d'espace de nom) pour tous les Nodelds définis dans
cette norme est 0. L'espace de nom pour ce Namespacelndex est spécifié dans la Partie 3.

Noter que cette norme définit non seulement des Noeuds concrets, mais exige aussi que
certains Noeuds soient créés, par exemple une fois pour chaque Session exécutée sur le
serveur. Les Nodelds de ces Noeuds sont spécifiques au serveur, y compris le Namespace.
Toutefois, le Namespacelndex de ces Noeuds ne peut pas étre le Namespacelndex 0, car ils
ne sont pas définis par cette norme mais créés par le Serveur.
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4.2 BrowseNames

La partie texte des BrowseNames pour tous les Noeuds définis dans cette norme est
spécifiee dans les tableaux définissant les Noeuds. Le Namespacelndex pour tous les
BrowseNames définis dans cette norme est 0.

5 Attributs communs

5.1 Généralités

Pour tous les Noeuds spécifiés dans la présente norme, les Attributs listés dans le Tableau 3
doivent étre mis comme spécifié dans le Tableau 3.

Tableau 3 — Attributs de nceud communs Q( i\
N\

Attribut Valeur \

DisplayNpme Le DisplayName (nom d'affichage) est un LocalizedText (C'est-a-dirgtexte locatisé).”"ghaque
serveur doit fournir le DisplayName identique au BrowsgeName~dUd\Nogud pour le/Locdleld “en”.
La question de décider si le serveur fournit ou ng s noms-{raduits pour d'avtres Lofaleld

est spécifique au vendeur.

Descriptipn Facultativement, une description spécifiqupeu*vemheu\r es\t\\iourNe.
NodeCla$s Doit refléter la NodeClass du Noeud. / \
Nodeld Le Nodeld est décrit par des BrowseNa(mes éohme déQni emle(défini dans la Parfie 6.
WriteMagk d'écriture) peut étre fourni| Si
Attribuis a "non inscriptible" qui e sont
scription peut étre mis a
écifique au serveur pour le Noeud. Le
r chaque Noeud dans cette norfne.
UserWriteMask Facultativement, I'Ati‘gbute USWW (?,\'%it-é-dire masque d'écriture utilisateur) peut étre
fourni. Les mémes régles quérdansde cas de |'Attribute WriteMask s'appliquent.
5.2 Qbjets

Pour tous les Object bleau 4

doivent etre décri 0

Attribut

EventNofifier a.qliestiomest de décider si le Noeud peut étre utilisé pour s'abonner a des Evénemeénts
(clest-axdirg’événements) ou s'il est spécifique au vendeur.

53 V

doivent etre décrits comme spécifié dans le Tableau 5.

Pour toTetes les iaples spécifiées dans cette norme, les Attributs listés dans le Tdbleau 5

Tableau 5 — Attributs de variable communs

Attribut Valeur

MinimumSamplingInterval De maniéere facultative, un intervalle d'échantillonnage minimal spécifique au vendeur est
fourni.

AccessLevel Le niveau d'acces pour les Variables utilisées dans les définitions de types est spécifique au

vendeur; pour toutes les autres Variables définies dans cette norme, le niveau d'accées
permet une lecture de la valeur courante; d'autres réglages sont spécifiques au vendeur.

UserAccessLevel La valeur pour I'Attribute UserAccessLevel est spécifique au vendeur. Il est admis que toutes
les Variables soient accessibles par au moins un utilisateur.

Valeur Pour les Variables utilisées comme InstanceDeclarations, la valeur est spécifique au
vendeur; autrement, elle doit représenter la valeur décrite dans le texte.

ArrayDimensions Si le ValueRank n'identifie pas une matrice d'une dimension spécifique (a savoir ValueRank

<= 0), ArrayDimensions peut étre mis a null ou bien I'Attribute est absent. Ce comportement
est spécifique au vendeur.

Si le ValueRank spécifie une matrice de dimension spécifique (a savoir ValueRank > 0),
I'Attribut ArrayDimensions doit étre spécifié dans le tableau définissant la Variable.
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5.4 VariableTypes

Pour tous les VariableTypes spécifiés dans cette norme, les Attributs listés dans le Ta
doivent étre mis comme spécifié dans le Tableau 6.

Tableau 6 — Attributs de VariableType communs

bleau 6

spécifique au vendeur.

Attributs Valeur
Valeur De maniére facultative, une valeur par défaut spécifique au vendeur peut étre fournie.
ArrayDimensions Si le ValueRank n'identifie pas une matrice d'une dimension spécifique (a savoir ValueRank <=

0), ArrayDimensions peut étre mis a null ou bien I'Attribute est absent. Ce comportement est

Si le ValueRank spécifie une matrice de dimension spécifique (a savoir ValueRank > 0), I'Attribut
ArrayDimensions-deit-bire-spéeifit-dans-te-tableat-définissantte-YarabicFrpe
6 ObjectTypes (c'est-a-dire types d'objet) normalisés
6.1 (Généralités
Typiquejment, les composantes d'un Type d’Objet sont ues par
sous-typage. Cependant, sachant que chaque Objet d' g Qbj eut etre étendu avec
des composantes supplémentaires, la présente Noy i dre les

Type d’Dbjets normalisés définis dans ce document avec)desisOmpasa fites supplémeéntaires.

Il est aipsi possible d'exprimer les informations g ns la définition de fype qui
est déjd contenue dans chaque Objeet. AT pt furmssent deja deg points
d'entréd pour les extensions spécifiqu S limiter
les composantes des Type d’Objets y xemple
d'extengion des Type d’Objets consist prjété normalisée NodeVerSIon c'est-a-
dire vellsion de nceud) définie dans la Parti \ » BaseObjectType (c'est-a-djre type
d'objet de base), énonganjGue chaque i
6.2 BlaseObjectTyppe

ion de type chaque fois qu'il existe Un Objet

Le BasnObjectT

n'ayant |plus de “définit
serveurs évitent d'dilise
spécifiq
doivent
ne puiss
et, dong, i

indirectement. Cependant, il se peut que des

rnir cette information.

Pour c n'est pas spécifié d'autres References que les Ref
HasSub . &l est ormellement défini dans le Tableau 7.

pour les types concrets. Il est conseillé que les
KObjets mais utilisent si c'est possible un type plus
)jpe d’Objet de base et tous les autres Type {’Objets
gerveurs
References HasSubtype de ce Type d’Objet a ces solis-types

erences
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Tableau 7 — Définition de BaseObjectType

Attribut Valeur
BrowseName BaseObjectType
IsAbstract FALSE (faux)
References NodeClass BrowseName DataType | TypeDefinition | ModellingRule
HasSubtype ObjectType ServerType Défini en 6.3.1
HasSubtype ObjectType ServerCapabilitiesType Défini en 6.3.2
HasSubtype ObjectType ServerDiagnosticsType Défini en 6.3.3
HasSubtype ObjectType SessionsDiagnosticsSummaryType Défini en 6.3.4
HasSubtype ObjectType SessionDiagnosticsObjectType Défini en 6.3.5
HasSubtype ObjectType VendorServerinfoType Défini en 6.3.6
HasSubtype ObjectType ServerRedundancyType Défini en 6.3.7
HasSubtype bieethype BaseEventhype Béfirren6-4-2 va
HasSubtype] ObjectType ModellingRuleType Défini en 6.5 (
HasSubtype ObjectType FolderType Défini en 6.6 ( N N\
HasSubtype] ObjectType DataTypeEncodingType Défini en 6.7 \
HasSubtype ObjectType DataTypeSystemType Défini en 6.8
6.3 QJbjectTypes pour I'objet serveur \>
6.3.1 ServerType
Ce Type d’Objet définit les fonctions prises en charge veyr OPC UA. Ceci est

formellegment défini dans le Tableau 8.

Tableau SWS
\/ﬂ

Attribut Valeur

BrowseNamg ServerType (N >

IsAbstract FALSE (faux) NERNEY

References NodeClass %Wame D\ata]}ypv TypeDefinition Modelling
N Rule

Sous-type dfi BaseObjectType défini en 62 ( ~—_"

HasProperty Varighle k S(er%(l\{(ay §N;1ng[] PropertyType Obligatoire

HasProperty Vafiabl®y 2| NamespaceArray\ | Stfing]] PropertyType Obligatoire

HasComporjent Varizabté ServerStatus.  \ | ServerStatusDataType ServerStatusType Obligatoire

HasProperty) Variabl& ServiceLevel\ Byte PropertyType Obligatoire

HasProperty Varidble\ Ayditing ) Boolean PropertyType Obligatoire

HasComporfent Objest  \ N ServerCapabitifies’ | - ServerCapabilitiesType | [Obligatoire

HasCompornent Omt \ \SqrveﬂS{agnostics1 - ServerDiagnosticsType Obligatoire

HasComporjent_ Object VendopServerinfo - VendorServerlnfoType Obligatoire

HasComporjefit Qbjedt" | \ServerRedundancy' | - ServerRedundancyType | |Obligatoire

' Les Objefts Vaﬁa&s w
TypeDefinitipnNo: orrespondant™Me

de ces Objects et Variables sont définis par leur BrowseName défini dans le
Nodeld est défini par le nom symbolique composé décrit en 4.1.

ServerArray, définit une matrice des URI (Uniform Resource Identifier, lIdentificateur U

Cotta \/ariahla act Aaalamant annalde carvar fahla (o'a

niforme

de ress

urcae) du caorvaur
tHGe)—aH—SeHvetH

ctre—yorTaort

ot T gToTroTre Tt P P eTe o TT v O

TOoTo— (o T

st-a-dire

tableau du serveur). Chaque URI dans cette matrice représente un nom logique unique au
niveau global pour un serveur dans le domaine d'application du réseau dans lequel il est
installé. Chaque instance de serveur OPC UA a un seul URI qui est utilisé dans le server
table d'autres serveurs OPC UA. L'indice 0 est réservé a I'URI du serveur local. Les valeurs
au-dessus de 0 sont utilisées pour identifier des serveurs distants et sont spécifiques au
serveur. La Partie 4 décrit un mécanisme de découverte qui peut étre utilisé pour résoudre les
URI en des URL (Uniform Resource Locator, localisateur uniforme de ressource).

L'URI de ServerArray avec l'indice 0 doit étre identique a I'URI de la NamespaceArray avec
I'indice 1 car ils représentent tous deux le serveur local.

Les indices dans le server table sont appelés server indexes (c'est-a-dire indices de serveur)
ou server names (c'est-a-dire noms de serveur). Les Services OPC UA les utilisent pour
identifier des TargetNodes de References qui résident dans des serveurs distants. Les clients
peuvent lire le tableau en entier ou ils peuvent lire individuellement les entrées dans le
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tableau. Le serveur ne doit pas modifier ou supprimer des entrées de ce tableau lorsqu’un
client a une session ouverte avecle serveur, car les clients peuvent mettre le server table en
cache. Un serveur peut ajouter des entrées au server table méme si des clients sont
connectés au serveur.

NamespaceArray définit une matrice des URI d'espace de nom. Cette Variable est également
appelée namespace table (c'est-a-dire tableau d'espace de nom). Les indices dans le
namespace table sont appelés Namespacelndexes (c'est-a-dire indices d'espace de nom).
Les Namespacelndexes sont utilisés dans des Nodelds dans des Services OPC UA, en lieu et
place des URI d'espace de nom plus longs. L'indice 0 est réservé a I'espace de nom OPC UA,
et l'indice 1 est réservé au serveur local. Les clients peuvent lire le namespace table en entier
ou ils peuvent lire individuellement les entrées dans le namespace table. Le serveur ne doit

£ ; - bl o tohia | : Vit ;
pas mogtrretr—otu—Stupprimer—aes—entreesS—att—rranreSpace—taoreTorsSguttt a—tfresession

ouverte|avec le serveur, car les clients peuvent mettre le namespac che. Un
serveur i ctés au
serveur e table
mais d'aj che en
utilisant 2 changer
des indic 2 ¥ ientsq i nt en cache
des Nar bsion de
vérifier

ServerS
description de ces éléments.

our une

Servicelevel décrit la capacité du se BUNE ' : ient. age de
valeurs [va de 0 a 255, dans laquelle 0 indi valeurs
concrétes sont specmques au vendeur, ication de
disponiljilité parmi des serye

Auditing (c'est-a-dire exécun 4 i S 2cifi i génere
actuelle : serveur
génére fdes évé 5 profils

définis pans la par le
serveur
Serverd ir 6.3.2
pour sa
ServerD JA. Voir

6.3.3 po

Vendor$ererinfo represente le point d'entrée de naV|gat|on pour les |nformat|ons de|serveur
définies pat te—~vendetr—ta plcoclluc de—cet UUJUL est IUL.{UIDU rréme—sttn' Yy a pas ¢ Objects

vendeur définis en dessous. Voir 6.3.6 pour sa description.

ServerRedundancy décrit les fonctions de redondance fournies par le serveur. Cet Objet est
requis méme si le serveur ne fournit aucun support de redondance. Si le serveur prend en
charge la redondance, un sous-type de ServerRedundancyType est utilisé pour décrire ses
fonctions. Autrement, il fournit un Type d’objet ServerRedundancyType avec la Propriété
RedundancySupport mise a zero. Voir 6.3.7 pour la description de ServerRedundancyType.

6.3.2 ServerCapabilitiesType

Cet ObjectType définit les fonctions prises en charge par le serveur OPC UA. Il est
formellement défini dans le Tableau 9.
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Tableau 9 — Définition de ServerCapabilitiesType

Attribut Valeur
BrowseName ServerCapabilitiesType
IsAbstract FALSE (faux)
References NodeClass BrowseName DataType TypeDefinition Modelling
Rule
Sous-type du BaseObjectType défini en 6.2
HasProperty Variable ServerProfileArray String[] PropertyType Obligatoire
HasProperty Variable LocaleldArray Localeld[] PropertyType Obligatoire
HasProperty Variable MinSupportedSampleRate Duration PropertyType Obligatoire
HasProperty Variable MaxBrowseContinuationPoints Uint16 PropertyType Obligatoire
HasProperty Variable MaxQueryContinuationPoints UInt16 PropertyType Obligatoire
HasProperty \ariable MaxHistoryContinuationPaints Lnt16 Drnnnpl'v:ll\/nn Obligatoire
HasProperty Variable SoftwareCertificates SoftwareCertificate[] Prop(ertyTypé\ Obligatoire
HasComporfent | Object ModellingRules PolderType Obligatoire
HasCompornent | Object AggregateFunctions '\F‘@lderT%Qe Obligatoire
HasComponent | Variable Variables spécifiques au vendeur d'un sous-type du \ \ >
ServerVendorCapabilityType défini en 7.5
ServerRArofileArray définit le profil de conformité du serVeun i our les
définitions des profils de serveur.

Localel¢Array est une matrice de Localelds qui sont

serveur

pourrait/ne pas connaitre tous les Localelds qu n accés
a des serveurs, systémes ou dispositi bcalelds
qu'ils prennent en charge

MinSup d'échantillonnage prise en charge par
le servelur, y compris 0

MaxBroseContinuatio ints de
continuation paralléles|dy _Servi 2 & bession.
La vale i nditions

ouverts

ir spécifienle
normales et, do @b
Il est recommendevqu

que cette

serveur prenne toujours en charge le m;ximum.
as plus d'appels Browse avec points de continuation
A Waleur 0 indique que le serveur ne limite pas le|nombre

t un entier spécifiant le nombre maximal de pgints de
Services QueryFirst que le serveur peut prendre en chgrge par
le maximum que le serveur peut prendre en charge dans des
i j narge le
C points

de contjndation ouverts que cette Var/able expose. La valeur 0 indique que le serveur ne

MaxHistoryContinuationPoints est un entier spécifiant le nombre maximal de points de
continuation paralléles des Services ReadHistory que le serveur peut prendre en charge par
session. La valeur spécifie le maximum que le serveur peut prendre en charge dans des
conditions normales et, donc, il n'est pas garanti que le serveur prenne toujours en charge le
maximum. Il est recommendé que le client n'ouvre pas plus d'appels ReadHistory avec points
de continuation ouverts que cette Variable expose. La valeur 0 indique que le serveur ne
limite pas le nombre de points de continuation paralléles que le client peut utiliser.

SoftwareCertificates est une matrice de SoftwareCertificates contenant tous les certificats pris
en charge par le serveur. Il doit s'agir de la méme liste de certificats que ceux retournés par
le Service CreateSession. Les certificats de cette Propriété ne sont pas signés.
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ModellingRules est un point d'entrée pour parcourir toutes les ModellingRules prises en
charge par le serveur. Il est recommendé que toutes les ModellingRules prises en charge par
le Server puissent étre parcourues a partir de cet Object.

AggregateFunctions est un point d'entrée pour parcourir toutes les AggregateFunctions prises
en charge par le serveur. Il est recommendé que toutes les AggregateFunctions prises en
charge par le Server puissent étre parcourues a partir de cet Object. AggregateFunctions
sont des Objects d’AggregateFunctionType.

Les composantes restantes du ServerCapabilitiesType définissent les fonctions spécifiques
au serveur. Chacune est définie en utilisant une Reference HasComponent dont la cible d'une
instance d'une sous-classe définie par le vendeur de ServerVendorCapabilityType abstrait
(voir 7.5). Chaque sous-type de ce type définit une fonciion serveur spécifiquie, Les Nodelds
pour ces$ Variables et leurs VariableTypes sont définis par le serveur.

6.3.3 ServerDiagnosticsType

Ce Typeé d’Objet définit les informations de diagnostic relatives\au s . Ce Type
d’Objet pst formellement défini dans le Tableau 10.

Attribut Valeur

BrowseNam ServerDiagnosticsType /

IsAbstract FALSE (faux) N \

References NodeClass BrowseName > \Da\ta\T e / TypeDefinition m:)delling-
le

Sous-type dp BaseObjectType défini en 6.2 (

HasComporjent | Variable SeryerDiagnosticsSummary Séwp(ﬁiagnosticsSummaryDataType Opligatoire
)\ rverDiagnosticsSummaryType

HasComponent | Variable S pIinbidtervalDia ticsArray \/S'ampIing|ntervalDiagnosticsDataType[] Facultatif
SamplinglntervalDiagnosticsArrayType

(AN
HasComporjent | Variable S iptionDiagnesticsArray SubscriptionDiagnosticsDataType([] Opligatoire
SubscriptionDiagnosticsArray Type

Q

HasCompornent Obje?s\/ SessionsDiaghgstics unMary -- bligatoire
/\ ~ SessionsDiagnosticsSummaryType

Q

HasProperty Variabl abledFtag Boolean bligatoire
PropertyType

Serverli ryNcontient des informations récapitulatives de diagnostic [pour le
serveur afinken\12.9°

Samplin IDiagnosticsArray est une matrice d'informations de diagnostic par frIquence
d'échanti omme défini en 12.8. Il y a une entrée pour chaque frequence

d'échantillennage actuellement utilisée par le serveur. Son TypeDefinitionNode| est le
H €I o L Lok LI, s A I £ H 4 \ L H Jol

Variabl Type—SampimgrmervarotagnosSticsSATrayType, tourmssant—une—varraore—pout chaque

entrée de la matrice, comme défini en 7.11.

Les diagnostics d'intervalles d'échantillonnage sont uniqguement collectés par les serveurs qui
utilisent un jeu fixe d'intervalles d’ échantillonnage. Dans ces cas, la longueur de la matrice et
le jeu de Variables contenues sera déterminée par la configuration du serveur. Le Nodeld
affecté a une variable donnée de diagnostic d'un intervalle d'échantillonnage ne doit pas
changer tant que la configuration du serveur ne change pas. Un serveur peut ne pas exposer
la SamplingintervalDiagnosticsArray s'il n'utilise pas des fréquences d'échantillonnage fixes.

SubscriptionDiagnosticsArray est une matrice d'informations de Subscription pour chaque
abonnement comme défini en 12.15. Il y a une entrée pour chaque voie de Notification
effectivement établie dans le serveur. Son TypeDefinitionNode est le VariableType
SubscriptionDiagnosticsArrayType, fournissant une Variable pour chaque entrée de la
matrice, comme défini en 7.13. Ces Variables sont aussi utilisées comme Variables
référencées par d'autres Variables.
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SessionsDiagnosticsSummary (c'est-a-dire récapitulatif des diagnostics des sessions)
contient des informations de diagnostic par session, comme défini en 6.3.4.

EnabledFlag (c'est-a-dire drapeau activé) identifie si les informations de diagnostic sont
recueillies ou non par le serveur. |l peut également étre utilisé par un client pour activer ou
désactiver la collecte d'informations de diagnostics du serveur. Les réglages suivants de la
valeur booléenne s'appliquent: TRUE indique que le serveur recueille des informations de
diagnostic; le fait de mettre la valeur a TRUE conduit a la réinitialisation et a I'activation de la
collecte. FALSE indique qu'aucune information statistique n'est recueillie; le fait de mettre la
valeur a FALSE désactive la collecte sans réinitialiser les valeurs statistiques.

Les Noeuds de diagnostic statique qui apparaissent toujours dans I'Espace d’adresse
retourndront Bad_NoiReadable (c'esi-a-dire mauvaises_lllisibles) lorsqde | b Value
d'un tell Noeud est lu ou fait I'objet d'un abonnement et le diagno vé. Les
Noeuds| de diagnostic dynamique (tels que les Nodes Sesgi t dans
I'AddregsSpace lorsque les diagnostics seront désactivés.

6.3.4 SessionsDiagnosticsSummaryType

Ce Typé d’Objet définit les informations de diagnostic rela S ur OPC
UA. Ce [Type d’Objet est formellement défini dans le T ‘

Tableau 11 — Définition de Session

Attribut Valeur N N

BrowseNamle SessionsDiagnosticsSummaryType

IsAbstract FALSE (faux) P

References NodeClass | BrowseName [  —~_ Na\tai\épelTypeDefinition | MofellingRule

Sous-type dy BaseObjectType défini em6.2 NN

HasComporfent | Variable S‘isi&w%@nostl Aay N\ }ssionDiagnosticsDataType[] Obljgatoire

\\ SessionDiagnosticsArray Type
HasComponent | Variable essi Secur&' [e]§l6!} 'c%uay/ SessionSecurityDiagnosticsDataType[] | Obljgatoire
SessionSecurityDiagnosticsArray Type

HasComporient Obj<> Un Objgett dot étre\%rqn/\%()):f - -

z«{haque ssiodu seryeur' SessionDiagnosticsObjectType

' Cette range représente I'aksence de Nogudia T‘Rspéce d’adresse. |l s'agit d'un parameétre fictif signalant que les ipstances
duType d’Objet auront ce§/0bj ts.

atrice de diagnostic de session) fournit une entrée pour|{chaque
a des informations générales de diagnostic relativeg a une

Session
session
session

Session itpDiagnQsticsArray (c'est-a-dire matrice de diagnostic sécurité de $ession)
fournit line ‘entrée ur chaque session active dans le serveur ayant des informafions de
diagnosltic lites a la sécurité d’'une session. Ces informations étant relatives a la sé1:urité, il
convient de les rendre accessibles seulement aux utilisateurs autorises et non a tous.

Pour chaque session du serveur, cet Objet fournit également un Objet représentant la
session. Il a le ClientName de la session comme BrowseName et il est du Type Objet
SessionDiagnosticsObjectType, comme défini en 6.3.5.

6.3.5 SessionDiagnosticsObjectType

Ce Type d’Objet définit les informations de diagnostic relatives a une session du serveur OPC
UA. Ce Type d’Objet est formellement défini dans le Tableau 12.
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Tableau 12 — Définition de SessionDiagnosticsObjectType

Attribut Valeur
BrowseName SessionDiagnosticsObjectType
IsAbstract FALSE (faux)
References NodeClass BrowseName DataType / TypeDefinition Modelling
Rule
Sous-type du BaseObjectType défini en 6.2
HasComponent Variable SessionDiagnostics SessionDiagnosticsDataType Obligatoire
SessionDiagnosticsVariable Type
HasComponent Variable SessionSecurityDiagnostics SessionSecurityDiagnosticsDataType Obligatoire
SessionSecurityDiagnosticsType
HasComponent Variable SubscriptionDiagnosticsArray SubscriptionDiagnosticsDataType([] Obligatoire
SubscriptionDiagnosticsArrayType-.
Sessio Eession;
Ia Vari ives a la

Pient de

chaque

japle Type

Subscri )tlonDlagnostlcsArrayType qui fourmt une Va4 matrice,
comme défini en 7.13.
6.3.6 VendorServerinfoType
Ce Typé¢ d’Objet définit un parametre fictif informations spécifiques au yendeur
relatives au serveur OPC UA Ce Ty j un ObjectType vide qui ne cpmporte
pas de fomposantes. Il doi les\yendéurs pour définir les informatjons qui
leur sonit spécifiques. Ce Jypa d’ lement défini dans le Tableau 13
Tab afiniti VendorServerinfoType
Attribut valeur > ¢ <
BrowseNamp VendorSepvernfoType . >
IsAbstract FALSE ffavy) e
References NodeClass \ BrowseName /| DataType | TypeDefinition | MofellingRule
Sous-type dfi BaseQbjectType Y¢finken 6.
6.3.7
Ce Typs PC UA.
Il est fo
Attribut Valeur
BrowseName ServerRedundancyType
IsAbstract FALSE (faux)
References NodeClass BrowseName DataType TypeDefinition Modelling
Rule
Sous-type du BaseObjectType défini en 6.2
HasProperty Variable RedundancySupport RedundancySupport | PropertyType | Obligatoire
HasSubtype ObjectType TransparentRedundancyType Défini en 6.3.8
HasSubtype ObjectType NonTransparentRedundancyType | Défini en 6.3.9

RedundancySupport (c'est-a-dire prise en charge d’'une redondance) indique la redondance
qui est prise en charge par le serveur. Ses valeurs sont définies en 12.5.



https://iecnorm.com/api/?name=1ae0a9f90947faded33d96028a4da994

- 126 - 62541-5 © CEI:2011

6.3.8 TransparentRedundancyType
Ce Type d’Objet est un sous-type de ServerRedundancyType et sert a identifier les fonctions

du serveur OPC UA pour la redondance commandée par serveur avec une commutation
transparente pour le client. Il est formellement défini dans le Tableau 15.

Tableau 15 — Définition de TransparentRedundancyType

Attribut Valeur

BrowseName | TransparentRedundancyType

IsAbstract FALSE (faux)

References Node BrowseName DataType TypeDefinition Modelling
Class Rule

Sous-type dbi ServerRedundancyType défini en 6.3.7, c'est-a-dire héritant des InstanceDeclarations dy N_oeLh:l\en queslion.

HasProperty Variable | CurrentServerld String Prop,e»ﬂﬂ'ype Obligatoire

HasProperty Variable | RedundantServerArray RedundantServerDataTypel[] PpaﬁqrtyTyd@ Obligatoire

IS tras\ps(ent pour

Certes, rs/redondapts sont
vus sou } € suivre lg source

RedundgncySupport est hérité de ServerRedundancyType. Il d
toutes I¢s instances du TransparentRedundancyType.

exacte ¢ t un identificgteur du
serveur e_serveur est valide uniquement
dans ur ieur 5Si 5 sepveurs différents parmi les
serveurs o gesservir dans des dessions
différen pst>a-dire identificdteur du serveur courant) peut
changer équilibrage de charge et, donc, un
client ay 2e5.duit s'abonner a cette Variable.

En tant|qu'informations relatives s RedundantServerArray (c'est-a-dire|matrice
de serVeurs redondants 3 ti i de serveurs disponibles dans l'epsemble

redondgnt; y compris c X ice (voir 12.7). Cette matrice peut chahger au
cours d'une ses‘
6.3.9
Ce Type d’Objet est bnctions
du serv > dans le
Tableau
Attribut Valeur
BrowseNamp NonTransparentRedundancyType
IsAbstract FALSE (faux)
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Sous-type du ServerRedundancyType défini en 6.3.7, c'est-a-dire, héritant des InstanceDeclarations du Noeud en question.
HasProperty | Variable | ServerUriArray | String[] | PropertyType | Obligatoire

ServerUriArray est une matrice avec I'URI de tous les serveurs redondants du serveur OPC
UA. Voir la Partie 1 pour la définition de la redondance dans cette norme. Sachant que dans
un environnement de redondance non transparente, le client a la responsabilité de s'abonner
aux serveurs redondants, il peut ou peut ne pas ouvrir de session sur un ou plusieurs
serveurs redondants de cette matrice.

La prise en charge de redondance fournie par le serveur est définie par le
RedundancySupport (défini dans le supertype). Le client n'est autorisé a accéder au serveur
redondant seulement de la maniére décrite. Cependant, la commutation «a chaud» implique
la prise en charge de la commutation «tiéde» et celle-ci implique a son tour la prise en charge
de la commutation «a froid».
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Si le serveur prend en charge la commutation «a froid» uniquement, il faut considérer le
ServicelLevel Variable du Server Object pour identifier le serveur primaire. Dans ce scénario,
seul le serveur primaire peut accéder au systéme sous-jacent car ce dernier ne peut prendre
en charge l'accés qu'a partir d'un seul serveur. Dans ce cas, tous les autres serveurs seront
identifiés avec un ServicelLevel zéro.

6.4 ObjectTypes utilisés comme EventTypes

6.4.1 Généralités

Cette Norme internationale défini les EventTypes (c'est-a-dire types d'événement) normalisés.
Ils sont représentés dans I'Espace d’Adresse comme des ObjectTypes. Les EventTypes sont

déja définis dans la IFC 62541-3 |es paragraphes ci-apres spécifient lenr représentation
dans I'Hspace d’adresse.
6.4.2 BaseEventType
Ce Type d’Evénement est définit dans la Partie 3. Sa représentati Adresse
est formellement définie dans le Tableau 17.
Tableau 17 — Définition de Base
Attribut Valeur [ ()
BrowseNamg BaseEventType ( \\S /2]
IsAbstract TRUE (vrai) AN EESUEN
References NodeClass | BrowseName | DataType ) TypeDefinition | MoflellingRule
Sous-type dli BaseObjectType défini en 6.2
HasSubtypel ObjectType | AuditEventType /. “Définien 6.4.3
HasSubtype ObjectType SystemEventType | (N \D&fini en6.4.28
HasSubtype ObjectType BaseModelChangeByentType\ | D&finhén 6.4.30
HasSubtype) ObjectType | SemanticGhangeEventType>™—) |\Défini en 6.4.32
HasSubtype] ObjectType N _EventQuelleOyerflowEyentType | |Défini en 6.4.33
HasProperty Variable || Bveptih ByteString PropertyType Obl|gatoire
HasProperty Variable\ Event \ Nodeld PropertyType Obl|gatoire
HasProperty Varifple > K Sourceflode Nodeld PropertyType Obl|gatoire
HasProperty Variable” \SQy(ceNéme S String PropertyType Obl|gatoire
HasProperty Variablg\\ \N{ne UTCTime PropertyType Obl|gatoire
HasProperty Varialffe \ \| RedeiveTime  / UTCTime PropertyType Obl|gatoire
HasProperty Variable  \ | besalTime TimeZoneDataType | PropertyType Faqultatif
HasProperty Kariable Méssage\ LocalizedText PropertyType Obl|gatoire
HasProperty \Y@riable\ \Qeveﬁty/ Uint16 PropertyType Obl|gatoire
Eventld &é erveur pour identifier de fagon unique une Event Notificatiop (c'est-
a-dire rotificati d'eéyénement) particuliére. Le serveur est chargé d'assurer que|chaque
Evénenlent 'a_un t/d unique. Il peut le faire en plagant des GUID dans le ByteStrjng. Les
clients petivent utiliser I'Eventld pour contribuer a réduire au maximum, voire éliminer les
trous et recouvrements suscepiibles de se produire au cours de Ta reprise sur défaillance de
redondance.

EventType décrit le type spécifique de I'Evénement.

SourceNode identifie le Noeud qui est l'origine de I'Evénement. Si I'Evénement

n'est pas

spécifique a un Noeud, le Nodeld est mis a null. Certains sous-types de ce BaseEventType
peuvent définir des régles complémentaires pour le SourceNode.

SourceName fournit une description de

la source de

I'Evénement. |l

pourrait étre le

DisplayName de la source de I'Event, si I'Evénement est spécifique a un Noeud, ou quelque
autre notation spécifique au serveur.

Time fournit I'heure a laquelle I'Evénement a eu lieu. Cette valeur est mise a disposition du
générateur d’événement dés que possible. Elle provient souvent du dispositif ou systéme
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sous-jacent. La valeur étant établie, les serveurs OPC UA intermédiaires ne doivent pas
modifier la valeur.

ReceiveTime fournit I'heure a laquelle le Server OPC UA a regu I'Event de la part d'un
dispositif sous-jacent d'un autre Server. ReceiveTime est analogue a ServerTimestamp défini
dans la Partie 4, c'est-a-dire que dans le cas ou le Server OPC UA recoit un Evénement d'un
autre Server OPC UA, chaque Server applique son propre ReceiveTime. Cela implique qu'un
Client peut obtenir le méme Evénement, ayant le méme Eventld, de la part de Servers
différents ayant des valeurs différentes pour ReceiveTime.

LocalTime est une structure contenant I'Offset (c'est-a-dire le décalage) et le drapeau
DaylightSavingInOffset (c'est-a-dire heure d'été/hiver incluse dans le décalage). L'Offset
spécifie[ Ta difftérence itemporelle (en minuies) entre la Property Meure a
I'emplagement ou I'événement a été émis. Si DaylightSavingInOff I'heure
standardl/I'neure été-hiver (DST) a I'emplacement d'origine est en vigu ge inclut
la corregtion de DST. S'il est FALSE, I'Offset n'inclut pas la correction\d e DST
peut ou|peut ne pas avoir été en vigueur.

Messagp fournit une description textuelle lisible par un hup fatn et 1o i shement.
Le serveur peut retourner n'importe quel texte app SCH : nt. Un
segment null n'est pas une valeur valide; si le serve i tourner
la partig chaine texte du BrowseName du Noeud as

Severity est une indication de I'urg e e s nément
«prioritg». Les valeurs s'étendent entre 1 SVeRte A syérité la
plus élevée). En général, une sévérité de 1 i Y i ive alors
qu'une |valeur de 1 000 indiquerait b i , i aduirait
probablément par de sévéres pertes fi anc i
Trés peju d'implémentations g S8 iveaux de
sévérité| distincts. Pa 3 2velof ilité de
répartir leurs niveaux de sevarité ) z ! iere 3 ttre aux
clients e mett lace istributi linéaire. Par exemple, si un client gouhaite
SCUrkeé un utilisateur il doit effectuer les mj|ses en

présenteér cinq /e e
corresppndance 324\ ntes;

“géveritdelient Sévérité OPC
MHISH(Bleve) > 801 a 1000

EDWMMIGH thoyennement 601 4 800
& !

A MEDIUMfoyenne) 401 3 600
MED}}JM LOW (moyennement faible) | 201 a 400
(faible) 13200

Dans de nombreux cas, une mise en correspondance strictement linéaire avec la plage des
Sévérités OPC n'est pas responsable des sévérités de sources sous-jacentes. Au contraire, le
développeur de serveur mettra de fagon intelligente les sévérités des sources sous-jacentes
en correspondance avec la plage de Sévérité OPC de 1 a 1 000. En particulier, il est
recommandé que les développeurs de serveur mettent les Evénements de haute urgence en
correspondance avec la plage de sévérités OPC de 667 a 1 000, les Evénements de moyenne
urgence en correspondance avec la plage de sévérités OPC de 334 a 666 et les Evénements
de faible urgence en correspondance aux sévérités OPC de 1 a 333.

Par exemple, si une source prend en charge 16 niveaux de sécurité qui sont regroupés afin
que les sévérités 0 a 2 soient considérées comme LOW, 3 a 7 comme MEDIUM et 8 a 15
comme HIGH, une mise en correspondance appropriée pourrait étre celle la:


https://iecnorm.com/api/?name=1ae0a9f90947faded33d96028a4da994

62541-5 © CEI:2011 -129 -

Plage OPC Sévérité de la source Sévérité OPC
HIGH (667 & 1 000) 15 1000
14 955
13 910
12 865
1 820
10 775
9 730
8 685
MEDIUM (334 & 666) 7 650
6 575
5 566 v
4 425 (
. \
LOW (1a 333) 2
1
0
Certaing serveurs peuvent ne prendre en charge aucu pphique
et ils ppuvent choisir de mettre toutes leurs sévé es e n sous-
ensemble de la plage de 1 a 1 000 (par exemple,( 1 vent ne

prendre

la plage

Cette approche a pour but de permettré a

de sévéri
complér

6.4.3

Ce Type d’Evén
ellement defi

est form

Tableain18 /Définition de AuditEventType

peuvent
mble de

valeurs
mations

Adresse

Attribut Yaleuns \ (\ >

BrowseNamg AnditEventType \

IsAbstract [N\ | TRMEQGN.

References NNodeClass “NBrowseName | DataType | TypeDefinition | ModdllingRule
Sous-type dp BaseE\kn(Type &Q’fini en 6.4.2, c'est-a-dire, héritant des InstanceDeclarations du Noeud en question.
HasSubtype ObjectType”” | AuditSecurityEventType Défini en 6.4.4

HasSubtype] ObjectType AuditNodeManagementEventType Défini en 6.4.19

HasSubtype ObjectType AuditUpdateEvent T ype Defini en 6.4.24

HasSubtype ObjectType AuditUpdateMethodEventType Défini en 6.4.27

HasProperty Variable ActionTimeStamp UTCTime PropertyType Obligatoire
HasProperty Variable Status Boolean PropertyType Obligatoire
HasProperty Variable Serverld String PropertyType Obligatoire
HasProperty Variable ClientAuditEntryld String PropertyType Obligatoire
HasProperty Variable ClientUserld String PropertyType Obligatoire

Ce Type d’Evénement hérite de toutes les Propriétés du BaseEventType. Leur sémantique est
définie en 6.4.2.

ActionTimeStamp (c'est-a-dire horodatage de I'action) identifie I'neure a laquelle I'utilisateur a
lancé l'action qui a abouti a la création de I'AuditEvent. 1l différe de la Property Time car il
s'agit de I'heure a laquelle le serveur a généré I'AuditEvent documentant I'action.
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Status identifie si I'action demandée peut étre exécutée (mettre Status a TRUE) ou non
(mettre Status a FALSE).

Serverld identifie de fagon unique le serveur créant I'Evénement. |l identifie le serveur de
facon unique méme dans un scénario de redondance transparente commandée par serveur
lorsque plusieurs serveurs peuvent utiliser le méme URI.

ClientAuditEntryld contient I'AuditEntryld lisible par un humain et défini dans la Partie 3.

Le ClientUserld identifie I'utilisateur du client demandant une action. Le ClientUserld peut étre
obtenu a partir du UserldentityToken (c'est-a-dire jeton d'identité d'utilisateur) passé dans
I'appel d'ActivateSession. Ce jeton peut contenir les informations sous de-multiples formats

en fonc |on du type dldentlte de Iutlllsateur (User Identity) qui est passé ice. Si
I’'Userld ontient
une ch . PIv3, la
chaine ¢'octets CertificateData contient un élément qui est la chaine ateur qui peut étre

extraite
la chaliine d'utilisateur peut étre extraite du jeton
AnonymousldentityToken avait été utilisé, la valeur est nul

6.4.4 AuditSecurityEventType

Ce Type d’Evénement est défini dans la Partie Adresse

est formellement définie dans le Table

Tableau 19 — Défini

Attribut Valeur N )

BrowseNamg AuditSecurityEvepﬁ}Re N \

IsAbstract TRUE (vrai) ( >/

References NodeClass [}\ BrowseName ~_ | DataType | TypeDefinition | ModdllingRule

Sous-type df I'AuditEventType définhesr.2h3, c'est-aire, hétitantdes InstanceDeclarations du Noeud en question.

HasSubtype ObjectType . AuditCRanhelEventTybe > | Définien 6.4.5

HasSubtype ObjestTyps _ KAuditSégsionEventType Défini en 6.4.7

HasSubtype ObjectType” “NAuditCertificateEventType Défini en 6.4.12

Ce Typ
est défini

6.4.5

Ce Type¢ d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse
est formlellement défirie dans le Tableau 20.

Tableau 20 — Définition de AuditChannelEventType

Attribut Valeur

BrowseName AuditChannelEventType

IsAbstract TRUE (vrai)

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Sous-type de I'AuditSecurityEventType défini en 6.4.4, c'est-a-dire, héritant des InstanceDeclarations du Noeud en question.
HasSubtype ObjectType AuditOpenSecureChannelEventType Défini en 6.4.6

HasProperty Variable SecureChannelld String | PropertyType | Obligatoire

Ce Type d’Evénement hérite de toutes les Propriétés de I'AuditSecurityEventType. Leur
sémantique est définie en 6.4.4. Il n'y a pas d'autres Propriétés définies pour cet EventType.
Il est recommendé que le SourceNode pour les Evénements de ce type soit affecté a I'Objet
Server. Il est recommendé que le SourceName pour les Evénements de ce type soit
“SecureChannel/” et le Service qui génere I'Evénement (par exemple
SecureChannel/OpenSecureChannel ou SecureChannel/CloseSecureChannel). Si le
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ClientUserld n'est pas disponible pour un appel CloseSecureChannel, ce paramétre doit étre
mis a "System/CloseSecureChannel”.

Le SecureChannelld doit identifier de fagon unique le SecureChannel. L'application doit
utiliser le méme identificateur dans tous les AuditEvents relatifs au Session Service Set
(c'est-a-dire I'ensemble de services de la session) (a savoir AuditSessionEventType et ses
sous-types) et au SecureChannel Service Set (c'est-a-dire I'ensemble de services de voie
sécurisée) (a savoir AuditChannelEventType et ses sous-types).

6.4.6 AuditOpenSecureChannelEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse

est fornjetfement définie dans fe Tabieau 2T.
Tableau 21 — Définition de AudltOpenSecureChann& ‘%

Attribut Valeur

BrowseNampe AuditOpenSecureChannelEventType

IsAbstract TRUE (vrai) \ A \

References NodeClass BrowseName DataType Type?finition Modelling
Rule

Sous-type df I'AuditChannelEventType défini en 6.4.5, c'est-a-dire, héritap des InstanceDeclaratiohs du Noeud en qudstion.

HasProperty Variable ClientCertificate Byte$tring 7 ,P’ropertyType Obligatoire

HasProperty Variable ClientCertificateThumbprint | 8fag\ _~ /_ /\ PropertyType Obligatoire

HasProperty Variable RequestType ’Qec@gtyTol{enReqf,estTyﬁ PropertyType Obligatoire

HasProperty Variable SecurityPolicyUri \_ Strirlg VvV ] PropertyType Obligatoire

HasProperty Variable SecurityMode MességeSec\un\yMgd'e PropertyType Obligatoire

HasProperty Variable RequestedLifetime /A Dh(@tion PropertyType Obligatoire

Ce Type d’Evénement etes de I'AuditChannelEventTyfe. Leur
sémantigue est définie er\6.4°%. m dé gque le SourceName pour les Evépements
de ce type soit “Secu ”. Le ClientUserld n'est pas disponible
pour cef appel et, dong a "System/OpenSecureChannel”.

Les Pro| bmeétres

de l'app|
ClientCertificgte etre ctientCertificate d’appel du Service OpenSecureChannel.
rameétre requestType d’appel du Service OpenSecureChannel.

RequestTypexstle ps

SecurityPaolicyUri est le paramétre securityPolicyUri d'appel du Service OpenSecureCHannel.

SecurityMode est le paramétre securityMode de I'appel de Service OpenSecureChannel.

RequestedLifetime est le parameétre requestedLifetime d’appel du Service
OpenSecureChannel.

6.4.7 AuditSessionEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse
est formellement définie dans le Tableau 22.
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Tableau 22 — Définition de AuditSessionEventType

Attribut Valeur

BrowseName AuditSessionEventType

IsAbstract TRUE (vrai)

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Sous-type de I'AuditEvent Type défini en 6.4.4, c'est-a-dire, héritant des InstanceDeclarations du Noeud en question.
HasSubtype ObjectType AuditCreateSessionEventType Défini en 6.4.8

HasSubtype ObjectType AuditActivateSessionEventType Défini en 6.4.10

HasSubtype ObjectType AuditCancelEventType Défini en 6.4.11

HasProperty Variable Sessionld Nodeld | PropertyType | Obligatoire

Ce Type d’Evénement hérite de toutes les Propriétés de I'AuditEventType. Leur sémantique

est défifiie en 6.4.4. T n'y a pas dautres Proprietés definies pour cet Eve

Si I'Evépement est généré par un appel de Service TransferSubsc at que le
SourcelNode soit affecté a I'Objet SessionDiagnostics qui repr ion> Il est
recommendé que le SourceName pour les soit
“Session/TransferSubscriptions”.
Autremgnt, Il faut que le SourceNode pour les Evénements SOj & & I'Objet
Server. |ll convient que le SourceName pour les Evé n/” et le
Service| qui génére I'Evénement (par exemple ion ou
CloseSéssion).
Il faut que le Sessionld contienne le Service
avait ét¢ mis. Dans le Service CreateSess nt créé.
En lI'abgence de contexte de session (par 1 Session
non abdquti), le Sessionl/d est mis a NULAL
6.4.8 AuditCreate
Ce Type d’Evénemen Adresse
est formellemen @» i
@
Attribut yateur \  \
BrowseNamg MuditCreateSessionEyentPype
IsAbstract TRUE qwral®
References NeégCl\ags\| BrywseName | DataType | TypeDefinition | ModdllingRule
Sous-type dg I'AudlitSes. nE\(en?ﬁqo/e défini en 6.4.7, c'est-a-dire, héritant des InstanceDeclarations du Noeud en queption.
HasSubtype) Ot%c\Type\ AuditUrIMismatchEventType | Défini en 6.4.9
HasProperty Variable SecureChannelld String PropertyType Obliggtoire
HasProperty Variable ClientCertificate ByteString PropertyType Obligatoire
HasProperty Variable ClientCertificate Thumbprint String Property Type Obligatoire
HasProperty Variable RevisedSessionTimeout Duration PropertyType Obligatoire

Ce Type d’Evénement hérite de toutes les Propriétés de I'AuditSessionEventType. Leur
sémantique est définie en 6.4.7. Il est recommendé que le SourceName pour les Evénements
de ce type soit “Session/CreateSession”. Le ClientUserld n'est pas disponible pour cet appel

et, donc,

ce parameétre doit étre mis a "System/CreateSession”.

Les Propriétés complémentaires définies pour ce Type d’Evénement reflétent les paramétres
de I'appel de Service qui a déclenché I'Event.

Le SecureChannelld doit identifier de fagcon unique le SecureChannel. L'application doit

utiliser |
a-dire |

e méme identificateur dans tous les AuditEvents relatifs a Session Service Set (c'est-

'ensemble de services de session) (a savoir AuditSessionEventType et ses sous-
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types) et au SecureChannel Service Set (c'est-a-dire lI'ensemble de services de voie
sécurisée) (a savoir AuditChannelEventType et ses sous-types).

ClientCertificate est le parametre clientCertificate de I'appel de Service CreateSession.
ClientCertificate Thumbprint est une empreinte caractéristique du ClientCertificate.

RevisedSessionTimeout est le paramétre revisedSessionTimeout qui est retourné lors de
I'appel de Service CreateSession.

6.4.9 AuditUrIMismatchEventType

Ce Tpr: d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace ld’Adresse
est formellement définie dans le Tableau 23.

Tableau 24 — Définition de AudltUrIMlsmat?RQf\(

Attribut Valeur

BrowseNamg AuditUrIMismatchEventType

IsAbstract TRUE (vrai) \ \ /

References NodeClass | BrowseName | DataType DTypeDefinition | ModdllingRule
Sous-type d I'AuditCreateSessionEventType défini en 6.4.8 c'est-a-dire héri{éndes lhstanceReclarations du Noeud dn question.
HasProperty | Variable | EndpointUrl [ stind > /. pO] PeopertyType | Oblightoire

Ce Type d’Evénement hérite de tou e. Leur

sémantigue est définie en 6.4.8.

Les Propriétés complémentaires défini | : S bmetres
de lI'appel de Service qui a 5

EndpointUrl est le par

6.4.10 AuditA@t

Ce Type d’Evéne
est formellement géfinie

Adresse

w25 —Définition de AuditActivateSessionEventType

NS
Attribut Valeud (X )

BrowseNamp | AutlitAetivateSessionEventType

IsAbstract TRUE (vrai)

References NodeClass ™ | BrowseName | DataType | TypeDeflnltlon | MofellingRule
Sous-type d itSessi &fini a=di ari stion.
HasProperty Variable ClientSoftwareCertificates | SignedSoftwareCertificatel[] PropertyType Obligatoire

HasProperty Variable UserldentityToken UserldentityToken PropertyType Obligatoire

Ce Type d’Evénement hérite de toutes les Propriétés de I'AuditSessionEventType. Leur
sémantique est définie en 6.4.7. Il convient que le SourceName pour les Evénements de ce
type soit “Session/ActivateSession”.

Les Propriétés complémentaires définies pour ce Type d’Evénement refletent les parametres
de l'appel de Service qui a déclenché I'Evénement.

ClientSoftwareCertificates est le paramétre clientSoftwareCertificates de l'appel de Service
ActivateSession.
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UserldentityToken reflete le parameétre userldentityToken de I'appel de Service
ActivateSession. Pour les jetons Nom d'utilisateur/Mot de passe (Username/Password), il est
recommendé de NE PAS inclure le mot de passe.

6.4.11 AuditCancelEventType

Ce Type d’Evénement est défini dans la Partie 3 . Sa représentation dans I'Espace d’adresse
est formellement définie dans le Tableau 26.

Tableau 26 — Définition de AuditCancelEventType

Attribut Valeur

BrowseNan Auu‘itualluc:EvclltTypc 7

IsAbstract TRUE (vrai) (

References| | NodeClass | BrowseName | DataType | TypeDefiriition ~\MoHellingRule

Sous-type df I'AuditSessionEventType défini en 6.4.7, c'est-a-dire, héritant des InstanceDeclarations du Neelitheh queption.

HasProperty | Variable | RequestHandle | UInt32 NProgeftyTypex. NObijgatoire

Ce Type d’Evénement hérite de toutes les Propriétés
sémantigue est définie en 6.4.7. Il est recommendé que |
de ce type soit “Session/Cancel”.

tTyne. Leur
les Evéfpements

Les Propriétés complémentaires définies pour ce Type\d’ Evénexmen bmetres

de l'appEl de Service qui a déclenché I'E
Reques

6.4.12

Adresse
est formellement défini

Attribut Valeur

BrowseNamf | AuditCetffisateEvent{ype D

IsAbstract TRUE (Vxai) \|

References| | NofleGlass  |\BrowseName | DataType | TypeDefinition | MofellingRule
Sous-type df I'AuditSecurit htRype définj8n 6.4.7, c'est-a-dire, héritant des InstanceDeclarations du Noeud en queftion.
HasSubtype| /| QbjectType.\| AudjtCertificateDataMismatchEventType | Défini en 6.4.13

HasSubtype Obéel{ypb\ Audifi)ertificateExpiredEventType Défini en 6.4.14

HasSubtype bquctﬁpe \ AuditCertificatelnvalidEventType Défini en 6.4.15

HasSubtype Objeaﬁlype AuditCertificateUntrustedEventType Défini en 6.4.16

HasSubtype ObjectType AuditCertificateRevokedEventType Défini en 6.4.17

HasSubtype) ObjectType AuditCertificateMismatchEventType Défini en 6.4.18

HasProperty Variable Certificate ByteString | PropertyType | Obligatoire

Ce Type d’Evénement hérite de toutes les Propriétés de I'AuditSecurityEventType. Leur
sémantique est définie en 6.4.4. Il convient que le SourceName pour les Evénements de ce
type soit “Security/Certificate”.

Certificate est le certificat qui a rencontré un probléme de validation. Des sous-types
complémentaire de ce Type d’Evénement seront définis et représenteront les erreurs
individuelles de validation. Ce certificat peut étre mis en coincidence avec le service qui I'a
passé (Session ou SecureChannel Service Set) car les AuditEvents de ces Services incluent
aussi le certificat.
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6.4.13 AuditCertificateDataMismatchEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse

est formellement définie dans le Tableau 28.

Tableau 28 — Définition de AuditCertificateDataMismatchEventType

Attribut Valeur
BrowseName | AuditCertificateDataMismatchEventType
IsAbstract TRUE (vrai)
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Sous-type de I'AuditCertificateEventType défini en 6.4.12, c'est-a-dire, héritant des InstanceDeclarations du Noeud en question.
HasProperty Variable InvalidHostname String PropertyType Obligatoire
HasProperty Variable InvalidUri String PropequType Obljgatoire
Ce Typge d’Evénement hérite de toutes les Propriétés de I'Audit e. Leur
sémantigue est définie en6.4.12. Il est recommendé que le SourceNams vémpements

de ce type soit “Security/Certificate”.

InvalidHostname est la chaine qui représente le nom d'hé
qui s'est avéré non valide. Si le nom d'héte n'était pas

InvalidUri est I'URI qui a été transmis et s'est gvé
certificaft. Si I'URI n'était pas non valide g

L'InvaliqHostname ou bien I'InvalidUri d

6.4.14 | AuditCertificateExpiredEventTy

est formellement défini

e 'URL

tenu du

Adresse

T u
Attribut Valeur ([ N
BrowseNamp | AuditCeptffisateExpitedEventType
IsAbstract TRUE (%ai) \
References| | NodeGlass |\BrowseName | DataType | TypeDefinition | MoHellingRule
juestion.

Sous-type df I'AuditCertificateE el Typedéfini en 6.4.12, c'est-a-dire, héritant des InstanceDeclarations du Noeud en
X

Ce Typ
sémanti en 6.4.12. Il convient que le SourceName pour les Evénemen
type soit “Securi ificate”. La Variable Message doit inclure une description des

e. Leur
fs de ce
raisons
bpres la

pour legqu€lles le certificat a expiré (c'est-a-dire le temps avant le début ou le temps

6.4.15 AuditCertificatelnvalidEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse

est formellement définie dans le Tableau 30.

Tableau 30 — Définition de AuditCertificatelnvalidEventType

Attribut Valeur

BrowseName | AuditCertificatelnvalidEventType

IsAbstract TRUE (vrai)

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Sous-type de I'AuditCertificateEvent Type défini en 6.4.12, c'est-a-dire, héritant des InstanceDeclarations du Noeud en question.
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Ce Type d’Evénement hérite de toutes les Propriétés de I'AuditCertificateEventType. Leur
sémantique est définie en 6.4.12. Il convient que le SourceName pour les Evénements de ce
type soit “Security/Certificate”. Le Message doit inclure une description de la non-validité du
certificat. Il n'y a pas d'autres Propriétés définies pour cet EventType.

6.4.16

AuditCertificateUntrustedEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse

est form

ellement définie dans le Tableau 31.

Tableau 31 — Définition de AuditCertificateUntrustedEventType

Attribut Vatetr ve

BrowseNamg | AuditCertificateUntrustedEventType

IsAbstract TRUE (vrai) A aN

References| | NodeClass | BrowseName | DataType }/TypeDefinition\ | MeHellingRule

Sous-type df I'AuditCertificateEventType défini en 6.4.12, c'est-a-dire, héritant des InstanceDéclarations di¥Nqeuthen gtiestion.
Ce Typge d’Evénement hérite de toutes les Propriétés de tTypge. Leur
sémantigue est définie en 6.4.12. Il convient que le Sour énements de ce
type soit “Security/Certificate”. La Variable Message deit ription des|raisons
pour leqquelles il n'est pas accordé de confiance au CertificatSihlune chaine de confignce est
impliquge, il est recommendé de décrire le certific bine de
confiange. Il n'y a pas d'autres Propriétés définis
6.4.17 | AuditCertificateRevokedEventTyp

est form

Tableauﬁ—

Adresse

Attribut Valeur L

BrowseNamp | AuditGértificateRévokedEVentTypge

IsAbstract TRUE (Vrai}

References| | NodeClass< | BrawseName~/\ | DataType | TypeDefinition | MoHellingRule

Sous-type df I'AuditCertificataEvent Type deéfigi en 6.4.12, c'est-a-dire, héritant des InstanceDeclarations du Noeud en fuestion.
Ce Typ érite toutes les Propriétés de I'AuditCertificateEventTyge. Leur
sémanti eR 6.48M2. Il convient que le SourceName pour les Evénements de ce
type so rtificate”. La Variable Message doit inclure une description des|raisons
de lar icat (une liste de révocation était-elle disponible ou le ¢ertificat
figurait- te?)\ll n'y a pas d'autres Propriétés définies pour cet EventType.
6.4.18 LAuditCertificateMismatchEventType

Ce Type d’Evénement est défini dans la Partie 3 . Sa représentation dans I'Espace d’Adresse
est formellement définie dans le Tableau 33.

Tableau 33 — Définition de AuditCertificateMismatchEventType

Attribut Valeur

BrowseName | AuditCertificateMismatchEventType

IsAbstract TRUE (vrai)

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Sous-type de I'AuditCertificateEvent Type défini en 6.4.12, c'est-a-dire, héritant des InstanceDeclarations du Noeud en question.

Ce Type d’Evénement hérite de toutes les Propriétés de I'AuditCertificateEventType. Leur
sémantique est définie en 6.4.12. Il convient que le SourceName pour les Evénements de ce
type soit “Security/Certificate”. La Variable Message doit inclure une descrip

tion de



https://iecnorm.com/api/?name=1ae0a9f90947faded33d96028a4da994

62541-5 © CEI:2011 - 137 -

I'utilisation impropre du certificat. Il n'y a pas d'autres Propriétés définies pour cet
EventType.

6.4.19 AuditNodeManagementEventType

Ce Type d’Evénement est défini dans la.Partie 3. Sa représentation dans I'Espace d’Adresse
est formellement définie dans le Tableau 34.

Tableau 34 — Définition de AuditNodeManagementEventType

Attribut Valeur

BrowseName AuditNodeManagementEventType

IsAbstract FRUYEAvrah 7 1
References NodeClass | BrowseName | DataType | TypeDefinitjoh N MéddllingRule
Sous-type df I'AuditEventType défini en 6.4.3, c'est-a-dire, héritant des InstanceDeclarations du Noeutl efrguestion;

HasSubtype] ObjectType AuditAddNodesEventType

HasSubtype ObjectType AuditDeleteNodesEventType \

HasSubtype] ObjectType AuditAddReferencesEventType

HasSubtype ObjectType AuditDeleteReferencesEventType )
Ce Typ¢ d’Evénement hérite de toutes les Propriétés de i . Leur sémantique
est défipie en 6.4.3. Il n'y a pas d'autres Properties défini vehtType. |l ¢gonvient
que le $ourceNode pour les Evénements de ce typ [ S 'Obyet Server. 1l gonvient
que le $ourceName pour les Evénements de ce sManagement/” et le|Service
qui gfgnére I'Evénement (par 2 DeletgeNodes,
DeleteReferences).
6.4.20 | AuditAddNodesEventType
Ce Type¢ d’Evénement estAéfini 3 . présentation dans I'Espace d’Adresse
est formellement définie

Attribut Valeur

BrowseNamp AuditAddl@degQ/en\t{ype\/\

IsAbstract TRUEAVraj)

References NodeGlass\ [\BrowseName -~ | DataType | TypeDefinition | ModdllingRule

Sous-type dg I'Aud@Wg entEveni{ype défini en 6.4.19, c'est-a-dire, héritant des InstanceDeclarations du Nqeud en

question.

HasProperty Vagiabtee.\\ ‘| NodesToAdd | AddNodesltem[] | PropertyType | Oblightoire

Ce Typg d’EVE ethNrite de toutes les Propriétés de I'AuditNodeManagementEvgntType.
Leur sémantique™est géfinie en 6.4.19. Il convient que le SourceName pour les Evépements
de ce typesoit “NodéManagement/AddNodes”.

Les Propriétés complémentaires définies pour ce Type d’Evénement reflétent les paramétres
de l'appel de Service qui a déclenché I'Event.

NodesToAdd est le paramétre NodesToAdd de I'appel de Service AddNodes.

6.4.21 AuditDeleteNodesEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse
est formellement définie dans le Tableau 36.
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Tableau 36 — Définition de AuditDeleteNodesEventType

Attribut Valeur

BrowseName AuditDeleteNodesEventType

IsAbstract TRUE (vrai)

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Sous-type de I'AuditNodeManagementEventType défini en 6.4.19, c'est-a-dire, héritant des InstanceDeclarations du Noeud en
question.

HasProperty | Variable | NodesToDelete | DeleteNodesltem[] | PropertyType | Obligatoire

Ce Type d’Evénement hérite de toutes les Propriétés de I'AuditNodeManagementEventType.
Leur sémantique est définie en 6.4.19. Il convient que le SourceName pour les Evénements
de ce type soit “NodeManagement/DeleteNodes”.

Les Propriétés complémentaires définies pour ce Type d’Evénement refletent les\parametres
de lI'appel de Service qui a déclenché I'Evénement.

NodesTpDelete est le paramétre nodesToDelete de 'appel de

6.4.22 | AuditAddReferencesEventType

Ce Typg¢ d’Evénement est défini dans la Partie 3. S S tation daxns I'Espace d’Adresse
est formellement définie dans le Tableau 37.

Tableau 37 - Deflnltw

Attribut Valeur

BrowseNamp AuditAddReferencesEventType

IsAbstract TRUE (vrai)

References NodeClass | BrowseName—~._ \| DataType \ | TypeDefinition | ModdllingRule
Sous-type d¢ I'AuditNodeManagemehtEvent{ype défin A9 'estaAire, héritant des InstanceDeclarations du Ndeud en
question. N ~

HasPropertyy | Variable || RefereMcesToAdd) | AddRé&feréncesltem]] | PropertyType | Obligtoire

Ce Typ¢ d’Evén \s‘gopriétés de I'AuditNodeManagementEvgntType.
Leur sé | est recommendé que le SourceName pgour les

Evénements de cg i gement/AddReferences”.

Les Propriétés corplé définies pour ce Type d’Evénement refletent les parametres
de l'appk S i enché I'Evénement

6.4.23 | AuditDeletéeReferencesEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse
est formellement définie dans le Tableau 38.

Tableau 38 — Définition de AuditDeleteReferencesEventType

Attribut Valeur

BrowseName AuditDeleteReferencesEventType

IsAbstract TRUE (vrai)

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Sous-type de I'AuditNodeManagementEventType défini en 6.4.19, c'est-a-dire, héritant des InstanceDeclarations du Noeud en
question.

HasProperty | Variable | ReferencesToDelete | DeleteReferencesltem[] | PropertyType | Obligatoire

Ce Type d’Evénement hérite de toutes les Propriétés de I'AuditNodeManagementEventType.
Leur sémantique est définie en 6.4.19. Il est recommendé que le SourceName pour les
Evénements de ce type soit “NodeManagement/DeleteReferences”.
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Les Propriétés complémentaires définies pour ce Type d’Evénement reflétent les paramétres
de l'appel de Service qui a déclenché I'Evénement.

ReferencesToDelete

est le paramétre referencesToDelete de de

I'appel

DeleteReferences.

6.4.24 AuditUpdateEventType

Service

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse
est formellement définie dans le Tableau 39.

Tableau 39 — Définition de AuditUpdateEventType

[
Attribut Valeur 2\
BrowseNamg AuditUpdateEventType /\\ \
IsAbstract TRUE (vrai) <\
References NodeClass | BrowseName | DataType  _~] TypeDefinition"\| MeddilingRule

Sous-type df I'AuditEventType défini en 6.4.3, c'est-a-dire, héritant des InstanceDeclargtions dy Noeud,.en‘question.

HasSubtype]

ObjectType AuditWriteUpdateEventType

Défini en 6:4.25\ N0 \

HasSubtype]

ObjectType AuditHistoryUpdateEventType

est défi
type au
type soit
Historyl
ce type,

6.4.25

Nodeld qui a été modifié. Il convient que

Défini ed 6426\ v’ \
N\

es Evénemen

“Attribute/” et le Servigé

(par

est formellement définie dans\e Tabl

nitien AuditWriteUpdateEventType

@ble u 40 < D&¥i

exemple
srer plusieurs Evénenjents de

entType. Leur sémantique

fs de ce
fs de ce
Write,

B84 représentation dans I'Espace d’Adresse

Attribut Valeur A ~

BrowseNamp AuditfyriteptiateEveptType [/

IsAbstract TRUE (Vai)\

References NodeCtags (\BrowseName | DataType | TypeDefinition | ModdllingRule

Sous-type d BJ}AqdithdaggE\kXtT}Re défint’en 6.4.24, c'est-a-dire, héritant des InstanceDeclarations du Noeud en qudstion.

HasProperty&_ | Wariabléx AfiibutelD Uint32 PropertyType Obliggtoire
HasProperty Varizhle \ “NpdexRange NumericRange PropertyType Oblightoire
HasProperty V}ria\ble \ NewValue BaseDataType PropertyType Obliggtoire
HasProperty VariaBl“e\ / OldValue BaseDataType PropertyType Obligptoire

Ce Type dEvénement hérite de toutes Tes Propriétés de TAuditUpdateEventType. T convient
que le SourceName pour les Evénements de ce type soit “Attribute/Write”. Leur sémantique
est définie en 6.4.24.

Attributeld identifie I'Attribute qui a été écrit sur le SourceNode.

IndexRange identifie la place d'indices de I'Attribute écrit si I'Attribute est une matrice. Si
I'Attribute n'est pas une matrice ou la matrice compléte a été inscrite, le AttributelndexRange
(c'est-a-dire plage d'indices d'attribut) est mis a null.

NewValue identifie la valeur qui a été écrite au SourceNode. Si I’ AttributelndexRange est
fourni, seule la valeur de la plage en question est montrée.
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OldValue identifie la valeur que contenait le SourceNode avant I'écriture. Si I
AttributelndexRange est fourni, seule la valeur de la plage en question est montrée. Il est
acceptable qu'un serveur qui n'a pas cette information rapporte une valeur null.

La NewValue et aussi I'OldValue contiendront une valeur dans le DataType et le codage
utilisé pour écrire la valeur.

6.4.26 AuditHistoryUpdateEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse
est formellement définie dans le Tableau 41.

Tableau 41 — Définition de AuditHistoryUpdateEventType

Attribut Valeur A
BrowseNamp AuditHistoryUpdateEventType
IsAbstract TRUE (vrai)
References NodeClass | BrowseName | DataT¢pe [“TypeD&finition | WodgllingRule
Sous-type df I'AuditUpdateEventType défini en 6.4.24, c'est-a-dire, héritant des InstapceReclarations d Noeld£n qudstion.
HasProperty | Variable | ParameterDataTypeld | Kiodeld\ \ | RrepértyTyre | New
Ce Typ e. Leur
semanti

Le Pars lisé par
I'History type de
History\

Les sol tant les

différen

6.4.27 | AuditUpdatel
Ce Type d’Evéne

est formellement dé

Adresse

T
Attribut Valeur W\

BrowseNamB._ | AuditUpdateMethddEventType

IsAbstract TRUR(vra)

References NodeClass\ | BrowseName | DataType | TypeDefinition | ModdllingRule
Sous-type dg I'AuditEven?‘Fer/défini en 6.4.3, c'est-a-dire, héritant des InstanceDeclarations du Noeud en question.
HasProperty Variable Methodld Nodeld PropertyType Obliggtoire
HasProperty arable thpatArgaments Basebatatypeft PropertyFype Obtgatoire

Ce Type d’Evénement hérite de toutes les Propriétés de I'AuditEventType. Leur sémantique
est définie en 6.4.3. 1l est recommendé d'affecter le SourceNode pour les Evénements de
type au Nodeld de l'objet sur lequel la méthode réside. Il est recommendé que le
SourceName pour les Evénements de ce type soit “Attribute/Call”. A noter qu'un méme appel
de Service peut générer plusieurs Evénements de ce type, un par méthode appelée. Il est
recommendé de sous-typer ce Type d’Evénement pour mieux refléter la fonctionnalité de la
méthode et refléter les modifications apportées a I'espace d'adresses ou les valeurs mises a
jour déclenchées par la méthode.

Methodld identifie la méthode qui a été appelée.

InputArguments identifie les arguments d'entrée pour la méthode. Ce paramétre peut étre
NULL si aucun argument d'entrée n'a été fourni.
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6.4.28 SystemEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse
est formellement définie dans le Tableau 43.

Tableau 43 — Définition de SystemEventType

Attribut Valeur

BrowseName SystemEventType

IsAbstract TRUE (vrai)

References NodeClass BrowseName DataType | TypeDefinition | ModellingRule
HasSubtype ObjectType DeviceFailureEventType | Défini en 6.4.29

Sous-type du BaseEventType défini en 6.4.2, c'est-a-dire, héritant des InstanceDeclarations du Noeud en_question.

Ce Typ} d’Evénement hérite de toutes les Propriétés du BaseEventType.
est définie en 6.4.2. Il n'y a pas d'autres Propriétés définies pour ce

6.4.29 | DeviceFailureEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa repré Adresse

est formellement définie dans le Tableau 44.

Tableau 44 — Définition de (e\ ice Ilﬁ entType
Attribut Valeur ’ 7N\ MU )
BrowseNamg DeviceFailureEventType \ N )
IsAbstract TRUE (vrai)
References NodeClass | BrowseName /| DataType | TypeDefinition | ModdllingRule

Sous-type du SystemEventType défini en 6.4.28, c'est\é-diré, Fé{'{tant}iqs\k{stgy?ceDeclarations du Noeud en question,|

Ce Typeg d’Evénement héri roprlet du BaseEventType. Leur sémantique est
définie ¢n 6.4.2. I n'y @ inies pour cet EventType.

6.4.30 BaseM

Ce Type d’Evéne afiQi S Partie 3. Sa représentation dans I'Espace d’Adresse
est formellement ‘défiqi

NS
Attribut Valeur/ >

BrowseNae \Ba\seIVIode\QhaﬁéeEventType

IsAbstract TRUE\(vrai) >

References NodeClas$ | BrowseName | DataType | TypeDefinition | ModellingRule

Sous-type d

HasSubtype | ObJectType | GeneralModelChangeEventType | Deflnl en 6.4.31

Ce Type d’Evénement hérite de toutes les Propriétés du BaseEventType. Leur sémantique
est définie en 6.4.2. Il n'y a pas d'autres Propriétés définies pour cet EventType. Il convient
que le SourceNode pour les événements de ce type soit le Noeud de la View (c'est-a-dire
vue) qui donne le contexte des modifications. Si I'Espace d’Adresse tout entier est le
contexte, le SourceNode est mis au Nodeld de I'Objet Server. 1l convient que le SourceName
pour les Evénements de ce type soit la partie String du BrowseName de la View; pour
I'Espace d’adresse tout entier, il convient que ce soit “Server”.

6.4.31 GeneralModelChangeEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représentation dans I'Espace d’Adresse
est formellement définie dans le Tableau 46.
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Tableau 46 — Définition de GeneralModelChangeEventType

Attribut Valeur

BrowseName | GeneralModelChangeEventType

IsAbstract TRUE (vrai)

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Sous-type du BaseModelChangeEventType défini en 6.4.30, c'est-a-dire, héritant des InstanceDeclarations du Noeud en
question.

HasProperty | Variable | Changes | ModelChangeStructureDataType[] | PropertyType | Obligatoire

Ce Type d’Evénement hérite de toutes les Propriétés du BaseModelChangeEventType. Leur
sémantique est définie en 6.4.30.

La Propriété supplémentaire définie pour ce Type d’Evénement refléte les changem
ont émis le ModelChangeEvent. Sa structure est définie en 12.16.

ents qui

6.4.32 | SemanticChangeEventType

Ce Type d’Evénement est défini dans la Partie 3. Sa représents Adresse

est formellement définie dans le Tableau 47.

Tableau 47 — Définition de SemanticCha

Attribut Valeur (\\"/

BrowseName | SemanticChangeEventType / N P ~) S

IsAbstract TRUE (vrai)

References | NodeClass | BrowseName | Datalype _“ | TypeDefinition | ModellingRule
Sous-type [du BaseEventType défini en 6.4.2, c'est—é,dﬁ'eT héritaﬁt\désqnsteﬁ\ceDecIarations du Noeud en question.
HasProperty | Variable | Changes | SdmanticChangeStrustureDataType[] | PropertyType | Obligtoire

Ce Type d’Evénement hérite d > du BaseEventType. Leur sémantique est
définie €n 6.4.2. 1l n'y ' I ent que
le SourgeNode pour le vue) qui
donne le conte d space d’Adresse tout entier est le confexte, le
SourcelNode est Server. Il est nécessaire que le SourceNafe pour
les Evé String du BrowseName de la View; pour [[Espace

d’adres$ i e soit “Server”.

La Progri inie pour ce Type d’Evénement reflete les changemgnts qui
ont émig i ent. Sa structure est définie en 12.17.

6.4.33

Les Evénements “EventQueueOverflow (c'est-a-dire débordement de la file d'attente

d'événements) sont créés lorsqu'une file d'attente interne d'un Monitoredltem s'abonnant aux
Evénements dans le serveur déborde. La Partie 4 définit le moment auquel les Evénements
EventQueueOverflow doivent étre générés.

L'EventType pour les Evénements EventQueueOverflow est formellement défini dans le
Tableau 48.

Tableau 48 — Définition de EventQueueEventType

Attribut Valeur

BrowseName | EventQueueOverflowEventType

IsAbstract TRUE (vrai)

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Sous-type du BaseEventType défini en 6.4.2, c'est-a-dire, héritant des InstanceDeclarations du Noeud en question.
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Ce Type d’Evénement hérite de toutes les Propriétés du BaseEventType. Leur sémantique est
définie en 6.4.2. Le SourceNode pour les Evénements de ce type doit étre affecté au Nodeld
de I'Objet serveur. Le SourceName pour les Evénements de ce type doit étre
“Internal/EventQueueOverflow”.

6.5 ModellingRuleType

Les ModellingRules sont définies dans la Partie 3. Ce Type d’Objet est utilisé comme étant le
type pour les ModellingRules. |l est formellement défini dans le Tableau 49.

Tableau 49 — Définition de ModellingRuleType

Attribut Vatetr 7

BrowseNamg ModellingRuleType \

IsAbstract FALSE (faux) A aN

References NodeClass | BrowseName | DataType | TypeDefinition,  \ ."\<] MofiellingRule

Sous-type dli BaseObjectType défini en 6.2 \

HasProperyy | Variable | NamingRule | NamingRuleType | PrdpertyTybe '\ \] Obllgatoire
La Propriété NamingRule identifie la NamingRule d'une ModetipgR telle\que définie dans
la Partig 3.

6.6 FplderType

Des Insfances de ce Type d’Objet sgnt utili Espace d’Adresse|en une
hiérarchie de Nodes. Elles représentent e Node roo (c e la racine) d'un sous-arbre et
n'ont ajycune autre sémantique associée ecessaire que le DisplayName
d'une instance du FolderType, tel que plique la sémantique associge a son
utilisatign. Il n'y a pas d Referenc érences) spécifiées pour Qe Type
d’Objet.|Il est formelleme

Attribut ValeGr 2

BrowseNamf Folderfype "\

IsAbstract FALSE (3ux) NN

References NodeClass \| BrowseName / | DataType | TypeDefinition | ModdllingRule

Sous-type df) BaseOpjectType Wéfitien 6:2
6.7 D ingTy
Les Datf| nt définis dans la Partie 3. Ce Type d’Objet est utilisé comme type
pour les eEncodings. Il n'y a pas de References (c'est-a-dire références) spécifiées
pour ce|Type.d’Objet/1l est formellement défini dans le Tableau 51.

Tableau 51 — Définition de DataTypeEncodingType

Attribut Valeur

BrowseName DataTypeEncodingType

IsAbstract FALSE (faux)

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Sous-type du BaseObjectType défini en 6.2

6.8 DataTypeSystemType

Les DataTypeSystems sont définis dans la Partie 3. Ce Type d’Objet est utilisé comme type
pour les DataTypeSystems. Il n'y a pas de References (c'est-a-dire références) spécifiées
pour ce Type d’Objet. Il est formellement défini dans le Tableau 52.
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Tableau 52 — Définition de DataTypeSystemType

Attribut Valeur

BrowseName DataTypeSystemType

IsAbstract FALSE (faux)

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Sous-type du BaseObjectType défini en 6.2

6.9 AggregateFunctionType

Ce Type d’'Objet définit une AggregateFunction prise en charge par un serveur UA. Il est

formellement défini dans le Tableau 53.

Tableau 53 — Définition de AggregateFunctionT%
N\

Attribut Valeur N\ \
BrowseNanle AggregateFunctionType \ \
IsAbstract FALSE (faux) N
Referenceg NodeClass | BrowseName | DataType [\TypeDefinjtion DModellingRule
Sous-type du BaseObjectType défini en 6.2 NIENYN
Pour I'AggregateFunctionType, I'Attribute Description e bcription
fournit yne description localisée de I'AggregateFunction. De acifiques
peuventi étre définies dans d'autres parties de cette
7 Standard VariableTypes
71 énéralités
Typiquejment, les compg complexe sont fixes et peuvent étre

pe peut
dre les

Variablg Types normaligé ntaires.
Cela pgrmet I ype qui
seraient rmis de
limiter Norme
internat ropriété
normali$é , énongant
que chajque

7.2

Le Basg e Types.
Cependpnt, 'seul leNRropertyType et le BaseDataVariable Type héritent directement de fe type.

Pour ce VariableType, il n'est pas spécifié d'autres References que les References

HasSubtype. |l est formellement défini dans le Tableau 54.

Tableau 54 — Définition de BaseVariableType

Attribut Valeur

BrowseName BaseVariableType

IsAbstract TRUE (vrai)

ValueRank -2 (-2 =Any)

DataType BaseDataType

References NodeClass BrowseName DataType | TypeDefinition | ModellingRule
HasSubtype VariableType PropertyType Définien 7.3

HasSubtype VariableType BaseDataVariableType Définien 7.4
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7.3 PropertyType

Le PropertyType est un sous-type du BaseVariableType. Il est utilisé comme la définition de
type de toutes les Propriétés. Les Propriétés sont définies par leur BrowseName et, donc,
elles n'ont pas besoin d'une définition de type spécialisée. Il n'est pas permis de sous-typer

ce Type de Variable.

Il n'y a pas de References (c'est-a-dire références) spécifiées pour ce Type de Variable. |l est

formellement défini dans le Tableau 55.

Tableau 55 — Définition de PropertyType

Attribut Vatetr ve

BrowseNamp PropertyType \

IsAbstract FALSE (faux) A aN

ValueRank -2 (-2 =Any) /7 \ \

DataType BaseDataType \

References NodeClass | BrowseName | DataType | TypeDéfinition, \ NMo¥dilingRule

Sous-type dp BaseVariableType défini en 7.2 \ \ X /
7.4 BlaseDataVariableType
Le BaspDataVariableType est un sous-type du | est utilisé|comme
définition de type chaque fois qu'il existe une Data de définition|de type
concret|disponible. Ce VariableType €8 pbes des
DataVafiables, et tous les autres\ VaK hériter,

i eurs de

directerﬂxent ou indirectement, de lui. Ma
fournir foutes les References HasSubfype (c'ex
de ce VhriableType a ces sous-types e

Pour cé VariableType,
HasSubjype. |l est for

5-type)
ation.

erences

Attribut Valeur \\

BrowseNamg BaseBataVatiableType /

IsAbstract FALSE\fauX)

ValueRank &2 (22 Any)X N

DataType seDataRype

References odeClass | BrowseName | Comment
Sous-type d|i BaseVariakleTypedéfipi en 7.2

HasSubtype Vé-ri\ableTybg ServerVendorCapabilityType Définien 7.5
HasSubtypel VariabteType | DataTypeDictionaryType Défini en 7.6
HasSubtype VariableType DataTypeDescriptionType Définien 7.7
HasSubtyp VariableType ServerStatusType Défini-on72-8
HasSubtype VariableType BuildInfoType Définien 7.9
HasSubtype VariableType ServerDiagnosticsSummaryType Défini en 7.10
HasSubtype VariableType SamplinglntervalDiagnosticsArrayType Défini en 7.11
HasSubtype VariableType SamplinglntervalDiagnosticsType Définien 7.12
HasSubtype VariableType SubscriptionDiagnosticsArrayType Définien 7.13
HasSubtype VariableType SubscriptionDiagnosticsType Défini en 7.14
HasSubtype VariableType SessionDiagnosticsArrayType Défini en 7.15
HasSubtype VariableType SessionDiagnosticsVariableType Défini en 7.16
HasSubtype VariableType SessionSecurityDiagnosticsArray Type Définien 7.17
HasSubtype VariableType SessionSecurityDiagnosticsType Définien 7.18

7.5 ServerVendorCapabilityType

Ce VariableType est un type abstrait dont les sous-types définissent des fonctions du serveur.
Les vendeurs peuvent définir des sous-types de ce type. Ce VariableType est formellement
défini dans le Tableau 57.
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Attribut Valeur

BrowseName ServerVendorCapabilityType

IsAbstract TRUE (vrai)

ValueRank -1 (-1 = Scalar)

DataType BaseDataType

References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule

Sous-type du BaseDataVariableType défini en 7.4

7.6 DataTypeDictionaryType

Les DataTypeDictionaries sont définis dans la Partie 3. Ce VariableType est utilisé comme

étant le[Type pour les DatalypeDictionaries. 11 Ny a pas de References Spesiiiees |pour ce
Variablg Type. Il est formellement défini dans le Tableau 58.
Tableau 58 — Définition de DataTypeDictiona@K
Attribut Valeur \ WA D
BrowseNamg DataTypeDictionaryType NIEN) N
IsAbstract FALSE (faux) N e \
ValueRank -1 (-1 = Scalar) N\
DataType ByteString \
References NodeClass | BrowseName | DataTypé (| /TypeDefinition” | ModdllingRule
Sous-type dfi BaseDataVariableType défini au 7.4. ( \\V/Z/X .
HasProperty Variable DataTypeVersion/” gliny ~  {[ Phopertylyge Faculfatif
HasProperty Variable NamespaceUri anLng \ Propert}Type Faculfatif
La signification de la Propriété DataTypeVersign ‘est définie dans la Partie] 3. Le
NamesgaceURI est I'URI,_ pour I'espac e écrit par le Value Attriqute du

DataTypeDictionary.

7.7 DataTypeDescr,
Les Da aTypeD@)
étant le|type pourMe
VariablgType. Il e

abléaw 59 < Définition de DataTypeDescriptionType

ris Partie 3. Ce VariableType est utilisé
ons. Il n'y a pas de References spécifiées |pour ce

comme

Attribut Valeuryo Y\

BrowseNamg DataTypeDescriptionType

IsAbstract I(SE (fal)

ValueRank (>R Scaldr)

DataType ByteString”

References NodeClass | BrowseName | DataType | TypeDefinition | ModdllingRule
Sous-type du BaseDataVariableType défini au 7.4.

HasProperty Variable DataTypeVersion String PropertyType Facultatif
HasProperty Variable DictionaryFragment ByteString PropertyType Facultatif

La signification des Propriétés DataTypeVersion et DictionaryFragment est définie dans la

Partie 3.

7.8 ServerStatusType

Ce VariableType complexe est utilisé pour des informations relatives au statut de serveur.
Ses DataVariables refléetent son DataType ayant la méme sémantique définie en 12.10. Le

Variable Type est formellement défini dans le Tableau 60.
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Tableau 60 — Définition de ServerStatusType

Attribut Valeur
BrowseName ServerStatusType
IsAbstract FALSE (faux)
ValueRank -1 (-1 = Scalar)
DataType ServerStatusDataType
References NodeClass BrowseName DataType TypeDefinition Modelling
Rule
Sous-type du BaseDataVariableType défini au 7.4.
HasComponent | Variable StartTime UTCTime BaseDataVariableType Obligatoire
HasComponent | Variable CurrentTime UTCTime BaseDataVariableType Obligatoire
HasComponent | Variable State ServerState BaseDataVariableType Obligatoire
HasComponent \ariable Buildlnfa” Buildlnfo RuilrllnfnTy'm; Obligatoire
HasComporjent | Variable SecondsTillShutdown UInt32 BaseDataVdfriableTybe Obligatoire
HasComponent | Variable ShutdownReason LocalizedText BaseDajé\/éhatﬂe{ype Obligatoire
NOTE Les|Objects et Variables conteneurs de ces Objects et Variables sont définis par Ieumawwm le
TypeDefinitipnNode correspondant. Le Nodeld est défini par le nom symbolique composé décyjt en4.
7.9 BluildinfoType
Ce VaripbleType complexe est utilisé pour des informati serveur.
Ses DafaVariables reflétent son DataType ayant la 12.4. Le
Variablg Type est formellement défini dans le Tableag 61«
Tableau 61 @e{n@ B |Id@)
Attribut Valeur
BrowseNam BuildInfoType
IsAbstract FALSE (faux)
ValueRank -1 (-1 = Scalar)
DataType BuildInfo < 4
References NodeClass | BrowseName X[ DataTyp¥ | TypeDefinition | ModellingRule
Sous-type d|i BaseDataVariableT'ype définiau 7.4, ~—_" |
HasComporlent | Variabje_ PrdustUri tring BaseDataVariableType | Obligatoire
HasComporfent | Varigble ManufaturerName | String BaseDataVariableType Obligatoire
HasComporfent | Variable”” “RroductName | String BaseDataVariableType Obligatoire
HasComporfent | Variable, < [ SoftwaréVersion, String BaseDataVariableType | Obligatoife
HasComporlent | Variable \ BuligNumber ) String BaseDataVariableType Obligatoire
HasComporfent | Variable \ | BildDate UTCTime BaseDataVariableType | Obligatoife
7.10 S icsSu aryType
Ce Vari est utilisé pour les informations de diagnostic. Ses DataVfariables
refléten taTyge ayant la méme sémantique définie en 12.9. Le VariableTlype est

formellegment défini s le Tableau 62.
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Tableau 62 — Définition de ServerDiagnosticsSummaryType

Attribut Valeur
BrowseName ServerDiagnosticsSummaryType
IsAbstract FALSE (faux)
ValueRank -1 (-1 = Scalar)
DataType ServerDiagnosticsSummaryDataType
References NodeClass | BrowseName | DataType | TypeDefinition | ModellingRule
Sous-type du BaseDataVariableType défini au 7.4.
HasComponent | Variable ServerViewCount UiInt32 BaseDataVariableType Obligatoire
HasComponent | Variable CurrentSessionCount UInt32 BaseDataVariableType Obligatoire
HasComponent | Variable CumulatedSessionCount Uint32 BaseDataVariableType Obligatoire
HasComponent | Variable SecurityRejectedSessionCount UInt32 BaseDataVariableType Obligatoire
HasComponert——Vyarable RejectedSessionCeunt Hrt32 BaseDataYarableFrpe——Obheaptoire
HasComponent | Variable SessionTimeoutCount Uint32 BaseDataVari;Lb(eType Obligptoire
HasComporjent | Variable SessionAbortCount UInt32 BaseDataVafiableType,  (~Qblightoire
HasComporent | Variable SamplingRateCount Uint32 BaseDataVariableType Ob]"rg;:oire
HasComporjent | Variable PublishingIntervalCount UInt32 BaseDataVariableType).’ | Qblightoire
HasComporlent | Variable CurrentSubscriptionCount Uint32 BaseDataVariakleType |\ Obligtoire
HasComporient | Variable CumulatedSubscriptionCount Uint32 Bé{;eData\‘a}{abk\Typé\ ,bblig htoire
HasComporjent | Variable SecurityRejectedRequestsCount | UInt32 assDataVariableType Obliggtoire
HasComporfent | Variable RejectedRequestsCount Uint32 ] BaseDataVariableType | Oblightoire
N

7.11 S@amplingintervalDiagnosticsArrayType

Ce VarigbleType complexe est utilisé p b entrée

de la |matrice, les instances de <ce bleType

SamplingintervalDiagnosticsType ayant\a freque eName.

Le VarigbleType est formellement défin
Tableau 63 — D@ init}ond\
Attribut Valeur pn N )
BrowseNamp SamplingintervalDiagrosticsArrayType
IsAbstract FALSE, (faux) N
ValueRank 1 (4 = OpeDifnensiorfj.
ArrayDimen$ions | {0} (0 UriRnowpSize) D
DataType SamplipglntervalDidgnosticsDataType
References NodeClas rowve\Nay DataType ModdllingRule
TypeDefinition
Sous-type d}i BaseDataVatidblefype téfini ay 7.4.
HasCompone! Variab@ﬁ@e Sémp’linglntervalDiagnostics SamplinglntervalDiagnosticsDataType | ExposesltsArray
\ SamplinglntervalDiagnosticsType
7.12 SamplinglnterwalDiagnosticsType
Ce VarighléType complexe est utilisé pour les informations de diagnostic. Ses DataVfariables

refleten

SO Datalype ayant ta meme semantique_aefine e 2.8t VariabieT

formellement défini dans le Tableau 64.

ype est
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Tableau 64 — Définition de SamplinglintervalDiagnosticsType

Attribut Valeur

BrowseName SamplinglntervalDiagnostics Type

IsAbstract FALSE (faux)

ValueRank -1 (-1 = Scalar)

DataType SamplinglntervalDiagnosticsDataType

References Node BrowseName DataType | TypeDefinition Modelling
Class Rule

Sous-type du BaseDataVariableType défini au 7.4.

HasComponent | Variable SamplingRate Duration BaseDataVariableType Obligatoire

HasComponent | Variable SampledMonitoredltemsCount Uint32 BaseDataVariableType Obligatoire

HasComponent | Variable MaxSampledMonitoredltemsCount Uint32 BaseDataVariableType Obligatoire

HasComponent \ariable DisabledManitaredltemsSamplingCount Lnt32 Raennnfn\lfm-'ahlnTypn Obligatoire

7.13 SubscriptionDiagnosticsArrayType

Ce VariableType complexe est utilisé pour les informations de diag
de la [matrice, les instances de ce type fourniront u
SubscriptionDiagnosticsType ayant le Subscriptionld comme
est formlellement défini dans le Tableau 65.

entrée

Attribut Valeur C\\"///X

BrowseNamf SubscriptionDiagnosticsArray Tyge /N p )/

IsAbstract FALSE (faux) NIEE®AN )

ValueRank 1 (1 = OneDimension)

ArrayDimengions {0} (0 = UnknownSize)

DataType SubscriptionDiagnosticsDataTypé (N >

References NodeClass rowseName Q DataTypé ModellingRule
}a\\ T‘y:befinition

Sous-type d|1 BaseDataVariableType d%fini a\7.4, _ )

HasComporlent VariabIeTyte Wpti&n\m@{ogﬁi [8ubscriptionDiagnosticsDataType ExposeslisArray

SubscriptionDiagnostics Type

7.14 Subscrip

Ce Vari
refléten
formelle

ariables
ype est
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Tableau 66 — Définition de SubscriptionDiagnosticsType

Attribut Valeur
BrowseName SubscriptionDiagnosticsType
IsAbstract FALSE (faux)
ValueRank -1 (-1 = Scalar)
DataType SubscriptionDiagnosticsDataType
References Node BrowseName DataType | TypeDefinition Modelling
Class Rule
Sous-type du BaseDataVariableType défini au 7.4.
HasComponent | Variable Sessionld Nodeld BaseDataVariableType Obligatoire
HasComponent | Variable Subscriptionld Uint32 BaseDataVariableType Obligatoire
HasComponent | Variable Priority Byte BaseDataVariableType Obligatoire
HasComponent \ariable Publishinglnterval Duration BaseDataVariahleTyne Obligatoire
HasComponent | Variable MaxKeepAliveCount UInt32 BaseDataYariableType Obligatoire
HasComporfent | Variable MaxLifetimeCount Uint32 BaseD4taVariableTypay. | [Obligatoire
HasComponent | Variable MaxNotificationsPerPublish UInt32 BaﬁéQ\ékaVari&ple‘N(pe Obligatoire
HasComponent | Variable PublishingEnabled Boolean BéseDataVariableType. bligatoire
HasComporfent | Variable ModifyCount Uint32 NBasdDataVarigbleType “M]Obligatoire
HasComponent | Variable EnableCount uint32  \ | BaseDataViariableTyp Obligatoire
HasComporfent | Variable DisableCount Uint32\_ | BageDataVakableType | |Obligatoire
HasComponent | Variable RepublishRequestCount Uinfg2 “Bas®DstaVariableType Obligatoire
HasComponent | Variable RepublishMessageRequestCount 0Int32 B%sebqta\Vaﬂa/bleType Obligatoire
HasComponent | Variable RepublishMessageCount / Ulnt32 \BgseDa‘quariableType Obligatoire
HasComponent | Variable TransferRequestCount [ [ Oini32 BaseDataVariableType Obligatoire
HasComporfent | Variable TransferredToAltClientCount  (~ \ \JUIABZ’ |“BaseDataVariableType | [Obligatoire
HasComponent | Variable TransferredToSameglientCoupt”\ > | Umt32 ) | BaseDataVariableType Obligatoire
HasComporfent | Variable PublishRequestCouny_ \ [(Unf32 BaseDataVariableType | [Obligatoire
HasComponent | Variable DataChangeNotificatioﬁgCouPn\ Uln\fSL_/ BaseDataVariableType Obligatoire
HasComponent | Variable EventNotificationsCoW Int32 BaseDataVariableType Obligatoire
HasComponent | Variable NotificationsCount | [N Uiht32 BaseDataVariableType Obligatoire
HasComponent | Variable LatePublishReguestCount \_ s\ NJnt32 BaseDataVariableType Obligatoire
HasComporfent | Variable CufrentReepfliveCount ) Uint32 BaseDataVariableType | [Obligatoire
HasComponent | Variable (CurréntLifetiteCount ) Uint32 BaseDataVariableType Obligatoire
HasComponent | Variable | Unackpowledge§MessageGount— UInt32 BaseDataVariableType Obligatoire
HasComporjent | Variabje  |(DiscirdedMessageColnt Ulnt32 BaseDataVariableType | [Obligatoire
HasComporfent | Varigble ™ | MonitoredltemSount UInt32 BaseDataVariableType Obligatoire
HasComporfent | Variable/” {~DisabledMbaitoredltemBount Ulnt32 BaseDataVariableType | [Obligatoire
HasComporjent | Variable, < | MoqitoringQuiudQyedeivCount Uint32 BaseDataVariableType Obligatoire
HasComporfent | Variabfe \ \NextSequenceNumber Uint32 BaseDataVariableType | [Obligatoire
HasComponent Variab\rq EVQntQEQuebvec%wCount UInt32 BaseDataVariableType Obligatoire
715 Sessio lﬁst MType
Ce Vari e entrée
de la leType
Session iableType ayant le SessionDiagnostics comme BrowseNanje. Ces
Variablgs.seront également référencées par les Objects SessionDiagnostics définis par leur
type en f T
Tableau 67 — Définition de SessionDiagnosticsArrayType
Attribut Valeur
BrowseName SessionDiagnosticsArray Type
IsAbstract FALSE (faux)
ValueRank 1 (1 = OneDimension)
ArrayDimensions | {0} (0 = UnknownSize)
DataType SessionDiagnosticsDataType
References NodeClass BrowseName DataType ModellingRule
TypeDefinition

Sous-type du BaseDataVariableType défini au 7.4.

HasComponent

Variable SessionDiagnostics

SessionDiagnosticsDataType
SessionDiagnosticsVariableType

ExposesltsArray
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7.16 SessionDiagnosticsVariableType

Ce VariableType complexe est utilisé pour les informations de diagnostic. Ses DataVariables
refletent son DataType ayant la méme sémantique définie en 12.11. Le VariableType est
formellement défini dans le Tableau 68.

@%
S
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Tableau 68 — Définition de SessionDiagnosticsVariableType

Attribut Valeur
BrowseName SessionDiagnosticsVariableType
IsAbstract FALSE (faux)
ValueRank -1 (-1 = Scalar)
DataType SessionDiagnosticsDataType
References Node BrowseName DataType Modelling
Class TypeDefinition Rule
Sous-type du BaseDataVariableType défini dans le 7.4.
HasComponent | Variable | Sessionld Nodeld Obligatoire
BaseDataVariableType
HasComponent | Variable | SessionName String Obligatoire
Raennaf:\\lnrinhlnT\mn
HasComponent | Variable | ClientDescription ApplicationDescription Obligatoire
BaseDataVarlabIeTyp/\( ~
HasComporjent | Variable | ServerUri String Obligatoire
BaseDataVariabl yp \
HasComponent | Variable | EndpointUrl String \\ \ Obligatoire
BaseDatavm
HasComporlent | Variable | Localelds Localel \ AX Obligatoire
Baseéﬂ%ﬂq e%&
HasComporfent | Variable | MaxResponseMessageSize m \ A4 Obligatoire
BaseDataVariableType
HasComporient | Variable | ActualSessionTimeout Iif;%m X@\\/ Obligatoire
B afaVariakleType
HasComporent | Variable | ClientConnectionTime (\ % UTfTi e Eb? Obligatoire
BaseDataYarigbleType
HasComporlent | Variable CIientLastContactTlme> UTCW Obligatoire
seData ariableType
HasComponent | Variable | CurrentSubscriptionsCpunt Uln Obligatoire
ﬁ \B\ ;§DataVar|ableType
HasComporlent | Variable | Curr itor C@u\nt\J Uint32 Obligatoire
A BaseDataVariableType
HasComporjent | Variable lishRe tsin Uint32 Obligatoire
M m\ BaseDataVariableType
HasComporlent | Variabfe\| TotalRequejts \) ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent Variably” | U ized quw Uint32 Obligatoire
D«m\ Ni/\ BaseDataVariableType
HasComporlent | Variakle RKdChQ\/ ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent <aria\b&K HksryWunt ServiceCounterDataType Obligatoire
\ BaseDataVariableType
HasComponQ a 'ab% WriteGount ServiceCounterDataType Obligatoire
\ BaseDataVariableType
HasComponent W istoryUpdateCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComporlent /| ;Variable | CallCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | CreateMonitoredltemsCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | ModifyMonitoredltemsCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | SetMonitoringModeCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | SetTriggeringCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | DeleteMonitoredltemsCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | CreateSubscriptionCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | ModifySubscriptionCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | SetPublishingModeCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | PublishCount ServiceCounterDataType Obligatoire
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BaseDataVariableType
HasComponent | Variable | RepublishCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | TransferSubscriptionsCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | DeleteSubscriptionsCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | AddNodesCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | AddReferencesCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | DeleteNodesCount ServiceCounterDataType Obligatoire
BaseDataVariableType
HasComponent | Variable | DeleteReferencesCount ServiceCounterDataType Obligatoire
BaseDataVariableType [
HasComponent | Variable | BrowseCount ServiceCounterDataTy Obligatoire
BaseDataVariable Typ M\«
HasComponent | Variable | BrowseNextCount ServiceCounterDataT Obligatoire
BaseDataVari;(blgxszé\
HasComponent | Variable | TranslateBrowsePathsToNodeldsCount ServiceCougiter! pe Obligatoire
BaseDataVa 'a%\ >
HasComponient | Variable | QueryFirstCount ServigéCountexDatyType Obligatoire
HasComponjent | Variable | QueryNextCount AewicWTybi Obligatoire
BaseDataViariableType
HasComporjent | Variable | RegisterNodesCount \:9'\/ eCountecDataTyfe Obligatoire
(\ as,ggje\(ariab ype
HasComporjent | Variable | UnregisterNodesCou \ SefviceCount taType Obligatoire
§ § Ba&pataVar}ZngType
7.17 SessionSecurityDiagnosticsArrayT
Ce VariableType comple ions de diagnostic. Pour chaqu¢ entrée
de la |matrice, les hiront une Variable du VariableType
SessionfSecurityDiagng essionSecurityDiagnosticsType |comme
BrowseName. également référencées par les |Objects
SessionDiagnos 2 6.3.5. Le VariableType est formellement défini
dans le| Tableau 89" i i tant relatives a la sécurité, il est nécessairg de les
rendre gccessibles : ilisateurs autorisés et non a tous.
Table ition de SessionSecurityDiagnosticsArrayType
Attribut Waleyr W7\
BrowseNamé\ \i\gssk\thchrity\S}iagnosticsArrayType
IsAbstract FARSE Yauxs”
ValueRank SR = On&Dimension)
ArrayDimensions \_| {0} (Nr{knownSize)
DataType SessionSecurityDiagnosticsDataType
References NodeCtass— | Browse Modelling
Nom TypeDefinition Rule
Sous-type du BaseDataVariableType défini dans le 7.4.
HasComponent Variable SessionSecurityDiagnostics | SessionSecurityDiagnosticsDataType ExposesltsArray
SessionSecurityDiagnosticsType
7.18 SessionSecurityDiagnosticsType

Ce VariableType complexe est utilisé pour les informations de diagnostic. Ses DataVariables
refletent son DataType ayant la méme sémantique définie en 12.12. Le VariableType est
formellement défini dans le Tableau 70. Ces informations étant relatives a la sécurité, il est
nécessaire de les rendre accessibles seulement aux utilisateurs autorisés et non a tous.
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Attribut Valeur
BrowseName SessionSecurityDiagnosticsType
IsAbstract FALSE (faux)
ValueRank -1 (-1 = Scalar)
DataType SessionSecurityDiagnosticsDataType
References Node BrowseName DataType Modelling
Class TypeDefinition Rule
Sous-type du BaseDataVariableType défini dans le 7.4
HasComponent | Variable Sessionld Nodeld Obligatoire
BaseDataVariableType
HasComponent | Variable ClientUserldOfSession String Obligatoire
Raennaf:\\lnrinhlnTylnn
HasComporjent | Variable ClientUserldHistory String[] Obligatoire
BaseDataVariabIeTyﬁ/e\( ~
HasComporjent | Variable AuthenticationMechanism String Obligatoire
BaseDataVaria@e \
HasComponent | Variable Encoding String M\ \ Obligatoire
BaseDatdVariab e
HasComporent | Variable TransportProtocol Strin \Q AX \ Obligatoire
paseDatavalebiSTyge
HasComporent | Variable SecurityMode /MWMB{E\/ Obligatoire
BaseDataVariableTyp
HasComporent | Variable SecurityPolicyUri K tring \q\/ Obligatoire
/\ eDataVariableType
HasComporfent | Variable ClientCertificate (\ % Séte trin %2 Obligatoire
A se VariableType

8 Obj

8.1 @
Les Obj

Propriétés supplémentai
dans le fexte qu i

82 O
8.2.1

Aux fins
structur

comme (définition deMype.

N

par des
énoncé

UA est

ts dans
HerType

= OPC UA Root

Views

Objects
Server

= Types
ReferenceTypes
ObjectTypes
VariableTypes
DataTypes

Figure 1 — Structure normalisée de I'Espace d’Adresse
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Le reste fournit des descriptions de ces Noeuds normalisés et I'organisation des Noeuds en
dessous d'eux. Typiquement, les serveurs implémentent un sous-ensemble de ces Noeuds
normalisés, en fonction de leurs capacités.

8.2.2 Root
Cet Objet normalisé est le point d'entrée de navigation pour I'Espace d’Adresse. |l contient un

jeu de References Organizes qui pointent vers d'autres Objects normalisés. L'Objet “Root” ne
doit pas référencer d'autres NodeClasses. Il est formellement défini dans le Tableau 71.

Tableau 71 — Définition de Root

Attribu Vateur —
BrowseName Root
Referefices NodeClass BrowseName Commefit ~ (T
HasTypgeDefinition ObjectType FolderType Défipi en 66\
Organiges Object Views Définiken 8,23,
Organides Object Objets Défini en 8.34
OrganiZges Object Types Défini € .2.5\ /
Organides Object EventTypes ) Définkeh 8:2.12\
8.2.3 |Views
Cet Objpt normalisé est le point d'entrée de navigati erences
Organizes sont utilisées pour relier I ‘ : ous les
View Nodes dans I'Espace d’Adresse. doli étre\ réfékencés par ce Node, directement ou

indirectgment. C'est-a-dire que I'Objet © sant les

Références Organizes. Ces Objects res. La
Figure 2 hent les
Views “ appelée
“Engine
Organizes Organizes
View View Object
™ “View1” “View2” “Engineering”
Organizes
View
“View3”
Légende
Anglais Frangais
Object Objet
View Vue

Figure 2 — Organisation des vues

L'Objet “Views” ne doit pas référencer d'autres NodeClasses. L'Objet “Views” est
formellement défini dans le Tableau 72.
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72 — Définition de Views

Attribut Valeur

BrowseName Views

References NodeClass BrowseName Comment
HasTypeDefinition ObjectType FolderType Défini en 6.6

8.24 Objets

Cet Objet normalisé est le point d'entrée de navigation pour les Objet Nodes. La Figure 3
illustre la structure sous ce Noeud. Seules les References Organizes sont utilisées pour relier
des Objets a I'Objet normalisé “Objects”. Un Node View peut étre utilisé comme point d'entrée
dans un sous-ensemble de I'Espace d’adresse contenant des Objets et des Variables et,

ainsi, I'Dbjet “Objects” peut aussi référencer des Noeuds View en utiligant
Organizes. L'intention de I'Objet “Objects” est que tous les Objets et V

utilisés |pour des définitions de type ou a d’autres fins organis

commerncant a partir de ce Noeud. Cependant, elle ne consti

les serveurs ne sont pas forcément capables de la prendre enchar

Server Qbject normalisé défini en 8.3.2.

s Re
e

Object
“Objects”

xC
= NS

Organizes

Object
“Server”

standar
Server Ob

9,

/I

Object
L

HasProperty

i

rences
ont pas

xemple

iques en

car tous

dfence le

Variable
<\ “B1” L
Lé d&\\\\>
e\
\ \\Aqglai} Frangais
Object \ Objet
Stgndard Server\SbJ/ect Objet Serveur normalisé

L'Objet “Objects”
formellement défini dans le Tableau 73.

Figure 3 — Organisation des objets

ne doit pas

référencer d'autres NodeClasses.

Tableau 73 — Définition de Objects

L'Objet “Objects est

Attribut Valeur

BrowseName Objets

References NodeClass BrowseName Commentaire
HasTypeDefinition ObjectType FolderType Défini en 6.6
Organizes Object Server;Serveur Défini en 8.3.2
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8.2.5 Types
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Cet Objet Node normalisé est le point d'entrée de navigation pour le type Nodes. La Figure 1
illustre la structure sous ce Noeud. Seules les References Organizes sont utilisées pour relier

des Objets a I'Objet normalisé “Types”.

NodeClasses. |l est formellement défini dans le Tableau 74.

Tableau 74 — Définition de Types

L'Objet “Types” ne doit pas référencer d'autres

Attribut Valeur

BrowseName Types

References NodeClass BrowseName Commentaire

HasTypeDefinition ObjectType FolderType Définien 6.6

Organiges Object ObjectTypes Défini en 8.2{6

Organijes Object VariableTypes Défini en 827

Organides Object ReferenceTypes Définjen8.2.8 \

Organiges Object DataTypes Défifii en\8.2.9
8.2.6 ObjectTypes

Cet Objet Node normalisé est le point d'entrée de navig

Figure 4 illustre la structure sous ce Noeud en montr
ObjectTlypes a I'Objet normalisé * ObjectTyp s”. L2

d'autres| NodeClasses.
(%bject \\/
“ObjectTypest
AN J "
\) |

ObjectType
“BaseObijectType”

HasSubtype

y

ObjectType
\ > “ServerType”

des. La
malisés

érencer

O

v/

HasComponent

Object
“ServerCapabilities”

Légende

Anglais Francgais

Object Objet

Figure 4 — Organisation des ObjectTypes

L'intention de I'Objet “ObjectTypes” est que tous les ObjectTypes du serveur soient
directement ou indirectement accessibles en parcourant les HierarchicalReferences en
commencgant par ce Noeud. Cependant, cela n'est pas indispensable et des serveurs
pourraient ne pas fournir certains de leurs ObjectTypes car ils peuvent étre notoirement
connus dans la profession, comme par exemple le Server Type défini en 6.3.1.
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Cet Objet référence également indirectement le BaseEventType défini en 6.4.2, qui est le type
de base de tous les EventTypes. De ce fait, il est le point d'entrée pour tous les EventTypes
fournis par le serveur. Il est requis que le serveur expose tous ses EventTypes et un client
peut ainsi s'abonner utilement a des Evénements.

L'Objet “ObjectTypes” est formellement défini dans le Tableau 75.

Tableau 75 — Définition de ObjectTypes

Attribut Valeur

BrowseName ObjectTypes

References NodeClass BrowseName Commentaire
HasTypeDefmition ObjectType FofderType Defimrem o
Organiges ObjectType BaseObjectType D/éﬁlkl‘i en 6.2

8.2.7 VariableTypes

Cet Objet normalisé est le point d'entrée de navigation po ype. La
Figure % illustre la structure sous ce Noeud. Seules les R Ltilisées
pour rdlier des Objets et VariableTypes a 1'Objet L'Objet

“Variable Types” ne doit pas référencer d'autres NodeC

\
bject \) G
/\\QIab
RN
Organizes

[\grganlzes
N i
Var\EbIeType Object
%\ ‘Ba Varla e “MyVariableTypes”

3 Hass@\ly
Va bIeT e
ata bIeType

\\ >

asSubtype

VariableType
> “VT_1”

Légende

Anglais Frangais

Object Objet

Figure 5 — Organisation des VariableTypes

L'intention de 1'Objet “VariableTypes” est que tous les VariableTypes du serveur soient
directement ou indirectement accessibles en parcourant les HierarchicalReferences en
commencgant par ce Noeud. Cependant, cela n'est pas indispensable et des serveurs
pourraient ne pas fournir certains de leurs VariableTypes car ils peuvent étre notoirement
connus dans la profession, comme par exemple le "BaseVariableType" défini en 7.2.

L'Objet “VariableTypes” est formellement défini dans le Tableau 76.
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Tableau 76 — Définition de VariableTypes

Attribut Valeur

BrowseName VariableTypes

References NodeClass BrowseName Commentaire
HasTypeDefinition ObjectType FolderType Défini en 6.6
Organizes VariableType BaseVariableType Définien 7.2

8.2.8 ReferenceTypes
Cet Objet normalisé est le point d'entrée de navigation pour les Nodes ReferenceType. La
Figure 6 illustre I'organisation des ReferenceTypes. Les References Organizes sont utilisées

pour définir des ReferenceTypes et des Objects référencés par I'Objet “ReferenceTypes”.

oir [Article |11 pour
un débat sur les ReferenceTypes normalisés qui apparaissent sous I'Opj cellypes”.

Object
“ReferenceTypes”
] [ x

Organizes \O!gem S \j

ReferenceType
“References”

HasSubtype

WenceT e
“Hierarc 'cap?e\ﬂere s

|

N ‘
T - ReferenceType

“RT_1"

Organizes

ME

< \ \Angl\a{s Frangais

Object [\ \ Objet

\) Figure 6 — Définitions de ReferenceType

Sachant que des ReferenceTypes seront utilisés comme filtres dans le Service de navigation
et dans des interrogations, le serveur doit fournir tous ses ReferenceTypes, directement ou
indirectement en suivant les Références hiérarchiques en commencgant a partir de I'Objet
“ReferenceTypes”. Cela signifie que, chaque fois qu'un client suit une Reference, le serveur
doit exposer le type de cette Reference dans la hiérarchie des ReferenceTypes. Il doit fournir
tous les ReferenceTypes afin que le client puisse, en suivant le sous-type inverse de
References, arriver aux References de base ReferenceType. Cela ne signifie pas que le
serveur doit exposer les ReferenceTypes dont le client n'a utilisé aucune Reference.

L'Objet “ReferenceTypes” est formellement défini dans le Tableau 77.
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Tableau 77 — Définition de ReferenceTypes

Attribut Valeur

BrowseName ReferenceTypes

References NodeClass BrowseName Commentaire

HasTypeDefinition ObjectType FolderType Défini en 6.6

Organizes ReferenceType References Défini en 11.1
8.2.9 DataTypes

Cet Objet normalisé est le point d'entrée de navigation pour les DataTypes que le serveur
exposer dans I|'Espace d’Adresse. L'Objet normalisé utilise des References
Organizes pour référencer des Objects du DataTypeSystemType représentant les

souhaite

DataTypeSystems. Sont référencés par ces Objects les DataTypeDictionaries™qui se [réferent
a leurs |[DataTypeDescriptions. Cependant, il n'est pas indispensable fournir™des’|Objects
DataTypeSystem et le DataTypeDictionary peut ne pas étre fourni.

Sachan ilsfant des
Référen utilisant
des Reg Nodes
DataTyy bement.
L'intenti b soient
accessi I'Objet
“DataTy

La Figu ipary” et
“XML Sg ous cet

Object.
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Object
“DataTypes”
Object Object DataType
“OPC Binary” “XML Schema” “Int32”
“““ I : — - S :
J T
HasComponent HasComponent [HasComponent] HasCo TK\L Hal;Encodlng ]
Variable Variable Variable
“DPCDict_1" “OPCDict_2” “Dev_1.xsd” a \ng\zx \/
N
N Objeqt
Variable Variapte HasDeseription “Default Binary”
“DTDesc1” “DYDesc1”
Légende : @ w
S~ R
Frangais

Ob|

_Gbjet

Chaque
Referen
DataTyy
que les

Dans I'¢
Organiz

son codage(par d€

hiérarch

ique HasDescription.

an}?ation des DataTypes

€ a ses Nodes DataTypeDictionary en utiligant des
Node DataTypeDictionary est relié a ses| Nodes
indiquent

ference
ter vers
nce non

ataTypes” référence le DataType “Int32” en utilisant une Re
tilise la Reference non hiérarchique HasEncoding pour poin
b, qui référence une DataTypeDescription en utilisant la Refere

L'Objet “DataTypes” est formellement défini dans le Tableau 78.

Tableau 78 — Définition de DataTypes

Attribut Valeur

BrowseName DataTypes

References NodeClass BrowseName Commentaire
HasTypeDefinition ObjectType FolderType Défini en 6.6
Organizes Object OPC Binary Défini en 8.2.10
Organizes Object XML Schema Défini en 8.2.11
Organizes DataType BaseDataType Défini en 12.2
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8.2.10 OPC Binary

OPC Binary est un DataTypeSystem normalisé défini par OPC. Il est représenté dans
I'Espace d’adresse par un Objet Node. Le DataTypeSystem OPC Binary est défini dans la
Partie 3. OPC Binary utilise XML pour décrire des valeurs de données binaires complexes.
L'Objet “OPC Binary” est formellement défini dans le Tableau 79.

Tableau 79 — OPC Définition de Binary

Attribut Valeur
BrowseName OPC Binary
References NodeClass BrowseName Commentaire
HasTypeDefinition ObjectType DataTypeSystemType efinj
8.2.11 | XML Schema
XML Sdhema est un DataTypeSystem normalisé défini par le W ené dans
I'Espacg d’Adresse par un Objet Node. Les documents du XM uments
XML dopt I'attribut xmIns dans la premiére ligne est:
Echema xmins =http://www.w3.0rg/1999/XMLS
L'Objet [ XML Schema” est formellement défini da
Tableau SOQMK ;
Attribu Valeur —
BrowseName XML Schema ( ~
Referefices NodeClass BrawseéName Commentaire
HasTypeDefinition ObjectType /[ \DataTypeSystemType Défini en 6.8
N
8.2.12 | EventTypes
Cet Objet Node ['ype La
Figure § illustre Ia malisés
définis @ I'Article bjets et
ObjectTlypes a I'Qbjat érencer
d'autres| Nod sseS!
N
Object
“EventTypes”
Object ObjectType
“AuditEventTypes” “BaseEventType”
Organizes HasSubtype
ObjectType
> “AuditEventType”
Légende
Anglais Francgais
Object Objet

Figure 8 — Organisation des EventTypes
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L'intention de I'Objet “EventTypes” est que tous les EventTypes du Server soient directement
ou indirectement accessibles en parcourant les HierarchicalReferences en commengant par
ce Noeud. Il est requis que le Server expose tous ses EventTypes et un client peut ainsi
s'abonner utilement a des Evénements.

L'Objet “EventTypes” est formellement défini dans le Tableau 81.

Tableau 81 — Définition de EventTypes

Attribut Valeur

BrowseName ObjectTypes

References NodeClass BrowseName Commentaire
HasTypeDefmition ObjectType FofderType Defimrem o
Organiges ObjectType BaseEventType D/éﬁlkl‘i en 6.4)\

8.3 (Jbjet serveur et ses objets contenants

8.3.1 Généralités

L'Objet |[Server et ses Objects et Variables conteneurs son tenir de
I'information de plusieurs fagons adaptées a des catégori t des exigences
différenfes. L'Annexe A donne une vue d'ensemble A 2Cision i iSes pour
fournir de I'information de diverese maniéres en présen 3 ags i énients
des diffgrentes approches. La Figure 9 donne & L 1 ariables
contenelurs des informations de diaghostic but étre
trouvée

L'Objet vec une
matrice |2 hant les
informati session
référeng ormation relative a la session en |utilisant

information relative a toutes les sgssions.

le méme : c
Une tel jablg ) ses informations comme Variables ayec des
DataTyy i & informations que le DataType complexe. Ne sont
pas re i informations liées a la sécurité de la sesgion qui
suivent

Le serv ity africenavec une entrée par souscription contenant des infoymations
de diag i e gouscription. Chaque entrée de cette matrice est égplement
€XPOoSsée complexe avec des Variables pour chaque valeur indiyiduelle.
Chaque et xepré tant une session fournit également une telle matrice, qui fournit les

souscripti

Les mafric€és contenant de l'information relative aux sessions ou aux abonnements peuvent
avoir des :UIIHUUUID différentes pout des—connmexions—différentes—avec—des—authentifiants
d'utilisateur différents car tous les utilisateurs ne peuvent pas voir toutes les entrées de la
matrice. Cela signifie aussi que la longueur de la matrice peut changer si I'utilisateur est
masqué. Par conséquent, les clients qui s’abonnent a une plage d'indices spécifique peuvent
avoir des résultats inattendus.
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“ServerDiagnostics”

Object

Une entrée de
matrice par
session, cette
information est

également
o Object
HasComponent SessionsDiagnosticsSummary
Variable complexe
contient laméme
. information dans sa
M CEREREm Variable valeur que ses
P “SessionDiagnosticsArray” propriétés
Variable
HasComponent g “Session1”
—— 5
Un objet par [HasComponent] HasC onent riaple
session “Sessignld”
Object
“Session1”
HoxCoMpoNent ) Varahle )
ClientName
Variable

HasComponent i—»

“SubscriptionDiagnosticsArEyi\

Informations

HasComponent

S

asComponent

Variabl
th
N

Variable
193"

“PublishingRate”

Varigble

Varigble
HasComponent “PublishifigRate”
8.3.2
Cet Obje ! ives au

serveur. Le contenu de cet Objet est déja défini par sa définition de type en 6.3.1. Il est
formellement défini dans le Tableau 82. L'Objet Server sert de notificateur de racine, c'est-a-

dire que I'Attribut EventNotifier doit étre positionné pour fournir

des Evénements. Tous les

Evénements du serveur doivent étre accessibles en s'abonnant aux Evénements de I'Objet

Server.
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Tableau 82 — Définition de Server

Attribut Valeur
BrowseName Server;Serveur
References Node BrowseName DataType TypeDefinition Modelling
Classe Rule
HasTypeDefinition Object ServerType Défini en 6.3.1
Type
HasProperty Variable ServerArray String[] PropertyType Obligatoire
HasProperty Variable NamespaceArray String[] PropertyType Obligatoire
HasComponent Variable ServerStatus) ServerStatusDataType ServerStatusType Obligatoire
HasProperty Variable ServicelLevel Byte PropertyType Obligatoire
HasComponent Object ServerCapabilities ) - ServerCapabilities Obligatoire
HasComponent Object ServerDiagnostics 1) Qnmnrnmmm‘r\mn Obligatoire
HasComponent Object VendorServerinfo - specmqg\e au vendéqr2 Obligatoire
HasComporfent Object ServerRedundancy®) -- depe deVia Q\ Obligatoire
ce phise

1) Les Objécts et Variables conteneurs de ces Objects et Variables sont définis par leur

oW Na e défini ns\g/

2) Doit étrg I'ObjectType VendorServerinfo ou I'un de ses sous-types.
3) Doit étrd le ServerRedundancyType ou l'un de ses sous-types.

8.4 Qbjets ModellingRule
8.4.1 ExposesltsArray

La ModellingRule ExposesitsArray e ) n dans
I'Espace d’Adresse, I'Objet “ExposesltsArxay”, Afini 83.

Tableau 83 —

VAN
Attribu Valeur (
BrowseName ExposesltsAay (N ~._ /
Referefces NoleClags\ \. ChBrowseName Commentaire
HasTypeDefinition /~ bjestType / MedeftingRuleType Défini en 6.5
HasProperty i amingRule Valeur mise a “Constraint”

8.4.2 Mandatgtry

La Mog ] 'est-a-dire obligatoire) est définie dans la Partig 3. Sa
représentati aceNg/Adresse, I'Objet “Mandatory”, est formellement définie|dans le
Tableau

Tableau 84 — Définition de Mandatory

Attribu Valeur

BrowseName Obligatoire

References NodeClass BrowseName Commentaire
HasTypeDefinition ObjectType ModellingRuleType Défini en 6.5

HasProperty Variable NamingRule Valeur mise a “Mandatory”

8.4.3 Facultatif

La ModellingRule Optional (facultative) est définie dans la Partie 3. Sa représentation dans
I'Espace d’Adresse, I'Objet “Optional’, est formellement définie dans le Tableau 85.
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Attribut Valeur

BrowseName Facultatif

References NodeClass BrowseName Commentaire
HasTypeDefinition ObjectType ModellingRuleType Défini en 6.5
HasProperty Variable NamingRule Valeur mise a “Optional”

9 Méthodes normalisées

Il n'y a pas de Méthodes OPC UA centrales de définies.

10 Vues normalisées

Il n'y a pas de Views OPC UA centrales de définies.

11 ReferenceTypes normalisés

111

lleferences
Ce RefgrenceType normalisé est défini dans |
d’Adresse est spécifiée dans le Tableau\86.

Espace

Tableau 86 — Refe
Atfributs Valeur TN >
BrowseName Refefeqces NN
InJerseName - ( NN
Symmetric TRUE\(vrai )
IsAbstract TRUE\(Vrai)
References NodeClags\ NBrowseName Commentaire
HdsSubtype < > | ReferenéeTypen! HiecafchicalReferences Défini en 11.2
HesSubtype NReferenceNpe WonHierarchicalReferences Défini en 11.3
NS
11.2 I-Ierarchi
Ce Ref & et défini dans la Partie 3. Sa représentation dans [[Espace
d’Adresg : Tableau 87.

leau 87 — ReferenceType HierarchicalReferences

Atfributs Valeur

BrawseName | HierarchicalReferences

InverseName --

Symmetric FALSE (faux)

IsAbstract TRUE (vrai)

References NodeClass BrowseName Commentaire
HasSubtype ReferenceType HasChild Définien 11.4

HasSubtype ReferenceType Organizes Défini en 11.6

HasSubtype ReferenceType HasEventSource Définien 11.15

11.3 NonHierarchicalReferences

Ce ReferenceType normalisé est défini dans la Partie 3. Sa représentation dans I'Espace

d’Adresse est spécifiée dans le Tableau 88.
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Tableau 88 — ReferenceType NonHierarchicalReferences

Attributs Valeur

BrowseName NonHierarchicalReferences

InverseName --

Symmetric TRUE (vrai)

IsAbstract TRUE (vrai)

References NodeClass BrowseName Comment
HasSubtype ReferenceType HasModellingRule Défini en 11.11
HasSubtype ReferenceType HasTypeDefinition Défini en 11.12
HasSubtype ReferenceType HasEncoding Définien 11.13
HasSubtype ReferenceType HasDescription Défini en 11.14
HasSubtype ReferenceType GeneratesEvent Défini en 11.17
HasSubtype Referereefype HeasMedelRarent BéfintenA3

11.4 rlasChiId
Ce Ref

Tableau 89 —ReferenceType

renceType normalisé est défini dans la Partie 3. Sa représextation
d’Adresse est spécifiée dans le Tableau 89.

>Espace

Attributs Valeur / \
BrpwseName HasChild [ )

InJerseName - (\\/

Synmetric FALSE (faux) N » ) ./

IsAbstract TRUE (vrai) NIEE®AN

Refferences NodeClass rowseName Commentaire
HasSubtype ReferenceType /] Aggrega‘f&@ Défini en 11.5
HgsSubtype ReferenceType \ | HesSubtypé ) Défini en 11.10

11.5 Alggregates

Ce Ref

renceType naorm

d’Adresse est spécifieedans |

Espace

Atfributs Vialeur

BrdwseNdme NAggregated,

InJerseNale X

Syffmettic \ N\ | FAMSE (faux)

IsAbstragt HA< N RTRUE (vrai)

Refferencésy NddeClass BrowseName Commentaire
HgsSubtype ReferenceType HasComponent Défini en 11.7
HasSubtype ReferenceType HasProperty Définien 11.9

11.6 Organizes

Ce ReferenceType normalisé est défini dans la Partie 3. Sa représentation dans I'Espace
d’Adresse est spécifiée dans le Tableau 91.

Tableau 91 — ReferenceType Organizes

Attributs Valeur

BrowseName Organizes

InverseName OrganizedBy

Symmetric FALSE (faux)

IsAbstract FALSE (faux)

References NodeClass BrowseName Commentaire
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Ce ReferenceType normalisé est défini dans la Partie 3. Sa représentation dans I'Espace

d’Adresse est spécifiée dans le Tableau 92.

Tableau 92 — ReferenceType HasComponent

Attributs Valeur

BrowseName HasComponent

InverseName ComponentOf

Symmetric FALSE (faux)

IsAbstract FALSE (faux)

References NodeClass BrowseName Commentaire
HasSubtype ReferenceType HasOrderedComponent Défini enﬂ 1.8

11.8 rlasOrderedComponent
Ce Ref

renceType normalisé est défini dans la Partie 3. Sa n Espace
d’Adresse est spécifiée dans le Tableau 93.
Tableau 93 — ReferenceType Ha%
Attributs Valeur (N )
BrpwseName HasOrderedComponent AN\ /. XK
InJerseName OrderedComponentQf AN \7 [ >
Synmetric FALSE (faux) < C  ( WV
IsAbstract FALSE (faux) /
Refferences NodeClass | BrowseName Commentaire
11.9 I-lasProperty
Ce RefgrenceType no Espace

d’Adresse est sp@é au Takle

A\
Atfributs <\ [\Valeur, /
BrowseNarie~ HasPropexty
InJerseName ‘RropexyOf )

Syprfietric\ " FALSE (féux)

IsAbstract\\ <X\ FALSE (faux)

Referenices (N \ | NodeClass BrowseName Commentaire

11.10 HasSubtype

Ce ReferenceType normalisé est défini dans la Partie 3. Sa représentation dans I'Espace

d’Adresse est spécifiée dans le Tableau 95.

Tableau 95 — ReferenceType HasSubtype

Attributs Valeur

BrowseName HasSubtype

InverseName SubtypeOf

Symmetric FALSE (faux)

IsAbstract FALSE (faux)

References NodeClass BrowseName Commentaire
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11.11 HasModellingRule

Ce ReferenceType normalisé est défini dans la Partie 3. Sa représentation dans I'Espace

d’Adresse est spécifiée dans le Tableau 96.

Tableau 96 — ReferenceType HasModellingRule

Attributs Valeur

BrowseName HasModellingRule

InverseName ModellingRuleOf

Symmetric FALSE (faux)

IsAbstract FALSE (faux)

References NodeClass BrowseName Commentaire
[

11.12 HasTypeDefinition

Ce Refg¢renceType normalisé est défini dans la Partie 3. Sa n Espace
d’Adresse est spécifiée dans le Tableau 97.
Tableau 97 — ReferenceType Ha

Attributs Valeur (N )

BrpwseName HasTypeDefinition AN\ /. XK

InJerseName TypeDefinitionOf AN\~ [ >

Synmetric FALSE (faux) < C  ( WV

IsAbstract FALSE (faux) /

Refferences NodeClass | BrowseName Commentaire
11.13 HasEncoding
Ce Refg¢renceType no Espace

d’Adresse est sp@

A\
Atfributs <\

BrowseNarie~

InJerseName

Syprfietric\ " FALSE (féux)

IsAbstract\\ <X\ FALSE (faux)

Referenices (N \ | NodeClass BrowseName Commentaire

11.14 HasDescription

Ce ReferenceType normalisé est défini dans la Partie 3. Sa représentation dans I'Espace

d’Adresse est spécifiée dans le Tableau 97.

Tableau 99 — ReferenceType HasDescription

Attributs Valeur

BrowseName HasDescription

InverseName DescriptionOf

Symmetric FALSE (faux)

IsAbstract FALSE (faux)

References NodeClass BrowseName Commentaire



https://iecnorm.com/api/?name=1ae0a9f90947faded33d96028a4da994

-170 -

11.15 HasEventSource
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Ce ReferenceType normalisé est défini dans la Partie 3. Sa représentation dans I'Espace

d’Adresse est spécifiée dans le Tableau 100.

Tableau 100 — ReferenceType HasEventSource

Attributs Valeur

BrowseName HasEventSource

InverseName EventSourceOf

Symmetric FALSE (faux)

IsAbstract FALSE (faux)

References NodeClass BrowseName Commentaire
HasSubtype ReferenceType HasNotifier Défini enﬂ 1.16

11.16 HasNotifier

Ce Refg¢renceType normalisé est défini dans la Partie 3. Sa n dans-ffEspace
d’Adresse est spécifiée dans le Tableau 101.
Tableau 101 — ReferenceT)}e-Ha\

Attributs Valeur (N )

BrpwseName HasNotifier AN\ /. XK

InJerseName NotifierOf AN \7 [ >

Synmetric FALSE (faux) < C  ( WV

IsAbstract FALSE (faux) /

Refferences NodeClass | BrowseName Commentaire
11.17 GeneratesEvent
Ce RefgrenceType no Espace

d’Adres

Atfributs <\ [\Valeur, /

BrowseNarie~ GeneratesEvent

InJerseName ‘GeneratedBy

Syprfietric\ " FALSE (féux)

IsAbstract\\ <X\ FALSE (faux)

Referenices (N \ | NodeClass BrowseName Commentaire
HasSubtype ReferenceType AlwaysGeneratesEvent Défini en 11.18

11.18 AlwaysGeneratesFvent

Ce ReferenceType normalisé est défini dans la Partie 3. Sa représentation dans I'Espace

d’Adresse est spécifiée dans le Tableau 103.

Tableau 103 — ReferenceType AlwaysGeneratesEvent

Attributs Valeur

BrowseName AlwaysGeneratesEvent

InverseName AlwaysGeneratedBy

Symmetric FALSE (faux)

IsAbstract FALSE (faux)

References NodeClass BrowseName Commentaire
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