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INTERNATIONAL ELECTROTECHNICAL COMMISSION

COMMUNICATION NETWORKS AND SYSTEMS
IN SUBSTATIONS -

Part 1: Introduction and overview

FOREWORD
1) Thg IEC (International Electrotechnical Commission) is a worldwide organization for st i prising
all [national electrotechnical committees (IEC National Committees). The obJect 0 i romote
intdgrnational co-operation on all questions concerning standardization in the ele iglds. To
thi§ end and in addition to other activities, the IEC publishes International Standards. htion is
entfusted to technical committees; any IEC National Committee interested \ipn the j With may
parficipate in this preparatory work. International, governmental and nop<goyer i O liaising

ational
en the

with the IEC also participate in this preparation. The
Ordanization for Standardization (ISO) in accordance with conditions
twol organizations.

iple, an
ntation

2) Thg formal decisions or agreements of the IEC on technlc
intdgrnational consensus of opinion on the relevant subjects
from all interested National Committees.

3) Thd documents produced have the form of recommend i i i i e form
of ptandards, technical specifications, te { ational
Cornmittees in that sense.

ndertake to apply IEC International
their national and regional standards. Any
\ng national or regional standard shall be|clearly

4) In ¢rder to promote international unification,
Stajpdards transparently to the maximum
div
ind

5) The i i i e_ihdi approval and cannot be rendered responsible for any
eqyi

6) Attention i ibili at S¢ Fre ents of this technical report may be the subject of
patgnt ri . 9 iblexfor identifying any or all such patent rights.

The n is to prepare International Standards. However,
a tech € blication of a technical report when it has collected
data i i ) at which is normally published as an International Stapdard,
for ex

IEC 6 ichwd wWnjgal report, has been prepared by IEC technical committee 57:
Power i icati

Enquiry draft Report on voting

B7/E24/CNO\/ 5E7/6084/D\/C
ooy OO <Y

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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IEC 61850 consists of the following parts, under the general titte Communication networks
and systems in substations 1.

Part 1: Introduction and overview

Part 2:  Glossary 2

Part 3: General requirements

Part 4: System and project management

Part 5: Communication requirements for functions and device models 3

Part 6: Configuration description language for communication in electrical substations
related to IEDs ©

Part 71-1: Basic communication structure for substation and feeder edu ciples
and models

Part 1-2: Basic communication structure for substation and f stract
communication service interface (ACSI)

Part 71-3: mmon

Part 7-4: atible

Part §-1: D/IEC

Part 9-1: serial

Part 9-2: over

Part 10:

This part is an | | ¢ [ the IEC 61850 standard series. It describés the

philogophy, the wo S other

bodiefs which have

The gommit the contents of this publication will remain unchanged until

2005.| At this date

* refon

* withdrawn;

+ replaced\by a revised edition, or

+ amended.

1 For more details, see Clause 10.

2 Under consideration.

3 To be published.
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COMMUNICATION NETWORKS AND SYSTEMS
IN SUBSTATIONS -

Part 1: Introduction and overview

1 Scope

This techricatreporiis—appheableto—substatien—autemation—system s the
communication between intelligent electronic devices (IEDs) in the su blated
system requirements.

This gart gives an introduction and overview of the IEC 61850 standarad\se ¢ o and
includes text and Figures from other parts of the IEC 61850 stapda

2 Reference documents

IEC 60870-5-103:1997, Telecontrol equipment and ission
protog¢ols — Companion standard for the informatjve

IEC 61850-3: Communication netwQrks\amg S j 1 . General
requifements

IEC 6[1850-5: Communication networks eMS cation
requinements for functions

IEC 61850-7-1: Commuri Basic
communication structure

IEC 61850-7-2: Basic
communication (5 cation
servide interface (AQ

IEC $1850-7-3: : Hvorks and systems in substations — Part 7-3: |Basic
communicatign : hstation and feeder equipment — Common data classes

IEC 4 Rication networks and systems in substations — Part 7-4: |Basic
commnjunisation for substation and feeder equipment — Compatible logical| node
classgs anddata ‘classe

ISO 9001,2001: Qudlity management systems — Requirements

IEEE LC37 2 1996 IFFF Standard Flectrical Power System Device Function Numbers and

Contact Designations
IEEE 100,1996, IEEE Standard Dictionary of Electrical and Electronic Terms

IEEE-SA TR 1550,1999: Utility Communications Architecture (UCA) Version 2.0 — Part 4: UCA
Generic Object Models for Substation and Feeder Equipment (GOMSFE)


https://iecnorm.com/api/?name=34e06b6d5bd53a69b5720265a066c204

TR 61850-1 © IEC:2003(E) —-7-

3 Terms, definitions and abbreviations

3.1 Terms and definitions

For the purposes of this Technical Report, the following terms and definitions apply:

3.11

Abstract Communication Service Interface

ACSI

virtual interface to an IED providing abstract communication services, for example connection,
variahte acCeSsSs; trsoticited—data tlallcfcl, device—controt—and—fite—transfer—set ices,
indepgndent of the actual communication stack and profiles used

3.1.2

bay

a substation consists of closely connected subparts with iohality.
Examples are the switchgear between an incoming or outgoinyg li NG e bus
couplér with its circuit breaker and related isolators and €a SWi : ormer
with i{s related switchgear between the two busbars repre ing , ; 8. The
bay cpncept may be applied to one and a half breake ' ments
by grouping the primary circuit breakers and assocjated~equip i i . These
bays pomprise a power system subset to be pr ing end,
and the control of its switchgear has some co i i ing or
well-defined operation sequences. e ‘ i nt for
maintgnance purposes (which parts ma S i i inimum
impadt on the rest of the substation) or forextensign ple i w line
is to e linked in). These subparts are \ ith the

generjc name “bay controllet” and hav

called ba
p ro

The concept of a bay js n ‘ used all oVer the world. The bay level represents an
additipnal control level be

3.1.3 <i:>

data ¢object
part of a logica esenting specific information, for example, status or
measyrement. ited point of view, a data object is an instance of
a data objec 3 acts are normally used as transaction objects; i.e., thgy are
data gtructure

3.14
device
mechanism«orpie of equipment designed to serve a purpose or perform a functign, for
example; breaker, relay, or substation computer

[IEEE466;4996]

3.1.5

functions

tasks, which are performed by the substation automation system, i.e. by application functions.
Generally, functions exchange data with other functions. The details are dependent on the
functions in consideration. Functions are performed by IEDs (physical devices). Functions
may be split in parts residing in different IEDs but communicating with each other (distributed
function) and with parts of other functions. These communicating function parts are called
logical nodes.

In the context of this standard, the decomposition of functions or their granularity is ruled by
the communication behaviour only. Therefore, all functions considered consist of logical
nodes that exchange data.
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3.1.6

Intelligent Electronic Device

IED

any device incorporating one or more processors with the capability of receiving or sending
data/control from or to an external source (for example, electronic multifunction meters, digital
relays, controllers)

3.1.7

interchangeability

ability to replace a device supplied by one manufacturer with a device supplied by another
manufacturer, without making changes to the other elements in the system

3.1.8
intergperability

ability of two or more IEDs from the same vendor, or from differe
information and use that information for correct execution of specifié

hange

3.1.9
Logidal Node
LN
smallg¢st part of a function that exchanges data. A
methqgds.

afin

d by its datp and

3.1.11
open|protocol
proto¢ol whose stack is either standardise

3.1.11
Physical Device
PD
equivalent to an IED as™

3.1.1%
PICOM

descr|ption of an j cation

attribyites betwet also
contalns the jin ch as
perfofmance &S 2 hnged
over the i brking
group| 34~

3.1.13
protofcol
set of €ules that determines the behaviour of functional units in achieving and perfgrming
commuTication

3.1.14

self-description

a device contains information on its configuration. The representation of this information has
to be standardised and has to be accessible via communication (in the context of this
standard series).

3.1.15

system

within the scope of this standard, system always refers to substation automation systems
unless otherwise stated


https://iecnorm.com/api/?name=34e06b6d5bd53a69b5720265a066c204

TR 61850-1 O IEC:2003(E) -9-

3.1.16

Specific Communication Service Mapping

SCSM

standardised procedure which provides the concrete mapping of ACSI services and objects
onto a particular protocol stack/communication profile.

To facilitate interoperability it is intended to have a minimum number of standardized
mappings (SCSM). Special application subdomains such as “station bus” and “process bus”
may result in more than one mapping. However, for a specific protocol stack selected only
one single SCSM and one single profile should be specified.

A SCSM should detail the instantiation of abstract services into protocol specific single
service or sequence of services which achieve the service as specified in ACS|. Additionally,
a SC$HM should detail the mapping of ACSI objects into object supporte the applifation
protog¢ol.

SCSMs are specified in the parts 8-x and 9-x of this standard series

3.2 | Abbreviated terms

ACSI Abstract Communication Service Interface
AIS Air Insulated Switchgear

CB Circuit Breaker

CDC Common Data Class

DO Data Object

EMC Electromagnetic Compatibi
GOMSFE Generic Object Models fc
IED Intelligent Electronic Devic
GIS Gas Insulated Switchgea

LN
PD
PICO
SA
SAS
SCSM

4 O

The [ 8AS rests on the strong technological development of largetscale
integrpted circu gading to the present availability of advanced, fast, and powerful
microprocessors. The result was an evolution of substation secondary equipment,| from
electrp-tmechanical devices to digital devices. This in turn provided the possibility of
implel i i i i i i uired
functions (protection, local and remote monitoring and control, etc.). As a consequence, the
need arose for efficient communication among the IEDs, especially for a standard protocol.
Up to now, specific proprietary communication protocols developed by each manufacturer
have been used, requiring complicated and costly protocol converters when using IEDs from
different vendors.

The industry’s experiences have demonstrated the need and the opportunity for developing
standard communication protocols, which would support interoperability of IEDs from different
manufacturers. Interoperability in this case is the ability to operate on the same network or
communication path sharing information and commands. There is also a desire to have IED
interchangeability, i.e. the ability to replace a device supplied by one manufacturer with a
device supplied by another manufacturer, without making changes to the other elements in
the system. Interchangeability is beyond this communication standard. Interoperability is a


https://iecnorm.com/api/?name=34e06b6d5bd53a69b5720265a066c204

-10 - TR 61850-1 O IEC:2003(E)

common goal for electric utilities, equipment vendors and standardisation bodies. In fact, in
recent years several National and International institutions started activities to achieve this
goal (see Annex B).

The objective of SA standardisation is to develop a communication standard that will meet
functional and performance requirements, while supporting future technological develop-
ments. To be truly beneficial, a consensus must be found between |IED manufacturers and
users on the way such devices can freely exchange information.

The communication standard must support the operation functions of the substation.
Therefore, the standard has to conS|der the operatlonal requwements but the purpose of the
standpr

operati
descr|bed in order to define their commumcat|on requirements (for example
be exghanged, exchange time constraints, etc.). The communication
maximum possible extent, should make use of existing standards
communication principles.

The standard should ensure, among others, the following fg
e That the complete communication profile is D/OSI
cqgmmunication standards, if available.

e That the protocols used will be open and wil uld be

passible to add new a functionality’

« That the standard is based on dats ob a ¢ ic power
industry.

e That the communication syntax akd iCs data
ohjects related to the y

e That the communi at|o standard consi i icati i ing one
nqgde in the powe el ontrol

syistem. C
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5 History

Starting in 1994, an ad-hoc working group “Substation Control and Protection Interfaces” of
IEC Technical Committee 57 elaborated proposals for a standardisation of communication in
substation automation systems. The following proposals have been presented to and
accepted by the National Committees:

e Elaboration of a standard on functional architecture, communication structure and general
requirements;

« Elaboration of a standard on communication within and between unit and substation

lejels;
* Elaboration of a standard on communication within and between proge i els;
« Elaboration of a companion standard for the informative interface 3 ipment.
The ¢ompanion standard for the informative interface of protectio i been

elabofated by the ad-hoc working group and has been publish

The dommunication interfaces within the substation autop S ented
by thg general structure shown in Figure 1.

(O Remote control (NCC)

Station level functi
\/ﬂ \\ .
) <\ \% \‘}\/
Level 1

Bay unit

« Control -\ﬁection

® Mete . isturbance recorder Protection
. Dlstur ) € order @ O

» Misc. Fung;k\ TCos[” 2 TC95

. 7@*\\3\_ SZalal Faluie Tt

Instrumenta Wi hge Instrumental [Switchgear and
tran former transformers transformer

3 , TC17 TC38 | TC14, TC17

Level 2

Level 0

IEC 1374/03

NOTE | Logical interface 2 (teleprotection) and the interface to the remote control centre (NCC) are bey¢nd the
scope pfithe’/IEC 61850 series.

Figure 1 — Logical interfaces of an SAS

The interfaces between the functional blocks do not represent physical interfaces of physical
devices — they are “logical interfaces”, i.e. they are independent from real communication
systems.

Figure 1 shows the IEC Technical Committees that are responsible for standards related to
devices; a close co-operation with these committees was considered to be mandatory. To
guarantee a close co-operation, all the mentioned committees have delegated specialists to
the working groups responsible for elaboration of the IEC 61850 series.
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6 Approach to the elaboration of an applicable standard

6.1 General

The approach is to blend the strengths of the following three methods: functional
decomposition, data flow, and information modelling.

Functional decomposition is used to understand the logical relationship between components
of a distributed function, and is presented in terms of logical nodes that describe the
functions, subfunctions and functional interfaces.

Data flow is used to understand the communication interfaces that must suppart the exchange

g

of information between distributed functional components and the fungtiona nance
requinements.

Information modelling is used to define the abstract syntax and semantyj i hation
exchgnged, and is presented in terms of data object classes(a ibut stract
object methods (services), and their relationships.

6.2 |Functions and logical nodes

The objective of the standard is to specify requiteme brk to
achieye interoperability between the IEDs suppliéd

The dllocation of functions to devices cation
normally depends on availability requiretments aints,

the sfate of the art of technology, utilities philesgophies\etc. Therefore, the standard ghould
suppqrt any allocation of furctions. Q

In order to allow a free altqcation of furctions to) IEDs

, interoperability should be prgvided

betwgen functions to| bs ed \ station but residing in equipment (physical
devicgs) from di SIS g ctions may be split in parts performed in different
IEDs put comm@l' g wi itributed function). Therefore, the communigation
behayiour of such s (LN) has to support the requested interoperability

of the| IEDs.

The function icadl tions) of an SAS are control and supervision, as wgll as
prote¢tion_and monifgri primary equipment and of the grid. Other functions (slystem
functip ed-to the system itself, for example supervision of the communication

Functjons can™be as
level.

igned to three levels: the station level, the bay level and the process

Early lopit was realised-the logical-interfaces shown in Figure 1 were not sufficientlogical
interfaces between functions at station level and between functions located in different bays
were missing. Therefore a new structure was designed, containing the additional logical
interfaces. The diagram shown in Figure 2 is the basis for the IEC 61850 series.
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Remote control (NCC) I Technical services

STATION LEVEL | FCT. A
ST——

BAY/UNIT LEVEL
| PROT. I<->| CONTR.
Remote
protection I
PROCESS LEVEL | | Remote Process Interface II

NOTE | Interface numbers are for notational
significance.

b other

The meanings of the i

protect@a

IF1:

IF2: d the

IF3:

IF4: s and

IF5:
IF6:
IF7:

IF8: direct data exchange between the bays especially for fast functions such as interlocking.

data exchange between substation (level) and a remote engineer’s workplace.

IF9: data exchange within station level.

IF10: control-data exchange between substation (devices) and a remote control centre
(beyond the scope of this standard).

The devices of a substation automation system may be physically installed on different
functional levels (station, bay, and process). This refers to the physical interpretation of
Figure 2.

NOTE The distribution of the functions in a communication environment may occur through the use of wide area
network, local area network, and process bus technologies. The functions are not constrained to be deployed
within/over any single communication technology.

Process level devices are typically remote 1/Os, intelligent sensors and actuators (see
examples in Figure 2).
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Bay level devices consist of control, protection or monitoring units per bay.

Station level devices consist of the station computer with a database, the operator’'s
workplace, interfaces for remote communication, etc.

To reach the standardisation goals mentioned above, all known functions in a substation
automation system have been identified and split into subfunctions (logical nodes). Logical
nodes may reside in different devices and at different levels. Figure 3 shows examples to

expla

A fun

locatqd in different physical devices. Since all functions communicate

defini

of the|functional steps to be performed until the function is completed.

in the relationship between functions, logical nodes, and physical nodes (devices).

ction is called distributed when it is performed by two or more logical nodes that are
i ome way, the
hel(defjnition

ion of a local or a distributed function is not unambiguous but depe

When| a distributed function is implemented, proper reactions,.on { lor an
included communication link have to be provided, for example i be blpcked
completely or shows a graceful degradation if applicable.

NOTE

The implementation is beyond the scope of the standard seri

[ pa s/ S N2

Logical Synchronis ista Ce\\Mercurrent
Nodes CB switching ctisn | |protection

HMI NN\ X X 1

Sy.Switch >\X\ 2

Dist.Prot. \> X

O/C Prot.

X X X X 4

B;e{k r {
BayET I\\\) X X 5

Bay VT X X 6
-BB-VT X T

Exam

IEC 1376/03

Figure 3 — Relationship between functions, logical nodes, and physical nodes
(examples)

ples in Figure 3: Physical device 1: Station computer, 2: Synchronised switching device,

3: Distance protection unit with integrated overcurrent function, 4: Bay control unit, 5 and 6:

Curre

nt and voltage instrument transformers, 7: Busbar voltage instrument transformers.
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All known functions have been described in IEC 61850-5 by:

« task of the function;

« starting criteria for the function;
e result or impact of the function;
e performance of the function;

e function decomposition;

e interaction with other functions.
NOTE _Standardising functions is not the intention of the IEC 61850 series

All related logical nodes have been described in IEC 61850-5 by:

e gnouping according to their most common application area;

« short textual description of the functionality;

« IHEE device function number if applicable (for protection\and on related
lopgical nodes only, refer to IEEE C.37.2,1996);

¢ relationship between functions and logical
description;

the fungtional

* ejchanged PICOMs described in tables.

the reéquired data integrity have bee Group 03 of CIGRE |Study

‘Dyn}ﬁic’ requirements on transmiss ing their attributes such as
ittee 34; the result has been publist Inaxepoxt and has been used in the IEC §1850

Com
serieq.
Howeler, to simplify the app a¥e been assigned to different mepgsage

types|according to SA

Type n}eJ\\/ Examples

a
/\
14 Fast rr&sséﬁs&lp Trips

14 /\ I;\ait m&g oth Commands, simple messages
A\

2 \@n Wsages Measurands

3 Low sp\eed/r%essages Parameters

4 Raw data messages Output data from transducers and instrument
fransformers

5 File transfer functions Large files

6a Time synchronisation messages a Time synchronisation;
station bus

6b Time synchronisation messages b Time synchronisation;

process bus

7 Command messages with access control Commands from station HMI
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6.3 Substation topologies

As stated earlier, functional requirements should be independent of substation sizes. Thus, it
is necessary to determine, for the complete range of performance requirements, the resulting
data flow (bus load) for different types and sizes of substations. Therefore, representative
types of worldwide substations have been analysed and the resulting data flow is documented
(see IEC 61850-5). Figure 4 shows typical MV and HV substations. All types of substations
that have been considered are described in Annex B.

20 kV L

D1-1 D1-2

LS | T1-2

The ig substations, for example D1-2, is used as follows: Lettgr D is
used s, letter T is used for transmission substations. The¢ first
numb eseniNthe size of the substation (small, medium, large : the bigger the number,
the bi s ssgcond number identifies variants.

NA

N
PN
47
7
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6.4 Dynamic scenarios
The data-flow at logical interfaces has been calculated for normal and worst-case conditions

for typical substations. Table 2 gives an example for the substation type T1-1. The data flow
contains the information bits only and no protocol or message overhead.

Table 2 — Calculated information flow at logical interfaces (example)

Interface State of operation Maximum busload Remarks
number [Kilobytes/s]
Single network Normal 244
Single network Worst-case 442 f\
3,6 123 station bus N
8 " 24 Station bus
4,5 " 295 Procest,\qll }\e\ehu{s \/
4,5 " 65 Proceg§ bque der IV

NOTE
assum

and is

6.5

dtation
er the

Logicgl interfaces may be mapped to
bus nprmally implements the logical inte

logicgl interfaces 4 and 5. The logical | hpped
to ei}er or to both. This mappmg will - j |mpact on the resulting required
perfofmance of the selected ! i g Figures 5 and 6).

Mapp|ng of all logical i 9 ) bus is possible, if this satisfies the performance
requifements.

O Logical interfaces !”" Physical interfaces

IEC 1378/03

Figure 5 — Mapping of logical interfaces to physical interfaces;
mapping of logical interface 8 to the station bus
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O Logical interfaces !~~ | Physical interfaces

[

Figure 6 — Mapping of logical interfaces to physica
mapping of logical interface 8 to the proces

71 Independence of communication from application

This gtandard specifies a set of abstract service bns to
be wrjtten in a manner which is independent i¢' protocol. This abstraction allows
both yendors and utilities to maintain applicat i i d to optimise this functignality
when|appropriate. The application modekspesifi thi 3 rd consists of:

A verjdor/user generated application respond to the appropriate pet of
Abstract Communication ervce inte

This 3 s and

“appli
subst

The g
issue

The
protoc
Servi
data.

cation obj " al
htion auto @
through the use ofCo

tandard standardi srvices to be used between application

The

change of information among components of a

tiated

local

Cation
cation
hcrete

EC€C” 61850 series provides an assortment of mappings which can be use

d for

communication within the substation; the selection of an appropriate mapping depends on the
functional and performance requirements.

NOTE

Only application components that implement the same SCSM will be interoperable.
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Application

Abstract communication
service interface

| | — e
Specific communication
SCSM 1 SCSM 2 SCSM n
| | | I

service mapping
1

L Specific
interfaces
AL 1 ! AL 2 ALDn e

: I I I Application layer 7

< ACSI

<«—— Layers1..6

Communication stacks
AL = Application layer

Figure 7 — Basic reference

This mapping is shown in Figure 7 as “SCSM“. Agcordin i elated
applidation layer, the effort for the mapping can be different.

7.2 |Data modelling and services

Logicgl nodes can only interoperate nd to
proceps the data received (syntax and used.
Thus |it is necessary to standardise their
identification within the logical nodes.

Data pnd services of & le first
level describes abstr nation
betwden logical des® hodel.
This ipcludes a spegifj bdes.
Levell1: Abstrag

The ACSI specifies bmain
(substatio i i nisms
not onl i ble for

contrglling primary equipwient.

Levell2: Common Data Classes

The second level defines “Common Data Classes” (CDC). A common data class defines
structured information consisting of one or more attributes. The data type of an attribute may
be a foundation type (for example INTEGER) as defined in IEC 61850-7-1. More data types
are defined as common data attribute types in level 2. Data classes as defined in level 3 are
specialisations of CDCs according to their specific use in the application context.

Level 3: Compatible logical node classes and data classes

This level defines a compatible object model specifying logical node classes and data
classes. No additional specification is required as the identification and meaning (semantics)
of the logical node and data classes are defined. An example for a data class is ’switch
position with quality and time stamp’.
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Data classes of this level are similar to ‘objects’ defined in IEC 60870-5-103. Logical nodes of
this level are similar to ‘bricks’ defined in Utility Communications Architecture (UCA)
Version 2.0 (see reference in Annex B, point 12)).

Compatible  Objects with non- Objects based on

Objects standardized new data classes
L semantics
Level 3:
Logical node classes
and data classes

8 G

8.1

If a (
vendd

system handling and hp

inthe IEC 6
Level 2: R
common — =
data classes n ;W“?

Level 1: ’S_’/% &, / v
égr?]tr:]al?rt\ication Services | Abstract date{de}\l\\

service interface

A IEC 1381/03
Figure 8 — The modelling approach of IEG 618560 series

eneral system aspects

Motivation

rs, it expects not enly ¢tions and devices, but also a u

tility is planning to/build 2 is int ing to combine IEDs from different

hiform

This is the rea e series eoyérs not only communication, but also qualjtative
properties of e ; \ res for quality management, and configuration
manapement.

8.2

Compone both configuration and operational parameters. Configuration
para ange;
operati ystem
operatti

System<{parameters determine the co-operation of IEDs including the internal structurels and
procedures—of an-SAS-inrelationto-its technological limits and-available components—Slystem

parameters must be consistent; otherwise distributed functions are not working correctly.

Process parameters describe information exchanged between the process environment and
the SAS.

Functional parameters describe the qualitative and quantitative features of functionality used
by the customer. Normally the functional parameters are changeable on-line.

Tools should be able to exchange at least system and configuration parameters, and to detect
(and prevent) violations of consistency. One way to achieve this is illustrated in Figure 9.

Synta

x and semantics of system parameter exchange is specified in IEC 61850-6.4

4 Under consideration.


https://iecnorm.com/api/?name=34e06b6d5bd53a69b5720265a066c204

TR 61850-1 O IEC:2003(E) -21-

System engineering tool

«Consistency check TooL 1
|ED1 ~=——— +Input into the station —r |
VENDOR 1 Ile\?eltIE[t) t;:l et k}: -
=
="\
SYSTEM
IED2 IEDn PARAMETERS
VENDOR 2 VENDOR n
r I I00L !1 JI / /
TOOL 2
— ==
p e P+ A
= \o =\
= =2
C 0
Figure 9 — Exchange of system paramete
Engin ecific functignality
and th
] pr
] p’c'
e dd
The IEC 61850 series defines requirem eering-tools, especially for slystem
config
8.3
Engineering of a sys arts wefore the system is physically available. In adgition,
modefn IEDs a s different tasks. However, this might not mean that all
possible tasks car pdnNN\g e same time, which leads to the situation that several
capah ave to be defined, each allowing to instantiate/Use all
of the
Ther ; f s’might be self-descriptive, the device capabilities as well their
projegt g ific, copfiguration in general and with respect to the system parameters should be
avail
To bg ablesto exchange the device descriptions and system parameters between topls of
differgnyy manufacturers in a compatible way, IEC 61850-6 defines a substation configuration
langupge”(SCL). This language allows

« to describe the capabilities of an IED in terms of the models of IEC 61850-5 and

IEC 61850-7-x for import to the system engineering tool.

« to describe all data needed to define system parameters for a single IED. This includes

especially the binding of the IED and its functions to the substation itself, in terms
single line diagram, and its place in the communication system.

The language itself is based on XML. For the above purpose it contains the foll
subsections:

* Substation subsection: describes the substation single line diagram, and its bind

of its

owing

ing to

logical nodes as well as the placement of logical nodes onto IEDs. Thus also the binding

of IEDs to substation parts and substation devices is defined.
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« Communication section: describes the communication connections between IEDs in
terms of connecting communication links.

* |ED section: describes the capabilities (configuration) of one or more |IEDs, and the
binding to logical nodes on other IEDs.

* LNType section: defines which data objects are actually contained within the logical node
instances defined for the IEDs.

8.4 Quality and life-cycle management

The IEC 61850 series covers quality assurance for system life-cycles, with definition of the
utiIity s—and-the-vendor's lcapuuaibiiitica.

The vendor’s responsibility ranges from development complying W|th
type t{est and certifications (including standards conformance certif
delivdries after discontinuation.

As SAS and its components are subject to continuou
comppnents, and the engineering tools should be un4g
identifiers.

An ex@mple for vendors’ obligations for deliveries af & shown in Figure 10.
Discontinuation

Winimum annual order

Spare parts and repair service
Hardware and software versions

Adaptive interfaces

| | | | >
\5> 10 15 20 years

IEC | 1383/03

8.5 General requirements

General requirements of the communication network are defined in IEC 61850-3, with
emphasis on the quality requirements. It also deals with guidelines for environmental
conditions and auxiliary services, with recommendations on the relevance of specific
requirements from other standards and specifications.

Quality requirements are defined in detail, such as reliability, availability, maintainability,
security, data integrity and others that apply to the communication systems that are used for
monitoring and control of processes within the substation.
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Other “general” requirements are geographic requirements. Communication networks within
substations should be capable of covering distances up to 2 kilometres. For some
components of an SAS, for example bay control units, there is no responsible “product
committee” in the IEC. Therefore, environmental conditions have to be standardised by
referring to other applicable IEC standards.

References have been made to other IEC normative documents concerning climatic,
mechanical, and electrical influences that apply to the communications media and interfaces
that are used for monitoring and control of processes within the substation.

Communications equipment may be subjected to various kinds of electromagnetic
disturpances, conducted by power supply lines, signal lines or direcfly—radiatedhby the
envirgnment. The types and levels of disturbance depend on the particulal conditions_ in which
the cqmmunications equipment has to operate.

For HMC requirements, other IEC standards are referenced.
mentg have been elaborated.

quire-

9 Clonformance testing

Confgrmance claims and the establishment of their\v f the
accegtance of systems and equipment. JEC 6186 thods
for cdnformance testing of devices @ ; ySt gives
guidelines for setting up test enviro inter-
operapility of devices and systems.

Safety and EMC complian

10 §

The t
follows:

gre as

IEC 6

o Cq

IEC 6[1850-3 General requirements

« Quality requirements (reliability, maintainability, system availability, portability, security).
¢ Environmental conditions.
e Aukxiliary services.

¢ Other standards and specifications.

5 Under consideration.
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IEC 61850-4 System and project management

« Engineering requirements (parameter classification, engineering tools, documentation).
« System lifecycle (product versions, discontinuation, support after discontinuation).

e Quality assurance (responsibilities, test equipment, type tests, system tests, FAT and
SAT).

IEC 61850-5 Communication requirements for functions and device models

¢ Basic requirements.

e Ldgical nodes approach.

¢ Lqggical communication links.
 PICOM concept.

e Ldgical Nodes and related PICOMs.

« Performance.

¢ Fdnctions.

e “Dynamic scenarios” (information flow requiremen s).

IEC 6[1850-6 Configuration description langua
subsfations related to IEDs 6

¢ Oyerview on intended system engingering p

< Definition of system and configura XML

cantaining

IEC 6[1850-7-2: sihmunication structure for substation and feeder equipment —
act communication service interface (ACSI)

* Description of the ACSI.
« Specification of the abstract communication Services.

*« Model of the device database structure.

IEC 61850-7-3: Basic communication structure for substation and feeder equipment —
Common data classes

« Common data classes and related attributes.

IEC 61850-7-4: Basic communication structure for substation and feeder equipment —
Compatible logical node classes and data classes

« Definitions of logical node classes and data classes; logical node classes are composed of
data classes.

6 Under consideration.
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IEC 61850-8 Specific communication service mapping7

* Mapping(s) of services commonly used for communication within the whole substation
IEC 61850-9 Specific communication service mapping7

« Mapping(s) of services used for the transmission of sampled analogue values

IEC 61850-10 Conformance testing’

e« Conformance test procedures.

A Q a:lty doourdarliveo alld tUOt;IIU.
* Regquired documentation.
* Device related conformance testing.

e Certification of test facilities, requirement and validation of test e m

@%
X

7 Under consideration.


https://iecnorm.com/api/?name=34e06b6d5bd53a69b5720265a066c204

- 26 - TR 61850-1 O IEC:20

Annex A
(informative)

Types of substations and communication bus structures

A.1 Definitions of typical substation configurations

03(E)

The perfermanrce—reguirerren eh—a—eemroricatieon—retwe A—a—SHBo nd on
the sige of the substation and its importance in the power system. In th tions,
substations are classified according to their sizes and functions. The peg twork
functi

To esftablish communication performance requirements, substations d into
distriution and transmission substations. A distribution substation is being
predo The
one ission
subst eders
(i.e., Mhese
voltag efined
differ:Ln bower
syste \ ple, a
feedef, a transformer or a capacitor ba

Subsfations, having no remote control\facilities a S (Substation Automation System),
are n¢t considered in this documep %

A.2 [Types of substatio

A.2.1

A sub an five ®l&ments. A typical example is a switching station with 4
feede a-bre he“substation would be equipped only with simple over-current
prote ' s, bay level HMI and limited control facilities, for example only
circui may only include a single phase current from each f¢eder.
Subs wati limited to the remote control gateway. Communication slystem
interf i , and 6 plus sometimes 4 and 5.

Usually only-aTirni ubstation level in the automation system exists, consisting primgrily of
the re[mote ¢control gateway.

For some distribution substations, the primary equipment is designed as enclosed,
preassembled modules with all equipment, including bay control and relaying installed by the

vendor. This allows for a complete set-up and testing of communication interfaces 3, 4
at the factory, with very little additional work required at the field site.

and 5
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20 KV & Circuit breaker

Switch
/I j'Z /I 34,5kV /I/ V'VIC

(disconnector)

13,8 kV

IEC 1384/03

A.2.2 D2 Medium distribution substation

The most common type of substation has more than five but le§s \{ha ements.
A typical example would be a substation with two incoming feedet S ers, two
busbgrs on the low voltage side and a number of outgoing feeers S ar on
each | voltage level. The substation will have overcurrenqt, and
transformer differential protection. The busbar is protect by hackp bction
on in¢oming feeders, with blocking signals from outgeir gdlarms
will be communicated; metering will include busba ¢ from
each feeder. Bay level control includes all circuit- brak 3 i . tation
level will include a simple HMI, i matic
control functions for voltage level and ays is
used for directional relay blocking signs

For this size of substation and larger(substatio ion-wi icati ork is

necessary.

The JAS communicati

o |
OUY U | ey

IEC 1385/03

Figure A.2 — Examples of typical single line diagrams for type D2

A.2.3 D3 Large distribution substation

A large distribution substation would have more than 20 elements, often considerably more.
A typical example might be at least two voltage levels, several busbars, transformers etc. The
protection scheme, beside all D2 functions, might include differential busbar protection.
The station level includes a full function HMI, all switchgear are controlled and all individual
alarms are transmitted. Metering will include busbar voltages and three-phase feeder currents,
and active and reactive power etc. The busbar topology might change during the course of
operation. Special functions, for example automatic switching sequences are commonly used.
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Communication between substation and control centre may consist of main and back-up links.

Communication between bays for interlocking, for example, will be required.

For the largest substations, the local communication network might be split in segments

connected via routers in order to limit the number of connected nodes on each segment.

The SAS communication interfaces utilised are 1, 3, 4, 5, 6, 7 and 8.

A.2.4

In contrast to distribution efass s y h equipment is often assembleq
separpte items delivered\di S ¥ substation site, in which case it
possible to set up and icationnfull at/the factory before delivery.

A small transmi ] i i > rave less than 10 elements and will have
impo:Iant positio . edundant protection may be not used in all ¢
Feedgr protection r \ incorpdrate transfer tripping (interface 2) and diffe
busbdr protectiop’is . he sustat|on level automation is limited to a remote g
gateway and a si i breakers and sometimes other switches are cont
Metering will"i DUSE ltage and feeder single phase currents, active and re
power. ilitiesy inclyde fault recording on all transmission level feeders.
Communica

1386/03

from
is not

b less
ases.
ential
ontrol
olled.
active

220 kV 110 kV

132 kV

IEC 1387/03

Figure A.4 — Examples of typical single line diagrams for type T1


https://iecnorm.com/api/?name=34e06b6d5bd53a69b5720265a066c204

TR 61850-1 O IEC:2003(E) -29 -

A.2.5 T2 Large transmission substation

A large transmission substation has more than 10 elements with an important position in the
power system. There will be several busbars and transformers. A high standard of protection
is used, including both backup and redundant protection systems. Special automatic
functions, such as network restoration or pre-set switching sequences, will be included. Fault
recording and local handling of alarms and events will be part of the system. There is a full-
scale station level automation with HMI, control of all switchgear and station-wide interlocking
schemes. Communication between bays will be required.

There may be requirements for redundant communication links both inside the substation as
well as_hetween substation and caontrol centre The substation communication netwaork might

be split in sections for the largest substations.

All communication interfaces are used. <\
T 345 kV e Qﬁ@ %ﬁ \%ﬁ

~\ ,

ey 8 ¢ 8 8 ¢

h \J IEC 1388/03
mple.of typical single line diagram for type T2

Therel can be sgmkinations. of pes of substations, for example a transmission subdtation
(T1) that ] S bution level feeders (D2). In such cases, the comnlbined
requireme i )

{4 15

(L&

A.2.6

There will be
differ¢nt owher
locatipns éte:

the substation communication network is split. This may be dque to
rol centres) for different parts, different voltage levels, geographical
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A.3 Types of substations and interfaces used

Table A.1 summarises the interrelationship between the communication interfaces and the
substation types. An X indicates that the corresponding interface is used, an (X) mark

indicates the interface might be used by some utilities, but not by all.

Table A.1 — Types of substations and interfaces used

Substation Interfaces used
Type 1 3 4 5 6 7/‘ 8

D1 X X {\\ A

D2 X X (X) (X) X \\&Q \<

D3 X X (X) (X) RN \,§ X

T X X X X \5 \x\

T2 X X X x <AL X

N\

Table|A.2 gives an overview of the main distinguishihg €le en - bstation types] An X
indicgtes that the function is normally found in ghe, ¢ e, an (X) indicates that the
functipn, whilst normally not found, sopetime i ation type.
Under HMI, “bay level” stands for operation fre itchgear bay itself in case of medium
voltag % 8, e of high voltage substations. Simple
statio gcreen showing alarms and $witch
positi I would normally include one ¢r two
full g ds overviews and selections, ng of

histor

Unde i 8 i g, indicating functionality levels, are shown.
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