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4) In ¢rder to promote international uniformity, TEC Nati o ittees”undertake to apply IEC Publications
trarjsparently to the maximum extent posgible in thei ional and regional publications. Any divdrgence
betjveen any IEC Publication and the corre ional er regional publication shall be clearly indiqated in
thellatter.

5) IE(Q itself does not provide i Nndependent certification bodies provide corfformity
assessment services ang, in s 8 to IEC Jmarks of conformity. IEC is not responsible for any
seryices carried out by inde S

6) All hisers should e

7) No employees, servants or agents including individual expefts and
me fational Committees for any personal injury, property danmpage or
oth vhether direct or indirect, or for costs (including legal fegs) and
expenses arising{ out, of_the “publication, /Juse of, or reliance upon, this IEC Publication or any othler IEC
Pulj

8) Attg ive>references cited in this publication. Use of the referenced publicajions is

9) Attg i e possibility that some of the elements of this IEC Publication may be the subject of
pate h > held responsible for identifying any or all such patent rights.

The npain taskof tTEC technical committees is to prepare International Standards. Howeler, a

technjcal committee may propose the publication of a technical report when it has collected

data ¢f\a.different kind from that which is normally published as an International Standafd, for
example “state of The art.

IEC 62541-2, which is a technical report, has been prepared by subcommittee 65E: Devices

and integration in enterprise systems, of IEC technical committee 65:

measurement, control and automation.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
65E/93/DTR 65E/155/RVC

Industrial-process

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts of the IEC 62541 series, under the general title OPC Unified Architecture,
can be found on the IEC website.

The committee has decided that the contents of this publication will remain unchanged until
the stability date indicated on the IEC web site under "http://webstore.iec.ch" in the data
related to the specific publication. At this date, the publication will be

* reconfirmed,

* withdrawn,

+ replaced by a revised edition, or
*+ amended.

A bilingual version of this publication may be issued at a later date.
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INTRODUCTION

This technical report introduces security concepts for OPC Unified Architecture as specified
by IEC 62541. This technical report and specification are a result of an analysis and design
process to develop a standard interface to facilitate the development of applications by
multiple vendors that inter-operate seamlessly together.

@%
S
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OPC UNIFIED ARCHITECTURE -

Part 2: Security Model

1 Scope

This part of IEC 62541 describes the OPC Unified Architecture (OPC UA) securlty model. It
deSCI' |9AS2S) LIIG DCbUIILy I.IIIGGI.D UI LIIG }Jllyblbdl, IIdIUVVdIU dllu DUILVVGIU UIIVIIUIIIIICIILa III \Nh'Ch
OPC [UA is expected to run. It describes how OPC UA relies upon other _standangls for
secur|ty. It gives an overview of the security features that are specme i of the
OPC [UA specification. It references services, mappings, and pro cified
normgtively in other parts of this series of standards.

Note [that there are many different aspects of security tha when
develpping applications. However since OPC UA specif I, the
focusl|is on securing the data exchanged between application

This does not mean that an application developer c : ity like
proteg¢ting persistent data against tampering. It imy the developer look into all
aspeq 2y/¢ e 3d icati

This server
applig

It is & ervices and XML/SOAP. Informatipn on
these

2 N

The f

of the

IEC 6

IEC 6

3 T

P541-1,(ORC Unified Architecture — Part 1: Overview and concepts

dition

prms, definitions, abbreviations and conventions

3.1

Terms and definitions

For the purposes of this document the following terms and definitions as well as the terms and
definitions given in IEC 62541-1 apply.

3.11
Appli

cation Instance

individual installation of a program running on one computer

NOTE There can be several Application Instances of the same application running at the same time on several
computers or possibly the same computer.
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3.1.2

Application Instance Certificate

Digital Certificate of an individual instance of an application that has been installed in an
individual host

NOTE Different installations of one software product would have different Application Instance Certificates.

3.1.3

Asymmetric Cryptography

Cryptography method that uses a pair of keys, one that is designated the Private Key and
kept secret, the other is called the Public Key that is generally made available

NOTE | Asymmetric Cryptography, also known as "public-key cryptography". In an asymmetric-encryptionalgorithm
when gn entity A wants to ensure Confidentiality for data it sends to another entity B, ehtity A e data
with a Public Key provided by entity B. Only entity B has the matching Private Key that\ ypt the
data. Iln an asymmetric digital signature algorithm when an entity A wants to tegrii brovide
Authentication for data it sends to an entity B, entity A uses its Private Key to sign . 1 ighature,
entity B uses the matching Public Key that entity A has provided. In an asymmetric agre 9 gorithn], entity
A and gntity B each send their own Public Key to the other entity. Then each t A Private F nd the
other's|Public Key to compute the new key value. See IS Glossary.

314

Asymmetric Encryption

mechanism used by Asymmetric Cryptography for of an
entity|and for decrypting data with the associated

NOTE | See 3.1.3 for details.

3.1.5

Asymmetric Signature

mech@nism used by Asymmetric Cryp ' g data with the Private Key |of an

entity|and for verifying the ociated Public Key

NOTE | See 3.1.3 for detail

3.1.6 Q
Auditpbility

secur|ty objective tha actions or activities in a system can be recorded

3.1.7

Auditing

tracking s in the system, including security related activities whefe the
Auditreco used fo verify the operation of system security

3.1.8

proceps Of verifying the identity of an entity such as a client, server, or user

Authantication

3.1.9
Authorization
process of granting the right or the permission to a system entity to access a system resource

3.1.10
Availability
running of the system with unimpeded capacity

3.1.11
Confidentiality
protection of data from being read by unintended parties
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3.1.12

Cryptogrophy

transforming clear, meaningful information into an enciphered, unintelligible form using an
algorithm and a key

3.1.13

Cyber Security Management System

CSMS

program designed by an organization to maintain the security of the entire organization’s
assets to an established level of Confidentiality, Integrity, and Availability, whether they are
on the business side or the industrial automation and control systems side of the organization

3.1.14

Digital Certificate

structure that associates an identity with an entity such as a user, a ication
Instanice where the certificate has an associated asymmetric key ed to
authepticate that the entity does, indeed, possess the Private Key

3.1.14%

Digitgl Signature

value|computed with a cryptographic algorithm and in stich a way that any
recipient of the data can use the signature to verify the data's_origi

3.1.1¢

Hash|Function

algori ; as bbject
that npaps to a given hash result (the " to the
same S

3.1.17

Hashed Message Authe

HMAQ

MAC that has bn

3.1.18

Integri

secur|ty goa i in a
unauthorized

NOTE

3.1.1¢

Key Bxchange Algofithm

protog¢olused for establishing a secure communication path between two entities [in an
unsedured_environment whnrnhy both entities Qpply a Qpnrifir algnrifhm to Qnmlrnly exchange

secret keys that are used for securing the communication between them

NOTE A typical example of a Key Exchange Algorithm is the SSL Handshake Protocol specified in SSL/TLS.

3.1.20

Message Authentication Code

MAC

short piece of data that results from an algorithm that uses a secret key (see Symmetric
Cryptography) to hash a message whereby the receiver of the message can check against
alteration of the message by computing a MAC that should be identical using the same
message and secret key

3.1.21
Message Signature
Digital Signature used to ensure the Integrity of messages sent between two entities
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NOTE There are several ways to generate and verify Message Signatures, however, they can be categorized as
symmetric (see 3.1.32) and asymmetric (see 3.1.5) approaches.

3.1.22

Non-Repudiation

strong and substantial evidence of the identity of the signer of a message and of message
integrity, sufficient to prevent a party from successfully denying the original submission or
delivery of the message and the integrity of its contents

3.1.23
Nonce
random number that is used once, typically by algorithms that generate security keys

3.1.24
OPC UA Application

OPC UA Client, which calls OPC UA services, or an OPC UA Ser
servides

those

3.1.24%
Private Key
secref component of a pair of cryptographic keys used fo

3.1.26
Public Key

publidly-disclosed component of
Cryptpgraphy, see IS Glossary

metric

3.1.27

Publi¢c Key Infrastructure

PKI

set of| hardware, softwa nolicies a , , lstore,

distrijute and revoke Digi

NOTE | The core P ficates
when fequired, and to a r data
Confidentiality may be eerat d b a.certificate rate its
own kely pair improve Kl and
X509 HKI for more deta

3.1.2
Rivest-&
RSA
algorithm for(As atri i i i , [ ir, and
Leongrd Adteman,se€ IS Glossary

3.1.29
Secure Channel

in OPC UA, a communication path established between an OPC UA client and server that
have authenticated each other using certain OPC UA services and for which security
parameters have been negotiated and applied

3.1.30

Symmetric Cryptography

branch of cryptography involving algorithms that use the same key for two different steps of
the algorithm (such as encryption and decryption, or signature creation and signature
verification), see IS Glossary
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3.1.31

Symmetric Encryption

mechanism used by Symmetric Cryptography for encrypting and decrypting data with a
cryptographic key shared by two entities

3.1.32

Symmetric Signature

mechanism used by Symmetric Cryptography for signing data with a cryptographic key shared
by two entities

NOTE The signature is then validated by generatmg the signature for the data again and comparmg these two
Signat res |f fhou are-the sama than thg e:nngh:rn is ualu-l otherwisae githar thg |/n\l or-the-datais—different-from the

two enfities. Subclause 3.1.17 defines a typlcal example for an algorithm that generates Sy, tric Signatures.

3.1.33
X.509| Certificate
Digita Certificate in one of the formats defined by X.509 v1, 2, or 3

NOTE | An X.509 Certificate contains a sequence of data items and bn that

sequence.

3.2 |Abbreviations and symbols
CSMS Cyber Security Management System
DSA Digital Signature Algorithm
PKI Public Key Infrastructure

RSA public key algorithm for signi on, Rivest, Shamir, Adleman
SHA1
SOAH
SSL
TLS
UA
URI

XML

Secure Hash Algorithm 1

3.3

The f
used

htions

4 OPC UA'Security architecture

4.1 LOPC UA security environment

OPC UA is a protocol used between components in the operation of an industrial facility at
multiple levels: from high-level enterprise management to low-level direct process control of a
device. The use of OPC UA for enterprise management involves dealings with customers and
suppliers. It may be an attractive target for industrial espionage or sabotage and may also be
exposed to threats through untargeted malware, such as worms, circulating on public
networks. Disruption of communications at the process control end causes at least an
economic cost to the enterprise and can have employee and public safety consequences or
cause environmental damage. This may be an attractive target for those who seek to harm the
enterprise or society.

OPC UA will be deployed in a diverse range of operational environments, with varying
assumptions about threats and accessibility, and with a variety of security policies and
enforcement regimes. OPC UA, therefore, provides a flexible set of security mechanisms.
Figure 1 is a composite that shows a combination of such environments. Some OPC UA
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clients and servers are on the same host and can be more easily protected from external
attack. Some clients and servers are on different hosts in the same operations network and
might be protected by the security boundary protections that separate the operations network
from external connections. Some OPC UA Applications run in relatively open environments
where users and applications might be difficult to control. Other applications are embedded in
control systems that have no direct electronic connection to external systems.

Internet

OPC Client .
S
Enterprise Network L‘_] *

[Sj
Attacker OPC Server
Eve < \

<
OPC Client CA OPCZ Clien A
Bob [Theresa] /C/\I\ \
/)
ol ©)

Operations Network

OPC Serve(
Alice
OPC %lent
|

I
&C Server OPC Se

(\ = Security

Boundary
Q Protection

IEC 303/10

OPC Client

Plant Floor Network

N
er

Figure 1 — OPC UA network model

OPC U run at different places in this wide range of environments. [Client
and gerver-may comt icate within the same host or between hosts within the highly
prote¢ted contrel network. Alternatively, OPC UA clients and servers may communicate [in the
much| more-open™environment over the Internet. The OPC UA activities are protected by
whatdver 'security controls the site provides to the parts of the system within which ORC UA
Appligations run.

4.2 Security objectives
4.21 General

Fundamentally, information system security reduces the risk of damage from attacks. It does
this by identifying the threats to the system, identifying the system’s vulnerabilities to these
threats, and providing countermeasures. The countermeasures reduce vulnerabilities directly,
counteract threats, or recover from successful attacks.

Industrial automation system security is achieved by meeting a set of objectives. These
objectives have been refined through many years of experience in providing security for
information systems in general and they remain quite constant despite the ever-changing set
of threats to systems. They are described in the following subclauses. Following the
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subclauses that describe the OPC UA security architecture and functions, subclause 5.2
reconciles these objectives against the OPC UA functions.

4.2.2 Authentication

Entities such as clients, servers, and users should prove their identities. Authentication can
be based on something the entity is, has, or knows.

4.2.3 Authorization

The access to read, write, or execute resources should be authorized for only those entities
that hgve—a—reed-forthat-aceess—withirtherequirements—ef-the-system—Autherzation—gan be

as cogrse-grained as allowing or disallowing a client to call a server or it could be much finer
graingd, such as allowing specific actions on specific information items by, specific

4.2.4 Confidentiality
Data ghall be protected from passive attacks, such as eavesdroppi ata is
being| transmitted, in memory, or being stored. To provide 1 ialit at yption

algorithms using special secrets for securing data are ust yet . n and
authofization mechanisms for accessing that secret.

4.2.5 Integrity

Receiyers shall receive the same informa f being
chanded during transmission.

4.2.6 | Auditability

Actionjs taken by a systen blders

that this system works ja

4.2.7 Availabi
Availgbility is impairg when
software or the co 3 is overwhelmed processing input. Impaired Availability

in OFC UA canappe down of subscription performance or inability tp add
sessigns for g

4.3 |Sécuri
4.3.1

OPC DA provides countermeasures to resist the threats to the security of the information that
is commuynicated. The following subclauses list the currently known threats to environmgnts in
which i - i i curity
architecture and functions, subclause 5.1 reconciles these threats against the OPC UA
functions.

4.3.2 Message flooding

An attacker can send a large volume of messages, or a single message that contains a large
number of requests, with the goal of overwhelming the OPC UA server or components on
which the OPC UA server may depend for reliable operation such as CPU, TCP/IP stack,
Operating System, or the File System. Flooding attacks can be conducted at multiple layers
including OPC UA, SOAP, [HTTP] or TCP.

Message flooding attacks can use both well-formed and malformed messages. In the first
scenario the attacker could be a malicious person using a legitimate client to flood the server
with requests. Two cases exist, one in which the client does not have a session with the
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server and one in which it does. Message flooding may impair the ability to establish OPC UA
sessions, or terminate an existing session. In the second scenario an attacker could use a
malicious client that floods an OPC UA server with malformed messages in order to exhaust
the server’s resources.

More generally message flooding may impair the ability to communicate with an OPC UA

entity

and result in denial of service.

Message flooding impacts Availability.

See 5.1.2 for the reconciliation of this threat.

4.3.3

Eaveg
inac

the at|

serve

Eaveg
objec

See §

4.3.4

An at
layers

By sp

4.3.5

Netwd

bofing me
operations and aveid

Eavesdropping

dropping is the unauthorized disclosure of sensitive informatio
itical security breach or be used in follow-on attacks.

facker might record and capture messages. It may b
" to recover from a compromise of the operating

dropping impacts Confidentiality directly-and 5 of the other sg
ives indirectly.
.1.3 for the reconciliation of this threat.

Message spoofing

message \sent forward to OPC UA clients and servers. Message alteration may
]lmate access to a system.

illegit

rk traffic and.application layer messages may be captured, modified, and the mg

rectly

cture,
ent or

curity

ultiple

dified
allow

Message alteration impacts Integrity and Authorization.

See 5.1.5 for the reconciliation of this threat.

4.3.6

Message replay

Network traffic and valid application layer messages may be captured and resent to OPC UA
clients and servers at a later stage without modification. An attacker could misinform the user
or send in an improper command such as a command to open a valve but at an improper time.

Message replay impacts Authorization.

See 5.1.6 for the reconciliation of this threat.
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4.3.7 Malformed messages

An attacker can craft a variety of messages with invalid message structure (malformed XML,
SOAP, UA Binary, etc.) or data values and send them to OPC UA clients or servers.

The OPC UA client or server may incorrectly handle certain malformed messages by
performing unauthorized operations or processing unnecessary information. It might result in
a denial or degradation of service including termination of the application or, in the case of
embedded devices, a complete crash. In a worst case scenario an attacker could also use
malformed messages as a pre-step for a multi-level attack to gain access to the underlying
system of an OPC UA application.

Malfofmed messages impact Integrity and Availability.

See §.1.7 for the reconciliation of this threat.

4.3.8 Server profiling

An at ver or
client unt a
more lid or
invaligl formatted messages to the target and try to rfecognize ‘ attern

of its
Servel
See §

4.3.9

An at
about
(with
user.

55ing)
sages
brized

Sessi

See §.1.

4.3.10 Rogue server

An afttacker build d of a

genuine OC A ever.
The OPC client may disclose necessary information.

A rogue server impacts all of the security objectives except Integrity.
See 5.1.10 for the reconciliation of this threat.

4.3.11 Compromising user credentials

An attacker obtains user credentials such as usernames, passwords, certificates, or keys by
observing them on papers, on screens, or in electronic communications; by cracking them
through guessing or the use of automated tools such as password crackers.
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An unauthorized user could launch and access the system to obtain all information and make
control and data changes that harm plant operation or information. Once compromised
credentials are used, subsequent activities may all appear legitimate.

Compromised user credentials impact Authorization and Confidentiality.
See 5.1.11 for the reconciliation of this threat.

4.4 OPC UA relationship to site security

OPC UA security works within the overall Cyber Security Management System (CSMS) of a
site. pites often have a CSMS that addresses security policy and procedures, perspnnel,
respopsibilities, audits, and physical security. A CSMS typically addresses ats that-ijclude
those i i 3. i isk erminel what
secur

Resulfi i i i f ! at’prgvides
mult|p 8 ect”against all
attack S inEigure include firgwalls,

intrus i ections, and contrgls on
medig 5 i bf the
systetn may include hardened configuration of (the i , security [patch
mana , i-Vi , r in_the.control network. Standards
that npay be followed by a site include \ ) which are refereng¢ed in
Biblio

The spcuri i i ~ RC UA interfaces. That is, the sgcurity
requin e deployed at a site are specified by the site,
not b i . . peC| ies features that are intended s¢ that

confof >’security requirements that are exgected
to be [made by sites whe hose who are responsible for the sgcurity
at thg site should_det i f neetthe site requirements with OPC UA conformant
produfts.

The s
and p

>UA clients or servers should analyze its security| risks
o mitigate those risks to achieve an acceptable lgvel of

security. e\wide variety of security needs that might result from| such
indivigual ana S \ clients and servers are required to be implemented with gertain
secur ; e are available for the system owner’s optional use. Each system pwner
should be e atlc ecurity solution that meets its security and economic requirements
using vinat 1€chanisms available within the OPC UA specification and extefnal to
OPC

ite are

security

specmcatlons however, are reqwrements placed upon OPC UA cllent and server products,
and recommendations of how OPC UA should be deployed at a site in order to meet the
security requirements that are anticipated to be specified at the site.

OPC UA addresses some threats as described in 4.3. The OPC foundation recommends that
vendors address the remaining threats, as detailed in Clause 6. Threats to infrastructure
components that might result in the compromise of client and server operating systems are
not addressed by OPC UA.

4.5 OPC UA security architecture

The OPC UA security architecture is a generic solution that allows implementation of the
required security features at various places in the OPC UA Application architecture.
Depending on the different mappings described in IEC 62541-6, the security objectives are
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addressed at different levels. The OPC UA security architecture is structured in an Application
Layer and a Communication Layer atop the Transport Layer as shown in Figure 2.

OPC UA Client OPC UA Server
Application Layer Application Layer
e User Authorization Session o User Authorization
e User Authentication <+---- » e User Authentication
Communication Layer < » Communication L
« Confidentiality Secure Channel « Confidentiality
o Integrity o Integrity
o App Authentication e App Auth(ent\ation < >
Transport Layer / \l >

N
NN
A

IEC 304/10

The rputine work of a client application an e 0 transmit plant information,

settin Layer. The Application |Layer
also n e nti on and user Authorization. The sgcurity
objec > addressed by the Session Sefvices
that dre specified in IEC 6 Application Layer communicates gver a
Secune Channel that is treat nication Layer and relies upon it for gecure
communication. All ofpthe ‘sgssi is\passed to the Communication Layer for further

procepsing.

Althodgh a sess@c 5 Secure Channel and has to be activated before it
can b ssiofis and Secure Channels is flexible.

Imper
than

€ session to change. A session can have a different user
e session for the first time, since user credentials afe not

validated a session
When breaks, the session will still be valid to be able to re-establigh the
Secur herwise the session closes after its lifetime expires.

The Jommunication Layer provides security mechanisms to meet Confidentiality, Integrity and
applicatiom Authentication as security objectives.

One essential mechanism to meet the above mentioned security objectives is to establish a
Secure Channel (see 4.11) that is used to secure the communication between a client and a
server. The Secure Channel provides encryption to maintain Confidentiality, Message
Signatures to maintain Integrity and Digital Certificates to provide application Authentication
for data that comes from the Application Layer and passes the “secured” data to the Transport
Layer. The security mechanisms that are managed by the Communication Layer are provided
by the Secure Channel Services that are specified in IEC 62541-4.

The security mechanisms provided by the Secure Channel services are implemented by a
protocol stack that is chosen for the implementation. Mappings of the services to some of the
protocol stack options are specified in IEC 62541-6 which details how the functions of the
protocol stack are used to meet the OPC UA security objectives.


https://iecnorm.com/api/?name=bc3d2ff1172dea9aa39ace308c3108b9

-18 - TR 62541-2 © IEC:2010(E)

The Communication Layer can represent an OPC UA protocol stack. OPC UA specifies two
alternative stack mappings that can be used as the Communication Layer. These mappings
are OPC UA native mapping and Web services mapping.

If the OPC UA native mapping is used, then functionalities for Confidentiality, Integrity,
application Authentication, and the Secure Channel are similar to the SSL/TLS specifications,
as described in detail in IEC 62541-6.

If the Web Services mapping is used, then WS Security, WS Secure Conversation and
XML Encryption as well as XML Signature: are used to implement the mechanisms for
Confidentiality, Integrity, application Authentication as well as for implementing a Secure

Chanfret Formore specific tnformatton, see tEC 6254 1-0.

The Transport Layer handles the transmission, reception and the tra hat is
provided by the Communication Layer.

To survive the loss of the Transport Layer connections (e.g. sume
with gnother, the implementation of the Communication La Aablish
the Trlansport Layer connection without interrupting the logical

4.6

Secur from
secur bunce
what 9 c to be
used ) ici écified include the following:

e al

e al

The ¢ ol system administrator, typically when the
clientfand server prod

The announcemen; 0 i icies i handled by special discovery services specified in
IEC 6 - ement
strate

If a gerver_ se énts, it maintains separate policy selections for the different
clients. N lient to select policies independent of the policy choices that| other
client$ e : or_their Secure Channels.

Since| computing power increases over the years specific algorithms that are considered as
securg today can become insecure in the future, therefore it makes sense to support different
secur{tyspolicies in an OPC UA Application to be able to migrate forward in such a case.

There is also the case that new security policies are composed to support new algorithms that
improve the level of security of OPC UA products. The application architecture of OPC UA
clients and servers should be designed in a way that it is possible to update or add additional
cryptographic algorithms to the application.

IEC 62541-7 specifies several policies which are identified by a specific unique URI. To
improve interoperability among vendors’ products, server products should implement these
policies rather than define their own.

4.7 Security profiles

OPC UA client and server products are certified against profiles that are defined in
IEC 62541-7. Some of the profiles specify security functions and others specify another
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functionality that is not related to security. The profiles impose requirements on the certified
products but they do not impose requirements on how the products are used. A consistent
minimum level of security is required by the various profiles. However, different profiles
specify different details, such as which encryption algorithms are required for which OPC UA
functions. If a problem is found in one encryption algorithm, then the OPC foundation can
define a new profile that is similar, but that specifies a different encryption algorithm that does
not have a known problem. IEC 62541-7, not this part of IEC 62541, is the normative
specification for profiles.

Policies refer to many of the same security choices as profiles, however the policy specifies
which of those choices to use in the session. The policy does not specify the range of choices

that the nraduct offeare lika tha nraofila doas
S-pPHo et S EtHEepProHe—ao0es-

Each |security mechanism in OPC UA is provided in client and server preducts i Hance
with the profiles with which the client or server complies. At the site : f curity
mech@anisms may be deployed optionally. In this way each individ i » thg OPC
UA s¢curity functions available and can choose which of therm curity
objeclives.

4.8 |User authorization

OPC UA provides a mechanism to exchange user w the
applidations use these credentials. Client and ser r own

way wWhat data is accessible and what

4.9 User authentication

User
crede
with t

with which the client passeg user
he server can authenticate the user

The U icating - ssion can be changed using the ActivateSgssion
servig i icati

4.10

OPC Xpplication Authentication to allow applications that intend
to co other. Each OPC UA Application Instance has a Digital
Certiflcat icatio. nce Certificate) assigned that is exchanged during Secure
Chan blishient. The receiver of the Certificate checks whether it trusts it, and, pased
on thip K, itacce rejects the request or response message from the sender.

More details.on Application Authentication can be found in IEC 62541-4.

4.11 "OPE€UA-—securityretated-services

The OPC UA security services are a group of abstract service definitions specified in
IEC 62541-4 that are used for applying various security mechanisms to communication
between OPC UA clients and servers.

The discovery service set (specified in IEC 62541-4) defines services used by an OPC UA
client to inform itself about the security policies (see 4.6) and the Digital Certificates of
specific OPC UA servers.

The services of the Secure Channel Service Set (specified in IEC 62541-4) are used to
establish a Secure Channel which is responsible for securing messages sent between a client
and a server. The challenge of the Secure Channel establishment is that it requires the client
and the server to securely exchange cryptographic keys and secret information in an insecure
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environment, therefore a specific Key Exchange Algorithm (similar to SSL Handshake protocol
defined in SSL/TLS) is applied by the communication participants:

The OPC UA client retrieves the security policies and Digital Certificates of the OPC UA
server by the above mentioned discovery services. These Digital Certificates contain the
Public Keys of the OPC UA server.

The OPC UA client sends its Public Key in a Digital Certificate and secret information with the
OpenSecureChannel service message to the server. This message is secured by applying
Asymmetric Encryption with the server’s Public Key and by generating Asymmetric Signatures
with the client’s Private Key. However the Digital Certificate is sent unencrypted so that the

receiercan use it to verify the ASymimetric - Signature.

The server decrypts the message with its Private Key and verifies the

with the client’'s Public Key. The secret information of the OPC UA

secref information of the server is used to derive a set of cryptographi

secur|ng all further messages. Furthermore all other service/m

Symnjetric Encryption and Symmetric Signatures instead of the

The sgerver sends its secret information in the service client
can derive the same set of cryptographic keys.

Since|client and server have the same set of e in a
securg way with each other.

These have
unlimited time and unrestricted sequ 8558 i keys
are.

4.12 | Auditing

4.12.1 Genera@

Clienfs and server ection
attempts, results of\s 5, and
sessign rejections,

OPC JA pro 'des SHURPPO tfo vides
for trgc il entry
for an operationin ' , it
generptes an i i i ifi i quest
sent tp the.servern~The server logs requests that it receives and includes the client’s enptry id
in its gudit log entry. In this fashion, if a security-related problem is detected at the servgr, the
assodiated client audit log entry can be located and examined. OPC UA does not requife the
audit entriesto be written to disk, but it does require thatthey be avaitable. OPCUA provides

the capability for servers to generate event notifications that report auditable events to clients
capable of processing and logging them. See IEC 62541-4 for more details on how services in
OPC UA are audited.

Second, OPC UA defines audit parameters to be included in audit records. This promotes
consistency across audit logs and in audit events. IEC 62541-5 defines the data types for
these parameters. Other information models may extend the audit definitions. IEC 62541-7
defines profiles, which include the ability to generate audit events and use these parameters,
including the client audit record id.

Because the audit logs are used to prove that the system is operating securely, the audit logs
themselves shall also be secured from unauthorized tampering. If someone without
authorization were able to alter or delete log records, this could hide an actual or attempted
security breach. Because there are many different ways to generate and store audit logs (e.g.
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files or database), the mechanisms to secure audit logs are outside the scope of this
specification.

The following clauses illustrate the behaviour of OPC UA servers and clients that support
Auditing.

4.12.2 Single client and server

Figure 3 illustrates the simple case of a client communicating with a server.

OPC (fient »|  AuditEnty ID: Z
A Client “A” creates an audit log entry for a given operation, and issues an OPC UA Client A'Auglit Info
service request as part of that operation. The service request contains the client’
audit entry id “Z”.
ud| DY
OPC Server Cli nt ame: A
‘D Server ‘D" creates an audit log entry for the service request, cross \ Client Audit Entyy ID: Z
referencing it to the corresponding audit log entry of CI|e Se er D Aud[t Info

IEC 305/10

In thig of an
OPC WA service in Server “D”. iteg it Ie i i ifier of
that entry in the service request that it

The s ; try is
identifi i it i s i iting i ion. It also include¢s the
name in the
requept.

Using r and
relate

4.12.3

Figure 4 e case of a client accessing services from an aggregating server. An

aggregating s érver that provides its services by accessing services of othey OPC
UA sdrvers, refe as lower layer-servers.
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OPC /Shent > Audit Entry ID: Z
Client A Audit Info

Client “A” creates an audit log entry for a given operation, and
issues an OPC UA service request as part of that operation.
The service request contains the client’s audit entry id “Z”.

\

OPC Server > Audit Entry ID: Y
“B” Client Name: A
-------------- Client Audit Entry ID: Z
OPC Client Server B Audit Info

Server “B” creates an audit log entry for the given

operation, cross referencing it to the corresponding
audIt 10g entry Or Ulierit- A alnd 1ssues diht UFLU UA
service request as part of that operation. The service
request contains the server’'s audit entry id “Y”.

y
OPC Server
“cr

OPC Client

client to this server, and issues an OPC
request to Server “D” in support of,

X",
Audit Entry ID: W
OP( “S‘(‘erver _ Client Name: C
Server “D” creates an audit | Client Audit Entry ID} X
referencing it to the corresponding audli "X ient “C” Server D Audit Inf

which acts as the client to this server.

IEC 306/10

In this case, each of gquests and creates its own audit log enfry for
them.|Each entr
also ipcludes the map )ssued the service request and the client audit entry
id received in the re en passes the audit id of the entry it just created to

the ngxt server in\th

Using| this.infermation, or can inspect the server’s log entries and relate them back to
their associated clie i

In mgst cases vers will only generate audit events, but these audit events will still
conta|n thessame infarmation as the audit log records. In the case of aggregating seryers a
servef would also be required to subscribe for audit events from the servers it is aggredating.
In this “\anner, server “B” would be able to provide all of the audit events to client “A”,
including the event generated by server “C” and server “D”.

4.12.4 Aggregation through a non-auditing server

Figure 5 illustrates the case of a client accessing services from an aggregating server that
does not support Auditing.
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OPC Client

v

“p

Client “A” creates an audit log entry for a given operation, and
issues an OPC UA service request as part of that operation. The
service request contains the client’s audit entry id “Z”.

OPC Server

OPC Client

Server “B” does does NOT support auditing and, therefore,
does NOT generate audit log entries. It issues an OPC UA
service request in support of the request it received. The

Audit Entry ID: Z
Client A Audit Info

received from the client.

OPC Server

Server “C” creates an audit log entry for the given
operation, cross referencing it to Server “B” and its
corresponding audit log entry “Z”. In this case, sefver
“B” acts as the client to this server, and “Z” was actually
written by Client “A”. This server also issues’anOP
UA service request in support of the request.it receive:
that contains its audit entry id “X".

OPC Client

OPC Server

“0
Server “D” creates an audit log entry for the sefvice r st Cross
referencing it to the correspond udit lo “X of Se er which
acts as the client to this serv

Audit Entry ID: W
Client Name: C
Client Audit Entry ID: X
Server D Audit Info

In thig case, each of t
for them, with the exq
servef “B” passe ~
required audit ¢

does hot support
Auditi

In the
requir
servef
gener

4.12.5

Figurg “G\illustrates the case of a client that submits a service request to an aggre

auditing server

ests and creates their own audit log
does not support Auditing. In this
its client “A” to the next server. This creat
as supporting Auditing. In a case where a
entire system may be considered as not supp

IEC]

307/10

entry
case,
bs the
server
orting

gtill be

event

jating

server, and the aggregating service supports that service by submitting multiple service

requests to its underlying servers.
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OPC /Shent > Audit Entry ID: Z
Client “A” creates an audit log entry for a given operation, and Client A Audit Info

issues an OPC UA service request as part of that operation. The
service request contains the client’s audit entry id “Z”.

OPC Server a Audit Entry ID: Y
“Bg” " Client Name: A
(-)_I;E_EI_'““t Server “B” creates an audit log entry for the given Client Audit Entry ID: Z

len operation, cross referencing it to the corresponding audit Server B Audit Info

log entry of Client “A”, and issues two OPC UA service
requests as part of that operation. The service requests
contain the server’s audit entry id “Y”.

OPC Server

C

corresponding audit log entry “

A4 “B”, which acts as the client of
OPC Server ] Ar{q.t Entry IP: W
“D” Client Namg: B
lient Audit Enfry ID: Y
Server D Audit Info

IEC 308/10

service distribution

In the also be required to subscribe for| audit
event anner, server “B” would be able to provide
all of i [ ng the event generated by server “C” and s$erver
“Dll.

5 S

5.1 with OPC UA security mechanisms

5.1.1

The followingrstbclauses reconcile the threats that were described in 4.3 against thg OPC
UA fynctions.-Eas bclause relates directly to the threat described in its correspgnding
subcl@uses of 4.3.

Compared to the reconciliation with the objectives that will be given in 5.2, this is a more
specific reconciliation that relates OPC UA security functions to specific threats.

5.1.2 Message flooding

See 4.3.2 for a description of this threat.

OPC UA minimizes the loss of Availability caused by message flooding by minimizing the
amount of processing done with a message before the message is authenticated. This
prevents an attacker from leveraging a small amount of effort to cause the legitimate OPC UA
Application to spend a large amount of time responding, thus taking away processing
resources from legitimate activities.
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GetEndpoints (specified in IEC 62541-4) and OpenSecureChannel (specified in IEC 62541-4)
are the only services that the server handles before the client is recognized. The response to
GetEndpoints is only a set of static information so the server does not need to do much
processing. The response to OpenSecureChannel consumes significant server resources
because of the signature and encryption processing. OPC UA has minimized this processing,
but it cannot be eliminated.

The server implementation could protect itself from floods of OpenSecureChannel messages
in two ways.

First, the server could mtentlonally delay its processmg of OpenSecureChanneI requests once

it recg ack is
underway that could still be blocking new Ieg|t|mate OpenSecureChanneI

Second, when an OpenSecureChannel request attempts to excegd ~ cified
maxi an & ithout
perforiming the signature and encryption processing. Certified QPG arye equired to
specify their maximum number of concurrent channels in the ibn as
specified in IEC 62541-7

OPC ged to
moun

OPC igcover
that fl (See
4.12.

OPC btocol
layerg

5.1.3

See 4.3.
OPC

5.1.4

See 4.3

As spgcified\in JEC 62541-4 and IEC 62541-6, OPC UA counters message spoofing threats by
the possibility to sign messages. Additionally, messages will always contain a valid Sgssion
ID, Sg¢cureChannel ID, Request ID as well as the correct Sequence Number.

5.1.5 Message alteration

See 4.3.5 for a description of this threat.

OPC UA counters message alteration by the signing of messages that are specified in
IEC 62541-4. If messages are altered, checking the signature will reveal any changes and
allow the recipient to discard the message.

5.1.6 Message replay

See 4.3.6 for a description of this threat.

OPC UA uses Session IDs, Secure Channel IDs, Timestamps, Sequence Numbers and
Request IDs for every request and response message. Messages are signed and cannot be
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changed without detection, therefore it would be very hard to replay a message, such that the
message would have a valid Session ID, Secure Channel 1D, Timestamp, Sequence Numbers
and Request ID. (All of which are specified in IEC 62541-4 and IEC 62541-6.)

5.1.7 Malformed messages

See clause 4.3.7 for a description of this threat.

Implementations of OPC UA client and server products counter threats of malformed
messages by checking that messages have the proper form and that parameters of messages
are within their legal range. This is specified in IEC 62541-4 and IEC 62541-6.

5.1.8 Server profiling

See 4.3.8 for a description of this threat.

OPC VA limits the amount of information that servers provide to been
identified. This information is the response to the GetE ified in
IEC 6p541-4.

5.1.9 Session hijacking

See 4.3.9 for a description of this threat.

OPC VA counters session hijacking by S ext (i.e. Secure Channel) with
each pession as specified in the CreateSessian ice i C 62541-4. Hijacking a sgssion

would| thus first require compromising

5.1.10 Rogue server

See 4.3.10 for a descri

OPC A client e’of rogue servers by validating server Application
Instanice Certificates be the possibility that a rogue server provifles a
certificate from a te erver, but since it does not possess the appropriate
Privatle Key (bec e i be distributed) to decrypt and verify messages secured
with the corre t ) ogue server would never be able to read and misuse sgcured
data dent by a

5.1.11

See 4.3.11 for-a de ption of this threat.

OPC PA'protects user credentials sent over the network by encryption as described in 5{2.4.

OPC UA depends upon the site CSMS to protect against other attacks to gain user
credentials, such as password guessing or social engineering.

5.2 Reconciliation of objectives with OPC UA security mechanisms
5.2.1 General

The following subclauses reconcile the objectives that were described in 4.2 with the OPC
UA functions. Each of the following subclauses relates directly to the objective described in its
corresponding subclause of 4.2.

Compared to the reconciliation against the threats of 5.1, this reconciliation justifies the
completeness of the OPC UA security architecture.
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