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INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER SYSTEMS MANAGEMENT AND ASSOCIATED
INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 3: Communication network and system security —
Profiles including TCP/IP

FOREWORD
1) Thqg International Electrotechnical Commission (IEC) is a worldwide organizatior S conyprising
all |national electrotechnical committees (IEC National Committees). je S romote
intdrnational co-operation on all questions concerning standardization in the~elestric i fidlds. To
this end and in addition to other activities, IEC publishes Internationak Standard > ifigations,
Teghnical Reports, Publicly Available Specifications (PAS) and /Guide 3 & 5 “IEC
Pulllication(s)”). Their preparation is entrusted to technical committges; N atlonal Committee intgrested
in fhe subject dealt with may participate in this preparatory wor i governmental and non-

governmental organizations liaising with the IEC also participate i iS™ ian. collaborates |[closely
withh the International Organization for Standardization (I i onditions determiped by
agrgement between the two organizations.

2) Theg formal decisions or agreements of IEC or technlc g S ible, i ational

conisensus of opinion on the relevant subjects 2ach i i i rom all
intgrested IEC National Committees.

3) IEQ Publications have the form of recommendation i i ational
Corpmittees in that sense. While all reasonable efforts, ale i of IEC
Puljlications is accurate, IEC cannot be 3 or any
misjnterpretation by any end

4) In ¢rder to promote intern iications

trarjsparently to the maxi
betyeen any IEC Publica
the|latter.

5) IEQ provides n' 2
equipment declared Ao be

6) All psers should ensure

rgence
idated in

or any

7) No [iability shall a tac i i , , i ing indivi rts and
meimbers of i \ € i i injury, age or
othér damage of , i indi , i i s) and
explenses._arising ou ) ion, , i , thi icati er IEC
Pullic, S

8) Attgntion W i i i i ication. ications is
indispensable~gr the cqrrect application of this publication.

9) Attgntion_is-drawn te_the possibility that some of the elements of this IEC Publication may be the subject of
patent rights. IEC shall not be held responsible for identifying any or all such patent rights.

The Ila;ll tab'r\ Uf :EC tcbhll;ba: L;Ullllllittccb ;D tU pIrecpartc :utclllatiuna: Stdlldalus. |I’l
exceptional circumstances, a technical committee may propose the publication of a technical
specification when

» the required support cannot be obtained for the publication of an International Standard,
despite repeated efforts, or

* The subject is still under technical development or where, for any other reason, there is
the future but no immediate possibility of an agreement on an International Standard.

Technical specifications are subject to review within three years of publication to decide
whether they can be transformed into International Standards.

IEC 62351-3, which is a technical specification, has been prepared by IEC technical
committee 57: Power systems management and associated information exchange.
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The text of this technical specification is based on the following documents:

Enquiry draft Report on voting
57/803/DTS 57/857/RVC

Full information on the voting for the approval of this technical specification can be found in

the report on voting indicated in the above table.

This gdublication has been drafted in accordance with the ISO/IEC Directive

A list|of all parts of the IEC 62351 series, published under the geng aI tlte
management and associated information exchange — Data and corimb
be foynd on the IEC website.

The committee has decided that the contents of this publj
the mjaintenance result date indicated on the IEC web si
the d3ata related to the specific publication. At this datg

« trgnsformed into an International standard,
* regonfirmed,

* withdrawn,

» replaced by a revised edition, or
*+ amended.

A bilingual version of this¢

bstore.iec.c

stems
, can

un€¢hanged until

ch" in
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POWER SYSTEMS MANAGEMENT AND ASSOCIATED
INFORMATION EXCHANGE -
DATA AND COMMUNICATIONS SECURITY -

Part 3: Communication network and system security —
Profiles including TCP/IP

1 Sfope and object

1.1 Scope

This Jpart of IEC 62351, which is a technical specmcatlon rovide
confidentiality, tamper detection, and message level authentication ontrol
protogols that make use of TCP/IP as a message transport layex.

Althoygh there are many possible solutions to secure > { s part
is to provide security between communicating entitigs at ei ection
within| the end communicating entities. The use and(speci ion ternal
securjty devices (e.g. “bump-in-the-wire”) are cgnsij ) i i hnical
specification.

1.2 |Object

This part of IEC 62351 specifies how to s C raints
on th¢ specification of th 3 , ang i curity
(TLS)| (defined in RFC 2 S s i ent of

IECTC 57. ltis intend chthai\this specification be referenced as a normative part of othgr IEC

TC 57 standard tocol.
Howeyer, it is hnical
specification is to

This part reflec J(ritis reguirements of the IEC TC 57 protocols. Should |other
standgrds bringforward .new requirements, this specification may need to be revised.

The initialraudienge oy this spe€cification is intended to be the members of the working droups
develppirg o O of the protocols within IEC TC 57. For the measures describbed in
this specificati take.éffect, they must be accepted and referenced by the specificptions

for the protocols elves, where the protocols make use of TCP/IP. This specificafion is
written to enable thav¥process.

The ciuibeooalan 1 apncofaorthic cnaoc
oo quCTT aHeteRee—1ot unu TPTCt

that implement these protocols.

Portions of this specification may also be of use to managers and executives in order to
understand the purpose and requirements of the work.
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2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

IEC 62351-1, Power systems management and associated information exchange — Data and
communications security — Part 1. Communication network and system security — Introduction
to security issues

IEC 6R351-2, Power systems management and associated information exchange — Dafa and
commyunications security — Part 2: Glossary of terms

RFC 2246:1999, The TLS Protocol Version 1.01)

RFC 2712:1999, Addition of Kerberos Cipher Suites to Transpo

RFC B268, 2002, Advanced Encryption Standard (A Transport |Layer
Secutjty (TLS)

RFC 3280, 2002, Internet X.509 Public K ficate
Revogation List (CRL) Profile

3 Terms and definitions

For the purposes of this dg Pe Miti i i -2 apply.
4 S

41 nent
The | many
inforn curity
protegti CP/IP
conne

Many ve~short duration connections, which allow the encryption algorithms to
be re ontrol
envird )f the

encryption key re- negotlatlon is specified within this technical speC|f|cat|on

Another issue addressed within this specification is how to achieve interoperability between
different implementations. TLS allows for a wide variety of cipher suites to be supported and
negotiated at connection establishment. However, it is conceivable that two implementations
could support mutually exclusive sets of cipher suites. This technical specification specifies
that referring standards must specify at least one common cipher suite and a set of TLS
parameters that allow interoperability.

0. Dierks, C. Allen. This standard is typically referred to as SSL/TLS.
2) A. Medvinsky, M. Hur.
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Additionally, this specification specifies the use of particular TLS capabilities that allow for
specific security threats to be countered.

4.2 Security threats countered

See IEC 62351-1 for a discussion of security threats and attack methods.

TCP/IP and the security specifications in this part of IEC 62351 cover only the communication
transport layers (OSI| layers 4 and lower). This part does not cover security for the
communication application layers (OSl| layers 5 and above) or application-to-application
security.

The specific threats countered in this part for the transport layers include:

— unauthorized access to information through message level authg 2 yption
of[the messages;

- u[]authorized modification (tampering) or theft of infor level
adthentication and encryption of the messages.

4.3 |Attack methods countered

The fpllowing security attack methods are countered thy 5 tation

of the|specifications and recommendations in thi

— man-in-the-middle: this threat is cation
code mechanism specified within thi

— replay: this threat is countered thrglgh the“yse hines

specified in RFC 2246, RFC 2712 RFE 3268;
— egvesdropping: this thyf'eal\ h the use of encryption.

NOTE | The actual performance L arn_implementation claiming conformance to this technical
specifi¢ation is outside the § {

5 Mandatory@ i

5.1

Any c

The li

TLS_ 3 3
TLS_RSACNULL_WITH_NULL_MDS5;
TLS RSA NULL_WITH NULL_SHA

5.2 Negotiation of versions

Only TLS 1.0 corresponding to SSL version 3.1 (or higher) shall be allowable. Proposal of
version prior to SSL 3.1 shall result in no connection being established.

5.3 Cipher renegotiation

Implementations claiming conformance to this technical specification shall specify that the
symmetric keys shall be renegotiated based upon a time period and a maximum allowed
number of packets/bytes sent. It is a PIXIT (Protocol Implementation eXtra Information for
Testing) issue, of the referencing standard, to specify the constraints on the renegotiation.

The renegotiation values shall be configurable.
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The initiation of the change cipher sequence shall be the responsibility of the TCP entity that
receives the TCP-OPEN indication (e.g. the called entity). A request to change the cipher,
issued from the calling entity (e.g. the node that issued the TCP-OPEN) shall be ignored,

There shall be a timeout associated with the response to a change cipher request. A timeout
of the change cipher request shall result in the connection being terminated. The timeout
value shall be configurable.

5.4 Message authentication code

The message authentication code shall be used.

NOTE | TLS has this capability specified as an option. This technical specification ma s the cuse |of this

capabiljty to aid in countering and detection of man-in-the-middle attacks.
5.5 |Certificate support
5.5.1 Multiple Certificate Authorities (CAs)

An implementation claiming conformance to this technical spesifidation skall support| more
than ¢ne Certificate Authority. The actual number shal 2 ilNthe fmplementation’s
PIXIT|statement.

The criteria and selection of a CA are out-of-scof al_specification.

5.5.2 Certificate size

A profocol specifying the use of this t
certificate allowed to be us
8192 pytes.

ion shall specify the maximum dize of
s size shall be less than or equal to

5.5.3 Certificate excha
The cprtificate e@w g
its ceftificate, the Q

5.5.4

be bi-directional. If either entity does not pfovide
sinated.

Certif
mech

e two

— ag

— ag

5.5.4.(1 Verification based upon CA

An implementation claiming conformance to this technical specification shall be capable of
being configured to accept certificates from one or more Certificate Authorities without the
configuration of individual certificates.

5.5.4.2 Verification based upon individual certificates

An implementation claiming conformance to this technical specification shall be capable of
being configured to accept specific individual certificates from one or more authorized
Certificate Authorities (e.g. configured).

5.5.4.3 Certificate revocation

Certificate revocation shall be performed as specified in RFC 3280.
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The management of the certificate revocation list (CRL) is a local implementation issue.

Discu

ssion of the management issues regarding CRLs can be found in I[EC 62351-1.

An implementation claiming conformance to this technical specification shall be capable of
checking the local CRL at a configurable interval. The process of checking the CRL shall not
cause an established connection to be terminated. An inability to access the CRL shall not
cause the connection to be terminated.

Revoked certificates shall not be used in the establishment of a connection. An entity
receiving a revoked certificate during connection establishment shall refuse the connection.

The
certifi

Other

NOTE
mitigat

5.5.4.

5.5.4.

be sp

5.5.4.

The k

5.6

Refer
secur

evocation of a certificate shall terminate any connection estapl that

Cate.

standards referencing this technical specification shall sp efault
evaluation intervals. The referencing standard shall determine the actiox ken if
a certfficate, currently in use, has been revoked.

[Through the normal application/distribution of CRL(s) connectio pility to
perfornf communications. Thus system administrators should develqQp™«¢ ires to

b such an occurrence.

B Expired certificates
The ekpiration of a certificate shall nof catise «
An expired certificate shall not be used

b
Signing through the use of R 5 may

bcified in standa

b

by exchangg alg ey.
Both IRSA arfd Di

Co

bncing ‘standards shall provide a separate TCP/IP port through which to exchange TLS

bd traffic. This”will allow for the possibility of un-ambiguous secure and non-gecure
comn1unications simultaneously.

6 T

Other

C 57 referencing standard requirements

standards referencing this technical specification shall specify:

— the mandatory Cipher Suites to be supported;

— the recommended time period in which encryption keys are to be exchanged,;

— the recommended specification in regards to the re-negotiation of keys based upon
protocol traffic. This shall specify the mechanism to measure the traffic (e.g. packets sent,
bytes sent, etc.) and the recommended metric upon which re-negotiation should be
performed;

— the recommended number of CAs to be supported;
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