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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-govérnmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
technology, 1$O and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Btandards are drafted in accordance with the rules given in the ISO/IEC Directives) Part 2.
The main tagk of the joint technical committee is to prepare International Standards. ‘Draft Interngtional
Standards adopted by the joint technical committee are circulated to national bodies for'voting. Publication as
an Internatiorjal Standard requires approval by at least 75 % of the national bodies gasting a vote.

Attention is drawn to the possibility that some of the elements of this documeni'ay be the subject of patent
rights. ISO ard IEC shall not be held responsible for identifying any or all sueh-patent rights.

ISO/IEC 117710-2 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technplogy,
Subcommitteg SC 27, IT Security techniques.

This second ¢dition cancels and replaces the first edition (ISOAEC 11770-2:1996), which has been technically
revised. It alsp incorporates the Technical Corrigendum ISO/EC 11770-2:1996/Cor.1:2005.

ISO/IEC 11770 consists of the following parts, underthe general title Information technology — Security
techniques — Key management:

— Part 1: Framework
— Part 2: Mechanisms using symmetric techniques
— Part 3: Mechanisms using asymmetric techniques

— Part 4: Mechanisms based‘on weak secrets

iv © ISO/IEC 2008 — All rights reserved
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| authentication of the communicating entities. Further goals might be the verification of t
tablished key, or key confirmation.

rt of ISO/IEC 11770 addresses three environments for the establishment of keys: Point
(KDC), and Key Translatien."Centre (KTC). This part of ISO/IEC 11770
d content of messages which carry keying material or are necessary to set up the con

essages or specify other messages such as error messages. The explicit format of me
the scope of this part of ISO/IEC:11770.

echanisms specified in.this part of ISO/IEC 11770 require an entity to share a secret key
ther entity (e.g. a TIP). For general guidance on the key lifecycle see ISO/IEC 11770-1
EFC 11770 does _not " explicitly address the issue of interdomain key management.
FC 11770 also \does not define the implementation of key management mechanis
ying with this.part of ISO/IEC 11770 might not be compatible.
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The following referenced documents are indispensable for the application of this documer
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

t. For dated

ISO/IEC 11770-1, Information technology — Security techniques — Key management — Part 1: Framework

© ISO/IEC 2008 — All rights reserved


https://iecnorm.com/api/?name=b007207ed940be6f86b9d16650c56fbf

ISO/IEC 11770-2:2008(E)

3 Terms

and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 11770-1 and the following apply.

3.1

distinguishing identifier
information which unambiguously distinguishes an entity

3.2

entity authentication

corroboration

that an entity is the one claimed

[ISO/IEC 979

3.3

B-1]

explicit key authentication from entity A to entity B

assurance fo
[ISO/IEC 117

NOTE Im
authentication

3.4

entity B that entity A is the only other entity that is in possession of the correct key
70-3]

plicit key authentication from A to B and key confirmation from A t10{B together imply expli
from A to B.

implicit key authentication from entity A to entity B

assurance fo
[ISO/IEC 117

3.5

entity B that entity A is the only other entity that can pessibly be in possession of the corre

70-3]

key confirmation from entity A to entity B

assurance fo
[ISO/IEC 117

3.6
key control
ability to chod

3.7

key generati
function whic
as output ke

entity B that entity A is in possession ofithe correct key

70-3]

se the key, or the parameters used in the key computation

hg function
h takes as input a number of parameters, at least one of which shall be secret, and which
s appropriate for the intended algorithm and application, and which has the property thg

computationglly infeasible to deduce the output without prior knowledge of the secret input

3.8

it key

Ct key

gives
titis

point-to-poir

1t Key establishment

direct establishment of keys between entities, without involving a third party

3.9

random number
time variant parameter whose value is unpredictable

3.10
redundancy

information that is known and can be checked
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3.1

sequence number

time variant parameter whose value is taken from a specified sequence which is non-repeating within a certain
time period

3.12

time variant parameter

data item used to verify that a message is not a replay, such as a random number, sequence number, or a
time stamp

4 Symbolis-and-abbreviated-terms

dw(2) result of decrypting data Z with a symmetric encryption algorithm using the secretykey| K
ex(Z2) result of encrypting data Z with a symmetric encryption algorithm using the secret key|K
f key generating function

F keying material

Fx keying material originated by entity X

Ix the distinguishing identifier of entity X

KDC Key Distribution Centre

KTC Key Translation Centre

Kxy secret key associated with entities Xand Y

MAC Message Authentication Code

MAC4(Z) result of applying a MAC functionto data Z using the secret key K

P Key Distribution Centre or Key Translation Centre
R random number

Rx random numberissued by entity X

TIN time stamp.or sequence number

TVP TimeWariant Parameter

TVPy Time Variant Parameter issued by entity X

Tx/ Ny time stamp or sequence number issued by entity X
X||Y result of concatenating data items X and Y in that order
The fields Text1, Text2, ..., specified in the mechanisms can contain optional data for use in applications

outside the scope of this part of ISO/IEC 11770 (they can be empty). Their relationship and contents depend
upon the specific application. One such possible application is message authentication (see Annex C for an
example).

Likewise, optional plaintext text fields can be included as a prefix, or appended, to any of the messages. They
have no security implications and are not explicitly included in the mechanisms specified in this part of
ISO/IEC 11770.

Data items that are optional in the mechanisms are shown in square brackets, [thus].

© ISO/IEC 2008 — All rights reserved 3
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5 Requirements

The key establishment mechanisms specified in this part of ISO/IEC 11770 make use of symmetric
cryptographic techniques, more specifically, symmetric encryption algorithms, MACs, and/or key generating
functions. The cryptographic algorithms and the key life-time shall be chosen such that it is computationally
infeasible for a key to be deduced during its lifetime. If the following additional requirements are not met, the
key establishment process may be compromised.

a) For those mechanisms making use of a symmetric encryption algorithm, either assumption 1) or
assumption 2) is required.

1) The
reciy

2) The

Choices
i)

i)

ii)

iv)

NOTE 1

to unamb

b) In each

know thé claimed identity of the originator. If this is not the case, i.e. if the context of use

mechani
inclusion

NOTE 2
an identif
expected

the message, then the recipient shall know the value of the expected identifier because of requirement b) above.

c) Keying 1
using on
entities U

ient with the means to detect forged or manipulated data.
integrity of the encrypted data shall be ensured by a MAC.
for encryption and integrity algorithms should be in accordance with the following.

Assumption 1) above can be guaranteed if an authenticated encryption technique is used;
one of the techniques standardized in ISO/IEC 19772 is recommended.

The choice for a symmetric encryption algorithm should bé&‘echosen from amongst
standardized in ISO/IEC 18033-3 and ISO/IEC 18033-4.

A-ane-the-redundane -irrthe-piainte rovige the

Ise of

those

If a block cipher encryption algorithm is used, then the maede of operation employed sholld be

one of those standardized in ISO/IEC 10116.

If a MAC is used, then the techniques shall be:chosen from amongst those standardiz
ISO/IEC 9797.

When a KDC or KTC is involved, assumptions 1) and 2) are not always equivalent in terms of the|
guously detect on which link an active attack:is being performed. See Annex C for examples.

pxchange specified in the mechanisms of clauses 6, 7 and 8, the recipient of a messags

Em does not establish the:claimed identity, then this could, for example, be achieved &
of identifiers in additional plaintext text fields of one or more of the messages.

The specifications ©fimany of the mechanisms in this part of ISO/IEC 11770 require the correctn
er included in a message to be checked. This shall be done by comparing the received identifier W
identifier (as specified in the mechanism concerned). If the identifier in question is that of the origin

naterialkmay be established using either secure or insecure communication channels.
y symmetric cryptographic techniques, at least the first key shall be exchanged betwee
sing a secure channel in order to allow secure communications.

ed in

ability

shall
pf the
y the

ess of
ith the
ator of

When
n two

d) The key establishment mechanisms in this part of ISO/IEC 11770 require the use of time variant
parameters, such as time stamps, sequence numbers, or random numbers. In this context, the use of the
term random number also includes unpredictable pseudo-random numbers. The properties of these
parameters, in particular that they are non-repeating, are important for the security of these mechanisms.
For additional information on time variant parameters see Annex B of ISO/IEC 9798-1. For means of
generating random numbers, see ISO/IEC 18031.
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6 Point-to-point key establishment

Underlying every key management scheme is a point-to-point key establishment procedure, the use of which
requires that the entities already share a key so that further keys may be established directly between the two
entities. In this clause, six point-to-point key establishment mechanisms are specified.

For the implementation of the mechanisms specified in this clause, it is required that

a) akey Kygis shared by entities A and B,

b) at least one of A and B is able to generate, acquire or contribute to a secret key K, as described in the

TR N | L .
Im\uwuual mreuriarmnortt,

0

ecurity requirements are concerned with the confidentiality of K, and the detection “of modification or
bplay of keys and messages.

c)

—

6.1 |Key Establishment Mechanism 1

In key establishment mechanism 1, the key K is derived from a time variant parameter TVP, g.9. a random
number R, a time stamp T, or a sequence number N, using a key generating function. Key ¢stablishment
mechpnism 1 does not provide authentication of the key K established\by the mechanism. The mechanism
requires that A is able to generate a TVP.

(1)< TVP,
A - B

Figure 1 — Mechanism 1

The mechanism involyes-the following steps (see Figure 1):

1) A generates a time variant parameter TVP,, which can be a random number Ry, a timg stamp T, or
a sequence number Ny, and transfers it to B.

i)._) Both A and B then derive the key K by using a key generating function f which takes as inputs
the shared secret key K,z and the time variant parameter TVP,:

K= f(KAB, TVPA)
See Annex C for examples of possible key generating functions.

NOTE In order to also provide entity authentication, key establishment mechanism 1 may be combined with an
authentication mechanism as specified in ISO/IEC 9798-2 or ISO/IEC 9798-4. See Annex C for an example.

6.2 Key Establishment Mechanism 2

In key establishment mechanism 2 the key K is supplied by entity A. The mechanism does not provide
authentication of the key K established by the mechanism, nor does it provide entity authentication.

© ISO/IEC 2008 — All rights reserved 5
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(1) ey, (F)l| Text,
A -| B

Figure 2 — Mechanism 2

The mechanism involves the following steps (see Figure 2):

1) A sgnds B the keying material F (made up of a key K, together with optional [data), encrypted|using
the | ey KAB-

i) |On receipt of the message, B deciphers the encrypted part, and thus_ebtains the key K.

6.3 Key Establishment Mechanism 3

Key establisiment mechanism 3 is derived from the one-pass unilateral authentication mechanism spégcified
in ISO/IEC 9798-2. In this mechanism, the key K is supplied bysentity A. Key establishment mechanism 3
provides unflateral authentication, i.e. the mechanism enables entity B to authenticate entity A.
Uniqueness/timeliness is controlled by time stamps or sequence numbers. The mechanism requires that both
A and B arq able to maintain mechanisms for generating' or verifying the validity of time stamps |T, or
sequence numbers N, respectively.

A (0 e, (TA Nl g || F [ Text,) B
>

Figure 3 — Mechanism 3

The mechanism involves the following steps (see Figure 3):

1) A sends B a time stamp T, or sequence number N,, the distinguishing identifier /5, and the keying
material F (made up of a key K together with optional data). The inclusion of the distinguishing
identifier I is optional. he data fields are encrypted using the key K.

i) On receipt of the message, B deciphers the encrypted part, checks the correctness of its

distinguishing identifier, if present, checks the time stamp or sequence number, and obtains the
key K.

NOTE Distinguishing identifier /5 is included in step 1) to prevent a substitution attack, i.e. the re-use of this message
by an adversary masquerading as B to A (see Annex B). In environments where such attacks cannot occur, the identifier
may be omitted.

6 © ISO/IEC 2008 — All rights reserved
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Key Establishment Mechanism 4

Key establishment mechanism 4 is derived from the two-pass unilateral authentication mechanism specified in
ISO/IEC 9798-2. In this mechanism, the key K is supplied by entity A. Key establishment mechanism 4
provides unilateral authentication, i.e. the mechanism enables entity B to authenticate entity A.
Uniqueness/timeliness is controlled by a random number Rg. The mechanism requires that B is able to
generate random numbers.

(1) R

(2) ek, (Rs 15| Fll Text,)

A B

Figure 4 — Mechanism 4

The mechanism involves the following steps (see Figure 4):

1
2

NOTE
by an
may b

6.5

Key €
1ISO/I
estab
contrg
maint

) Bsends A arandom number Rg.

up of a key K together with optional data).Fhe inclusion of the distinguishing identifier
The data fields are encrypted using the key Kyg.

i) On receipt of message 2, B deciphers the encrypted part, checks the corrg
distinguishing identifier, if present, checks that the random number Rg, sent to A i
used in constructing message*2, and obtains the key K.

Distinguishing identifier /g is(included in step 2 to prevent a substitution attack, i.e. the re-use @
adversary masquerading as B {0 A (see Annex B). In environments where such attacks cannot occt
e omitted.

Key Establishment'Mechanism 5

stablishment mechanism 5 is derived from the two-pass mutual authentication mechanisr
EFC 9798-2. _This mechanism enables both A and B to contribute part of the establishe
ishment mechanism 5 provides mutual authentication between A and B. Uniqueness
lled byntime stamps or sequence numbers. The mechanism requires that both A and

nin mechanisms for generating and verifying the validity of time stamps T or sequence num

) A sends B the received number Rg, the distinguishing identifier /5, and the keying matgrial F (made

Ig is optional.

ctness of its
h step 1, was

f this message
r, the identifier

h specified in
| key K. Key
timeliness is
B are able to
bers N.

(1) ex, (Ta/N, Il |1 Fyll Text,)

A

(2) ey, (To/Ngll, |l Fg |l Text,)

a

B

Figure 5 — Mechanism 5
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The mechanism involves the following steps (see Figure 5):

1)

A sends B a time stamp T, or sequence number N,, the distinguishing identifier /5, and the keying

material F,. The inclusion of the distinguishing identifier /5 is optional. The data fields are encrypted
using the key Kys.

i)

On receipt of message 1, B deciphers the encrypted part, checks the correctness
distinguishing identifier, if present, and checks the time stamp or sequence number.

of its

B sends A a time stamp Tg or sequence number Np, the distinguishing identifier /4, and the keying

material Fg. The inclusion of the distinguishing identifier /, is optional. The data fields are encrypted

usin

i)

i)

In key establ
both. If eithe
function f, as
fixed string (d
NOTE Dis
by an adversar
In environment

6.6 Key Establishment Mechanism 6

Key establish
ISO/IEC 9798
establishmen
controlled by
numbers.

athe kev K.
- 7 al=

On receipt of message 2, A deciphers the encrypted part, checks the correctness
distinguishing identifier, if present, and checks the time stamp or sequence number;

Both A and B derive the key K using a key generating function f, taking.as.Jinput the
keying material fields F, and Fg:

K= f(FA, FB)
See Annex C for examples of possible key generating functions;
shment mechanism 5, either of the two keying material fields: F, and Fg may be empty, b
of these keying material fields is empty, the key shall be’ computed using the key gene
described above, but with the relevant one of the two-iniputs equal to either the empty strin
epending on the nature of the function f).
tinguishing identifier /5 is included in step 1 to prevent’a substitution attack, i.e. the re-use of this me

y masquerading as B to A (see Annex B). For similar reasons, distinguishing identifier /4 is present in
s where such attacks cannot occur, one or both of the identifiers may be omitted.

ment mechanism 6 is derived, from the three-pass mutual authentication mechanism speci
-2. This mechanism enables)both A and B to contribute part of the established key K

random numbers. The mechanism requires that both A and B are able to generate rg

of its

secret

ut not
rating
g ora

ssage
step 2.

ied in
. Key

[ mechanism 6 provides_mutual authentication between A and B. Uniqueness/timelingss is

ndom

(1) Rs

A

(2) e, (RallRs 15 II Fa |l Text,)

A

B

(3) x,, (Re I R4 || Fg || Text,)

a

Figure 6 — Mechanism 6
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NOTE|1 In key establishment mechanism 6, either of the two-k€ying material fields Fa and Fg may be

both.
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mechanism involves the following steps (see Figure 6):

1) B sends A a random number Rgin message 1.

2) A sends B a random number R,, the received number Rjg, the distinguishing identifier /5, and the

keying material F,in message 2. The inclusion of the distinguishing identifier /5 is optio
fields are encrypted using the key Kjs.

nal. The data

i) On receipt of message 2, B deciphers the encrypted part, checks the correctness of its
distinguishing identifier, if present, and checks that the random number Rjp, sent to A in step 1,

was used in constructing message 2.

3) B sends A the random numbers Rg and R4, and the keying material Fg in message 3.1
are encrypted using the key Kgp.

i)  On receipt of message 3, A deciphers the encrypted part and checks that.the ran
Rg and R,, sent in messages 1 and 2, respectively, were used in constructing mess

i) Both A and B derive the key K using a key generating function f, taking as ing
keying material fields F, and Fg:

K= f(FA, FB)

See Annex C for examples of possible key generatingfunctions.

he data fields
jlom numbers
age 3.

ut the secret

empty, but not

NOTE|2  Distinguishing identifier /s is included in step‘2.fo prevent reflection attacks (see Annex B). In environments

where|such attacks cannot occur, the identifier may be omitted.

NOTE|3 A variant of key establishment meehanism 6 can be constructed from two parallel ing
establlshment mechanism 4, one started by entity/A and the other by entity B.

7

The

pair of entities that both share a key with the KDC.

In th

Mechanisms using a Key Distribution Centre

durpose of a Key Distribution Centre (KDC) is to first generate or acquire and then distriby

i§ clause, four key-establishment mechanisms using a KDC are specified.

In the firstthiree mechanisms one of the two entities requests a key K from the KDC for lat
tp the other entity. The KDC generates or acquires the key K, and sends a message to t
ntityl protected by a key shared with this entity. This message contains a second messag¢g
key’shared between the KDC and the second entity, which can then be forwarded by t

tances of key

te a key to a

er distribution
e requesting
protected by
he requesting

entity 10 the ultimate recipient.

In the fourth mechanism the KDC generates or acquires the key K, and sends it directly to both

communicating entities. The two messages are protected using the key that the KDC sh
corresponding entities.

ares with the

For all of these mechanisms, only the KDC is required to have the ability to generate or otherwise acquire
keys. Following the distribution of a key by the KDC, the two entities may use this key to support the use of a
point-to-point key establishment mechanism.
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For the implementation of the mechanisms specified in this clause, it is required that:

a) Entities A and B share secret keys Ksp and Kgp, respectively, with a trusted third party P that acts as a
KDC. The KDC shall be able to generate or otherwise acquire a key K.

b) The KDC shall have a means of communication with the entity requesting a key.

c) Security requirements are concerned with the confidentiality of K, and the detection of modification,
substitution or replay of keys and messages.

7.1 Key Establishment Mechanism 7

Key establishment mechanism 7 does not provide authentication of the key K established by the mechar]ism.

P (1) Is

(2) e, (Fll/s I Text))ll e, (FIl 14|l Text;)

(1) (2)

(3) ek, (Fll/4 1l Text,) B

Figure 7 — Mechanism 7

The mechanism.involves the following steps (see Figure 7):

1) A requesis keying material from the KDC by sending message 1 to the KDC containing the
distinguishing identifier /5 of the second entity B.

2) The KDC sends message 2 to A containing the keying material F (made up of a key K together with
optional data). This message consists of two main parts:

— &, (Flllg [l Text,);

— e (Flll,ll Texty).

i)  On receipt of message 2, A deciphers the first part, checks the correctness of the distinguishing
identifier /g, and obtains the key K.

10 © ISO/IEC 2008 — All rights reserved
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3) A forwards the second part of message 2 to B in message 3.

i) On receipt of message 3, B deciphers the encrypted part, checks the correctness of the
distinguishing identifier I, and obtains the key K.

7.2 Key Establishment Mechanism 8

Key establishment mechanism 8 is derived from the four-pass mutual authentication mechanism specified in
ISO/IEC 9798-2. Key establishment mechanism 8 optionally provides mutual authentication between A and B.
Uniqueness/timeliness is controlled by time stamps or sequence numbers. The mechanism requires that A, B
and the KDC are able to maintain mechanisms for generating and verifying the validity of time stamps T or
sequemcE TTUTMDETS -

P (1) TVP, II/,

(2) e, (TVP,[[F /5| Text,)||€x, (To I Np || F[1, 1] Te

b

t;)

1) (2)

(3) ex, (To /N, [ F Il Text,) | lex (T /N, 1115 Il Text,)]

»
»

A B

[(4) ex(Ts/Nglll, |l Text,)]

Figure 8 — Mechanism 8

The rTechanism involves the following steps (see Figure 8):

1) A requests keying material from the KDC by sending message 1 to the KDC containing a time variant
parameter TVP, (which can be a random number, a time stamp, or a sequence number) and the
distinguishing identifier /5 of the second entity B.

2) The KDC sends message 2 to A containing the keying material F (made up of a key K together with
optional data). This message consists of two main parts:

— &, (TVP [ F |l 5 || Text,);

— ek, (T INp | F 1, || Text,).
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i)

On receipt of message 2, A deciphers the first part, checks that the time variant parameter

TVP,,

sent to the KDC in step 1, was used in constructing the first part of message 2, checks the

correctness of the distinguishing identifier /5, and obtains the key K.

second part, a data field

ex(Tal N, |l 5 |l Texty)

which enables B to check the integrity of the key K retrieved from F.

A forwards the second part of message 2 to B in message 3. Message 3 optionally also contains a

3)

NO

para

i)

ii)
The fourd
authentia
4) Brg

key

i)

NOTE 1 Th

The timestamp T4 or sequence number Ny included in message 3 is unrelated to the time
meter TVP,4 included in message 1.

On receipt of message 3, B deciphers the first part, checks the correctness of the, time sta
sequence number, checks the correctness of the distinguishing identifier /,, and-obtains th
K.

stamp or sequence number and of the distinguishing identifier /5.

h step given below is optional; it can be omitted if either no entity authentication or only uni
ation is required.

K.

sequence number and of the distinguishing identifier /,.

b
3

encryption algorithm e used in the optional key confirmation process (i.e., part 2 of message

message 4) may differ from the encryption algorithm (alsedenoted by e) used for key distribution.

NOTE2 In
specified in IS

NOTE 3
computed ove
work correctly

brder to achieve mutual authentication“and conformance with the four-pass entity authentication mech
D/IEC 9798-2, the optional message (parts) in steps 3 and 4 need to be included.

If nrequired, authentication of, the’requesting entity by the KDC may be provided by the inclusion of a|

TVP4 using a secret_key shared by A and the KDC, in a plaintext text field of message 1. This cz
f TVPa is of a form (e:g~a time stamp) whose correctness can be verified by the KDC.

7.3 Key Establishment-Mechanism 9

Key establish
ISO/IEC 979§
Uniqueness/t

ment mechanism 9 is derived from the five-pass mutual authentication mechanism specif
-2. Key. establishment mechanism 9 optionally provides mutual authentication between A §
meliness is controlled by random numbers. The mechanism requires that A, B and the KD

ariant

mp or
e key

B deciphers the second part of message 3, if present, and checks the correctness of th¢ time

ateral

turns €, (Tz /Ny || 1, || Text,) to A in message 4, thereby acknowledging that it shargs the

On receipt of message 4, A deciphers it and.checks the correctness of the time stamp or

3 and

anism

MAC,
n only

ied in
nd B.
C are

able to gener

12

tarandom - numbers
e RGoR-RUHRBers-
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(2) RylIRs s P

() e, (RallF sl Text)) |l e, (Rs [| F Il 4 || Text,)

(2) ()

(1) Reg

B (4) e, (R llF 14|l Text,)|l[ex (R, | Rgd[ Text;)] A

[(5) ex(Rg | Ry [l Texti)]

v

3

Figure 9—Mechanism 9

The mechanism involves the following step$’(see Figure 9):
1) B initiates the mechanism by<sending a random number Rz to A in message 1.

) A requests keying material from the KDC by sending message 2 to the KDC contain|ng a random
number R,, the random’number R sent in message 1, and the distinguishing identifier f of B.

3) The KDC sends message 3 to A containing the keying material F (made up of a key K|together with
optional data). This message consists of two main parts:

— ere (Rall Fll g || Text,);

~ e, (Re || FIl1, 1l Text,).

i)  On receipt of message 3, A deciphers the first part, checks that the random number R,, sent to
the KDC in step 2, was used in constructing the first part of message 3, checks the correctness
of the distinguishing identifier /5, and retrieves the key K.

4) A forwards the second part of message 3 to B in message 4. Message 4 optionally also contains a
second part, a data field

e« (Ru | R || Texts)

which incorporates random numbers Rz and R, and enables B to check the integrity of the key K
retrieved from F.

© ISO/IEC 2008 — Al rights reserved 13
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On receipt of message 4, B deciphers the first part, checks that the random number Rg sent to A
in step 1 was used in constructing the first part of message 4, checks the correctness of the

distinguishing identifier I, and obtains the key K.

B deciphers the second part of message 4, if present, and checks that the random number Rg,
sent to A in step 1, was used in constructing the second part of message 4.

The fifth step given below is optional; it can be omitted if either no entity authentication or only unilateral
authentication is required. This fifth step can only be used if the second part of message 4 is also sent.

5) Breturns e,(R; || R, || Text,) to Ain message 5, thereby acknowledging that it shares the key K.

i)

NOTE1 Th

NOTE2 In
specified in IS

step 4, was used in constructing message 5.

7.4 Key Establishment Mechanism 10

Key establisH

The mechan

On receipt of message 5, A deciphers it and checks that the random number R/, sent-tp B in

b encryption algorithm e used in the optional key confirmation process (i.e., part 2cef message |4 and
message 5) may differ from the encryption algorithm (also denoted by e) used for key distribution.

pbrder to achieve mutual authentication and conformance with the five-pass entity authentication mechanism
D/IEC 9798-2, the optional message (parts) in steps 4 and 5 need to be included.

ment mechanism 10 provides mutual authentication between A and the KDC and unilateral

authenticatiop of the KDC to B. Uniqueness/timeliness is controlled-by time stamps or sequence nurIbers.

verifying the

alidity of time stamps T or sequence numbers N.

A

(1) e, (T N, |l g | Text,)

sm requires that A, B, and the KDC are able to_ maintain mechanisms for generating

nd/or

(2)e,, (To INs || F I3 [| Text;)

3

P

() ex

14

(3)

o (T INp [| F |1, || Texts)

Figure 10 — Mechanism 10

B
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The mechanism involves the following steps (see Figure 10):

A requests keying material from the KDC by sending message 1 to the KDC containing

1)

a time stamp

T, or sequence number N,, and the distinguishing identifier Iz of B. The data fields are encrypted

using the key Kup.

i)

sequence number.

On receipt of message 1, the KDC deciphers it and checks the correctness of the time stamp or

2) The KDC sends message 2 to A containing a time stamp T, or sequence number Np, the
distinguishing identifier /5, and the keying material F (made up of a key K together with optional data).
The data fields are nnr\rypfnd ncing the kny KAP
i)  On receipt of message 2, A deciphers it, checks the correctness of the distinguishing identifier /5,
checks the correctness of the time stamp or sequence number, and obtains‘the key K.
3) The KDC sends message 3 to B containing a time stamp T% or sequence nunmber N/, the
distinguishing identifier /4, and the keying material F. The data fields arg”’encrypted usinngl; the key Kgp.
i)  On receipt of message 3, B deciphers it, checks the correctnéss of the time stampg or sequence
number, and obtains the key K. The distinguishing identifier /, indicates to B tha{ the key was
requested by A.
NOTE|1 The order in which steps 2 and 3 are executed is at the disctetion of the implementer.
NOTE|2  Entity authentication between A and B is not achieved by this mechanism. If entity authenticajion between A
and Blis required, it can be achieved using the key K established by the mechanism with one of the mechapisms specified
in ISOJIEC 9798-2 or ISO/IEC 9798-4.
NOTE|3  Entity authentication of the requesting entity by the KDC is provided.
8 echanisms using a Key Translation Centre

The gurpose of a Key Translation Centre (KTC) is to enable a key to be transferred between a j
that bpth share a key with the KT.C.

In thig clause, three key establishment mechanisms using a KTC are specified. In each of these
one df the two entities (thHe-originator) sends a key K to the KTC, encrypted using a key shared
originptor and the KTG.\The KTC deciphers the key K, and re-enciphers it with a key shared wi
entity|(i.e. the ultimate-recipient) — this process produces what is known as the translated key. 1
eithe

a) nds the.translated key back to the originator who then forwards it to the ultimate recipient,

b) forwards the translated key to the ultimate recipient directly.

air of entities

mechanisms,
between the
h the second
'he KTC then

For the implementation of the mechanisms specified in this clause it is required that:

a) Entities A and B share secret keys Kuyp and Kpp, respectively, with a trusted third party P that acts as a
KTC.

b) The KTC shall have a means of communication with the entity requesting key translation (the originator).

c) The originator shall be able to generate or otherwise acquire a key K.

d) Security requirements are concerned with the confidentiality of K, and the detection of maodification,

substitution or replay of keys and messages.

© ISO/IEC 2008 — All rights reserved
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8.1 Key Establishment Mechanism 11

In key establishment mechanism 11 the key K is provided by entity A.

P (1) ey, (s I Fll Text,)

(2) ey, (FIl1, 1l Text,)

(1) 2)

A (3) ex, (FIlI, || Texts) B

v

Figure-11 — Mechanism 11

The mechanigsm involves the followingssteps (see Figure 11):

1) A reguests key translation'by sending message 1 to the KTC, consisting of e, (/5 || F || Tgxt,),

enciypted using the key'K,p, containing the distinguishing identifier /5 of the second entity B, apd the
keyihg material F (made up of a key K, together with optional data).

i) |On receipt)of message 1, the KTC deciphers it to obtain F, adds the distinguishing identifier /,,
and re-enciphers both using the key Kgp to obtain e, (F ||/, || Text,).

2) The KTCTetumns the re-enciphered Keying material to A il message 2.

3) Aforwards e, (F ||/, || Text,) to Bin message 3.

i) On receipt of message 3, B deciphers the encrypted part, checks the correctness of the
distinguishing identifier I, and thus obtains the key K.

8.2 Key Establishment Mechanism 12

Key establishment mechanism 12 is derived from, but is not fully compatible with, the four pass authentication
mechanism of ISO/IEC 9798-2:1999, clause 6.1. In this mechanism the key K is supplied by entity A.
Uniqueness/timeliness is controlled by time stamps or sequence numbers.

16 © ISO/IEC 2008 — All rights reserved
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Key establishment mechanism 12 optionally provides mutual authentication between A and B. The
mechanism requires that A, B and the KTC are able to maintain mechanisms for generating and verifying the

validity of time stamps T or sequence numbers N.

P (1) ex, (NI To /N, |11 IIF [l Text,)

(2) ey, 21 T,/N, Il I Text,)lex (311 T /N, || Fiy 1| Text, )

(1) (2)

(3) ex, BIITo /Ny I F Il 1 Text,) Il T (Tt Ny Il g 11 Text, )]

»
»

[(4) ex(TgdNg || 14 || Texts)]

A

Figure 12 — Mechanism 12

The mechanism involves the following steps (see Figure 12):

1) A requests key translation by sending message 1 to the KTC, containing the number 1,|a time stamp
T, or sequence number N, the distinguishing identifier /5 of B, and the keying material f (made up of
a key K, together with optional data). The data fields are encrypted using the key Kyp.

i) ~On receipt of message 1, the KTC deciphers it, checks the presence of the numper 1, checks
the time stamp T, or sequence number N4, and recovers the encrypted keying matégrial F.

The KTC sends message 2 to A, that cansists of two main pnrfc'

=

— €k, CITA Nyl 5 | Text,);

— €, GlTo /N || Fll 4 ]| Texts).

i)  On receipt of message 2, A deciphers the first part, and checks the presence of the number 2
and the distinguishing identifier /g, and that the time stamp T, or the sequence number N,, sent
to the KTC in step 1, was used in constructing the first part of message 2.
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3) A forwards the second part of message 2 to B in message 3. Message 3 optionally also contains a
second part, a data field

ex(TaI Nyl 5 |l Text,)

which incorporates a time stamp T/, or sequence number N, and enables B to check the integrity of
the key K retrieved from F.

i)

On receipt of message 3, B deciphers the first part, checks the presence of the number 3 and

the distinguishing identifier /4, and obtains the key K.

The four

authentia
4) B ré
key

i)

NOTE1 Th

message 4) may differ from the encryption algorithm (also denoted by e) uséed for key distribution.

NOTE2 In

8.3 Key Establishment Mechanism 13

Key establismment mechanism 13 is derived from,xbut is not fully compatible with, the five-pass n

authenticatio
optionally prg

numbers. Thg¢ mechanism requires that A, B and the KTC are able to generate random numbers.

B deciphers the second part of message 3, if present, and checks the time stamp
sequence number N/, and the presence of the distinguishing identifier /5.

h step given below is optional; it can be omitted if either no entity authentication orjonly uni
ation is required. This fourth step can only be used if the second part of message 3 is also
K.

On receipt of message 4, A deciphers it and checks the time stamp” Tz or sequence numk
and the presence of the distinguishing identifier /,.

b encryption algorithm e used in the optional key confirmatiomprocess (i.e., part 2 of message

brder to achieve mutual authentication, the optional message (parts) in steps 3 and 4 need to be inclu

mechanism specified in clause 6.2:0FISO/IEC 9798-2:1999. Key establishment mechani
vides mutual authentication between A and B. Uniqueness/timeliness is controlled by ra

‘A Oor

ateral
sent.

turns €, (Tz /Ny || 1, || Texts) to A in message 4, thereby acknowledging that it shargs the

er Ng

3 and

ded.

hutual
Em 13
ndom
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(2) e, (RallRs |l |l F I Text,) P

() e, . (Rallls |l Text;) [ e, (Re [| FII 1, 1| Texty)

(2) ()

(1) Reg

B (4) e, (Ra [l F Il Texts) | [ex (R, || RgdlText,)] A

[(5) ex(Rs [l Ry Il Text:)]

v

3

Figure 13— Mechanism 13

The mechanism involves the following step§’(see Figure 13):

1) B initiates the mechanism by<sending a random number Rz to A in message 1.
) A requests key translatien by sending message 2 to the KTC containing a random nymber R, the
random number Rp sent in message 1, the distinguishing identifier Iz of B, and the keylng material F

(made up of a key'K, together with optional data). The data fields are encrypted using the key Kap.

i)  On receipt of message 2, the KTC deciphers the encrypted keying material F, and re-enciphers
it togethér with additional (optional) data fields.

3) TheKTC sends message 3 to A, that consists of two main parts:

Vs eKAP(RA | IB | Teth);

— e, (Rell F 1, Il Texty).

i)  On receipt of message 3, A deciphers the first part, and checks the distinguishing identifier /5
and that the random number R,, sent to the KTC in step 2, was used in constructing the first part
of message 3.
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4) A forwards the second part of message 3 to B in message 4. Message 4 optionally also contains a
second part, a data field

e« (Ra |l Rs || Text, )

which incorporates random numbers Rz and R/, and enables B to check the integrity of the key K
retrieved from F.

i)

On receipt of message 4, B deciphers the first part, checks the distinguishing identifier /, and
that the random number Rg sent to A in step 1 was used in constructing the first part of message

4, checks the correctness of the distinguishing identifier /5, and obtains the key K.

i)

The fifth
authentia

5) Bre

NOTE1 Th

message 5) may differ from the encryption algorithm (also denoted by e) used for key distribution.

NOTE2 In

B deciphers the second part of message 4, if present, and checks that the random namb
sent to A in step 1, was used in constructing the second part of message 4.

step given below is optional; it can be omitted if either no entity authentication ot only uni
ation is required. This fifth step can only be used if the second part of message 4 is also se

urns e, (Rg || R, || Texty) to A in message 5, thereby acknowledging that it shares the

On receipt of message 5, A deciphers it and checks that the rahdom numbers R/, and Rg
to B in step 4, were used in constructing message 5.

b encryption algorithm e used in the optional key confirmation“process (i.e., part 2 of message

brder to achieve mutual authentication, the optional message (parts) in steps 4 and 5 need to be inclu

er RB,

ateral
nt.

key K.

, sent

4 and

ded.
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Annex A
(normative)

ASN.1 module

A.1 Formal definition

KeyManagementSymmetricTechniques {

ISO/IEC 11770-2:2008(E)

isp (1) standard(0) key-management (11770)
kpy-management-mechanisms (0) }

NITIONS EXPLICIT TAGS ::= BEGIN
MPORTS None; -—-

part (2)

OID [ := OBJECT IDENTIFIER

ctablishmentMechanism ALGORITHM
-mechanisml |

-mechanism?2
-mechanism3
-mechanismé
-mechanismb
-mechanism6
-mechanism?
-mechanism8
-mechanism9
-mechanismlO |
-mechanismll |
-mechanisml?2 |
-mechanisml3

KevE
ke
ke
ke
ke
ke
ke
ke
ke
ke
ke
ke
ke
ke

ynonyms —-—

1s11y70-2 OID
mechpnism OID

{ iso(l)standard(0) key-management (11770)
{ 1is11770-2 mechanisms (1) }

-- Ppint-to-point Key'establishment --

asnl-module (0)

part2(2) 1}

ke-mpchanisml OIDJ)::= { mechanism 1 }
ke-mpchanism2«QFD ::= { mechanism 2 }
ke-mpchanism3=0OID ::= { mechanism 3 }
ke-mpchanism4 OID ::= { mechanism 4 }
ke-mpchanism5 OID ::= { mechanism 5 }
ke-mpcehanism6 OID = { mechanism 6 }
-- Mechanisms using a key distribution centre -
ke-mechanism7 OID = { mechanism 7 }
ke-mechanism8 OID ::= { mechanism 8 }
ke-mechanism9 OID = { mechanism 9 }

ke-mechanisml0 OID ::= { mechanism 10 }

-- Mechanisms using a key translation

ke-mechanismll OID
ke-mechanisml2 OID
ke-mechanisml3 OID

{ mechanism 11 }
{ mechanism 12 }
{ mechanism 13 }

END -- KeyManagementSymmetricTechniques --
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