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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotech
Commission) form the specialized system for worldwide standardization. National bodies
are members of ISO or IEC participate in the development of International Standards thr

1(E)

nical
that
ough

technical committees established by the respective organization to deal with particular fields of
technlcal activity. ISO and IEC technical committees collaborate 1n flelds of mutual interest. Other
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take part in the work.

The procedures used to develop this document and those intended for its further maintenanc
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria need¢
the different types of document should be noted. This document was drafted in accordance wit
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this document may be the su
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such p
rights. Details of any patent rights identified during the development of\the document will be i
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Introduction and/or on the ISO list of patent declarations received (seewww.iso.org/patents) or the IEC

list of patent declarations received (see https://patents.iec).

Any trade name used in this document is information given for the convenience of users and doe
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific termg
expressions related to conformity assessment, as well-as information about ISO’s adherence t
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso
iso/foreword.html.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Information security, cybersecurity and privdgy protection.

Alist of all parts in the ISO/IEC 11770%eTies can be found on the ISO website.

Any feedback or questions on this/document should be directed to the user’s national standards bga
complete listing of these bodiescan be found at www.iso.org/members.html.
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Information technology — Security techniques — Key
management —

Part 4:

Mechanisms based on weak secrets

AMENDMENT 2: Leakage-resilient password-authenticated key

agreement with additional stored secrets

Introduction

Insert new list item e) as follows:

e)

Leakage-resilient password-authenticated key agreement with additional stored sedrets:
Establish one or more shared secret keys between two entities A and B, where A has a weak secret
and a (possibly, insecure) stored secret that might be revealed to or altered by adversaries and |B has
verification data derived from A’s weak secret and,stored secret. In a leakage-resilient passyord-
authenticated key agreement with additional stored-secrets mechanism, the shared secret keys are
the result of a data exchange between the twontities; the shared secret keys are established if,
and only if, the two entities have used the wéak secret, the stored secret and the corresponding

verification data; and 4, B and an adversarywho has obtained and altered the stored secret a
unable to predetermine the values of the.shared secret keys.

NOTE4  Here, “leakage-resilience” means security against either compromise of stored secrets held by
A or compromise of verification data held by server B, but not both. This type of key agreement mechan
able to protect A’s weak secret from being discovered by B, as well as preventing an adversary from getti
weak secret from B. Also, this type of Key agreement mechanism prevents an adversary from performing
dictionary attacks unless the adversary obtains A’s stored secret. In other words, an adversary who obtai
stored secret is restricted to performing online dictionary attacks, and the security level in this case is the
as that of the other mechanisms in this document. A typical application scenario would involve use betw
client (A4) and a server (B);where a client user employs a portable device such as a smart phone, USB mem
smart card to save the useér’s stored secret, or where a client terminal shares a network-attached storage d
in an office environment.

Clause 2
Replace’/Clause 2 with the following:

The' following documents are referred to in the text in such a way that some or all of their co
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constitutes rnqnirpmpnfc of this document. For dated rpﬁnrpnrpc’ nn]y the edition cited qpp]inc

. For

undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 10118 (all parts), Information technology — Security techniques — Hash-functions

ISO/IEC 29192-5, Information technology — Security techniques — Lightweight cryptography — Part 5:

Hash-functions

ISO/IEC 9797 (all parts), Information technology — Security techniques — Message Authentic
Codes (MACs)

© ISO/IEC 2021 - All rights reserved
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ISO/IEC 29192-6, IT Security techniques — Lightweight cryptography — Part 6: Message Authentication

Codes (MACs)

ISO/IEC 11770-6, Information technology — Security techniques — Key management — Part 6: Key
derivation

ISO/IEC 18033-2, Information technology — Security techniques — Encryption algorithms — Part 2:
Asymmetric ciphers

1S0/1

Claus

Insern

3.40

Hamjming weight

numl

Claud

Repl:

h(x, L

mac(|

GG

o’

9, 91

EC 19772, Information technology — Security techniques — Authenticated encryption

e 3

t new term 3.40 as follows:

per of non-zero elements in a bit string

e 4

ice definitions as follows:

K)

<, m)

galgb

a collision-resistant hash-function taking an octet string as input and giving a bit
string as output. One of the hash-functions specified in ISO/IEC 10118 (all parts) or
ISO/IEC 29192-5 shall be used

a collision-resistant hash-function taking an octet string x and an integer Ly as input
and giving a bit stringof length Ly (in bits) as output. One of the hash-functions spec-
ified in ISO/IEC 10118 (all parts) or ISO/IEC 29192-5 shall be used

a message authentication code (MAC) function taking a key k and a variable-length
message mras input and giving a fixed-length output. One of the MAC algorithms
specified'in' ISO/IEC 9797 (all parts) or ISO/IEC 29192-6 shall be used

points of order r on E over F(q), where the relative discrete logarithms of G,G,,G,
are unknown

elements of multiplicative order r in F(q), where the relative discrete logarithms of
9,91 9o 9p are unknown

a function for deriving a key from a secret value and a key derivation parameter. One
of the key derivation functions specified in ISO/IEC 11770-6 shall be used

Add the following definitions:

© ISO/IEC 2021 - All rights reserved



https://iecnorm.com/api/?name=3e5624e7be70e05d7e95158ee3c8de30

ISO/IEC 11770-4:2017 /Amd.2:2021(E)

@ bit-wise exclusive-or operation on bit-strings of equal length

AE an authenticated encryption, (reversible) transformation of data by a cryptographic
algorithm to produce ciphertext that cannot be altered by an unauthorized entity
without detection, i.e. that provides data confidentiality, data integrity, and data or-
igin authentication. One of the authenticated encryption methods specified in ISO/

IEC 19772 shall be used

Clause 5
Replace the last sentence with the following:

It is also assumed that the entities are aware of a common hash-function #,~one of the
functions specified in ISO/IEC 10118 (all parts) or ISO/IEC 29192-5.

Clause 9
Add new Clause 9 as follows:
9 Leakage-resilient password-authenticated key agreement with additional stored secrets

9.1 General

nash-

This clause specifies two mechanisms (LKAM1 and LKAM2) for leakage-resilient password-
authenticated key agreement with additional stored)secrets. These mechanisms, specified in 9.2 and
9.3, require one of the two entities to possess wérification data for a weak secret and a stored secret

known to the other entity.
The two mechanisms share the followingdnitialization and key establishment processes.

Initialization process: The two entities involved agree to use a set of valid domain parameters, a

et of

key derivation parameters and a set,of functions, all of which may be publicly known. The two entities
also agree to use shared password:based information, i.e. one entity has a password-based weak secret

and a stored secret, and the other entity has the corresponding verification data.

NOTE In the initializatien process, the two entities who only share password-based informatio
establish a secure channelby performing the key establishment process. In the case of LKAM2, the serve
sends an RSA parameter’n. Through the established secure channel, the two entities can register verifi
data and stored secrets.

Key establishment process:

a) Generate and exchange key tokens. The two entities involved each randomly choose one or
key token factors associated with the domain parameters, create the corresponding key to|

N can
- first
ation

more
kens,

wihich may be associated with the password and the stored secret or verification data (a key foken

associated with the password and the stored secret or verification data is called an “entangle
token”), and then make the key tokens available to the other entity.

d key

b) Check validity of key tokens. Depending on the operations for producing key tokens in step a), the two
entities involved each choose an appropriate method to validate the received key tokens based on
the domain parameters. If any validation fails, the entity involved shall output “invalid” and stop.

c) Derive shared secret keys. The two entities involved each apply certain secret value derivation

functions to their own key token factor, the other entity’s key tokens and/or shared verification
data to produce a shared secret value. Each entity further applies a key derivation function to the
shared secret value and the key derivation parameters, to derive one or more shared secret keys.

© ISO/IEC 2021 - All rights reserved 3
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d) Check key confirmation and update stored secrets. The two entities involved use the shared secret
keys established using the above steps to confirm their awareness of the keys to each other, and to
update their stored secrets. This step is mandatory.

9.2 Leakage-resilient key agreement mechanism 1 (LKAM1)

9.2.1
This

General

mechanism is designed to achieve leakage-resilient password-authenticated key agreement with

addit
In th
data
optig

This

NOTH
secre

NOTH
9.2.2

Key ¢
para

g
9

ional stored secrets, and establishes one or more shared secret keys between entities A and B;
e mechanism, A has a password-based octet string m and a stored secret s;, and B has verification
IW; corresponding to m and s;. This mechanism provides unilateral explicit key authenticationand,
nally, mutual key authentication.

mechanism works in both the DL setting and the EC setting.

1 Inapplications using leakage-resilient password-authenticated key agreement with.additional stored
Ls, A can play the role of a client and B can play the role of a server.

2 This mechanism is based on the work of Shin, Kobara and Imail35].
Prior shared parameters

greement between two entities A and B takes place in an environment consisting of the following
neters:

set of valid domain parameters (either DL domain parameters or EC domain parameters) as
pecified in Clause 5;

counter which stores the value of i (initially 7 = 1);
he length Ly of a shared secret key K;

password-based octet string  and a stored\secret s;, which is an integer of Ly bits used by 4;
verification element derivation function'/, used by 4;

verification element W; = J(m, s,), uséd by 4 and B;

key token generation function.D, used by A and B;

n entangled key token generation function C, used by 4;

key token check function 7, used by 4 and B;
wo secret value-derivation functions V, and Vj, one for each entity;

key derivafion function K, used by 4 and B;

ne orJhore key derivation parameter octet strings {P;, P,, ...}, where A and B shall agree to use the
amé values.

9.2.

----------

T UIICTIUIIS

9.2.3.1 Verification element derivation function J

The verification element derivation function J takes a password-based octet string  and a stored secret
s; as input and produces an element of F(g), written J(m, s;), as output. Leakage-resilient key agreement
mechanism 1 can be used with either of the following two functions Jj,; and Jg:

— Jpy, is suitable for use when the mechanism is used with the DL domain parameters, i.e. it operates
over the multiplicative group of elements of F(q). Given the DL domain parameters (including g, and
q), a password-based octet string  and a stored secret s;, Jp; is defined as in Formula (40):

© ISO/IEC 2021 - All rights reserved
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BS2I(H(r)Hs; mod r

JpL (,s;)=g, modgq

— Jgc is suitable for use when the mechanism is used with the EC domain parameters, i.e. it ope
over the additive group of elements in an elliptic curve of F(q). Given the EC domain param

1(E)

(40)

rates
eters

(including G,), a password-based octet string mand a stored secrets;, Jy is defined as in Formula (41):

Jec(m, s) = [BS2I(H(m)) + s, mod r] x G,

(41)

Function BS2I (Bit String to Integer conversion) is described in Annex A.
9.2.3.2 Key token generation function D

The key token generation function D takes an integer x from {1, ..., r — 1} as input.and produc
element written D(x) as output. Leakage-resilient key agreement mechanism 1 can'\be used with ¢
of the following two functions Dp,; and Dg:

— Dy, is suitable for use when the mechanism is used with the DL domain parameters, i.e. it ope
over the multiplicative group of elements of F(q). Given the DL domain‘parameters (including {
q) and an input x from {1, ..., r - 1}, Dy, is defined as in Formula (42):

Dp(9) = g mod g
— Dgcis suitable for use when the mechanism is used with'the EC domain parameters, i.e. it ope

over the additive group of elements in an elliptic eurve of F(q). Given the EC domain param
(including G) and an input x from {1, ..., r - 1}, Dg¢ i5-defined as in Formula (43):

Dgc(¥) =[x] x G

9.2.3.3 Entangled key token generationfunction C

The entangled key token generation funétion C takes two inputs, an output W; of function Jand an o
X of function D, and produces an element written C(W,, X) as output. Leakage-resilient key agree
mechanism 1 can be used with either of the following C functions Cp; and Cgg:

— Cpy, is suitable for use when the mechanism is used with the DL domain parameters, i.e. it op¢
over the multiplicative group of elements of F(q). Given the DL domain parameters (including q
two inputs, the outpit W; of function J and the output X of function D, Cy,; is defined as follows

— compute Cp (W), X) = W; x Xmod g;
— ifCp (W), 'X) is 0,1 or q - 1, output “invalid” and stop; otherwise, output Cp (W, X).

— (g isistitable for use when the mechanism is used with the EC domain parameters, i.e. it op¢|
overthe additive group of elements in an elliptic curve of F(g). Given the EC domain parameter
two inputs, the output W; of function J and the output X of function D, Cg is defined as follows

— compute Cpc(W, X) = W, + X;

PS an
ither

rates
j and

(42)

rates
eters

(43)

itput
ment

rates
and

rates
5 and

— if [2"] x Cgc(W,;, X) = 0, output “invalid” and stop; otherwise output Cg(W;, X).
9.2.3.4 Key token check function T
The key token check function T is the same as that defined in 6.2.3.3.

9.2.3.5 Secret value derivation functions V, and Vg

a) The secret value derivation function V, takes two inputs, an integer x from {1, ..., r - 1} and an

output Y of function D, and produces an element written Vj(x, Y) as output.

© ISO/IEC 2021 - All rights reserved
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b) The secretvalue derivation function V takes three inputs, an integer y from {1, ..., r - 1}, an output X’
of function C and an output W; of function /, and produces an element written Vz(y, X', W)) as output.

c) V,and Vgsatisfy the condition V,(x, Y) = Vz(y, X', W).

Leakage-resilient key agreement mechanism 1 can be used with either of the following two functions
VypL and Ve, and either of the following two functions Vpp; and Vig:

a) Vyp is suitable for use when the mechanism is used with the DL. domain parameters, i.e. it operates

gver the multiplicative group of F(q). Given the DL domain parameters (including q), an integer x
from {1, ..., r - 1} and an integer Y from {2, ..., g - 2}, V,;p is defined in the following steps:

1+ compute Vyp, (%, Y) = ¥¥*mod g;
1+ output Vyp, (x, Y).

b) V¥ppy is suitable for use when the mechanism is used with the DL domain parameterSyi.e. it operates
ver the multiplicative group of F(q). Given the DL domain parameters (includifig g), an integer y
rom {1, ..., r - 1}, an integer X’ from {2, ..., ¢ - 2} and an integer W, from {2, ...,g 42}, Vpp, is defined

h the following steps:

T N

+ compute Vgp (v, X, W) = (X' / W)Y mod g;

¢) Wpcis suitable for use when the mechanism is used with the E€'domain parameters, i.e. it operates
gver the additive group of elements in an elliptic curve of F(g)-~Given the EC domain parameters, an
integer x from {1, ..., r - 1} and a point Y(# 0g) on E, Vg is defined in the following steps:

1+ compute Vypo(x, V)= [x] x V;
1+ output Vygc(x, Y).

d) Vpgcis suitable for use when the mechanism itsused with the EC domain parameters, i.e. it operates

I
gver the additive group of elements in anelliptic curve of F(q). Given the EC domain parameters,
dn integer y from {1, ..., r - 1}, a point X'(# 0;) on E and a point W;(# 0;) on E, Vg is defined in the
following steps:

+ compute Vgpe(y, X, W) = [y (X' - W);

— output Vgge(y, X', W).

9.2.3.6 Key derivation function K

The fey derivation function K is the same as that defined in 6.2.3.6.
9.2.4 Initialization operation

In the initialization operation, A chooses an integer s; randomly from {1, ..., r - 1}, computes W, = J(m, s,),
and then secUrely transfers W, to B. While A has the password-based weak secret and the stored secret
s1 (alpngwith the counter i = 1), B has the corresponding verification data W, and the counteri = 1.

NOTE Entity A can update the password-based weak secret by performing the initialization operation.
9.2.5 Key agreement operation

In the i-th (i 2 1) key agreement operation, this mechanism involves both A and B performing a
sequence of up to three steps, numbered Al to A3 and B1 to B3 (for the steps to be followed by A and B,
respectively).

a) Entangled key token construction (A1)

A performs the following steps:

6 © ISO/IEC 2021 - All rights reserved
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1) compute W, =J(m, s;) as its verification element;

2) choose an integer x randomly from {1, ..., r — 1} as its key token factor;

3) compute X = D(x) as its key token, and X’ = C(W, X) as its entangled key token (if the output of

function Cis “invalid”, go back to the above item to choose a different x value at random and try ag

4) make i and X’ available to B.

b) Key token construction (BI)
B performs the following steps:

1) receiveiand X' from 4;

ain);

2) check the validity of i: if the received value of i is not the same as the value B has, output “inyalid”

and stop; otherwise, continue;

3) check the validity of X’ using T(X'): if T(X") = 0, output “invalid” and stop; otherwise, contipue;

4) choose an integer y uniformly at random from the range {1, ..., =1} as its key token factor;
5) compute Y = D(y) as its key token;
6) compute z = Vg(y, X', W) as an agreed secret value;

7) compute o = H(120S(1)||A]|B||120S()||GE20S (XN GE20S,(Y)|| GE20S(W))|| GE20S,(2));

8) make Y and og available to A.
c¢) Key confirmation (mandatory) and shared‘secret key derivation (A2)
A performs the following steps:

1) receive Yand og from B;

2) check the validity of Y using, T¢Y): if T(Y) = 0, output “invalid” and stop; otherwise, continye;

3) compute z = V,(x, Y) as.an-agreed secret value;
4) compute o' = H(120S(1)||A||B|[120S(i)]|GE20S(X")|| GE20S(Y)|| GE20Sy(W})|| GE20Sx(2)
5) ifog# 0p', output“invalid” and stop; otherwise, continue;

6) compute.dy=H(120S(2)||A||B|[120S(i)||GE20S,(X")|| GE20S4(Y)|| GE20S(W))|| GE20S,(2)]

7) compute K; = K(A||B||120S(1)||GE20S(X")|| GE20Sx(Y)|| GE20Sy(W))|| GE20Sy(2), P " L)
shared'secret key for each key derivation parameter P; (j =1, 2, ...);

8] ‘make o, available to B.

d)._Key confirmation and shared secret key derivation (B2)

Bperforms the foltowing steps:

1) receive o, from 4;

-

as a

2) compute 0,' = H(120S(2)||A||B||120S(i)||GE20S,(X")|| GE20S,(Y)|| GE20S,(W))|| GE20S (2));

3) ifo, # 04, output “invalid” and stop; otherwise, continue;

4) compute K; = K(A||B||120S(1)||GE20Sx(X")|| GE20Sx(Y)|| GE20Sy(W))|| GE20Sy(2), P s L)
shared secret key for each key derivation parameter P; (j =1, 2, ...).

e) Update of stored secrets (A3 and B3)

© ISO/IEC 2021 - All rights reserved
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A performs the following step (A3):

1) compute s;,qy = 5; + BS2I(H(120S(3)||A[|B|[120S(1)||GE20Sx(X)|| GE20Sy(Y)|| GE20Sy(W))||
GE20Sy(z))) mod r.

B performs the following step (B3):

1) compute u = BS2I(H(120S(3)||A[|B|[120S()||GE20S4(X")|| GE20S,(Y)|| GE20S,(W))|
GE20S,(2))) mod r;

4) compute W4y = W;x (g,)" mod g in the DL setting;
3) compute W)= W;+ [u] x Gy in the EC setting;
4) check the validity of W;,;y using T(W/;,q)): if T(W(;,4y) = 0, output “invalid” and stop.

Entitly A shall verify the entity B’s proof of knowledge of the agreed key before revealing ahy information
derived from the agreed key. Therefore, A2 shall be done before B2 if the latter is performed.

Funcfions BS2I (Bit String to Integer conversion), [20S (Integer to Octet String conversion) and GE20Sy
(Groyip Element to Octet String conversion) are described in Annex A where Anheéx A shall be referenced
for the details of the conversion functions.

Numerical examples can be found in D.1.

NOTH1 A group element in this mechanism is a point on the curve ENi'the EC setting, or an integer in the
rangq {1, ..., q - 1} in the DL setting.

NOTH2  Inthis mechanism, X and Y can be computed before thekey agreement operation.

NOTH3  This mechanism can be extended to provide synchronization, randomized ID and security against
server compromise impersonation attacks in the same wa§yas’in Section 6 of Reference [36].

9.3 Leakage-resilient key agreement mechanism 2 (LKAM2)
9.3.1 General

This [mechanism is designed to achieve leakage-resilient authenticated key agreement with password
and yintrusted storage using the RSA-public key cryptosystem and establishes one or more shared
secrdt keys between entities A and ‘B'with joint key control. In the mechanism, A remembers a password
(dengted by T when rendered as-an octet string), and has, in an untrusted storage device that might be
modified or copied by adversaries to impersonate A or B or to reveal the agreed keys, the RSA parameter
n, a qtored secret u; where. subscript j denotes a counter and a random pseudo identity A" of A. B has
passyord verification data v; corresponding to both 7 and u, a hash value A" of A’, and RSA private key
parameters d, p, g and _$0 on. These RSA private and public key parameters shall be generated using
ISO/IEC 18033-2:2006, 11.1, and the additional requirement and recommendations for e to be used in
this mechanism.are explained in 9.3.3. This mechanism provides unilateral explicit key authentication,
and gptionally-mutual key authentication.

NOTH1 (lrapplications using leakage-resilient authenticated key agreement with password and untrusted
storagesA can play the role of a client and B can play the role of a server.

NOTE 2  This mechanism is based on the work of Shin, Kobara and Imail36l.
9.3.2 Prior shared parameters

Key agreement between two entities A and B takes place in an environment consisting of the following
parameters, in which Ly, e, H, mac, K, {P4, P,, ...} are shared as system parameters among all or a subset
of the users of this mechanism:

— thelength of a shared secret key Ly which must be a multiple of 8;

8 © ISO/IEC 2021 - All rights reserved
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a set of RSA public key parameters, namely a prime integer e and a composite number n generated
as specified in ISO/IEC 18033-2:2006, 11.1, where e is specialized for this mechanism as explained
in 9.3.3;

a cryptographic collision-resistant hash-function H giving a 2Lg-bit output, that shall be chosen
from amongst the functions standardized in ISO/IEC 10118 (all parts) or ISO/IEC 29192-5, being

truncated as necessary;

— 3 message authentication code generation function mac, that shall be chosen from amangst the
functions standardized in ISO/IEC 9797 (all parts) or ISO/IEC 29192-6;

— acounter which stores the value ofj (initially j =1);

— astored secret u;and corresponding v; = J(m, u) where u;is an octet string of random Ly bits anq Jis a
password verification element derlvatlon functlon in9. é 4.1.Both U and v;are setin the initializption
operation in 9.3.5, and then used by 4 and B, respectively;

— apseudo identity A’; and a corresponding hash value A”; = H(1205(0)||4° ) of the entity A, where A:,-
is an octet string ofiength Lk/8 whose constituent bits are generated unlformly atrandom. Bqth 4’
and A” are set in the initialization operation in 9.3.5 and used by A;and B, respectively;

— a key derivation function K, that shall be chosen from amongst the functions standardizged in
ISO/IEC 11770-6;

— one or more key derivation parameter octet strings {P;,3P5s...}, where A and B shall agree to ude the
same values.

9.3.3 Additional requirement and recommendations for RSA public key parameter e

The following requirements on the choice ofithe parameter e, additional to those specifigd in

ISO/IEC 18033-2:2006, 11.1, apply.

a) eshallbeaprimeande= 2k ;

b) the sum of the Hamming weight*of the binary representation of e and the bit-length of e should be
as small as possible, subject torequirement a);

c) eshould be as large as possible within b).

NOTE1 Requirement a) ensures that the e-residue attack[36], which applies when an adversary can modify the

parameter n, is not feasible:

NOTE 2 Recommendation b) is intended to help minimize the computational cost for entity A.

NOTE3  Reeommendation c) is intended to make e-residue attacks as difficult as possible for a [given

computationalcost on A.

NOTE 4~< Examples of choices for e satisfying requirement a)-c) are given in C.4.

9.3.4 Functions

9341 Password verification element derivation functionJ

The password verification element derivation function J takes a password-based octet string ™ and a

random Lg-bit stored secret u; as input, and produces as output an octet string password verific
data v; = H(120S(4)||||A||B) & u

9.3.4.2 Key token generation function D

© ISO/IEC 2021 - All rights reserved
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The key token generation function D takes password verification data v, RSA public parameters n, e and
lntegers Xy, X, in {1, .., n - 1} as input, and produces as output Z = D(e, n, xl, Xy, vj), an integer in the range
{0, ..,n-2}.Dis calculated as follows:

— compute y; = (x1)¢ mod n;
— compute W= BS2I(H(1205(7)||v;||120S(x,)));
— compute Z=((y; - 1) + W) mod (n - 1);

— qutput Z.
9.3.4.3 Password-entangled key token generation function C

The [Eassword-entangled key token generation function C takes, as input, password verification’data v
an ingeger Zin {1, .., n - 2}, integers y,, d, p, g in {1, ..., n - 1} respectively, and produces an\jnteger x; in
{1, .. n - 1} as the output of C(v; Z, y,, d, p, q). Cis calculated as follows:

— dompute x, = (¥,)9 mod n;

— dompute W = BS2I(H(120S(7)||v;{| 120S(x,)));
— domputey; =((Z- W) mod (n-1)) +1;

— dompute x; = (y,)¢ mod n;

— (qutputx;.

NOTH y4mod n can be calculated efficiently using p and q and‘Garner’s algorithm[38] with (((Cx, — x4)/q) mod
p)q) 4 x, where x,, = y(dmed (? 1)) mod p and x, = y(@mod (@~ 1)) mod.q.

9.3.4.4 Key derivation function K
The key derivation function K is the same as that.defined in 6.2.3.6.
9.3.§ Initialization operation

In thie initialization operation, 4 securely transfers the hash value A"”; associated with the pseudo
identlity and the password verification element v, to B, and B securely transfers the RSA public key
parameters e and n to A. While A*lfas the password m, the pseudo identity A’; and the stored secret
u;, Blhas the corresponding password verification data v,, the hash value A”; and the RSA private key
parapneters d, p, g and so on.

NOTH Entity A can update‘the password-based weak secret by performing the initialization operation.
9.3.4 Key agreement-operation

This mechanism(for j = 1) involves A and B performing sequences of steps numbered Al to A6 and B1 to
B5 (fpr the steps to be followed by A and B, respectively). Steps A4 and B3 and later are optional.

a) Key token construction (A1)

A fovrrac tha Fallavazin
pel TOTTIISTrICTOTIO VW It

op
)]

1) choose two integers x; and x, randomly from {1, ..., n - 1} as its key token factor;
2) compute v; = J(m, uj), y, = (x,)* mod nand Z = D(e, n, x4, X, v)) as its key token;
3) make A’ Zand y, available to B.

b) Shared secret key derivation (B1)

B performs the following steps:

1) receive A', Zand y, from 4;

10 © ISO/IEC 2021 - All rights reserved
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compute A”;= H(120S(0)|| A");

look for an entry corresponding to A”j in the server’s database; if it does not exist, output
“invalid” and stop; otherwise, continue;

4) delete other entries for A that do not match with A”j since they are garbage when communication
is cut in the middle of the sequence;

o)

choose an L-bit random string r,, and then make r, available to 4;

6)
7)
8)
9)

successfully.
c¢) Shared secret key derivation (A2)

A performs the following steps:

1y
2)
3)

complete successfully.
d) Key confirmation (B2 and A3) (mandatory)
B performs the following steps (B2):

1y
2)

A performs the following steps-(A3):

1y
2)
3)

e) Key confirmation (A4 and B3) (optional)

A performs the following steps (A4):

5
2)

compute x; = C(v; Z, y,, d, p, q);
compute K, = H(120S(1)|[120S(x,)[|A| BI| A" Ir{[|120S(Z)||v;|[120S(y,));
compute K; = K(K, 120S(11), L) as a shared secret key for the following commuirication;

compute K, = K(K,, 1205(10), Lg) as the MAC key if the key confirmdtion below comy

compute K = H(IZOS(1)||IZOS(X1)||A||B||A’j||r1||IZOS(Z)||vj||IZOS(y2));
compute K; = K(K,, 120S(11), L) as a shared secret key.for the following communication;

compute K, = K(K, 1205(10), L) as the MACkey if the key confirmation steps in d) b

compute op = mac(K,,, 120S(2)||K,||120S(1));

make oy available to A.
receive og from B;

compute op' £ mac(K,,, 120S(2)||K,||[120S(1));

if op # 0g%-Qutput “invalid” and stop.

compute o, = mac(K,,, 120S(2)||K|[120S(0));

make o0, available to B.

B performs the following steps (B3):

1y
2)
3)

receive o4 from 4;
compute 0, = mac(K,,, 120S(2)||K,||120S(0));

ifo, # 04/, output “invalid” and stop.

f) Storage update (A5, B4, A6 and B5) (optional)

A performs the following steps (A5):

© ISO/IEC 2021 - All rights reserved
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1) choose an Lg-bit random str1ngA1+1, and then compute j+1 = H(IZOS(0)||A’J-+1);

2) make AE(K;, A" j+1) available to B where AE(K;, *) is a symmetric authenticated encryption
function using K; as the symmetric key.

B performs the following steps (B4):

1) receive AE(K;, A"},;) from 4, and then extract A"}, from it;

1
q
Num

NOTH
prope

NOTH
if the

NOTH

NOTH
string

NOTH
encry

3) delete all A’s records {*, * A} except {4 PT

J_compute v, = v; @ HIZOS(ZK];
) add {A4"” +1» Vis1, A} to the server’s database;

) make AE(K, reply1) available to A where reply1 is a reply message.

forms the following steps (A6):

) receive AE(K,, reply1) from B;

) ifthe result of decrypting AE(K;, reply1) is not the same as reply1, output finvalid” and stop;
) compute u;,; =u; ® H(I20S(2)||Ky);

) update {B, A", uj} to {B, A}, uj1};

) make AE(K;, reply2) available to B where reply2 is a reply méssage.

forms the following steps (B5):

) receive AE(K,, reply2) from 4;

) ifthe result of decrypting AE(K;, reply2) is not.the same as reply2, output “invalid” and stop;

+1» A} from the server’s database. The deleted
ecords include old records {A A} and those tflat might remain as a result of communication
rrors between A and B.

erical examples can be found in Anpéex D.2.

1  rycanberemoved if it is acceptable for K; to be a function only of inputs from 4, and joint key control
rty is not required.

2 xpcanberemoved afide can be 3 if nis stored in a location in which adversaries cannot modify it even
) can copy it.

3 A’ canbe replaged with A if anonymity of A against eavesdroppers is not required.

4  The octet\string of A can be the concatenation of an octet string identifying the user and an octet
r identifyingithe storage or the client terminal.

5 _After the key agreement, the RSA parameters can be updated by sending a new value of n from B to A
ptedusing AE().

NOTE® —This mectanisnT cam e extended to provide Security against Server COMPIOMNIIiSE [MpPersonation
attacks as in Section 6 of Reference [36].

Annex B

Add the fO]]OWil’lg before -- Balanced Key Agreement Mechanism 1 —--:

id-km-ws-1KAM-1 OID ::= { id-km-ws leakageResilientKeyAgreementMechanism-1(9) }
id-km-ws—-1KAM-2 OID ::= { id-km-ws leakageResilientKeyAgreementMechanism-2(10) }
12 © ISO/IEC 2021 - All rights reserved



https://iecnorm.com/api/?name=3e5624e7be70e05d7e95158ee3c8de30

ISO/IEC 11770-4:2017 /Amd.2:2021(E)

Annex B
Add the following before END -- KeyManagement-WeakSecrets —-:
-- Leakage-Resilient Key Agreement Mechanism 1 --

verificationElementDerivation-9 OID ::= {
id-km-ws-1KAM-1 verificationElementDerivationFunction (1) }

kevTokenGeneration-9 OID ::= {

id-km-ws-1KAM-1 keyTokenGenerationFunction (2) }

entangledKeyTokenGeneration-9 OID ::= {
id-km-ws-1KAM-1 entangledKeyTokenGenerationFunction (3) }

keyTokenCheck-9 OID ::= {
id-km-ws-1KAM-1 keyTokenCheckFunction(4) 1}

secretValueDerivation-9 OID ::= {
id-km-ws-1KAM-1 secretValueDerivationFunction (5) }

keyDerivation-9 OID ::= {
id-km-ws-1KAM-1 keyDerivationFunction (6) }

-- Leakage—-Resilient Key Agreement Mechanism 2 --

passwordVerificationElementDerivation-10 OID ::= {
id-km-ws—-1KAM-2 passwordVerificationElementDerivationFunction (1) }

keyTokenGeneration-10 OID ::= ({
id-km-ws-1KAM-2 keyTokenGenerationFunction (2)\}

passwordEntangledKeyTokenGeneration-10 OID &:="{
id-km-ws-1KAM-2 passwordEntangledKeyTokénGenerationFunction (3) }

keyDerivation-10 OID ::= ({
id-km-ws-1KAM-2 keyDerivationFunctdion (4) }

Annex C
Add new Clause C.4 as follows:
C.4 Parameters in leakage-resilient key agreement mechanism 2 (LKAM2)

Examples of the parameter e chosen to meet requirements a)-c) of 9.3.3 are as follows for L,=112[ 128,
192, 224 and 256;respectively:

e=2113429041=020000040000000000000000000001 for Ly=112,
e=21224212741=0280000000000000000000000000000001 for L,=128,
e7233+213241=02000000000000001000000000000000000000000000000001 for L=192,
£=22254218241=0200000000004000000000000000000000000000000000000000000001 for L,=224,
€=2257+213241=020000000000000000000000000000001000000000000000000000000000000001
for Ly = 256.

Annex D

Add new Annex D as follows:
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Annex D
(informative)

Numerical examples

D.1 Numerical examples of LKAM1 Qq"\
This |clause lists numerical examples of leakage-resilient key agreement mechanism 1 (LKAM‘I{;. ith
elliptlic curve domain parameters.[371 Q

Y
secp224r1 (SHA224), L, = 112, HMAC A\?‘

A (= [rpakeuser1l@aist.go.jp) = 6C7270616B65757365723140616973742E676F2E6AT0 (\'\\

. . NJ
B (=[lrpakeserver@aist.go.jp) = 6c7270616}36573657276657240616973742E676F2E6é:ﬂ/

passgword (= zokangl) = 726F6B616E6731 (\,\x

3B54F308DCBF18256A008ED70342EBS5F32BAB141717BEB59B4 6EAE36D8E5OEB§@L 87CFA66DDB
N

H(m) (= SHA512(120S(0)||A||B||password)) = 64COF6239CCA16866612D8E111’5‘é2 \DA038D88B2A1376CC24E
4

Gb =|038C9C85F62 9134BEED14A1665662BBFC7F517BDFEO7OC1E47OD2BD%@)

§1 =[7A29359EA58A369D5F49519334A91C82E2D04ATBA9TD56B4B28F9

)
Wl 3 O3344OF4772CD2AA5BB8452DEA433A3308CE6CE8448148135%&4ADD1E

4
= B7F03B2A8293504BCBE4D10593216B4 6EOFE3EC3DFAO474EQ\QQ&99E

X
X = J20BBDFA70DD45BC4C547E7 6CE7FFO3B4AB32ADA12A52@7%2F910DOC

X' = 33904956146DF3453OCB82503AO925497761402B77é€)1F26COBOD4FC

N\
= 915186FF1942FCC764FEA417CD728909F5C2 941'9@9273BF05EBE02A

=

Y

i
Y= (34ESF87BEE7955E0AFFO018DA0DT7TAI2FFFB6C4B130E95602821252304
zZ= OZOZ—\386B68808E33B6DE6A5DF9AF8FA29D§’®128CCC2D5E7 6D6C2FBFE7

K, ( HMAC(A||B||.... P1 (= 1), Lg) = B49,§3&}®5943D6C8A1F8EF04866F43B6}389A70959681DC8A13COAB494

N\
Op =[E26DC0043AA90EBDF33CF4C5B1B1860348D56D2226D0383ED62B56C9

\J
0y = D2F7Fl79F71D62B9DA5033A5€|1:O\96F4EA75E5E24AA6DOA432EE8DDOA

S O
Sy = 35F627B8FA25380326AD5).&SS)6BA467C8C5B989D4A7B7CE2A163F802

WZ 3 OZAF9DFB335866BF6‘8D3§{FBFOF791Dl95D2EBE6AOFBO7AE514E483298

Iz
o
o

secp56r1 (SHA256), Ly = 128, HMAC

A= lr}}aﬁg\userl@aist.go.jp) =6C7270616B65757365723140616973742E676F2E6AT0

B (= I'pakeserver@aist.go.jp) = 6C727061686573657276657240616973742E67 6F2E6A70

3B54F308DCBF18256A008ED70342EBSF32BAB141717BEBS9B46EAE36D8ESOEBAS514287CFA66DDB

H(m) (= SHA512(120S(0)||A||B]||password)) = 64C0F6239CCA16866612D8E1115B5ADA038D88B2A1376CC24E

Gb = 03836362FFBO02357EFF24F4881D96618B2128F55791A445D67E301A5A67B57146B

§1 = 08B637BA75234719211718326BE28CB3CA5EF4EA366DEEBADZ2AL738D6ATTE32T

Wl = 03EDA13583FB00976FA641B29F1DA37DI95EC4E38328A3E645A522637C635F7AFB7

X =36B80344B46ACC4185A40A740D8008C47BCF6F5C183787DD3E8SCFF1CA38A26EC

X =025460E3BA90D478232E64786C016CDC1CA31B67F9C876CRFFS5ES59CADS0F417896

X' =02CA2646F82997E01610F25B2BA8858557A193FEF31C4360DBES1537CI6DAECAQ3
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1(E)

Y = 78574F0E3861B458291DF3D3935624E873FFO9ABSFECD7FB731E8E4E28312C53A

Y = 02A509BBD2DCA18C790960A7D6A616A29E9361C5B3E8EDCD5474EDDCO3F4FF680A

Z=02903FB52457300DC360EES8E29E35C8E2AF029EE2ES552F9ACT79CT7D7414A09BFDAF

Kl = 642B8E2BAF69CE15311D89111403F530239D324B597998C2E6468F153545BF68

Op =EA9C1114DA052C9946016F3E13E5071F687COF397FCE48395EB417854F13FA43

04 =T7TE44ACTA41FT74B739B4119288C00117CAEF697E38E4B4CFICCATSAF48A220633

§9 = 8674A52EC629B2DB1CA283E9F3C1IBAB79A060CA25F8FCB3EFCI940EC3AS5A6DEF9 N
Y
WZ = 02ECCBC141C0BD5663378F7F71DD846ADDD11DFEE0160DB8863583680A014A21E7 (\(l/
[
QO
secp384r1 (SHA384), L, = 192, HMAC o
\\

A (= Irpakeuserl@aist.go.jp) = 6c72706161365757365723140616973742E676F2E6A,{0\

B (= Irpakeserver@aist.go.jp) = 6c727o616136573657276657240616973742E676&6A70

H(m) (= SHA512(120S(0)||A||B||password)) = 64COF6239CCA16866612D8E11b§B5ADAO38D88B2A1376C
3B54F308DCBF18256A008ED70342EBS5F32BAR141717BEB59R4 6EAE36D8E5%%514287CFA66DDB

C24E

Gb =032795D71E027B79FBD173E29AFECIFEAO012EA8E94 9261351B1B55<&7BA2AEB486DAE7864567E2 95
02A36E80FFABC

1551

S1 =172728FF24A8DACAT6CB35CD4A52A5B2965566765284188B17 A@CB308087F694BA5BE9096646BD841
CDBF303BA36 NN

A38

Wl = O387B53DFD61DBCA7B713EEE1CD97F906BDDDB51545§%€%2047180ED861A334816B9280C680B7DO
16A791E6D34052

6CE

X=06E32720C444DB089BOFB133C4B76BCBY999AF85B 2®¥EE00828F3D2C8F6F461B6C59DD6C5OD221BF6
DAE34D170E

P893

X= 024F7E422FAF3CE9B6C4lD1528lOFlZl9275@5\809C2B773FDDA831042547079A81D6422C333l76E4B
3B1177A91A29 \\

BEA3

X' = O245E1A1AEF8670486FOCEB1B64365C6&%0EF523B74ADB8FBA8E98E8B72 62479342852EACBE59C974
43DA391F84DBC

\5B4

y = O4AA9BED6AOSOFEB1AA1989C879§ 9FCEO9EODDF31ACE2AD6AAF9B1B74801E5BF4A47FD5C88FC6D3

A4510D3C2A 2

L 0AA

Y= 02D07l70771E7802996OCD6PéC4BF84C68OEOE634D626B4354A29E608746AAF6EFOEE8F6F3916D46AE
2D0A64945539

054

= OZCA358BBFC9048EDE$584105E3461F9DE6BE68F8D6FD3 6A35C206DF9E83AFCO9D84D8EEBFC6A9B5A
G60532422893 (-}

261

Kl =F053027E048 E247DCBD91922C523DB14936475839FOB5DO3FE9D93A6D6012 9E5C77DEB2219BFC84
BE35805487286_8

D 4

Op =786C70 ESE9CEABOC2E032596E5E708ECE7AD3BA38CD998DES574DF65C413494922D50D2D869D5
CF563EA65Q@

y 2A5

= 3E%3 F723856EAB8A9051C1C1AESBIODBCBESB71235874C03AFDIOFF8A7119B001A87E45310899F4431

0487\ c2A

1426

37926DC8F0C6DD5C833A9BAC88CBC7B10540C3FD6EDS5522C14DFO050BFDDE4AS5B551D50747EBBO 3Dl
43 AD11FAS8B

FBB

1CBCBEF63BFE7B7

VV’2—U oBYYCSDSZ1I0E1IZcDUAFCACEBESEDS4BAGBDOU GAUBEET /89B0UAU T4330UZC0AIL0Z8 7L T8C TEUAICLE3AA

secp521rl (SHA512), Ly = 256, HMAC

A (= Irpakeuserl@aist.go.jp) = 6C7270616B65757365723140616973742E676F2E6AT0

B (= Irpakeserver@aist.go.jp) = 6C7270616B6573657276657240616973742E676F2E6AT0

H(m) (= SHA512(120S(0)||A]|B||password)) = 64C0F6239CCA16866612D8E1115B5ADA038D88B2A1376C
3B54F308DCBF18256A008ED70342EB5F32BAB141717BERBS59B46EAE36D8ES0EBAS14287CFA66DDB

C24E
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Gb = 0301FCT7EASFABE261338268E4D869C85792F696FEDOC4ES8DF2C5CC2E1IAQ058870AD34F2075F6AA9EB345E5
C7TE389A1F6DACDC6I9ETF2E23E2E6F4FE634B7AF04B96C0000

§14=0145C5774E00ECF1B110F2830121B25AF54DC20AB69DCABIEBL178A8503F9BB0149584FAAF65643FEBSD3D
7TADBAB368DCCD7F516D01B1225016EDCE45DD3D35A222A4

Wl =02001641396A47DF8E7904722C402F3CF28D0195A9ESF01CO9F8587E21DFO00EASFEOF8F5AC1I90B8433A6
78D977802A06F54773D2D703DC7C70A31F86CFDE98456B7B6F

X=3415721DBA0048DS8FFAOBS5AEG6LIASA26FDFED7ED27338B57CCB727821DAEFF7ADE71FF07696940EDE7C6FQ
ECEGACCH28CRFAPRITIOAATEC8TAT203701RF28974F2

X =(0201789EDE6B436290240CD0560C417E02 6CFC40189E01E7D6OFA8B34104D841F59528A5FB26A5B5BAO8 N
ABE(Q731FAAS517D676E8CC6FD18B3423D472CD02417FB32C "

X' =p201E1254B57E3B1 9B58E5AC4E8C69951695B67B1A6F871ABE1AO9F9EF22531624E6676l36F8827Q1/(%A
FCEH6A9C8C2699FAS2A8185A1387F061E51951322F662DABS8

y =34 9E027B11682752968B5F81D2A0011AEAC948D879E059DD24FAC570459C431B742D6087ACF 'NQ\EF3OD1
BAAHC6312A799E8A4408B81BC5CAB320F543DF6B0OF96

Y= C3OOCCBD31FFF6AD192125E‘1166FA8315F0862DAODDFA602A4C16AA285042C1357A9146N§F94F1AAA23O
968(7205CEC8A88FTE49CCB3FE3E2E99687BC000036A0381

Z = 0201DCCEC1D4104F63ECE5733667130E51994ADSAE332 6E90778C4D033F24881C10&‘12 9FE7188D2A809ED
6A200B2B889ATALOFEB2EALICB6B66C20A61BAE34D29D5FCF A

Kl = 784C1272OD21CF9ABE1863130308C215E77A48F33885DAFDO418Cl8CA5BAI;<&DBB77B4D1C6CAD146E84BA
AAOY397C4396375A6203C00E658B99680BDE7483442

Op =|AE16DBDB229E54E861BE925F5FA454348D15DA2268D323FE98F8B59 7@5FF938F8751301l6C4l672F4AF
FF7T4E93769A1FE092A71BC04C5868F4C2139E798E86 NN\

04 =BEEE97 98B58D8416432B59BFE2718EDE5B928FC2FB2879883D%€9965ACFC47OD3DA3620CB9A4B5C74D56
3779F116651AF7TEELIODOEF6E4FA3B006F6D4909CC58

§7)=P1l460B413E44AC230CAD3226FA3TEF303AC5F4BBB2537 P@36164A7441OF89E53B4DF5F4Z—\AB621EA5876
5738FF1D622D06CC8D092BC11549E4F457A799A09B6C50E é

WZ 3 02009C79B87EBOFF1AB99F4E58EC7D73181B67502g" AOCE34A60F2AEC8FD7346F6156454C88D473120
A021C45EC1105487FB4A5FADOlDCF081455E1F05CC3 462

®®

sect33rl (SHA256), Ly = 128, HMAC .3\

A (=[rpakeuserl@aist.go.jp) = 6C7270-651\%{365757365723140616973742E676F2E6A70

B (=[rpakeserver@aist.go.jp) = 6(:7@0616136573657276657240616973742E676F2E6A70

H(m) (= SHA512(IZOS(0)||A||&§§a sword)) = 64C0F6239CCA16866612D8E1115B5ADA038D88R2A1376CC24E
EB

3B54F308DCBF18256A008ED7 5F32BAB141717BEB59B46EAE36D8ES50EBAS514287CFA66DDB

Gb = O300lCOCBE86CE485C§QA81E3OAE144FA2 6FBA67A84B9430DAABD6EE81608D2

§1 = POCD565B1397 9%@D2B733B7C67F8998C8DFCE1CFC7AA2ADAC34ADF

Wl 3 02017FD218]@gj}bAE35D6F95604E7D31DF4B9F1734F8618507CAE552E7AC4C
X= BEFE05840®D‘B83D76A374442F9D83E473E87E7583A57D41E386ODA3

X= C30121@;2E77EDE1OZBE7FOD87FE4554432B72B418DC464OF28C13DCBO4
X = 339@%925C51COFDB139A3B9C983A182271AE94BO3186AB76C92EODOCD615

y = B%{98C6E9C433DE2 602BDEDEBCB501D67C54A418D53DCASA2D39FSAF

Y =0201A7B1C1E33EA306523FBAC0978109606B3801CIEEF25F06EEF79EFCA4074

Z = 0200EFD59D2776243486B7F8A6D70C48901A12737CC8524F016FEB89FDB138

Kl = OE3BBDCF9C27AAC8157485433D96CEA88F1195645A7C6B86CT79D8B2A4DA8AF20
Op =ET7AB8215C6C8113E86197130021D1B3510624B2ACAES5168B6833B143163C92D5F

0y = 9CBF4ADCD3FC4DES526F520DA805520526AE4162562B8D279AC4F8191953C2BCB

Sy = SEC18601AEEC38217E68A867C2FC8F66A0FDOEO65F246792C2AAA3F07C
WZ = 0301ED6A3947172912BC8DBB893691DDFAEAASAA3CE378F6DE825838B09782
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sect283r1 (SHA384), L= 192, HMAC

A (= Irpakeuserl@aist.go.jp) = 6C7270616B65757365723140616973742E676F2E6AT0

B (= Irpakeserver@aist.go.jp) = 6C7270616B6573657276657240616973742E676F2E6AT0

H(m) (= SHA512(120S(0)||A||B]||password)) = 64C0F6239CCA16866612D8E1115B5ADA038D88B2A1376CC24E
3B54F308DCBF18256A008ED70342EB5F32BAB141717BEB59B46EAE36D8ESOEBAS14287CFA66DDB

Gb = 0300A28B50B8139FE286B2D2E2C0472F226C08A73E5B46410DC3A855A95E51FC5936EE4CBA N

A
§1=0189B967F2EQ0578BFF8FF7A91E86ABO6CS5B8FEEE98755F650C785858977FACF1EACB3566 (\(l/

( ~
W1 =020134C6F0D6432C45E17344F56AC1BD32E4773EESETFC154B615F70E9232884A6ED8IAFCE 1/

X = 6D6EA2F06155FB6EFOAS01F700E2D5564168A42A04D0982313155CA99F0DE873858272 @V
X= 020797C2BD11D4B68D95C9339B844137C7271121124DE28EFB74591E8E96ODFOOCBDQ®38

\J
X' =0304A03C7473B46D6BD7F317BFDE936D12840118C33CF87CFDA2EA5D6C0592 9C6F<4¥§>8846F

y = O31C8259C15815B83B5821D6769DE7D1A5749B8F336914EDBBO73EB67F26CA3@E6BED4

L4
Y= 02OOD87675C568552—\645233E8732CBCD2DOAEFEFB7F4328875172—\10186A’(5\9’b5D750BOD3A13

Z=02077C8D10FB2ECT7TE26F5A25DB4875D9C31B8 9C9OD5609BDOEEDDE95%&M5DA42371E4E

Kl =B54 951F161350F5DB64CC5C9BZ—\5D8B504C8D11F53622779AA75BFR%%582C647D288FADEEO74199AO BSEE
88976EA8093

~
0p = 8A41ODE35B583BD66151SCF98D953684E97CCOFAB6149452{@47%421)25606c5485c20A27662EBc 6F2
97C37329BC2 ,.\\

04 =BD7CDO09CEE8185B7C6D22513F2BE610A69COAFEADA @4936EEE61073CFE6B5D6E5FB22A8 65F1F6p808
86745AD24AC 5\

Sy = 02805D7E24ACBC7677DA4489A68EABDD7649FEF<3/2é'3369BF2CAAA17A7619BBE65135DFD9

N
WZ = 02OOB77B97EE94A9D75530C47059A6B3BCW1F86ECC2B7DD4611E7COB02619CB6501

N\
S

Q

sect409r1 (SHA512), L = 256, HMAEC

/A

A (= Irpakeuser1l@aist.go.jp) = §cr;7§o616B65757365723140616973742E676F2E6A7o
&7
B(= lrpakeserver@aist.go.jp)‘x%c727o616B6573657276657240616973742E676F2E6A7o

H(m) (= SHA512(120S(0)| Aﬁ«ﬁ’ﬂpassword)) = 64C0F6239CCA16866612D8E1115B5ADA038D88B2A1376CC24E
3B54F308DCBF18256A008EN70342EB5F32BAB141717BEB59B4 6EAE36DSES0EBA514287CFA66DDB

N
Gb = 0200708C13AFA2®O4D56E9E96049E700352D76249BB3OAC28EFZ—\C3046B62A03D909FBA4DOBO416A | A75

EFB48EC1DFEC4 6Aé1\8‘O.C99

\\
§q =E22E2D88 31EE6CODDF3A5BC71D5833D48ECB2AD63E30C0B3F3242F4AD712AE3AB5325D5A3E22474A
536EOA7522P(B 22
A

W, = og%mm%z 6205F689C2C8C860CA3BISA2DAFED5867C306D3540A9ADF1BDA22 9BCFBAGBAAL 6AORDC]

OFD3ES 3B472639538F

\3
X= 1481A83B9C19CD4C3DF3B029419A2DBCFA934AB26594981206629F3C6EE9B6110EE91B547A5C85E0BB
5@-1 12A65548FF

T
\K/E 03010D5C610DD654DD3A39ED0OSCAAG6CBASB75E720F06AFEAODS4CC31C93414230E7673FFD945C75587BB55

V.
DAY W o Vo W eV e o I Ve

|2/ 2 UV S VAT AUAV AL B VAVAV e Swn v waw)

X' =02017330B65524EB502E5C818954320AFE000C39DB6EICFDDC57E73E20ED5BAOE6CD3FSBSE4EF8F3EAODB
15D62025FD16E52ADFB1D

Y = 6E67CB1AE43571006FD3005657B8409926F40BBA28EIE3FAL71B31D125CO9AEA35F6374D95821526482EE57
B81CDDCC4DD2CFA2

Y =0300879FA329295CA8581F878B7A8945868C223F00E007B2C587A0ED727BD06CB845D2D76F9F0B3113E0DS
40A94B685851C8F944DF

Z=03005B1A6089322D7754BE58303F775967263E113DBA277A12F485FA067FFO93139F78F526B58AFBS5ES54B4E

81E4D85CB85BA6C306E3
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Kl = E30D0863036B3EBFIOE271ABOF8A32219368E5D946054F57E97DE368F8CEFB3D23519BCBB16B3CA09FCT757B
EC803877FCD44703F2346327F319128F6ATF923CFEF95

Op = 0CA98948DI9D7F2A9A05EB156AD51B4CA6389D78AB2FBE3069389C3BBBDD6D290C275EE504E50C4D4B2FDB
709954B9BECCBEFB65F84FD34036CDOCB294AEES13F4

0y = 14E97ACSFD6F0C4A43EI07E7O0F505E6CBD70C1F/ADESESB4EIEBCOCESCEE883E14E65AD49A154E2641652
35D9E15BFOESESBF34024ED3124D10D80141D6BD863

S§9 = D95CI91FCA449ED36273C6708A132DB34CTFI3DF3DDFCBECID21C99313397FB308E8DACACS53DOF8CEF4ABD3
85E91BD2DASRETT06

WZ 3 02OO986D96C4D23EB65C8915EC257C29AOF35A2EC5B4DO7B6ECOF8O17563642lBC023AD2FAA3F6CAA29?-1\
8685F5D6E09500A71191F

£

v
®%

N

sectp71rl (SHA512), L = 256, HMAC \
A (=[rpakeuserl@aist.go.jp) = 6C7270616B65757365723140616973742E676F2E6AT0 ‘y(\\
B (=[rpakeserver@aist.go.jp) = 6c7270616B6573657276657240616973742E676F2E6Aﬂ})

H(m)| (= SHA512(120S(0)||A||B||password)) = 64C0F6239CCA16866612D8E1115B5ADAI38D88B2A1376CC24E
3B54F308DCBF18256A008ED70342EB5F32BAB141717BEB59B46EAE36D8ES0EBAS1448CFA66DDB

/\ N
Gb = 0207BBB9AB624978D634EAB74C381AE69EDE5377095CDB8F68E111FBCB4D(&Q§\898C37E32A8E50B3CC1AF5
177E6876EC5A56C953C493DB21603EC8DCBEFB210F0354824B6173D2550FDD '\

§1 =P260AC86F64047E56070B7 6A0345DFB594AB33BFDF2335542—\A8BOB9Q§5’F6620A2D4E50639DDO886FDD17
7DA5E7DC7353E5AB8AOB3B31699FOAO697742DCD2C6OCEE20C33121978\6\

N
Wl 3 020349A54418ADAE8F71EB4F5339023FEF1922C2FB5AFF86AF%Q2AFBDC9FAC2AC82ACDDCEB259BB74OC
6EEE53OB189777215CD4AEA995C7060A15D795042266DAAC4BO3@0{ DFBCS8

X=0[L7E33C05B015B4A1E7ADD458C08BCCBECA494525987BF l@BB2F570E28AC5OC9DC1A6E1A688F9D7E4CB
21DH6177C8EC4B88DC293FD6E36684BOFFF91163133E493 A75761E

X=0204E4685B756105248DB2D31870E8162C3488B620BE9CCFAOA484EB15677582036132B21C1099A20BE927
221F6BD070CB2 6C53584A5BF9CEC2C6FA7AEAFOB4849\@266FA3E99EBZ—\F9

X' =Pp3013417D0989691E426E081AF15E177518 M37A57496B6342616BD5968CB7DBC47F4OA24451E018A
61F3F73A56C4E816C784D6F3712018CCFD1F8C\' A75618E36B81FEB6BTF

'\‘
Y = (25A9%F76667645F39A4B2EBDDEBF55249K3135D7EDABECB69C8E2089E5BC2B17E16FBCDF1F61F4C07F310A
AE6EAE4236FF2FB5B01870777ABAEBOFF8\ FF65CCDFEOFDFFO5E3E9

A3
Y= C3004A4DF3A5337772EAC17EOB4;§$4AF52 93C74868C8EAQ0859FB1867FA9C567A8B49EF877646420A8230
39E446D2EE4EC461A577FEBEFDCA3E 16A37A258356FC95AD746D56786

698F83CE83E6856C90D8BOSA CD9877299226769CB1BB807D6DC7AO0LF

Kl =[pA7D494A386089990A39€5C2064AFDD263AFB4038B5A2E2AEB9875F0409A5606C8B18064C1F288C4FACD6
436FCC449FCACE68562 5C3C635DB50FC79AEF4

zZ= 020252EE4OOS9B7DF364A6(§@YBFADD349495D85DAADBAF82C334OE369AD6A520053C2BB1EO973228D521

Op= F3BFC7CD8CA2E®{EABE8 9BDE570D524808473DE20C6A679FF4C142D959BF47ECT6F06E83A9ES5854F054
05966FAEO7FCAD&&Q2D3DE3A1887C42A7 0A4D8D5C4F

0y =|C715CEL 79F71AFCE59198128184A51FA2EB31F621317CAF0B248F9BAD30D0C65DA73814F2BEAS5458
3DF9Y70C5F 8195CF97440EFASEO06CS5ED84ABABSD

Sy = D26 §6F64047E5C18A0497B18FDF47BD60F821B7BA96A7F6D18E2 6D1FFO9CEAE8CDC1756BDCA316DAEB
2E018\ 25BDOAF5DET7140F4944872604FA1DCB1ES556369203B20C3834
A

W2 =0206390807781A7BCOC8BEEO76C88B321DEDCAD6BCAEDD76BFFA6EB67011ED4E77B950B3C040A615C482
1A2257C4CF304FDOD606859ACABA891BD4A2810C2292B4C261F1447F99CADE

D.2 Numerical examples of LKAM2

This clause lists numerical examples of leakage-resilient key agreement mechanism 2 (LKAM2) with
the parameters in C.4.

€=020000040000000000000000000001 for L, =112 (RSA-2 048, SHA224), HMAC |
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A (= lkamZ2user1@aist.go.jp) = 6C6B616D32757365723140616973742E676F2E6AT0

B (= lkam2server@aist.go.jp) = 6C6B616D3273657276657240616973742E676F2E6AT0

password (= zokangl) = 7A6F6B616E6731

H(120S(4)||password||A||B) = 45AEDB90B740E9DE9CAT7526ATEFDADDBD6E40F6628BF15DE14288687

AH»=87E73FDEF41F684342D1A1B898AEFB7E7D5CBA39AC5AB757EA194B36

A’H»= DE1AD38862B96C40FB702F3539644EAFDD5116DB4D32C60A81F6110E

/A
i

n==BBODDDDE835EB966COFO3A215ABFA7998AAC98B9C2C72245C6FEE4ClB7lCOBA39BBF6D20D3CA39CDﬁ§EODB
EE89A490DOECE2DF87CC6FF6F9DCA313543DB3A61E14FBF4C10187A15A4C6A69E7B35B3211C1A3741234FpP4BC
26C82F665B27F70122F40CAOEDBL3CE1DO04809FB2DA53D4BFC11065696DC36A2F8466E7DC7C741D 4p4F3
66BE172757350A3C15D41FF78EB163101414DDCBD3001BE93B0B348D4FCBCEF59C902CC76893FFCL 277F6C5
FE86BE9FF69CEBOC05648977ACEB6OF169741F08B64F7983B233l364COEE274FB52lBB6BAD4Ei§bB
82B61B6636EBADOEASAT7247E16E80C4BB228D4A5B62BACADT716EB249343E683CA3ESL

3BIO9F6EC65

d==9OOBC7F2D74OFCOZBB42204DB6DA1465BB8782C28EB66FO7OD8EF151B9A3BDDAEA77?35%832C5DE693118E
A4C66F3F4D252E6FB47F6997E7CO0E0232251FD6AD0OF363CD53AA4BE2BE7C60ADD8EF 8B 6B9964F7999E586
EE7D5B49B43F72887A4D917EBESCI96DASD22D7B7BBA6D26EBAAGS87TFD7TADTB24A563 403D29F475C370pAAC
F39331E39A6876F85D621F5853D4BEC23198100CBEE39417A4593CEFB97A64DBB 4FD237CBEEFC8DC{649
4BE22952DAF68F64543C347DO90A8327A5A66183CD1E8E5DE86C7F59A67C5FOF§%9 31009485636931553F9%4
025AD3E731467D241B301D56DCD2A3CABOF12379E1E72E82821247A4F570C CD99

N>
u1=IHETQOA3DCEA53B9CDA7C210C1E9AAODF590FF8F96A4E280772D2952\\

V= 9B51CB336BAABA675100907ABF1407D62374FOE9BE1BF75E6305AE£>

X1 = 90A25DFA4B7011F513794F8DC539CAF8296D1IAC5734B03262 45215F1BAB4B95A06EC95046C4E15DF FC6
7D67E63EAD2F4A85DF121481944CED4CDBDE8FF4DF4OCCOFEE82§§%)16B4017E1D49D86AA29B34EBBBED4<53E
9A516F4D2DD17D6FESD92D6782497A45F583AE96F708588EB 2382E7AD520786A6C1lFE398F9038984FE5C6
FF76DAB893002A2197C41F7D6768F6E24E69EDA12336FCES€§;§7C59E64016B88C26BAC81D443A6B9237838A5
67BCB38840801CE3C10B2CCLlE14D27FEA87E724A1E60D 066A2E46858629C827D0526BD8FI981315A3A4F

226C31C9E3D782722BBA6394650ECESE186F77F31541C8$852EB408C7215A5AA860028C

Xy = 49BD832F7E7782027BD193619BA875A472CFQ§§E&58EBFA08E49FD74A382D858366D199922743817D 2C4
DC628ED37OOFEB4AOODB5FD78CC871E48941A1EZ§ DD5A242317F7D7288A43FF791C31BBD6967A1568EPT777
39781842A5307082471117A3452E8842F7898CQCASAD01CC57B28ABOEF92B3942EB3ED76856074CC8DC42BB97
ElADEC4CBD8CBEB4F86D4285BAD8FF950F3Q§2§%D4188FFF9E6381CB2BC463E4463E413F01B77AB969D7B5627
A61BFE88F541EAC8B89A8549A3926402C4 TTAC57TA5978C89B550FAB723E09ED0484906909232293AB7pEAA
935ED4A50959D6AD2A307FD6EO454279Q@§§Z4DO785E491lFBB83822BAFB5C7FOCB93lF

E31CBE6595B76269CO0E9F5DFSB 5625C7822F41B4569A57E10DB612FE4127275E59BEEOF80BEF34BOPFD6
5846A65E87BB9D33250E57952D 4994A9B3F236F3A1DA1C84044183596A464C61C2FI9BDOCI5E221C498)861
D7197F6B35FBE14B9B7B5B4 37813EAC3D8264A762D2FAE28A1BD0OD94DECFI98CDAASS4BEA25AE9621A4054
3301FF9D35971C83928B5E2AF27469ABEDO085141E834CFB93910E50CA238CD289F105210033778DDD836BBBI6
35B821260BB73B002D7%{ C4A870D7DB253848AFDO0530BC1FCCCS5E10ADE7713C4850A

V1= 96E8259D67F21A85678E8C1E&§§$E247CC4E29562A8838C18409A94DF453FC72EEOZACECDC7812A5E BF5
0

)@==7DF9DC446A691B£E8514A502DAOF733A6EE3C3059899A8E6345BDED78B8AOC737D564718042D95BO5 575
6868010E2A63DF1YBAD02B28D585F96E6F85DF7976ED8B2713D61B08E0817225B4EDE3BEE7791A0947CA4PAFO
61281AED58BD0 3E850D64841AD322AB9DCD4BC3083D490F1A9BBESCEF75CFOFFC999139D3716BCA406)11

C3B1AD7F6D5 EOF710061C442E5FB10AOSF279CF210CE499D19241529E380CC4BD5930B5D8B888110FPI6
8AAFE1EF2F§§)9746B2059997B8437ED77AOA17987D2AA874BA753C3B82F7AB12DB242FA1B9C18317ABE4]61
DB93522‘ A68A274F362699FC8TARA9D454EDEBDD1I3C1ES33805FD1831084CF858745E52

N
W= DBDE93AT7E376A50B05417B35C62E92C5777CBDAF44FBE90926F

8259D67F21A85678E8C1E5D5DE247CC4E29562A8838C18409A94DF453FC72EE02ACECDC7812A5E43F5E
ﬁ{LBE6595B76269COE9F5DF5BCE86D05625C7822F41B4569A57E10DB612FE4127275E59BEEOF8OBF34B9DjD65
'€£6A65E87BB9D33250E57952DBC24994A9B3F236F3A1DA1C84044183596A464C61C2F9BDOC95E221C4987361D

B S SRR A RS B T B S B4 T R S ST S I S R AC S DR 2 64 AT 6 2 D2 P AR 2 6 AT B DO DA P RCFO S ChAASSHABEAS SAR 962 +A40543
301FF9D35971C83928B5F2AF27469ABED085141E834CFB93910E50CA238CD289F105210033778DDD836B8R963
5B821260BB73B0D3557D2D15850544E80303D8A2B06193A54C243DACESD2C6D2551778

30655322A2C0EF24383D7C067E5604C31734F2496ACCE4B82EC69367

r
K

S

987D985F935BCAIB8ASAOBOSTFES86ELTA54258C6709B452FFEE98ABB

K}=8A8DA8F8E2A5A423D7241ED5A75AO98FC2BA4A5AE4F4BC6FO3F915F02CEA5ABC

Kh7= 129E32E1A344038C10A4CO0F362F8EESSE4EEB17D060010ES56E62D415A7995060

04 =BD5031C6826659E0E67B013D14BEF2A46C235DD8816B9564DABBE2F2

Op=1822C7497A6D1C62001ED42017279C28430BF9259E7E9D16DF75CCI9B
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AE==33634OFCA1772464BC9207FA5FA634EA8D57C6DZC6A8FA537DD3A267

A"Z==AABElBE5A6C8OOEAC7F3567105DEBC6B7106A23F6501BDA248FE35EF

Uy = 7D2CT7CLlFS5E92D8797D41DD1IA3C5ECB54CFA3AS432D2E1988737A5933

V, = 9B51CB336BAABA675100907ABF1407D62374F0E9BELIBF75E6305AF22

€ =0(280000000000000000000000000000001 Tor L =128 (RSA-3 072, SHAZ56), HMACL

A (=lkamZuserl@aist.go.jp) = 6C6B616D32757365723140616973742E676F2E6AT0 c{l,\
B (=lkamZserver@aist.go.jp) = 6C6B616D3273657276657240616973742E676F2E6AT0 no(}/v
H(1200S(4)||password||A||B) = E8F205A73E78E95ADE261F29CE9ABBO08E4BABDzB8Bch6EA2052005@4/705F
A'; 4B83D73D145CA980A5C4D69D83236205C58B436668CDAE250E26DCCO73475F9A2 \\;SS\

A" ¥ 8F3B63C968E2E24BE9AB40677BFB7D3F1EE68FEF9B16E8C35F23B101C13FDODB hf\\‘
n=HN9C583F716E704397B805A482B4C150223D1CEA6BBCDC878D8EE254D6A10B3111C322 89057CD5AAF32

6E75l38227FB6DOB7FB5DB3CE202A34D5461EEE7813B4DFA356E989OC4843369B93D78}S§ 01D7F62C752A4B5
OF9E194AC36D19ED9CB64B29F3OE795572F9354785876597F71BO3FAD997CB57499B§§f C7CDDF4DC236DAAE
B52HF3087107FA52749DC354DF60AC4A96C9012CDDD6E7FF07203B3578D3CE716B 911044D0FE289EB7794
2437B88DF6ABF9859FB33A53725C4AD36FO3328ADO7F7459BC82679CFD109FC2§§§§ 4812380CAE9152D8D453
CAA(BSF85F6FD0293803F745739FB65417D5E732DE54478762A5D68261A03E3 7C24880B1501BE7728F340
5A61J6CBA966B56BA210F340FA16784EA41FD0129BA2AE9]15FASC8CTFBCCOBEB3EOOFES6AO8AGA3SFEDB4BIAZ O
OSBEFO461FlOA53B5B3E998ABO928094038C5B4A18F4E8D89694857ECAE€?§2BB110E11lOEO6B33000F3DDE6E
6CAE39DF905E1D57COC382333778D36BD5C247DB02E25017E22323169?Q\

N

d==f7CE26735E4EFEBA4COC542F42CF47CBE56454739C991AFD854€2§31655733BD7EA1EAAFBC7964DEE1lFC6
66CE4A56416BOEOFD4C5F3635B29EE813E9D1947C8F3CF8922Fg§§§ A238026962652AF6EC3A14F70D801385
EF9YQEO056285E3C42E7ES5ATI0ATESB69521C837D29624BB2B09ES ED8927E005597D7A0A03F39AEBD4D23BA33
1CFAB88D2D4188757F3B1B89BD878BB7CC2D88076A412792 57B047CA9900FAE7258388DF6CAD36A3D3A8
FD44619DB02EC54C86369E44122B4CE6098E3AT69BE4440 3C1ES50DC2AF99E9F19F2F66F07AF47716BCOFA
CD712CC84A3640D6D5SEOAA66773D3BA7AFEOBE3AB4BSE 643121D716EBED7C40380EA23F3DAC0949C8FFS5
6EC419AF19598F616A75A6AA8423F7028509D2222E89Q€ 155DDE689A508EDE33468B0E8B7964730AA8B54488
7CAYFBOB4CF8E6B43311F89C096F92D5711FBFEDA 74DED09182A7F6B9C1A4B35A393639F0A6DC3A302DD
A491EOEA73CB74F4813F4487686A5051FA36F6E8%§& 38702B1380003A9

u1=]366117C724A338F4BE799CBB62BDFF598§ 3D56071125D6404975ECE321015
V= OE93D2601ADBD1AE605F8392AC274QBégghEQ807D8COD833C6C1B75BO51E604A

X1 = 5C6FA7C304D3963962F88FBD93164§¥}A6AAC95C119C548FAD41139ODO9E864BFEC3D5565992D805599F5
OB85B13A5lBF2AA57BCB5073AE3EDOX§35B4AEO9EEBOE6C9C7F8250985462DBF6327A99115D582C832F4C86B6
A84OB3594D48BOD4E08FBO78OD75&@6B1E64CE4244C95DFFCO9A4E73AFOF142DF8FCOBDAO4223A11A71316F9E
D89794B02F8D5A83B9CAA65C22Q§bCO66B6CAF7DE69F1DE1BFC9B2BA3F84F30OC444293477AC85A9674ODF758
OF3EF9OE207129FlA2AE8E7B£Ej B319DBDD90348AD28088BC4C26CE70B6B5058009FF0847EBLIEF223EE0B87B
972N7CCAEODFEA345595D1120AA6A4BEBO67EB4798A89F9247TEBASF523AD7TF48A469844A9124FDCE243CD4E92
3AFC24ADOB87EE380991§§@D4AE3F49867C936F8EBA75EA755OFEEDE221A6FBCC2ED4A746B139BAAA2DD5DC73
749C544FBC356C7F97€C§ 5B8775F4689C41EE1E74CAD1IB649CBABD35747D76694BAD48FOCDEBDSAAF362BDC2
540A97D7EC74801D8OB16953E263339A278C619421CBA4BE6I8ASB1 77272

JBC3BC5BB8654A05F2579275817F7623C327BEESE1IECB6380A709905BDE1F13678268E07
6751C994AA2B6064CDC3812CBE2EDOD98COCEF00741ADFELIE982FEB3E20775AEF65416EC

88FD630413C79F232CD5ES553B2EDECS78710EBACIAOB687ATEOD396591322BD89DD99027379A
7449344EF23D5EAE39664B07ABA081B87074FEDE1IE3F547BDA679DA472B2E7490E8FD07617CES
76501 CD540089FFFCAL1155B98F8E97D686144D3F2A2793E08E417A48488819801533037065B1FFCFC6BF
5E59 2FA06564FEF4A21B1B5DF62262BE274F6B375280DF05BC904D32D5D6D86BF1FBE898D18C0D1947D2

X, =P8FD69CIB
554099C6ED
432¢9FDA3
C3BYFEE

F39EBDYY /BD3BA8C3AL TI9UBCB3 TDIASIAZ8DCBUOEBOF U8 Z44EF44ACBUZIFFZEFBZ 1 TF0030ZABCACEADZU3DAAD
90B2ACEED664A1E8D757D3050023E5050EEAO050B4EBOA65084DACA41BATEBSFES557322E8CD36DA51B27CDCEDE
B483DFA3F73D7A7523E30405BBES84FB0OB245DD079B7DF38EFDC7F1561BCS

V1= 7D8EAC856546CDB16684FAEC8E07D4AOD84BIDAB00T77CC27ABF42858805DD6CD65FDD3D5747D5SFECBIA4L3
FA1D2F465240657248A475A0979A1750888729289841A0110DE638A2EBO9C68FDI93552B9FA092A22DD9A1AZFE
94E95BF426303682C6B2E6D1107274C767D43DDF6C4081BBB3400026ABAB3FD81FEE601166ECE7DC15E60878
825842068DB34D161F6312A371F727BE9D75B0AS9ESE2C31433ED48F905ED7D727C81DCBA3F4D2FA3147DB71
FC7BO9EESDDOC8621F617EDS58DB6A5C2C14DA4556329F08688230C1321EAEBB3A7BAS71D45B70CE65485555F81
0C91912DBFF2887468BF3AF37F9D41999500BDD67F29ADD95C23486EBOEOS589B14EC675B54BF5D836F1E23C3E
E2F2D681631B7B7AB12C9B59DFDB5460C611F35D8F2A38A97EOF90B6D1575D475F09CF973512F6F60B49DASA1
F30378007B65FD4CD54D52EAGFFAETDCC29B5C02E320A629D25BAF54AD1IEF108538A270F2E70256E8853F1D76
D186928E2A15420FDC80A23825F25CC449CCEB2A8BODD46D6FAF68FD2C9552F
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1(E)

A22705AD750AD001777A45565910DE3BD7519F371486858154FC5A7TAABEFA

YV, = 2C8A6DF1B203B2E011B1C8875E1596C2E6B1DD84B6F4534F6636A4AE78344166713C3BA96C84A3CDTD5FD
54191A67C41A0BB1FD139AC6ED732B728B702EE2621AA4434090540E4C971CA4F8514B7C64DA680993492725D
82CDE2CB54EAA5A3751D2535BO0FBD6954B9C9B77A0B8ES8363831CF46150CF93387891C562CCA0354E802C91D
D4639D09F82B790CA716D93836B6F7C1EBADD28011E81A70A64B336A7D7BDA82669593BD120BEF1A129883BBD
1A74FA47FCT7010EDE380540F6EOB2AE84A2DAF2103A21CD96DFC6ACAOLI2A02E80AC2A4811543E54B1BC747D11
9BEO86EAEOG6FFFD846C78239AE5B7913E528D884AE07DFS5E4F79BE93CC2EASC64E11ES5043392E28AE35A3D841
06E0852B912A7TESF671CEA4590BB374371A15D10454E7DDF110108EB45BFOESASB4F8DFOC3AF014212D30913F
97F482AE05138A9723006038DB326D797D2224849B38097FEF6F36A3907E460EO0FA797EAB74EA2912ACECT7082

W =E1FEATB6D80C4B5A13D0DISEF24DB4C9DID02EBAE38F2705E8FA45ECFB3D6366

A

Z = TD8EAC856546CDB16684FAECS8E07D4AOD84BIDAS0077CC27ABF42858805DD6CD65FDD3D5747D5 9
A1lD2F465240657248A475A0979A1750888729289841A0110DE638A2EBO9C68FDI93552B9FA092A22 1A
E95BF426303682C6B2E6D1107274C767D43DDF6C4081BBB3400026ABAB3FDS81FEE601166ECETDCL 556087
842068DB34D161F6312A371F727BE9D75BOA99E8E2C31433ED48F905ED7D727C81DCBA3F4D 47DB71
9EE8DDOC8621F617EDS58DB6A5SC2C14DA4556329F08688230C1321EAEBB3ATBAS571D45B70C
912DBFF2887468BF3AF37F9D41999500BDD67F29ADDI95C23486EBOEOS589B14EC675B54B
D68l631B7B7AB12C9B59DFDB546OC611F35D8F2A38A97EOF9OB6D1575D475FO9CF97331€
78007B65FD4CD54D52EA6FFAE7DCC29B5C02E320A629D25BAF54ADIEF108538A270
ODFBAADOFT7B1198E3B274ACDA961E6CFD6D8C40044CBFEFS53C7CCEO6B894

36F1E23C3E
6F60B49DAOAL
256E8853F1D84

NASE
P94
B825
'C7B
DCI1
E2F2
303
171

VI
r{= 78C97D9l3655380756OC4875AC2BAB38C5CBE606475B6E44FC1E8DlCAAZQ;%jO

K;= 745OEA83A3FAB147F53FFA4BCF60559A9216B9273C57747133COBEF§€&?Q65CB

K}=(31D82EAE7OZBBACB6C948C381F7D9Dl75F8A4688DA71E194781E4Eﬁ5&&9965AB

Kﬁl=E51AA895087F407A2F3E42AACDOACl5DBCF9A7CED6545838@&€9FE9BFA9221C9

0A==4A488828E5B4563C3DBEE5O7EBEC1D83BA1DE591807AC89§$§?@COCC8A4CB79F

A}
OB==B6DED2COA85FBB79OB101B4C465AC7C93A4BEE12FB53€£§348E9CB550F1DDDA4

-~
AE==B9F9FBF632C9F7244B3FO11E37A5C1FEA6998A8D§%§MOA6727727DDE316998F

\J
A”2==8F6468143D5844391EO3C681079AA8F49C76§§?9F7B4350722AA8320A4A84E3E

Up = 651BOE5OB6BDB1E1504EBF55AF3AFAAB7D6Q§$ébZB768E896A53D98EOCB3D9A1

S
V2==OE93D2601ADBD1AE6O5F8392AC27445%Q@gFZ8O7D8COD833C6C1B75B051E6O4A
NI

¥

€=0200000000000000100000000 000000000000000000001
for Ly =192 (RSA-7 680, SHA384), HMAC

A(= lkam2user1@aist.gq.1p}9 6C6B616D32757365723140616973742E676F2E6AT0

B(= lkamZServer@ais{@?p) = 6C6B616D3273657276657240616973742E676F2E6AT0

")
H(IZOS(4)||passw01;c$|.|}1||B) = CBY908AEE4BD284D7C19B8F43CC7C74C1B931321BC6E32E56021917BD1E2
58542A89F683B269533A072056C2EE1F9

3775

N
A= 2AD88DFC®8FB6E2077AC9CCE6ADCB627OA4DFCOOB1A79045B87B8FB9F2BO 9AA3D25291663F52514
DAB73D938ECE )

AAS

A”1=A4 F3EEB2D24D181AB66F4E58EBS47B6C6A4FT29F8113F37ABC538CB3C5DA85A4449CF6BF496153C8
1AF36 D82

&S
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N =B5A4678602ATAA2B1F3290854AF40C8BI9SACEFIOBC5787BOCE1349E9F27A8A845ABDES693FF9C1446CE08B14
B2CEF444028948E5171F485B99629D2EABAG6826EC328A82F424741F84ES5E57E70B7555BCFF538AFB2EA4F7ESB
64FDFOEC8466A4A03AAE81D1952517AE982F162FD5D4B63FC5C468DC024F7064A76FE64E763C77235B9447770
0931A56D034716E182B7061308D858BBA54AF8DEESDB6DA3653B6951D31D74AD313D4BE3FI99ED3CEB6734C972
D97710AC8E1AO07AB2EDS5BD0879CC52EE108686E450C4649D392F765712C362F25A8A%936BEF3E928478D44970
8FOFD2705D26914DB7035B7A6A108F1AF04408CALIAS801BBF8ED38FBBDC2CBBEB7166562FB18BEOELIAL733F124
2DDOAA17D955EB4D631858AB8107677DCC5682F64FFFF11F4AB14EFDC13ECF3232E2D7C6D44DE15382A0E4161
7DCD8CD7B046849E69311A505036C82576F45DF7C53AE7D30D07CEE6091DD925399F3E3D97915164A1C015E95
4EAS5B696C680284B6311294D4D0E4D56E8F26347353943FBEB1131245694090276221338B8DC5B7DE61659381

iS00 2 Y S nls RNV W NAWVAININ nis Ko Lok shuNaloknl kel oWk M ~Ns kB ninink NeRaRo e N cTAI ENaTnwAnleSok sl Ko NoYalakuWaln\=lel sEo N nYeTaTal Ninko Ul Ra At oX o X oo fu /s Mia M M 5.

1F21J63F290CDA615136203CS0AE82B40B368AEDOFEF88045CBC68AE4814FFOAFBT717AB58529D196A94D2D44D7
DCOY22E632CCAODA76EB4837410A6991F880CBF7B20C99C1BOAB82A25BI5C3C2E913C0B6EOFB12373B479CE42
D60ACOE673EA6A6B6FCD9886039D483BA59527F4362FD39F3833AA1795F843B4D425798DF8FA2BDEDCS576110L
276H94D7CD5DCBC5B58CDCC3CD7B3566F030FA52A64D6B5A16A9D4141175B262EF2B2174120EDF213DBE8A D4
AE3[507AAB8F624AETFCAET5CB966336661130FEO4EEO087AD68A28CFF8FE269106F269583065EC7526T2E8CCHO
801166ACCEES0071902D259EC6CEFB87925016381C34549DED12F8467960371F9B17FD88FIE047B45DB3CIOF1B3
3AE194649A24FEDDIC3D7DCO04A122BDF11E681FC66293B324C064DF227A690117462FF3CDET77771E$%32886DCCF
8CEH6B1A948F99420E25CA3F226EF462FE311AC6A9BB2DA0C35D5E219FBB1D73973226D21346/CC7B5D50A893
F33H8DB6251110A42034BO967FFA2ACD8C546EBEL8603E2473166FEFASD7F1CD2419D23702B52CDBD4B524808E
BCDY3B83D69CE182FO0F4E8BFO4FF2799335083736FAODBE6BS2C08D4004C3B9E2043DE86POSVE77BE6S5CA8A3F
7C24DB17824297C70C15E7DF1C926CAD52954D7DD3125C028D9F0466BCAALI05D462A423FBCBESLIEEE348826F1
FA3QF3AES5931CFC435E8D82022641AF3A7BDC18916C4B6CE41313F

d = 9459A737844885ACFTF22D576CB398C424BF9939EF09A54EC32BF858934E64 6ABADEFC356B620869E9CAQ5
F00OB29150D6DF24917CAB34BD562E123CCOAC3DBD3FA3A8E67ATDCB8562311ER4 9BFF3B3FDEBALD21D616501
980KBFI981FED57A57FDSEBIBF8DDC32358CO9DBA0F1ASFB4AB52C0OD5SB293E0BD2YFAS55780BC91284C0413AF593
43859B2A269650256CEDC4974E8AB44D4C9CFD15BA337A186C145CDD608F8E83D5D0F82F95D4E867362C91AELA
6BDH746A86CA44F9D76A05EESCBC6051F3ACASAABI33EAE8C1117336CALESL387384809235D2C456DF1C44D99
97DK5138B1957C80D9F0270699CCE2812DCODD4B3B6A518277DE5489C4A5D54314C88083F603F3779B49984D3
C9745A50DE4C1D6EOF2543431A260DCCE81883DC0830B4BFB6739F1-52968994B64A0C04FAB82BCDF0801A98DC
3A6E7A9EBS89EDOOE4D69ETCD3A27A43C46E9C8ABDDSADE77EF7D0O5S3EL8C398ABFB21BC320B7A100D377580B0B
11E43EB3D364BCO9D32B2BCD443BA79117301B89F7AESA3AS97D6ESB2CF728B3B2B1D1IAC3AC4866627F54E7396
9AFA64407FA3189F80344B863878D4AEDDIF56C6F79919223243€D47BEBO4FEA271BO1F255A668F44A6503335
596AC532FC82E43E5557ABA77103FF01C9403FF3C9498130688047639AE1B9399F1E04C85146BD785B75F2DBC
2230409C59D2BAFBEF49D26257573E9EE8817B6C88B7690//BB40A04D4C67597AC1741BEL172D929FF425A713B7
33839AD13639AAEB814ECD53306AF2C3EOCCC17AF199%14121D8E7BC111501F1A98188A12BEOLF17D41F8E619
D43H14ECEF720255DCO7EEF65CF70D79F44F604 6BDOAYUGAL14DDC80617E0LF8CT792CD71A03EF23922966F8B3C3
4BCHDBD4A484CE2C90E858099DEFEDSAD4D2F0352B45D252F9136F28E1539FC9464ADB398AD51D19901C24CEY
FCEQ372088C1CA64628DDB1D8CI96E963359COFCE4096A8D024CB897E82D0965473C3BB1644DD8B97E65C9710C4
A597E34D47FDCB6DB3BO9E3ATD348C71BAB4CCI94BB225F9DEDCALID83E685A84CB3F0870348723AEEC2E567A3C
93B(JFC855865D2258CF5ED26B943586FC8FCR746E0410674EACODA76794F9F6BD1ESO381AFEC23662780E9B26
DDA124B606A2DCB05582092DFA73915D728P09B9209A%67BE7TBC37AEFC58FDIE499CEFT7TA85B09C57959B957C90
1D3515A47ECTC67ETCO95A3164C4B95DE1IB7ACF382570AB716BF39F557B4D4BSFEIDEFBSFFOCEF4F10470F9AAC49
32D194B67BF8D789CC8D66526FFBF1TFE989DE61BD772B864168A89A527B574D16BD0A618BDOESS54EF8828980
3929AEC2A0EEF14AF99280F11BFE9OL 6EE389EDB3D063226249749

Uy =|PA62851BOA0CB2D2AD34BE3332BA68CCD1IB239BEOODCBB4EF6864FA48F923F55EC3D4CFB92E15309D4909
599EK4B5E81B

V{ =PlF20FF5D1DE36056CAF3170FEC61C0OD68830BASC63F9518F49F581991B14800697FE464FADAT59CE730E
79CEB89BOIE2
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Xq = 93A8601D782445DC1EBACOF9120927A8A4182F8FEA6911242919B07E8DC865A2E606AB07D090FI9E770D64
1F90B1E3136B4DC212843C54C901198779F35EB480C196BB7B6EL7EOB510654CB7A979B3F59B7B21C2827ED76
F34A4D61FAC82DCEF80B2AD83A527A60E92544F0C4DA03179ECE2E6FA80D8626E6BB43F3D92C7211FB28E0546
EOOA93B7F4105DCE30BCI9E63CA4F1AO0E2244841686D9CD4BAD169502F7988A68D872CE3E2E44D0E8677CA3047
S5F54D68A84B4985AE5D27C9BD32D494656A44D9898D848BFAC2066CB090CC38D6FCEF2ED35F61FAFABLIDC86E6
E4D53CA50B716C2C2E0285A8AA93268A4144BA3CCEADBET7E62233391D42836978EC81D24A9D10FD435353C968
5030E8D84D373674AA11E6AA946361E57DA187591B32B138CD0262861990528F19A73E40DB39D48790A2EDAD6
074C211532321BCDDF3EFAA2BES3018C24E17F4459A96D0CFCAAB1189D10FBASB871EAOAES8893AES922F92114
43DBFBC755CFF226DFF30CES54B17DB4270C8ABEO0712CD36015831A9BA2CD6545516175C5858FD6FAFFAB36DCA

(SEaV. W o RNl NaW A Nl s e NininYo Yo Lok o RN aRnl/ R nk W/ AN s e NN Mok Wk Val ninte o R nleNale JoXoTaTalv oK Mu e knke W I N oEni s 1o WA nla X RaYo ¥ M NINV.WAo ke W Wl Tw I/ NaYal s g ly b )

4F55AFD8EEF47C2E23779F9BC4764CB187A362D6D2F60399E42E8BEF3942F635824BC2CE81571DB744DOCP1FF
3847A4469F81B1BB7FDE2071E0745A9D43ECDD6D707C2947199AF6C79D72DA85DD7C3E90FB628F6EARZCTR28F
8C3F44C88F594B216C61E0CACO0724BB775BOF6AFBFO987BEF37875BOFOA9C8783AD0OBCBEAT756CE8837CETE3PBED
T4C5E6F385399F27B5E230E85D4C6DBAB6C0451DAAOELI85EB521B08CD86D63CF41FBEIB32AA262F 3ES1IEDPCCS
6E25DAF990ED48D00ED87D3C3C2E85739F2D76F46A42F1526C1D0B33C194C04D0AE664FB4F6EDEESDO430L2CC
CD2AFE3DB6DB950119605EE07907AC4361ABB49CAFB014DF323F35B62274D30FEC629CB7868W934151637LA16
COEBFF05575B96329B02A91B2B6BEA6616261FC2FODD1FE3466126FA97B4001DAES5D98943A4DA388014AFEB79
BFC3707F2CACC5EC2BDEFBOB7712C190B8893AF2511412074BB68A51FE89D0AAL26870AC3E4362BAE6866PBBD
72EDF83E74404EF5615E57BA72A7B4844C582501AE808AB5415189CB386C9DB6D59BH3C2375C6F15A4555p0EB
57FDO9EE31D98BA85SEBBOSDFC6979F4065D8DFADED7560CD90E489E4827DA6D72C05E89001F9C4863AAAT1B2DY
Cl1A6350BD51E81A9B4ESOECCT75051AB785B13B358B951ED404B80BBF310336698BCE385FF2FBEF8266F86CPAFT
98AAA0956F7A6C061964BCDABDC42B9302921474B4D78F40454B538

X = 09FD33030A7821B9EA43C16C7557C87DFCOEI8F1A4A671668D6CTFI2EARIADC8F39ADDE212F41719249B16
AQ1E3702F9F0857185FBBC7B20066E2EAB57CC718C362007B2B4EB797AR32BBFODD3DCAES612A2516C146E628
631319FC5D97FOBEBD2B7CBDFESDC191C4947FAE1SBA9SD3EF47E6B0541D3A23CDD7152F4834935590ECFRAO2
F2669B276E73E466B3073BCB862B5BA027793FB6D81F9E04452173100C497E88B11FA790134C9E53919D8PEDS
FC826511062F2EA8747B499FD472D7D41848EC1ATD5B56C6AD308/CSF3EEC3910C6678FE1934C758CECT76E062
CACE36E1F098F91CI99ECECFFT7D53D262344C38E4CECFD0957661A55ACT7364A20DCICC8FAED]I6DOAZEC682B657
BESS51F6EE9C3825929831E6A4C0O5EDF85D5676121C451C6BPASA20D7D8DA26580DD647AC1930D9664FF38p3CE
9AA1AS9D41758DD30B4ED4BD2470C8COFAFBFF8ELD67BECTEEZE898E81D029B5D71C16F581975E9A776C1EFEC40
CF1EA152B1A0793D0A86BF8CC1B6DF947D35FE1537A44A3B1D2812C74BBC16C8D302F42A5971719003BA7BACO
C16BA6B269BCI98C6242EFEB231549C7CC805BD99349883DB967994D87A32EB249C03CD7CF1E4F81C5A4BBpD55
E2778EB54339794481A93B0A8ET754E4E49B78D12308A0400E6E425AE21EC9242F5F246B5888CD20DA459DAB4 2
DAB9ABCDC850E6COBBEFE15BB5E55846282EB2179E9CE47461C08F50C24F786EE4C2CB6ES1IFE67AO0671EABFEDS
84A4511CF2A0D78A19E7AAF10CDCB1C964CED1IL82A1EA396196EFB4DC71AES509D5A5EDC65BB8C16175D85R005
B448B464FB405004151CB8FABEL69CF269D40280E3F8FAE875BB46E9195210F2D2832CCB2AD773D05671CHACO
69EDODAY9EA02440C12029FAAD71DA18EESB/350FE58985905ACD33D36BCEA4FCAT7871578550A2C6E4FBS5AL3EL
782878BE16EFB6D8C6C639780ECDBDCBARACDAZ21E2FA2EDIOC47ACC172017A0945923F0AO01IFCL7F532B5EB2EB
5132C9F77EET75DF32B69513A70CD7B04DB0213BD0457D54E6A3D7D2657D7CB96A8B31E8CE759D965F8C75P3BE
1703F63C4D0D07C7D6471B98D0232BD859182DA59B371784F2681A43C375056D63A7B084A022CA126E8CD7P387
346432A3548858BF32DBA9B026AGAYCTEOIE292F115F41E330E60924C84EBDBCOABCO0634A9EBIBI97C5CCOB3D6
BAA55DC94E4B8A18FADAET75D2C17B25D7DB8BD7BB9987ADEB6AB9570886ABBD4E4D12129379751898E2Cof651
S5A29F82743E1A180D8C61F62ECEO7A3SE4ED8595C53556C47E783C8DE7C88B006A9F34B763F11494FB5D5CBDEB
CFE2ASA2BT7C548A12E9C3BBEA133F3BBC5BO11EADB25E89659D4CB5

V1= 0A97FTC49E6DOACAR96B7971C842F549D10CD350F34B69132F055B938CFIATFFI5B4B17993D0256A77F
BO9A5186F18A53F7D04FE32F6879E3DDD947B2AC53A58FBA8SEFT7C37AC98059F43CC5D35071D7C9FF6327BOADB

D060B742EF2577CQOABO5EOACO8E7B37BE7FCB717A423B691055FC90A40B29BF848996D39233721C65953E25F
CB8B2AF5F928900064DBC208A559830131E2590C7CE900376CF0963812F17E14FF67COCD8B26FE6L6CFE2PAAS
OE964DDA8484328A3E3E16D63A703FBBCAATDDB73A04A665375C65E394AA68B602626C0C31394B4B7CLES5)F63
1F581B9BDE493AB103C59A08EDCDBCC587484D5724A7511CB551334EC2DA897779D7D8A2EA9986DD790BDA15B
30F96140G3COACSF40A318E171A44D02095F0EDOBFDEF5954BE62EECAC41227A5D5428FA149D70307C1043R9AE
FD72A3AETAGEF8E139286DC7CA952AFD95F478B0E71B91303F234513DAE34CA1IDC24A13262A8CB621E86ALD17
3EO8BB5A236E6DC80E2710C31502A6031F83C18B7986FBFASFIOD29D172AE22566590104001FB260AF13404351
84BEO06B560DE14F73FD6F7EDO21A6D12CFBL161CF75F324E81923BF3F4616302BB6970A4743D2ADIAC29F|L2D6
CEDC9B855424C40F9187843A2AB368A6BACA0OBBDD1530BF24DCBDA410F50177A791A78E1ADF4778292F0A) 824
S83CAFBD5D6526197AD24E5BEF5B3D99F24093D26398751219A642AE54E54B879D8E135B33D9934D90690EBEQS

604BT2427A2T5AD0UBBOZF3693F /D50F0 13563 7/BC6530645AF830939BIZAZBCCOo39A2CD72D04D847T06D60A642C38
C24A4653632BB863BO1FD2C3806452E34267C2ADAF369ECCCS5F5B6B1F749B3BD9BB48D02C7337077396ECC40C
F2DB77F92C4F8474907EE87C607CO9D2BC5A8F39DBB2AD2CEF6754FA5836CA88EC1320FD020014142CAE9DASFS7
44392F92B9501B9D887507089BC4369B125EDDAO68078254C57F08E76807B1DC2A9F1DES2A32D58119FAD45EC
2626AFCTF07F9273C11161164EECF7AD8F5B40820C25143D64954E6BCCI9B983681228F2791D99E1331534D92B
DA50FD529685072D071A851E4D484D2E2DE9BC34E127EAB636F4DA07EF365086C1C7B1BDB27ECFDF603CA24E4
4DD4224FEODC6DF6BE9S69D2255E8CA224D328BBB710B45F7CESD6AOD3459BE9127112E6DA86B0063DC8978803
16E78E3DC13C729DD65DD0A0A14CBI3FD582A88846338E94543CC1909FFCBODE7B3653DF434C7E1B174463B4D
E7C90EF1EDCF57CAQOF088C997796956BD21CES5CD5743401BBOAA9T79CB142937275FCB64672CD12109DB06215A
234BE7COBAEA365FFECES9827274848BDE94D1089D063832F3762A34
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Vo = 02AC72611D95F6D5043F9B94D7C1E3BBOABICTB82AB41DAD21CI99ADBIB21A90DA555308D548FEAAIFFBT4
5A92BF68A704F5BBD6C804B9357C05D0A3B48FBB45DAE6GSE2092FE066692E7TE61CELIO0D8EL161136D46E6D3A4ES
OAS5AF1234CB26D439BBEB2F1588ED369DBDD1C42E93CB40766BF4C0F506B499B36E34110606BD150DADOA14DA
0F8D6C8445CD128A25AAC4D88BE4774D3485BA8B5498E5CCBB70A68344D02E6DA82E650BD6DCA9034D82D7A63
C61DF9E41061791DE306F1A30C01C5178DDAF8D2A77B0S3CEF7BBDBD77CCB7ADAAEOS7F4261AB4CB4BB2EA29D
BD66C22CA666389CDFA4569A5FF597EE6D7138B46323E04A358C0EB89BC234D01C026AB72A8C500CC4790E7E3
C2A2D84C581EFB27C86D9AA68B77F079699E79D76CT7TA6B221404257205C679FA3FBEDCO63AD2CDFESA61IE383F
ABAECF5D2C2D34434D8321D2C48AC520B716C0C25BASEATIOFE6CCC266COF26C495F56D6EE2F3D9A7TADO3DB6E
ECCF4B678D10ACOADEF952780CA07375AE1B1F9559B45E240DF2FEB4C819CCEBELID21COFEES88C053776C9565E6

Slelefcr . VakEok-FRok NoXo VN niatolNulnt nicke W, N alsYaloYal ok H-W/ KeRc kel o ke U NI Se WNIAW. WAL= XA W M NIS R n /AW, Nek oE N ok B WA/ R oK e R nX ok, W/ Nek nki B nt nlo W nlk I oW/ K nk nlio by W/ I Mo N S n

A2C9Y874E939128BO0E26C32B3E61CES5995A48CEEIA956F8FFA90C8747CD4E6075BEASALICES1ID32E35141139023
53A1EEBB4DFF4F84DEBDSDES0C17742641C109314FD6D1D69F415D108B2ED8AS24A1632CAD2ES24FE7BASE4RT |,
9DCHDA4CFEE70586642B29908E6A19FCDODD57BBBOEEFAF036156388018CA4CESD862EEAB13BEBA8BCA43C

3BBE95A50E4AABE1D41233153DD205E98C727lEF51228l6461592C9AB1A4FDB50A9AC9O744886F14483?’i6 c4
82B2509FAB3C41EEASATDTEALIA84D1390922DC8D62C5314360731DBB958506FE08COES1E71726D004 7C4
7251E32C5EE1B8B8AE4C8AOA3F988A4B0978051EEDO6C33ABA2473C50D18F5EE6TEABCELI48593AA C29C5
ABAZIDBBC123194AAF8BD63D450B03C23CBEEL18623E7C1EICF6D9271396AB8D186C5655F99BF4C 8COABCD
8F5071A0F30D80510830B530D7E8BEGAC231EB528379109A8EE4A2709CF492B9DCD6EF006DDS QQ D47C9C223
B6AHE3C2CE3CE71115A98CA41DAA22ETB2CFTETB764FB878D2787A06298AE8C8276F131E3 Bi BAC153499B8
56C4A9401E573AD9024A584D2EF772F944D377DO32A6CAAEE998F05C8C11B8DF19BD62C8?§§>A1B59AA76A240
44A750867526BEEE1E295BD7668B40CD010F655292E4C22BB87B6425B5EDC6AB115CF505B8B3A4C64BCB81ACS

.

55C232433ABABB492DCDE2E2329F5A030EB11760DBB2B90EL30ACTA

(a4
\J
W= AFl66E359F433B2EF82CFEOAAF61C20256578692F108Fl277E3B255AEE41F8<?C1FB181093D4A29BD4OB2

9ECZ069CFF4 )\

L}
Z=(A97F7C49E6D6ACAF496B7971C842F549D10CD350F34B69132F055B938E6F1A7FF95B4B17993D0256A777FB
9A5186F18A53F7D04FE32F6879E3DDD947B2AC53A58FBA8SEF7C37AC9805, CC5D35071D7COFF6327B04DBDO
60B742EF2577CO09A895E0ACO8E7B37BE7FCB717A423B691055FC90A40 848996D39233721C65953E25FCB
8B2AF5F928900l64DBC208A559830131E259OC7CE900376CFO963812€? E14FF67COCD8B26FE616CFE26AA40E
9640JDA8484328A3E3E16D63A703FBBCAATDDB73A04A665375C65E 68B602626C0C31394B4B7ClF57F631F
581H9BD6493AB103C59A08EDCDBCC587484D5724A7511CB551334EC2DA897779D7TD8A2EA9986DD790BDA15B30
F961J4063COACSF40A318E171A44D02095FOEDOSEFDEF5954BE6 Eﬂg C41227A5D5428FA149D70307C1043A9AEFED
72A3AETAGEF8E139286DCT7CA952AFDO5F478BOE71B91303E. 513DAE34CA1DC24A13262A8CB621E86A1D173E
08EH5A236E6DC80E2710C31502A6031F83C18B7986FBF 9D172AE22566590104001FB260AF1340435184
BE6(I6B560DE14F73FD6F7EDO21A6D12CFB161CF75F32 1923BF3F4616302BB6970A4743D2ADSAC29F12D6CE
DC9E855424C4OF9187843A2AB368A6BACAOBBDD153§§§§4DCBDA4lOF50l77A791A78E1ADF4778292FOA782453
3CAEFBD5D6526197AD24E5BEFS5B3D99F24093D263987 19A642AE54E54B879D8E135B33D9934D90690E3E0860
4B1442A415ADOBBO2F3693F7D55F6135637BC6Q§§@5AF830939B12A2BCC539A4CD72DO4D84716D6OA642C38C2
4A44¢53632BB863B01FD2C3806452E34267C2ADAR369ECCCSF5B6B1F749B3BDI9BB48D02C7337077396ECC40CEF2
DB77F92C4F8474907EE87C607CI9D2BC5A8F39DBB2AD2CF6754FAS836CA88EC1320FD020014142CAESDAOEF5744
392E92B9501B9D887507089BC4369B12;§S§% 68078254C57F08E76807B1DC2A9F1DES52A32D58119FAD45FC26
26AFCTFO07F9273C11161164EECF7ADSE 820C25143D64954E6BCCI9B983681228F2791D99E1331534D92BDA
50F529685072D071A851E4D484D2E Q§9BC34E127EAB636F4DAO7EF365086C1C7B1BDB27E6FDF603CA24E44D
D4224FEODC6DF6BE969D2255E8CA@€£ 328BBB710B45F7CES5D6A0D3459BE9127112E6DA86B0063DC897880316
E78H3DC13C729DD65DD0A0A14C Q} D582A88846338E94543CC1909FFCBODE7B3653DF434C7E1B174463B4DE7
C9OEF1EDCF57CAOFO88C9977S§§36BD21CE5CD574340lBBB9BFE800B36C725657F86271DC32E30C315DA7ED14
54DgF139255BBAED1I051FF34 C9CT726973A47111621F13DFFA27

rq{=pE309185486A7720 OEBE263177A7D7C04COASF6EA68CD47FDE6418CF2E61A4A88A0D82DDBE329CEBA
8428B570FA0 ~

K;==CEE44B1EOA9 %TE4896D8A6DDAAE1BE32ll9AFB1778F3D2E9B8FBE3777F33D191D6AB5B5CD1602B2BA53
4D00BA4D0ODB N

B&= 3D91FEQ§:EEF4EOD5DF7216BDD1195AE79B7117AECF310803DA7CCA3E6A7653D

R;1= O%ﬂ?@§59lAD386DD260AD9E9646172FCB8F7ACE2lD4C3365E35734F96849D94F

0y = 9{5}@EDC5E22426AA6981937D58BE6958D3B924ACOED15BD6OOZB569745BBAF8AAA474CD4BF2137B85B81

9F00EATDZ30

Op = 00D9E7420DA93D12B42B1BA67283FA4FD83BECED41E31ABIA8514775118B561AAD7555F04B87C2E82B4CS5
C550DCBFEBL

AE:=5FOE2CD39855B80A7429EFA92393EC249FO7DDC3639943AF14306F08874C32F44E02CBCABDF2F9860282
46BFA9BD5BEE

A”2==8C0244895B7594E9O92C487D5C2BE85B4C68DE6F76EECD8B1125FA5E72FOSOB538E8F4FE5FD775D1A7O6
3BFOA6C52A0B

Uy = AACB834DBOAA695BI8FBC70F7BC2D763181386B992B7D5D2F32D6E175D8E43443BD329D4F507A166389BDF
73F6B63F2B6
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1(E)

79C889B0O9E2

V, = 91F20FF5D1DE36056CAF3170FEC61COD68830BA5C63F9518F49F581991B14800697FE464FADATS59CE730E

e= 0200000000004000000000000000000000000000000000000000000001
for Ly = 224 (RSA-15 360, SHA512), HMAC

A (= lkam2userl@aist.go.jp) = 6C6B616D32757365723140616973742E676F2E6AT0

Za

B (= lkam2server@aist.go.jp) = 6C6B616D3273657276657240616973742E676F2E6AT0 AN

H(120S(4)||password||A||B) = 403ACE79AFC2A31D2C84DD8 9BA6DDE18F0173827CB0FE94EC5DC0AI}%f6D

OOBAEC3BD98C205BD1AFB34EFF4686CEF8376D72A8C0ODDB61C27936AE2D5F13ES a’.

0349

AH»=EQED23688D292688B6F9884F99ACBOBD5F57B782OBABZ732F1ECBB9EOC734791DF2764 9C59CAY
TC693FELFE7B86FD688018D25964EF455815BA4632AB

762

S
A" =32n217F531944B5E315A07C6439BA2BBAAE2338F4A80E] 9A2A17BOE62DA906D3¢\55€D21D3387Dc3
25784BB5BD4CBF03365648F2045DBC2DBF003F9ID385 N

| 5DF

n = BCCDA660BD5655CD1CAL173652995A4B36CA2BOC4F77CE2117C858E5D6FBAGB \BOOEF54OB33BAE3B8
ECOCOA7C529CBEEBAEDE6E27EF63l84OEF91A9BFE4BFCF48283ClO4F2F9925B6&ﬁF6BCB15252B526DC4CE
E4DDD4DCAF65927F5C2A37ODC5AB2EF34840826C472FF9A5C2996ED2DDFIBWQ§71COF8C9BBBOC9DE7C503
C2CFC1AOE70695BF88E55530355F865A64065C16709AE9096A9B0OE8O5E6 8BA4173697E5270BA5CDAAS
92D9AEFO338C6F47D580A73BAE409D086FC488263224CC7C8C23AE1A7BL§ 21FFEBA501A357740FAD98BE
DF257DD5OEFBB5E6937A7D9FEAEA34CC4FOAD19CEEOD79EC2A706748§BJ 3089786115EA28BF13FF2656D
9E73A117F8043AD43F69EDF648999A20A7801D79AD7455E96F1F1F DAE8844CAOBD1303E993B4CD3EB3
S5ABE71D668D97DABI98BFF62DE6949A03EBEFS5E774AC047A08309, 4FCDCOFE7A90ATFOA2729B46A69DE
D2BCEBOA479BA256F49312788EBC6158A4E85C3EC889D304E7 7T790EFF581B6F3ADC6248399F64EFD
DDA2867445DD631A037462F2A892272A65BD1B599092403F 6A1B51537C12D9CB1CEEDE34603E41476
9F66BCB48193462E39085148022E540B87B556960484C1A S5EA1E4B57205F8A9F84345C96DC54C75B1
3038C629533A47F267597AFFA1AE24883AD2608252B44§§AAC6F29F4041DD2015OBO98877995AOED983C5
F16B6A8BADES50A3CIFBFAALTF32CAE7925A0C3C426A2430B6CT7692469A6BB0O7F8C810D1E7ADOA6C674D5F
384B26B09E6B024440639CD70C1ABB4DEB535AD08 7TE90450B6065AEC05361E6D5222A04F9F4F2B6BE
54BAO6E1OD86AFD71158191B59D7FB83806B628€2 D4E32228DEE84220830616E57B46F8284C53C4975
3B986B23E62FF858DF284B76BC958B71ECECD§Q§ A806CI90FOFBFD678E8B65C9076CEFCO5A28A93F5CACE
E

72A693D7C992546063098E53C581CASE2DA 4CACBOE803A591B6CBCB580CF7BC12945554AEE11D980
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