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Introduction

The ISO/IEC 14443 series of standards describes the parameters for identification cards or objects for

international interchange.

This document describes polling for proximity cards entering the field of a proximity coupling device,
the byte format and framing, the initial Request and Answer to Request command content, methods to
detect and communicate with one proximity card among several proximity cards (anticollision) and
other parameters required to initialize communications between a proximity card and a proximity
coupling device. Protocols and commands used by higher layers and by applications and which are used

after the initial phncp are described in IQﬂI/IF‘F 144.43-4

The ISO/IEC|14443 series of standards is intended to allow operation of proximity cards in the pregence
of other contactless cards or objects conforming to the ISO/IEC 10536 series of standards and thg 1SO/

IEC 15693 deries of standards and near field communication (NFC) devices conforming to IS
18092 and I$0/IEC 21481.

D/IEC
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Cards and security devices for personal identificatio
Contactless proximity objects —

Part 3:
Initialization and anticollision

n_

1 S
This

cope
locument describes the following:

dolling for proximity cards or objects (PICCs) entering the field of a proximity coupling d

—

he byte format, the frames and timing used during the initial phase’of communicat
CDs and PICCs;

law]

he initial Request and Answer to Request command contenty
1
dther parameters required to initialize communicatiehs between a PICC and PCD;

dptional means to ease and speed up the selection of one PICC among several PIC
application criteria;

ptional capability to allow a device toralternate between the functions of a PICC 4
ommunicate with a PCD or a PICC, respectively. A device which implements this
alled a PXD.

o

(e
(¢

hethods to detect and communicate with one PICC among'séveral PICCs (anticollision];

Protd
phase

This
(as dé

NOTE

NOTE

col and commands used by higher layers and by applications and which are used aft
 are described in ISO/IEC 14443-4.

Hocument is applicable to.PICCs of Type A and of Type B (as described in ISO/IEC 1444

bscribed in ISO/IEC 14443-2) and to PXDs.
1  Partof the timing of data communication is defined in ISO/IEC 14443-2.

2

Test méthods for this document are defined in ISO/IEC 10373-6.

2 ormative references

levice (PCD);

ion between

Cs based on

nd a PCD to
capability is

er the initial

B-2), to PCDs

The f g 4 - o Q N uch—a—Aras ha aValits s
constitutes requirements of this document. For dated references, only the edition cited

heir content
applies. For

undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 7816-4, Identification cards — Integrated circuit cards — Part 4: Organization,
commands for interchange

security and

ISO/IEC 7816-6, Identification cards — Integrated circuit cards — Part 6: Interindustry data elements for

interchange

ISO/IEC 13239, Information technology — Telecommunications and information exchange between

systems — High-level data link control (HDLC) procedures

ISO/IEC 14443-2, Cards and security devices for personal identification — Contactless proximity objects

—Part 2: Radio frequency power and signal interface

© ISO/IEC 2018 - All rights reserved
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ISO/IEC 14443-4, Cards and security devices for personal identification — Contactless proximity objects
—Part 4: Transmission protocol

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14443-2 and the
following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO OnliLe browsing platform: available at https://www.iso.org/obp

31
anticollision loop
algorithm uged to prepare for dialogue between PCD and one or more PICCs out of the-total number of
PICCs responding to a request command

3.2

byte
8 bits of datp designated b8 to b1, from the most significant bit (MSB,(b8) to the least significapt bit
(LSB, b1)

3.3
collision
transmission by two PICCs in the same PCD energizing field and during the same time period, such that
the PCD is uEable to distinguish from which PICC the data‘eriginated

34
frame
sequence of flata bits and optional error detectionbits, with frame delimiters at start and end

3.5
frame erroj
error on SOH, start and stop bits, paritybits, EOF

3.6
higher layer protocol
protocol laygr (not described.in this document) that makes use of the protocol layer defined in this
document tq transfer infermation belonging to the application or higher layers of protocol that |s not
described in{this document

3.7
PCD Mode
mode in which*a PXD operates as a PCD

3.8
PICC Mode
mode in which a PXD operates as a PICC

3.9
request command
command requesting PICCs of the appropriate type to respond if they are available for initialization

3.10
transmission error
frame error or CRC_A or CRC_B error

2 © ISO/IEC 2018 - All rights reserved
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4 Symbols, abbreviated terms and notations

4.1 Symbols and abbreviated terms

ADC Application Data Coding, Type B

AFI Application Family Identifier, card preselection criteria by application, Type B
APf anticollision prefix f, used in REQB/WUPB, Type B
APn anticollision prefix n, used in Slot-MARKER command, Type B
ATQA Answer to Request, Type A

ATQH Answer to Request, Type B

ATTRIB PICC selection command, Type B

BCC Block Check Character (UID CLn check byte), Type A
CID Card Identifier

CLn cascade level n, Type A

CT cascade tag, Type A

CRC_A Cyclic Redundancy Check error detectian code, Type A
CRC_B Cyclic Redundancy Check error detégtion code, Type B
D Divisor

E end of communication, TypgA

EGT extra guard time, Type:B

EOF end of frame, Type'B

etu elementary tinie unit

FDT frame delay time PCD to PICC, Type A

fc carcier frequency

FO Frame Option, Type B

fs subcarrier frequency

FWI Frame Waiting time Integer

FWT Frame Waiting Time

HLTA halt command, Type A

HLTB halt command, Type B

ID identification number, Type A

INF information field belonging to higher layer, Type B
LSB least significant bit

© ISO/IEC 2018 - All rights reserved 3
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MBL Maximum Buffer Length, Type B

MBLI Maximum Buffer Length Index, Type B

MSB most significant bit

N number of anticollision slots, Type B

n variable integer value as defined in the specific clause
NAD node address

NVB number of valid bits, Type A

P odd parity bit, Type A

PCD proximity coupling device

PICC proximity card or object

PUPI Pseudo-Unique PICC Identifier, Type B

PXD proximity extended device

R slot number chosen by the PICC during the anticollisiorisequence, Type B
REQA REQuest command, Type A

REQB REQuest command, Type B

RFU reserved for future use

S start of communication, Type A

SAK Select acknowledge, Type A

SEL select code, Type A

SELECT SELECT command, Type A

SFGI Start-up Frame Guard time Integer

SFGT Start-up Frame Guard Time

SOF Start Of Frame, Type B

teyc maximum automatic mode alternation cycle time
tdiff minimum time difference of PICC Mode durations
tE, PICC low EMD time, PICC

tE, PCD low EMD time, PCD

TRO guard time as defined in ISO/IEC 14443-2, Type B
TR1 synchronization time as defined in ISO/IEC 14443-2, Type B
TR2 frame delay time PICC to PCD, Type B

UID unique identifier, Type A

4 © ISO/IEC 2018 - All rights reserved
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UID CLn unique identifier of CLn, Type A

uidn byte number n of unique identifier,n > 0
WUPA Wake-UP command, Type A

WUPB Wake-UP command, Type B

4.2 Notations

— (xxxxx)b  data bit representation

5

5.1

A pr

requirements (PCD Mode).

The

Modd or PCD Mode) may be explicitly selected by the user,

The
The

The

in PICC Mode for a further random PICC Mode duration.

The

XY’ hexadecimal notation, equal to XY to the base 16

General requirements

Alternating PICC and PCD support (PXD)

dximity extended device (PXD) shall alternately support PICC reguirements (PICC Mg
dlternation between the PICC Mode and the PCD Mode¢mdy be either automatic or a

RICC Mode and the PCD Mode are defined as PICC.and PCD in the ISO/IEC 14443 series
qutomatic alternation is defined as follows:

the PXD shall alternate between the PICCMdde and the PCD Mode with maximum cycle {
and shall stay in PICC Mode (ready forreceiving REQA/WUPA or REQB/WUPB comm|
fpr the first 5 ms) longer than in PCD;Mode (generating operating field), until a comn
dither a PICC, a PCD or another PXB:is established;

—

he PXD shall randomly set the. PICC Mode duration for each cycle to a value chosen fr
past two different values.differing by at least tgiff = 5 ms between each of them;

—

h PICC Mode, after reception of a valid REQA/WUPA or REQB/WUPB command, the F
0 in PCD Mode befere a POWER-OFF state;

oQ =

<

'hen leaving the'PCD Mode after processing of a PICC (or a PXD in PICC mode), the PXD
s automatic'imode alternation with the PICC Mode first.

—n

BXD majrcheck the presence of external operating field to decide not to enter PCD Mod

de) and PCD

Mode (PICC

f standards.

imetcyc=1s
ands, except
unication to

m a set of at

XD shall not

shall resume

e, i.e. to stay

il Fa¥allis D Fallh V. pa |

sence check

4 4o £41 1 £ AVA n W inlVal ay 1 111 | 1 inlFa¥al
CLTtllivin ur e 1ifuvdr ol 4 I'iGU (U T AU TIT T ITUL VIUUT ] STTUUIU DT UUIICT Uy d 'GPl

method without switching off the operating field to keep the same UID/PUPI and to avoid PXD entering
the PCD Mode.

5.2

5.2.

Alternating between Type A and Type B commands

1 Polling

In order to detect PICCs which are in the operating field, the PCD shall send repeated request
commands. The PCD shall send REQA (or WUPA) and REQB (or WUPB) in any sequence using an
equal or configurable duty cycle when polling Type A and Type B. In addition, the PCD may send other
commands as described in Annex C.

© ISO/IEC 2018 - All rights reserved
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When a PICC is exposed to an unmodulated RF field (see ISO/IEC 14443-2), it shall be able to accept a
request within 5 ms.

EXAMPLE 1

When a PICC Type A receives any Type B command, it shall be able to accept a REQA (or WUPA) within
5 ms of unmodulated RF field.

EXAMPLE 2

When a PICC Type B receives any Type A command, it shall be able to accept a REQB (or WUPB) within
5 ms of unmodulated RF field.

EXAMPLE 3

When a PIC(
5 ms of unm

EXAMPLE 4

When a PIC(
5 ms of unm

EXAMPLE 5

When a PIC
REQA (or W1

EXAMPLE 6

When a PIC
REQB (or W1

In order to d
atleast 5,1
because PIC

Type A is exposed to field activation, it shall be able to accept a REQA (or WUPA) w
pdulated RF field.

Type B is exposed to field activation, it shall be able to accept 2 REQB (or WUPB) W
pdulated RF field.

[ supporting Type A and Type B is exposed to field activation, it shall be able to acq
JPA) within 5 ms of unmodulated RF field.

[ supporting Type A and Type B is exposed“to field activation, it shall be able to acc
JPB) within 5 ms of unmodulated RF field.

s duration (prior to both Type A and Type B request commands), but may poll more r3
[s may react faster.

If the PICC sfipports Type A and Type Bthen it shall be locked in the type of the first processed re

command (a
OFF state).

The PCD ma

5.2.2

APICC Type
in progress 4

fter Answer to Request 0f One type, the other type is disabled until the PICC enters PO

 need to adapt its_polling cycle if it wants to detect such a PICC in the disabled type.

Inflgence of Type A commands on PICC Type B operation

B shall-either go to IDLE state (be able to accept a REQB) or be able to continue a transa
(fterreéceiving any Type A frame.

rithin

rithin

ept a

ept a

tect PICCs requiring 5 ms, the PCD_should periodically present an unmodulated RF field of

pidly

quest
WER-

ction

A PICC Type

b should have the same behavior aifter receiving any irame or any other standard usin

same carrier frequency.

5.2.3

Influence of Type B commands on PICC Type A operation

g the

A PICC Type A shall either go to IDLE state (be able to accept a REQA) or be able to continue a transaction
in progress after receiving any Type B frame. If the PICC Type A is in READY* or ACTIVE* state when
receiving any Type B frame, it may also go to HALT state as described in Figure 7.

A PICC Type A should have the same behavior after receiving any frame of any other standard using the
same carrier frequency.

© ISO/IEC 2018 - All rights reserved
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5.2.4 Transition to POWER-OFF state

The PICC shall be in POWER-OFF state no later than 5 ms after the operating field is switched off.

5.3 RFU handling
For the purposes of this document, the following general rules apply.

— APICC or PCD sending RFU bits shall set these bits to the value indicated herein or to (0)b if no value
is given.

— AZPICC or PCD receiving REII bits shall ignare the value of these bits and shall maintain and not
dhange its function, unless explicitly stated otherwise.

6 Type A — Initialization and anticollision

6.1 |etu

The yalue of the etu for each bit rate is defined in Table 1.

Table 1 — etu
Bit rate etu

fc/128 (~ 106 kbit/s) 128/fc (~ 9,4 pus)

fc/64 (~ 212 kbit/s) 64/fc (~ 4,7 ps)

fc/32 (~ 424 kbit/s) 32/fc (~ 2,4 us)

fc/16 (~ 848 kbit/s) 16/fc (~ 1,2 ps)
fc/8 (~ 1,70 Mbit/s) 8/fc (~ 0,59 ps)
fc/4 (~ 3,39 Mbit/s) 4/fc (~ 0,29 pus)
fc/2 (~ 6,78 Mbit/s) 2/fc (~ 0,15 ps)
3fc/4 (~ 10,17 Mbit/s) 4/fc (~ 0,29 us)
fc (~ 13,56 Mbit/s) 4/fc (~ 0,29 ps)
3fc/2 (~'20,34 Mbit/s) 2/fc (~ 0,15 ps)
2fc (~ 27,12 Mbit/s) 2/fc (~ 0,15 ps)

6.2 |Frame format'and timing

This jsubclause,defines the frame format and timing used during communication initiglization and
anticpllision~For bit representation and coding, refer to ISO/IEC 14443-2.

Framles shall be transferred in pairs, PCD to PICC followed by PICC to PCD, using the followihg sequence:

— PCD frame:
— PCD start of communication;
— information and, where required, error detection bits sent by the PCD;
— PCD end of communication;
— Frame delay time PCD to PICC;
— PICC frame:
— PICC start of communication;

— information and, where required, error detection bits sent by the PICC;

© ISO/IEC 2018 - All rights reserved 7


https://iecnorm.com/api/?name=3952d10ffc72ae0fada8aaf8c807bb14

ISO/IEC 14443-3:2018(E)

— PICC end of communication;
— Frame delay time PICC to PCD.

NOTE The frame delay time (FDT) from PCD to PICC overlaps the PCD end of communication.

6.2.1 Frame delay time

The frame delay time is defined as the time between two frames transmitted in opposite directions.

6.2.1.1 Frame delay time PCD to PICC

This is the time between the end of the last pause transmitted by the PCD and the first modulation edge
within the start bit transmitted by the PICC and shall respect the timing defined in Figure 1 and Table 2
where n is af integer value.

For bit rates pf fc/8, fc/4 and fc/2, the FDT starts at the end of the last modulation transmitted by the¢ PCD.

For bit rates pf 3fc/4, fc, 3fc/2, and 2fc, the FDT starts at the end of the last phase modulation transnpitted
by the PCD.

Table 2 defipes values for n and FDT depending on the command type.and’the logic state of the last
transmitted|data bit in this command.

Last data bit transmitted by PCD Fipst modulation of PICC

FDT

< »|

| ] $

letu 2 etu
< >l » [
logic "1" End of communication

(E) Start of
communication (S)

FDT

tE,PlCC

1letu 2 etu /:

logic/" 0% End of communication

(E)

Start of
communication (S)

Figure 1 — Frame delay time PCD to PICC for bit rates up to fc/16

NOTE tg, picc is specified in Clause 8.

8 © ISO/IEC 2018 - All rights reserved
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Table 2 — Frame delay time PCD to PICC

Command type

n (integer value)

last bit = (1)b

last bit = (0)b

REQA command 9 (nx 128 + 84)/fc (nx 128 + 20)/fc

WUPA command [=1236/fc] [=1172/fc]

ANTICOLLISION command

SELECT command

All other commands at bit rates

PCD to PICC PICC to PCD

fC/lz.o =9 (u x128—F 84)/’er (Il 128 + 20)/fC

fc/64 fe/128 =8 (n x 128 + 148) /fc (nx 128 + 116)/fc
C

fc/32 =8 (nx 128+ 116)/fc (mx 128 + 100)/fc

fc/16] =8 (nx 128 +100)/fc (nx 128 +92)/fc

fc/128 or fc/64 or Not applicable =1 116/fc >1|116/fc

fc/32or fc/16 or fc/8 |fc/64 or fc/32 or fc/16

or fcp4 or fc/2 or 3fc/4| or fc/8 or fc/4 or fc/2

or fc pr 3fc/2 or 2fc

and SELECT.

For anticollision, all PICCs in the field shall respond in a synchronous way to the‘cemmands: REQA, WUPA, ANTICOLLISION

If a bit rate higher than fc/16 is selected for PCD to PICC comimunication, then a bit rate of |fc/128 is not
allowled for PICC to PCD communication, see ISO/IEC 14443=4. This restriction is required because the
necegsary precise FDT is not defined for PCD NRZ-L coding which is used for bit rates highdr than fc/16.

The DT measurement starts at the beginning of thewrising edge as specified and illustrated with small
circlgs in the following figures of ISO/IEC 14443-2:<-1);

— Rigure titled “PauseA for a bit rate of fc/128” for PCD to PICC bit rate of fc/128;

— Higure titled “PauseA for bit rates off¢/64, fc/32, and fc/16” for PCD to PICC bit rates of fc/64, fc/32

and fc/16;

— Rigure titled “Type B modulation waveform” for PCD to PICC bit rates of fc/8, fc/4 and j

)

/2.

The measured FDT shall be.between the value given in Table 2 and the value given in Tabld 2 + 0,4 ps.

The BCD should acceptaresponse with a FDT tolerance of -1 /fc to (+0,4 us + 1/fc).

6.2.1{2 Frame-delay time PICC to PCD

This [is thetime between the last modulation transmitted by the PICC and the firstf modulation
trangmitted\by the PCD and shall be atleast 1 172 /fc.

To erthance interoperability, an additional waiting time of 100/fc should be incorporated in the PCD

operation.

6.2.2 Request Guard Time

The Request Guard Time is defined as the minimum time between the start bits of two consecutive
REQA or WUPA commands. It has the value 7 000/fc.

To enhance interoperability, an additional waiting time of 100/fc should be incorporated in the PCD

operation.

1) Fourth edition to be published.
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6.2.3 Frame formats

The following frame types are defined:

— short frames;

— standard frames;

— Dbit oriented anticollision frame;

— PCD standard frames for bit rates of fc/8, fc/4 and fc/2.

6.2.3.1 Shjort frame

A short fram
Figure 2:

— start of
— 7datab
— endofc

No parity bif

6.2.3.2 Standard frames

6.2.3.2.1 RCD standard frame for bitrates of fc/128, fc/64, fc/32 and fc/16 and PICC
Ame

standard fr
Standard fra
— startof

— n x (8dj
followed

— endofc

e is used to initiate communication and consists of, in the following order as iHustrated in

Communication;

ts transmitted LSB first (for coding see Table 3);

mmunication.

is added.

mes are used for data-exchange and consist of, in the following order:

communication;

LSB MSB

S | bl b2 b3 b4 b5 b6 b¥%

Figure 2 — Short frame

ita bits + add parity bit), with n 2 1. The LSB of each byte is transmitted first. Each byte is

by an odd parity bit. The parity bit P is set such that the number of 1s is odd in (b1 to h8, P);

mmunication.

The PCD standard frame for bit rates of fc/128, fc/64, fc/32 and fc/16 is illustrated in Figure 3.

LSB

odd parity

odd parity

[s]br" " dstbyee | [P]bl " Zndbyte |P|b1// nthbyte b8 P[E

odd parity at the
end of the frame

Figure 3 — PCD standard frame for bit rates of fc/128, fc/64, fc/32 and fc/16

As an exception, the last parity bit of a PICC standard frame shall be inverted if this frame is transmitted
with a bit rate higher than fc/128. PICC standard frames are illustrated in Figure 4.

10
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PICC standard frames for bit rate of fc/128
LSB

BT Totem ™ 0[P [of " Zadore 'bs|p|m// NI R

odd parity odd parity odd parity at the
end of the frame

PICC standard frames for bit rates higher than of fc/128
LSB
RN TV T ) [TV 1YY FA 1Y P ST A

odd parity odd parity even parity at thel
end of the frame

Figure 4 — PICC standard frames for all bit rates

6.2.3{2.2 PCD standard frame for bit rates of fc/8, fc/4 and fc/2

The dharacter transmission format and character separation as defired in 7.1.1 and 7.1.2, frespectively,
shall be used.

The frame format is defined in 7.1.3.

6.2.3{2.3 PCD standard frame for PCD to PICC bit rates of 3fc/4, fc, 3fc/2 and 2fc
The standard frame format as defined in 6.2.3.2.1 shall be used.

Start[and end of communication are specified iftiISO/IEC 14443-2.

6.2.3|3 Bit oriented anticollision frame

The PCD shall detect a collision tHat occurs when at least two PICCs simultaneously [transmit bit
pattefrns with one or more bit positions in which at least two PICCs transmit complementdry values. In
this dase, the bit patterns mergé.and the carrier is modulated with the subcarrier for the whole (100%)
bit dyration (see ISO/IEC 14443-2:—, 8.2.5.1).

Bit orjiented anticollision frames shall only be used during bit frame anticollision loops and are standard
frames with a lengthof 7 bytes, split into the following two parts:

— part 1 for transmission from PCD to PICC;

— part 2 foxtransmission from PICC to PCD.

For t]|1e léngth of part 1 and part 2, the following rules shall apply:

— Rule 1: The sum of data bits shall be 56.
— Rule 2: The minimum length of part 1 shall be 16 data bits.
— Rule 3: The maximum length of part 1 shall be 48 data bits.

Consequently, the minimum length of part 2 shall be 8 data bit and the maximum length shall be
40 data bits.

Since the split can occur at any bit position within a byte, the following two cases are defined:
— case FULL BYTE: Split after a complete byte. A parity bit is added after the last data bit of part 1;
— case SPLIT BYTE: Split within a byte. No parity bit is added after the last data bit of part 1.

© ISO/IEC 2018 - All rights reserved 11
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The Block Check Characters (BCC) is calculated as exclusive-or over the four previous bytes.

The following examples for case FULL BYTE and case SPLIT BYTE define the bit organization and order
of bit transmission, illustrated in Figure 5 and Figure 6.

NOTE These examples include proper values for NVB and BCC.

Standard frame, split after 4 complete data byte

SEL NVB uido uid1 v uid2 uid3 BCC
['s] 11001001 [ 1] 00000010 | 0] 01001100 | 0] 00001000 | 0] 11010101 | 0] 10110011 | 0] 00100010 [ 1] E]
'93' 40" 32" 10’ 'AB' ‘D' '44'
[ ]
==

Anticollision frame, part 1: PCD to PICC
Al
4 A

['s] 11001001 [ 1] 00000010 [ 0] 01001100 | 0] 00001000 | 0] E|

Anticollision frame, part 2: PICC to PCD
N

-
[s] 11010101 0] 10110011 [ 0] 00100010] 1] E|

Figure 5 — Bit organization and transmission of bit oriented anticollisionframe, case FULL BYTE

Standard frame, split after 2 data bytes + 5 data bits

SEL NVB uidog, uid1 uid2 uid3 BCC
['s] 11001001 | 1] 10100100 ] 0] 01002100 | 0] 00001000 | 0] 11010104} 0] 10110011 | 0] 00100010 | 1] E]
93" 25" 32" 10’ AR’ D' 44

1L

Anticollison frame, part 1: PCDto PICC
A
1 R
['s] 11001001 ] 1] 10100100 0] 01001 [ E|

Anticollison frame, part 2: PICC to PCD
N

['s] 1004~ 00001000 [ o] 11010101 | 0] 10110011 | 0] 00100010 | 1] E]

Figure 6 — Bit organization and transmission of bit oriented anticollision frame, case SPLIT BYTE

For a SPLIT BYTE, the PCD shallignore the first parity bit of part 2.

6.2.4 CRC|A

A frame thatlincludes GRC_A shall only be considered correct if it is received with a valid CRC_A value.

The frame CRC_A.s a function of k data bits, which consist of all the data bits in the frame, excluding parity
bits, S and E,|Jand'the CRC_A itself. Since data is encoded in bytes, the number of bits k is a multiple of|8.

For error checking, the two CRC_A bytes are sent in the standard frame, after the data bytes and before
the E. The CRC_A shall be as defined in ISO/IEC 13239 but the initial register content shall be '6363" and
the register content shall not be inverted after calculation.

For examples, refer to Annex B.

6.3 PICC states

The following subclauses provide descriptions of the states for a PICC Type A specific to the anticollision
sequence.
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The state diagram in Figure 7 specifies all possible state transitions caused by commands of this part
of ISO/IEC 14443. PICCs shall react to valid received frames only. No response shall be sent when
transmission errors are detected except for PICCs in ACTIVE or ACTIVE* state.

POWER-OFF

In Field

REQA, AC,
AC, nAC,
Y HALT nAC, —a SELECT,
SELECT, nSELECT
nSELECT, ATTE,
REQA HLTA, REQA Error
WUPA, Error WUPA,
nA_, WUPA nA_, REQA, WUPA
nSELECT, nSELECT,
HLTA, HLTA,
Error Error
A A
“{ READY* AC 4 READZE AC
REQA, REQA,
WUPA, WUPA,
AC, AC,
HAC, SELECT NAC, SELECT
SELECT, SELECTY
nSELECT, nSELECT,
Error v Exror v
Specified in
RQELECT 1SO/IEC 14443-4
HLTA HLTA
Al v

Figure 7 — PICC Type A state diagram

The fpllowing symbols-apply for the state diagram shown in Figure 7:
AC: ANTICOLLISION eommand (matched UID)

nAC: ANTICOELISION command (not matched UID)

SELELT: SELECT command (matched UID)

nSELECYT: SELECT command (nnf matched mn)

RATS: RATS command, defined in ISO/IEC 14443-4
DESELECT: DESELECT command, defined in ISO/IEC 14443-4
Error: transmission error detected or unexpected Type A command

PICCs being compliant with ISO/IEC 14443-3 but not selected with RATS from ISO/IEC 14443-4 may
leave ACTIVE or ACTIVE* state by proprietary commands.

6.3.1 POWER-OFF state

Description:
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In POWER-OFF state, the PICC is not powered by a PCD operating field.
State exit conditions and transitions:

If the PICC is in an energizing magnetic field greater than Hpyj, (see ISO/IEC 14443-2), it shall enter its
IDLE state within a delay not greater than defined in 6.2.

6.3.2 IDLE state
Description:

In IDLE state, the PICC is powered. It listens for commands and shall recognize REQA and WUPA
commands.

State exit cgnditions and transitions:

The PICC enters READY state after it has received a valid REQA or WUPA commandrnd transnjitted
its ATQA.

6.3.3 READY state

Description:

In READY state, the bit frame anticollision method shall be applied. €ascade levels are handled inside
this state to get the complete UID.

State exit conditions and transitions:

The PICC enflers ACTIVE state when it is selected with its cemplete UID.

6.3.4 ACTJVE state
Description:

If the PICC complies with ISO/IEC 14443-4.then the PICC shall be ready to accept the protocol activjation
command (RATS) as specified in I[SO/IEE€14443-4. Otherwise, it may proceed with non ISO/IEC 14443-
4 protocol.

State exit conditions and transitiens:
The PICC enflers HALT state-when a valid HLTA command is received.

NOTE In[the higher layerprotocol, specific commands can be defined to return the PICC to its HALT stpte.

6.3.5 HAILT state
Description:

In HALT state, the PICC shall respond only to a WUPA command.

State exit conditions and transitions:

The PICC enters READY* state after it has received a valid WUPA command and transmitted its ATQA.

6.3.6 READY* state
Description:

READY* state is similar to READY state. The differences are the transitions specified in Figure 7. The
bit frame anticollision method shall be applied. Cascade levels are handled inside this state to get
complete UID.

14 © ISO/IEC 2018 - All rights reserved
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State exit conditions and transitions:

The PICC enters ACTIVE* state when it is selected with its complete UID.

6.3.7

ACTIVE* state

Description:

-3:2018(E)

ACTIVE* state is similar to ACTIVE state. The differences are the transitions specified in Figure 7. If
the PICC complies with ISO/IEC 14443-4, then the PICC shall be ready to accept the protocol activation
command (RATS) as specified in ISO/IEC 14443-4. Otherwise it may proceed with non ISO/IEC 14443-

4 protecel-

Statq exit conditions and transitions:

The HICC enters HALT state when a valid HLTA command is received.

6.3.8) PROTOCOL state

Description:

In PROTOCOL state, the PICC behaves in accordance with ISO/IEC-14443-4.

6.4 |Command set

The dJommands used by the PCD to manage communication with several PICCs are as folloy
— HEQA;

— WUPA;

— ANTICOLLISION;

— SELECT;

— HLTA.

The gommands use the byte and frame formats described above.

6.4.1 REQA and WUPA commands

The REQA and WUPA commands are sent by the PCD to probe the field for PICCs of Typd
trangmitted within a short frame. See Figure 7 to check in which cases PICCs actually have
thesg respective’commands.

Partifularly, the WUPA command is sent by the PCD to put PICCs which have entered HAI

into READY* state. They shall then participate in further anticollision and selection proced

VS:

A. They are
to answer to

T state back

ures.

Table 3 shows the coding of REQA and WUPA commands which use the short frame format.

Table 3 — Coding of short frame

b7 | b6 | b5 | b4 | b3 | b2 | b1l |Meaning
'26'=REQA
'52'=WUPA

'35' = Optional timeslot method; see Annex C

el =N =]
X |lo|lo| o

1|1
0|1
110
X | X

o|lr|o|r
o|lr|r|o
|—|lolo

'40" to '4F' = Proprietary

© ISO/IEC 2018 - All rights reserved
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Table 3 (continued)

b7 | b6

1

b5 | b4
1|1

all other values

b3

X

b2

X

b1

X

Meaning

'78"to '7F' = Proprietary
RFU

x" means a "don’t care" value.

A PICC receiving a short frame containing an RFU value shall interpret this as Error (see Figure 7) and

shall not sen

6.4.2 ANT

d aresponse.

ICOLLISION and SELECT commands

These comm

SELECT comjmands consist of the following:

select cq

number

0to 40
NOTE TH
SEL specifie
The ANTICO
The SELECT

Aslongas N
the PICC ren

If NVB spec
called SELE(

If the PICC |
READY* stat

Otherwise, ]
loop with in

6.4.3 HLT}

The HLTA co
frame, defin

ands are used during an anticollision loop (see Figures 5 and 6). The ANTICOLLISIOI

de SEL (1 byte);

of valid bits NVB (1 byte, for coding see Table 8);

Jata bits of UID CLn according to the value of NVB.

e composition of UID CLn for the different UID sizes is shown in Eigure 12.

b the cascade level CLn.

LLISION command is transmitted within bit oriented anticollision frame.
command is transmitted within standard frame:

VB does not specify 40 valid bits, the command is called ANTICOLLISION command, V
ains in READY or READY* state.

fies 40 data bits of UID CLn (NVBx="70"), a CRC_A shall be appended. This comma
T command.

as transmitted the complete_ UID, it transits from READY state to ACTIVE state or
e to ACTIVE* state and indieates in its SAK response that UID is complete.

he PICC remains in READY or READY* state and the PCD shall initiate a new anticol
'reased cascade level

\ command

pd in-Figure 8.

N and

vhere

nd is

from

lision

Immand consists of two bytes followed by CRC_A and shall be transmitted within a stapdard

50° ‘00° CRC A

Figure 8 — Standard frame containing HLTA command

When receiving a valid HLTA command in any state, the PICC shall not respond. The PCD shall not
interpret any modulation received during a period of 1 ms after the end of the frame containing the
HLTA command.

In ACTIVE or ACTIVE* states, the PICC may respond to an invalid HLTA command.

16
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The purpose of the select sequence is to get the UID from one PICC and to select this PICC for further

communication.

6.5.1 Select sequence flowchart

The select sequence is specified in Figure 9.

ISO/IEC 14443-3

The H

Type
docu

6.5.2

After]
with

ment.

ATQA:

Send REQA
Receive ATQA

Select
cascade level 1

|
|
|
]
|
|
|
|
|
|
|
|
|
|
|
|
Increase Perform bit frame |
|
|
|
|
|
|
|
|
|
|
-
|
|
|

Vv
cascade level anticollision loop
] Y
UID not complete
UID complete, PICC
compliant to
ISO/IEC 14443-4
L ____3 - —
g g g gt i
|
| Proceed with commatids and protocols
L defined indSO/IEC 14443-4 |

Figure 9 — Initialization and anticollision flowchart for PCD

ATQA <Answer to Request

UID\complete, PICC not
compliant to
ISO/IEC 14443-4

A
Propriety
commands
and protocols

ICC may use ATQA bit combinations of b9 to b12 for indication of proprietary method

A PICCs that do not*support the mandatory bit frame anticollision are not compli3

a REQA"command is transmitted by the PCD, all PICCs in IDLE state shall respond sy

S.

nt with this

nchronously

After a WUPA command is transmitted by the PCD, all PICCs in IDLE or HALT state shall respond
synchronously with ATQA.

The PCD shall detect any collision that may occur when multiple PICCs respond.

An example is given in Annex A.

6.5.2.1 Coding of ATQA

Table 4 specifies the coding of ATQA.

© ISO/IEC 2018 - All rights reserved
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Table 4 — Coding of ATQA

MSB

LSB

b16 |

b15 | b14 | b13

b12 | b1l | b10 | b9

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1

Each bit RFU

Proprietary coding

UID size RFU Bit frame anticollision

The PICC shall send the byte consisting of (b1 to b8) first and then the byte consisting of (b9 to b16) in
a PICC standard frame.

A PCD detecting a collision in any bit of (b16 to b1) shall commence with the first step of the anticollision
loop (see 6.5.3.1). The PCD shall commence with the first step of the anticollision loop regardless of any

value in the

6.5.2.2 Coding rules for bit frame anticollision
— Rule 1: h

— Rule 2:
anticolli

proprietary fietd b2 tobs:

Table 5 — UID size coding

7 and b8 code the UID size (single, double or triple, see Table 5).

Dnly one out of the five bits b1, b2, b3, b4 or b5 shall be set to (1)bto“indicate bit frame
sion (see Table 6).

b8 b7 Meaning
0 0 UID size: single
0 1 UID size:double
1 0 UID sizé€: triple
1 1 RFU

Table 6 — Coding of b5 to b1-for bit frame anticollision

b5 | b4 | b3 | b2 | bl Meaning
1 0 0 0 0 bit frame anticollision
0 1 0 0 0 bit frame anticollision
0 0 1 0 0 bit frame anticollision
0 0 0 1 0 bit frame anticollision
0 0 0 0 1 bit frame anticollision

6.5.3 Anticollision and\Select

6.5.3.1 An

The following\algorithm shall apply to the anticollision loop.

ticollision loop within each cascade level

Step 1 The PCD shall assign SEL with the code for the selected anticollision cascade level.

Step 2 The PCD shall assign NVB with the value of '20".
NOTE 1 This value defines that the PCD will transmit no part of UID CLn. Consequently, this
command forces all PICCs in the field to respond with their complete UID CLn.

Step 3 The PCD shall transmit SEL and NVB.

Step 4 All PICCs in the field shall respond with their complete UID CLn.

Step 5 If more than one PICC responds, a collision may occur. If no collision occurs, steps 6 to 10
shall be skipped.

Step 6 The PCD shall recognize the position of the first collision.
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Step 7 The PCD shall assign NVB with a value that specifies the number of valid bits of UID CLn. The
valid bits shall be part of the UID CLn that was received before a collision occurred followed
by a (0)b or (1)b, decided by the PCD. A typical implementation adds a (1)b.

Step 8 The PCD shall transmit SEL and NVB, followed by the valid bits.

Step 9 Only PICCs of which the part of UID CLn is equal to the valid bits transmitted by the PCD shall
transmit their remaining bits of the UID CLn.

Step 10  |Iffurther collisions occur, steps 6 to 9 shall be repeated. The maximum number of loops is 32.
Step 11  |If no further collision occurs, the PCD shall assign NVB with the value of '70".

NOTE 2 This value defines that the PCD will transmit the complete UID CLn.
Step[{12 |The PCD shall transmit SEL and NVB, followed by all 40 bits of UID CLn, followeld by CRC_A.
Step|13 | The PICCs which UID CLn matches the 40 bits shall respond with their SAK:

Step|14 |If the UID is complete, the PICC shall transmit SAK with cleared cascadebit and shall transit
from READY state to ACTIVE state or from READY* state to ACTIVE# state.

Step|15 |The PCD shall check if the cascade bit of SAK is set to decide whiether further anticollision
loops with increased cascade level shall follow.

If thelUID of a PICC is complete and known by the PCD, the PCD may<Kip step 2 to step 10 fo select this
PICC without performing the anticollision loop.

NOTH3  Figure 10 explains steps 1 to 13.

Start of anticollision
loop

l I
=] QL]

Transmit Transmit
C ANTICOLLISION Command ANTICOLLISION Command
3 0

SEL NVB | SEL | NVB | UID CLn

|  coll = Position of
first collision

Transmit SELECT Command

| SEL | NVB | UID CLn |CRC_A |

Receive SAK
loop
Figure 10 — Anticollision loop, flowchart for PCD

NOTE4  The circled numbers correspond to the steps of the algorithm.

6.5.3.2 Coding of SEL (select code)

Table 7 specifies the coding of SEL.
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Table 7 — Coding of SEL

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
1 0 0 1 0 0 1 1 '93": Select cascade level 1
1 0 0 1 0 1 0 1 '95": Select cascade level 2
1 0 0 1 0 1 1 1 '97": Select cascade level 3
1 0 0 1 |other values except RFU
those above

A PICCreceiving an RFU value should interpret it as Error (see Figure 7) and should not send a response.

6.5.3.3 Colding of NVB (number of valid bits)

Length: 1 byj

The upper 4
transmitted
“byte count’

The lower 4
PCD (includi

te

bits are called “byte count” and specify the integer part of the number of all valid dat
by the PCD (including SEL and NVB) divided by 8. Consequently, the ) minimum va
is 2 and the maximum value is 7.

bits are called “bit count” and specify the number of all valid data’bits transmitted &
g SEL and NVB) modulo 8.

Table 8 — Coding of NVB

a bits
ue of

y the

bB | b7 | b6 | b5 Meaning b4 [~b3 | b2 | bl Meaning

0 1 0 | bytecount=2 0 0 0 0 | bitcount=0

0 1 1 | byte count=3 0 0 0 1 | bitcount=1

1 0 0 | bytecount=4 0 0 1 0 | bitcount=2

1 0 1 | bytecount=5 0 0 1 1 | bitcount=3

1 1 0 | byte count=46 0 1 0 0 | bitcount=4

1 1 1 | byte count=7 0 1 0 1 | bitcount=5

0 1 1 0 | bitcount=6
0 1 1 1 | bitcount=7
The PCD shdll set NVB only to values defined in Table 8 except that for byte counts 6 and 7, only a bit
count of 0 is pllowed. A PICC receiving a byte count value not specified in Table 8 (b8 to b5), or receiving
a bit count vplue not specified in Table 8 (b4 to b1) for byte count equal 2 to 5 or set to any value jother
than 0 for blyte count equal 6 or 7, should interpret it as Error (see Figure 7) and should not spnd a
response.
6.5.3.4 Coding of SAK (Select acknowledge)
SAK, as defitredHnFigure—istransmitted-by-the PIcC-when NYB-hasspeeified40-valid-databifs and
when all these data bits match with UID CLn.
1%tbyte 2nd 3rdhytes
SAK CRC_A
(1 byte) (2 bytes)
Figure 11 — Select acknowledge (SAK)

The coding of bits b3 (cascade bit), b6 and b7 is given in Table 9.
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Table 9 — Coding of SAK

-3:2018(E)

b8 | b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
X [ x| x| x| x|1]|x]|X Cascade bit set: UID not complete
x | x| 1| x| x |0 x| X UID complete, PICC compliant with ISO/IEC 14443-4
x | x| 0| x| x| 0| x| x | UDcomplete, PICC not compliant with ISO/IEC 14443-4
x | 1| x| x| x| 0] x| x | UD-complete; see b7 coding in Table 2 of ISO/IEC 18092
x | 0] x| x| x| 0| x| x | UIDcomplete; see b7 coding in Table 2 of ISO/IEC 18092
"x" meansa "don’t care" value.

For b
protd

When setting b3 to (1)b, the PICC should set all other bits of SAK to (0)b.

6.5.4
The U

all UID bytes. Within each cascade level, a part of UID shall be transmiitted to the PCD. The

betw

The f
Table

3 = (1)b, the PCD shall ignore any other bit of SAK. For b3 = (0)b, the supported t
cols are indicated as shown in Table 9 independently of any "don’t care" value.

UID contents and cascade levels

ID consists of 4, 7 or 10 UID bytes. Consequently, the PICC shall handle up to 3 cascadsg

ben the UID size (see Table 5), the numbers of UID bytes and,.cascade levels is given in

Table 10 — UID size

UID size Number of UID bytes Cascade levels
single 4 1
double 7 2
triple 10 3
JID is
ither a fixed unique number,

random number which is dynamically generated by the PICC (only allowed for single
fixed non-unique number (only allowed for single size UID).

irst byte (uid0) ofsthe UID assigns the content of the following bytes of the UID 4
11 and Table 12.

Table 11 — Single size UIDs

ransmission

levels to get
relationship
Table 10.

size UID), or

s defined in

uid0 Description
'08' uid1 to uid3 is a random number which is dynamically
generated
'XO' _ 'X7', |X9| _ IXEI’
'18','28','38','48", '58", '68", '78’, Proprietary number
'98', 'A8', 'BB', 'C8', 'D8', |E81
'F8' RFU
'xF' Fixed number, non-unique

The PICC shall generate a random UID only on state transition from POWER-OFF state to IDLE state.

The PICC shall not use the value '88' of the cascade tag CT for uidO in single size UID.

© ISO/IEC 2018 - All rights reserved
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Table 12 — Double and triple size UIDs

uid0 Description

Manufacturer ID in accordance | Each manufacturer is responsible for the uniqueness of
with ISO/IEC 7816-62 the value of the other bytes of the unique number.

a  The values '81' to 'FE', which are marked for "Proprietary"” in ISO/IEC 7816-6 shall not be
allowed in this context.

The value '88' of the cascade tag CT shall not be used for uid3 in double size UID.

Figure 12 defines the usage of cascade levels

UID size | PCD |"93"
single
PICC uidOjuid1fuid2juid3| BCC
UID size || PCD |"93" ‘95°
double
PICC CT |uidOjuid1|uid2| BCC uid3|uid4{uid5|uidéf BCC
UID size || PCD |"93" Qb 97’
triple
PICC CT |uidOjuid1|uid2| BCC CT [uid3|uid4{ uid5| BCC uid6 juid7|uid8{uid9| BC(
i Cascade Level 1 i Cascade Level 2 i Cascade Level 3 i
Figure 12 — Usage of cascade levels
NOTE THe purpose of the cascade tag is to force a collision with PICCs that have a smaller UID size.
The followi11g algerithm shall apply to the PCD to get the complete UID:

Step 1 The PCD selects cascade level 1.
Step 2 The anticollision loop shall be performed.
Step 3 The PCD shall check the cascade bit of SAK.

Step 4 If the cascade bit is set, the PCD shall increase the cascade level and initiate a new anticolli-
sion loop.

A PICC sending a proprietary number shall fulfil all other requirements of the anticollision sequence
including CT.

During the anticollision, the PCD shall regard uid0 with RFU or proprietary values as a regular uidO0.
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7 Type B — Initialization and anticollision

7.1

Character, frame format and timing

-3:2018(E)

This subclause defines the character, frame format and timing used during communication initialization
and anticollision for PICCs of Type B. For bit representation and coding, refer to ISO/IEC 14443-2.

etuis

7.1.1

defined in 6.1.

Character transmission format

Byteq
thea

For H
chara

From
numb

are transmitted and received between PICCs and a PCD by characters, the format of y
hticollision sequence is as follows:

start bit at logic "0";

data bits transmitted, LSB first;
stop bit at logic "1".
ransmission of one byte is performed with a character requiring’10 etu as illustrated
Start MSB

LSB Stop EG

bl b2 b3 b4 b5 b6 b7 b8

10ethh

Figure 13 — Character transmission format

CD to PICC bit rates of 3fc/4, fc, 3fc/2 and 2fc the start and stop bits shall be om
cter separation shall be applied.

PCD to PICC, bit boundapies within a character shall occur as defined in Table 13, w]
er of bit boundaries,after the start bit falling edge (1 <n <?9).

Table 13 — Bit boundaries from PCD to PICC

vhich during

in Figure 13.
T

tted and no

here n is the

PCD to PICC bit rate
fc/128 fc/64 fc/32 fc/16
Bit boundaries from PCD to PICC for the falling edge(s) | netu+8/fc | netux1/fc | netuz1/fc| netu+1/fc
Bit poundaries from PCD to PICC for the rising edge(s) | netu+8/fc | netux4/fc | netu+2/fc| netuzx1/fc

For PCD to PICC bit rates of fc/8, fc/4 and fc/2, bit boundaries shall occur at nominal bit positions.

7.1.2

7.1.2

Character separation

.1 Character separation for bit rates up to fc/16

A character may be separated from the next one by the extra guard time (EGT).

The EGT between two consecutive characters sent by the PCD to the PICC shall be between 0 and 5,875
etu (not necessarily an integer number of etu), as defined in Table 14.

The EGT between two consecutive characters sent by the PICC to the PCD shall be between 0 and 2 etu
(not necessarily an integer number of etu), as defined in Table 15.

© ISO/IEC 2018 - All rights reserved
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Table 14 — EGT from PCD to PICC

Aninteger n
in future rev

7.1.2.2 Character separation for bit rates of fc/8, fc/4 and fc/2

No charactel

7.1.3 Frarg
PCDs and PI

EGT PCD to PICC
PCD shall use EGT between PICC shall accept EGT between
Min Max Min Max
0 etu 5,875 etu 0 etu 6 etu
Table 15 — EGT from PICC to PCD
EGT PICC to PCD
PiCCsiattuse EGT betweem —T—PCDshrattaccept EGT between
Min Max Min Max
0 etu 2 etu 0 etu 2,125 etu

isions of this document.

separation shall be applied.

he format

Figure 14, unpless suppressed in accordance with 7.10.3.3.

For PCD to PICC bit rates of 3fc/4, fc, 3f¢/2 and 2fc the PCD frame shall be delimited by start and ¢
jion as specified in ISO/IEC 14443-2.

communicat

7.1.4 SOF

SOF, as illustrated in Figure15 and defined in Tables 16, 17 and 18, is composed of the following:

— one falli

— followed

imber of etu for EGT should be used for all bit rates. Non integer values mayfot be acc

[Cs shall send characters as frames. The frame is délimited by SOF and by EOF, as defir

SOF

Charactérs

EOF

hg edge;

Figure 14 — Frame Format

by, 10'to 11 etu with a logic "0" (SOF low);

bpted

1ed in

nd of

— followed

by one single rising edge;

— followed by 2 to 3 etu with a logic "1" (SOF high).

24

No (sub) carrier
modulation

>10 etu, <11 etu

Start b1 b2
|

1stcharacter

Figure 15 — SOF
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Table 16 — SOF of PCD transmission

PCD shall use time between

PICC shall accept time between

Min Max Min Max
PCD SOF low 10 etu 11 etu+1/16 etu 10 etu-1/16 etu 11 etu+1/8 etu
PCD SOF high 2etu-1/16 etu 3etu+1/16etu 2etu-1/8etu 3etu+1/8etu
Table 17 — SOF low of PICC transmission
Bit rat PICC shall use SOF low time between |PCD shall accept SOF low time between
it rate
M Max vHTT Max
fc/128 10 etu-0,5/fs 11 etu+0,5/fs 10 etu-1/fs 1tetu+1/fs
fc/64 10 etu 11 etu 10 etu-0,5/fs 11 eftu + 0,5/fs
fec/32 10 etu 11 etu 10 etu 11 etu
>fc/32 10 etu 11 etu 10 etu 11 etu
Table 18 — SOF high of PICC transmission
Bit rat PICC shall use SOF high time between |PCD'shall accept SOF high time between
it rate
Min Max Min Max
fc/128 2etu-0,5/fs 3etu+0,5/fs 2etu-1/fs 3dtu+1/fs
fc/64 2 etu 3etu 2etu-0,5/fs 3efu+0,5/fs
fc/32 2 etu 36t 2 etu 3 etu
>fc/32 2 etu Jetu 2 etu 3etu
NOTH All values in Tables 17 and 18 are in accordance with the phase shifts requirements of I§O/IEC 14443-
2:—,9.2.4.
For HCD to PICC bit rates of 3fc/4, fc, 3f¢é/2 and 2fc the start of communication is specffied in ISO/
[EC 14443-2.
7.1.5( EOF
EOF, as illustrated in Figure 16 and defined in Tables 19 and 20, is composed of the following:

— dne falling edge;

bllowed by one single rising edge.

bllowed by 10:to 11 etu with a logic "0" (EOF low);

No (sub) carrier

;;;;;;;

o1

TS PR
mroatration

Figure 16 — EOF

Table 19 — EOF of PCD transmission

PCD shall use EOF time between

PICC shall accept EOF time between

Min

Max

Min

Max

10 etu

11 etu + 1/16 etu

10 etu-1/16 etu

11 etu+1/8 etu
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Table 20 — EOF of PICC transmission

Bit rate PICC shall use EOF time between PCD shall accept EOF time between
Min Max Min Max
fc/128 10 etu-0,5/fs 11 etu+0,5/fs 10 etu-1/fs 11l etu+1/fs
fc/64 10 etu 11 etu 10 etu-0,5/fs 11etu+0,5/fs
fc/32 10 etu 11 etu 10 etu 11 etu
>fc/32 10 etu 11 etu 10 etu 11 etu

NOTE All values in Table 20 are in accordance with the phase shifts requirements of ISO/IEC 14443-2:—, 9.2 4.

For PCD to [PICC bit rates of 3fc/4, fc, 3fc/2 and 2fc the end of communication is specifiedin| ISO/
IEC 14443-2

7.1.6 Timfng before the PICC SOF

PICC start offcommunication after a PCD data transmission shall respect the timing.défined in Figulre 17.

The default pninimum values of TR0 and TR1 are defined in ISO/IEC 14443-2 and may be reduced by the
PCD; see 7.1(.3.

The maximum value of TRO is as follows:
— 4096/fd(~ 302 us) for ATQB;

— 65 536/fc - TR1 for S(DESELECT) blocks (see ISO/IEC~14443-4:2018, 8.1), for S(PARAMETERS)
blocks and for ATTRIB in case extended ATQB is supported by both the PICC and the PCD;

— (4 096/ft) x 2FWI - TR1 for all other frames (see 7.9.4:3).
The maximum value of TR1 is 200/fs.

PCD Last character| EOF Unmodulation carrier
} TRO [ TR1 |
[ L >
,,,,,,,,,,,,,,,,,,,,,,,,, |
PICC Subcarrier OFF ];_/L,} Unmodulation SOF
(N~ _mpcc__| subcarrier ON

Figure 17 — Timing before the PICC SOF

NOTE tg |pi¢eis’specified in Clause 8.

A PICC may turn on the subcarrier only if it intends to begin transmitting information.

The minimal and maximal values of TR0 and TR1 are applicable to PICCs. PCDs shall accept minimal
and maximal values of TRO with a margin of 16/fc and of TR1 with a margin of 1/fs.

7.1.7 Timing before the PCD SOF

PCD start of communication after a PICC data transmission and EOF shall respect the timing in
Figure 18.

The PICC shall turn off its subcarrier after the transmission of the EOF and respect the timing in
Table 21. The subcarrier signal shall

— not be stopped before the end of the EOF, and
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— be stopped no later than 2 etu after the end of the EOF.

NOTE If the subcarrier is turned off at the same time as the rising edge of the PICC EOF, then the stopping of
the subcarrier represents the rising edge of the PICC EOF.

The minimum value of TR2 is coded in ATQB by Protocol_Type in “Protocol Info” field (see 7.9.4.4).

lSjlll(l:)(c;arrier fsON fs to OFF fs OFF
S ——— e
PICC Data )
Last character EOF <2etu Undefined
> TR2 _
PCD Unmodulation Carrier SOF

Figure 18 — Timing before the PCD'SOF

Table 21 — Timing (fs to OFF) before PCD SOF

PICC shall use time between PED shall accept time between
Min Max Min Max
0 etu 2 etu 0 etu 2etu+1/fs

The rhinimal value of TR2 is applicable to PIC€s."PCDs shall respect minimal value of TR2 with a margin
of 10/fc.

For bjt rates of 3fc/4, fc, 3fc/2 and 2fc, this is the time between the end of the last character|transmitted
by the PICC and the beginning of thefirst phase modulation transmitted by the PCD.

7.2 |CRC_B

A frame shall only be considered correct if it is received with a valid CRC_B value.

The frame CRC_B isfa function of k data bits, which consist of all the data bits in the frame, excluding
start|bits, stop bits,»delays between bytes, SOF and EOF, and the CRC_B itself. Since data is encoded in
byteq, the number of bits k is a multiple of 8.

For efror,checking, the two CRC_B bytes are included in the frame, after the data bits and before the
EOF. Th€ CRC_B shall be as defined in ISO/IEC 13239. The initial register content shall be alllones: 'FFFF".

For examples, refer to Annex B.

7.3 Anticollision sequence
An anticollision sequence is managed by the PCD through a set of commands detailed in this subclause.

The PCD is the master of the communication with one or more PICCs. It initiates PICC communication
activity by issuing a REQB/WUPB command to prompt for PICCs to respond.

During the anticollision sequence, it may happen that two or more PICCs respond simultaneously: this
is a collision. The command set allows the PCD to handle sequences to separate PICC transmissions in
time. The PCD may repeat its anticollision procedure until it finds all PICCs in the operating volume.
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Having completed the anticollision sequence, PICC communication will be under control of the PCD,
allowing only one PICC to talk at a time.

The anticollision scheme is based on definition of slots in which PICCs are invited to answer with
minimum identification data. The number of slots is parameterized in the REQB/WUPB and can vary
from one to some integer number. PICC response probability in each slot is also controllable. PICCs are
allowed to answer only once in the anticollision sequence.

Consequently, even in case of multiple PICCs present in the PCD field, there will probably be a slot in
which only one PICC answers and where the PCD is able to capture the identification data. Based on the
identification data, the PCD is able to establish a communication channel with the identified PICC.

An anticolligion sequence allows selection of one or more PICCs for further communication at any time.

7.4 PICC states description

Different stdtes and transition conditions between states describe the PICC detailed behavior during
the anticolligion sequence.

The following symbols apply for Figures 19 and 20.

REQB(AFI/nAF], N, R)/WUPB(AFI/nAFI,N,R) REQB/WUPB commandswith matched/unmatchgd AFI

AFI matched AFI

nAFI unmatched AF1

Slot-MARKER Slot-MARKER command with matched slot numbgr
nSlot-MARKER Slot-MARKER command with unmatched slot nuber
HLTB(PUPI) HETB command with matched PUPI

HLTB(nPUPI) HLTB command with unmatched PUPI

ATTRIB(PURI) ATTRIB command with matched PUPI

ATTRIB(nPUPI) ATTRIB command with unmatched PUPI

Error transmission error detected or unexpected Type B command
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WUPB(nAFT)
HLTB(PUPI)
HLTB(nPUPI)
ATTRIB(PUPI)

POWER-OFF

In Field

OutofField
|
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ATTRIB(nPUPI) A
Slot-MARKER
nSlot-MARKER
Error
REQB(AFI, N>1, R>1)
( WUPB(AFI, N>1, R>1)
7 REQB(MAFT)
REQB(AFI, N=1) WUPB(nAFI)
WUPB(AFI, N=1)
REQB(AFI, N>1, R=1)
WUPB(AFI, N>1, R=1)
REQB(AFI, N>1, R>1)
WUPB(AFI, N>1, R>1) READY-REQUESTED
nSlot-MARKER
HLTB(PUPI)
HLTB(nPUPI) WUPB(AFI, Nx1)R>1)
ATTRIB(PUPI)
ATTRIB(nPUPI)
Error REQB(AFI, N=1)
WUPB(AFI, N=1)
REQB(AFI, N>1, R=1)
WUPB(AFI, N>1, R=1)
\1%1;33( nn/?AFIE‘? REQB(AFI, N>1, R>1) Slot-MARKER RBQB(AFI, N=1)
(nAF) WUPB(AFI, N>1, R>1) WUPB(AFI, N=1)
REQB(AFI, N>1, R=1)
WUPB(AFI, N>1, R=1)
Slot-MARKER
nSlot-MARKER
HLTB(nPUPI)
ATTRIB(nPUPI)
READY-DECLARED Error
WUPB(nAFI)
-
WUPB(AFI, N=1)
WUPB(AFI, N>1, R=1)
ATTRIB(PUPI)
HLTB(PUPI)
REQB(AFI)
REQB(nAFI) REQB(Af1)
WUPB(AFI) REQB(nAFI)
WUPB(nAFI) HLTB(PUPI)
HLTB(PUPI) HLTB(nPyPI)
HLTB(nPUPI) PROTOCOL DESELECT ATTRIB(PPI)
ATTRIB(PUPI) ATTRIB(HUPI)
ATTRIB(mPUPI) Slot-MARKER
Slot-MARKER nSlot-MAHKER
nSlot-MARKER Specified in Error}
Error

ISO/IEC 14443-4

-

Figure 19 — PICC Type B state diagram
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7.4.1 Initialization and anticollision flowchart

NOTE R is a random number chosen by the PICC in the range from 1 to N (for coding of N, see 7.7.4).

7.4.2 Gengral statement for state description and transitions

To any state) the following shall apply:

POWER-OFF

Generate PUPI

Else y
Wait for REQB
or WUPB

REQB or WUPB

Y
Matched AFI

SelectR

Slot-MARKER

A
A

Send ATQB

Else

Wait for ATTRIB(PUPI) | REQB or WUPB
or HLTB(PUPI) ]

ATTRIB(PUPI]" v HLTB(PUPI)
[ Send Answer to ] [ Send Answenr to]

ATTRIB(PUPI) HLTB(PUPL)
]
i Specified in
{1SO/IEC 144434 PROTOCOL
! DESELECT
Hse \ \i
HALT ]

| WUPB

Figure 20 — PICC initialization and anticollision flowchart

the PICC shall return to POWER-OFF state if the RF field disappears.

To any state specific to the anticollision sequence (except PROTOCOL state), the following shall apply:

30

default communication parameters as defined in ISO/IEC 14443-2 and in the previous sections shall
be used;

the PICC shall not emit subcarrier except to transmit response frames as specified in the previous
sections;

if a frame from the PCD is valid (correct CRC_B), the PICC shall perform the required action and/or
response depending on its state;

as in anticollision commands the first three bits of the data in a frame are (101)b (three first bits of
anticollision Prefix byte) the PICC shall not answer to any command frame not starting with (101)b;
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— the PICC shall only react to valid frames received (no response sent when transmission errors are
detected).

7.4.3 POWER-OFF state

Description:

In POWER-OFF state, the PICC is not be powered by a PCD operating field.
State exit conditions and transitions:

If the PICC is in an energizing magnetic field greater than Hy,i, (see ISO/IEC 14443-2), it shall enter its
IDLE [state within a delay not greater than defined in 5.2.

7.4.4| IDLE state
Description:

In IDLE state, the PICC is powered. It listens for frames and shall recognize REQB and WUPB commands.
State exit conditions and transitions:

On r¢ception of a valid REQB or WUPB command frame, the RICC shall enter READY-REQUESTED or
READY-DECLARED sub-state, depending on values of N and“if-necessary R, as defined in 7.6. (Valid
REQB/WUPB means a valid frame with REQB/WUPB command and a matched AFI. See REQB/WUPB
command specification for more details.)

7.4.5] READY-REQUESTED sub-state
Description:

In READY-REQUESTED sub-state, the PIEC is powered and has received a valid REQB or WUPB
command with a control parameter N (dot equal to 1). The PICC has a random number R [not equal to
1) which is used to control its subsequent operation as described in 7.6. It listens for frampes and shall
recognize REQB, WUPB and Slot-MARKER commands.

Statd exit conditions and transitions:
See 7|6 for details.
Specific remark:

In this state, the;ATQB has not yet been sent.

7.4.6) READY-DECLARED sub-state

Description:

In READY-DECLARED sub-state, the PICC is powered and has sent its ATQB corresponding to the last
valid REQB/WUPB/Slot-MARKER command received. It listens for frames and shall recognize REQB/
WUPB, ATTRIB and HLTB commands.

State exit conditions and transitions:

On reception of a valid ATTRIB command, the PICC shall enter PROTOCOL state if the PUPI in the
ATTRIB command matches the PICC PUPIL.

If the PUPI in the ATTRIB command does not match the PICC PUPI, the PICC shall remain in READY-
DECLARED sub-state.

On reception of a valid REQB/WUPB command frame, the same conditions and transitions shall apply
as on reception of a valid REQB/WUPB command frame in IDLE state.

© ISO/IEC 2018 - All rights reserved 31


https://iecnorm.com/api/?name=3952d10ffc72ae0fada8aaf8c807bb14

ISO/IEC 14443-3:2018(E)

On reception of a matched HLTB command, the PICC shall enter HALT state.

7.4.7 PROTOCOL state
Description:
In PROTOCOL state, the PICC is powered and has sent its answer to ATTRIB command.

If the PICC was selected for the ISO/IEC 14443-4 protocol with the ATTRIB command, then the PICC
shall operate in accordance with ISO/IEC 14443-4. Otherwise it may proceed with non ISO/IEC 14443-4
protocol.

Specific remarks:
Valid REQB/WUPB or Slot-MARKER frames shall not be answered.
A valid framp with an ATTRIB command shall not be answered.

In the highey layer protocol, specific commands may be defined to return the PICCito"other states (IDLE
or HALT). The PICC may return to these states only following reception of such commands.

7.4.8 HALT state
Description:
In HALT statfe, the PICC is powered. It listens for frames and shall. recognize WUPB commands.
The PUPI shall not change (see 7.9.2) when entering or leaving HALT state.

State exit cgnditions and transitions:

On reception of a valid WUPB command, the PICC shall enter READY-REQUESTED or READY-DECLARED
sub-state, d¢pending on values of N and if necessary R, as defined in 7.6. (Valid REQB/WUPB means a
valid frame with REQB/WUPB command and asmatched AFI. See REQB/WUPB command specifidation
for more detpils.) If the AFI does not match,then the PICC moves to IDLE state.

7.5 Command set

The followinjg four primitive commands are used to manage multi-node communication channels:
— REQB/WUPB;

— Slot-MARKER;

— ATTRIB
— HLTB.

All four commands use the character, frame format and timing detailed in 7.1.

The commands and the responses of the PICC to these commands are described in the following
sections. Any frame received with a wrong format (wrong frame identifiers or invalid CRC_B) shall be
ignored.

7.6 Anticollision response rules

A PICC which is in IDLE state or READY-REQUESTED sub-state or READY-DECLARED sub-state and
receives a valid REQB/WUPB command (AFI = '00" or AFI matched with an internal application), or
which is in HALT state and receives a valid WUPB command (AFI ='00" or AFI matched with an internal
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application), shall respond according to the following rules, where the parameter N has been given in

the REQB/WUPB command:

— if N =1, the PICC shall send an ATQB and shall move to READY-DECLARED sub-state;

— if N > 1, the PICC shall internally generate a random number R which shall be evenly distributed

between 1 and N;

— if R=1, the PICC shall send an ATQB and shall move to READY-DECLARED sub-state;

— if R > 1, the PICC shall wait until it has received a Slot-MARKER command with a matched slot
number (slot number = R) before sending the ATQB and moving to READY-DECLARED sub-state.

The RICC shall not respond to a REQB/WUPB command with AFI different to ‘00’ and notihatching any

of its|applications.

NOTE AFI with RFU values do not match.

Figurle 19 illustrates the various state transitions.

7.6.1] PICC with initialization only

If angicollision resolution is not required (e.g. only one PICC is"expected in the PCD fidld), it is not

mandatory for a PICC to support either the REQB/WUPB command with N > 1 or the §
command. It is not mandatory for PCDs, especially those not using REQB/WUPB with

lot-MARKER
N =1, or in

multiple PICC situations, to support such PICCs. These Type B'PICCs shall comply with all other relevant

clausks of this document.

7.7 |REQB/WUPB command
The REQB and WUPB commands sent by thé,PCD are used to probe the field for PICCs

additjon, WUPB is particularly used to also:-wake up PICCs which are in HALT state.

The fqumber of slots N is included in the-<¢command as a parameter to optimize the anticollisi
for a given application. See Figures*19’and 20 for detailed description of when the PICC sha

thesg respective commands.

7.7.1 REQB/WUPB command format

REQB/WUPB command has the format defined in Figure 21.

1stbyte 2nd hyte 3rd byte 4th, 5th hytes
APf AFI PARAM CRC_B
(1 byte) (1 byte) (1 byte) (2 bytes)

pf Type B. In

bn algorithm
[l respond to

Figure 21 — REQB/WUPB command format

7.7.2 Coding of anticollision prefix byte APf
The anticollision prefix byte is APf="05"= (0000 0101)b.

7.7.3 Coding of AFI

Application Family Identifier (AFI) represents the type of application targeted by the PCD and is used to

preselect PICCs before the ATQB.

© ISO/IEC 2018 - All rights reserved
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The most significant half byte of AFI is used to code one specific or all application families, as defined in
Table 22. The least significant half byte of AFI is used to code one specific or all application sub-families.
Sub-family codes different from 0 are proprietary unless defined in Table 22.

Table 22 — AFI coding

AFI AFI Meaning - PICCs respond from Examples/Note
most significant least significant
half byte half byte
0’ '0' All families and sub-families No application preselection
X 0’ All sub-families of family X Wide application preselection
X Y Only the Yth sub-family of family X
0’ Y Proprietary sub-family Y only
"1 '0Y Transport Mass transit, bus; airling, etc.
'2' '0%Y Financial IEP, banking, retail, efc.
'3 '0%Y Identification Aecess control, etc.
'4' '0%Y Telecommunication Public telephony, GSM, fetc.
‘5! '0%Y Medical
'6' '0%Y Multimedia Internet services, etg.
'7' '0Y Gaming
'8’ '0%Y Data Storage Portable files, etc.
'9'-'D '0%,Y RFU
'E' '0,Y=1Y=2, Machine ReadableTravel Docu- Y =1 ePassport
Other Y values are ments (MRTDs) Y =2 eVisa
RFU
'F' '0,Y RFU
NOTE X$'1to'F,Y="1"to'F'
7.7.4 Coding of PARAM
The coding f PARAM is defined in Eigure 22.
b8 b7 b6 b5 b4 b3 b2 b1l
Each.Bit'RFU E)XeTr(lz(llsed REQB / N
supported WUPB

Figure 22 — Coding of PARAM

b4 = (0)b defines REQB: PICCs in IDLE state or READY state shall process this command.

b4 = (1)b defines WUPB: PICCs in IDLE state or READY state or HALT state shall process this command.

b1, b2 and b3 are used to code N in accordance with Table 23.

b5 indicates the PCD capability to support extended ATQB response from the PICC. The use of extended
ATQB is optional for the PICC. The coding of b5 is as follows:

— b5 =(0)b defines: extended ATQB defined in 7.9.4.7 is not supported by the PCD;

— b5 =(1)b defines: extended ATQB defined in 7.9.4.7 is supported by the PCD.

34
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b3 b2 b1 N

0 0 0 1=20
0 0 1 2=21
0 1 0 4 =22
0 1 1 8=23
1 0 0 16 =24
1 0 1 RFU

1 1 X REU

Until
inter

NOTH

7.8

After]
start

the RFU values (101)b or (11x)b are assigned, a PICC receiving (b3 to b1) = (10b-or (11x)b shall

pret it as (b3 to b1) = (100)b (16 slots).

For each PICC, the probability of response (ATQB) in the first slotis 1/N.

Slot-MARKER command

a REQB/WUPB command, the PCD may send up to (N - 1) SIopt*MARKER commands fo define the

of each slot.

Slot-MARKER commands may be sent

— dfter the end of an ATQB message received by the PCD, or

— g

7.8.1

arlier if no ATQB is received.

Slot-MARKER command format

Slot-MARKER command has the format defined in Figure 23.

7.8.2

1Hbyte 2nd, 3rd hytes
APn CRC_B
(1 byte) (2 bytes)

Figure 23 — Slot-MARKER command format

Coding of anticollision prefix byte APn

APn

T (xxXxx0101)b where n = (xxxx)b codes the slot number as defined in Table 24.

Table 24 — Coding of slot number

n Slot number
(0000)b 2
(0001)b 3
(0011)b 4

© ISO/IEC 2018 - All rights reserved
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Table 24 (continued)
n Slot number
(1110)b 15
(1111)b 16
NOTE It is not mandatory that the Slot-MARKER commands are sent sequentially with incremental slot
numbers.
7.9 ATQBResponse

The responsp to both REQB/WUPB and Slot-MARKER commands is named ATQB.

7.9.1 ATQB response format

ATQB respolse has one of the two formats defined in Figure 24.

Basic AT()B format:
1st bye 2nd, 3rd, 4th, 5th hytes 6th, 7th, 8th, 9th hytes 10t, 11th, {2 bytes | 13th, 14t bytes
'50 PUPI Application Data betocol Info CRC_B
(1 byte) (4 bytes) (4 bytes) (3 bytes) (2 bytes)
Extended ATQB format:
1st byte 2nd, 3rd, 4th, 5th hytes 6th, 7th, 8th g bytes 10th, 11th, 12th, 13th bytes | 14th, 15t bytps
'50' PUPI Application Data Protocol Info CRC_B
(1 byte) (4 bytes) {4 bytes) (4 bytes) (2 bytes)
Figure 24 — ATQB response formats
The PICC shgll send the basic ATQB format if the extended ATQB is not supported by the PCD (see [.7.4).

The PICC maly send the.extended ATQB format if the extended ATQB is supported by the PCD (see J.7.4).

7.9.2 Pseudo<{Unique PICC Identifier (PUPI)

RICCIA

£ L3 (PLIPIY
I'TUGU TUCTITILITICT

| DICCo ] 3
Ll Ul l_} IS USCTU

A Pseudo-U to-differentiate PIECsdut HE artteotistorn—Thisfout byte
number may be either a number dynamically generated by the PICC or a diversified fixed number. The
PUPI shall only be generated by a state transition from POWER-OFF to IDLE state.

llelC

7.9.3 Application data

The Application data field is used to inform the PCD which applications are currently installed in the
PICC. This information allows the PCD to select the desired PICC in the presence of more than one PICC.

The Application data is defined dependent upon the ADC (Application Data Coding) field in the Protocol
Info field (see 7.9.4), which defines if either the CRC_B compressing method described below or
proprietary coding is used.

When the CRC_B compressing coding is used, Application data field contents is defined in Figure 25.
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15t byte 2nd, 3rd hytes 4th hyte
AFI CRC_B (AID) Number of Applications
(1 byte) (2 bytes) (1 byte)

Figure 25 — Application data format

-3:2018(E)

NOTE The two bytes of CRC_B (AID) are sent in the same order as other CRC_B.
7.9.3|11 AFI
For mpono application PICCs AFI gives the family of the application (see AFI coding in' Table 22).
For multi application PICCs AFI gives the family of the application described itv€RC_B (AID).
7.9.312 CRC_B(AID)
CRC_B(AID) is the result of calculation of CRC_B of the AID, as,'specified in ISO/IEC 7816-4 of an
applitation in the PICC matching the AFI given in the REQB/WUPB-‘command.
7.9.3{13 Number of applications
The rfumber of applications field specifies how many@pplications reside in the PICC.
The rhost significant half byte value gives the nuniber of applications corresponding to the| AFI given in
applifation data with '0' meaning no applicatioffand 'F' meaning 15 applications or more.
The lpast significant half byte value gives.the total number of applications in the PICC witl} '0' meaning
no application and 'F' meaning 15 applications or more.
7.9.4] Protocol Info
The RBrotocol Info field indicates the parameters supported by the PICC. It is formatted ag specified in
Figurne 26.
1stbyte 2nd hyte 3rd byte 4th byte (optional)
Extengled ATQB
Bit| Rate_capability | Max_Frame_Size | Protocol_Type FWI ADC FO SFGI RFU
(8 bits) (4 bits) (4 bits) (4bits) | (2bits) | (2bits) | (4bits] | (4bits)
Figure Z6 — Protocol Info format
79.4.1 FO
The Frame Option supported by the PICC is defined in Table 25.
Table 25 — Frame Option supported by the PICC
b2 b1 Meaning
1 X NAD supported by the PICC
X 1 CID supported by the PICC
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7.9.4.2 ADC

ADC consists of the two bits b3 and b4. b4 is RFU.

b3 = (0)b means Application Data Coding is proprietary.

b3 = (1)b me

ans Application Data Coding is as described in 7.9.3.

7.9.4.3 FWI

Frame Waiting time Integer (4 bits) is coded with b8 to b5:

FWI codes a
The FWT de
FWT is calcd

h integer value used to define the FWT.

fines the maximum time for a PICC to start its response after the end of a PCD frame.

lated by Formula (1):

FWT = (256 x 16/fc) x 2FWI (@8]
where the v3lue of FWI has the range from 0 to 14 and the value of 15 is RFUY;,
For FWI = 0,|[FWT is minimal (~ 302 ps).
For FWI = 14, FWT is maximal (~ 4 949 ms).
Until the RFY value 15 is assigned, a PCD receiving FWI = 15 shall interpret it as FWI = 4.
NOTE THis requirement is added for PCD's compatibility with future PICCs when ISO/IEC further definjes the
behavior for gn RFU value of 15.
7.9.4.4 Prptocol_Type
The protoco] type supported by the PICC is defined by Protocol_Type bit b1, as specified in Table 26.
Table'26 — Protocol type coding
b1 Meaning
1 PICC compliant with ISO/IEC 14443-4
0 PICC not compliant with ISO/IEC 14443-4
The minimum value of FTR2 (delay between PICC EOF start and PCD SOF start) is defined by Protocol_
Type bits (b3, b2), as-specified in Table 27.
Table 27 — Minimum TR2 coding
bo bZ Minimum TRZ
0 0 10 etu + 512/fc
0 1 10 etu + 2 048/fc
1 0 10 etu + 4 096/fc
1 1 10 etu+8192/fc
b4 is RFU.
The PCD shall not continue communicating with a PICC that sets b4 to (1)b.
7.9.4.5 Max_Frame_Size
Table 28 defines the maximum frame size.
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Table 28 — Maximum frame size

Maximum Frame Size 0|1 2" |'3"|'4"|'5'|'6"| 7" | '8 | 9" | A 'B' 'C'" |'D'-"F'
Code in ATQB
Maximum frame size (bytes) | 16 |24 | 32 | 40 |48 |64 |96 | 128 | 256 | 512 | 1024 | 2048|4096 | RFU

Until the RFU values 'D' - 'F' are assigned, a PCD receiving Maximum Frame Size Code = 'D' - 'F' shall
interpret it as Maximum Frame Size Code = 'C' (maximum frame size 4 096 bytes).

NOTE This PCD requirement is added for PCD's compatibility with future PICCs when ISO/IEC further
defines the behavior for the RFU values of 'D' - 'F".

7.9.4{6 Bit_Rate_capability
Table 29 defines the bit rates supported by the PICC up to fc/16.

Table 29 — Bit rates supported by the PICC

b8 ([b7 | b6 | b5 | b4 | b3 | b2 | b1 Meaning
0oj)]ojojojo|0]O0]O PICC supports only fc/128 (~106 kbit/s) in both directions
1 x| x| x|0]x|x]|X Same bit rate from PCD to PICC and from PICC to PCD compulsory
X [|x | x| 1]0 | x| x| X PICC to PCD, 1 etu = 64/fc, bitrate supported is fc/64 (~ 412 kbit/s)
x[Ix | 1| x |0 | x| x| X PICC to PCD, 1 etu = 32 /fg, bit rate supported is fc/32 (~ 424 kbit/s)
x (|11 | x| x |0 | x| x| X PICC to PCD, 1 etu =<I6/fc, bit rate supported is fc/16 (~ §48 kbit/s)
X [Ix | x| x|0|x|x|1 PCD to PICC, 1 etu =/64/fc, bit rate supported is fc/64 (~ 312 kbit/s)
X [[x | x| x|]0]|x]|1]x PCD to PICC, Tretu = 32/fc, bit rate supported is fc/32 (~ 424 kbit/s)
X [Ix | x| x| 0|1]x]|x PCD to PIGC,"1 etu = 16/fc, bit rate supported is fc/16 (~ §48 kbit/s)

Otherjvalues (with b4 = (1)b) are RFU.

Untilthe RFU values with b4 = (1)b are assigned, a PCD receiving Bit_Rate_capability with b@ = (1)b shall
interpret the Bit_Rate_capability byte as if (b8 to b1) = (00000000)b (only fc/128 in both djirections).

S(PARAMETERS), as defined in ISO/IEC 14443-4, is the only way to negotiate bit rates highpr than fc/16
and may also be used to negotiate any specified bit rate.

7.9.417 Extended ATQB (optional)
The dptional Extended ATQB byte (optional 4th byte of Protocol Info field) consists of two parts:
— the least significant half byte (b4 to bl) is RFU;

— the mostsignificant half byte (b8 to b5) defines the Start-up Frame Guard time Integer (SFGI).

The §FGFcodes an integer value used to define the Start-up Frame Guard Time (SFGT).

The SFGT defines a specific guard time replacing TR2 which is needed by the PICC before it is ready
to receive the next frame after it has sent the Answer to ATTRIB command. SFGI is coded in the range
from 0 to 14. The value of 15 is RFU. The values in the range from 0 to 14 are used to calculate the SFGT
with Formula (3). The default value of SFGI is 0.

SFGT = (256 x 16/fc) x 25FGI 2)

For SFGI = 0, SFGT is minimal (~ 302 ps).
For SFGI = 14, SFGT is maximal (~ 4 949 ms).
Until the RFU value 15 is assigned, a PCD receiving SFGI = 15 shall interpret it as SFGI = 0.
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The PCD shall ignore (b4 to b1) and its interpretation of any other field of the whole frame shall not change.

When answering a REQB/WUPB command with bit b5 set to (0)b (no extended ATQB supported), the
PICC shall not send the optional 4th byte in its ATQB response.

7.10 ATTRIB command

The ATTRIB command sent by the PCD shall include information required to select a single PICC.

A PICC receiving an ATTRIB command with its identifier becomes selected and assigned to a dedicated
channel. After being selected, this PICC shall only respond to commands defined in the higher layer

protocol whiehtneladetts-uniaque-cib-

The paramefers selected in the ATTRIB command shall apply after the Answer to ATTRIB.

7.10.1 ATTRIB command format

The ATTRIB|command format is defined in Figure 27.

15t byte | 219, 314, 4th 5th, hytes | 6t byte | 7% byte | 8t byte | 9t byte y [1 SN bytes
1D’ Identifier Param 1 Param 2 Param 3 Param 4 Higher layer INF CR(Q B
(1 byte) (4 bytes) (1 byte) (1 byte) (1 byte) (1 byte) (optional - 0 or more bytes) (2 bytes)

7.10.2 Identifier

Figure 27 — ATTRIB command format

This identifigr is the value of the PUPI sent by-the PICC in the ATQB.

7.10.3 Coding of Param 1

Figure 28 ddfines the Coding of Param 1.

b8 b7

b6

b5

b4

b3

b2 b1

Minimunt TRO

Minimum TR1

EOF

SOF

Each bit RFU

Figure 28 — Coding of Param 1

7.10.3.1 Minimum TRO

The minimum TRO coding is defined in Table 30. It indicates to the PICC the minimum delay before
responding after the end of a command sent by a PCD. The default value has been defined in 1SO/

IEC 14443-2:—,9.2.5.
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Table 30 — Minimum TRO coding

b8 b7 Minimum TRO for a PCD to PICC bit rate of
fc/128 >fc/128
0 0 1024/fc 1024/fc
0 1 768/fc 512 /fc
1 0 256/fc 256/fc
1 1 RFU RFU

Minimum TR1 is required by the PCD for synchronization with the PICC and its value depends on the

PCD

Until
b, the

7.10.

The 1
subca
1SO/1

NOTE
PCD p

Until
b, the

7.10.
b3 arn

£
CITUTTIIAIICT,

the RFU value (11)b is assigned, a PICC receiving (b8,b7) = (11)b shall interpret itas (
default value.

3.2 Minimum TR1
hinimum TR1 coding is defined in Table 31. It indicates to the PICC*the minimum de

rrier modulation start and beginning of data transmission. The default value has be¢
EC 14443-2:—,9.2.5.

Table 31 — Minimum TR1 coding

b6 b5 Minimum TR1 for a PICC to PCD bit rate of
fc/128 > fc/128
0 0 80/fs 80/fs
0 1 64/fs 32/fs
1 0 16/fs 8/fs
1 1 RFU RFU

Minimum TR1 is required by-the PCD for synchronization with the PICC and its value d
erformance.

the RFU value (11)b is assigned, a PICC receiving (b6,b5) = (11)b shall interpret it as (|
default value.

3.3 EOF/SOF

d b4 indicate‘the PCD capability to support suppression of the EOF and/or SOF from

which may rediice communication overhead. The suppression of EOF and/or SOF is opt

PICC.

The coding of b3 and b4 is specified in Tables 32 and 33.

h8,b7) = (00)

lay between
bn defined in

bpends on the

h6,b5) = (00)

PICC to PCD,
onal for the

Table 32 — SOF handling

b3 SOF required
Yes
1 No

Table 33 — EOF handling

b4 EOF required
Yes
1 No

SOF/EOQF suppression applies only for communications at fc/128 (~ 106 kbit/s). For bit rates higher than
fc/128 (~ 106 kbit/s) up to fc/16 (~ 848 kbit/s), the PICC shall always provide SOF and EOF.
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7.10.4 Coding of Param 2

The least significant half byte (b4 to b1) is used to code the maximum frame size that can be received
by the PCD as specified in Table 34.

Table 34 — Coding of b4 to b1 of Param 2

Maximum Frame Size |'0'|'1"|'2" | '3"| 4" |'5'|'6'" | '7" | '8 | '9 A 'B' 'C" |'D'-'F
Code in ATTRIB
Maximum frame size 16 |24 | 32|40 |48 | 64 | 96 | 128 | 256 | 512 | 1024 | 2048 | 4096 | RFU
(bytes)
The most significant half byte (b8 to b5) is used for bit rate selection, as specified in Table-3% and
Table 36.
Table 35 — Coding of b6 and b5 of Param 2
b6 b5 Meaning
0 0 |PCDto PICC, 1 etu = 128/fc, bit rate is fc/128 (~ 106 kbit/s)
0 1 |PCD to PICC, 1 etu = 64/fc, bit rate is fc/64 (~ 212 kbit/s)
1 0 |[PCDto PICC, 1 etu=32/fc, bitrate is fc/32 (~ 424 kbit/s)
1 1 |PCDto PICC, 1 etu = 16/fc, bit rate is fc/16 (~"848 kbit/s)
Table 36 — Coding of b8 and b7 .efParam 2
b8 b7 Meaning
0 0 |PICCto PCD, 1 etu = 128/fc, bitrate is fc/128 (~ 106 kbit/s)
0 1 |PICCto PCD, 1 etu = 64/fcibitrate is fc/64 (~ 212 kbit/s)
1 0 |PICCto PCD, 1 etu = 324fc, bit rate is fc/32 (~ 424 kbit/s)
1 1 |PICCto PCD, 1 etu =16/fc, bit rate is fc/16 (~ 848 kbit/s)
S(PARAMETIERS), as defined in ISO/IEC 14443-4, is the only way to negotiate bit rates higher than|fc/16
and may als¢ be used to negotiate any-specified bit rate.
Until the RFY values 'D' - 'F' are assigned, a PICC receiving Maximum Frame Size Code = 'D' - 'F'|shall
interpret it s Maximum Frame:Size Code = 'C (maximum frame size = 4 096 bytes).
NOTE THis PICC requirement is added for PICC's compatibility with future PCDs when ISO/IEC fyrther
defines the bghavior for the RFU values of 'D' - 'F".
7.10.5 Coding of Param 3

The PCD shgllwse b1 for the confirmation of the protocol type as specified in Table 26 and shou

(b3,b2) for cbr

d use

The PICC shallignore (b3,b2) and the interpretation of any other field of the whole frame shall not change.

NOTE When b4 <> (0)b, the rule in 5.3 applies.

b8, b7, b6 and b5 are each RFU.

The PICC shall not respond to the ATTRIB command when b8 or b7 or b6 or b5 <> (0)b.
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7.10.6 Coding of Param 4
The Param 4 byte consists of two parts:

— the least significant half byte (b4 to bl) is named Card Identifier (CID) and defines the logical
number of the addressed PICC in the range from 0 to 14. The value 15 is RFU. The CID is specified by
the PCD and shall be unique for each active PICC. If the PICC does not support CID, the PCD shall use
CID = (0000)b and the PICC shall not respond to an ATTRIB command using CID <> (0000)b;

b8, b7, b6 and b5 are each RFU.

Until the RFU value of CID = 15 is assigned, a PICC receiving CID = 15 shall not respond to the ATTRIB
command.

7.10]7 Higher layer INF

The Higher layer INF field may include any data. The PICC need not process this data.

The H

ICC processing of the ATTRIB command shall not be altered by the in¢liision of those |data.

7.11| Answer to ATTRIB command
The RICC shall answer to any valid ATTRIB command (correctzPUPI and valid CRC_B) with the format
desctjibed in Figure 29.
15t byte 20d bytes
MBLI CID Higher layerResponse CRC_B
(1 byte) (optignal 0 or more bytes) (2 bytes)

Figure 29 — Fermat of the Answer to an ATTRIB command

The fjrst byte consists of twd_parts:

he least significant:half byte (b4 to b1) contains the returned CID. When answeril
TTRIB command, the PICC shall return the CID value received in the ATTRIB comm
CD shall consider the PICC response as a protocol error;

e ot

—

he most,significant half byte (b8 to b5) is called the Maximum Buffer Length Index

1g to a valid
and, else the

(MBLI). It is

used by the PICC to let the PCD know the limit of its internal buffer to received chained frames. The
dodirig of MBLI is as follows:

MPRIIT =0 noncth ot + b A DICC i e s o e fn bt o b c 3o ngean o] 2ot b £, iZe'

IVIDLIT = U ITIICAdIIO L1ITdu LU 1 1UGU l_ll UVIULO TIU TIIIVUT ITIAdUIVIT VIT 1L T1Ite 1 11darx llll.lul, ouIrIrcI o )

MBLI > 0 is used to calculate the actual internal Maximum Buffer Length (MBL) according to the
following formula: MBL = (PICC Maximum Frame Size) x 2(MBLI - 1) where the PICC maximum
frame size is returned by the PICC in its ATQB. When it sends chained frames to a PICC, the PCD
shall ensure that the accumulated length is never greater than MBL.

Remaining bytes are optional and used for higher layer response.

Asillustrated in Figure 30, the PICC shall answer the empty (no higher layer INF field) ATTRIB command
with an empty higher layer response.
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Figure 30 — PICC Answer to ATTRIB format without higher layer response

15t byte 2nd, 3rd hytes
MBLI CID CRC_B
(1 byte) (2 bytes)

NOTE A
Figure 30) is {

7.12 HLTB
The HLTB cd

After answe
(see 7.7).

The HLTB caq

The 4 bytes

The format g

command and Answer

valid Answer (same CID and valid CRC_B) to an ATTRIbB command (as defined in Figure
he means for a PCD to verify that PICC selection has been successful.

mmand is used to set a PICC in HALT state and stop responding to a REQB:

ring to this command, the PICC shall ignore any commands except'the WUPB com

mmand format is defined in Figure 31.
15t byte 2nd, 3rd 4th 5th hytes 6th 7th, bytes
‘50° Identifier CRC_B
(1 byte) (4 bytes) (2 bytes)

Figure 31 — Format of the HLTB command

15t byte 2nd, 3rd, pytes
‘00° CRC_B
(1 byte) (2 bytes)

dentifier is the value of the PUPVPsent by the PICC in the ATQB.

f Answer to a HLTB command from the PICC is defined in Figure 32.

Figure 32 — Format of PICC Answer to HLTB command

29 or

mand

8 Electromagnetic disturbance handling

8.1 General

Electromagnetic disturbance handling enhances the robustness of the contactless communication
between PCD and PICC against PICC generated electromagnetic disturbance (EMD).

While the PCD is waiting for the PICC response, the PICC is processing the requested command. The
PICC dynamic current consumption during execution time may cause an arbitrary load (which may not
be purely resistive) modulation effect on the magnetic field. In some cases, the PCD may misinterpret
EMD as data sent by the PICC and this may negatively impact proper reception of the PICC response.
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The effect of the EMD on the PCD reception may depend on

— the PICC operation and speed,

— the PCD and PICC antenna geometries and relative distance (coupling factor), and

— the sensitivity of PCD receiver channel.

-3:2018(E)

EMD handling also improves the robustness of the contactless communication from PICC to PCD by

— defining EMD timing constraints for PICC and for PCD, and

— T

commendingaRPCDal

orithm for EMD handling.

8.2

The |
shall

This

a a
o hiat =)

EMD timing constraints

bw EMD time tg, picc is the time period before the start of PICC data transmission, w
not produce an EMD level higher than the EMD limit as defined in ISO/1EG:14443-2.

ow EMD time tg, picc has a value of F - 1 024/fc with a maximum valué of 1 408/fc wh

FDT for Type A and TRO for Type B. The value is 0/fc for TR0 < 1 024/f¢,

The
distul

ow EMD time tg, pcp is the time period to allow the PED\to recover from eleg
rbances.

hen the PICC

ere F equals

tromagnetic

The RCD shall be ready to process a PICC frame no later than ¢g, pcp after the last time the EMD level

Was g

This

bove the EMD limit as defined in ISO/IEC 14443-2-

ow EMD time tg, pcp has a value of F - 1 044/fs with a maximum value of 1 388/fc wh

FDT for Type A and TRO for Type B. The value is 0/f¢ for TR0 < 1 044/fc.

The 1
TRO s

Thel

hinimum value of 0 for tg, picc and tg, pcp‘thay only be reached when the PCD indicateg
horter than the default value (see 7.10:3.1).

bw EMD time for PCD and PICC are‘illustrated in Figure 33.

ere F equals

supportof a
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