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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate _in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison witl ISO and IEC, also take part in the work.

Internationpl Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.
In the field of information technology, ISO and IEC have established a joint technical committee, 1ISO/IEC JTC 1.
Draft Interpational Standards adopted by the joint technical committee are circulated{o national bod|es for voting.
Publicatior] as an International Standard requires approval by at least 75 % of the natienal bodies castjng a vote.

Attention i$ drawn to the possibility that some of the elements of this part of ISOAEC 14598 may be the subject of
patent righfs. ISO and IEC shall not be held responsible for identifying any or\all’'such patent rights.

Internationpl Standard ISO/IEC 14598-4 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 7, Software engineering.

ISO/IEC 14598 consists of the following parts under the generaltitle Software engineering — Product fevaluation:
— Part 1f General overview

— Part 2} Planning and management

— Part 3} Process for developers

— Part 4f Process for acquirers

— Part 5} Process for evaluators

— Part 6] Documentation of-evaluation modules

Annexes A to E of this part of ISO/IEC 14598 are for information only.

© ISO/IEC 1999 — All rights reserved \
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Introduction

Software has become increasingly pervasive. The demand for added software functionality and faultless software
products has grown as more processes are automated to take advantage of the power of the computer. Today's
modern systems are so complex, that they are unable to perform their functions without software. The use of

commercially available “off-the-shelf” software products is accelerating as the variety of available prod

ucts grows

and the rapid_evolution of software engineering technology reduces reliance on custom-coded software. The

object-orientdd development approach, which is based on the development of an application system,through the

extension of gxisting libraries of self-contained units, has also reduced requirements for custom-code
This has led fo intense focus on concomitant software product quality or self-contained software unit-qual

Development of custom software is prone to rework as a result of failure to meet user requirements.
custom software may also require a larger than anticipated effort with respect to deployment, imple
training, and j[maintenance support activities. Acquisition of commercial “off-the-shelf”, software products
of in-house ekisting software products, is also not without risk. Problems can be eneountered because t
shelf” softwafe products may require customizing; testing and analysis reguirements may be larg
maintenance [and support is doubtful when the product becomes obsolete or revised; it may be difficult {
software products into larger systems; and the quality of the product may net'be consistent with the requ
of the target gystem.

Commercial ‘foff-the-shelf” software products are extremely varied. They can be:

as stand-alone products (i.e., payroll, accounting“software, consumer software or 'shrin
[i.e., word-processing software, spreadsheets);

a) use
software

b)
compong
[GuID);

integrated as components into a larger system which consists of other software and
nts (i.e., operating system, relationaltdata base management system, graphical user

c) embedded in hardware (i.e., communication data link, programmable array logic [PAL]);
d) emb

specific

edded as part of a configurable software/hardware system that can be used for the develo
\pplication (i.e., distributed control system);

e) CAS
configura

E tools used te‘\support the software development and maintenance process (i.e.,
tion managementtools).

d-alone software products can impact productivity, cause financial loss, or cause unnecess
ponents.can be difficult to integrate, affect the reliability of the overall system, or be incom
ives, CASE tools may introduce an error into a product under development or be difficult to

Errors in stan
Software coni
system objec

] software.
ity.

The use of
mentation,
, Or, reuse
he “off-the-
e; product
o integrate
red quality

k-wrapped

hardware
interface

]

pment of a

compilers,

Ary rework.
hatible with
use.

It is therefore €ssential To be able 10 evaluate the quality of Software products during acquisition, or whe

making a

decision on reusing an existing software product or component. Evaluation may be used to accept or reject a single
product, or to select one product, from among alternative products, that meets the quality requirements established

for the target application. The level of rigor of the evaluation process is necessarily commensurate with t

he integrity

requirements for the product. The highest level of rigor is required when performing evaluation of software products

that are mission critical.

Vi © ISO/IEC 1999 — All ri

ghts reserved
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Software engineering — Product evaluation — Part 4: Process for
acquirers

1 Scops

This part
measurem
products,
model des
in 1ISO/IEQ

conjunctiof with ISO/IEC 12119, ISO/IEC 14598-2 (new), ISO/IEC 14598-3 (new) and ISO/IEC 14594

of the eval

use is quitg different. In the case that acquirers entrust second or third parties 'with evaluations, 1SO/IH

required to

requiremets for the package, ISO/IEC 12119 may be applied.

The evalug
acceptance
may be tai
wide rangd

This part @
and maint
suppliers w

The target
system as
a) Comm

Existin
applic

b)

c) Custor
The evalug
tools is sp
14598.

A\1”4

of ISO/IEC 14598 contains requirements, recommendations and guidelines Mor th
Cribed in ISO/IEC 9126-1; expands on the general process for evaluating software quality

14598-1; and uses the process for acquisition that is defined in ISQ/IEC 12207. It ca
Llation process are similar between this part of ISO/IEC 14598 and/ISO/IEC 14598-5, but

be applied. In the case that acquirers require third party testing‘of software packages agai
tion process described in this part of ISO/IEC 14598 also helps to meet the objectives of dg
b of a single product, or for selecting a product from among alternate products. The evalu
ored to the nature and integrity level of the application. It is also sufficiently flexible to accg
of forms and uses of software products in a castseffective manner.

f ISO/IEC 14598 is intended for, but not.lithited to, project managers, system engineers,
bnance software engineering staff andiend users who plan to acquire software produ

ho provide such products.

software products of the evaluation process in this part of ISO/IEC 14598 can be integrate
components or can be used stand-alone. They are classified as:

preial off-the-shelf software/products;

p software produgctsdeveloped or acquired for other applications, or for a wide rangg
htions;

n softwareroducts or modifications to existing software products.

peifically addressed in ISO/IEC 14102, CASE tools are considered out of scope of this p3

systematic

ent, assessment and evaluation of software product quality during acquisition of {“off-the-shelf” software
tustom software products, or modifications to existing software products. It Uses the software quality

at is defined
h be used in
-6. The steps
he context of
FC 14598-5 is
st the quality

bciding on the
ption process
mmodate the

development
Cts, and also

 into a larger

b of common

ition_proeess that is defined in this part is also applicable to CASE tools. Because evalugtion of CASE

rt of ISO/IEC

ISO/IEC 14598-4 is designed to work in partnership with other standards. For systems with high integrity
requirements, additional requirements may be included in the evaluation process described in ISO/IEC 14598-4,

that are de

rived from sector-specific standards, e.g., IEC 880, DOA-167A , MOD-55, etc.

2 Conformance

Because of the freedom of choice afforded to the user by the general nature of its recommendations, a simple
claim of compliance with this part of ISO/IEC 14598 is not valid. Any organization imposing this part of ISO/IEC
14598 as a condition of trade is responsible for specifying and making public the evaluation process that meets the
mandatory objectives specified in 6.1.1. The specified evaluation process constitutes the terms for compliance for a
given application of this part of ISO/IEC 14598. All activities of clauses 6 and 7 shall be considered for applicability.
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Requirements on the evaluation process can also be established contractually during execution of the acquisition
process. Compliance with the evaluation process described in this part of ISO/IEC 14598 is then easily established.

3 Normative references

The following normative documents contain provisions which, through reference in this text, constitute provisions of
this part of ISO/IEC 14598. For dated references, subsequent amendments to, or revisions of, any of these
publications do not apply. However, parties to agreements based on this part of ISO/IEC 14598 are encouraged to
investigate the possibility of applying the most recent editions of the normative documents indicated below. For
undated references, the latest edition of the normative document referred to applies. Members of ISO and IEC

1 1 1t o thoaablial Lot i Lt A g
maintain regigters-et-eurrenty-vattahternrationa-Standaras:

ISO/IEC 9128-1, Information technology - Software quality characteristics and metrics — (Rart (1. Quality
characteristigs and subcharacteristics.)

ISO/IEC 12207:1995, Information technology - Software life cycle processes.
ISO/IEC 14598-1:1999, Information technology — Software product evaluation - Part 1~General overview
ISO/IEC 14598-5:1998, Information technology — Software product evaluation - Part’s: Process for evalugtors.

ISO/IEC 15026:1998, Information technology — System and software integrity,fevels.

4 Terms and definitions

For the purpdses of this part of ISO/IEC 14598, the following definitions apply. Key definitions from othef standards
used in this pprt of ISO/IEC 14598 are reproduced in Annex"A-for convenient reference.

4.1
commercial-gff-the-shelf software (COTS)

software deflned by a market-driven need, comimercially available, and whose fitness for use[has been
demonstrated by a broad spectrum of commercial users

NOTE See also definition in IEEE Std 1062-1993.

4.2
custom softwpre
software developed for a specific.application from a user requirements specification

4.3
existing softwjare

software that is already developed and available; is usable either “as is” or with modifications; and which is
provided by the supplier, acquirer, or a third party

NOTE See als0 definition of off-the-sheffproduct [ISOMET 122077 1995]:

5 Software product evaluation - General considerations

5.1 Correlation between evaluation and acquisition processes

The acquisition process activities (defined in ISO/IEC 12207) summarized below, are combined with the general
evaluation process activities (defined in ISO/IEC 14598-1) in Clauses 6 and 7. Clause 6 focuses on the application
of the evaluation of end product quality during acquisition of COTS products. Clause 7 focuses on the application of
the evaluation process during acquisition of custom software or modifications to existing software.

1) To be published. Until this part is published ISO/IEC 9126 :1991 should be used.
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a) Initiation - identification of software requirements for the product to be acquired, the acquisition plan, and the
acceptance strategy and criteria;

b) Request-for-proposal (-tender) preparation - specification and documentation of acquisition requirements;

c) Contract preparation and update - supplier selection, contract preparation and negotiation, and contract
change control;

d) Supplier monitoring - evaluation activities performed during contract execution leading to acceptance and
delivery of the software product;

e) Acceptance and completion - activities performed during product acceptance and delivery of the final software
produgt.

Note, that,| the general evaluation process defined in ISO/IEC 14598-1, is not defined as ajptocegs in ISO/IEC
12207, butl as an elementary function equivalent to the “check” portion of the plan-do-check-act (PDCA) cycle that
is implemgnted by each life-cycle process. However, the general evaluation process may./be implemented in any
ISO/IEC 12207 process (i.e., development, maintenance, acquisition, validation); it is therefore at a different level of
abstractior] from the sense of “process” used in ISO/IEC 12207.

This distin¢tion is important when implementing the general evaluation process,\The acquirer needs {o define both
the evaluation process and the acquisition process that he/she will follow tonachieve the evaluation|requirements
during acquisition. In the context of larger system development, the acguisition and evaluation agtivities to be
followed need to be integrated with other development and integratioh activities, and identified| in a project
measurement plan as specified in ISO/IEC 14598-2 (in preparatian); i.e., specific acquisition implementation
consideratjons for evaluation include the following considerations:

are requirements specification required for evaluation can form the basis for acquisition|requirements
required for the request-for-proposal (-tender);

e separdte preliminary evaluation activities may be.needed to preselect software products and supgliers;

e supplier and product information requirements for evaluation need to be specified in the acquisition
requirgments or during contract preparation;

e evalugtion activities can be executéd-as part of proposal evaluation, during monitoring of contract execution,
as pait of product development,.as.part of formal product acceptance, or after product delivery.

5.2 Inputs to the evaluation process

5.2.1 System requirements

The starting point farydetermining evaluation requirements for target software begins with the operall system
requirements. The(system requirements identify the user, user goals, tasks and characteristics, |including the
environmept in which the product is to be used, in addition to functional and other requirements for the product or
system. They form the basis for subsequent system architecture design, specification of software fequirements,
and softwgre.architecture design. Relevant legal and regulatory requirements need to be identified at| this stage as
they impact on the rigor and formality of the acquisition and evaluation processes.

During system requirements decomposition and design, system requirements are allocated to hardware and
software configuration items, and to user operations including system procedures. Design activities during a system
development life-cycle result in subsequent decisions to acquire or reuse “off-the-shelf’ software products. Some of
the evaluation work is actually a part of these design activities, since it plays a role in the decision making process.
Evaluation of software products to be acquired is performed separately. During system integration and testing of
the end product, software configuration items are integrated with other software, and with the hardware
configuration items (Refer to ISO/IEC 12207). Figure 1 shows the larger systems engineering context for evaluation
and acquisition.

Candidates for use and acquisition in this part of ISO/IEC 14598 are software products which can be integrated into
a larger system as components or which can be used stand-alone. They are classified as:
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a) Commercial-off-the-shelf software products;

b) Existing software products developed or acquired for other applications, or for a wide range of common
applications;

¢) Custom software products or modifications to existing software products.

In the case of software configuration items that are to be integrated into a larger system, software requirements

need to be defined for each item. In other cases, the system and the software configuration items coincide, and
may be considered equivalent.

Hardware configuration items to be acquired may contain software such as an operating system resident in
firmware (i.e.] ROM, PROM). When the existing software forms an integral part of the hardware in this fashion it
usually needg to be evaluated with the hardware configuration item.

Initial
Mandate

System Requirementy

System
Procedurep

i

euser objectives & environmen

«functional and other
requirements

sintegrity level

Non-Comptte
Subsystems
Engineering

/ \
Computer Subsystem
/

Engineering

Subsystem
Integration &
System
Validation

Software
Engineering

Hardware
Engineering

System
Operation

Product
Evaluation &
Acquisition

Ergonomics &
Human Factors
Engineering

Fighre1 — Systems engineering context for software product evaluation and acquisition

5.2.2 Integrity level requirements

If the software is critical in containing non-trivial safety, security, financial, environmental and societal risk of a
system within acceptable limits, its requred integrity level must have been established and properly documented
prior to procurement and evaluation. Guidance to the integrity level determination process is given in ISO/IEC
15026. The resulting integrity level determines how the software is dealt with in the evaluation process.

5.2.3 Software requirements specification

Software requirements shall be defined using an appropriate well defined quality model. For this purpose the
quality model and definitions in ISO/IEC 9126-1 should be used, unless there is a particular reason to use another
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model. This model defines six broad categories of characteristics of software in use: functionality, reliability,
usability, efficiency, maintainability and portability. These can be further broken down into subcharacteristics which
have measurable or assessable attributes.

Requirements should be defined in terms of external metrics (external metrics are defined in ISO/IEC 9126-2)
which directly relate to user needs and should be documented in a requirements specification. Documenting the
user needs can vary from producing an informal list of required functional and performance requirements to
preparing a complete requirements specification for the product (or system if the product is embedded). The
requirements specification may then form the basis for acquisition requirements used during the tendering step in

the acquisition process and the basis against which subsequent product evaluation is performed.

5.2.4

Evaluations performed by others

The scope
performed
preexisting

softwdg
ISO/IH

the su
by a th

the sd
requirg

the su
parties

the so

the sq
require

evalug
or forn

The additid
may affect

of the present evaluation process can be reduced through access to the results of evalug
by second or third parties as long as the results are trustworthy. Such evaluation activities
certifications, product evaluations and/or process assessments. For example:

re engineering processes for product development may be standardized t0-imeet the re
C 12207, ISO 9000-3, or other sector-specific standards;

pplier's quality system under which the software is developed may be‘certified to 1ISO 9001
ird party;

ftware product may be evaluated by second or third parties-to ISO/IEC 14598-5 or IS
bments;

pplier's software process capability for acceptable\product development may be asse
to ISO/IEC 15504-8 (in preparation);

ftware may be functionally evaluated as part of a larger system development phase;

ftware product may have been previgusly evaluated for another application with diffg
bments;

tions on the product may have‘*been performed by other parties within the organization thr
nal evaluation activities.

nal costs and time required to obtain and interpret external evaluation results for the targ
the feasibility of this‘method. It may still be necessary to consult the with the evaluator

order to atfain adequate confidence in the results of others.

NOTE Ev

hluation results of the supplier software engineering process, supplier quality system, or supplier capd

not sufficie
evaluation

5.3

t criteria to)demonstrate that a software product contains the required quality characteristics.

ition activities
can comprise

juirements of

requirements

O/IEC 12119

5sed by third

rent integrity

pugh informal

et application
or supplier in

bility alone are
Other product

ethods [e7gy such as those that specifically measure factors and attributes of quality that are appropriate to the
requirements of the_end-user] need to be executed.

Tdiloring

The evaluation process can be applied to a wide range of acquisition requirements, integrity requirements, and
evaluator objectives. For example:

acquirers of software products may use ISO/IEC 14598-5 for independent evaluation;

evaluation;

acquirers of software packages may wish to evaluate a software package using only ISO/IEC 12119;

a small or sole acquirer may require a less formal evaluation process with minimum documentation of the

for consumer software the evaluation process objective may simply be to select, test and acquire one product

from among a number of similar products. The formal acquisition process is then reduced to outright purchase,
and does not include contract preparation.
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The evaluation process should have the flexibility to accommodate the uniqueness of each application, to avoid
unnecessary work or work that adds no value, and to provide a practical means of establishing the requisite
confidence in the software. The required integrity level of the software largely determines the rigor and formality of
the evaluation process.

The acquisition process can also be tailored as for the evaluation process using the tailoring guidance given in
ISO/IEC 12207 and the required integrity level for the specific software product to be acquired. Acquisition of
complete software systems with high integrity requirements will usually invoke the full set of acquisition activities
and tasks, along with corresponding supply process activities and tasks, that are specified in ISO/IEC 12207.
Generally, as the integrity level increases, so should the amount of rigor, and the number of activities and tasks

associated wi

th the acquisition process.

Table B.1 in A
target software

6 Evaluat

The general
are specifical
the-shelf” prd
products for 9
inconsistent,
below in term

hnex B shows an example of tailoring of integrated acquisition and evaluation process activities aec
integrity level requirements.

on during acquisition of “off-the-shelf’ software products

y implemented and refined to focus on the evaluation of end product quality during acquis
ducts in this part of ISO/IEC 14598. However, this does not préclude evaluation of i
pecific quality characteristics. Hence, the details in the implementation of the steps differ,
with the details described in ISO/IEC 14598-1. The evaluation/process is summarized
5 of its steps and key tasks, as well as inputs and outputs.

rding to the

Software product evaluation process defined in ISO/IEC 14598-1 consists>of four major steps, which

tion of “off-
termediate
put are not
in Table 1
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Table 1 — Evaluation Process During Acquisition of “Off-the-Shelf” Products

ISO/IEC 14598-4:1999(E)

System/ Software | Establish Specify objectives, purpose, and scope. Specify | Evaluation
requirements evaluation rigor of evaluation. Identify inputs to evaluation. | Requirements
requirements Identify evaluation performed, or to be | Specification
(subclause 6.1) | performed by others. Identify the acquisition
process to be followed and how evaluation input
requirements are to be communicated to the
supplier
Evaluatipn Specify the Select metrics that correlate to the | EvalUat/on
Requirements evaluation characteristics of the software product. Establish | Specifigation
(subclause 6.2) | rating levels. Select the most effective set of
evaluation methods. Establish procedures fan
summarizing the results of the evaluation ~of
different quality characteristics and. \Vother
aspects that contribute to the assessment of
quality of a software product in{aparticular
environment.
Evaluatipn Design the Prepare an evaluation plan” describing the | Evaluatjon Plan
Specification evaluation evaluation methods, and)'the schedule for
(subclause 6.3) | evaluation. Identify the tie points between
evaluation activitiesrand acquisition activities.
Evaluatipn Plan Execute the Conduct the selected evaluation activities, and | Evaluatfon
evaluation analyze andgrecord the results to determine the | Record$ and
(subclause 6.4) | suitability:of.the software product(s). Analyze the | Results
impact.of identified deficiencies and options to
regulate the wuse of the product. Draw
conclusions with respect to the acceptability of
the product and the ultimate decision to buy or
not to buy.

6.1 Step 1 - Establishevaluation requirements

6.1.1 Esfablish the purpose and scope of the evaluation

The evalua

a)

b)

c)

a set ¢f software quality requirements using the quality model and definitions in ISO/IEC 9126-1,

the so

tion process shall establish:

pgainst which

ware. prnrh ictcanbhe nhjinr\fi\loly evaluated for fithess for usse;

the appropriate priority which should be placed on the software quality characteristics;

a systematic basis for the evaluation appropriate for the integrity level of the application, which involves
establishing requirements as to the level of rigor or detail required in the evaluation activities, as well as the
inputs to, and the outputs from the evaluation process;

NOTE Figure 2 provides an overview of the software product evaluation process. It shows the different views of the inputs to
the evaluation process and resulting outputs from the evaluation process, from an acquirer’s perspective.

d)

the acquisition process to be followed and how evaluation input requirements are to be communicated to the

supplier;

NOTE See example of a combined evaluation and acquisition process in Figure C.1 in Annex C.
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e) the scope, purpose and objectives of the evaluation by considering:

1) whether the software product will be used for a specific application, for a collection of specific applications,
or for a generic range of applications;

2) whether any evaluation has been done by second or third parties, or whether any evaluation activities are
planned to be performed later.

6.1.2 Specify evaluation requirements

The evaluation requirements specification should identify:

a) users anf their goals, tasks, and characteristics, and the user environment for the product;

b) the integrity level of the software application (risk incurred in case of software error) and hence the level of
rigor requiired for the evaluation process;

c) the regulatory requirements (what documentation is required to provide the regulator (ifiany) with agsurance of
the produict's quality) (see compliance in ISO 9126-1);

d) the prodiict boundaries and interfaces, including interfacing requirements (i.e.\the type of data passed through
the interface, the data format, the interface access mechanisms, failure/errer\hHandling, timing issueg, interface
behaviorlissues, and interface state dependencies and transitions) to the software product (see interoperability
in 1ISO 9126-1);

e) integratign requirements if the product is part of a larger systemsrequiring integration with other conponents or
products

f)  software|quality requirements which include:

1) distipction between mandatory and optional requirements;

2) all @qssumptions, exceptions, limitations,;-exclusions, or unresolved issues needed to interpret or
understand the requirements;

3) usen requirements for all important-quality characteristics and their priority (i.e. if maintdinability is
congidered important, then identify)the specific maintainability requirements);

4) all design and environmental, constraints; i.e. functional or performance limitations imposed by] the use of
the poftware product, theJevel and complexity of integration of the software product with other existing
softyvare, custom software, and the hardware in the user application;

5) all project management constraints; i.e. availability of resources and expertise to perform the| evaluation
actiyities, schedule and budget allowance, possible dependencies or risks, key assunpptions, or
assymptions.about the evaluation effort itself;

6) ratignal€ for the use of a quality model other than the one defined in ISO/IEC 9126-1.

g) supplier services to be assessed; i.e., support capability, application development capability, and training
capability;

h) special requirements to be assessed; i.e. specific technical feasibility issues or design implementation
questions;

i) evaluation requirements that are consistent with each other (i.e. no conflicting requirements) and consistent
with the integrity level of the application;

i) whether the product will be reused in future applications and the documentation necessary to support any
future evaluations of the product;

k) the acquisition process, and information required from suppliers during tendering;
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I) evaluations performed by other second or third parties that could be used to reduce the evaluation effort for the
product.

NOTE  The level of detail and completeness of the evaluation requirements specification directly affects the level of
completeness of the evaluation, i.e., an evaluation based on only preliminary requirements cannot be considered a full
evaluation, although the results may be used to direct further work in other phases, anticipate problems, or eliminate certain
software products or suppliers. These would normally be done prior to the main evaluation activities as a part of the appropriate
design or planning activity. Some evaluation work may also be required before the requirements are finalized.

VIEWS OF EVALUATION INPUTS

PRODUCT VIEW

Documents Requirements  Assessment
\ ¢ / (b/b"
<OQ)
,\b&

<
O : g
Operating (©)
\V History oc

User & Technical Software Quality Cost O.)QO.)
N

Quality System

. £ 0
Failure 6\% >
Process Information ¢\(/

A
N
& Engineering
&
@)
e
Q

Mdintenance /

— Prototypirjg/Testing

Process
xO
<
o
Necessary Level of Confi c;e Constraints on Additional Verification
That Quality Require Met Usage of Product Activities Required
@ VIEW OF EVALUATION RESULTS

6.2 Step 2 - Specify the evaluation

The evaluation specification should be documented so that the evaluation process can be repeated by
appropriately qualified personnel with repeatable results.

6.2.1 Select metrics
The evaluation specification should identify:

a) the characteristics of the product to be evaluated,;
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b) the external metrics that correlate to measurable aspects of quality when the software is used ( Table B.2 in
Annex B shows an example of external metrics and possible acceptance criteria. Notice it is up to the user to
specify actual threshold acceptance numbers based on experience as there are no hard and fast rules for
some of these numbers);

c) the “quality in use” metrics correlating to the user’s view of the quality of the system containing the software
(see example of quality in use metrics in Table B.3 in Annex B);

d) sufficient criteria for metrics to describe their acceptable range (e.g. how much operating history is necessary
to provide a reasonable degree of assurance for a given quality characteristic and a given integrity level (see
Annex D.4 and D.5 for specific details on operating history));

e) any pacK

f) the level
evaluatio

g) checkilist
h) alist of €
i) testcaseg
j) datatob
k) the spec
1) Soft
2) Soft
3) Soft
4) Prod
5) Prod
6) Sup
7) Prot

8) Prod

aged evaluation modules;

of coverage relative to the evaluation requirements that is necessary after review -of ar
ns conducted by others;

5 to be answered by the evaluation;

xamples which would help to answer the questions;

s to be used,;

e collected and analyzed, and their format;

fic evaluation methods to be used, which include review or-assessment of one or more of:
vare product user and technical documentation (in¢luding on-line documentation) (see Ann
vare product evaluation based on supplier courses and training (see Annex D.2);

vare engineering process, including intermediate software products (see Annex D.3);

uct operating history with supplier (sé&’Annex D.4);

uct operating history with custemers (see Annex D.5);

blier capability, support, and'quality system (see Annex D.6);

Dtyping or other evalyation methods (see Annex D.7);

uct deficiency,lists and related information (usually found on web sites).

[) the methgds for asseSsing the evaluation results;

m) suitable
products

nethods of ranking the assessments to allow selection, when selecting a product from am

y previous

px D.1);

png similar

n) any rating schemes useful for comparing more than one software product. The rating scheme may be weighted
in accordance with the priority of the quality characteristics.

6.2.2 Select the evaluation methods

A combination of evaluation methods should be specified to allow selection of the product or to establish the
product's fithess for use. Areas to be evaluated include:

a) whether some of the considerations may be mutually conflicting (e.g. "Are costs of the selected [assessment]

methods within budget?” may not be compatible with "Do the methods collectively address all of the evaluation
ents?"). In this case it is up to the evaluator to make the necessary tradeoffs based on the
prioritization of evaluation requirements;

requirem

10
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NOTE Table B.4 in Annex B shows an example of ranking evaluation methods for software quality characteristics by cost
and effectiveness.

b) whether the evaluation provides adequate coverage or scope in the combination of methods chosen

consid

ering:

1) how to demonstrate that software meets its specifications;

2) overlapping of coverage of methods to provide additional confidence;

3) whether the set of activities, as a whole, provides an acceptable level of assurance that there is complete
coverage for those software quality characteristics of concern;

4) th
5) th
6) th
7) 13
o]
8) i
c) use of
trade
review

6.2.3 Evpluations performed by others

Before cregliting evaluations performed by others, the following should be considered:

a) wheth
integri
b) wheth
evalug
c) wheth
proces

spme testing based methods);

e degree to which the methods complement each other;
e effectiveness and objectivity of each method in addressing a variety of characteristics;

e variety of distinct approaches among the evaluation methods (e.g. some review, some

erall system development life-cycle;
editing evaluations performed by others;
“informal” preliminary evaluation activities like reviews or)surveys or peer/user anecdota

ournal product reviews, accessible product user doedmentation, or database repositori
s, in order to narrow the selection of products considered functionally suitable for further ev

br the evaluation addressed the evaluation requirements with a degree of rigor consig
ly level of the application;

br the evaluation report identified the version of the software product being assessed, the
tion, the decision criteriapsed, and the conclusions reached;

br the evaluation repart identified any deficiencies in the software product or the softwar

br the evaltUator had appropriate expertise, including:

perience in performing evaluation and analysis;

analysis, and

king credit for any evaluation activities on the application that will ultimately be conducted fas part of the

|l experience,
bs of product
aluation.

tent with the

extent of the

P engineering

s, recommended @ny corrective action to address those deficiencies, and whether the cofrective action
was carried out;

d) wheth
1) e
2) e

perience in software guality relative to internationally accepted standards;

3) expertise in software engineering issues;

4) total independence from the supplier.

6.3 Step 3 - Design the evaluation

The product evaluation plan should identify:

a) whether the supplier or third party is willing and able to provide access to the required documentation,
equipment, tools, software, courses and/or training, and the costs associated with this;

11
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b)
c)
d)
e)
f)
g) responsi
h)
limitation
subcharg
i)
obtained
i) thereso|
k) the tie p
and acqy
) the deci
consider
m) the follovy
2) thei
3) any
n) the ratio
0)
p)
Note 1

Note 2

any conditions associated with the provision of access to any confidential or proprietary information;

© ISO/IEC

whether the supplier or third party is willing and able to provide access to individuals with the correct expertise
to answer questions, and what are the costs associated with this, including travel costs;

the expertise that is required by the evaluator to conduct the evaluation based on the evaluation requirements,
and any costs associated with obtaining this particular expertise;

any pre-tests required to establish that a product is fit for full scale testing;

any costs associated with providing the test environment (e.g. test hardware, support equipment and tools,
specialized personnel) for performing the evaluation;

ility for the evaluation and the required schedule;

any limitgtion or deficiency in the evaluation method in providing assurance of quality, and w

or deficiency is covered elsewhere in the plan; e.g. the evaluation methodnis unable t
cteristics for a specific quality characteristic;

any inter[dependencies between the various evaluation methods used; i.e., order dependencies (|

in one test may be useful in another), establishing an optimal sequenece’ of evaluation meth
rces required, the cost for the total evaluation, and the cost of each evaluation method,;

bints between evaluation activities and acquisition activities, (See example of a combined
isition process in Figure C.1 in Annex C);

5ion points in the evaluation process which detérmine when and why the evaluation
bd complete (i.e. acceptance or rejection criteria).and should be stopped,;

ing for each evaluation activity planned:

1) the procedures and techniques which should be followed;

hformation inputs and outputs and~documentation required;

format and content requireménts on any documentation produced;

ale, justification, and,assumptions behind any unusual or exceptional decisions made in g

hether that
D cover all

nformation
pds;

evaluation

should be

efining the

5S, metrics

ecessary to

hod.

In scheduling the evaluation methods, it is important to recognize that a high degree of interdependence exists

between the various evaluation methods, i.e. information obtained by one method may influence the focus of another method.
As the nature of evaluation is iterative, issues may be revisited as information is gained. Therefore the evaluation plan will likely
be altered as the evaluation is conducted. For example, it may be common for more detailed levels of evaluation to be
considered either as unnecessary, or as an additional requirement, once the evaluation progresses.

Note 3 The evaluation of software products may be carried out in stages at different points in a development life cycle, or all at
once, at one point in the life cycle. Different individuals or groups may be responsible for performing different parts of the
evaluation. When the evaluation is done in stages, the steps of the evaluation activity are repeated in each stage until no further
work is required (See example of a staged evaluation process in Annex E).

12
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Step 4 - Execute the evaluation

Ex

ecute the evaluation methods

a) The evaluation should be performed, documented and analyzed to:

1) establish an appropriate degree of confidence that the software product is able to meet the evaluation
requirements;

2) identify any specific deficiencies with regard to the evaluation requirements and any additional evaluations
needed to determine the scope of those deficiencies;

3) identify any special limitations or conditions placed on the use of the software product;

4) identify any weaknesses or omissions in the evaluation itself and any additional evaluation thpt is needed;

5) identify any options for the use of the software product uncovered by the evaluation;

b) The rdcords for the execution of the evaluation should identify:

1) the execution of the evaluation according to the procedures specified inthe evaluation plan;

2) the stepwise execution of evaluation procedures (including data)used, set-up process, gnd any state
information), the evaluation results (answers to all questionsyand references to the squrces of the
answers), and the software product version numbers;

3) any limitations, constraints, deficiencies, or exclusions’in~an evaluation activity, including tHeir impact on
tHe use, configuration, modification, or general maintenance of the software product over time;

4) the evaluators and their qualifications;

5) any differences between the product versions assessed and the corresponding evaluatioh inputs; i.e.,
dpcumentation or courses;

6) rgsolutions or “work-arounds” in the~event of a deficiency.

6.4.2 Analyze the evaluation results

The records for analysis of the eyvaluation activities should identify:

a) each geficiency, any relevant analysis, and how each deficiency was resolved. Resolution of defjciencies may
include the fact that:

1) one of the-ather evaluation methods has provided assurance that the deficiency is nof major; e.g.,
extensive.operating history may make up for a deficient software engineering process;

2) alsatisfactory “work-around” can be found to alleviate the impact of the deficiency; e.g., modification to the
preduct—disable-erremove-tunneededfunctonalityregeneratemissing-desighreguirements-using reverse
engineering;

3) the original requirement is not mandatory and the deficiency can be accepted;

4) the deficiency is acceptable provided that the use of the software product will be controlled by specific
conditions or limitations;

5) additional evaluation work is required to resolve the deficiency or gaps in the evaluation;

b) any additional evaluations performed to resolve any identified deficiencies:

1)

2)

to determine the scope or impact of a deficiency;

to establish confidence that there is no deficiency;

13
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3)

4)

to verify that a work-around is technically feasible and/or suitable and acceptable;

been made to correct deficiency;

interferes with the software product meeting the mandatory requirements of the application;

impacts on the application's design, budget, and schedule;

ires additional evaluation work;

© ISO/IEC

to verify the correct and acceptable performance of the software once a design change or changes have

in a case where it is necessary to limit or control the use of the software product, whether the limitation:

the fequired functionality for the product is completed successfully.’

c)

1)

2)

3) requ

4) intro
d)

1) 'Thig

2) 'This
e) the integ

software
6.4.3 Draw
The conclusi

application, t3
possible to ug
then it is neg
software prog

The conclusic
of the specif
requirement,
Potential des
integrity cheg
product.

It is possible
not to attemg
approaches.

The decision
evaluation in

duces any possibility of failure in the application;

any excllisions from scope of evaluation and/or restrictions on the results for each evaluatign, such as:

evaluation does not include a detailed review of the functionality of the prodiéct.” or

software product is deemed to be qualified to the required integrity levehprovided a full e

rated results of all the evaluation activities to allow an overall ¢onclusion for the evalug
product to be made.

conclusions

bns should state whether the software product is@dequate and appropriate for use in th
Lking into consideration the application integrity level and the actual evaluation requirements
e the software product "as is", due to deficiencies discovered or due to lack of evaluation i
essary to make recommendations to performy further evaluation or to control or limit the
uct in its target application.

ns may be formalized using a "statefent of requirements compliance" which would descri
c requirements the feature(s), function(s), or service(s) of the software product used tg
and the evaluation method (s),that provide adequate confidence that the requirement has
ign strategies such as implementation of design diversity, redundancy in configuration
ks and recovery techniques may compensate for deficiencies or potential failures of th

that the evaluation_may result in a decision not to accept the software product for use, or|
t to comply with-the evaluation requirements, and in a recommendation to re-evaluate
'he ultimate decision is to buy or not to buy.

to buysean then result in a contract to purchase the software product with possible
the form of product acceptance testing.

aluation of

tion of the

e intended
. If it is not
hformation,
use of the

pe for each
meet that
been met.
, interface
e software

a decision
alternative

additional

The decision
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a custom software product, or changing the requirements.

eveloping

7 Evaluation during acquisition of custom software and modifications to existing

software

This clause focuses on the application of the evaluation process during acquisition of custom software or
modifications to existing software. Figure C.2 in Annex C shows an example of the combined acquisition and
evaluation process for custom software and modifications to existing software.

14
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7.1 Step 1 - Establish evaluation requirements

The process for establishing the evaluation requirements defined in 6.1 also applies in this case. The evaluation
requirements form the basis for acquisition requirements that can be sent out as part of a request for a proposal to
pre-selected suppliers. For modifications to existing software, evaluation needs to focus primarily on the changed
parts of the software product and their interfaces.

Preliminary evaluation should be performed to pre-select suppliers on the basis of their capability, quality program

and software engineering process prior to a request for proposal.

7.2 Step 2 - Specify the evaluation

6.2 specifi¢s the evaluation for ‘off-the-shelf’ software which also applies to the evaluation for custom
modifications for existing software. However, additional measurement is required as part-of
developmgnt process to predict end product quality based on measuring the quality of intermed
ISO/IEC 14598-3 provides the requirements and guidance for measuring intermediate product
developmgnt.

7.3 Step 3 - Design the evaluation

6.3 applieq to the acquisition of custom software and modifications to existing<oftware with the follow
consideratjons.

Selecting supplier during tendering may require that the supplier” upgrade the software e
maintenange process to that required to achieve the target integrity requirements prior to software dq
modificati

software and
the supplier
ate products.
juality during

ing additional

gineering or
velopment or

Required ¢valuation activities then become part of the supplier performance process, i.e., during the process of

conductin

requireme
monitors S
agreement

supplier development, verification, joint review and audit, testing and validation act
ts are specified in the quality or development plan that the supplier is required to follow.
upplier performance to the plan and establishes the requirements for the plan in th
between the supplier and the acquirer,
7.4 Step 4 - Execute the evaluation
The requir
through su
product ac
make additional modifications tQ the software product to address deficiencies found during evaluation,
the product.

bments for execution of the evaluation in 6.4 also apply here, except that actual evaluation
pplier performance and aequirer monitoring activities according to the quality plan. A succe

vities. These
The acquirer
e contractual

is carried out
5sful software

Ceptance test is a necessary criterion before product delivery to the acquirer. The acquirer fnay decide to

before using

15
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(informative)

Definitions from other standards
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For the purposes of this part of ISO/IEC 14598, definitions are from ISO/IEC 14598-1: 1997 unless otherwise

stated.

A.1 acquirer
an organizati

NOTE The 4

[ISO/IEC 122

A.2 acquisitign

the process @

A.3 attribute
a measurablg

bn that acquires or procures a system, software product or software service from a supplier|

cquirer could be one of the following: buyer, customer, owner, user, purchaser.

D7: 1995]

f obtaining a system, software product or software service. [ISO/IECG 12207: 1995]

physical or abstract property of an entity.

NOTE Attriblites can be internal or external.

A.4 audit
conducted by
and processe

A.5 baseline
a formally ap
time during tH

A.6 CASE to
a software p
activities as d

NOTE 1 ACA
NOTE 2 CASH
As stand 4

In small g

an authorized person for the purpose of providing an independent assessment of softwa
s in order to assess compliance with requirements. [ISO/IEC 12207: 1995]

e configuration item'’s life cycle. [ISO/IEC 12207: 1995]

pl
roduct that can assist software engineers by providing automatic support for softwar
efined in ISO/IEC 12207; 1995.

bE tool may provide(support in only selected functional areas or in a wide variety of functional areas.
tools may be.used in several modes:
lone toals; in‘this case, only compatibility with environmental elements should be addressed;

oups.which communicate directly with one another; it may be supposed that integration is predefin

proprietari

e products

proved version of a configuration item{fegardless of media, formally designated and fixed gt a specific

b life-cycle

ed, perhaps

\k

framework should be addressed.

[ISO/IEC 14102: 1995]

A.7 configuration item
an entity within a configuration that satisfies an end use function and that can be uniquely identified at a given
reference point. [ISO/IEC 12207: 1995]

A.8 contract

In the presence of a larger framework of the SEE; in this case the ability of the tool to use the relevant services of the

a binding agreement between two parties, especially enforceable by law, or a similar internal agreement wholly
within an organization, for the supply of software service or for the supply, development, production, operation, or

maintenance

16

of a software product. [ISO/IEC 12207: 1995]
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A.9 developer
an organization that performs development activities (including requirements analysis, design, testing through
acceptance) during the software life cycle process. [ISO/IEC 12207: 1995]

A.10 direct measure
a measure of an attribute that does not depend upon a measure of any other attribute.

A.11 evaluation module
a package of evaluation technology for a specific software quality characteristic or subcharacteristic which includes:

evaluation methods and techniques;

inputs fo be evaluated;

data td be measured and collected;

acceptpance criteria;
e suppolting procedures and tools.

[ISO/IEC 144598-6:new]

A.12 extefnal measure
an indirectmeasure of a product derived from measures of the behaviour of the system of which it is g part.

NOTE 1 Thg system includes any associated hardware, software (eithercustom software or off-the-shelf software) and users.

NOTE 2 Thg number of faults found during testing is an externalstmeasure of the number of faults in the prograjm because the
number of faults are counted during the operation of a computef.system.

NOTE 3 Exfernal measures can be used to evaluate quality‘attributes closer to the ultimate objectives of the design.

A.13 extefnal quality
the extent o which a product satisfies stated and implied needs when used under specified conditions

A.14 failure
the termination of the ability of an jtemto perform a required function or its inability to perform witlin previously
specified limits. [ISO/IEC 15026: 1997]

A.15 fault
an incorregt step, process er/data definition in a computer programme.

NOTE This definitionis‘taken from IEEE 610.12-1990.

A.16 firmware
the combinjation-of a hardware device and computer instructions or computer data that reside as read{only software
on the hardw j } ifi 2 PO7: 1995]

A.17 implied needs
needs that may not have been stated but are actual needs when the entity is used in particular conditions.

NOTE Implied needs are real needs which may not have been documented.

A.18 indicator
a measure that can be used to estimate or predict another measure.

NOTE 1 The predicted measure may be of the same or a different software quality characteristic.

NOTE 2 Indicators may be used both to estimate software quality attributes and to estimate attributes of the production process.
They are imprecise indirect measures of the attributes.

17
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A.19 indirect measure
a measure of an attribute that is derived from measures of one or more other attributes.

NOTE An external measure of an attribute of a computing system (such as the response time to user input) is an indirect
measure of attributes of the software as the measure will be influenced by attributes of the computing environment as well as
attributes of the software.

A.20 integrity level
a denotation of a range of values of a property of an item necessary to maintain system risks within acceptable
limits. For items that perform mitigating functions, the property is the reliability with which the item must perform
the mitigating function. For items whose failure can lead to a threat, the property is the limit on the frequency of
that failure. [ISO/IEC 15026: 1997]

A.21 intermegdiate software product
a product of the software development process that is used as input to another stage of the softivare dg¢velopment
process.

NOTE In sorpe cases an intermediate product may also be an end product.

A.22 internallmeasure
a measure of|the product itself, either direct or indirect.

NOTE The number of lines of code, complexity measures, the number of faults found.in a walk through and the Fpg Index are
all internal megsures made on the product itself.

A.23 internallquality
the totality of|attributes of a product that determine its ability to satisfy stated and implied needs when yised under
specified congitions.

NOTE 1 The t¢rm “internal quality”, used in this standard to contrast with “external quality”, has essentially the sane meaning
as “quality” in IO 8402: 1994.

NOTE 2 The ferm “attribute” is used with the same_.me€aning as the term “characteristic’ used in 4.1.1, 3s the term
“characteristic’|is used in a more specific sense in ISO/IEE 9126.

A.24 measure (verb)
make a meagurement.

A.25 measure (noun)
the number of category assigned<e,an attribute of an entity by making a measurement.

A.26 measurement
the use of a metric to assigrm a value from a scale (which may be a number or category) to an attribute offthat entity.

NOTE Measprement'can be qualitative when using categories. For example, some important attributes of softwgre products,
e.g. the language of~a‘source program (ADA, C, COBOL, etc.) are qualitative categories.

A.27 metric
the defined measurement method and the measurement scale.

NOTE 1 Metrics can be internal or external, and direct or indirect.
NOTE 2 Metrics include methods for categorising qualitative data.

A.28 “off-the-shelf” product
product that is already developed and available; usable either "as is" or with modification. [ISO/IEC 12207:1995]

A.29 operator
an organization that operates the system. [ISO/IEC 12207:1995]

A.30 quality
the totality of characteristics of an entity that bear on its ability to satisfy stated and implied needs.
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NOTE 1 In a contractual environment, or in a regulated environment, such as the nuclear safety field, needs are specified,
whereas in other environments, implied needs should be identified and defined (ISO 8402 :1994, note 1).

NOTE 2 In |

[ISO 8402 :

SO/IEC 14598 the relevant entity is a software product.

1994]

A.31 quality evaluation

systematic

examination of the extent to which an entity is capable of fulfilling specified requirements.

NOTE The requirements may be formally specified, as when a product is developed for a specific user under a contract, or
specified by the development organisation, as when a product is developed for unspecified users, such as consumer software,

Irements-mavha more aeneral-aswhen a userevaluates nraoducts for comparison-and-selection purbo
or the requi y g : B B PLEPOSES.

[ISO 8402:

A.32 quali
The capal
productivity

NOTE 1 Qu
of using the

NOTE 2 Th
a product u
in specified

NOTE 3 Us
may be inflJ

terms of undlerstandability, learnability, operability, attractiveness and compliance.

[ISO/IEC 9[126-1.1)]

A.33 quality model

the set of| characteristics and the relationships’between them which provide the basis for spe
requiremeits and evaluating quality.

A.34 ratin:[

the action |of mapping the measured) value to the appropriate rating level. Used to determine th

associated

A.35 rating level

a scale poi
NOTE 1 Th

NOTE 2 Ap

1994]

ly in use
ility of the software product to enable specified users to achieve specified,goals with
, safety and satisfaction in specified contexts of use.

ality in use is the user's view of the quality of an environment containing software, and is measured f
software in the environment, rather than properties of the software itself.

b definition of quality in use in 14598 does not currently include the new.characteristic of “safety”.the
ed by specified users meets their needs to achieve specified goals.with effectiveness, productivity
contexts of use.

hbility is defined in ISO 9241-11 in a similar way to the definition of quality in use in ISO/IEC 9126-1.
enced by any of the quality characteristics, and is thus btoader than usability, which is defined in 1SC

with the software for @ specific quality characteristic.

nt on an ordinal scale which is used to categorise a measurement scale.
b rating level'enables software to be classified (rated) in accordance with the stated or implied needs.

bropriate rating levels may be associated with the different views of quality i.e. Users', Managers' or ‘[

pffectiveness,

Fom the results

Extent to which
ind satisfaction

Quality in use
/IEC 9126-1 in

ifying quality

e rating level

evelopers'.

hotvfar nranncal tandar]

A.36 requ

C Ot TOTPTopP oSt teTatT]

a document used by the acquirer as the means to announce its intention to potential bidders to acquire a specified

system, so

ftware product or software service. [ISO/IEC 12207: 1995]

A.37 scale

a set of val

ues with defined properties.

NOTE Examples of scales are: a nominal scale which corresponds to a set of categories; an ordinal scale which corresponds
to an ordered set of scale points; an interval scale which corresponds to an ordered scale with equidistant scale points; and a
ratio scale which not only has equidistant scale point but also possess an absolute zero. Metrics using nominal or ordinal scales
produce qualitative data, and metrics using interval and ratio scales produce quantitative data.

1) To be published. Until this part is published ISO/IEC 9126 :1991 should be used.
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A.38 software
all or part of the programs, procedures, rules, and associated documentation of an information processing system.

NOTE Software is an intellectual creation that is independent of the medium on which it is recorded.

[ISO/IEC 2382-1: 1993]

A.39 software product
the set of computer programs, procedures, and possibly associated documentation and data.

© ISO/IEC

NOTE Products include intermediate products, and products intended for users such as developers and maintainers.

[ISO/IEC 122

A.40 supplie
an organizati
service unde

NOTE 1 The tgrm "supplier" is synonymous with contractor, producer, seller, or vendor.

NOTE 2 The &
[ISO/IEC 122

A.41 system
an integrated
that provides

A.42 user
an individual

NOTE Userg

A.43 validati
confirmation
intended use

NOTE 1 In deq
needs.

NOTE 2 Valida
stages.

NOTE 3 "Valid

NOTE 4 Multip

D7: 1995]

bn that enters into a contract with the acquirer for the supply of a system, software\product
the terms of the contract.

Cquirer may designate a part of its organization as supplier.

D7: 1995]

composite that consists of one or more of the procesSes, hardware, software, facilities 4
a capability to satisfy a stated need or objective. [ISOIEC 12207: 1995]

hat uses the software product to perform a specific function.
may include operators, recipients of the results of the software, or developers or maintainers of softw

bN
by examination and provision ef.objective evidence that the particular requirements fo
are fulfilled.

ign and development, validation concerns the process of examining a product to determine conform

tion is normally perfermed on the final product under defined operating conditions. It may be necess

pted” is used to designate the corresponding status.

le validations may be carried out if there are different intended uses.

Dr software

nd people,

are.

a specific

ty with user

ary in earlier

[ISO 8402:19

D41

A.44 verification
confirmation by examination and provision of objective evidence that specified requirements have been fulfilled.

NOTE 1 In design and development, verification concerns the process of examining the result of a given activity to determine
conformity with the stated requirement for that activity.

NOTE 2 "Verified" is used to designate the corresponding status.

[ISO 8402: 1994]
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preppre software
requjrements specification

Annex B
(informative)

Tables

maybe informally

preppre acquisition no
requjrements
presglect suppliers and maybe
preppre request for tender
assgss supplier capability no
evalliate supplier software no
procgss

9O
evalliate executable yes \‘S\
product ;\®$

. “.

evalyiate product operating m@pe informally
histdry with supplier N~

histary with customers

evaIJJate product operating C

QA
)\\ maybe informally

N
\ &
preppre contract § no
perfgrm formal p@&n} no
accgptance te
A3
perfgrm adgﬁe}wal evaluation no

P
-

NG

ISO/IEC 14598-4:1999(E)

yes

yes

maybe

yes

yes

yes

yes

yes

yes

yes

yes

NOTE 1 An example of low Integrity software 1S shrink-wrapped” word processing or spread sheet software. However, if the
spread sheet software is used to calculate critical safety parameters for a chemical processing plant, the integrity level of the
software necessarily increases unless it is reduced by mitigating factors, i.e., alternate means of calculation.

NOTE 2 An example of medium integrity software is graphical users interface (GUI) software used in a plant process
monitoring system with no control capability.

NOTE 3 An example of high integrity software is Unix operating system software used in an air traffic control system.
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Annex C
(informative)

Figures

Preselect products and suppliers based on
product user feedback, review of product documentation
training courses, literature surveys, and product trial.

'

Prepare software and acquisition requirements

and issue request for proposal/tendering

Evaluate suppliers based on quality system
software engineering process, softwarg
maintenance process, and capability

'

Evaluate software{praoducts based on
external evaluation‘results, product
documentation;-product operating

experience, preduct prototyping, other
productevaluation methods.

v

Select product and supplier and issue
contract

Perform acceptance testing and
accept/reject the product

!

Perform any additional evaluation

Integrate product into larger system or
use standalone

Figure C.1 — Example evaluation/acquisition process for “off-the-shelf’ products
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Issue request for information

v

Preselect supplier based on other customer feedback,
guality system, software engineering/maintenance

process and capability.

v

Prepare software and acquisition requirements

and issue request for proposal/tendering

© ISO/IEC

v

Evaluate suppliers based on formal evaluation of
quality system, software engineering process, and

capability.

v

Select supplier

v

Specify requirements on supplier quality plan fok
software engineering development process, verification and

validation process, joint review and audit proeess, and
deliverables.

v

Issue contract along with any software preduct to be modified (if required)

v

Manage and monitor supplier perfermance to supplier quality plan

v

Perform acceptance testing and accept/reject delivery of
custom/modified software product

!

Perform any additional evaluation

Integrate product into larger system
or use standalone

Figure C.2 — Example evaluation/acquisition process for custom software or modifications to existing
software
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Annex D
(informative)

Evaluation methods

user and technical product

tatian)

documentation (including on-line

documen

Product dd
usability r¢
access to
documentg
as efficient
the pertine

D2 E

Product co
software p
or develop
to focus on
short perid
documentg

weighed against efficiency in gaining information and:the’generality of the course material.

D.3 As
The softwd
examining
description
testing reg
baseline fg
software p

An accepta

to specify the required development and related support activities. This consists of determining:

a) requir

TCeroTTy

cumentation may provide all the information necessary to make an evaluation of the, fun
quirements as well as other issues such as portability and maintainability. It may be po
pertinent software product documentation without actually purchasing it, -either by K
or purchasing a documentation set. Although reviewing the software product' decumentatiq
as taking a course or training, it may prove to be the most economical, gspecially if the
ht expertise.

aluation based on supplier courses and training

urses are offered for many software products, either through the supplier, or a third party.
oducts where no courses exist, it may be possible to artange for special training from expe]
brs of the software product. The advantage that proddct courses or training offer is allowing
specific areas and gain specific information on thefunctionality and usability of the softwar|
d of time. It may be possible to gain the same information through review of the soff
tion but that may prove more time consuming.> The additional cost of a course or training

sessment of software engineering process

\re engineering process assessment is a means of determining the quality of the softwal
the interim products of the\process; i.e. product quality plan, requirements specificationg
s, detailed design desecriptions, code listings, verification and validation records, code in
ords, etc. To achieve-this, it is necessary to define what constitutes an acceptable d
r software engineering processes which will provide adequate assurance in the quality o
oduct.

\ble baselihe-can be defined by tailoring ISO/IEC 12207 requirements to the target integrity

bd{processes;

ctionality and
5sible to gain
orrowing the
n may not be
evaluator has

n the case of
rienced users
the evaluator
e product in a
ware product

needs to be

e product by
, architecture
spection and
ocumentation
the resulting

level in order

b)

product document set that can be used for evaluating the software engineering process);

c)

the requirements on process and process output documentation.

required process output documentation (Note that ISO/IEC 14598-5 also lists in an informative annex a

This assessment may be coupled with a supplier process capability level determination as defined in ISO/IEC
15504-8. For example, the software process documentation baseline defined in Table D.1 may be required for
products of medium to high integrity requirements:
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