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IEEE Introduction

This introduction is not part of ISO/IEC/IEEE 14764:2005(E), Standard for Software Engineering—Software
Life Cycle Processes—Maintenance.

This International Standard provides guidance on the Software Maintenance Process. Software Maintenance is
a primary process in the life cycle of a software product, as described in ISO/IEC 12207, “Information
technology — Software life cycle processes.” The Maintenance Process contains the activities and tasks of the
maintainer. This International Standard is part of the ISO/IEC 12207 family of documents. In this International
Standard, ISO/IEC 12207 refers to ISO/IEC 12207:1995 as amended in 2002 and 2004. The only mandatory
clauses in this International Standard come from lSO/lEC 12207 The mandatory clauses contain shalls and

0 a al Sta e d ISO/IEC
1227 clause number is l1sted after the boxed ISO/IEC 12207 shalls Thrs Internat10nal Standard 1S th( result of
the larmonization of ISO/IEC 14764 and IEEE Std 1219-1998.

Becgquse maintenance consumes a major share of a software life cycle financial resources,.'it shoyld be an
impdrtant project consideration.

Durihg operation of the software, problems may be detected that were not deteeted' during validjtion and
acceptance. Therefore, a maintenance effort is needed to cope with these problems. This maintenafce effort
also [covers software improvements needed to meet new or modified user requirements. Software majntenance
is commonly needed when upgrading system components, such as operating systems and databases, 4s well as
whenh modifications are made to external software and systems interfaces:” Software maintenance may be a
signifficant portion of life cycle costs.

Softyvare maintainers use a number of specific tools, methods, and techniques. This International Stanflard does
not gpecify how to implement or perform the activities and tdsks'in the Software Maintenance Prodess since
thesq are dependent upon the formal agreement and organizational requirements. Maintenance is requifed on all
types of software, whatever the technology, technique, or tool used to create it.

Clauke | provides the scope of this International Standard. Clause 2 provides conformance information. Clause
3 prgvides normative references. Clause 4 provides terms and definitions. Clause 5 provides the appljcation of
this [International Standard. Clause 6 providestthe details of the Maintenance Process. Clause 7|provides
execfition considerations for the Maintenan¢e<Process. Clause 8 provides the software maintenance| strategy.
Ann¢x A provides a cross reference between clauses in this International Standard and ISO/IEC 122(|7. Annex
B provides a list of abbreviations used in'this International Standard. Annex C provides a bibliography|

Nolice to users
Err

Errafa, if any, for (this and all other standards can be accessed at the following URIL: http:/
standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for errata
periqdically.

ta

Interpretations

Currpntinterpretations can be accessed at the following URL: http://standards.ieee.org/reading/ieee/inferp/
index.html.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not be responsible for identifying patents
or patent applications for which a license may be required to implement an IEEE standard or for conducting
inquiries into the legal validity or scope of those patents that are brought to its attention.

1 \ggE publications are available from the Institute of Electrical and Electronics Engineers, Inc., 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://standards.ieee.org/).
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Standard for Software Engineering — Software
Life Cycle Processes — Maintenance

1 Overview

This International Standard describes in greater detail management of the Maintenance Process
described in ISO/IEC 12207, including Amendments. This International Standard also establishes

hat applies to planning, execution and control, review and evaluation, and closure of (thg
Maintenance Process. The scope of this International Standard includes maintenance for nqultiplg
oftware products with the same maintenance resources. “Maintenance” in this Internationa
Btandard means software maintenance unless otherwise stated.

1.1 Scope

[his standard describes an iterative process for managing and executing software maintenancg
hctivities. Use of this standard is not restricted by size, complexity, criticality, or application of thg
oftware product. This standard uses a process model to discuss and depict each phase of softwarg
maintenance. The criteria established apply to both the plannifig of maintenance for softwarg
vhile under development, as well as the planning and €xecution of software maintenancs
ctivities for existing software products. Ideally, maintenange planning should begin during thg
tage of planning for software development.

[his International Standard provides the framework within which generic and specific softwarg
fnaintenance plans may be executed, evaluated,” and tailored to the maintenance scope and
magnitude of given software products.

[his International Standard provides the\framework, precise terminology, and processes to allow
he consistent application of technolggy (tools, techniques, and methods) to software maintenance

[his International Standard provides guidance for the maintenance of software. The basis for thg
Maintenance Process and its-activities comes from the definitions of ISO/IEC 12207. It define
he activities and tasks of software maintenance, and provides maintenance planning requirements.
t does not address theyoperation of software and the operational functions, e.g., backup, recovery)
bystem administrafion, which are normally performed by those who operate the software.

[his International Standard is written primarily for maintainers of software and additionally for
hose resporsible for development and quality assurance. It may also be used by acquirers ang
hsers 0fSystems containing software who may provide inputs to the maintenance plan.

42 Purpese

This International Standard provides guidance on the management of (or how to perform) the
Maintenance Process. It identifies how the Maintenance Process can be invoked during
acquisition and operation. This International Standard also emphasizes the following in the
Maintenance Process: the maintainability of software products; the need for maintenance service
models; and the need for a maintenance strategy and plan.

1.3 Field of application
This International Standard is intended to provide guidance for the planning for and maintenance

of software products or services, whether performed internally or externally to an organization. It
is not intended to apply to the operation of the software.
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https://iecnorm.com/api/?name=dc0c41d6cce669f19c9d46d3ab5f6aa7

ISO/IEC 14764:2006(E)
IEEE Std 14764-2006

This International Standard is intended to provide guidance for two-party situations and may be
equally applied where the two parties are from the same organization. This International Standard
is intended to also be used by a single party as self-imposed tasks (ISO/IEC 12207).

This International Standard is not intended for software products that are “throw-away” or a
“short-term” solution.

It is intended for self-imposition by developers of off-the-shelf software products to maintain such
products. It is not intended for software products customized by users and products maintained as
end-user applications. = Maintenance is applied to computer programs, code, data, and
documentation. It is intended to apply to software products created during the development of the
software product. This may include such things as the test software, test databases, the
Softwafe Test Environment (SIE), of the Soltware Engineering Environment (SEE).

This International Standard is intended for use in all maintenance efforts, regardless of the life ctycld
model {e.g., incremental, waterfall, evolutionary). This International Standard is not restricted by size]
complekity, criticality, or application of the software product. This International Standard,is-intended t
guide the use of results from the Maintenance Process as input to the next development in order t
improvp the maintainability of the software product.

1.4 Limitations

This Infternational Standard describes the framework of the Software Mainténance Process but does ndt
specify|the details of how to implement or perform the activities and tasks‘included in the process.

In this |International Standard, there are a number of lists. None of these is presumed to be exhaustivg.
They afe intended as examples.

1.5 Conformance

This International Standard provides guidance fog the execution of the Maintenance Process of ISO/IE
12207.] The guidance in this standard is completely consistent with ISO/IEC 12207. Conformanc
cannot [be claimed to this standard but can(be claimed to the ISO/IEC 12207 Maintenance Process an
related [tailoring.

= <7

2 Normative references

The following normativé_documents contain provisions which, through reference in this text, constitut]
provisipns of this partief ISO/IEC/IEEE 14764. For dated references, subsequent amendments to, o
revisions of, any of these publications do not apply. However, parties to agreements based on this part o
ISO/TELC/IEEE 14764 are encouraged to investigate the possibility of applying the most recent editions g
the nofmatiye“documents indicated below. For undated references, the latest edition of the normativ
documgnt/teferred to applies. Members of ISO and IEC maintain registers of currently valid Internationg
Standaids

— 0 — O

ISO/IEC 9126-1:2001, Software engineering -- Product quality -- Part 1: Quality model.2
ISO/IEC 12207:1995, Information technology -- Software life cycle processes.

ISO/TEC 12207: Amd 1:2002, Information technology -- Software life cycle processes (AMENDMENT 1).

2 ISO/IEC publications are available from the ISO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Genéve 20,
Switzerland/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering
Documents, 15 Inverness Way East, Englewood, CO 80112, USA (http://global.ihs.com/). Electronic copies are available in the
United States from the American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA
(http://www.ansi.org/).
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ISO/IEC 12207: Amd 2:2004, Information technology -- Software life cycle processes (AMENDMENT 2).

ISO/IEC 15939:2002, Software engineering — Software measurement process.

3 Definitions and terms

For the purpose of this standard, the following definitions apply. The Authoritative Dictionary of IEEE
Standards Terms, Seventh Edition, and the the terms and definitions given in ISO/IEC 12207 should be
referenced for terms not defined in this clause.

3-1+—adaptive-maintenance
: nee

he modification of a software product, performed after delivery, to keep a software prodtict-usgble in a
thanged or changing environment

NOTE—Adaptive maintenance provides enhancements necessary to accommedate changes| in the
environment in which a software product must operate. These changes are those«that must be made to
keep pace with the changing environment. For example, the operating system ‘might be upgraded and

ome changes may be made to accommodate the new operating system.3
B.2 corrective maintenance

he reactive modification of a software product performed after delivery to correct discovered probplems
NOTE—The modification repairs the software product to satisfy requirements.

B.3 emergency maintenance

in unscheduled modification performed to temporarily keep a system operational pending cqrrective
fnaintenance

NOTE—Emergency maintenance is a part©@f corrective maintenance

B.4 maintainability

he capability of the software product to be modified. Modifications may include corfections,
mprovements or adaptation of the software to changes in environment, and in requirements and

Functional specificatiofis(ISO/IEC 9126-1 ]4

B.5 maintenance enhancement

h modification to an existing software product to satisfy a new requirement

NOTE-—<There are two types of software enhancements, adaptive and perfective. A mairtenance
bnhaneement is not a software correction.

3.6 Modification Request (MR)

a generic term used to identify proposed modifications to a software product that is being maintained

NOTE—The MR may later be classified as a correction or enhancement and identified as corrective,
preventive, adaptive, or perfective maintenance. MRs are also referred to as change requests. See Figure 1.

3 Notes in text, tables, and figures are given for information only, and do not contain requirements needed to implement
the standard.

4 |nformation on references can be found in Clause 2.
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Modification Request

T

Classified Correction Enhancement
Ty[_)es of Corrective Preventive Adaptive Perfective
Maintenance

Figure 1 — Modification Request

3.7 perfective maintenance

the moflification of a software product after delivery to detect and correct latent faults in the softwar
product before they are manifested as failures

w

NOTE+—Perfective maintenance provides enhancements for users, mmprovement of prograr
documgntation, and recoding to improve software performance, maintaihability, or other softwar
attributgs.

=)

o

3.8 preventive maintenance

the moflification of a software product after delivery to detéct ‘and correct latent faults in the softwar
product before they become operational faults

3.9 Problem Report (PR)

w

a term yised to identify and describe problems detééted in a software product

NOTE+-PRs are either submitted directly)to denote faults or established after impact analysis ifs
performped on Modification Requests and(faults are found.

3.10 software maintenance

the totglity of activities required to provide cost-effective support to a software system. Activities ar|
perfornped during the presdelivery stage as well as the post-delivery stage

w

NOTE{—Pre-deliverysactivities include planning for post-delivery operations, supportability, and logistic
determination. Postédelivery activities include software modification, training, and operating a help desk

3.11 software transition

ed nd Ae l-_,-. ed en O e Al ne .l AN EA ke de alopnmen D A avaa) e

a conttelled—and coordinated sequence srein—software—development—passes—ie
organization performing initial software development to the organization performing software
maintenance

4 Application of this International Standard
This clause presents the Maintenance Process that is required to maintain software products.
4.1 Maintenance Process

Maintenance is one of the five primary life cycle processes that may be performed during the life
cycle of software (ISO/IEC 12207). The Acquisition and Supply primary life cycle processes of
ISO/IEC 12207 may initiate the Process Implementation activity of the Maintenance primary life
cycle process through an agreement or contract. The Operation primary life cycle process of
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ISO/IEC 12207 may initiate the Maintenance life cycle process through submission of a
Modification Request or Problem Report. The Maintenance life cycle process invokes the
Development primary life cycle process of ISO/IEC 12207. The supporting processes of
Documentation, Configuration Management, Quality Assurance, Verification, Validation, Joint
Review, Audit, and Problem Resolution of ISO/IEC 12207 are used by the Maintenance life cycle
process.

4.2 Organization of this International Standard

The clauses that follow are presented in the order that Maintainers should address them.

Clause 6 provides the details of the Maintenance Process including tasks and task-steps needed t
mplement the Maintenance Process. Clause 7 provides execution considerations, and issues t@/bg
tonsidered when planning for maintenance. Clause 8 provides comprehensive planning
nformation.

b Maintenance Processes

[his clause defines the activities and tasks for the primary life cyel€ process of softwarg
maintenance.

[he Maintenance Process contains the activities and tasks necessary to modify an existing
oftware product while preserving its integrity. These activities ‘and tasks are the responsibility of
he maintainer. This International Standard provides task<steps which are examples of what tq
berform in order to implement the maintenance activities.and tasks. The maintainer should ensurg
hat the Maintenance Process exists and is functional prior to development of any softwarg
broduct. The Maintenance Process should be activated when a requirement exists to maintain 3
oftware product.

As soon as the process is activated, Maintenance Plans and Procedures should be developed and
esources should be allocated specifi¢ally for maintenance. After the software product i
Helivered, the maintainers should madify the code and associated documentation in response to &
modification request or problemyreport. The overall objective of software maintenance is t
modify the existing product while preserving its integrity. This process supports the softwarg
product from its inception through migration to new environments, to its retirement. The proces
ends when the software product is finally retired.

[he activities whieh 'eemprise the Maintenance Process are:
) Process’lmplementation.

b)  Preblem and Modification Analysis.

L) Modification Implementation.

d) Maintenance Review/Acceptance.

e) Migration.

f)  Retirement.

Inputs are transformed or consumed by the maintenance activities to produce outputs. Controls
provide guidance to ensure that the maintenance activity produces correct outputs. Outputs are
the data or objects produced by the maintenance activity. Support identifies supporting life cycle
processes of ISO/IEC 12207 used by the maintenance activities.

Figure 2 provides an overview of the Maintenance Process.
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Process

Implementation
1

—

Problem and

Maintenance Review/

Modification Analysis
2 4

Acceptance

.

Modification

Implementation
3

Retirement Migration

6 5

Figure)2 — Maintenance Process

5.1 Process Implementation

During|Process Ihiplementation, the maintainer establishes the plans and procedures which are to
be exequted during the Maintenance Process. The Maintenance Plan (see sub-clause 8.3.2 of this
Internafional_Standard) should be developed in parallel with the Development Plan. The
maintajner‘should also establish needed organizational interfaces during this activity.

5.1.1 Inputs

The inputs for the Process Implementation activity should include:
— Relevant baselines;

—  System documentation, if available;

— A Modification Request (MR) or Problem Report (PR), if applicable.
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5.1.2 Tasks
In order to effectively implement the Maintenance Process, the maintainer should develop and
document a strategy for performing the maintenance. To accomplish this effort, the maintainer
must execute the following tasks:
— Develop Maintenance Plans and Procedures;

— Establish MR/PR Procedures;

— Implement Configuration Management;

1— Develop a Configuration Management Plan, (may not be necessary for MRs/PRs).

5.1.2.1  Maintenance plans and procedures

[he maintainer shall (ISO/IEC 12207 sub-clause 5.5.1.1) develop, document, and \exccute plan:
ind procedures for conducting the activities and tasks of the Maintenance Process.

[he Maintenance Plan should document the strategy to be used to maintain the system, while thg
Maintenance Procedures should provide a more detailed approach on hew*to actually accomplish
he maintenance. In order to develop effective Maintenance Plans and,Procedures, the maintainer
thould perform the following task-steps:

) Assist the acquirer in developing the maintenance coneept.

h)  Assist the acquirer in determining the scope of mdintenance.

L) Assist the acquirer in analyzing maintenance(@rganization alternatives.
) Ensure written designation as the maintainer for the software product.
)  Conduct resource analyses.

) Estimate maintenance costs:

b)  Perform a maintainability’ assessment of the system.

1) Determine trangition requirements.

)  Determinge transition milestones.

] Idenfify the Maintenance Process which will be used.

K) ~ Pacument the Maintenance Process in the form of operating procedures.

5.1.2.2 MR/PR procedures

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.1.2) establish procedures for receiving,
recording, and tracking problem reports and modification requests from the users and providing
feedback to the users. Whenever problems are encountered, they shall (ISO/IEC 12207 sub-
clause 6.8) be recorded and entered into the Problem Resolution Process.

The maintainer should perform the following task-steps:
a) Develop an identification numbering scheme for MRs/PRs.

b) Develop a scheme for categorizing and prioritizing MRs/PRs.
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¢) Develop procedures for determining trend analysis.

d) Determine the procedures for an operator to submit a MR/PR.

e) Determine how initial feedback will be provided to the operators or users.

f) Determine how temporary work-arounds will be provided to the operators or users.
g) Determine how data is entered into the status accounting database.

h) Determine what follow-up feedback will be provided to the operators or users.

5.1.2.3—Configuration mamagement

The muaintainer shall (ISO/IEC 12207 sub-clause 5.5.1.3) implement (or establish
organiZational interface with) the Configuration Management Process (ISO/IEC 12207
sub-clapise 6.2) for managing modifications to the existing system.

The mdintainer needs to invoke the CM Process of ISO/IEC 12207.

5.1.3 | Controls

Joint rgviews (ISO/IEC 12207 sub-clause 6.6) should be used to control ‘theoutputs of the Process
Implemjentation Activity.

5.1.4 | Support

The Piocess Implementation activity uses the following supporting life cycle processes of
ISO/IEL 12207:

— D¢cumentation Process;

— Configuration Management Process;
— Quality Assurance Process;

— Jojnt Review Process.

5.1.5 | Outputs

The oufputs of this.dctivity are:

— THRHe Maintenance Plan;

—  Traimmng Pham;

— Maintenance Procedures;

— Project Management Plan;

— Problem Resolution Procedures;
— Measurement Plan;

— Maintenance Manual;

— Plans for User Feedback;
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—  The Transition Plan;
— Maintainability Assessment;
— Configuration Management Plan.

All outputs should be placed under configuration management.

5.2 Problem and Modification Analysis

This and subsequent activities are activated after the software transition and are called iteratively
when the need for modification arises

During the Problem and Modification Analysis Activity, the maintainer:
1— Analyzes MRs/PRs;

1— Replicates or verifies the problem;

1— Develops options for implementing the modification;

1— Documents the MR/PR, the results, and execution options;

1— Obtains approval for the selected modification option.

nput for the Problem and Modification Analysis actiyity”/should be a validated Modificatior
Request or Problem Report, system/project documentation, and requirements documentation.

5.2.1 Inputs

[he inputs for the Problem and Modificatien*Analysis activity should be:
1+— MR/PR;

+— Baseline;

1— Software repository;

1— System docurtientation.

Bystem Documentation includes:

1— Configuration status information;

1= Functional requirements;

— Interface requirements;
— Project planning data;
— Outputs from the Process Implementation Activity.

5.2.2 Tasks

Before modifying the system, the maintainer should analyze the MR/PR to determine its impact
on the organization, the existing system, and the interfacing systems; develop and document
recommended potential solutions; and obtain approval to implement the desired solution.
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10

5.2.2.1

MR/PR analysis

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.2.1) analyze the problem report or
modification request for its impact on the organization, the existing system, and the interfacing
systems for the following:

a) Type; for example, corrective, improvement, preventive, or adaptive to new environment;

b) Scope; for example, size of modification, cost involved, time to modify;

¢) Criticality; for example, impact on performance, safety, or security.

In ordg
followi
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b) D

c) Dq
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d) Dq
m
op
ng
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r to ensure that the requested MR/PR is feasible, the maintainer should perform the
hg task-steps:

termine if the maintainer is adequately staffed to implement the proposed modificatiof
termine if the program is adequately budgeted to implement the proposed moditieation.

termine if sufficient resources are available and whether this modifieation will affect
ooing or projected projects (may not be necessary for PRs).

termine the operational issues to be considered. For example,“what are the anticipated
difications to system interface requirements, the expected useful life of the system, the
erational priorities, safety, and security, security impacts{if it is not implemented? (may
t be necessary for PRs).

termine handling priority.

hssify the type of maintenance.

termine the impact to current and future users.

termine safety and security implications (may not be necessary for PRs).

pntify ripple effects.

aluate any software orshardware constraints that may result from the modifications.
termine short-term.and long-term costs (may not be necessary for PRs).

termine théwalue of the benefit of making the modification.

terminethe impact on existing schedules.

n) D

cument any project or software risks resnltine from the impact analysis
PO 2 s

0) Determine the level of test and evaluation required.

p) Determine the estimated management cost to implement the modification (may not be

ne

cessary for PRs).

q) Place developed artifacts under CM.

5.2.2.2 \Verification

| The maintainer shall (ISO/IEC 12207 sub-clause 5.5.2.2) replicate or verify the problem.
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In order to ensure that the requested problem reports are valid, the maintainer should
replicate or verify problems by performing the following task-steps:

a) Develop a test strategy to verify the problem.
b) Obtain affected software version from CM.
¢) Install affected version.

d) Run test to verify problem, preferably with a copy of the affected data.

n gt 1s
L) TJUCUILIICTIU TCSU TUSUILS.

f the problem cannot be replicated for some reason, e.g., confidentiality of the data, othef item:
uch as organization rules, policies, documentation, should be checked.

NOTE—The verification task is not required for adaptive or perfective maintenance.

5.2.2.3  Options

Based upon the analysis, the maintainer shall (ISO/IEC 12207 subclause 5.5.2.3)
Hevelop options for implementing the modification.

[he maintainer should perform the following task-steps:

) Assign a work priority to the MR/PR.

b) Determine if a work-around exists for problems. If so, provide work-around to operator or
user. (This task-step is not needed for adaptive or perfective maintenance.)

£)  Define firm requirements for the medification.

1) Estimate the size and magnitude.of the modification.

) Develop different options.to-implement the modification.

) Determine the impacts‘the options will have on the system hardware and users.
b)  Perform a Rigk Analysis for each of the options identified.

1) Recordraceeptance or rejection of the proposed option.

)  Develop an agreed-upon plan to implement the modification.

b.2.2.4 Documentation

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.2.4) document the
problem/modification request, the analysis results, and implementation options.

The following task-steps should be performed:

a) Verify that all appropriate analysis and project documentation has been updated. If none
exists, develop documentation.

b) Review the proposed test strategy and schedule for accuracy.

¢) Review resource estimates for accuracy.
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d) Update the status accounting database.

e) Include a Disposition Recommendation to indicate whether the MR/PR should be approved
or disapproved.

5.2.2.5 Approval

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.2.5) obtain approval for the
selected modification option as specified in the contract.

Approval should also be obtained when maintenance is performed when agreements are not used
to initiate maintenance. The maintainer may obtain this approval by performing the following
task-stdps:

a) Prpvide analysis results for approval by appropriate CM groups.
b) Participate at discussions regarding the modification.
¢) Upon approval, update the status of the Modification Request.

d) Upon approval, update the requirements if the request is an enhancement (improvement).
5.2.3 |Controls

Contro] is maintained through Joint reviews (ISO/IEC 12207 sub-cladse 6.6).

At the|end of this activity, a risk analysis should be performed. Using the output from the
Maintehance Process Problem and Modification Analysisractivity, the preliminary resource

estimatp should be revised, and a decision, that includes the user (customer) is made on whether to
proceed to the Modification Implementation activity.

5.2.4 | Support

The Pr¢blem and Modification Analysis.activity uses the following supporting life cycle processes
of ISOJIEC 12207:

— D¢cumentation Process;
— Quality Assurance Rrocess;

— Prpblem Resolutien Process.

5.2.5 |Outputs

The ou pLts of this activity are-

— Impact analysis;

— Recommended option;

— Approved modification;

— Updated documentation.

The impact analysis should include the following:

— Statement of the problem or new requirement;

12 Copyright © 2006 IEEE. Al rights reserved


https://iecnorm.com/api/?name=dc0c41d6cce669f19c9d46d3ab5f6aa7

ISO/IEC 14764:2006(E)
IEEE Std 14764-2006
— Problem or requirement evaluation;
— Classification of the type of maintenance required,
— Initial priority;
— Verification data (for corrective modifications);
— Initial estimate of resources required to modify the existing system.

Updated documentation should include:

1— A Test Strategy;
1— Updated test documentation, including test plan, test procedures and test reports;
1+ Software documentation;

1— Updated requirements.

.3 Modification Implementation

During the Modification Implementation Activity, the dmaintainer develops and tests thg
modification of the software product.

5.3.1 Inputs

[he inputs to the Modification Implementationcactivity are:
1+— The Baseline;

1— The Approved MR/PR;

1— The Approved Modification Documentation.

[he Baseline should include:

1— System Architecture Definitions;

1+— The Modification Request Record;

1+ Source Code.

L. A d N adsts 41 D fots L 11 1ad
IO 7YPProveaTviotmoatioT D OCUmCIITatroT SO uTa o Tadacs

— The Impact Analysis Report;

— Outputs from the Problem and Modification Analysis Activity.
5.3.2 Tasks

The maintainer performs analysis, then invokes the Development Process of ISO/IEC 12207 to
effect the modification.
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5.3.21  Analysis

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.3.1) conduct analysis and determine which
documentation, software units, and versions thereof need to be modified. These shall (ISO/IEC
12207 sub-clause 5.5.3.1) be documented.

The results of this additional analysis should be documented in the software documentation. This
effort includes the following task-steps:

a) Identify the elements to be modified in the existing system.

b) Identify the interface elements affected by the modification.

¢) Idgntify the documentation to be updated.

d) Update the software documentation.

5.3.2.2 Development process

The mgintainer shall (ISO/IEC 12207 sub-clause 5.5.3.2) enter the Development Proeess
(ISO/IHC 12207 sub-clause 5.3) to implement the modifications. The requirenients of
the Deyelopment Process shall (ISO/IEC 12207 sub-clause 5.5.3.2) be supplemented as
follows:

a) Test and evaluation criteria for testing and evaluating the iiodified and the un-
modified parts (software units, components, and~configuration items) of
the system shall (ISO/IEC 12207 sub-clauses~5.5.3.2 a) be defined and
documented.

b)The complete and correct implementation of the new and modified
requirements shall (ISO/IEC 12207 sub-clause 5.5.3.2 b) be ensured. It
also shall (ISO/IEC 12207%'sub-clause 5.5.3.2 b) be ensured that the
original, unmodified requitements were not affected. The test results shall
(ISO/IEC 12207 subs¢lause 5.5.3.2 b) be documented.

The acfivities in the ISO/IEC\12207 Development Process should be tailored to meet the needs of
the modglification effort.

The Re¢quirements_Elicitation sub-process of ISO/IEC 12207 Amendment 1’s Development
Procesq is satisfied by the Process Implementation and Problem and Modification Analysis
activitigs of the_ Maintenance Process.

5.3.3 LContrals

Control of Modification Implementation should include Joint reviews (ISO/IEC 12207 sub-clause
6.6).

5.3.4 Support

The Modification Implementation activity uses the following supporting life cycle processes of
ISO/IEC 12207:

— Documentation Process;

— Quality Assurance Process;
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— Joint Review Process.

5.3.5 Outputs

The outputs of this activity should include:
— Updated Test Plans and Procedures;
— Updated documentation;

— Modified source code;

1— Test reporting;
1+— Measures.

[he updated documentation should include:

1— Updated Modification Records;

1— Detailed Analysis Report;

1— Updated requirements;

1— Updated Test Plans, Test Procedures, and Test Reports;
1— Updated training materials.

b.4 Maintenance Review/Acceptance

[his activity ensures that the modifications to the system are correct and that they wers
hccomplished in accordance with the approved standards using the correct methodology.

5.4.1 Inputs

[he inputs to the Maintenance’'Reviews/Acceptance activity are:
+— The modified software;

1— Modification test results.

b.4.2 _Tasks

Reviews are conducted to ensure that modifications are correct and approval is obtained for

Satrsfactory comptetion of the odificatiors:

5.4.21 Reviews

The maintainer shall (ISO/IEC 12207 sub-clause 5.5.4.1) conduct review(s) with the
organization authorizing the modification to determine the integrity of the modified
system.

The following task-steps should be performed:
a) Trace the MR/PR from requirements, to design, to code.

b) Verify testability of the code.

Copyright © 2006 IEEE. All rights reserved
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¢) Verify conformance with coding standards.

d) Verify that only necessary software components were modified.

e) Verify that the new software components were integrated properly.
f)  Check documentation to ensure that it was updated.

g) CM personnel build software items for testing.

h) Perform testing by an independent test organization.

i P Lo cuctans tacte o o folly tntogratad oyucton
For-SyStetests-oiatthryHite gratea-SySte-

j)  Dgvelop test report.

5.4.2.2 Approval

The mhintainer shall (ISO/IEC 12207 sub-clause 5.5.4.2) obtain approval for the
satisfagtory completion of the modification as specified in the contract.

If maintenance was implemented without an agreement, approval should also/be obtained. The
followihg task-steps should be performed:

a)  Obtain approval through the QA life cycle supporting process {SO/IEC 12207).
b) V¢rify that the process has been followed.

¢) CM prepares the delivery package and sends it to the operator’s facility.

d) Conduct functional and physical configuration_audits.

e) Notify the operators.

f)  Pgrform installation and training atthe operator’s facility.

5.4.3 | Controls

Control is exercised through Joint Reviews (ISO/IEC 12207 sub-clause 6.6).
5.4.4 | Support

The Mjintenance-Review/Acceptance activity uses the following supporting life cycle processes
of ISOJIEC (12207:

e Q dlity Abbuldllbc PIULCDD,
— Verification Process;

— Validation Process;

— Joint Review Process;

— Audit Process.
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5.4.5 Outputs

The outputs of this activity are:

— New Baseline, incorporating accepted modifications;
— Rejected modifications;

— An Acceptance report;

— Audit and Review Reports;

1— A Software Qualification Test Report.

.5 Migration
During a system's life, it may have to be modified to run in different environmehts."In order t
migrate a system to a new environment, the maintainer needs to determine theractions needed td

hccomplish the migration, and then develop and document the steps required to effect thg
migration.

5.5.1 Inputs

[he inputs to the Migration activity are:
1+— The old environment;

+— The new environment;

+— The old baseline;

1— The new baseline.

6.5.2 Tasks

[he Maintainer effects the. migration by conforming with ISO/IEC 12207, developing a Migration
Plan, notifying users of the migration, providing training, providing a notification of completion|

hssessing the impact of the new environment, and archiving data. All artifacts from the Migratior
hctivity are controlled by CM.

6.5.2.1 ~Migration

f a §ystem or software product (including data) is migrated from an old to a new operationaj
environment, it shall (ISO/IEC 12207 sub-clause 5.5.5.1) be ensured that any software product or
dataproduced or modificd duTing TIigration are i accordance with tISOAEC 12207

The following task-steps should be performed:
a) Identify all software products or data that were added or modified.

b) Verify that the tasks adhere to ISO/IEC 12207.

5.5.2.2 Migration plan

A migration plan shall (ISO/IEC 12207 sub-clause 5.5.5.2) be developed, documented and
executed. The planning activities shall (ISO/IEC 12207 sub-clause 5.5.5.2) include users. Items
included in the plan shall (ISO/IEC 12207 sub-clause 5.5.5.2 ) include the following:

Copyright © 2006 IEEE. All rights reserved
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a) Requirements analysis and definition of migration;
b) Development of migration tools;

¢) Conversion of software product and data;

d) Migration execution;

e) Migration verification;

f)  Support for the old environment in the future.

The dC C}U lllcllt Uf t}lC }V{l 1aﬁuu Piau DllUu‘lL‘l iuvludc ill blt flUlll tllc UudSLIlsS. AD dlt Uf t}lib taa}\
P 2 P P >
the maintainer should perform the following task-steps:

a)
b)
<)
d)
e)
f)

2)
h)

)

k)

)

p)

Analyze the migration requirements.

D¢termine the impact of migrating the software product.
Edtablish a schedule for performing the migration.

Idgntify data collection requirements for post-operation review.
Define and document the migration effort.

D¢termine and mitigate risks.

Idgntify needed migration tools.

Idgntify support for the old environment.

D¢velop and/or acquire migration tools.

Ingrementally decompose software products and data for conversion.
Prjoritize conversion of software preducts and data.

Convert software products and-data.

Mjgrate software products and data to new environment.

Ryn parallel operations.

V¢rify migration through testing.

Prpvide.support for old environment.

5.5.2.3 Notification of intent

Users shall (ISO/IEC 12207 sub-clause 5.5.5.3) be given notification of the migration
plans and activities. Notifications shall (ISO/IEC 12207 sub-clause 5.5.5.3) include the
following:

a) Statement of why the old environment is no longer to be supported.
b) Description of the new environment with its date of availability.

¢) Description of other support options available, if any, once support for the
old environment has been removed.

18
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The maintainer should also provide the users with the plan, procedures and the schedule. As part
of this task, the maintainer should perform the following task-steps:

a) Identify all the locations which will be affected.
b) Process site feedback.
¢) Identify site specific issues.

d) Promulgate the schedule.

D.0.2.4 Implement operations and training

Parallel operations of the old and new environments may be conducted for smooth
ransition to the new environment (ISO/IEC 12207 sub-clause 5.5.5.4). During this
period, necessary training shall (ISO/IEC 12207 sub-clause 5.5.5.4) be provided(as
bpecified in the contract.

As part of this task, the maintainer may perform the following task-steps for‘parallel operations:

=~

)  Perform a site survey.

=

) Install the equipment.
L) Install the software.
1) Perform preliminary tests to ensure a successfultnstallation of the hardware and software.

£)  Run the software under an operational load\in parallel with the old system.

~

Collect data from the new and old préducts.

o

) Perform data reduction and analysis.

[he maintainer should perform.the following task-steps for training:

=~

) Identify migration training requirements.
b)  Schedule migration training requirements.
£)  Conducpniigration training review.

1) Update training plans.

8525 Notification of cgmp|efinn

When the scheduled migration arrives, notification shall (ISO/IEC 12207 sub-clause
5.5.5.5) be sent to all concerned. All associated old environment’s documentation, logs,
and code should be placed in archives (ISO/IEC 12207 sub-clause 5.5.5.5).

As part of this task, the maintainer should perform the following task-steps:

a) Promulgate changes to the migration schedule.
b) Document site specific issues and how they will be resolved.
¢) Archive the old software and data.

Copyright © 2006 IEEE. All rights reserved
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d) Remove the old equipment.

5.5.2.6 Post-operation review

A post-operation review shall (ISO/IEC 12207 sub-clause 5.5.5.6) be performed to
assess the impact of changing to the new environment. The results of the review shall
(ISO/IEC 12207 sub-clause 5.5.5.6) be sent to the appropriate authorities for
information, guidance, and action.

As part of this task, the maintainer should perform the following task-steps:

a)  RgvtevtheresuHsotoperstnethesysterstparattel
b) Idgntify potential risk areas.

c) Identify site specific issues.

d) Dg¢cument any lessons learned.

e) Gg¢nerate and forward an Impact Analysis report.

5.5.2.7 Data archival

Data uged by or associated with the old environment shall (ISO/IEC %2207 sub-clause
5.5.5.7) be accessible in accordance with the contract requirements for data protection
and audit applicable to the data.

As part]of this task, the maintainer should perform the following task-steps:
a) Stpre the old software and data.

b) Mpke copies of the old software and data.

¢) Stpre the media in a safe place:

5.5.3 | Controls

Control is exercised through Joint reviews (ISO/IEC 12207 sub-clause 6.6).

5.5.4 | Support

The Migration/activity uses the following supporting life cycle processes of ISO/IEC 12207:

—  Documentation Process;

— Configuration Management Process;
— Quality Assurance Process;

— Verification Process;

— Validation Process;

— Joint Review Process;

— Audit Process;
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— Problem Resolution Process.
5.5.5 Outputs

The outputs of this activity are:
— Migration Plan;

— Migration tools;

— Notification of Intent;

1— Migrated Software Product;
1— Notification of Completion;
1+— Measures;

+— Archived data.

6.6 Software retirement

Dnce a software product has reached the end of its useful life,xit must be retired. An analysi
thould be performed to assist in making the decision to retite a‘software product. The analysis i
bften economic-based and may be included in the Retiremenit, Plan. Analysis should determine if i
s cost effective to:

1— Retain outdated technology;

1— Shift to new technology by developing a new software product;

1— Develop a new software product teachieve modularity;

1— Develop a new software product to facilitate maintenance;

1— Develop a new software product to achieve standardization;

1— Develop a new software product to facilitate vendor independence.

[he software prediict may be replaced by a new software product but in some cases it will not bg
eplaced. In-order to retire a software product, the maintainer should determine the actions needeq

o accomplish the retirement, and then develop and document the steps required to effect thg
etirement.  Consideration should be given to accessing data stored by the retired software produc

Al artifacts from the Retirement activity are controlled by CM.

5.6.1 Inputs

The inputs to the Retirement Activity are:

— The old software product baseline to be retired;
— The new software product;

— The old environment.

Copyright © 2006 IEEE. All rights reserved
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5.6.2 Tasks

The Maintainer effects the retirement by conforming with ISO/IEC 12207, developing a
Retirement Plan, notifying users of the retirement, implementing parallel operations and training,
providing a notification of completion, and archiving data. All artifacts from the Retirement
activity are controlled by CM.

5.6.2.1 Retirement plan

A retirement plan to remove active support by the operation and maintenance
organizations shall (ISO/IEC 12207 sub-clause 5.5.6.1) be developed and documented.
The planning activities shall (ISO/IEC 12207 sub-clause 5.5.6.1) include users. The
plan shpll (ISO/IEC 12207 sub-clause 5.5.6.1) address the items listed below. The plan
shall (IBO/IEC 12207 sub-clause 5.5.6.1) be executed.

a) Cessation of full or partial support after a certain period of time;

b) Archiving of the software product and its associated documentation;
¢) Responsibility for any future residual support issues;

d) Transition to the new software product, if applicable;

e) Accessibility of archive copies of data.

As part]of this task, the maintainer should perform the followingdask-steps:
a) Analyze the retirement requirements.

b) Dgtermine the impact of retiring the software product.

¢) Idgntify replacement software product, if.any.

d) Establish a schedule for retiring the software product.

e) Idgntify the responsibility for any future residual support.

f)  D¢fine and document th&setirement effort.

5.6.2.2 Notification of intent

Users ghall (ISO/IEC 12207 sub-clause 5.5.6.2) be given notification of the retirement
plans ahd activities. Notifications shall (ISO/IEC 12207 sub-clause 5.5.6.2) include the
followihg;:

a) Description of the replacement or upgrade with its date of availability;
b) Statement of why the support product is no longer to be supported,;

¢) Description of other support options available, once support has been
removed.

As part of this task, the maintainer should perform the following task-steps:
a) Identify all the locations which will be affected.

b) Identify site specific issues.
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Promulgate the schedule.

Process site feedback.

5.6.2.3 Implement parallel operations and training

Parallel operations of the retiring and the new software product should be conducted for
smooth transition to the new system (ISO/IEC 12207 sub-clause 5.5.6.3). During this
period, user training shall (ISO/IEC 12207 sub-clause 5.5.6.3) be provided as specified
in the contract.

As part of this task, the maintainer should perform the following task-steps:

)
P)
)
1)

Perform a site survey.

Install the equipment.

Install the software product.

Perform preliminary tests to ensure a successful installation of the hatdware and software.
Run the software product under an operational load in parallel with the old system.
Collect data from the new and old products.

Perform data reduction and analysis.

5.6.2.4  Notification of completion

When the scheduled retirement arrives, notification shall (ISO/IEC 12207 sub-clause
b.5.6.4) be sent to all concerned. All associated development documentation, logs, and
tode should be placed in archives, whén appropriate (ISO/IEC 12207 sub-clause
.5.6.4).

)
P)
)
1)

As part of this task, the maintain€rshould perform the following task-steps:

Promulgate changes to, the retirement schedule.
Document site. specific issues and how they will be resolved.
Archive the old software and data.

Remowe the old equipment.

b:602:5 Data archival

Data used by or associated with the retired software product shall (ISO/IEC 12207 sub-
clause 5.5.6.5) be accessible in accordance with the contract requirements for data
protection and audit applicable to the data.

Consideration should be given to updating archive media to CD-ROM and other digital disk
products to simplify retrieval. As part of this task, the maintainer should perform the following

task-steps:

a) Store the old software and data obtained during the retirement activity.

b) Make copies of the old software and data obtained during the retirement activity.
¢) Store the media in a safe place.
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5.6.3 Controls
Control is exercised through Joint reviews (ISO/IEC 12207 sub-clause 6.6).
5.6.4 Support

The Software Retirement activity uses the following supporting life cycle processes of ISO/IEC
12207:

— Documentation Process;

—  Conficuration Manacement Process:
& &

— Quality Assurance Process;
— Jojnt Review Process;

— Audit Process.

5.6.5 | Outputs

The oufputs of this activity are:

— A[Retirement Plan;

— A |Notification of Intent;

— Rgtirement results;

— Trained people;

—  Afretired software product;
— A|Notification of Completion;
— MkEasures;

— Aichived baseline and.data.

6 Execution@onsiderations

6.1 Introduction

The software maintenance life Cycle process begins with PTocess lmplementation where planing
for maintenance is performed and ends with the retirement of the software product. It includes
modification of code and documentation due to a problem or need for improvement. The
objective of the Maintenance Process is to modify an existing software product while preserving
its integrity. The following provides execution considerations.

The Maintenance Process is needed because the operational environment detects errors and
because it introduces the need for unforeseen new and/or modified capability. If the software
product is developed using Computer-Aided Software Engineering (CASE) tools, maintenance is
still needed. CASE tools facilitate maintenance but do not eliminate the requirement for
maintenance. If no application code is developed, i.e., the software product consists solely of off-
the-shelf products, maintenance may still be required. Maintenance of off-the-shelf software
products by the acquirer or supplier will usually involve modification of the interfaces, both data
and operational, to the product.
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Consideration should be given to implicit requirements and constraints imposed on the original
developer. Circumstances may have changed and some of the original requirements may no
longer be applicable.

During execution of the Development, Operations, and Maintenance Processes of ISO/IEC 12207,
any problems detected are recorded and monitored by the Problem Resolution process of ISO/IEC
12207. Modification Requests (MRs) or Problem Reports (PRs) are submitted. Often, these are
referred to as change requests. The Problem Resolution process of ISO/IEC 12207 analyzes and
resolves problems. It also determines if an MR/PR is a problem or an enhancement. The
Configuration Management (CM) process of ISO/IEC 12207 records and reports the status of
MRs/ PRs. The Configuration Control activity of the CM process then decides whether to approve
the request. Approved MRs/PRs are then implemented by calling the Development Process.
fome systems contain soltware. Systeins engineering aspects are discussed in ISO/IEC 15288. - |

Maintenance is needed to ensure that the software product continues to satisfy the)user
equirements. Maintenance is applicable to software developed using any development lif€ cycld
model (e.g., incremental, waterfall, evolutionary).

Constraints imposed by the operational environment impact the Maintenance Proeess. Often therg
hire 24 hour non-stop operations/maintenance service environments. Softwate maintenance need
o be performed on systems that cannot be stopped easily. Maintenance:strategies must be put i
blace for this type. Maintenance to such software must be carefully)planned in order not t
egrade the agreed upon service level. The maintainer should ‘always be prepared in cass
maintenance action causes a general system failure.

[he Maintenance Process may consume a significant portion®of life cycle costs. Analysis of thg
ypes of maintenance performed helps to provide an understanding of the costs.

5.2 Types of maintenance

Corrective maintenance refers to modifications necessitated by actual errors in a software product
f the software product does not meetits’ requirements, corrective maintenance is performed
Hmergency maintenance is an unscheduled modification performed to temporarily keep a systenm
bperational pending corrective majntenance.

Preventive Maintenance refers to the modifications necessitated by detecting potential errors in &
oftware product.

Adaptive and Perfective Maintenance refers to modifications that are enhancements to a softwarg
product. These modifications are those that were not in the design specifications or the released
oftware. Adaptive modifications are those modifications necessary to accommodate a changing
environment{ Adaptive modifications include modifications to implement new system interfacg
equirements, new system requirements, or new hardware requirements. Perfective modification
{mproverthe software product's performance or maintainability. A perfective modification might

Software maintenance requires modifications to an existing structure or system, i.e., software
modifications are introduced into an existing architecture and must allow for constraints imposed
by the design structure. Thus, enhancements in the form of adaptive and perfective maintenance,
are often very costly and time consuming. Enhancements may consume a significant portion of
maintenance costs.

6.3 Arrangements for maintenance

The acquirer may enter into an agreement with the original developer to perform maintenance or a
separate third party may be the maintainer. Maintenance can also be provided by internal two
party agreements.
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Maintenance service models should be agreed upon. The models should address all types of
maintenance and include new development unless the amount of the costs and resources exceed
the initial fixed price. Someone should identify what types of maintenance are included. Then a
comprehensive contract should be made with a fixed price. Suggested types are: Type 1 - Blanket
contract with fixed amounts for maintenance. It includes all types of maintenance and may include
new development; Type 2 - Split contract for maintenance. It typically includes corrective
maintenance for an agreed period. Preventive, adaptive, and perfective maintenance are usually
contracted separately for each.

ISO/IEC 12207 provides detailed tasks for the derivation of an agreement between the acquirer
and supplier. This should be used to aid the derivation of a maintenance agreement whether
acquirer or supplier are from the same or different organizations. These agreements are often
referred 0 as Service Level Agreements. Specilic maintenance issues are discussed later.

If the agquirer requires software maintenance from the developer after delivery, or at the end of-a
warranfy period, this should be stipulated in the agreement. Updated documentation should be
stipulated in the agreement as a deliverable. Training should also be stipulated. The supplier
should |then prepare procedures for the maintenance task, keep these procedures up topdate and
check that the activities comply with the agreement requirements and prepared procedures.
Empiri¢al data suggests that the use of procedures is cost effective. The items to be maintained,
the maintenance procedures, and the time for which they are to be maintained, should be specified
in the maintenance plan.

The supplier (the maintainer) and the acquirer should first agree on a maintenance agreement and

stipulate procedures to incorporate modifications into the maintained software products. Similar

procediires should be used by the original developer and third party maintainers.

These procedures should include:

— Bgsic rules used to determine when the softwarecan be locally corrected or when a new
bajseline, using the Development Process of ISO/IEC 12207 for installation and release, is

required;

— Dg¢scriptions of types of releases depending on their frequency or their affects on software
opleration (e.g., emergency releasesy/periodic releases);

—  Wiys in which the acquirer willbe informed on the status of current or future modifications;
— Methods to confirm thatthe changes will not introduce other problems into the software;

— Classification of ‘medifications according to major/minor or other distinction which will
digtate how anodification is authorized, processed, and approved.

6.4 Tools for maintenance

A poterttia AHHHIE : : : HSe - :
software maintenance activities. The vision for CASE is an interrelated set of tools supporting all
aspects of software development and maintenance [ISO/IEC TR 14471]. This interrelated
collection of CASE tools should be brought together in the form of a Software Engineering
Environment (SEE) to support the methods, policies, guidelines, and standards that support
software maintenance activities. A Software Test Environment (STE) should also be provided for
the maintainer so that the modified software product can be tested in a non-operational
environment. The SEE provides the tools to initially develop and modify the software products.
The STE provides the test environment. The STE should be used to test the modified software
products in a non-operational environment.

To date the adoption of CASE tools has met with limited success. Maintainers should plan these
efforts carefully [ISO/IEC TR 14471]. ISO/IEC 19759 provides additional information regarding
tools.
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6.5 Software maintenance measurement

Software quality is an important consideration in the maintenance of a software product.
Maintainers should have a software quality program that includes the six characteristics of
software quality described in ISO/IEC 9126-1. The measurement process from ISO/IEC 12207
Amd 1 (F.3.1.6) should be implemented to identify, define, select, apply, validate, and improve
software measurement for software maintenance. ISO/IEC 15939 provides additional
measurement information.

As part of software measurement, the maintainer should determine the effort (in terms of
resources expended) for corrective, preventive, adaptive, and perfective maintenance. Data
should be collected, analyzed, and interpreted in order to facilitate Maintenance Process

Empirical measurement data should be collected in order to assist life cycle cost estimating ‘and
where appropriate to explain the quality issues of a software product and to explain whateould bg
Hone to improve the developers’ processes for the next software product.

5.6 Documentation of process

[he detailed software Maintenance Process (clause 6 of this Internationial Standard) should bg
Jocumented so that all maintenance personnel follow the same progess,* The measures should
upport the process and related software process improvement efforts.

5.7 Early involvement in development

Data suggests that the cost of software maintenance“and the maintainer's ability to conducf
oftware maintenance is greatly influenced by what occurs or does not occur during the softwarg
levelopment process. In many cases, the maintainer can not be involved due to contractual of
bther reasons. Specifically, when maintenange~is’ outsourced to a third party, there is often n
ppportunity for involvement. When the maintainer can be involved during development, thg
fnaintainer should be involved.

Functions performed by the maintain€p should include:

1— Plan for the logistics of supporting the software product;
1— Plan for knowledgétransfer;

1— Ensure the maintainability of the software product;

1— Supporf the planning for the transition of software products from development t
mairitenance.

Planning is discussed in detail in sub-clause 8.3 of this International Standard. Early involvemen|
n'projects by the maintainer can help in stating, establishing and clarifying the maintainability
requirements of the software. ISO/IEC 9126 should be used to explicitly define maintainability
and other software quality characteristics. Maintainability can be improved by maintainer
participation in the quality assurance, verification, and validation supporting life cycle processes
of ISO/IEC 12207. The maintainer should:

— Participate in reviews;
— Perform code analysis;
— Trace requirements;

— Perform Verification and Validation.
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6.8 Maintainability

Software maintainability and maintenance are important aspects of dependability. Maintainability
is an important feature of software for the acquirer, supplier, and user. Maintainability
requirements should be included in the Initiation Activity of the Acquisition Process of ISO/IEC
12207 and should be evaluated throughout the Development Process of ISO/IEC 12207.
Variations in design should be monitored throughout development for impact to maintainability.
Various measures, including complexity measures, should be used to define and assess the quality
of software. Both qualitative and quantitative evaluation is important. —There are four
maintainability sub-characteristics that address analysability, changeability, stability and
testability of software. These four dimensions affect the effort (not speed) and ease of software
modifications.

6.8.1 | Maintainability and the development process

Maintajnability requirements, which are non-functional requirements, should be developed \and
agreed upon early in a software project. When software is acquired from a third party, agreement
on the level of maintainability required should be developed between the acquirer and)supplier as
part of the Initiation Activity of ISO/IEC 12207.

The capability to monitor and evaluate maintainability criteria (or objectives)~identified for each
requirefnent should be developed during software development. The .capability describes
qualitafive and quantitative software maintainability requirements specified by the customer. It
defines| the criteria and the ways of checking them. Qualitative requirements (e.g., usability,
maintainability) are used to define the techniques employed to facilifate maintenance costing and
resources. Quantitative requirements are used to define maintainability ratings, rating levels, or
quality[criteria and the measures used to determine values-or indicators throughout the various
software life cycle phases.

The mdintainability sub-characteristics that have beencspecified should be reviewed and controlled
during poftware development. An estimated effort.te ensure the verification of maintainability by
the mgintainer should be stated in the maintéhance strategy document. Developers should
implenjent requirements for maintainability and 'maintainers should monitor execution. The effort
should pe part of the software maintenance strategy.

One of|the key factors in applyingISO/IEC 12207 is the development of a software maintenance
strategy (ISO/IEC TR 15271, Guide for ISO/IEC 12207). Accordingly, a maintenance strategy
should pe developed and maintehance should be planned (clause 8 of this International Standard).

A softyare maintenancesstrategy should also be established prior to design. Early maintainer
involvgment in a software project has the potential to reduce maintenance costs. There are many
actions| including.$oftware maintenance planning, to be performed during the development
procesy. Theséaetions should be documented in the maintenance plan (sub-clause 8.3.2 of this
International Standard).

Mainta llablllt)' ;D aff\d\at\ad IIJ)' tll\.& albllitb\;tulu, d\.«bisll, t}l\.« \/\Jdills alld ;tb Pluélallllll;lls }alléuas\.«
and the testing activities. ISO/IEC 19759 provides additional information regarding good
architecture and design approaches that help maintainability.

The following aspects, all of which affect maintainability, should be taken into account in
choosing the programming language:

— Language portability;
— Language legibility;
— Language stability;

—  Self-documentation;
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— Tolerance of programming "tricks" which reduce program clarity;
— Program structuring possibilities;

— The ease with which new releases can be produced;

— Data structuring possibilities;

— Auvailability of a compiler and other such tools;

— Stability of a compiler and other such tools;

1— Test possibilities during compiling and runs;
1— The availability of software engineering and software test environments to assist if
production, debugging, configuration management and the satisfaction of reliability and

quality requirements;

1— How long the various development tools will be viable.

5.8.2 Maintainability and specific activities in the development process

5.8.2.1  Software requirements analysis

[he software specifications should exhaustively and unambiguously describe the maintainability
equirements of the software. These should be included i/th€ quality characteristics specification
equired by ISO/IEC 12207. The following aspeets affect maintainability and should bq
tonsidered:

1— The identification and definition of functioss, particularly optional functions;

1— The accuracy and logical organization of data;

1— Interfaces (machine and users), particularly future interfaces;

1— The performance requitements, including the effects of any corrections and additions;

1— Requirements imposed by the planned environment including scalability requirements ang
projected system-growth;

1— The granularity of requirements as it impacts the ease or difficulty of traceability;

1— ThexSoftware Quality Assurance Plan which should emphasize documentation and it
compliance.

6.8.2.2 Software architectural design

This activity transforms the requirements for the software item into an architecture that describes
its top-level structure and identifies its software components (ISO/IEC 12207). An example of this
architecture is when a user application layer and infrastructural system operating layer are
appropriately independent for an internet type system, such architecture strongly helps to
separately maintain application from infrastructural software. The main features of this
Development Process Activity of ISO/IEC 12207 which affect maintainability are the choice of
the program structure, the breakdown into entities and the flow of data through them. As in other
activities, it is important to use the data processing knowledge of the programming teams since
this can, in particular, reveal possibilities of using parts of existing programs or libraries which
have already proven their dependability.
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6.8.2.3 Software detailed design

This Development Process Activity of ISO/IEC 12207 provides a detailed design for each
software component, for interfaces, and databases. The activity produces an accurate, detailed
description of each function to complete the proposed programming solution.

6.8.2.4 Software coding and testing

This Development Process Activity of ISO/IEC 12207 develops, documents, and tests software
units, and databases. Software maintainability will be improved by upgrading the quality of
documentation. Quality documentation should provide information which can help in performing

the Majntenance Process QHggeQﬁan for imprnving maintainability inclnde:
— Egsuring legibility;

— Pyrsuing structured code;

— Rgducing code complexity;

— Prpviding accurate code comments;

— Uging indentation and white space;

— Eljminating classic traps by considering the language weaknesses;
— Uging techniques to facilitate error-tracing;

— Ersuring traceability of source code to design;

— Uging coding standards;

— Rgducing complexity of decisions and control flow;

— Co¢nducting inspections of code and test cases;

— Mhintaining documentation during the development cycle.
6.8.2.5 Software qualification testing

This agtivity ensures that” each implemented software item is tested for compliance with its
qualifidation requirements. The test cases used during software development should be kept for
regressjon testing after modification. In addition, the development history of a program should be
available for maintenance in order to better understand the evolution of the software during
develo;l»ment.

6.9 Software transition

Software transition is a controlled and coordinated sequence of actions wherein software
development passes from the organization performing initial software development to the
organization performing software maintenance. If maintenance responsibility will transfer from
one organization to another, a Transition Plan should be developed. The plan should address:

— The transfer of hardware, software, data, support services, and experience from the developer
to the maintainer;

— The tasks needed for the maintainer to implement the software maintenance strategy (e.g.,
staffing, training, installation, replicating maintenance problems);
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— Assessing knowledge transfer and documentation;

— Outstanding problems and new requirements by priority;

— Assessing the test environment readiness;

— Transfer of as-built configuration information for the source code and object code, including

open or deferred problem reports and new requirements, number and location of media
masters which may need to be updated during maintenance.

6.10 Documentation

Maintainers are often faced with providing maintenance for a software product for which littl¢;of
no documentation exists. When faced with this situation, the maintainer should create the needed
locumentation during the planning and before the final transition. Maintainers should dreate thg
heeded documentation while performing the following tasks in order to prepare for maintenance:

)  Understand the problem domain (the type of application). Read any doé¢umentation (if
available), discuss the software product with developers (if available), and operate thg
software product.

b) Learn the structure and organization (e.g., control flow, data flow,-data structures, call graph
of the software product. Inventory the software product, place“the software product under
CM, rebuild the software product from the CM libraries, produce call trees, and analyze thg
structure of the software product.

)  Determine what the software product is doing. Review specifications (if available), review
overall structure, analyze call trees, read the ‘code, provide oral presentations to othef
maintainers, and add comments to code.

) Gradually build confidence by addressing low risk modifications and progressively morg
risky and complex modifications to-maintain the stability of the software.

Maintainers should document thesseftware product as the guidance listed above is executed
Documents such as specifications, programmers’ maintenance manuals, users manuals, and
nstallation guides, should be-updated or created as necessary.

[here are various factors ‘that influence documentation creation/updating in the maintenancq
environment. Some fdetors include: access to source code, availability of tools to analyze thg
tode, ability to @perate the software product to determine capabilities, and availability of 3
Software Test Enyironment (STE).

/ Software maintenance strategy

.1 Introduction

This sub-clause discusses development of the software maintenance strategy. The strategy
prepares for the human and materiel resources required to provide software maintenance for
software products.  Maintainers should monitor the development effort for maintainability.
Results from maintainability analyses should be used as aids in planning for maintenance. This
analysis should be provided as input into development of the maintenance strategy. The software
maintenance strategy should consist of the following elements:

— Maintenance concept;
— Maintenance plan;

— Resource analysis.
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7.2 The maintenance concept
Determining the Maintenance Concept should be the first step in developing the software
maintenance strategy. To achieve optimum software maintenance planning, the maintenance
concept should be developed when the initial software product needs are first expressed.
The maintenance concept should address:

— The scope of software maintenance;

— Defining the overall Maintenance Process;

— THe designation of who will provide maintenance;

— An estimate of maintenance costs.

NOTE—-The Maintenance Concept is documented in the Maintenance Plan.

7.21 | Scope

Scope felates to how responsive the maintainer will be. It should define how much support the
maintainer will provide. Budgetary constraints often dictate the scope of mainténance. The scope
of mairftenance should address:

— Types of maintenance to be performed;

— Lgvel of documentation to be maintained;

— Rgsponsiveness;

— Lgvel of training to be provided;

— Dglivery support;

— Hglp desk support.

7.2.2 | Defining the process

The Maintenance Concept should include an overview of the process to be used for post-delivery
softwatle maintenance.\\T'he process overview should identify high level tasks. An early attempt

should |be made to identify the various organizations involved with each of the software
maintefance tasks.

7.2.3 |Designation of who will provide maintenance

Designation of who will provide maintenance is an important issue and should be addressed early
and documented in the Maintenance Concept. This is equally applicable for in-house efforts. For
outsourced third party agreement maintenance efforts, the Maintenance Concept should note that
maintenance will be outsourced. The primary processes of Acquisition and Supply of ISO/IEC
12207 provide details regarding acquiring and supplying software services.

The designation of the maintainer should be based on a number of factors including:

— Service level required,

— Life of the software product;

— Long term costs;
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— Startup costs;

— Availability of space;
— Qualifications;

— Availability;

— Schedule;

— Domain knowledge.

y.2.4 Estimate of maintenance costs

An estimate of maintenance costs should be prepared. The costs should be a function of the scops
bf maintenance. Additional factors that should be included are:

+— Travel to user locations;
1— Training for maintainers as well as users;

1— Cost and annual maintenance for the Software Engineering Environment and the Softwarg
Test Environment;

+— Personnel costs such as salaries and benefits.

When the Maintenance Concept is developed, the costs should be estimated based on the limited
Jata available, including the cost of system downtimer'As the development effort progresses, thg
bstimates should be refined. Historical measurement data should be used as input to estimating
maintenance costs.

.3 Maintenance planning

y.3.1 Introduction

[he purpose of Maintenance Planning is to plan maintenance activities and to acquire thg
esources required sufficiently early for them to be available as soon as the software product
ransitions to maintehance. Planning is initiated once the software maintenance concept has been
efined and culminates in a maintenance plan used to guide maintainers once the software enter:
bervice. IEEE.Std*1058 may be used for guidance in maintenance planning.

y.3.2 The maintenance plan

[ie/planning of maintenance activities and tasks should begin as soon as the Maintenancg
:Ull\/bl)t, dbb\uli‘U\zd a‘uuvu, hao 1U\4L/11 dbﬁllbd. It \.;u‘uuiuatuo ill t‘ll\z }ubpcuatiuu Uf d }v{aiutuuau\,u
Plan. The Maintenance Plan should be prepared during software development by the maintainer
and should include how users will request modifications to the software product.

The Maintenance Plan should cover:

— Why maintenance will be needed;

—  Who will do what work;

— What the roles and responsibilities of everyone involved will be;

— How the work will be performed,
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What resources will be available for maintenance;

Where maintenance will be performed;

When maintenance will commence;

System description;

Agreement protocols;

— Training;
—  C¢ntrols;
— Rgcords and reports.
7.3.3 | Maintenance plan topics
This sup-clause provides guidelines for developing a Maintenance Plan. Topics for-inclusion in a
Maintehance Plan are suggested. Based on the size of the effort, a determination/should be made
as to which topics should be included. Some information can be described by.refefencing another
documgnt.
a) Infroduction
1)] Describe the system to be supported
2)| Identify the initial status of the software
3)] Describe why support is needed
4)| Identify the maintainer/support organization
5)| Identify the specific software processes covered by the maintenance effort
6)| Describe any agreement proetocols between customer and supplier
7)| Identify where maintenance will be performed
8)| Identify when maintenance will commence
9)| Identify costs'to provide maintenance
10) Identifythe schedule
b) Idgntification and Control of the plan
1) Identify the date of issue
2) Identify the status of the plan
3) Identify the issuing organization
4) Identify the approval authority
5) Describe the modification procedure for the plan
6) Insert a modification history section
7) Insert a glossary
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