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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Cryptosystems based on elliptic curves defined over finite fields provide an interesting a

-1:2016(E)

lternative to

the RSA cryptosystem and to finite field discrete log based cryptosystems. The concept of an elliptic

curve based public-key cryptosystem is simple.

“«w,n

+

Every elliptic curve over a finite field is endowed with an addition operation
forms a finite abelian group.

group of the elliptic curve.

The group law on elliptic curves extends in a natural way to a “discrete exponentiation”

under which it

on the point

ased on the discrete exponentiation on an elliptic curve, one can easily derive-§
nalogues of the well-known public-key schemes of the Diffie-Hellman and ElGamal ty

The security of such a public-key cryptosystem depends on the difficulty of determin
logarjithms in the group of points of an elliptic curve. This problem is, with.current know

lliptic curve
pe.

ing discrete
rledge, much

hardér for a given parameter size than the factorisation of integers or ¢the’ computation of discrete

logarjthms in a finite field. Indeed, since Miller and Koblitz independently suggested the |
curvgs for public-key cryptographic systems in 1985, the elliptic cugve-discrete logarithm
only peen shown to be solvable in certain specific, and easily recognisable, cases. There
substfantial progress in finding a method for solving the elliptic\curve discrete logarithm
arbitfary elliptic curves. Thus, it is possible for elliptic curye.based public-key systems

se of elliptic
problem has
has been no
problem on
to use much

shortler parameters than the RSA system or the classical discrete logarithm based systens that make

use of the multiplicative group of some finite field. This‘yields significantly shorter digit:
and slystem parameters and the integers to be handled by a cryptosystem are much smalle

This [part of ISO/IEC 15946 describes the mathematical background and general
necegsary for implementing the elliptic curve gryptography mechanisms defined in ISO/
ISO/IEC 9796-3, ISO/IEC 11770-3, ISO/IEC 14888-3, ISO/IEC 18033-2 and other ISO/IEC stg
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Information technology — Security techniques —

Cryptographic techniques based on elliptic curves —

Part 1:
General

1 Scope

This |part of ISO/IEC 15946 describes the mathematical background andn géneral
necegsary for implementing the elliptic curve cryptography mechanisms defined in ISO/
ISO/IEC 9796-3, ISO/IEC 11770-3, ISO/IEC 14888-3, ISO/IEC 18033-2 and other[SO/IEC st3

This [part of ISO/IEC 15946 does not specify the implementation of the techniques it
example, it does not specify the basis representation to be used when the elliptic cury
over p finite field of characteristic two. Thus, interoperability of preducts complying wit}
[SO/IEC 15946 will not be guaranteed.

ormative references

The
and
unda

llowing referenced documents, in whole or in part, are normatively referenced in th
re indispensable for its application. For dated references, only the edition cited
ed references, the latest edition of the referenced document (including any amendmse

ISO/IEC 15946-5, Information technology — ‘Security techniques — Cryptographic techniq
elliptic curves — Part 5: Elliptic curve gengeration

erms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
abelian group
group (S, ) such thata+b = b+a for everyaand b in S

3.2
cubi¢ curve
set of soldtions, made up of pairs of elements of a specified field known as points, to a cubi

techniques
EC 15946-5,
ndards.

defines. For
re is defined
1 this part of

is document
applies. For
nts) applies.

les based on

C equation of

speciplform

3.3
elliptic curve
cubic curve E without a singular point

Note 1 to entry: The set of points E together with an appropriately defined operation (see 6.2) forms an abelian
group. The field that includes all coefficients of the equation describing E is called the definition field of E. In this
part of ISO/IEC 15946, only finite fields F are dealt with as the definition field. When it is necessary to describe

the definition field F of E explicitly, the curve is denoted as E/F.

Note 2 to entry: The form of a cubic curve equation used to define an elliptic curve varies depending on the field.

The general form of an appropriate cubic equation for all possible finite fields is defined in 6.1.

Note 3 to entry: A definition of a cubic curve is given in Reference [15].

© ISO/IEC 2016 - All rights reserved
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set of elements S and a pair of operations (+,+) defined on S such that: (i) ax(b + c¢) = ab + axc for every q,
b and cin S, (ii) S together with + forms an abelian group (with identity element 0), and (iii) S excluding

0 together w

3.5
finite field
field contain

ith » forms an abelian group

ing a finite number of elements

Note 1 to entry: For any positive integer m and a prime p, there exists a finite field containing exactly pm elements.

This field is u

nique up to isomorphism and is denoted by F(pm) where pis called the characteristic of F(pm).

3.6

group

set of elemer
a, b and cin

for every a if S there exists an inverse element a1 in S such thataxal1 =alxa=e

3.7

cryptograp
map satisfyi
Note 1 to entr

3.8
singular po
point at whi

ts Sand an operation * defined on the set of elements such that (i) ax(b*c) = (dxb)*c for
S, (ii) there exists an identity element e in S such that a+e = exa = a for evehiyya in S, an

hic bilinear map
hg the non-degeneracy, bilinearity, and computability conditions

y: Definitions of non-degeneracy, bilinearity and computability are provided in 6.4.

nt
h a given mathematical object is not defined

bvery
d (iii)

P >3,
bf the
s the

served

4 Symbd|ls

B mallest integer such that n divides@f-1

d brivate key of a user (d is a ranndem integer in the set [2, n-2])

E plliptic curve, given by an‘équation of the form Y2 = X3 + aX + b over the field F(p™) for
by an equation of the form'Y2 + XY = X3 + aX? + b over the field F(2m), or by an equation

orm Y2 = X3 + aX? + bover the field F(3™m), together with an extra point Og referred to {

boint at infinity; the'curve is denoted by E/F(pm), E/F(2m), or E/F(3™M), respectively

E(F(q) et of F(q)-valued points of E together with Of

#E(F(qQ)) prder (of cardinality) of E(F(q))

E[n] 1-torsion group of E, thatis {Q € E | nQ = O}

én cryptographic bilinear map

[F| number of elements in F

F(q) finite field consisting of exactly q elements; this includes the cases of F(p), F(2™), and F(p™)

F(q)* F(@)\{Or}

G base point on E with prime order n

<G> group generated by G with prime cardinality n

h cofactor of E(F(q))

2 © ISO/IEC 2016 - All rights re
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kQ kth multiple of some point Q of E, i.e. kQ = Q + ...+ Q (k summands) if k > 0, kQ = (-k)(-Q), if
k<0,and kQ=0fifk=0

Un cyclic group of order n comprised of the nth roots of unity in the algebraic closure of F(q)

n prime divisor of #E(F(q))

Og elliptic curve point at infinity

prime number

)2 public key of a user (P is an elliptic curve pointin <G=)
q prime power p™ for some prime p and some integer m 2 1
Q point on E with coordinates (xg, y¢)

Q1+0p elliptic curve sum of two points Q1 and Q>

XQ x-coordinate of Q # Og

Yo y-coordinate of Q # Of

[0, k] set of integers from 0 to k inclusive

OF identity element of F(q) for addition

1F identity element of F(q) for multiplication

5 (onventions for fields

5.1 [Finite prime fields F(p)

For gny prime p, there exists a finite field consisting of exactly p elements. This field is uniquely
determined up to isomorphism and in this part of ISO/IEC 15946 it is referred to as the|finite prime
field F(p).

The ¢lements of a finite prime field F(p) may be identified with the set [0, p - 1] of all hon-negative
integprs less than p. F(p)‘is endowed with two operations called addition and multiplicatjon such that
the fgllowing conditions hold:

“«,n

— H(p) is an abelian group with respect to the addition operation “+".

For g} b € F(p) the sum a + b is given as a + b: = r, where r € F(p) is the remainder obtained when the
integprsum a + b is divided by p.

“_n

— F(p)\10} denoted as F(p)™1s an abelian group with respect to the multiplication operation “x".

For a, b € F(p) the producta x b is given as a x b: = r, where r € F(p) is the remainder obtained when the
integer product a x b is divided by p. When it does not cause confusion, x is omitted and the notation ab
is used or the notation a-b is used.

5.2 Finite fields F(pm)

For any positive integer m and prime p, there exists a finite field of exactly pm elements. This field is
unique up to isomorphism and in this part of ISO/IEC 15946 it is referred to as the finite field F(pm).

NOTE1  F(pm)is the general definition including F(p) for m =1 and F(2m) for p = 2.

© ISO/IEC 2016 - All rights reserved 3
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NOTE 2  If p = 2, then field elements may be identified with bit strings of length m and the sum of two field
elements is the bit-wise XOR of the two bit strings.

The finite field F(p™) may be identified with the set of p-ary strings of length m in the following way.
Every finite field F(p™) contains at least one basis {{1, &, ..., &n} over F(p) such that every element a
€ F(p™) has a unique representation of the form a = a1é1 + a2& + ... + apéy , with a; € F(p) fori =1,
2,~+, m. The element a can then be identified with the p-ary string (a1, az,, am). The choice of basis is
beyond the scope of this part of ISO/IEC 15946. F(p™) is endowed with two operations called addition
and multiplication such that the following conditions hold:

“,n

— F(p™m) is an abelian group with respect to the addition operation “+”.

For a = (a 1,|az,", am) and S = (b1, by, ", by), the sum a + S is given by a + 5: =y = (c1, ¢2,", cm);. Where
¢j = a; + b;jis the sum in F(p). The identity element for addition is Of = (O, ..., 0).
— F(pmM)\{0}, denoted by F(p™)*, is an abelian group with respect to the multiplication operation|“x”.

Fora=(ay,ay,,am)and f= (b1, bz, by) the product a x fis given by a p-ary string a x fy=y = (c1, c2,'{-, cm),
where ¢; = }|1 < jk < m aj bidjj k for & = dyjké1+ d2jk &2 + ... + dmjkém (1 < J, k <)) When it dogs not
cause confugion, x is omitted and the notation ab is used. The basis can be chosen‘in such a way that the
identity elempent for multiplication is 1= (1, 0, ..., 0).

NOTE 3  The choice of basis is described in Reference [4].

6 Conventions for elliptic curves
6.1 Definjtions of elliptic curves

6.1.1 Elliptic curves over F(pm)

Let F(p™) bea finite field with a prime P > 3 and a‘positive integer m. In this part of ISO/IEC 15946, it is
assumed that E is described by a “short (affine)\Weierstrass equation”, that is an equation of type

Y2=X34+{aX+b  witha, b€ F(pm)

such that 4ap + 27b2 # Op holds in F(pn).
NOTE The above curve with-4@a3 + 27b2 = O is called a singular curve, which is not an elliptic curve.

The set of F(jp™m)-valued peints of E is given by Formula (1):

E(F(pm))={Q = (x¢;%0) € F(p™) x F(p™m)|yq? = x @3 + ax g + b} U {Og} M

where O is anéextra point referred to as the point at infinity of E.

6.1.2 Elliptic curves over F(2m)

Let F(2m), for some m = 1, be a finite field. In this part of ISO/IEC 15946, it is assumed that E is described
by an equation of the type

Y2+ XY=X3+aX2+b with a, b € F(2m)

such that b # O holds in F(2m).
For cryptographic use, m shall be a prime to prevent certain kinds of attacks on the cryptosystem.

NOTE The above curve with b = O is called a singular curve, which is not an elliptic curve.

4 © ISO/IEC 2016 - All rights reserved
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et of F(2m)-valued points of E is given by Formula (2):

(F(2m) ={Q = (xq, yq) € F(2m) x F(2m)|yq? + xqyq = x @3 + ax ¢ + b} U {Og}

where O is an extra point referred to as the point at infinity of E.

6.1.3

Elliptic curves over F(3m)

-1:2016(E)

(2)

Let F(3™M) be a finite field with a positive integer m. In this part of ISO/IEC 15946, it is assumed that E is
described by an equation of the type

Y]

such
NOTE
The s

E|

wher

6.2

Ellipt
of po
elem¢

Q)
NOTH

6.3

In or
curve

6.4

A cry]
or ke
Weil

t=X>+aXs+Db with a, b € F(3m)

that a, b # O holds in F(3m).
The above curve with a or b = Oris called a singular curve, which is not an.elliptic curve

et of F(3m)-valued points of E is given by Formula (3):

(F(3m)) ={Q = (xq.yq) € F(3m) x F(3M)|yq? = x¢3 + axq? + b} U {0}
e Of is an extra point referred to as the point at infinity of*£,

Group law on elliptic curves

ic curves are endowed with the addition operation +: E x E — E, defining for each
nts on E a third point Q1 + Q2. With respect to this addition, E is an abelian group
ent Op. The kth multiple of Q is given as k@;, where kQ = Q + ...+ Q (k summands) if k >
fk<0,and kQ = Of if k = 0. The smallestpositive k with kQ = O is called the order of

Formulae of the group law and @ abe given in B.3, B.4, and B.5.

Generation of elliptic curves

ler to use an elliptic cufvefor a cryptosystem, it is necessary to generate an appropg
.ISO/IEC 15946-5 shall be referred to for methods of generation of elliptic curves.

Cryptographicbilinear map

ptographicbilinear map e, is used in some cryptographic applications such as signat
y agreement schemes. A cryptographic bilinear map e, is realized by restricting the d
br Tatepairings as follows.

e

3)

pair (Q1, Q2)
with identity

0, kQ = (-K)
.

riate elliptic

ure schemes
omain of the

KG1> x <G> = Up

where the cryptographic bilinear map e, satisfies the following properties:

— bilinearity: e, (aG1, bG2) = e(G1, G2)P (Va,b € [0, n-1]);

— non-degeneracy: e,(G1, G2) # 1;

— C

NOTE

NOTE

NOTE

omputability: There exists an efficient algorithm to compute e,.

1  Therelation between the cryptographic bilinear map and the Weil or Tate pairing is given in B.7.

2 Formulae for the Weil and Tate pairings are given in C.6.

3 There are two types of pairings:

© ISO/IEC 2016 - All rights reserved
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the case G1 = Gy;

the case G1 # G2.

7 Conversion functions

7.1 Octet

string/bit string conversion: 0S2BSP and BS20SP

Primitives OS2BSP and BS20SP to convert between octet strings and bit strings are defined as follows:

The fun

s the

bit strin
second |
the last

The fun
unique ¢

7.2 Bit st]
Primitives B

The fun

If x = (x]

The fun
bit strin
error mjf

The length i
[logz(m + 1)}

NOTE 12

7.3 Octet
Primitives O
The fun

The fun
octet st
outputs

The length i

tion OS2BSP(x) takes as input an octet string x, interpretsitas a bit string y and outpu
b y. Set the first bit of the bit string to the most significant (leftmost) bit of the first oCte
it to the next most significant bit of the first octet, continue in the same way, and-{inal
bit to the least significant (rightmost) bit of the last octet.

tion BS20SP(y) takes as input a bit string y, whose length is a multiple of 8;and outpu
ctet string x such that y = 0S2BSP(x).

ring/integer conversion: BS2IP and I12BSP

S2IP and 12BSP to convert between bit strings and integers are defined as follows:
rtion BS2IP(x) maps a bit string x to an integer value x’, as follows:

1,...,Xo0), where x, ..., xj-1 are bits, then the valueX/ is defined as x' = Yo <i<xi= ‘1’

rtion [2BSP(m, I ) takes as input two non-negative integers, m and [, and outputs the u

Pssage.

In bits of a non-negative integer m is.the number of bits in its binary representatioj
. As a notational convenience, Oct(n)is defined as Oct(m) = [2BSP(m, 8).

BSP(m, I) fails if, and only if, the length of m in bits is greater than L.

string/string conversion: OS2IP and I120SP
S2IP and [20SP to eonvert between octet strings and integers are defined as follows:
rtion OS2IP(x) takes as input an octet string x, and outputs the integer BS2IP[0S2BSP

'tion [20SPn, I) takes as input two non-negative integers, m and I, and outputs the u
ing x of length /in octets, such that 0S2IP(x) = m, if such an x exists. Otherwise, the fun
An errer message.

h octets of a non-negative integer m is the number of digits in its representation basg

t, the
ly set

ts the

D1

hique

b x of length [, such that BS2IP(x) = m, if suchhah'x exists. Otherwise, the function outpyts an

n, i.e.

x)].

nique
ction

256,

i.e. [logzse (m + 1)].

NOTE 1

NOTE 2
the bit string

NOTE 3

[20SP(m, ) fails if, and only if, the length of m in octets is greater than I

0000, is prepended. For example, an integer 15 is written as 0f in its hexadecimal format.

The length in octets of a non-negative integer m is denoted by L(m).

© ISO/IEC 2016 - All rights re
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7.4 Finite field element/integer conversion: FE2IPr
The primitive FE2IPF to convert elements of F to integer values is defined as follows:
— The function FE2IPF maps an element a € F to an integer value a’, as follows:

If an element a of Fis identified with an m-tuple (a1, ..., am), where the cardinality of Fis g = pm and
a; € [0, p - 1] for 1 <i < m, then the value a’ is definedasa’'=Y1<j<ma;p' - L

7.5 Octet string/finite field element conversion: OS2ZFEPr and FE20SPfr

Primitives ﬁQ')F‘F‘DF and F‘F')nQDF to convert between aoctet ci'ringc and elements of an ox 311Clt1y given
finite field F are defined as follows:

— The function FE20SPr (a) takes as input an element a of the field F and outputs the|octet string
IROSP(a’, 1), where a’ = FE2IPF (a) and I = L(|F|-1). Thus, the output of FE20SP£(q) is alWays an octet
string of length exactly [log2se|F]]-

NOTH1 L(x) represents the length in octets of integer x or octet string x (non;négative integer).

— The function OS2FEPF (x) takes as input an octet string x, and outputs the (unique) field element
€ F, such that FE20SPF (a) = x, if such an a exists, and otherwise'fails.

S

NOTH2  OS2FEPF (x) fails if and only if either x does not have length éxactly [log2s6|F|], or OS2IP[x) = |F|.
7.6 |Elliptic curve point/octet string conversion:EC20SPr and OS2ECPEg

7.6.1] Compressed elliptic curve points

Let E| be an elliptic curve over an explicitly.given finite field F, where F has characteristic p. A point
P # O can be represented in either compressed, uncompressed, or hybrid form. If P|= (x, y), then
(x, ) [is the uncompressed form of P. The-compressed form of P is the pair (x, ), where y € {0, 1} and is
determined as follows:

—n

p#2andy=0ptheny=0;

"p # 2 and y # Op, then y5¥[(y'/pf) mod p] mod 2, where y’ = FE2IPp(y), and where f s the largest
on-negative integer,such that pf|y’;

|
o e

OTE1 Ifp#2andy=(y1,...¥m)# O thisis equivalent to letting j be the smallest index with y; # 0 and
efining y = y; mod 2.

oz

— ifp=2andx=0p theny = 0;

—e

'p =24and x # 0y, then y = [z'/2f] mod 2, where z = y/x, where z' = FE2IPf(z), and where f|s the largest
on-negative integer such that 2f divides FE2IPr(1F).

=

NOTE2 Ifp=2andx#0,thisis equivalent to letting y/x = (z1, . . ., zm) and defining y = z7.

The hybrid form of P = (x, y) is the triple (x, J, y), where y is as in the previous paragraph.

7.6.2 Point decompression algorithms

There exist efficient procedures for point decompression, i.e. computing y from (x, ). These are briefly
described here.

— Ifp #2,thenlet (x, ) be the compressed form of (x, y) where the point (x, y) satisfies the Weierstrass
equation y2 = f (x) defined in 6.1.1 or 6.1.3. If f (x) = Of, then there is only one possible choice for y,
namely, y = Or. Otherwise, if f (x) # Of, then there are two possible choices of y, which differ only in
sign, and the correct choice is determined by y. There are well-known algorithms for computing
square roots in finite fields, and so the two choices of y are easily computed.

© ISO/IEC 2016 - All rights reserved 7
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— If p =2, then let (x, y) be the compressed form of (x, y) where the point (x, y) satisfies the equation
y2 + xy = x3 + ax? + b. If x = Of, then the equation is y2 = b, from which y is uniquely determined
and easily computed. Otherwise, if x # Of, then setting z = y/x, the equation is z2 + z = g(x), where
g(x) = x + a + bx 2. The value of y is uniquely determined by, and easily computed from, the values z
and x, and so it suffices to compute z. To compute z, observe that for a fixed x, if z is one solution to
the equation z2 + z = g(x), then there is exactly one other solution, namely z + 1f. It is easy to compute
these two candidate values of z, and the correct choice of z is easily seen to be determined by j.

7.6.3 Conversion functions

Let E be an elliptic curve over an explicitly given finite field F.

Primitives EL20SPg and OS2ECPg for converting between points on an elliptic curve E and octets{rings
are defined 3s follows:

— The fun¢tion EC20SPEg (P, fmt) takes as input a point P on E and a format specifier fmt, which is one
of the syjmbolic values compressed, uncompressed, or hybrid. The outputis air-octet strirlg, EP,
computgd as follows:

— if P Op, then EP = Oct(0);
— if P¥ (x,y) # O, with compressed form (x, ), then EP = H||X||Y, where
— |H is a single octet of the form Oct[4U + C(2 + y)], where
— |U=1iffmtis either uncompressed or hybrid, and otherwise, U =0,
— |C=1if fmtis either compressed or hybrid,and otherwise, C = 0;
— |Xis the octet string FE20SPr (x);

— [|Yis the octet string FE20SPr () if fmt iSseither uncompressed or hybrid, and othefwise
Yis the null octet string.

— The fun¢tion OS2ECPE (EP) takes as input an octet string EP. If there exists a point P on the furve
E and a|format specifier fmt, such, that EC20SPg (P, fmt) = EP, then the function outputs|P (in
uncompfessed form), and otherwise,the function fails. Note that the point P, if it exists, is uniguely
defined,{and so the function OS2ZECPg(EP) is well defined.

NOTE If the format specifier fmt is uncompressed, then both x and y are used; and the value j need not be
computed.

7.7 Integer/ellipticcurve conversion: I2ECP

Let E be an dllipticseurve over an explicitly given finite field F. Primitive [2ECP to convert from integers
to elliptic cufve points is defined as follows:

a) The function IZECP{X] takes as input an integer x.
b) Convert the integer x to an octet string X = I20SP[x, L(|F|-1)].

c) If there exists a point P on the curve E such that EC20SPg(P, compressed) = 03||X, then the
function outputs P, and otherwise, the function fails.

NOTE1 The output of point P, if it exists, is uniquely defined.

NOTE 2  The function [2ECP will fail on input x if there does not exist a point P on the curve E such that EC20SPg
(P, compressed) = 03]|X.

NOTE 3  The range of the I2ECP is approximately half of E(F). That is, the I2ZECP always outputs elliptic curve

points P = (x, y) with compressed form (x, 1). It will not output either the point at infinity or an elliptic curve point
P = (x,y) with compressed form (x, 0).

8 © ISO/IEC 2016 - All rights reserved
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NOTE4  Some applications based on elliptic curves may need a function which maps octet stri
curve points. The function I2ECP is used as a component together with OS2IP or a hash function.

8

Elliptic curve domain parameters and public key

8.1 Elliptic curve domain parameters over F(q)

-1:2016(E)

ngs to elliptic

Elliptic curve parameters over F(q) [including the special cases F(p) and F(2™M)] shall consist of the
following:

Ifm >1 thorea chauld he an agvoamonf onthe chaico oftho hacic hotwoeen the communicati
+—crer Hoorre-b-e—cait THEeHo—~it O T—tre-—Hetoro-Beevy

oy

g parties.

the field size g = pm which defines the underlying finite field F(g), where p shall be.apr
and an indication of the basis used to represent the elements of the field in case¢m=> 1;

—n

Fq = pmwith P> 3, two field elements a and b in F(q) which define the equdtion of the ¢

Ety2=x3+ax+b;

—n

g = 2m, two field elements a and b in F(2m) which define the equation of the elliptic c

V2 +xy=x3+ax2+b;

—n

g = 3m, two field elements a and b in F(3™) which define the equation of the elliptic c

Ety2=x3 +ax2 + b;

the order n of the point G;

the cofactor h = #E(F(q))/n (when required by the underlying scheme).

NOTH The computation of #E(F(q)) is described in Reference [4].

8.2

Givern

Elliptic curve key generation

be geperated as follows:

a)

b)
‘)

Select a raitddom or pseudorandom integer d in the set [2, n-2]. The integer d shall be pr
unauthorised disclosure and be unpredictable.

(Jorpute the point P = (xp, yp) = dG.

two field elements x; and yg in F(q) which-define a point G = (xg, y) of prime order on £

ime number,

lliptic curve

rve

jHrve

a valid set of elliptic curve domain parameters, a private key and corresponding puplic key may

btected from

The key pair is (P, d), where P will be used as the public key and d is the private key.

In some applications, the public key may be eG, where de = 1 mod n.
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ral

Annex A pre

A.2 Bit strings

A bit is eithe

r zero “0” or one “1”. A bit string x is a finite sequence (xj-1, . . ., Xo) lof*bits xo, . . ., x|

length of a bit string x is the number [ of bits in the string x. Given a non:fiegative integer n, {

denotes the

cet of bit strings of length n. {0, 1}* = U, » ¢ {0, 1} denotes the'Set of bit strings, incl

the null string (whose length is 0).

A.3 Octetstrings

An octet is a
string is the
string (whog
00 and FF.

bit string of length 8. An octet string is a finite sequence of octets. The length of an
number of octets in the string. {0, 1}8* denotes the set of octet strings, including th
e length is 0). An octet is often written in itsheéxadecimal format, using the range bet]

A.4 Characteristic of a finite field F(p*)

The charact

eristic of a field is the smallest-positive integer ¢ such that ¢ additions of 1 give the

element. If o such c exists, the characteristic is 0. For any prime p, the characteristic of the

F(pm) is p.

A.5 Invernting elements of a finite field F(p™)

Letabeane
is called the

NOTE If
algorithm.

lement of F(p™). Then there exists a unique element b € F(p™) such thata'b = b-a = 1p,
multiplicative inverse of a, denoted by a-1.If a = y I, then a-1 can be computed as a-1 =

n = 1alis given as x in the equation ax + py = 1, which can be solved using the extended Euc

sents the information on finite fields that is necessary for the elliptic curve based ];I)ublic
key schemes,

. The
D, 1}n
iding

octet
b null
ween

Zero
field

and b
y q-1-i,

idean

A.6 Squares and non-squares in a finite field F(pm)

An element a € F(p™) is called a square in F(pm), if there exists an element b € F(p™), such that a = b2.
Whether or not a € F(p™M) is a square can be determined by making use of Formula (A.1):

aisasquarein F(pm) & al@/2 = 1p

10
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A.7 Finding square-roots in F(p™m)

There are various methods for finding square roots in F(p™). That is, given a € F(p™), where a is a
square, find b € F(pm), such that a = b2.

NOTE If ¢ = 3 (mod 4), then the square-root can be computed as b = a(@ + 1)/4. The other cases are described
in References [4] and [5].

© ISO/IEC 2016 - All rights reserved 11
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Annex B
(informative)

Background information on elliptic curves

B.1 General

Annex B pre

B.2 Prop

An elliptic ¢
points Q1, Q3

The numbern
#E(F(q)). Th

qg+1-2
The integer

trace. B.6 giy
with trace t.

Anomalous

An elliptic cyirve E defined over F(q) with tracé tdivisible by p is called supersingular. An elliptic

E defined ov
Riick[Z] and
vulnerable t

B.3 Grou

B.3.1 Ove

erties of elliptic curves

“«,n,

irve E over F(q) is endowed with a binary operation “+”: E x E — E.assigning to an)
on E a third point Q1 + Q2 on E. The elliptic curve E is an abelian group with respect {

of points of E (including Og) is called the order (or cardinality) of E and is denot
e order satisfies the following theorem of Hasse:

Vg < #E(F(q)) < q + 1+ 2Vq

¢ defined by t = q +1 - #E(F(q)) is called the trace. Hasse’s theorem gives a bound o
es sufficient conditions that for a given t in [—2\/q, 2\/q], there is an elliptic curve E ove

and supersingular curves

br F(g) with #E(F(q)) = q is calléd anomalous. Supersingular curves are subject to the
Menezes-Okamoto-Vanstonéll0] algorithms. Cryptsystems using anomalous curve
b attacks using the Araki=Satoh[12], SemaevI[13] and Smart[14] algorithms.

p law for ellipticcurves E over F(q) with P > 3

rview of coordinates

An elliptic c
public key i

heavy use o

arithmetic, f

irve is generally defined in terms of affine coordinates. Therefore, the base point or §
giveriiin affine coordinates. The major drawback of affine coordinates is that they
d1V1510ns in F(q) for both addltlon and doubhng In most 1mplementat10ns of finitg

Gents the information on elliptic curves that is necessary for the elliptic curve based ];I)ublic
key schemes,

y two

“«w,n

o + .

ed by

n the
' Fq)

Curve
Frey-
S are

user
make
field

nt to

avoid divisions as much as p0551ble Thls can be achleved by usmg other coordmates for the e111pt1c
curve points such as projective, Jacobian, and modified Jacobian coordinates. All of the coordinate
systems given for an elliptic curve are compatible.

12
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B.3.2 Group law in affine coordinates

Let F(q) be a finite field with P > 3. Let E be an elliptic curve over F(q) given by the “short Weierstrass
equation”:

(Aff) y2=x3+ax+b with a, b € F(q)

where the inequality 4a3 + 27b2 # Or holds in F(q).
NOTE More precisely, (Aff) is called the affine Weierstrass equation.

I ff:“ o rdiaat tha grolio losiz o o allint o oo o oiza by
n alrfphe-€oot UTITatC S, trrC—gT ot pTavy UTh it CIITptrcCaUT vegTv eI Oy

LAFEN o de oo follara:
) TCatrsS—asSTOTTov S,

“,n,

he point at infinity is the identity element Og with respect to “+”;

—

fa—

bt R = (%, ¥) be a point on E, such that R # O, then -R = (x, -y);

—

et R1 = (x1, y1) and Ry = (x2, y2) be two distinct points on E, such that R#% R, and R1| R # O; the
um is the point R3 = (x3, y3) where:

(%)

B =r2-X1-X2;

2

WB=rx1-x3)-yu
jith r= (y2 - y1) / (x2 - x1);

et R = (%, ¥) be a point on E, such that R # O and y #0F; its doubling is the point 2R = (x3, y3), where:

<

[a—)

Xg =r2 - 2x;

p=rx-x3)-y;
Fith r = (3x2 + a) / (2y).

<

]

h the case of R = (x, Op), its doubling'is 2R = Of.

B.3.3 Group law in projective-coordinates

NOTH1 Using projective coordinates will result in more multiplications during the calculation of the group
laws But no inversions havetto be computed.[6]

NOTH2  When usingeliptic curves for cryptosystems, usually a transformation into affine coorflinates has to
be dohe at the end of the scalar multiplication. When converting projective into affine coordinateg, 1 division is
necesfary.

The fwo-dimensional projective space over F(q), ITproj(F(q)), is given by equivalence classps of triplets
(X, Y,[2) & E(q) x F(q) x F(q) \ {(OF, O, 0F)}, where two triplets (X, Y, Z), (X', Y’, Z') € F(q) x|F(q) x F(q) \
{(OF, PrOF)} are said to be equivalent, if there exists A € F(g)* such that (X', Y’, Z2") = (AX] AY, AZ). The
projective anmatogue of the shortaffine Weferstrassequation (Aff) fsdefimed over T,r0;(F(g)) and given
by the homogeneous cubic formula

(Proj) Y2Z=X3+aXZ2+ bZ3 with a, b € F(q).

NOTE 3 Thesetofall triplets equivalent to (X, Y, Z) is denoted by (X, Y, Z)/~.

The elliptic curve given in projective coordinates consists of all points R = (X, Y, Z) of F(q) x F(q) x F(q)
\ {(Of, Of, 0F)}, such that the triple (X, Y, Z) is a solution of the equation (Proj), where by an abuse of
notation (X, Y, Z) is identified with the equivalence class (X, Y, Z)/~ containing (X, Y, Z). There is a

© ISO/IEC 2016 - All rights reserved 13
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relation between the points Q of E when the curve is given in affine coordinates and the points R in
projective coordinates. Indeed, the following conditions hold:

— if Q = (Xp, Yp) is an affine point of E, then R = (X, Yy, 1F) is the corresponding point in projective
coordinates;

— ifR=(X, Y, Z) (with Z # Op) is a solution of (Proj), then Q = (X/Z, Y/Z) is the corresponding affine
point of E;

— there is only one solution of (Proj) with Z = 0, namely the point (Of, 1 , O); this point corresponds
to Of.

In projectivg coordinates, the group law on an elliptic curve given by (Proj) reads as follows.
— The point (0f, 1F, OF) is the identity element O with respect to “+”.
— LetR=(X,Y,Z) # (O, 1, Of) be a point on E given in projective coordinates; then =R = (X, -Y, Z|).

— Let R1 # (X1, Y1, Z1) and Ry = (X2, Y2, Z2) be two distinct points on E, suchythat R1 # Rp and
R1, Ry #|(0F, 1F, OF) and denote the sum by R3 = (X3, Y3, Z3). The coordinates X3, Y3 and Z3 chn be
computgd using the following formulae:

X3 =-su
Y3 =t (ul+ s2X1Z3) - s3Y1Zy;

Z3 = 5371Z>;

with s =[X271 - X173, t = Y2Z1 - Y1Z2, and u = s2 (X1Z2 + XoZ1) - t2717>.

— LetR=(XY,Z2)#(0F, 15, 0p) beapoint on E'and denote’its doubling by 2R = (X3, Y3, Z3). The coordinates
X3, Y3 anld Z3 can be computed using the following formulae:

X3 =-su
Y3 =t (ul+ s2X) - s3Y;
73 = s37;
with t = BX2 + aZ2,s = 2YZ and u =2s2X - t2Z.

B.3.4 Groyp law in Jacabian coordinates

NOTE1 UslingJacobiafieoordinates will result in more multiplications during the calculation but no inversions
have to be cofputed.[€]

The two-dimensiohal space over F(q), ITjac(F(q)), is given by equivalence classes of triplets (X,|Y, Z)
€ F(q) x F(q)[ (@) \ {(05, 0, 0F)}, where two triplets (X, Y, Z), (X, Y, Z') € F(q) x F(q) x F(q) \ {(0r, O}, 05)}
are said to be equivalent if there exists A € F(q)*, such that (X, Y’, Z’) = (A2X, A3Y, AZ). The Jacobian analogue
of the short affine Weierstrass equation (Aff) is defined over ITjac(F(q)) and given by the cubic formula

(Jac) Y2=X3+aXZ4+ bZ6 with a, b € F(q).

NOTE 2  The set of all triplets equivalent to (X, Y, Z) is denoted by (X, Y, Z)/~.

The elliptic curve given in Jacobian coordinates consists of all points R = (X, Y, Z) of F(q) x F(q) x F(q)\
{(0OF, Of, OF)}, such that the triple (X, Y, Z) is a solution of the equation (Jac), where by an abuse of notation
(X, Y, Z) is identified with the equivalence class (X, Y, Z)/~ containing (X, Y, Z). There is a relation
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between the points Q of E when the curve is given in affine coordinates and the points R of the Jacobian
coordinates. Indeed, the following conditions hold:

if Q = (Xo, Yp) is an affine point of E, then R = (Xp, Yo, 1F) is the corresponding point in Jacobian
coordinates;

if R = (X, Y, Z) (with Z # OF) is a solution of (Jac), then Q = (X/Z2, Y/Z3) is the corresponding affine
point of E;

there is only one solution of (Jac) with Z = 0p, namely the point (1f, 15, O); this point corresponds to Of.

In Jacobian coordinates, the group law on an elliptic curve given by (Jac) reads as follows:

B.3.3 Greup law in modified Jacobian coordinates

“«w,n

he point (15, 1, OF) is the identity element O with respect to “+”.

—

letR=(X,Y,Z) # (1F, 1F, OF) be a point on E given in Jacobian coordinates; then—R = (X| -Y, Z).

—

et Ry = (X1, Y1, Z1) and Ry = (X2, Y2, Z) be two distinct points on E, such thatR1 # Rz and R1, Rz # (1F,
r, 0r) and denote the sum by R3 = (X3, Y3, Z3). The coordinates X3, Y3 and’Z3 can be computed using
he following formulae:

=

Xp=-h3-2u1h2 + rz;

~

b = — 51h3 + r (u1h? - X3);
73 = Z1Z22h;
V\ithU1=X1Z2,LI2=X2Zi,S1=Y1Z§,Sz=Y2Z3,h=uZ—U1,arldr=Sz—S1.

etR=(X,Y,Z)#(1F 1F, OF) be apoint on'E and denote its doubling by 2R = (X3, Y3, Z3). The coordinates
3, Y3 and Z3 can be computed usingthe following formulae:

> =

Xp=t

~

g = —8Y* + m(s - t);
2y =2YZ;

with s = 4X¥2,m = 3X2 + aZ4 and t = -2s + m2.

Under the same cubic equation (Jac), the group law in the modified Jacobian is given by representing
the Jacobian coordinates as a quadruple (X, Y, Z, aZ4), which provides the fastest possible doublings over

E(F(q))-

In the modified Jacobian coordinates, the group law on an elliptic curve given by (Jac) reads as follows.

— LetRy1 = (X1, 1, 43, aZf) and Ry = (X, Y2, Z2, aZ;L) be two distinct points on E such that R # R and

R1, R2 # (1F, 1F, Of, OF) and denote the sum by R3 = (X3, Y3, Z3, aZg ). The coordinates X3, Y3 and Z3 can
be computed using the following formulae:

X3 =-h3 - 2u1h2 + r2;

Y3 = -s1h3 + r(u1h? - X3);

© ISO/IEC 2016 - All rights reserved 15


https://iecnorm.com/api/?name=cba74d869cc66dc234f00a7ecc81b4b4

ISO/IEC 15946-1:2016(E)

73 =71Z27h;

4 _ 74,
aZ3—aZB,

withur =X1Z%,uz=X2Z%,51=Y123,52=Y2Z3 , h=uz - ug, and r =s3 - s1.

— LetR=(X,Y,Z aZ%) # (1, 1F, OF, Of) be a point on E and denote its doubling by 2R = (X3, Y3, Z3, aZ‘;).
The coordinates X3, Y3 and Z3 can be computed using the following formulae:

X3=t
Y3 =m(s
Z3=2YZ

aZg =2y (aZ%);

with s =

B.3.6 Mixed coordinates

There are computational advantages and disadvantages to-representing an elliptic curve point in g
projective, Jacobian or modified Jacobian coordinates in*Reference [6]. There is no coordinate sy
which gives|both fast additions and fast doublings:It-is possible to mix different coordinates,
add two poipts where one is given in some coordinate system, and the other point is in some
coordinate sfystem. The coordinate system of th&’result can be chosen in some coordinate system.

there are fo
coordinates

time for elliptic curve exponentiation, Mixed coordinates run most efficiently in the pre-compuf
algorithm, which is described in C.3/2.

B.4 Grou

B.4.1 Groyp law in affine coordinates

Let F(2m), fo

(Aff) yp¥xy=x3+ax2+b

- t) - u;

1 XY2, u=8Y4 m=3X2+ (aZ4),and t = -2s + m2,

r different kinds of coordinate Systems, this gives a large number of possibilities. }
pive the best combination of co6ordinate systems for doublings or additions to minimi:

p law for ellipfic curves over F(2m)

I someyn-2 1, be a finite field. Let E be an elliptic curve over F(2m) given by Formula (

ffine,
r'stem
.e. to
other
Since
Nixed
re the
ation

B.1):

with a, b € F(2m), such that b # Of.

In affine coordinates, the group law on an elliptic curve given by (Aff) reads as follows:

“w,n

— The point at infinity is the identity element O with respect to “+”.

— LetR=(x,y) # Ot be a point on E given affine notation. Then -R = (x, x + ).

— LetR1 =(x1,y1) and Ry = (x2, y2) be two distinct points on E, such that R1 # + Ry and Ry, Rz # Og. The
sum is the point R3 = (x3,y3), where:

X3=r2+

16

r+x1+x2+aq;
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Y3 =r(x1+x3) +Xx3+y1;

withr=(y2 +y1)/(x2 + x1).

-1:2016(E)

Let R = (x,y) be a point on E, such that R # Og and x # Of. Its doubling is the point 2R = (x3, y3), where:

X3=r2+r+aq;

y3=r(x+x3)+x3+Y;

ith r = x + (y/x). In the case of R = (0, y), its doubling is 2R = O,

As wijth the group law in the affine description of an elliptic curve over F(pm),the groyp law given
abov¢ makes heavy use of divisions in F(2™), when the scalar multiplication is,éomputed. |
projective description of the elliptic curve group law can be used, which makes only one d
end of the scalar multiplication. Both descriptions of elliptic curves are compatible.

B.4.

NOTE
invery

The

24 Group law in projective coordinates

1 Using projective coordinates will result in more multiplications during the calcu
ions have to be computed.

1

of triplets (X, Y, Z) € F(2m) x F(2m) x F(2m) \ {(Of, Or“0F)}, where two triplets (X, Y, Z),

F(2m]
XY

and

NOTE

The

F(2m]
wher
Y, Z).
CoOr(

(1

x F(2m) x F(2m) \ {(Of, Of, OF)} are said to:be equivalent if there exists A € F(2m
Z’) = (AX, AY, AZ). The projective analogue of'the affine equation (Aff) is defined over

gdiven by the homogeneous cubic formula

Proj) Y2Z+XYZ=X3+aX2Z + bZ3 with a, b € F(2m).

2 Thesetofall triplets equivalent to (X, ¥, Z) is denoted by (X, Y, Z)/~.

elliptic curve given inyprojective coordinates consists of all points R ({

x F(2m) x F(2m) \ {(0g-0F Of)} such that the triple (X, Y, Z) is a solution of the eqy
e by an abuse of notation (X, Y, Z) is identified with the equivalence class (X, Y, Z)/~ c
Clearly, there should be a 1:1 relation between the points Q of E when the curve is gi
inates and the(points R of the projective coordinates. Indeed, the following condition

—

' Q = (xq, ¥g)is an affine point of E, then R = (xq, yo, 1F) is the corresponding point

coordinates;

if R=(X, Y, Z) (with Z # Of) is a solution of (Proj), then Q = (X/Z, Y/Z) is the correspd

However, the
vision at the

ation but no

wo-dimensional projective space over F(2m), Ilpref(F(2™M)), is given by the equivalence classes

X, Y,2)€e
* such that
[Tproj(F(2M),

X, Y, Z) of
ation (Proj),
bntaining (X,
ven in affine
5 hold:

n projective

nding affine

i
fdoint of E;

there is only one solution of (Proj) with Z = O, namely the point (0f, 1, Of); this point
to Og.

corresponds

In projective coordinates, the group law on an elliptic curve given by (Proj) reads as follows.

“w,n

The point (0f, 1F, Of) is the identity element O with respect to “+”.

LetR=(X,Y,Z) # (Of, 1F, OF) be a point on E given in projective coordinates. Then -R = (X, X + Y, Z).

Let Ry = (X1, Y1, Z1) and Ry = (X2, Y2, Z2) be two distinct points on E, such that R # Rz and Ry, Rz # (OF,
1F, OF) and denote the sum by R3 = (X3, Y3, Z3). The coordinates X3, Y3 and Z3 can be computed using

the following formulae:

X3 =su;

© ISO/IEC 2016 - All rights reserved
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Y3 =t(u + s2X1Z2) + s3Y1Z + su;
73 = §3717>;
with s = X271 + X173, t = Y2Z1 + Y1Z2,and u = (t2 + ts + as2) Z1Z3 + s3.

— LetR=(X,Y,Z)#(0F 15, Of) beapointon E and denote its doubling by 2R = (X3, Y3, Z3). The coordinates
X3, Y3, and Z3 can be computed using the following formulae:

X3 = st;

Y3=X4s} t(s+ YZ + X2);
Z3=53;

with s =KZ and t = bZ4 + X4.

B.5 Group law for elliptic curves over F(3™m)

B.5.1 Groyp law in affine coordinates
Let F(3m), fof some m = 1, be a finite field. Let E be an elliptic:Curve over F(3m) given by Formula (B.2):
(Aff) yp=x3+ax2+b (B.2)

with a, b € F[3m), such thata, b # Of.

In affine coo'[dinates, the group law on an elliptic curve given by (Aff) reads as follows.

“w,n

— The point at infinity is the identity element O with respect to “+”.
— LetR=(y) # Og be a point on _E-given affine notation. Then -R = (x, -y).

— Let Rq =|(x1,y1) and Ry = (x2,y2) be two distinct points on E, such that R1 # + Rz and Ry, Rz # Of. The
sum is the point R3 = (xg, y’3), where:

x3=r2-la-x1-xy

y3=rx1|-x3)3v1;

with r=(y2 - y1)/(x2 - x1).

— LetR=(x,y) beapointon E, such that R # Og and y # Of. Its doubling is the point 2R = (x3, y3), where:

X3=rZ-a+x;
y3=rlx-x3)-y;
with r = ax/y.

In the case of R = (x, OF), its doubling is 2R = O,

18 © ISO/IEC 2016 - All rights reserved
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As with the group law in the affine description of an elliptic curve over F(p™), the group law given
above makes heavy use of divisions in F(3), when the scalar multiplication is computed. However, the
projective description of the elliptic curve group law can be used, which makes only one division at the

end

B.5

NOTE 1

inve

of scalar multiplication. Both descriptions of elliptic curves are compatible.

.2 Group law in projective coordinates

rsions have to be computed.

Using the projective description will result in more multiplications during the calculation but no

The two-dimensional projective space over F(3M), Ilyoj(F(3™)), is given by equivalence classes

of tri
F(3m]
XY,

and

NOTH

The

F(3m]
wher
Y, Z).
Coor(

Inp

©IS

7) = (AX, AY, AZ). The projective analogue of the affine equation (Aff) is defined(over
iven by the homogeneous cubic formula

Proj) Y2Z=X3+aX2Z+ bZ3

g

(I with a, b € F(3m).

2 Thesetofall triplets equivalent to (X, Y, Z) is denoted by (X, Y, Z)/».

elliptic curve given in projective coordinates consists vef~all points R =

e by an abuse of notation (X, Y, Z) is identified with the equivalence class (X, Y, Z)/~ c

inates and the points R of the projective coordinates: Indeed, the following condition

—e

' Q = (x¢, yo) is an affine point of E, then R = (Xg, yo, 1F) is the corresponding point
oordinates;

Q

oint of E;

—

here is only one solution of (Proj).with Z = 0g, namely the point (Of, 1, Of); this point
D OF.

(s

r

“«,n

+.

—

he point (0f, 1f, OF) is the identity element O with respect to

—

etR=(X,Y,Z) #(0p"1F, OF) be a point on E given in projective coordinates. Then -R =

> o B

2 # (05, 1Lg0p), and denote the sum by R3 = (X3, Y3, Z3). The coordinates X3, Y3 and Z3 can
sing thefollowing formulae:

o

Xg ='st2717Z7 - s3u;

x F(3m) x F(3m) \ {(Of, Of, OF)} are said to be equivalent if there exists A € F(3

(
x F(3m) x F(3m) \ {(0Of, O, 0F)}, such that the triple (X, Y,.Z))is a solution of the eqy

Clearly, there should be a 1:1 relation between the points Q of E when the curve is gi

R = (X, Y, Z) (with Z # Of) is a solution.ef{(Proj); then Q = (X/Z, Y/Z) is the correspd

jective coordinates, the group law on an elliptic curve given by (Proj) reads as follow

et R1 = (X1.¥1°Z1) and Ry = (X2, Y2, Z2) be two distinct points on E, such that Ry #

X, Y, 2) €
* such that
[Tpro(F(3M)),

X, Y, Z) of
ation (Proj),
bntaining (X,
ven in affine
5 hold:

n projective

nding affine

corresponds

v

(X, -Y, Z).

*R7 and Ry,
be computed

Y3 = t(s2X1Z2 - t2Z177 + s2u) - s3Y1Zo;
73 = $37177;

with s =X2Z1 - X122, t =Y2Z1 - Y1Z2, and u = aZ1Zy + X1Z2 + X271.

LetR=(X,Y,Z) # (0F, 15, Or) be a pointon E'and denote its doubling by 2R = (X3, Y3, Z3). The coordinates

X3, Y3, and Z3 can be computed using the following formulae:

X3=tY;

0/IEC 2016 - All rights reserved
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Y3 =s(XY2 - t) - V4

73 =Y3Z;

with s =aXand t =s2Z - aY2Z + XY2.

B.6 Existence conditions for an elliptic curve E

B.6.1 Ord

The trace of
that for a giv

“Every i
over F(H

B.6.2 Ord

The trace off

given t in [-RvV2m, 24/2m] there is an elliptic curve E over F(2m) with@race t is given by Waterhg
theorem:
Let t be hn integer where |t| < 2V/2m. Then there exists an elliptic curve defined over F(2m) of
2m + 1 |t if, and only if, one of the following conditions hold:
— tis ofdd;
—t=0
— mis pdd and t2 = 2m+1,

mis
B.6.3 Ord

The trace of]
given t in [-
theorem:

Let t be an
pm+l -tifa

tis notd

E over F(p) is bounded in [-2Vp, 2Vp] by Hasse’s theorem. Waterhouse’s theoremtL6] §

hteger n in the interval given by Hasse’s theorem is the order of some elliptic curve de
).n[m]

aof o oMl 2o oaasera I dofi o d oo T o0
T UTdIrcapimitur ve o aciimcuaoveT 1T (V)

en tin [-2Vp, 2Vp], there exists an elliptic curve E over F(p) with trace t.

pr of an elliptic curve E defined over F(2m)

E over F(2m) is bounded in [-2v2m, 2v/2m] by Hasse’s theoreni. The conditions that

bven and t2 = 2m+2 or t2 = 2m,

er of an elliptic curve-Edefined over F(pm) with P > 3

E over F(pm) is bounded in [—2\/pm, 2\/pm] by Hasse’s theorem. The conditions that]
Dv/pm, 2+/pm] therenis an elliptic curve E over F(pm) with trace t is given by Waterh

nteger where |t| < 2vpm. Then there exists an elliptic curve defined over F(pm) of
d only.if onie of the following conditions hold:

ivisible by p;

tates

fined

for a
use’s

prder

for a
use’s

prder

m is od

tz:

and one oI the following holds:

0;

3m+l and P = 3;

— m s even and one of the following holds:

R tz:

20

4pm;
pmand p - 1 is not divisible by 3;

t=0and p - 1is not divisible by 4.
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Pairings

B.7.1 Overview of pairings

Let E be an elliptic curve over F(q) where q = p™, and let n be relatively prime to the characteristic p of
F(q). The n-torsion group is generated by two points when n is relatively prime to p. E(F(q)) includes
an n-torsion point G because by definition, n is a prime divisor of #E(F(q)) (see Clause 4). Note that
this fact does not imply E(F(q)) 2 E[n]. The Weil and Tate pairings are non-degenerate, bilinear maps
defined over an elliptic curve E to u,. The Weil pairing is defined over the n-torsion group E[n], and thus
requires E(F(gP)) such that E(F(gB)) © E[n]. On the other hand, the Tate pairing can work if only E(F(q5))
3 G1 and F(gB) Dup. Therefore, the computation of the Tate pairings is more efficient than that of the

Weil

B.7.2

Let E
relati
small

The V

Q

and t

el

NOTE

B.7.3
A cry)

satisf
thec

wher

pairing.

Definitions of Weil and Tate pairings

vely prime to q. Then E[n] contains two points G1 and G such that E[n] 561> x <G2>
est integer such that gB - 1 is divisible by n. Then E[n] € E[F(gB)].

Veil pairing is
p: E[n] x E[n] — up,
he Tate pairing is
(F(gB))[n] x E(F(qB)) / nE(F(qB)) = un.
The detailed information on Weil and Tate palirihgs is described in Reference [15].
Cryptographic bilinear map

ptographic bilinear map e, is realizediby restricting the domain of the Weil or Tate pa
y the conditions of non-degeneracy;-bilinearity, and computability. In cryptographic
'yptographic bilinear maps e, are described in two methods:

: <G1> % <G2> = Up;
n: <G1> x <G1> - Up;

e <(G1> and <G> d@recyclic groups of order n and uy is the cyclic group of the nth roots

F be an elliptic curve, n be a prime divisor of #E(F(q)), and E[n] be the n-toxSion group, where n is

Let B be the

rings, which
applications,

of unity.
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Annex C
(informative)

Background information on elliptic curve cryptosystems

C.1 Gene

Annex C give
curve based

C.2 Defin

C.2.1 Elliptic curve discrete logarithm problem (ECDLP)

For an ellipt
curve discre
such that P 3

The security
discrete logg

C.2.2 Elliptic curve computational Diffie Hellman-problem (ECDHP)

For an ellip]
computation

The security
elliptic curv

C.2.3 Elliptic curve decisional Diffie Hellman problem (ECDDHP)

For an ellipt
decisional el

The security
elliptic curv

C.2.4 Bilinear-Diffie-Hellman (BDH) problem

The bilineay

ral

s some algorithms on elliptic curve cryptosystems that are necessary for the securele
public key schemes described in ISO/IEC 15946-5.

ition of cryptographic problems

c curve E/F(q), the base point G € E(F(q)) with order n, and a\poeint PEE(F(q)), the e
te logarithm problem (with respect to the base point G) is(to‘find the integer x € [(
xG if such an x exists.

r of elliptic curve cryptosystems is based on the believed hardness of the elliptic
rithm problem.

ic curve E/F(q), the base point G € E(F(g)) with order n, and points aG, bG € E(F(q)
al elliptic curve Diffie Hellman problem is to compute abG.

of some elliptic curve cryptosystemnisis based on the believed hardness of the computaf
e Diffie Hellman problem.

c curve E/F(q), the base point G € E(F(q)) with order n, and points aG, bG, Y € E(F(q)
liptic curve Diffie'Hellman problem is to decide whether Y = abG or not.

of some elliptic’curve cryptosystems is based on the believed hardness of the decis
e Diffie-Hellman problem.

liptic

liptic
, h-1]

furve

), the

ional

), the

ional

Diffie-Hellman problems are described in two ways according to the correspo

hding

cryptographic bilinear maps.

For two groups <G1> and <G> with order n, a cryptographic bilinear map e: <G1> x <G2> = up, aGy,

bG1 € <G1>, and aGy, cGo € <G>, the bilinear Diffie-Hellman problem is to compute e,(G1, G2)abc.

€ <G1>,

C.2.5 Gap

the bilinear Diffie-Hellman problem is to compute e,(G1, G1)abe.

Diffie-Hellman (GDH) problem

For a group <G> with order n, a cryptographic bilinear map e;: <G1> x <G1> = up, and aGy, bGy cGy

The Gap Diffie-Hellman problem is the Computational Diffie-Hellman problem given access to an oracle
that can solve the Decisional Diffie-Hellman problem.

22
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C.3 Algorithms to determine discrete logarithms on elliptic curves

C.3.1 Security of ECDLP

The security of ECDLP depends on the selection of elliptic curves E/F(q) and the size n of order of the
base point G. In C.3.1 an overview of algorithms to solve ECDLP is given. The elliptic curve E/F(q) should
be chosen to meet the defined security objectives taking into account the following algorithms to solve
ECDLP. The size of n should be set to meet the defined security objectives taking into account the baby-

step-giant-step algorithm and various variants of the Pollard p algorithm.

C.3.2 Overview of algorithms

The fpllowing techniques are available to determine discrete logarithms on an elliptic cury

[he Pohlig-Silver-Hellman algorithm. This is a “divide-and-conquer” method which
discrete logarithm problem for an elliptic curve E defined over F(q) to the discrete log:
dyclic subgroups of prime order dividing #E (F(q)).

[he baby-step-giant-step algorithm and various variants of the (parallel) Pollard-p alg

[he algorithm of Frey-Riick[Z] and the Menezes-Okamoto-Vadstone algorithm[10]
transform the discrete logarithm problem in a cyclic subgroup of E with prime or
allest extension field F(qB) of F(q), such that n divides{g8 - 1). The Frey-Riick alg
nder weaker conditions than the Menezes-Okamoto-Vanstone algorithm.

[he algorithm of Araki-Satohl12], Smart[13] and Semagv[14] solve the discrete logarithmn
an elliptic curve E defined over F(p™) in the case@E(F(p™)) = p™m.

UnliKe the situation of the discrete logarithm in the'multiplicative group of some finite fiel
known “index-calculus” available in the case of@lliptic curves.

NOTE1 The Pohlig-Silver-Hellman and baby-step-giant-step algorithms work generally on all k
curvep while the Frey-Riick, the Menezes-Qkamoto-Vanstone, Araki-Satoh, Smart, and Semaev alg
only dn curves with special properties.

NOTH2  The security of n-bit G against the baby-step-giant-step algorithm and various variants
p algdrithm correspond to 21/2,

(@5). The MOV condition describes the degree of B that ensures that the security

e.

reduces the
irithm in the

orithm.

which both
der n to the
orithm runs

problem for

d, there is no

nds of elliptic
prithms work

of the Pollard

r of #E(F(q))-
ey-Riick and
c curve over
the discrete
in the finite
level of the
n problem in

the finite field case. For some applications based on the Weil and Tate pairing, a reaonably small value

of B such as 6 is preferable.

C.4 Scalar multiplication algorithms of elliptic curve points

C.4.1 Basic algorithm

The computation of multiples of an elliptic curve point is called the scalar multiplication

of an elliptic

curve point. The scalar multiplication of an elliptic curve point is easily done using the “double-and-

add” algorithm. Let k be an arbitrary I-bit positive integer and let k = k11 2/1 +
binary representation of k, where kj1 = 1.

© ISO/IEC 2016 - All rights reserved
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To compute Q = kG, proceed as follows:

a) SetQ:=G.

b) Fori=1[1-2downtoi=0,do:
1) Q:=2Q.

2) Ifk;

=1thenQ:=Q +G.

Hence, for a randomly chosen k it may be expected that the process of computing kG will entail (I-1)
elliptic-curve doublings plus about //2 elliptic-curve additions.

The scalar erultiplication of an elliptic curve point may also be done using the “addition-subtta

algorithm b
integer, and
-1 and no tw

NOTE
lor+1.

Th

To determin

a) SetQ:=
b) Fori=1I
1) Set
2) Ifk;
3) Ifk;

For a rando
elliptic-curv

C.4.2 Algc

ised on the non-adjacent form representation (NAF). Let k be an arbitrary I-bit po
etk =kj2l + k.1 21 + ... + k12 + ko be a signed-binary representation of k, where k; =
o values k;j and k;.+1 are both non-zero.

e NAF representation of k is uniquely determined[4]. The length of NAF representation of k be

e () = kG, proceed as follows:
DE.

lown to i =0, do:

D:=2Q.

=1thenset Q:=Q + G.
=-1thensetQ:=Q - G.

mly chosen k it may be expected that the process of evaluating kG will entail at n
e doublings and about I/3 elliptic-cufve additions.

rithm with pre-computed table

The scalar

ultiplication of an elliptic curve point is easily done using the well-known “win

algorithm. The algorithm consists ‘of two parts: precomputation and main loop. In the precomput
stage, the pojints G; = iG are computed for odd i € [1, 2w-1] for some w > 0, where w determines the g
the pre-computed table. In the.main loop stage, kG is computed by using the pre-computed points

Let k be an drbitrary positive integer and let k = k.1 2F1 +
k, where ki.1|= 1. To cempute Q = kG, proceed as follows:

+ k12 + ko be the binary representat

Precomputation:

"tion”
sitive
0, +1,

fomes

host [

”

dow
ation
ize of

on of

served

a) G1:=G, k=20
b) Fori=1to2w-1-1,do: Gzjs1: = G2i-1 + G2.
— Main loop:
¢ ji=1-1,Q:=G.
d) Whilej=0,do:
1) Ifkj=0,then Q:=2Q andj:=j - 1.
2) Else, h:1: Yjzizeki2t, Q:= 2/-t¥1Q + Gy, for the least integer t such thatj -t + 1 <wand k;= 1, and
ji=t-1.
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