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Foreword

ISO

technplogy, TSO and TEC have established a joint technical committee, [SO/TEC JTT T.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

The

Stan
an In

Attention is drawn to the possibility that some of the elements of this doeument may be the suh
rights| ISO and IEC shall not be held responsible for identifying any or alhsdch patent rights.

ISO/IEC 20000-1 was prepared by Joint Technical Committee . ISO/IEC JTC 1, Information
Subcpmmittee SC 7, Software and systems engineering. This second edition cancels and rep
editiop (ISO/IEC 20000-1:2005), which has been technically revised. The main differences are as

(the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information

ain task of the joint technical committee is to prepare International Standards. Draft
c£lrds adopted by the joint technical committee are circulated to national bodies) for voting. |

o

oser alignment to ISO 9001;
doser alignment to ISO/IEC 27001,

change of terminology to reflect international usage;

mtroduction of the term “service'management system”;

Q

ombining Clauses 3 and, 4 of ISO/IEC 20000-1:2005 to put all management system requ
ne clause;

@]

darification of therequirements for the governance of processes operated by other parties;
darification of the requirements for defining the scope of the SMS;

darification that the PDCA methodology applies to the SMS, including the service

rnational Standard requires approval by at least 75 % of the national bodies-casting a vote.

addition of many more definitions, updates to some definitions and removal of two definitiong;

Part 2.
International
Publication as

ject of patent

technology,
aces the first
follows:

irements into

management

processes, and the services;

introduction of new requirements for the design and transition of new or changed services.

ISO/IEC 20000 consists of the following parts, under the general title Information technology — Service
management:

Part 1: Service management system requirements

Part 2: Guidance on the application of service management systems")

1) To be published. (Technical revision of ISO/IEC 20000-2:2005.)
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— Part 3: Guidance on scope definition and applicability of ISO/IEC 20000-1 [Technical Report]

— Part 4: Process reference model [Technical Report]
— Part 5: Exemplar implementation plan for ISO/IEC 20000-1 [Technical Report]

A process assessment model for service management will form the subject of a future Part 8.
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Introduction

The requirements in this part of ISO/IEC 20000 include the design, transition, delivery and improvement of
services that fulfil service requirements and provide value for both the customer and the service provider. This
part of ISO/IEC 20000 requires an integrated process approach when the service provider plans, establishes,
implements, operates, monitors, reviews, maintains and improves a service management system (SMS).

Co-ordinated integration and implementation of an SMS provides ongoing control and opportunities for
contirjual improvement, greater effectiveness and efficiency. The operation of processes as spgcified in this
part gf ISO/IEC 20000 requires personnel to be well organized and co-ordinated. Appropriaté|tools can be
used o enable the processes to be effective and efficient.

The most effective service providers consider the impact on the SMS through all stages of the sefrvice lifecycle,
from gtrategy through design, transition and operation, including continual improvement.

This part of ISO/IEC 20000 requires the application of the methodology kmown as “Plan-Qo-Check-Act’
(PDCRA) to all parts of the SMS and the services. The PDCA methodology, as applied in this part of
ISO/IEC 20000, can be briefly described as follows.

Plan: |lestablishing, documenting and agreeing the SMS. The SMSuincludes the policies, objectives, plans and
processes to fulfil the service requirements.

Do: implementing and operating the SMS for the design, transition, delivery and improvement of the services.

Check: monitoring, measuring and reviewing the SMS\and the services against the policies, objgctives, plans
and sprvice requirements and reporting the results.

Act: taking actions to continually improve performance of the SMS and the services.

Whern used within an SMS, the following-are the most important aspects of an integrated procgss approach
and the PDCA methodology:

a) understanding and fulfilling-the service requirements to achieve customer satisfaction;
b) tablishing the policy and objectives for service management;

c) esigning and delivering services based on the SMS that add value for the customer;
d) onitoring,fmeasuring and reviewing performance of the SMS and the services;

e) cpntinually improving the SMS and the services based on objective measurements.

Figuré Letra ou DO rean-b dto SMS. : vise'management
processes specified in Clauses 5 to 9, and the services. Each element of the PDCA methodology is a vital part
of a successful implementation of an SMS. The improvement process used in this part of ISO/IEC 20000 is
based on the PDCA methodology.

© ISO/IEC 2011 — All rights reserved Vil
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Figure 1 — PDCA methodology applied to service management

BO/IEC 20000 enables a service provider to integrate its SMSwith’ other management systsd
provider's organization. The adoption of an integrated¢ process approach and the
enables the service provider to align or fully integrate mdltiple management system stan

an SMS can be integrated with a quality management system based on 1SO 9001
bcurity management system based on ISO/IEC 27001

0 is intentionally independent of specific guidance. The service provider can use a combi
ccepted guidance and its own experience.

hternational Standard are responsible far its correct application. An International Standard
include all necessary statutory and\regulatory requirements and contractual obligations

uirements.
ses of research on service 'management standards, users are encouraged to share their
0000-1 and their priorities for changes to the rest of the ISO/IEC 20000 series. Click on th

part in the online survey.

ISO/IEC 20000-1 online survey

ms in
PDCA
jards.
or an

hation

does
pf the
y and

views
e link
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Information technology — Service management —

Part 1:

Service management system requirements

1 Scope

1.1 |General

This part of ISO/IEC 20000 is a service management system (SMS) standard. It specifies require
servide provider to plan, establish, implement, operate, monitor, reviewmaintain and improve
requitements include the design, transition, delivery and improvement.of sérvices to fulfil service

This part of ISO/IEC 20000 can be used by:

a) 4dn organization seeking services from service providersand requiring assurance that
requirements will be fulfilled;

b) dn organization that requires a consistent approach by all its service providers, including tho

ain;

c) service provider that intends to demonstrate its capability for the design, transition,
improvement of services that fulfil service:requirements;

d) dservice provider to monitor, measure and review its service management processes and s

e) g service provider to improve the design, transition and delivery of services thro
implementation and operation'of an SMS;

f) an assessor or auditeras the criteria for a conformity assessment of a service provider'
requirements in this_part of ISO/IEC 20000.

Figure 2 illustrates-san SMS, including the service management processes. The service

processes and-the relationships between the processes can be implemented in different way
servide providers. The nature of the relationship between a service provider and the customer
how the service management processes are implemented.

ments for the
An SMS. The
requirements.

their service

5e in a supply

delivery and

Brvices;

igh effective

b SMS to the

management
5 by different
will influence
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(and other Management responsibility Governance of processes (and other
interested operated by other parties interested
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Resource management
Service . . . .
. Design and transition of new or changed services Services
[Requirements

Service Management System (SMS)

Service delivery processes

Capacity management Service level management Information security
management
Budgeting &

Service continuity & Service reporting

14

Control processes
Configuration management
Change management

Release and deployment
management

Relationship processes
Business relationship
management

Supplier management

Resolution processes
Incident and service request
management

Problem management

1.2 Applic

All requirems
providers, re|
requirements
ISO/IEC 200(

Conformity to
of fulfilling all
processes op

Conformity tg
evidence of f
majority of th
parties for thg

The scope
organizationg
operation of 3

NOTE IS
This includes f

Figure 2 — Service management system

ation
nts in this part of ISO/IEC 20000 are generic and“are intended to be applicable to all s

in Clauses 4 to 9 is not acceptable when a ‘service provider claims conformity to this
0, irrespective of the nature of the service proyider's organization.

the requirements in Clause 4 can only-be demonstrated by a service provider showing evi
of the requirements in Clause 4. A service provider cannot rely on evidence of the governa
erated by other parties for the requirements in Clause 4.

the requirements in Clauses 5 to 9 can be demonstrated by the service provider sh
ulfilling all requirements. Alternatively, the service provider can show evidence of fulfillin
e requirements themselves and evidence of the governance of processes operated by
se processes, or parts of processes, that the service provider does not operate directly.

pf this part of NSO/IEC 20000 excludes the specification for a product or tool. Hov
can use this-part of ISO/IEC 20000 to help them develop products or tools that suppad
n SMS.

D/IEC TR 20000-3 provides guidance on scope definition and applicability of this part of ISO/IEC
irther explanation about the governance of processes operated by other parties.

Brvice

gardless of type, size and the nature of thelservices delivered. Exclusion of any ¢f the

art of

jence
hce of

bwing
g the
other

vever,
rt the

P0000.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

No normative references are cited. This clause is included in order to ensure clause numbering is identical
with ISO/IEC 20000-2:—, Information technology — Service management — Part 2: Guidance on the
application of service management systems?2),

2) To be publ

ished.
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1

availability

ability of a service or service component to perform its required function at an agreed instant or over an
agreed period of time

NOTE Availability is normally expressed as a ratio or percentage of the time that the service or service component is
actually available for use by the customer to the agreed time that the service should be available.

3.2
configuration baseline
configuration information formally designated at a specific time during a service or service-compdnent's life

NOTE|1 Configuration baselines, plus approved changes from those baselines, constitute-the current configuration
informition.

NOTE|2  Adapted from ISO/IEC/IEEE 24765:2010.

3.3
configuration item
Cl
elemént that needs to be controlled in order to deliver a service or_services

3.4
configuration management database
CMDB
data s$tore used to record attributes of configuration‘items, and the relationships between configuration items,
throughout their lifecycle

3.5
contipual improvement
recurfing activity to increase the ability to fulfil service requirements

NOTE] Adapted from ISO 9000:2005.

3.6
corrective action
actior] to eliminate the‘cause or reduce the likelihood of recurrence of a detected nonconfoiqmity or other
undegirable situation

NOTE Adapted from ISO 9000:2005.
3.7

custgmer
organizatiom or partof an organization that Teceives a SeTVICE Or SETVICES

NOTE 1 A customer can be internal or external to the service provider's organization.
NOTE 2  Adapted from ISO 9000:2005.

3.8

document

information and its supporting medium

[ISO 9000:2005]

EXAMPLES Policies, plans, process descriptions, procedures, service level agreements, contracts or records.

© ISO/IEC 2011 — All rights reserved 3
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NOTE 1

NOTE 2

3.9

The documentation can be in any form or type of medium.

In ISO/IEC 20000, documents, except for records, state the intent to be achieved.

effectiveness
extent to which planned activities are realized and planned results achieved

[1SO 9000:2005]

3.10
incident

unplanned interruption to a service, a reduction in the quality of a service or an event that hasnn
impacted the [service to the customer

3.1
information
preservation
NOTE 1 In
involved.
NOTE 2 Th

ISO/IEC 2000(
NOTE3 Ad

3.12

ecurity
pf confidentiality, integrity and accessibility of information

addition, other properties such as authenticity, accountability, non-repudiation and reliability can 4

which would not be appropriate for this definition.

ppted from ISO/IEC 27000:2009.

information gecurity incident

single or a sg

ries of unwanted or unexpected information security events that have a significant probab

compromising business operations and threatening information security

[ISO/IEC 270

3.13

£0:2009]

interested party

person or grq
activities

EXAMPLES
unions or partn

NOTE 1
NOTE2 Ad

3.14

up having a specific interest-in the performance or success of the service provider's acti

Customers, ownersy~\management, people in the service provider's organization, suppliers, ba
ers.

A group can comprise an organization, a part thereof, or more than one organization.

ppted from 1SO 9000:2005.

Dt yet

Iso be

b term “availability” has not been used in this definition because.it_is a defined term in this part of

lity of

ity or

nkers,

internal group

part of the service provider's organization that enters into a documented agreement with the service provider
to contribute to the design, transition, delivery and improvement of a service or services

NOTE

3.15
known error

The internal group is outside the scope of the service provider's SMS.

problem that has an identified root cause or a method of reducing or eliminating its impact on a service by
working around it

3.16

nonconformity
non-fulfilment of a requirement

© ISO/IEC 2011 — All rights reserved
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[ISO 9000:2005]

3.17

organization

group of people and facilities with an arrangement of responsibilities, authorities and relationships

EXAMPLES Company, corporation, firm, enterprise, institution, charity, sole trader, association, or parts or
combination thereof.

NOTE 1 The arrangement is generally orderly.

NOTE 2  An organization can be public or private.

[1SO $000:2005]

3.18
prevdntive action
actior] to avoid or eliminate the causes or reduce the likelihood of occurrence of a~potential norjconformity or
other|potential undesirable situation

NOTE] Adapted from ISO 9000:2005.

3.19
problem
root cause of one or more incidents

NOTE] The root cause is not usually known at the time a preblem record is created and the problem management
procegs is responsible for further investigation.

3.20
procgdure
specified way to carry out an activity or a process

[ISO 9000:2005]
NOTE Procedures can be documentedor not.

3.21
procgss
set of|interrelated or interacting activities which transforms inputs into outputs

[1SO $000:2005]
3.22

record
docurhent(stating results achieved or providing evidence of activities performed

[ISO 966626651

EXAMPLES Audit reports, incident reports, training records or minutes of meetings.

3.23

release

collection of one or more new or changed configuration items deployed into the live environment as a result of
one or more changes

3.24

request for change
proposal for a change to be made to a service, service component or the service management system

© ISO/IEC 2011 — All rights reserved 5
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NOTE
required.

3.25
risk

effect of uncertainty on objectives

effect is a deviation from the expected — positive and/or negative.

nt levels (such as strategic, organization-wide, project, product and process).

A change to a service includes the provision of a new service or the removal of a service which is no longer

Objectives can have different aspects (such as financial, health and safety, and environmental goals) and can

NOTE 1 An
NOTE 2

apply at differe
NOTE3  Ri
NOTE4 RIis
circumstances
[ISO 31000:2
3.26

service
means of del
NOTE1 Se
NOTE 2 A 9
a supplier.
3.27

service com
single unit of
EXAMPLES
NOTE A 4
3.28

service cont
capability to
continually d¢g
3.29

service level
SLA
documented
targets

NOTE 1 A

k is often characterized by reference to potential events and consequences, or a combination of thes

k is often expressed in terms of a combination of the consequences of an event (including.chan
and the associated likelihood of occurrence.

P09]

vering value for the customer by facilitating results the customer wanis to achieve
Fvice is generally intangible.

ervice can also be delivered to the service provider by a supplier;“an internal group or a customer ac

ponent
A service that when combined with other unitsowill deliver a complete service

Hardware, software, tools, applications, decumentation, information, processes or supporting serviq
ervice component can consist of one-er more configuration items.
nuity
manage risks and events that could have serious impact on a service or services in or
liver services at agreed levels
agreement

agreement between the service provider and customer that identifies services and s

13

ges in

ing as

eS.

der to

Brvice

SETVICE fevetagreement cam also be established between the Service provider anda suppiier, am i

group or a customer acting as a supplier.

NOTE 2

3.30

A service level agreement can be included in a contract or another type of documented agreement.

service management
set of capabilities and processes to direct and control the service provider's activities and resources for the

design, transi

3.31

tion, delivery and improvement of services to fulfil the service requirements

service management system

SMS
management

system to direct and control the service management activities of the service provider

ternal

© ISO/IEC 2011 — All rights reserved
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NOTE 1 A management system is a set of interrelated or interacting elements to establish policy and objectives and to
achieve those objectives.

NOTE 2 The SMS includes all service management policies, objectives, plans, processes, documentation and
resources required for the design, transition, delivery and improvement of services and to fulfil the requirements in this part
of ISO/IEC 20000.

NOTE 3  Adapted from the definition of “quality management system” in ISO 9000:2005.
3.32

service provider
organization or part of an organization that manages and delivers a service or services to the customer

NOTE] A customer can be internal or external to the service provider's organization.

3.33
service request
request for information, advice, access to a service or a pre-approved change

3.34
servi¢e requirement
needs of the customer and the users of the service, including service level requirements, and thg needs of the
servide provider

3.35
supplier
organfization or part of an organization that is external to the\service provider's organization and enters into a
contract with the service provider to contribute to the design,/transition, delivery and improvement of a service
or selvices or processes

NOTE Suppliers include designated lead suppliers but not their sub-contracted suppliers.
3.36
top management

person or group of people who direct and control the service provider at the highest level
NOTE] Adapted from ISO 9000:2005:

3.37

transjtion
activifies involved in moying a new or changed service to or from the live environment

4 $ervice-management system general requirements

4.1 [Management responsibility

411 Management commitment

Top management shall provide evidence of its commitment to planning, establishing, implementing, operating,
monitoring, reviewing, maintaining, and improving the SMS and the services by:

a) establishing and communicating the scope, policy and objectives for service management;

b) ensuring that the service management plan is created, implemented and maintained in order to adhere to
the policy, achieve the objectives for service management and fulfil the service requirements;

¢c) communicating the importance of fulfilling service requirements;

d) communicating the importance of fulfilling statutory and regulatory requirements and contractual
obligations;
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e) ensuring the provision of resources;

f)

conducting management reviews at planned intervals;

g) ensuring that risks to services are assessed and managed.

4.1.2 Service management policy

Top management shall ensure that the service management policy:

is appropriate to the purpose of the service provider;

a)
b) includes
¢) includes
policy on
d) provides
e) iscomm
f) is review
4.1.3 Authd

Top managef

a)

b)

service n

documer

4.1.4 Mana

Top manage
responsibilitig

a)

b)

c)

d)

e)

ensuring

a commitment to fulfil service requirements;

a commitment to continually improve the effectiveness of the SMS and the services)through the

continual improvement in Clause 4.5.5.1;

a framework for establishing and reviewing service management objectives;
inicated and understood by the service provider's personnel,

ed for continuing suitability.

rity, responsibility and communication

nent shall ensure that:

nanagement authorities and responsibilities are defined and maintained;

ted procedures for communication are established and implemented.

gement representative

ment shall appoint a member of the service provider's management who, irrespective of
s, has the authorities and responsibilities that include:

that activities are performed-to identify, document and fulfil service requirements;

assigning authorities and respansibilities for ensuring that service management processes are des

impleme
ensuring

ensuring
regulator

hted and improved.in accordance with the policy and objectives for service management;
that service management processes are integrated with the other components of the SMS;

that assets, including licences, used to deliver services are managed according to statuto
y requirements and contractual obligations;

other

gned,

y and

reportin
services.

to top Tramagement o the performanceand-opportunities for improverment to the SMSa

4.2 Governance of processes operated by other parties

d the

For the processes in Clauses 5 to 9, the service provider shall identify all processes, or parts of processes,
which are operated by other parties. Other parties can be an internal group, a customer or a supplier. The
service provider shall demonstrate governance of processes operated by other parties by:

a) demonstrating accountability for the processes and authority to require adherence to the processes;

b)

c)

controlling the definition of the processes, and interfaces to other processes;

determin

ing process performance and compliance with process requirements;
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ontrolling the planning and prioritizing of process improvements.

When a supplier is operating parts of the processes, the service provider shall manage the supplier through
the supplier management process. When an internal group or a customer is operating parts of the processes,
the service provider shall manage the internal group or the customer through the service level management

proce

NOTE

4.3

SS.

ISO/IEC TR 20000-3 provides guidance on scope definition and applicability of this part of ISO/IEC 20000.
This includes further explanation about the governance of processes operated by other parties.

Documentation management

4.31

The ¢
opera

a) d

b) d

Q.

c)
d) d
e) d
fy d
9) d

h)

= Q

4.3.2

Docu
contrg

A do
contrg

a) G

b) G

Establish and maintain documents

ervice provider shall establish and maintain documents, including records, to ensure effed
tion and control of the SMS. These documents shall include:

locumented policy and objectives for service management;

ocumented service management plan;

locumented policies and plans created for specific processes as required by this part of ISO
locumented catalogue of services;

ocumented SLAs;

ocumented service management processes;

locumented procedures and records requireddy this part of ISO/IEC 20000;

dditional documents, including those ofexternal origin, determined by the service provider
b ensure effective operation of the SMS and delivery of the services.

Control of documents

ments required by the SMS shall be controlled. Records are a special type of document
lled according to the requirements given in Clause 4.3.3.

umented procedure, including the authorities and responsibilities, shall be established
Is needed to:

reate and approve documents prior to issue;

ommunicate to interested parties about new or changed documents;

tive planning,

IEC 20000;

asS necessary

and shall be

to define the

c) review and maintain documents as necessary;

d) ensure that changes and the current revision status of documents are identified;

e) ensure that relevant versions of applicable documents are available at points of use;

f)  ensure that documents are readily identifiable and legible;

g) ensure that documents of external origin are identified and their distribution controlled;

h) prevent the unintended use of obsolete documents and apply suitable identification to them if they are
retained.
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4.3.3

Control of records

Records shall be kept to demonstrate conformity to requirements and the effective operation of the SMS.

A documented procedure shall be established to define the controls needed for the identification, storage,
protection, retrieval, retention and disposal of records. Records shall be legible, readily identifiable and

retrievable.

4.4 Resource management

4.41

Provision of resources

The service ;Lrovider shall determine and provide the human, technical, information and financial _resd

needed to:
a) establish

b) enhance

4.4.2 Humdn resources

The service
competent orf

a) determin
b) where af
c) evaluate
d) ensure t

objective
e) maintain

4.5 Establish and improve the SMS

4.5.1 Defin

The service
scope shall b
delivered.

The service

, implement and maintain the SMS and the services, and continually improve their effective

customer satisfaction by delivering services that fulfil service requirements,

provider's personnel performing work affecting conformity (e -Service requirements sh
the basis of appropriate education, training, skills and experience. The service provider sh

e the necessary competence for personnel;
plicable, provide training or take other actions torachieve the necessary competence;

the effectiveness of actions taken;

urces

eSS,

Al be
all:

nat its personnel are aware of how they'contribute to the achievement of service managé¢ment

s and the fulfilment of service requirements;

appropriate records of education; training, skills and experience.

b scope

provider shall.define and include the scope of the SMS in the service management plar]
e defined-by-the name of the organizational unit providing the services, and the services

provider shall also take into consideration other factors affecting the services to be del

. The
to be

vered

including:

a) geographical location(s) from which the service provider delivers the services;

b)
c)

NOTE

10

the customer and their location(s);

technology used to provide the services.

ISO/IEC TR 20000-3 provides guidance on scope definition and applicability of this part of ISO/IEC 20000.
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Plan the SMS (Plan)

The service provider shall create, implement and maintain a service management plan. Planning shall take
into consideration the service management policy, service requirements and requirements in this part of
ISO/IEC 20000. The service management plan shall contain or include a reference to at least the following:

a) service management objectives that are to be achieved by the service provider;

b) service requirements;

c) k

nown limitations which can impact the SMS;

d)

licies, standards, statutory and regulatory requirements and contractual obligations;

e) flamework of authorities, responsibilities and process roles;

f)

g)

h)

uthorities and responsibilities for plans, service management processes and services;

uman, technical, information and financial resources necessary to achieve the service
bjectives;

pproach to be taken for working with other parties involved in\thé design and transiti
anged services process;

pproach to be taken for the interfaces between service management processes and their in

the other components of the SMS;

) 9

pproach to be taken for the management of risks .and the criteria for accepting risks;

k) téchnology used to support the SMS;

) K

Plans
mana

applid
4.5.3

The
impro

a) 4

b) 34

ow the effectiveness of the SMS and the\services will be measured, audited, reported and i
created for specific processes shall be aligned with the service management plan.

gement plan and plans created. for specific processes shall be reviewed at planned inf
able, updated.

Implement and operate the SMS (Do)

service provider-'shall implement and operate the SMS for the design, transition,

management

bn of new or

tegration with

mproved.

The service
ervals and, if

delivery and

vement of seryices according to the service management plan, through activities including at least:

llocation and-management of funds and budgets;

ssignment of authorities, responsibilities and process roles;

c) nmanagement of human, technical and information resources:

d) identification, assessment and management of risks to the services;

e) management of service management processes;

f)  monitoring and reporting on performance of service management activities.

454

4.54.

Monitor and review the SMS (Check)

1 General

The service provider shall use suitable methods for monitoring and measuring the SMS and the services.
These methods shall include internal audits and management reviews.

© ISO/IEC 2011 — All rights reserved
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The objectives of all internal audits and management reviews shall be documented. The internal audits and
management reviews shall demonstrate the ability of the SMS and the services to achieve service
management objectives and fulfil service requirements. Nonconformities shall be identified against the
requirements in this part of ISO/IEC 20000, the SMS requirements identified by the service provider or the
service requirements.

The results of internal audits and management reviews, including nonconformities, concerns and actions
identified, shall be recorded. The results and actions shall be communicated to interested parties.

d the

4.5.4.2 Internal audit

The service provider-shattcomductintermataudits;at-ptanmed-intervats;todetermime-whetherthe-SS—=
services:

a) fulfil the frequirements in this part of ISO/IEC 20000;

b) fulfil the $ervice requirements and the SMS requirements identified by the service provider;

c) are effectively implemented and maintained.

There shall pe a documented procedure including the authorities and responsibilities for planning and

conducting ayidits, reporting results and maintaining audit records.

An audit pro

processes and areas to be audited, as well as the results of previous audits. The audit criteria,

frequency an

The selection
shall not audi

jramme shall be planned. This shall take into consideration.the status and importance
qg

b

l methods shall be documented.

of auditors and conduct of audits shall ensure objectivity and impartiality of the audit. AU
f their own work.

Nonconformi
responsible

without undue delay to eliminate nonconformitiesCand their causes. Follow-up activities shall inclug
verification of| the actions taken and the reporting of results.

NOTE S

4543 M

Top manage
suitability and
for changes t

The input to 1

bf the
cope,

ditors

ies shall be communicated, prioritized and responsibility allocated for actions. The manag¢ment

r the area being audited shall ensure:that any corrections and corrective actions are

ISO 19011 for guidance on management systems auditing.

nagement review

ment shall review.the SMS and the services at planned intervals to ensure their con
effectiveness, This review shall include assessing opportunities for improvement and the
b the SMS, including the policy and objectives for service management.

hanagement reviews shall include at least information on:

taken
e the

inued
need

r feedback;

a) custome
b)

c) currenta
d) currenta
e) risks;

f)

9)

h) status of
12

service and process performance and conformity;

nd forecast human, technical, information and financial resource levels;

nd forecast human and technical capabilities;

results and follow-up actions from audits;

results and follow-up actions from previous management reviews;

preventive and corrective actions;
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changes that could affect the SMS and the services;

opportunities for improvement.

Records of management reviews shall be maintained.

The records from the management review shall include at least decisions and actions related to resources,
improvement of the effectiveness of the SMS and improvement of the services.

4.5.5 Maintain and improve the SMS (Act)

4.5.5.1 General

Therqg shall be a policy on continual improvement of the SMS and the services. The pelicy
evalugtion criteria for the opportunities for improvement.

Therg shall be a documented procedure including the authorities and respensibilities fq
docurhenting, evaluating, approving, prioritizing, managing, measuring and.(reporting of in
Opportunities for improvement, including corrective and preventive actions, shallbe documented
The dause of identified nonconformities shall be corrected. Corrective a€tions shall be taken to
causs

NOTE| For more information on corrective and preventive action, see ISO 9001:2008, Clause 8.5.

4552 Management of improvements

Opportunities for improvement shall be prioritized. The' service provider shall use the evaluation
policyl on continual improvement, when making degisions on opportunities for improvement.

Apprqved improvements shall be planned,

The srvice provider shall manage improvement activities that include at least:

a)

b)
c)

d)

e)

5

5.1

0

etting targets for improvements in one or more of quality, value, capability, cost, producti
tilization and risk reduction;

)

D

nsuring that approvedimprovements are implemented;

=

bvising the service management policies, plans, processes and procedures, where necessd

shall include

r identifying,
nprovements.

eliminate the

of identified nonconformities in order to prevent recurrence. Preventive actions shall be taken in order
to eliminate the cause of potential nonconformities in order to prevent.occurrence.

criteria in the

vity, resource

y;

easuring implemented improvements against the targets set and where targets are not achieved, taking

cessary actions;

reporting on implemented improvements.

Design and transition of new or changed services

General

The service provider shall use this process for all new services and changes to services with the potential to
have a major impact on services or the customer. The changes that are in the scope of Clause 5 shall be
determined by the change management policy agreed as part of the change management process.

Assessment, approval, scheduling and reviewing of new or changed services in the scope of Clause 5 shall
be controlled by the change management process. The Cls affected by new or changed services in the scope
of Clause 5 shall be controlled by the configuration management process.

© ISO/IEC 2011 — All rights reserved
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The service provider shall review outputs from the planning and design activities for new or changed services
against the agreed service requirements and the relevant requirements given in Clauses 5.2 and 5.3. Based
on the review, the service provider shall accept or reject the outputs. The service provider shall take
necessary actions to ensure that the development and transition of the new or changed services can be

performed effectively, using the accepted outputs.

NOTE

internal group or a supplier in order to satisfy business needs or to improve the effectiveness of the services.

5.2 Plan new or changed services

The need for a new service or a change to a service can originate from the customer, the service provider, an

The service p : Aty : p ehanged

services shal be planned to fulfil the service requirements. Planning for the new or changed services'shall be

agreed with the customer and interested parties.

As input to planning, the service provider shall take into consideration the potential financial, organizafional,

and technical impact of delivering the new or changed services. The service provider shall also take into

consideration| the potential impact of the new or changed services on the SMS.

Planning for the new or changed services shall contain or include a reference to at (east the following:

a) authoritigs and responsibilities for design, development and transition activities;

b) activities|to be performed by the service provider and other parties.including activities across inteffaces
from the [service provider to other parties;

c) communjcation to interested parties;

d) human, Tchnical, information and financial resources;

e) timescalgs for planned activities;

f) identificgtion, assessment and management ofrisks;

g) dependepcies on other services;

h) testing required for the new or changed services;

i)  service dcceptance criteria;

i) expected outcomes from delivering the new or changed services, expressed in measurable terms.

For services that are to besremoved, the service provider shall plan for the removal of the service(s). Plgnning

shall include [the date(s){for the removal, archiving, disposal or transfer of data, documentation and sgrvice

components.|[The serviee components can include infrastructure and applications with associated licencgs.

The service provider shaII |dent|fy other part|es who will contrlbute to the provrsmn of serV|ce compone ts for

the new or ch v i

The results of the evaluatron shaII be recorded and necessary actions taken.

5.3 Design and development of new or changed services

The new or changed services shall be designed and documented to include at least:

a) authorities and responsibilities for delivery of the new or changed services;

b) activities to be performed by the service provider, customer and other parties for delivery of the new or
changed services;

c) new or changed human resource requirements, including requirements for appropriate education, training,
skills and experience;
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nancial resource requirements for delivery of the new or changed services;
ew or changed technology to support the delivery of the new or changed services;

ew or changed plans and policies as required by this part of ISO/IEC 20000;

g) new or changed contracts and other documented agreements to align with changes in service
requirements;

h) c

i) n

hanges to the SMS;

ew or changed SLAs;

j)
k)

pdates to the catalogue of services;

rocedures, measures and information to be used for the delivery of the new or chariged ser

The dervice provider shall ensure that the design enables the new or changed-services to ful

requi
The n

NOTE
or the

5.4

The n
desig
by th
provig

ments.
ew or changed services shall be developed in accordance with the documented design.

For further information about design, see the design and development process in ISO 9001:2(
architectural design process in ISO/IEC 15288:2008, Clause 6.4.3.

Transition of new or changed services

ew or changed services shall be tested to verify that\they fulfil the service requirements ang
. The new or changed services shall be verifiedyagainst service acceptance criteria agreg
b service provider and interested parties. If>the service acceptance criteria are not me
er and interested parties shall make a degision on necessary actions and deployment.

The felease and deployment management process shall be used to deploy approved new

Servid

FolloV

es into the live environment.

the oditcomes achieved againstthe expected outcomes.

6

[da)

6.1

The ¢

pervice delivery processes

Service level management

erviceprovider shall agree the services to be delivered with the customer.

vices.

il the service

08, Clause 7.3

documented
d in advance
, the service

or changed

ving the completion of the transition activities, the service provider shall report to interested parties on

The 1

erviCe provider shall agree a catalogue of services with the customer. The catalogue of

services shall

include the dependencies between services and service components.

For each service delivered, one or more SLAs shall be agreed with the customer. When creating SLAs, the
service provider shall take into consideration the service requirements. SLAs shall include agreed service
targets, workload characteristics and exceptions.

The s

ervice provider shall review services and SLAs with the customer at planned intervals.

Changes to the documented service requirements, catalogue of services, SLAs and other documented
agreements shall be controlled by the change management process. The catalogue of services shall be
maintained following changes to services and SLAs to ensure that they are aligned.

© ISO/IEC 2011 — All rights reserved
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The service provider shall monitor trends and performance against service targets at planned intervals.
Results shall be recorded and reviewed to identify the causes of nonconformities and opportunities for
improvement.

For service components provided by an internal group or the customer, the service provider shall develop,
agree, review and maintain a documented agreement to define the activities and interfaces between the two
parties. The service provider shall monitor performance of the internal group or the customer against agreed
service targets and other agreed commitments, at planned intervals. Results shall be recorded and reviewed

to identify the

causes of nonconformities and opportunities for improvement.

6.2 Service reporting

The descripti
data source(g

Service repo
activities, incl

a) performg
b) relevant
changed
c) workload
d) detected
or the se
e) trend infq
f)  customef
measure
The service

agreed actior]

bn of each service report, including its identity, purpose, audience, frequency and details
), shall be documented and agreed by the service provider and interested parties.

ts shall be produced for services using information from the delivery of serviees ‘and the
uding the service management processes. Service reporting shall include at least:

nce against service targets;

information about significant events including at least major incidents, deployment of n
services and the service continuity plan being invoked;

characteristics including volumes and periodic changes in-Workload;

nonconformities against the requirements in this part of ISO/IEC 20000, the SMS require
Fvice requirements and their identified causes;

rmation;
satisfaction measurements, service complaints and results of the analysis of satisf

ments and complaints.

s shall be communicated to interested parties.

6.3 Servide continuity and availability management

6.3.1 Servi
The service
service provi
availability re

Ce continuity and\availability requirements

rovider shall ‘assess and document the risks to service continuity and availability of service
Her shall-identify and agree with the customer and interested parties service continuit
quirements. The agreed requirements shall take into consideration applicable business

service requifements, SLAs and risks.

brovider shall make decisions and take actions based on the findings in service reporty.

of the

SMS

EW or

ments

hction

The

5. The
y and
blans,

The agreed sérvice continuity and availability requirements shall include at least.

a) accessri

ghts to the services;

b) service response times;

c)

end to end availability of services.

6.3.2 Service continuity and availability plans

The service provider shall create, implement and maintain a service continuity plan(s) and an availability
plan(s). Changes to these plans shall be controlled by the change management process.

16

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=b3778068bd1141f65f1b79dce44a6b21

The s

ISO/IEC 20000-1:2011(E)

ervice continuity plan(s) shall include at least:

a) procedures to be implemented in the event of a major loss of service, or reference to them;

b) availability targets when the plan is invoked,;

C) recovery requirements;

d) approach for the return to normal working conditions.

The service continuity plan(s), contact lists and the CMDB shall be accessible when access to normal service
locations is prevented.

The 4

The ¢
availg

NOTE

6.3.3

Availg
non-a

Servi
testeq
major
The r

contir
actior

6.4

Therg
finand

Therg

a) b

vailability plan(s) shall include at least availability requirements and targets.

ervice provider shall assess the impact of requests for change on the service contindity pl
bility plan(s).

The service continuity plan(s) and availability plan(s) can be combined into one-document.
Service continuity and availability monitoring and testing

bility of services shall be monitored, the results recorded and,compared with agreed target
vailability shall be investigated and necessary actions taken.

e continuity plans shall be tested against the service _¢ontinuity requirements. Availability

against the availability requirements. Service coptinuity and availability plans shall be r|
changes to the service environment in which the:service provider operates.

uity plan has been invoked. Where defieiencies are found, the service provider shall ta
s and report on the actions taken.

Budgeting and accounting for services

shall be a defined interfacesbetween the budgeting and accounting for services proce
ial management processes;

shall be policies and:documented procedures for:
Idgeting and accounting for service components including at least
assets™~including licences — used to provide the services,

shared resources,

an(s) and the

s. Unplanned

plans shall be
b-tested after

Bsults of the tests shall be recorded. Reviews shall be conducted after each test and aftér the service

KE necessary

ss and other

overheads,

4) capital and operating expenses,

5) externally supplied services,

6) personnel,

7) facilities;

b) apportioning indirect costs and allocating direct costs to services, to provide an overall cost for each
service;

c) effective financial control and approval.

© ISO/IEC 2011 — All rights reserved
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Costs shall be budgeted to enable effective financial control and decision-making for services delivered.

The service provider shall monitor and report costs against the budget, review the financial forecasts and
manage costs.

Information shall be provided to the change management process to support the costing of requests for

change.

NOTE
process exclud

6.5 Capacitymenagement—™ ™ ™XM89 —8M8M8M8M M M

The service |
interested pa

The service provider shall create, implement and maintain a capacity plan taking into cansideration h

technical, infq
management

The capacity

a) current g
b) expected
c) time-sca
d) potential
e) potential
f)  procedun

The service |
provider shal

6.6 Inforn

6.6.1 Inforn
Management
the service 1
shall:

es charging.

rovider shall identify and agree capacity and performance requirements with the custome
ties.

rmation and financial resources. Changes to the capacity plan shall be controlled by the ¢
process.

plan shall include at least:

nd forecast demand for services;

impact of agreed requirements for availability, service gontinuity and service levels;

es, thresholds and costs for upgrades to service capacity;

impact of statutory, regulatory, contractual or organizational changes;

impact of new technologies and new techniques;

es to enable predictive analysis, or reference to them.

rovider shall monitor capacity.lusage, analyse capacity data and tune performance. The s
provide sufficient capacityte-fulfil agreed capacity and performance requirements.

ation security management

hation security policy

with apprepriate authority shall approve an information security policy taking into conside

Many service providers charge for their services. The scope of the budgeting and accounting for services

r and

iman,
nange

Brvice

ration

equirements, statutory and regulatory requirements and contractual obligations. Managément

a) commun

cate the Information security policy and the Importance or contorming 1o the poliCy 10 appro

personnel within the service provider, customer and suppliers;

b)

c)

ensure that information security management objectives are established;

accepting risks;

d)
e)

f)

18

ensure that information security risk assessments are conducted at planned intervals;
ensure that internal information security audits are conducted,;

ensure that audit results are reviewed to identify opportunities for improvement.

priate

define the approach to be taken for the management of information security risks and the criteria for
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Information security controls

The service provider shall implement and operate physical, administrative and technical information security
controls in order to:

a) preserve confidentiality, integrity and accessibility of information assets;

b) fulfil the requirements of the information security policy;

c) achieve information security management objectives;

d) manage risks related to information security.

Thesl information security controls shall be documented and shall describe the risks to which
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their operation and maintenance.

lervice provider shall review the effectiveness of information security controls. The service
ecessary actions and report on the actions taken.

ervice provider shall identify external organizations that have a need te access, use of
e provider's information or services. The service provider shall ‘document, agree ar

information security controls with these external organizations.
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Information security changes and incidents
psts for change shall be assessed to identify:
ew or changed information security risks;

otential impact on the existing information segurity policy and controls.

Infornpation security incidents shall be managed using the incident management procedures,
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priate to the information security risks. The service provider shall analyse the types,
ts of information security incidents:” Information security incidents shall be reported ang
y opportunities for improvement.

The ISO/IEC 27000 family of standards specifies requirements and provides guidance
hentation and operation of.an-information security management system.

Relationship'processes

Business relationship management

ervice provider shall identify and document the customers, users and interested parties of t

the controls

provider shall
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e services.

For each customer, the service provider shall have a designated individual who is responsible for managing
the customer relationship and customer satisfaction.

The service provider shall establish a communication mechanism with the customer. The communication
mechanism shall promote understanding of the business environment in which the services operate and
requirements for new or changed services. This information shall enable the service provider to respond to

these

requirements.

The service provider shall review the performance of the services at planned intervals, with the customer.

Changes to the documented service requirements shall be controlled by the change management process.
Changes to the SLAs shall be co-ordinated with the service level management process.
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The definition of a service complaint shall be agreed with the customer. There shall be a documented
procedure to manage service complaints from the customer. The service provider shall record, investigate, act
upon, report and close service complaints. Where a service complaint is not resolved through the normal
channels, escalation shall be provided to the customer.

The service provider shall measure customer satisfaction at planned intervals based on a representative

sample of the customers and users of the services. The results shall be analysed and reviewed to identify
opportunities for improvement.

7.2 Supplier management

The service providermay USe SUppIErs to implementand-operate some parts of the Service managgment
processes. Ap example of supply chain relationships is illustrated in Figure 3.
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Figure 3 — Example of supply chain-relationships

For each supplier, the service provider shall have a designated individual who is responsible for managipg the
relationship, he contract and performance of the supplier:

The service grovider and the supplier shall agree a@documented contract. The contract shall contain or irjclude
a reference t¢:

a) scope of|the services to be delivered by-the supplier;

b) dependehcies between services, pracesses and the parties;

c) requiremeents to be fulfilled by the supplier;

d) service targets;

e) interfacep between service management processes operated by the supplier and other parties;

f)  integratign<fthe supplier's activities within the SMS;

g) workload characteristics;

h) contract exceptions and how these will be handled;

i) authorities and responsibilities of the service provider and the supplier;
j)  reporting and communication to be provided by the supplier;

k) basis for charging;

I) activities and responsibilities for the expected or early termination of the contract and the transfer of
services to a different party.
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