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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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hin changes compared to the previous edition are as follows:
P scope has changed.to include the energy oil sector;

is document hds been changed from a Technical Report to an International Standar

e previous edition was aligned with ISO/IEC 27002:2005. The new structure has|
th ISO/IEC 27002:2013;

e titlehas been changed.

and does not

ic terms and

sions related to conformity assessment, as well as information about ISO's adherence to the

the following

n technology,

rst edition cancels and replages the first edition of ISO/IEC TR 27019:2013, which has been

d;

been aligned

A%

technological developments in the energy sector.
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Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.

This corrected version of ISO 27019:2017 corrects "should" into "shall" in Table A.1, 11.1.7
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0 Introduction

0.1 Background and context

This document provides guiding principles based on ISO/IEC 27002:2013 “Code of practice for
information security controls” for information security management applied to process control
systems as used in the energy utility industry. The aim of this document is to extend the contents of
ISO/IEC 27002:2013 to the domain of process control systems and automation technology, thus allowing
the energy utility industry to implement a standardized and specific information security management
system (ISMS) that is in accordance with ISO/IEC 27001:2013 and extends from the business to the

process contr

In addition t¢ the security objectives and measures that are set forth in ISO/IEC 27002:20
process contifol systems used by energy utilities and energy suppliers are subject to further

requirements| In comparison with conventional ICT environments (e.g. office IT, energy ft
systems), theffe are fundamental and significant differences with respect to the developnrent, ope
repair, maint¢nance and operating environment of process control systems. Furthérmore, the p
technology refferred to in this document can represent integral components of critical infrastru
This means they are therefore essential for the secure and reliable operation‘of such infrastru
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form complex
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ol level.

tions and characteristics need to be taken into due consideration by the manag
process control systems and justify separate consideratien’ within the ISO/IEC

vpoint of design and function, process control systéms used by the energy utility
formation processing systems. They collect process data and monitor the status

ns using actuators. The control and regulation is automatic but manual intervent
sonnel is also possible. Information and nformation processing systems are thg
art of operational processes within enefgy utilities. This means that it is importa
rotection measures be applied in the same manner as for other organizational unit

hardware (e.g. programmable logic) components based on standard ICT tech
ply utilized in process contrel~environments and are also covered in this doc
process control systems in‘the energy utility sector are increasingly interconne
systems. Risks arising from this trend need to be considered in a risk assessment.

on and information processing systems in process control environments are also ej
ing number of threats and vulnerabilities. It is therefore essential that, in the p
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27000

sector
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bsses using sensors. The systems then process.this data and generate control outputs that
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ht that
.

hology
hment.
ted to
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n of the energy utility industry, adequate information security is achieved thro

'mation(security in the process control domain of the energy utility sector can be ac

gh the

bn and continuous improvement of an ISMS in accordance with ISO/IEC 27001:2013.

ieved

utilities in society and to the economic necessity of a secure and reliable energy supply. Ultimately,
the overall success of the cybersecurity of energy industries is based on collaborative efforts by all

stakeholders

0.2 Security

(vendors, suppliers, customers, etc.).

considerations for process control systems used by the energy utilities

The requirement for a general and overall information security framework for the process control
domain of the energy utility industry is based on several basic requirements:

a) Customers expect a secure and reliable energy supply.

b) Legal and regulatory requirements demand safe, reliable and secure operation of energy supply

systems.

viii
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c) Energy providers require information security in order to safeguard their business interests, meet
customers’ needs and comply with the legal regulations.

0.3 Information security requirements

It is essential that energy utility organizations identify their security requirements. There are three
main sources of security requirements:

a) The results of an organization’s risk assessment, taking into account the organization’s general
business strategies and objectives. Through a risk assessment, risk sources and events are
identified; potential consequences and likelihood of the occurrence of the risks are assessed.

b) The
h
safeguarding a reliable, effective and secure energy supply as well as the reliable fulfilment of the
reguirements of a deregulated energy market, in particular the reliable and secure trjansfer of data
with external parties.

c) The specific principles, objectives and business requirements placed)on informatign processing,
which were developed by the organization for supporting its busin€ss operations.

NOTE It is important that the energy utility organization ensure that security requiremgnts of process
control systems are analysed and adequately covered in policies forsnfermation security. The [analysis of the
informption security requirements and objectives include the consideration of all relevant criteyia for a secure
energy|supply and delivery, e.g.

— Infpairment of the security of energy supply;
— Réstriction of energy flow;

— Affected share of population;

— D4gnger of physical injury;

— Effects on other critical infrastructures;

— Effects on information privacy;

— Fipancial impacts.

The ngcessary security measures or controls are determined by the methodical assessmgnt of security
risks. [t is necessary that the cost of controls be balanced against the economic losses that can be
incurrged due to security issues. The results of the risk assessment facilitate:

— the definition-of adequate management actions and priorities for the management qf information
sefurity risks; and

— thg implementation of the controls chosen to protect against these risks.

The risk assessment should be repeated periodically in order to take all changes into account, which
can affect the results assessed.

Requirements for the risk assessment and control selection are given in ISO/IEC 27001:2013.
0.4 Selecting controls

Once the security objectives and risks have been identified and decisions taken on how to deal with
the risks, appropriate controls are then selected and implemented in order to ensure that the risks are
reduced to an acceptable level.

In addition to the controls provided by a comprehensive information security management system,
this document provides additional assistance and sector-specific measures for the process control
systems used by the energy utility sector, taking into consideration the special requirements in these
environments. If necessary, further measures can be developed to fulfil particular requirements. The

© ISO/IEC 2017 - All rights reserved ix
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selection of security measures depends upon the decisions taken by the organization on the basis of
its own risk acceptance criteria, the options for dealing with the risk and the general risk management
approach of the organization. The selection of measures should also take relevant national and
international law, legal ordinances and regulations into consideration.

0.5 Audience

This document is targeted at the persons responsible for the operation of process control systems
used by energy utilities, information security managers, vendors, system integrators and auditors.
For this target group, it details the fundamental measures in accordance with the objectives of
ISO/IEC 27002:2013 and defines specific measures for process control systems of the energy utility
industry, their supporting systems and the associated infrastructure.

X © ISO/IEC 2017 - All rights reserved
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Information technology — Security techniques —
Information security controls for the energy utility
industry

1 Scope

This dlftmmrm-gmﬁmﬂmﬂkm—ﬁeﬁﬁﬁeﬁeﬂ—qmdm
used by the energy utility industry for controlling and monitoring the production\g

ntrol systems
r generation,

transmission, storage and distribution of electric power, gas, oil and heat, and for the control of

associfted supporting processes. This includes in particular the following:

— ceptral and distributed process control, monitoring and automatign)technolog
information systems used for their operation, such as programming ahd parameteriz

— digital controllers and automation components such as control afd.field devices or P
Ldgic Controllers (PLCs), including digital sensor and actuatogelements;

— allfurthersupportinginformationsystemsusedinthe processcontroldomain,e.g.fors
dgqta visualization tasks and for controlling, monitoring, data archiving, historian logg
arld documentation purposes;

— communication technology used in the process control domain, e.g. networks, telemet
applications and remote control technology;

— Advanced Metering Infrastructure (AMI):«omponents, e.g. smart meters;
— measurement devices, e.g. for emissiof;values;

— digital protection and safety syStems, e.g. protection relays, safety PLCs, emergg
mechanisms;

— erlergy management systems, e.g. of Distributed Energy Resources (DER), eleg
infrastructures, in private households, residential buildings or industrial customer i

— diptributed compenents of smart grid environments, e.g. in energy grids, in privat
repidential buildings or industrial customer installations;

— allsoftware;firmware and applicationsinstalled onabove-mentioned systems, e.g. DM
Management System) applications or OMS (Outage Management System);

y as well as
ation devices;

rogrammable

ipplementary
ing, reporting

'y, telecontrol

ncy governor
tric charging
stallations;

e households,

(Distribution

— anypremises housing the above-mentioned equipment and systems;

— remote maintenance systems for above-mentioned systems.

This document does not apply to the process control domain of nuclear facilities. This domain is covered

by IEC 62645.

This document also includes a requirement to adapt the risk assessment and treatment processes
described in ISO/IEC 27001:2013 to the energy utility industry-sector-specific guidance provided in

this document.

2 Normative references

The following documents are referred to in the text in such a way that some or all of
constitutes requirements of this document. For dated references, only the edition cite

their content
d applies. For

undated references, the latest edition of the referenced document (including any amendments) applies.

© ISO/IEC 2017 - All rights reserved
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ISO/IEC 27000, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

ISO/IEC 27001:2013, Information technology — Security techniques — Information security management
systems — Requirements

ISO/IEC 27002:2013, Information technology — Security techniques — Code of practice for information
security controls

3 Terms and definitions

e

F th acacaof thic docyinnnt b tavnc ad dafiiti e givuan 10 ICA/IDC 27000 o d th
or the purpeses—eofthis—decument—theterms—and—deHnttHons—eghvenr—n1SOHEC27000—aq e

following apgly.
ISO and [EC njaintain terminological databases for use in standardization at the following addresses:

— ISO Onlink browsing platform: available at https://www.iso.org/obp

— IEC Electyopedia: available at http://www.electropedia.org/

31
blackout
widespread electrical power outage

3.2
Computer Sefcurity Incident Response Team
CSIRT
team of securfty experts to support the handling of information security incidents

3.3

critical asset
assetwhich cgn have a direct impact on productiopor generation, transmission, storage and distribution
of electric powver, gas, oil and heat

34
critical infrajstructure
set of organizations and facilities that are essential for the functioning of society and the ecpnomy
as a whole

Note 1 to entrfy: A failure or malfunction of such organizations and facilities can result in sustained|supply
shortfalls, make a significantimpact on public security and have other wide ranging impacts.

3.5
debugging
action of analysing malfunctions in computer systems

3.6
distribution system

distribution grid for the transport of electrical energy using a high, medium or low voltage grid, or a
local or regional distribution network for the transport of gas, oil or heat

3.7

energy management system

EMS

equipment/infrastructure used to monitor, measure and control the energy consumption in private
households, residential buildings or industrial customer installations

Note 1 to entry: The term EMS is also commonly used to refer to a set of applications used by operators

of transmission power grids to monitor, control, and optimize the performance of the generation and/or
transmission system.

2 © ISO/IEC 2017 - All rights reserved
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energy supply
process of generation, production or storage of energy for delivery to customers and the operation of an

energy supply network

39

energy utility
legal body or a person that supplies energy in form of electricity, gas, oil or heat to other parties, to an
energy distribution network or to a storage complex

3.10

human-machine interface

HMI
user in

3.11
maint

measufres used in the field of energy supply (3.8) that are normally related to\inspection, fi

and inj

3.12
proce

terface for operating and monitoring of a process control system or a plant

enance

provement

5s control system

systemn that serves to control and monitor the generation, production, transmission

distrih

Note 1
this do|

ution of electric power, gas, oil and heat, including the centrol of associated support

cument, the terms process control system and indtistrial control system are restricted

and components used in the energy utility industry.

3.13
safety]

freedom from risk which is not tolerable

[SOUR

3.14
safety]

CE: ISO/IEC Guide 51:2014, 3.14]

system

systenp and component that areé required to ensure safety (3.13)

3.15

Super
SCADA
proces,
acquis

3.16

visory ControlAnd Data Acquisition

ition and-supervisory controls

smart

arid

hult clearance

storage and
ng processes.

to entry: Process control systems are often referred £oymore generally as industrial conffrol systems. In

o technologies

k controlsystem (3.12) generally used to control dispersed assets using centralized data

ST Ier

electric power system that utilizes information exchange and control technologies, distributed
computing and associated sensors and actuators

Note 1 to entry: Smart grid technologies are used for purposes such as:

— integrating the behaviour and actions of the network users and other stakeholders;

— efficiently delivering sustainable, economic and secure electricity supplies.

3.17

transmission system
transmission grid for the transport of electrical energy using a high voltage or ultra-high voltage grid
or a gas transmission network for the transport of natural gas using a high-pressure pipeline network

© ISO/IEC 2017 - All rights reserved
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4 Structure of the document

4.1 General

This document is a sector-specific standard related to ISO/IEC 27002:2013. The energy utility-sector-
specific reference control objectives and controls are listed in Annex A.

4.2 Refinement of ISO/IEC 27001:2013 requirements
ISO/IEC 27001:2013, 6.1.3 c) is refined as follows:

b 1 | b - 1 4.2 1 1 r el 4=l - ifalaWAilalallsle7aVati BEaVat- e A
Compare the pontrots—determimed—inr 613 D apDoOVe WILIT tITOST T 15U/ TCG 27 UU . ZUTO; AlITX A and

with Annex Alof this document to verify that no necessary controls have been omitted.

ISO/IEC 2700[:2013, 6.1.3 d) is refined as follows:

Produce a Stafement of Applicability that contains:

— the necespary controls [see [SO/IEC 27001:2013, 6.1.3 b) and ¢}];
— justificatjon for their inclusion;

— whether the necessary controls are implemented or not; and

— justificatjon for excluding any of the controls in ISO/IEC 27001:2013, Annex A or Annex A |of this
document.

NOTE Thefse refinements are necessary due to the introdugtion of new energy-sector-specific confrols in
this document,

All the other|requirements in ISO/IEC 27001:2013;<Elauses 4 to 10 apply unchanged. There pre no
additional requirements specific to the energy utility industry.

4.3 Energy utility industry specific guidance related to ISO/IEC 27002:2013

All clauses, dontrol objectives, controls, implementation guidance and other information specific
to the energy utility sector and those/from ISO/IEC 27002:2013 that apply unchanged are ligted in
Clauses 5 to 18.

NOTE Titles of clauses, subclauses and controls which are not contained in ISO/IEC 27002:2013 are prefixed
with ENR.

5 Information security policies

No additionalfirfformation specific to the energy utility sector for ISO/IEC 27002:2013, Clause 5.

6 Organization of information security
6.1 Internal organization

6.1.1 Information security roles and responsibilities

Additional implementation guidance to ISO/IEC 27002:2013, 6.1.1:

The relevant control system engineers, telecommunications engineers and other staff should be notified
of their assigned roles and responsibilities, especially with regard to information security aspects of
process control systems.
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Segregation of duties

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 6.1.2.

6.1.3

Contact with authorities

Additional implementation guidance to ISO/IEC 27002:2013, 6.1.3:

The applications and infrastructure of energy utility process control systems can be part of critical
infrastructures and can be essential for the functioning of the community, society and economy as a
whole. Operators of such systems should therefore maintain contact with all of the relevant authorities.
In addition to relevant public departments (e.g. fire service, inspectorates, etc.), this can also include,
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Information security in project management

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 6.1.5.

6.1.6
A

itional control

ENR - Identification of risks related to external parties

rvinl IEC 27002:201 1:

Control

The risks to the organization’s information and information processing facilities from business
processes involving external parties should be identified and appropriate controls implemented before
granting access.

©150/1

EC 2017 - All rights reserved


https://iecnorm.com/api/?name=493b9f2999388b61183ca6c1bafbf98f

ISO/IEC 27019:2017(E)

Implementation guidance

Process control systems can consist of complex individually customized systems and components.
System vendors, integrators and other external parties are often involved in the maintenance and
operation processes of these systems to a high degree. For maintenance and fault correction processes,
it is possible that these external parties need to use remote access connections that allow maintenance
to be carried out from remote locations. It is also possible that employees of external parties also need
access to security-controlled areas to perform on-site maintenance.

Close cooperation between the different system operators on the production, generation, transmission
and distribution levels can require close interconnection of the control systems and communication
networks of different organizations. Furthermore, external parties such as vendors, system integrators
or business pIrtners can also require access to information related to critical assets.

The risks resulting from such external party access to critical assets and related information shquld be
assessed and faken into consideration, especially in terms of the exposure to risk of the physical grocess
that is to be ¢ontrolled or monitored. If external parties have access to critical assets.or confiflential
information, it should be ensured, e.g. through contractual agreements, that they/have implemgnted a
comparable s¢curity level as defined for the internal organization of the energy utility.

6.1.7 ENR 1 Addressing security when dealing with customers

Additional control to category in ISO/IEC 27002:2013, 6.1:

Control

All identified| security requirements should be addressed“before giving customers access [to the
organization’s information or assets.

Implementatipn guidance

The complex and diverse relationships between asset owners, system operators, service providdrs and
internal and ¢xternal customers in the energy. utility sector can result in demarcated responsipilities
with respect fo maintenance, operation and ownership of assets.

Examples of this include:

— an internfl service provider that is responsible for the operation and maintenance of transmission
or distribjution grid infrastructure that is allocated to a separate internal organizational unif;

— a service|provider responsible for the operation and maintenance of power plants or distrjibuted
generation units;

— an internpl or external service provider that is responsible for the operation of the process ¢ontrol
infrastrufture;

— an internal"ot external customer which is connected to the energy supply infrastructure and the

related process control systems and communication infrastructure.

Such diverse and/or complex business relationships should be taken into consideration when identifying
and addressing the security requirements necessary for granting customer access to information or
assets. When equipment is sited on premises of other energy utilities or customers, or if process control
systems are interconnected, the measures described in 11.3.1,11.3.2, 11.3.3 and 13.1.5 should be taken
into consideration.

6.2 Mobile devices and teleworking

6.2.1 Mobile device policy
Additional implementation guidance to ISO/IEC 27002:2013, 6.2.1:
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If mobile devices are used on process control networks, energy utilities should include the following in
their mobile device security policies:

define and assign roles allowed to perform tasks that require access to process control systems via
a mobile device;

identify the actions that these devices are allowed to perform, the times during which those actions

e allowed and explicitly state emergency exceptions;

specify what changes may be made to the device, who is allowed to make those changes, and how
those changes may be made.

ntrol, configuration management, and identify management.

/17, VPN tunnelling;
parate the use in process control and other networks (e.g. business networks);

ecify types of data that may be transferred and explicitly disallow all other
insfers.

Teleworking

bnal implementation guidance to ISO/IEC 27002:2013, 6.2.2:

e access to process control systems performed by the energy utility organization’s
's or other external parties should besubject to multiple security measures includi

11ti-factor authentication;

option of techniques that prohibit anything other than an indirect connection
Sstem or network;

nimizing the functigns the remote party can execute, e.g. remote control, remote
d programming of\process control systems;

rification of the“security status of the remote access system (e.g. up-to-date p4

insmissiomof malware from the remote access system (see 12.2.1);

forcing a list of allowed access locations and/or systems;
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Human resource security

7.1 Prior to employment

7.1.1 Screening
Additional implementation guidance to ISO/IEC 27002:2013, 7.1.1:
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A strict screening process for key personnel that have access to critical assets or that are responsible
for the operation and maintenance processes of critical assets should be carefully considered and
implemented if needed. This is especially the case if the assets are part of the critical infrastructure or
if they are required for the operation of critical infrastructure.

Before prospective personnel are permitted to work on components that form part of the critical
infrastructure, a specific security clearance provided by governmental organizations can be required,

depending up

7.1.2 Term

Additional im

on the appropriate (local) legislation.

s and conditions of employment

lementation guidance to ISO/IEC 27002:2013, 7.1.2:

The energy

skills and per
to exceed the
responsible fi
applicable leg
such as conti
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7.2.1 Mand

No additional

7.2.2 Infor

tility should ensure through appropriate terms or conditions of employment. th
bonnel are always available for the operation of critical infrastructures. The author
maximum working time in emergency situations should be considered forkey per
br the operation of critical infrastructures and systems, taking intoceonsiderati

ol operations or programming and parameterization access, should also be takg
when formulating the contract of employment.

employment

gement responsibilities

information specific to the energy utility sectorfor ISO/IEC 27002:2013, 7.2.1.

mation security awareness, education and training

Additional implementation guidance to ISO/IEC 27002:2013, 7.2.2:

Staff employe
have the appr
and secure of

d in the energy utility sector responsible for process control systems technology
opriate knowledge and skills for'managing and supervising the installation, maint
peration of process control-systems. This should also include sufficient expertise

at key
zation
sonnel
pn the

bal requirements. Agreements on the monitoring and recording; of specific actions,

n into

should
bnance

in the

area of modern information system technology and information security.

7.2.3 Disciplinary process

No additionallinformation specific to the energy utility sector for ISO/IEC 27002:2013, 7.2.3.

7.3 Termination and change of employment

No additionallinformation specific to the energy utility sector for ISO/IEC 27002:2013, 7.3.

8 Asset management
8.1 Responsibility for assets

8.1.1 Inventory of assets

Additional implementation guidance to ISO/IEC 27002:2013, 8.1.1:

The inventory of assets should include all business processes and process control systems relevant to
energy supply, such as information, applications and other assets supporting them.

Additional other information to ISO/IEC 27002:2013, 8.1.1:

© ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=493b9f2999388b61183ca6c1bafbf98f

ISO/IEC 27019:2017(E)

Assets in the energy supply domain include a wide range of sector-specific asset categories such as:

a)

b)

)

d)

8.1.2 | Ownership of assets

Additipnal implementation guidance to ISO/IEC 27002:2013, 8.1.2:

information: grid and network plans, scheduling and dispatching data, geographical and geo-
referenced information, crisis and emergency plans, grid disaster recovery plans, switching
operation data, measured values and measurement data, meter and metered data, operating
records, application programming and parameterization data, measurement and message archives,
historical and trend data, etc.;

NOTE This also includes application programming and parametrization data of digital controllers and
automation components.

software process control software v1suallzat10n systems energy management and optimization

0 S 0 W ; 0 ring systems,
oeratlonal resource plannmg systems, programming env1ronments firmwage, archiving,
reporting and historian software, etc.;

pliysical assets: control and automation components, telemetric and telecontroll components,
refnote terminal units, data transmission system components, digital protection and safety
components, digital metering and measuring devices, smart meters,(digital sensor pnd actuating
el¢ments, parameterization and programming devices, visualizatidnjand operational] components,
digital monitoring and recording systems, etc.;

services: telecommunication services, emergency communieation services, informgtion services,
meteorological services, media and news services, time sérvices, etc.

The potentially complex structure of organizations that employ process control systemis means that
highly|diverse responsibilities with regard to~commercial and operational ownership can exist. As a
result|the ownership and the responsibilities in relation to assets, and the roles of the asget owner and

asset qperator in respect of information.security should be defined and documented.

8.1.3 | Acceptable use of assets

No additional information speeific to the energy utility sector for ISO/IEC 27002:2013, 8.1.3.

8.1.4 | Return of assets

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 8.1.4.

8.2

8.2.1 | Classification of information

Information classification

Additional implementation guidance to ISO/IEC 27002:2013, 8.2.1:

Energy-utility-specific classification criteria should be extended as necessary to include the followings:

assets, systems and information supporting the operation of critical infrastructures and critical
assets;

assets, systems and information needed for restoration of the energy supply system following a
major supply disruption (grid restoration), e.g. blackstart capable systems and components;

assets, systems and information necessary to ensure occupational health and safety, as well as plant
and equipment safety;
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— assets, systems and information necessary to fulfil regulatory requirements such as unbundling
requirements or other specific requirements;

— information considered as confidential or private by external parties, e.g. customers or regulators.

8.2.2 Labelling of information

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 8.2.2.

8.2.3 Handling of assets

No additional information specific to the energy utility sector for ISO/IEC 27002:2013,8.2.3

8.3 Medialhandling

No additionalfinformation specific to the energy utility sector for ISO/IEC 27002:2013,8:3.

9 Access ¢ontrol

9.1 Busingss requirements of access control

9.1.1 Accegys control policy

Additional implementation guidance to ISO/IEC 27002:2013, 9-1\1*

In addition, the policy should take account of the following;:

a) The appligation of conditions and regulations pertaining to the usage of group accounts, where the
use of personal user accounts is not possible. In 6rder to ensure a sufficient level of security and
traceability, precise rules regarding exceptions should be defined, together with supplemgntary
measurey.

b) Conditionjs and regulations that applyito systems that do not support a strong password pdlicy or
where suth a password policy is not\possible for operational reasons. In order to ensure a sufficient
level of sqcurity, supplementary measures should be defined in particular.

c) The need for staff and external emergency services personnel to be able to override sg¢curity
controls in declared emefgency situations.

d) Access to[services on applications by systems that lack adequate authentication (i.e. in the dontext
of machine-to-machine communication). In order to ensure a sufficient level of security, n¢twork
access coptrolor-ether means should be considered.

Additional otlper mformation to ISO/IEC 27002:2013,9.1.1:

IEC/TS 62351-8 gives further advice on implementing access control of users and automated agents to
data objects in power systems by means of role-based access control.

9.1.2 Access to networks and network services

Additional implementation guidance to ISO/IEC 27002:2013, 9.1.2:

To protect network equipment allowing access to critical networks, the following should be considered:
a) Ensuring physical access protection of network equipment, especially in remote locations;

b) Removing or disabling, through software or physical disconnection of all services and ports in the
network equipment not required for normal operation (e.g. non used switch ports), emergency
operation or maintenance including both communication ports and physical input/output ports.
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9.2 User access management

9.2.1 User registration and de-registration

Additional implementation guidance to ISO/IEC 27002:2013, 9.2.1:

The use of unique user identifiers is not always feasible in energy utility process control systems, e.g.
for accessing the operating system or firmware of embedded systems like controllers/PLCs or for
maintenance processes in distributed systems. The resulting risk should be considered and appropriate
risk-mitigating countermeasures implemented.

The use of individual and group user accounts should be consistent with applicable logging requirements
(see12.4.1)

9.2.2 | User access provisioning

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 9.3.2.

9.2.3 | Management of privileged access rights

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 9.2.3.

9.2.4 | Management of secret authentication information-of users

No additional information specific to the energy utility segtor for ISO/IEC 27002:2013, 9.3 .4.

9.2.5 | Review of user access rights

No additional information specific to the energyutility sector for ISO/IEC 27002:2013, 9.4.5.
9.2.6 | Removal or adjustment of access-rights
No additional information specific to‘the energy utility sector for ISO/IEC 27002:2013, 9.4.6.

9.3 User responsibilities

9.3.1 | Use of secret authentication information

Additipnal implementation guidance to ISO/IEC 27002:2013, 9.3.1:

In the process(cortrol domain it is not always possible to ensure the use of secure secret quthentication
infornjationse:g.:

— legacy’systems often do not allow for individual passwords and/or passwords wijith necessary
strength;

— itis frequently impossible to connect systems operated at decentralized plants, such as substations
or distributed generation and production units, to central directory services, which means that
local accounts need to be used. This makes it practically impossible to change secret authentication
information for these accounts regularly.

It should therefore be clearly indicated to the user when the general secret authentication information
policy applies and when exceptions are allowed, e.g. different passwords are to be used or where it is
not possible to use any passwords at all (legacy systems).

Especially in situations where shared secret authentication information is used for system access, the
following should be considered:

— the shared secret authentication information should be as secure as possible;

© ISO/IEC 2017 - All rights reserved 11


https://iecnorm.com/api/?name=493b9f2999388b61183ca6c1bafbf98f

ISO/IEC 27019:2017(E)

— it should be changed more frequently than individual secret authentication information;
— it should be changed in case of personnel changes.

In particular, the standard passwords used by the system vendors should be considered as insecure and
should therefore be changed. Secret authentication information should only be accessible to persons
who are involved in the operation of the system.

9.4 System and application access control

9.4.1 Information access restriction

No additionallinformation specific to the energy utility sector for ISO/IEC 27002:2013, 9.4.1.

9.4.2 Secure log-on procedures

The activatiop of session time-outs and screensavers is not appropriate in(ertain process ¢ontrol
applications, for example in HMIs and visualization applications used for contiriuous process monjtoring
by operating personnel, e.g. in control centres. For such applications theesulting risks of unattended
sessions shoiyild be taken into consideration and corresponding supplementary countermepsures
implemented,

9.4.3 Passyword management system

No additionalfinformation specific to the energy utility sector for ISO/IEC 27002:2013, 9.4.3.

9.4.4 Use of privileged utility programs
No additionallinformation specific to the energy.atility sector for ISO/IEC 27002:2013, 9.4.4.

9.4.5 Accegs control to program source code

Additional implementation guidance to.1SO/IEC 27002:2013, 9.4.5:

Source code, |n the energy utility'sector, also includes application programming and parametrjzation
data of digital] controllers and automation components.

10 Cryptography

10.1 Cryptolgraphy controls

10.1.1 Policy on the use of cryptographic controls

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 10.1.1.

10.1.2 Key management

Additional other information to ISO/IEC 27002:2013,10.1.2:

IEC 62351-9 specifies how to generate, distribute, revoke, and handle digital certificates and
cryptographic keys for power systems communications. It can be used for other energy domains.

12 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=493b9f2999388b61183ca6c1bafbf98f

ISO/IEC 27019:2017(E)

11 Physical and environmental security
11.1 Secure areas

11.1.1 Physical security perimeter

Additional implementation guidance to ISO/IEC 27002:2013, 11.1.1:

Especially in energy transmission and distribution systems and in the area of distributed generation
and production, components are distributed across decentralized sites. Equipment is situated in control
and technical rooms within the organization’s building and in peripheral, potentially unoccupied,

sites. mmmmmmems. It is
not normally possible to achieve a comprehensive level of physical protection for the.pefipheral sites;
therefpre the risk should be evaluated and mitigated where necessary by means.of sfipplementary
measures and compensating controls.

11.1.2( Physical entry controls
Additipnal implementation guidance to ISO/IEC 27002:2013, 11.1.2:

The uge of physical access control systems should also be considered for peripheral sites where critical
assetsfare located. See 11.1.9.

11.1.3| Securing offices, rooms and facilities

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 11}1.3.

11.1.4{ Protecting against external and environmental threats

No additional information specific to the en&rgy utility sector for ISO/IEC 27002:2013, 11{1.4.

11.1.5] Working in secure areas

No additional information specific-to the energy utility sector for ISO/IEC 27002:2013, 11}1.5.

11.1.6| Delivery and loading areas

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 11}1.6.

11.1.7| ENR - Securing control centres

Additipn ntrol rvinl IEC 27002:2013,11.1:

Contral

Measures to ensure the physical security of control centres, e.g. where control system servers, HMI and
supporting systems are housed, should be designed, developed and applied.

Implementation guidance

To protect central control system facilities such as grid control centres or the control rooms of
centralized or distributed power plants, generation or production units (hereinafter referred to as
control centres), the following points should be taken into consideration:

a) A site located on solid ground should be selected for constructing the control centre; where such
solid ground is not available, appropriate measures should be taken in order to ensure the sufficient
load bearing capacity of the foundation soil.
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b) Asite should be selected for control centres where the environmental damage from wind and water,
etc., are least expected; if an existing site is vulnerable to such environmental threats, appropriate
measures should be taken in order to prevent such damage from occurring.

c) A site should be selected for control centres where the potential damage due to strong
electromagnetic fields is negligible; if an existing site is exposed to strong electromagnetic
fields, appropriate measures should be taken to protect control system equipment rooms using
electromagnetic shielding.

d) Control centres should not be located at sites directly adjacent to facilities used for storing
dangerous materials that pose the threat of explosion or combustion.

e) If the co uake,
tsunami, |volcano eruption and tornado, control centre buildings should be of disaster-proof
construction.

f) Control céntre buildings should be of fire-proof or fire-resistant construction.

g) Control ¢entre buildings should be designed with adequate structural stability to mget all
necessary floor loading requirements; for existing sites appropriate measures should be tgken to
ensure adequate structural stability to meet all necessary floor loading.f€quirements.

h) Automatif fire alarm systems including appropriate early detectionrand fire extinguishing systems
should bq installed in control centres.

Other information for energy utilities

Process contr
other informa
and other ICT
either the ICT)
the control of]

11.1.8 ENR -
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Measures to
energy utiliti¢

Implementati

To protect a 1
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tion and telecommunication (ICT) assets. Rhysical segregation between control s
systems and strict “segregation of duties”@re important when external operators

or the control systems. In many cases, this is in a facility distant from a data centre
an energy utility.

Securing equipment rooms

htrol to category in ISO/IEC27002:2013, 11.1:

nsure the physidal)security of equipment rooms where control system facilities u
s are located, should be designed, developed and implemented.

bn guidance

oom-ilrwhich control system facilities used by energy utilities are located (here
cohtrol system equipment rooms), the following controls should be considered:

ol system assets are sometimes housed in an externally operated data centre 31035 with

stems
erate
under

sed by

nafter

a)

b)

d)

14

The control system equipment room should be located where it is least endangered by external
influences such as extreme environmental conditions or natural disasters; for existing equipment
rooms, appropriate measures should be taken to protect it against dangerous external influences.

The control system equipment room should be located where access by unauthorized personnel is
restricted; for existing equipment rooms, adequate measures should be taken to prevent or detect
possible unauthorized access.

Where possible, the control system equipment room should be unobtrusive. There should be
minimum indication of its use as a control system equipment room for process control systems.

The control system equipment room should be located where it is least susceptible to flooding or
other ingress of water. If the room does not fulfil this requirement, then the necessary measures
should be taken to prevent this, such as raising the floor level, watertight design of the building or
installing special water drainage facilities, etc.
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e) The control system equipment room should be located where it is best protected from strong
electromagnetic fields. If the room does not fulfil this requirement, then it should be protected
by electromagnetic shields or other suitable measures. This is particularly the case in the vicinity
of high voltage/high current equipment or transformers, etc. Protection measures against
electromagnetic interference should be also applied if the control system equipment room is used
as data storage room and/or for data backup.

f) Components with increased security requirements should be placed in a dedicated control system
equipment room with heightened physical protection.

g) In areas with a risk of earthquake, measures should be taken to prevent items and materials used
for the floor, walls, ceiling from collapsing and falling.

h) Fire-proofing measures should be implemented for control system equipment and data storage
ropms.

i) Measures should be taken to deal with malfunctions caused by static charges:

j)  Ducts connecting control system equipment rooms should be designedto slow down pr prevent the
s;I‘ead of fire.

k) Adtomatic fire alarms should be installed in control system equipment rooms and aif-conditioning
fagility rooms.

1) Fife extinguishers should be installed in control system ‘equipment rooms and air-conditioning
fagility rooms.

m) Cdntrol system equipment rooms should be air-conditioned when required. The avalilability of air
conditioning should be ensured, e.g. by protectihg it against loss of electric power.

NOTE If a control system equipment room jslocated at a peripheral site, not all of the implementation

guidange is fully applicable (see 11.1.9).

11.1.9 ENR - Securing peripheral sites

A

Contrd

itipnal control rvin IEC 27002:2013,11.1:

—

For pdripheral sites where control system equipment used by energy utilities is located, physical
securify controls shatild’be designed, developed and implemented or appropriate couptermeasures
be applied to mitigate the risk if a sufficient level of physical protection for peripheral sites is not

attainable.

Implementation guidance

Especially/in energy transmission and distribution networks, and in distributed ggneration and
production systems, components of the control system infrastructure can be distributed across
peripheral sites that are frequently unoccupied. In order to protect such decentralized sites where
control system facilities are located, the following controls should be considered:

a)

b)

If the peripheral site is located in an area of natural disaster risk, it should be disaster-proof and
comply with corresponding national and regional standards.

Where critical assets are operated at peripheral sites, automatic fire control equipment should be
installed.

Peripheral sites should be monitored for the purpose of detecting component malfunctions, power
failures, fire, etc. Where necessary, air humidity and temperature should also be monitored.
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d) Where critical assets are operated at peripheral sites, adequate, physically secure perimeters
should be installed using, for example, secure fencing. Additionally, an automatic alarm system
should be installed and monitored from a central location.

Where a sufficient level of physical protection for peripheral sites is not attainable, the risk should
be taken into consideration and mitigated by the application of appropriate countermeasures. When
selecting such countermeasures, the criticality of the assets operated at these peripheral sites as well
as redundancy and fall-back concepts implemented for their corresponding system functionality should

be given primary consideration.

11.2 Equipment

11.2.1 Equi

ment siting and protection

Under certaif
supporting in
electromagne
to operate in
suitable exter

11.2.2 Supp
Additional im

To avoid cycli
for system re
independent
energy suppli

Depending up
capable of bei
system restof
that can oper
as well as the

The organiza

critical assetd.

11.2.3 Cabli

circumstances, it is possible that system components of process control syster
frastructure need to be installed in areas with extensive exposufg, to dust, hea
tic radiation, humidity, etc. The equipment should be suitably désigned and const
such environmental conditions. Otherwise, additional protective countermeasur
nal housing cabinets, should be implemented to ensure relidble operation.

prting utilities

lementation guidance to ISO/IEC 27002:2013, 112)2:

C dependencies, all critical assets, communication services and other equipment re
storation after a major power outage should be designed and operated so that th
f external services for an appropriate period of time. This applies in particular to e
eS.

on plans for system restoration, ckitical assets essential for system restoration shd
hg operated independently of afiexternal power supply for an appropriate time defi
ation plans. In remote areas,tit can be necessary to provide an independent power
hte for several days. This\includes for example an automatic emergency power ger
corresponding stockpjle-of fuel.

ion should determine the necessary backup time for uninterruptible power supp

hg security

Additional im

lementation guidance to ISO/IEC 27002:2013,11.2.3:

Especially in

hevsphere of energy transmission and distribution grids, communication networ

ns and
L, cold,
ructed
eSS, e.g.

quired
ey are
ternal

uld be
ned by

supply
erator

ies for

ks are

installed over wide areas to allow communication with peripheral sites and provide remote maintenance
access. It is frequently not possible to provide an equivalent level of protection for off-site cabling as
for in-house cables. The associated risks should be evaluated correspondingly and mitigated as far as
possible by implementing supplemental physical measures. Depending on the security requirements of
transmitted data, additional non-physical measures such as cryptographic protection should also be
considered.

11.2.4 Equipment maintenance

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 11.2.4.

11.2.5 Removal of assets

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 11.2.5.
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11.2.6 Security of equipment and assets off-premises

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 11.2.6.

11.2.7 Secure disposal or re-use of equipment

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 11.2.7.

11.2.8 Unattended user equipment

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 11.2.8.

11.2.9
Additis

In the
screen
are eit
centre
only m

11.3 ]
Additi

Clear desk and clear screen policy

bnal implementation guidance to ISO/IEC 27002:2013, 11.2.9:

process control domain of energy utilities, HMIs often cannot be left,Iogged off oy
savers, e.g. HMIs of SCADA systems or data logger displays. It should be ensured t
her installed in a physical protected location with permanent humah supervision

or that they are in a display mode where only non-critical a¢tions can be execuf
ode).

ENR - Security in premises of external parties

bnal control objective to ISO/IEC 27002:2013, Clause*11:

protected by
hat such HMIs
(e.g. a control
ed (e.g. view-

Objec
physi

al and environmental threats.

five: To protect equipment located outside of the energy utility organizations' premises against

11.3.1
Contrd

Where
that a
equipy]
mitiga

Impler

To pro
utility

a)

b)

c)

T}

ked and the possibility of unauthorized access is reduced.

kect the equipment of an energy utility organization that is sited on the premises o

ENR - Equipment sited on the premises of other energy utility organizations

—

energy utility organizations-install equipment outside of their own sites or prer
e under the responsibility of other utilities, such as interconnection stations
hent should be sited in aprotected area so that any risks arising from environment

nentation guidance

organizations, the following controls should be considered:

e range of responsibility and interfaces with other energy utility organiz

hises in areas
for instance,
al threats are

fother energy

htions should

bd

spécified and it should be possible to isolate the equipment easily from that

of the other

or

ganization, where necessary (see also 11.3.3).

Agreements should be concluded contractually with the other energy utility organization for the
supply of supporting infrastructure services such as energy supply, cooling, heating, etc.

It should be ensured that the operational site where equipment is to be installed fulfils all the
necessary security requirements.

Other information

In order to ensure that the security level of the other organization's premises is consistent with that
of the energy utility organization's own premises, corresponding terms and conditions should be
negotiated in advance.
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11.3.2 ENR-

Control

Equipment sited on customer’s premises

Where energy utility organizations install equipment within customer premises, e.g. in order to control
or measure the supply of energy and/or to deliver additional services, the organizations' equipment
should be protected so that any risks arising from environmental threats are mitigated and the
possibility of unauthorized access is reduced.

Implementation guidance

To protect equipment located at an energy utility customer’s site, the following controls should be

considered:

a)

b)
be possib

It should
remotely,

c)

11.3.3 ENR-
Control

Where contr(
parties, the rg
that it is poss
period of timg

Implementati
Energy utility

In order to d
for isolating t
connections, \

Energy utility
can be susper

The criteria ajnd conditions necessary for the suspension of system interconnections should be

defined. Mor{
and if necess3

The equipment cabinets installed at the customer’s site should be sturdy and it shouldnot h
for unauthorized persons to open them. Any form of manipulation should be easily détectab

The rangg of responsibility and the interfaces with the customer should be specified and it

e to isolate communication interfaces from that of the customer.

be possible for the utility to securely monitor the status ot ‘eperate the equ

Interconnected control and communication systems

| systems and related communication lines.arée interconnected with those of e3
nge of responsibility and interfaces with the external party should be clearly define

in order to avoid identified risks.
bn guidance
organizations should monitorthe status of their interconnections.

agnose problem areas and-take corrective actions, organizations should have a
he connections between-themselves and external parties and for reconnecting i
vhere necessary.

organizations should specify in contracts or agreements that the system interconng
ded in cases Where severe interference occurs with the organization’s own service

over the possible impacts of suspending system interconnections should be evg
ryfall-back measures should be defined and prepared, where necessary.

e easy
e.

should

pment

ternal
d such

ible to disconnect and isolate each orgamization from the others within an appr¢priate

means
olated

ctions
S,

Clearly
luated

NOTE

communication also.

12 Operati

ons security

12.1 Operational procedures and responsibilities

12.1.1 Documented operating procedures

Additional implementation guidance to ISO/IEC 27002:2013, 12.1.1:

In the operating processes documentation, it should be specified exactly under which conditions,

emergency or

18

crisis handling procedures are to be invoked.

This— control does not only apply to routed, network-based communication but Tto serial
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12.1.2 Change management

Additional implementation guidance to ISO/IEC 27002:2013,12.1.2:

Changing of hardware systems often results in a change of information systems and process control
systems or applications due to the software embedded into these systems. All related changes should
be controlled.

12.1.3

Capacity management

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 12.1.3.

12.1.4 Separation of development, testing and operational environments

Additi

It sho
critic

A

bnal implementation guidance to ISO/IEC 27002:2013, 12.1.4:

ld be ensured that development and test systems are adequately seeured. Acco
ity, it should be ensured that the test and development systems are sufficiently

rding to their
isolated from

other fystems and networks (e.g. operation in a separated network eavironment, no direct Internet
access| no direct access to other operational systems, etc.) and that-they are exclusively used for
development and testing.

In the [process control domain of energy utilities, the separation-ef development, test, ar
systenps is not always possible to the full extent. This is especially true where real-timg
is neegled for development, testing, trouble-shooting and‘debugging purposes. In these
where|interconnections between development, test and operational systems are requi
testing and debugging at operational system level is:n€cessary, these overlaps should be

absol
emula

e minimum. The resulting risks should be identified and feasible alternatives, likg
ors or remote debugging (debugging of the operational system using secured cc

systenp interfaces), should be considered.

If the
changg
that a

ceparation of development, test, and operational systems cannot be implemente
b management, incident, emergency and crisis handling procedures should b
low a rapid and appropriate Teaction to disruptions and problems in the operat

compaltible with the criticality of the system in question.

d operational
process data
special cases,
red, or where
reduced to an
process data
mmunication

l, customized
e established
ional system,

12.2 Protection from malware

12.2.1f Controls against malware

Additipnal impl ntation guidan ISO/IEC 27002:2013,12.2.1:

If the poftware that protects against malware cannot be deployed for technical reasons (e.g. due to
incompatibility of process control systems with anti-malware software, or as a result of a Jack of vendor
supporter vendor approval or the impossibility of installing timely updates), the resulting risks should
be identified and other types of controls should be implemented that provide at least an equal degree of
protection.

Other controls against malware include, among others:

securing of all physical and logical data interfaces;

a malware incident;

network isolation and implementation of segmented network security zones that limit the impact of

comprehensive system hardening measures to minimize the risk of malware incidents.

In particular, the possible effects of malware incidents on equipment used for real-time process
control and associated communications (e.g. through overload and disruption) should be taken into

consid

eration and mitigated by implementing the appropriate controls.
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12.3 Back-up

No additional

12.4 Loggin

information specific to the energy utility sector for ISO/IEC 27002:2013, 12.3.

g and monitoring

12.4.1 Eventlogging

Additional im

lementation

control progr
specific legisl

The acquisiti
accordance w|

12.4.2 Prote

No additional

cTrortroTTyy

hms. Event logs and obligations to preserve such records may be stipulated in ing
htion and by regulatory bodies for a wide range of electronic documents.

ges to
ustry-

bn, processing and management of event protocols and data should be implemented in

ith all applicable business, statutory, regulatory and internal requirenfents.

ction of log information

information specific to the energy utility sector for ISO/IE(G27002:2013, 12.4.2.

12.4.3 Administrator and operator logs

No additional

12.4.4 ClocKk

information specific to the energy utility sector forISO/IEC 27002:2013, 12.4.3.

synchronization

Additional im

lementation guidance to ISO/IEC 27002:2013,12.4.4:

For all syste
agreed time s

Integrity and

Depending on
synchronized
in order to pr

For high pre
codes such as
synchronisati

s that are directly or indirectly interconnected with external partners, a comm
andard such as Coordinated Universal Time (UTC) should be used.

vailability of time service should be ensured.

the criticality of thieprocess control system in question, the use of dedicated, non-ix
NTP servers or-of-Ccryptographically protected NTP time messages should be cons
btect the integrity and authenticity of the time synchronization data.

Cision timg. synchronization, [EEE 1588 should be used with message authent
described in IEEE 1588:2008, Annex K. IEEE C37.118 contains information aboy
on,ifi the domain of synchrophasor measurements.

bn and

ternet
idered

cation
t time

12.5 Control of operational software

12.5.1 Installation of software on operational systems

itional im

lemen

Energy utility organizations should minimize any risk of disruption of operational systems by observing

the following
a)

guidelines on controlling changes (change management):

If changes to applications and core systems (e.g. operating system software, firmware) are to be

implemented on critical assets, comprehensive tests should be carried out beforehand in a dedicated
test environment that resembles the operational system environment and its interactions with the
physical process as closely as possible (see 12.1.4).
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b) In the case of critical assets, sufficient generations of software, parameter sets and configuration
data should be retained.

12.6 Technical vulnerability management

12.6.1 Management of technical vulnerabilities

Additional implementation guidance to ISO/IEC 27002:2013, 12.6.1:

To allow for an adequate management of technical vulnerabilities, the energy utility organization
should ensure that it receives a comprehensive and up-to-date software inventory (including external
party goftware}fromrsystenrintegratorsandsystemvendorsaftereachretevantsoftwate installation,
upgradle or change.

12.6.2] Restrictions on software installation

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 12]6.2.

12.7 Information systems audit considerations

No additional information specific to the energy utility sector for-ISO/IEC 27002:2013, 12| 7.

12.8 ENR - Legacy systems
Additipnal control objective to ISO/IEC 27002:2013, Clause 12:

Objective: To protect against risks resulting from‘the use of legacy systems, where adequate security
measyres cannot be implemented.

12.8.1] ENR - Treatment of legacy systems

—

Contrd

The efergy utility should ensure’that all conventional legacy process control system|technologies,
systerIs and components (hereinafter referred to as legacy systems) are identified aldqng with their
potentfial information secutity vulnerabilities and that appropriate controls are implemented according
to the fefined informationsecurity risk treatment process.

Implerhentation guidan

A large¢ numberof the process control systems used in the energy utility industry are bgsed on legacy
technqlogies-which lack basic security features. To provide an appropriate level of seculrity, the risks
resulting, from continued use of legacy systems and technologies should be identifie;[ln situations
where1standard controls cannot be implemented, other types of countermeasure should be applied, for
example:

a) The implementation of strict and appropriate network segregation.

b) Remote access for configuration and maintenance purposes should be avoided. If remote access
is necessary, proper network isolation, e.g. through the use of secure proxy services should be
ensured. These secure proxy services should be hardened and patched regularly. Access for
maintenance purposes should only be provided via defined interconnection points that are
operated and monitored securely.

c) Strict access control rules should be enforced at the network, system and application levels.

It should be ensured that equipment and components used for maintenance and configuration purposes
of legacy systems are adequately secured.
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12.9 ENR - Safety functions
Additional control objective to ISO/IEC 27002:2013, Clause 12.

|Objective: To ensure the integrity and availability of safety functions.

12.9.1 ENR - Integrity and availability of safety functions
Control

The integrity and availability of information, assets, systems, components and functions that are
required to ensure safety functions should be protected in accordance with sector-specific standards
and legal reqyirements.

Implementatipn guidance

In order to enure the operation of safety functions, the following measures should be considerefl:
a) Using dedicated, isolated communication systems for the transmission of safety-related datg.

b) Ensuringjwhen possible that the safety functions are independent of progéss control and automation
systems.

c) Avoidingchanges to critical safety systems and their safety-related configuration data by gemote
access mgans.

d) Logging qf changes to the configuration of safety systems:

13 Communications security
13.1 Network security management

13.1.1 Netwprk controls

Additional implementation guidance to\ISO/IEC 27002:2013, 13.1.1:

In the domajn of process contrel systems of the energy utility sector, radio and other wiireless
communicatigns technologies are often used, e.g. for wide area communication. When degigning
network conttols, special coisideration should be given to the security of these technologies.

13.1.2 Security of network services

No additionallinformation specific to the energy utility sector for ISO/IEC 27002:2013, 13.1.2.

13.1.3 Segregatiomimmetworks
Additional implementation guidance to ISO/IEC 27002:2013, 13.1.3:

Where applicable and technically feasible, the network infrastructure of process control systems should
be divided into multiple zones with different functions and protection requirements.[1l In particular,
different technical and operational domains should be segregated from one another.

Where technically feasible, the network zones should be separated, e.g. by firewalls, data diodes,
filtering routers or gateways. Network connections to external networks, such as the corporate office
network, external partners or remote maintenance access connections, should be routed exclusively via
especially hardened application proxies, which are located in a separate network zone (i.e. demilitarized
zone), designed specifically for this purpose.
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If applicable and technically feasible, the networks and distributed systems should be divided into
independent horizontal segments (e.g. according to different locations or plant units). These segments
should be separated, e.g. by firewalls, data diodes, filtering routers or gateways.

13.1.4 ENR - Securing process control data communication

Additional control to category in ISO/IEC 27002:2013, 13.1:

Control

Measures to ensure the security requirements identified during risk assessment (e.g. confidentiality,
integrity and availability) of internal and external process control data communication should be
designled, developed and implemented.

Implementation guidance

In the field of process control data communication, several sector-specific or generic technjcal standards
and prjotocols exist, such as:

— IELC 60870-5;

— 1E[ 60870-6 (TASE.2);
— IEEE 1815 (DNP3);

— IEL 61850;

— IEL 61400-25;

— Mpdbus.

Some [process control communication protocols do not include dedicated security|mechanisms.
Other [protocols define optional security;€hhancements which are not necessarily ifcluded in all
implerhentations. The risks resulting \from this, together with the implementation of modified
countgrmeasures, should be taken.ifito consideration. Countermeasures can include the activation
of secpirity features that are already supported (e.g. in accordance with IEC 62351) [or additional
cryptdgraphic protection (e.g. e€netyption, integrity checks and authentication of the cqmmunication
partndrs) on the lower communication layers.

NOTE The control in-13:1.4 does not only apply to routed, network-based communication but to serial
commynication also.

13.1.5] ENR - Logical connection of external process control systems

Additipnal centrol to category in ISO/IEC 27002:2013, 13.1:
Contrgl

Before process control systems and related communication links with external parties are connected
logically, the energy utility organization should ensure that the risk resulting from such system
connection is evaluated and that only authorized communications and information flows, including
control system commands and messages, can be exchanged over the link.

Implementation guidance

Process control systems should only be connected with external party systems if this is necessary for
operational reasons. Connections should only be carried out at defined connection points which are
operated and monitored securely.

The type and extent of authorized communications, including the necessary data exchange and control
commands, should be defined and approved. The use of filtering devices (such as gateways, proxies or
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application level firewalls) to allow only authorized communication and information flows should be

considered.

13.2 Information transfer

No additional

information specific to the energy utility sector for ISO/IEC 27002:2013, 13.2.

14 System acquisition, development and maintenance

14.1 Security requirements of information systems

14.1.1 Infor

mation security requirements analysis and specification

Additional implementation guidance to ISO/IEC 27002:2013, 14.1.1:

To support th
are provided

14.1.2 Secur

No additional

14.1.3 Prote

No additional
14.2 Securi

14.2.1 Secur

No additional

14.2.2 Syste

No additional

e acquisition of process control systems, documents specific to the energy utility
n the Bibliography as examples which can be used during system procurement.

ing application services on public networks

information specific to the energy utility sector for ISO/EE27002:2013, 14.1.2.

cting application services transactions

information specific to the energy utility sector for ISO/IEC 27002:2013, 14.1.3.
[y in development and support progeesses

e development policy

information specific to the enekgy utility sector for ISO/IEC 27002:2013, 14.2.1.

m change control procedures

information specific\to the energy utility sector for ISO/IEC 27002:2013, 14.2.2.

14.2.3 Technical review of applications after operating platform changes

No additional

14.2.4 Restr

information specific to the energy utility sector for ISO/IEC 27002:2013, 14.2.3.

ictions on changes to software packages

No additional

Information specific to the energy utility sector tor 150/1EC 27002:2015, 14.2.4.

14.2.5 Secure system engineering principles

No additional

information specific to the energy utility sector for ISO/IEC 27002:2013, 14.2.5.

14.2.6 Secure development environment

No additional

information specific to the energy utility sector for ISO/IEC 27002:2013, 14.2.6.

14.2.7 Outsourced development

No additional
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information specific to the energy utility sector for ISO/IEC 27002:2013, 14.2.7.

sector
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14.2.8 System security testing

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 14.2.8.

14.2.9 System acceptance testing

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 14.2.9.
14.2.10ENR - Least functionality

Additional control to category in ISO/IEC 27002:2013, 14.2:

Contrd

—

Proceds controls systems should be designed, configured, operated, and maintained to provide only
requirgd functions.

Implementation guidance

Procegs control system functionality should be restricted to only those(that are defined afs required for
operatfions. Unnecessary functions, software, ports, protocols, and services should be do¢umented and
then disabled and explicitly prohibited. Required functions, software, ports, protocols| and services
should also be documented and explicitly allowed.

14.3 Test data

No additional information specific to the energy utility‘sector for ISO/IEC 27002:2013, 14{3
15 Sypplier relationships

15.1 Information security in supplier relationships

15.1.1] Information security poli¢y for supplier relationships

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 15]1.1.

15.1.2) Addressing security within supplier agreements

Additipnal implementation guidance to ISO/IEC 27002:2013, 15.1.2:

Under|the terms)of contractual agreements, it should be ensured that the protection reuirements of
informationelated to critical assets are given sufficient consideration.

Asset pwnérs should review all contracts that involve external party access to their pfocess control
systems. Asset owners should also assess the need for external party access to their process control
systems.

Where telecommunication services for the process control systems used by energy utilities are
supplied by external parties, special requirements relating to crisis and emergency communication,
in particular in the case of major blackouts, natural disasters, incidents or other possible emergency
situations, should be defined, contractually specified and monitored. This applies, in particular, to any
necessary pre-emptive measures that can be necessary to take to avoid service overload and to ensure
an acceptable degree of independence of the telecommunication services from external energy supply
(blackout resistance).

15.1.3 Information and communication technology supply chain

No additional information specific to the energy utility sector for ISO/IEC 27002:2013, 15.1.3.
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