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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document specifies finger image quality metrics. A reference implementation of the normative
metrics is available at https://github.com/usnistgov/NFIQZ2.

The quality of finger image data is defined to be the degree to which the finger image data fulfils
specified requirements for the targeted application. Thus, the quality information is useful in many
applications. ISO/IEC 19784-1 allocates a quality field and specifies the allowable range for the scores,
with a recommendation that the score be divided into four categories with a qualitative interpretation
for each category. Image quality fields are also provided in the fingerprint data interchange formats
standardized in ISQ/IEC 19794-2 ISQ/IEC 19794-3 ISQ/IEC 19794-4 _and ISQ/IEC 19794-8. This
documnent defines a standard way to calculate the finger image quality score that’f{cilitates the
interpretation and interchange of the finger image quality scores.

© ISO/IEC 2017 - All rights reserved v
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INTERNATIONAL STANDARD ISO/IEC 29794-4:2017(E)

Information technology — Biometric sample quality —

Part 4:
Finger image data

This flocument establishes

— tprms and definitions for quantifying finger image quality,
— methods used to quantify the quality of finger images, and
— standardized encoding of finger image quality,

for finger images at 196,85 px/cm spatial sampling rate scanned or.edptured using optical sensors with
captyre dimension (width, height) of at least 1,27 cm x 1,651 cm.

2 ormative references

The following documents are referred to in the texf)ii such a way that some or all of §heir content
constfitutes requirements of this document. For dated references, only the edition cited|applies. For
undafed references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 2382-37, Information technology — Vacabulary — Part 37: Biometrics

ISO/IEC 19794-1:2011, Information téchhology — Biometric data interchange formaty — Part 1:
Frampwork

ISO/IEC 29794-1, Information technology — Biometric sample quality — Part 1: Framework

3 Terms, definitions, symbols and abbreviated terms

3.1 |Terms and definitions

For the purposesof this document, the terms and definitions given in ISO/IEC 2382-37, ISQ/IEC 29794-
1 and the following apply.

ISO apdJEC maintain terminological databases for use in standardization at the following addresses:

— IEC Electropedia: available at http://www.electropedia.org/

— ISO Online browsing platform: available at http://www.iso.org/obp

3.1.1
foreground region
set of all pixels of a finger image that form valid finger image patterns

Note 1 to entry: The most evident structural characteristic of a valid finger image is a pattern of interleaved
ridges and valleys.

© ISO/IEC 2017 - All rights reserved 1
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3.1.2
local region

794-4:2017(E)

block of m x n pixels of the foreground of a finger image, where m and n are smaller than or equal to the
width and the height of the finger image

3.1.3

finger image quality assessment algorithm

algorithm th

3.14
metric
quantificatiq

at reports a quality score for a given finger image

nofa covariate ncihg 2 prncr‘rihnr‘ method

3.1.5

covariate
variable or p
recognition

3.2 Symbgls and abbreviated terms

DFT Discrg
| matri
S ridge
|4 matri
4 Confor

A finger ima
requirement

A finger im
to the forma
computed ug

Conformanc
in ISO/IEC 1
conformancs

5 Finger

arameter that either directly, or when interacting with other covariates, affects fingef
hccuracy

bte Fourier Transform
k of grey-level intensity values corresponding to the pixelsof an image
valley signature of a local region V

k of grey-level intensity values corresponding to.the pixels of a local region

mance

be quality assessment algorithm conforms to this document if it conforms to the norn
s of Clause 5.

e quality record shall conformto this document if its structure and data values cor
ting requirements of Clause 6 (finger image quality data record) and its quality valug
ing the methods specifiedin 5.2, 5.3 and 5.4.

e to normative requitements of Clause 6 fulfils Level 1 and Level 2 conformance as spe
0794-1:2011, Anhex A. Conformance to normative requirements of 5.2 and 5.4 is Lg
 as specified indSO/IEC 19794-1:2011, Annex A.

image quality metrics

5.1 Overy

print

ative

form
bS are

rified
vel 3

iew

5.1.1 General

Clause 5 establishes metrics for predicting the utility of a finger image (5.2 and 5.3). Image quality
metrics from a single image are useful to ensure the acquired image is suitable for recognition.

A complete finger image quality analysis shall examine both the local and global structures of the
finger image. Fingerprint local structure constitutes the main texture-like pattern of ridges and valleys
within a local region while valid global structure puts the ridges and valleys into a smooth flow for the
entire fingerprint. The quality of a finger image is determined by both its local and global structures.
Clause 5 describes the features and characteristics of finger images at both local and global structures
that are to be used for quantifying finger image quality.
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For applying the algorithms as described in 5.2 and 5.3, the finger image shall have a spatial sampling
rate of 196,85 pixels per centimetre (500 pixels per inch).

5.1.2

Constituent of local quality metrics

Afinger image is partitioned into local regions such that each local region contains sufficient ridge-valley
information, preferably having at least 2 clear ridges, while not overly constraining the high curvature
ridges. For images with a spatial sampling rate of 196,85 pixel per centimetre (500 pixel per inch), the
ridge separation usually varies between 8 pixels to 12 pixels[ll. A ridge separation comprises a ridge
and a valley. In order to cover two clear ridges, the local region size has to be greater than 24 pixels in
both width and height. The size for each local region shall be 32 x 32 pixels, which is sufficient to cover

2 cled

5.1.3

A glo
chard

5.1.4

5.1.4

A seg
Ther

r ridges. Instead of Cartesian coordinate, curvilinear coordinate along the ridge can {

Constituent of global quality metrics

bal quality metric should be computed over the whole image and assess.the utility o
cteristics in the image.

Image preprocessing

1 Description

mentation process follows where each local region s, labelled as background or
b are several segmentation approaches, such as using the average magnitude of the pi

gradient in each local regionl(l.

This
influg
accor

5.1.4

Prior
Start

Pixel
of int
algor
imag

The 3
a) H

document does not prescribe segmentation-methods, but notes that performing s
bnces the computed scores. Constant or near constant areas of the input image shall
ding to 5.1.4.2 prior to computing quality\1sing the metrics specified in 5.2 and 5.3.

2 Removal of near constant white lines in image

to computing features, fingerprint images are cropped to remove white pixels on
ng from the outer margins,1'ows and columns with average pixel intensity above 250 :

intensities take values [0/255] for an 8-bit gray scale image. As a first approximation
erest, image column$.and rows which are near constant white background are remov!
ithm specified below, a fixed threshold is set for gray scale pixel intensity of T,, = 250

b without near constant areas.

lgorithm iS'specified as:

or each-row R; in I, starting from the top

1

hIso be used.

f fingerprint

foreground.
xel-intensity

egmentation
be removed

he margins.
ire removed.

of the region
bd. Using the
fo obtain the

)\ ‘Compute the row arithmetic mean prow

2) Onthe first occurrence where p,,, <T, set idx, =i

3) Onthelastoccurrence where fi,, <T, set idx) =i

b) For each column C;in I, starting from the left

1) Compute the column arithmetic mean pi¢o]

2) Onthe first occurrence where pc, <T,, set idx; =i

3) Onthelastoccurrence where l, <T, set idx, =i

c) Extract the region of interest as I= Lroi(idxy, idxy, idx, idxp)
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5.1.4.3 Foreground segmentation based on local standard deviation

For quality features which require a foreground mask to indicate regions containing the fingerprint an
algorithm using local standard deviation is adopted.

The algorithm is specified as:

a) Normalize I to zero mean and unit standard deviation to produce I

b) For each local region Vin I

1) Compute the standard deviation of Vas oy

2) Ma

5144 C
gradients

The doming
information

The numerig
pixels in x-d

the corresponding local region in I35k as foreground if oy > 0,1

puting the dominant ridge flow orientation for a local region from pixel-intensity

nt ridge flow orientation is determined by computing the pixel-intensity grg
and then determining the orientation of the principal variation axis.

al gradient of the local region is determined using finite centraldifference for all in
rection and y-direction

+1,y)-1(x-1,y)

2

y+1)-1(x,y-1)

With fy and
sine and cos
covariances,

2

azx

b=f;

2

ine doubled angle determined from:-the arithmetic means of the pixel-intensity grg

dient

rerior

€y

(2)

f» the dominant ridge flow orientation; angle (V), is determined analytically using the

dient

(3)

(4)

6)

(6)

sin@ =—
costa_b
d
angle( )=lt -1 ::;g

(7)

(8)

(9)

(10)
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5.1.5 Image examples

For algorithms operating in a block-wise manner the input image is subdivided into local regions
according to the overlay grid shown in Figure 1 b). The local region V(8,5) is used as example in local
processing and is marked up using a bold line. Figure 1 c) shows an enlarged view of V(8,5) and Figure 1
d) shows V(8,5) rotated according to its dominant ridge orientation computed using Formula (10).

a) Ipput finger image b) division into local ) enlarged view of d) V(8,5) rotated
regions V(8,5) according to its
dominant ridge
orientatiion as
determined using
Formulp (10)

Figure 1 — Input image used — Examples of the processing of quality

5.2 [Normative contributive quality metrics

5.2.1] General

5.2 specifies normative contributive finger image quality assessment algorithms.
5.2.2 Orientation certainty level

5.2.2{1 Description

The prientatio certainty level (OCL)[3] of a local region is a measure of the consisfency of the
orienftations _0f)the ridges and valleys contained within this local region. The feature computes local
quality and-operates in a block-wise manner.

The flinger image within a 32 x 32 pixels local region [as shown in Figure 1 c)] generally consists of
dark ridge lines separated by white valley lines along the same orientation. The consistent ridge
orientation and the appropriate ridge and valley structure are distinguishable local characteristics of
the fingerprint local region.

The pixel-intensity gradient (dx, dy) at a pixel describes the direction of the maximum pixel-intensity
change and its strength. By performing Principal Component Analysis on the pixel-intensity gradients
in a local region, an orthogonal basis for the local region can be formed by finding its eigenvalues and
eigenvectors. The resultant first principal component contains the largest variance contributed by
the maximum total gradient change in the direction orthogonal to ridge orientation. The direction is
given by the first eigenvector and the value of the variance corresponds to the first eigenvalue, Apax-
On the other hand, the resultant second principal component has the minimum change of gradient in
the direction of ridge flow which corresponds to the second eigenvalue, Apin. The ratio between the
two eigenvalues thus gives an indication of how strong the energy is concentrated along the dominant

© ISO/IEC 2017 - All rights reserved 5
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direction with two vectors pointing to the normal and tangential direction of the average ridge flow
respectively.

5.2.2.2 Computing the eigenvalues and local orientation certainty

From the covariance matrix € [Formula (6)] the eigenvalues Ayin and Ajmax are computed as

a+b— (a—b)2 +4c?

L= 11
- > (an
—
q +b+\/(a—b)4 +4c”
Amax = (12)
2
which yieldsa local orientation certainty level
A
1-——0 0 A >0
local ’ max
QOOCCf = A’max (13)
0, otherwise
which is a ratio in the interval [0,1] where 1 is highest certainty level and.0 is lowest.
NOTE The orientation certainty level fails to predict match-ability when some marks or residual exist|in the

samples that have strong orientation strength, such as those exhibited’byTatent prints left by the previous user.

5.2.2.3 O(QL algorithm
For each local region Vin I:

a) computg the pixel-intensity gradient of V with.centered differences method [Formulae (1), (2]];

<

b) computg the covariance matrix € [Formula{6)];

c) computé the eigenvalues of C to obtain Qé)occfl [Formulae (11), (12), (13)].

Figure 2 visyializes the processing steps.

e

a) Current local region with the ratio between
eigenvalues marked as ellipse

b) Local quality scores Q%% for example

fingerprint image

Figure 2 — Processing steps of orientation certainty level quality algorithm

6 © ISO/IEC 2017 - All rights reserved
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5.2.3 Local clarity score

5.2.3.1 Description

Good quality fingerprints exhibit clear ridge-valley structure. Thus, the local clarity score (LCS)
[4], which is the measure of the ridge-valley structure clarity, is a useful indicator of the quality of a
fingerprint. The feature computes local quality and operates in a block-wise manner.

To perform ridge-valley structure analysis, the foreground of the finger image is quantised into local
regions of size 32 x 32 pixels[3]. Inside each local region, an orientation line, which is perpendicular

to the ridge direction, is computed. At the centre of the local region along the ridge direction, a local
regiofr o E 32X 10 PIXE § DE eX1T £d and ransformed o a verticaily aligned 1o

On §,|the local region average profile, calculated in 5.2.3.4, a linear regression (or least'squs
appligd to determine the Determine Threshold (DT) which is a line positioned at thelcentr
regiopn V, and is used to segment the local region into the ridge or valley region.Regions w
intengity lower than DT are classified as ridges. Otherwise, they are classifiedas valleys.

Since|good finger images cannot have ridges that are too close or too fafjapart, the nomit
valley thickness can be used as a measure of the quality of the finger image captured. Sim|
that are unreasonably thick or thin indicate that the finger image may not be captured p
as pressing too hard or too soft, or the image is a residual samplé,'Thus, the finger imagg

] region.

ire fitting) is
e of the local
th grey level

1al ridge and
ilarly, ridges
foperly, such
b quality can

be ddtermined by comparing the ridge and valley thickness toeach of their nominal ranige of values.

Any value out of the nominal range may imply a bad quality~ridge pattern. To normalize
the thickness values, a pre-set maximum thickness is used. The maximum ridge or vall
(Wm4x) for a good finger image is estimated at 20 pixelsfor a 196,85 pixel per centimet]
per inch). The pre-set value of 20 pixel for a 196,85 pixel per centimetre (500 pixel per i
spatifil sampling rate is obtained from the median of the typical ridge separation of 8 to
and alssuming that any ridge separation will not.exceed twice of the median value. This wil
the pre-set value is indeed the maximum to limit the value of the normalized ridge and val
betwgen 0 and 1. The ridge thickness (W;).and valley thickness (W)) are then normalized
to th¢ maximum thickness.

With

rectapgular 2-D region.

For 1
distr

pcal regions with good‘clarity, the pixel-intensity distribution of ridges and the pi

bution of the valley$have a very small overlapping area and thus Q% is high. T

the range of
ey thickness
e (500 pixel
hch) scanner
12 pixels[1],
[ ensure that
ey thickness
with respect

the ridge and valley separateéd as above, a clarity test can be performed in each segmented

xel-intensity
he following

factofs affect the size ef the total overlapping area:

a) n1oise on ridgeand valley;

b) water patches on the image due to wet fingers;

c) incorrect orientation angle due to the effect of directional noise;
d) scar across the ridge pattern;

e) highly curved ridges;

f) ridge endings, bifurcations, delta and core points;

g) incipient ridges, sweat pores and dots.

Factors a) to c) are physical noise found in the image. Factors d) to g) are actual physical ch
of the fingerprint.

© ISO/IEC 2017 - All rights reserved
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mputing the ridge valley signature of a local region

Given the local region V the ridge valley signature § is obtained by

sy 2 ) ”
X)=
16
where V(x, y) is the grey level at point (, y); x is the index along x-axis.
5.2.3.3 Determining the proportion of misclassified pixels
Formulae (15) and (16) specify the calculation of « and which are the proportion of pixels misclaskified
respectively|as valley or ridge. vp is the number of pixels in valley region with intensity lowey than DT
and vr is the|total number of pixels in valley region. rp is the number of pixels in the ridge région with
intensity higher than DT and rris the total number of pixels in the ridge region.
a="E (15)
vr
r
B=-E (16)
't
5.2.3.4 Ddtermining the normalized ridge and valley width
The normaliged valley width I/I_/V and the normalized ridge width VI_/r are determined
— w,
vy = . (17)
; Wmax
s )
- w.
= - (18)
; Wmax
(1 D5
where
S is the scannerspatial sampling rate in dpi;
Wmax is the estimated ridge or valley width for an image with 49,21 pixel per centimetfe
(125 pixel per inch) spatial sampling rate;
Wy, and W, areithe observed valley and ridge widths.
According t¢-Reference [1], Wmax = 5 is reasonable for 49,21 pixel per centimetre (125 pixgl per
inch) spatial sampling rate. By extension, the denominator in Formula [17] and the denominator in

Formula (18) shall be 20 for a spatial sampling rate of 196,85 pixels per centimetre (500 pixels per inch).

5.2.3.5 Co

The local quality score Q

local _
LCS —

Q

where

mputing the local clarity score

local
LCS

o+pf ’ I-f(WVnmin < Wv < anmax )’(Wrnmin < Wr < Wrnmax )

0, otherwise

© ISO/IEC 2017 - All rights re
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Wrnmin and W‘;lmi" are the minimum values for the normalized ridge and valley width;

WM and W™ are the maximum values for the normalized ridge and valley width.

i 3
Wrnmln - (20)
Wr
pnmax _ 10 (21)
v ==
Wr
ppmin — 2 (22)
WV
ppmin — 10 (23)
WV
NOTE Particular regions inherent in a fingerprint will negatively affect Q]{%Csal. For example, ridge endings
and blfurcations or areas with high curvature such as those commonly fouid,in core and delta points.

5.2.3]6 LCS algorithm

For epch local region Vin I

f)
g)
h)

j)
k)

rptate V such that dominant ridge flow is perpendicular to x-axis;

drop rotated V such that no invalid regions ate‘included;

with V obtain the ridge-valley signature$(5.2.3.2);

determine DT using linear regressiorron S;

fpr each element S(x), set threshold T(x) of x being ridge or valley based on DT;

1,if S(x)<T(x).
0, otherwise ’

dlassify columns in V as ridge’(1) or valley (0) with P(x)={
determine ridge-valley transition vector C from P;

dompute the vector W containing ridge and valley widths from C;

Qo

etermine pdrmalized ridge width and valley width W, and W, (5.2.3.4);

determine-the proportion of misclassified pixels @ and f (5.2.3.3);

Q

piipute the local quality score Q1% (5.2.3.5).

© ISO/IEC 2017 - All rights reserved
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Figure 3 visualizes the processing steps.

Il -
T
S

R

168 20 25 | 30

{1

a) Crop df current local b) Average profile of local region c) Average local region profile
region withdinear regression lipe

d) Binarisation mask with e) Pixels determined to be ridge f) Pixel misclassified as va

ridge and valley regions based on mask based on the threshold
based on regression line

iR
L i

g) Same as €) h) Same as e) i) Local clarity scores

lley

Key
X  block x-index

Y mean intensity

Figure 3 — Processing steps of local clarity score algorithm

10 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=f40fc9d23d6162533f85b26ca7ac44e9

ISO/IEC 29794-

5.2.4 Frequency domain analysis (FDA) score

5.2.4.1 Description

4:2017(E)

Frequency domain analysis (FDA) computes local quality and operates in a block-wise manner. A one-
dimensional signature of the ridge-valley structure is extracted and the Discrete Fourier Transform
(DFT) is computed on the signature to determine the frequency of the sinusoid following the ridge-
valley structurel5].

The ridge-valley signature of a high quality sample is a periodic signal, which can be approximated
either by a square wave or a smusmdal wave. In the frequency domaln an ideal square wave should

exhib

con51sts of one domlnant frequency and minimum components at other non- domlnant fregd

For epch local region, a signature perpendicular to the dominant ridge flow orientation is d

The

FDA described in 5.2.4 computes the one-dimensional signatures by performing ave

the r|dge flow direction. The averaging process filters out noise along th€ ridge and val
provides a modelling of a smooth changing signal in a direction perpendicular to ridge floy

5.2.4/2 Computing the local FDA quality score

The

wherp

The

Q

lpcal quality score is computed by using Formula (24):
1, lf Fmax =Al or FmaX :A‘A‘

local _
FDA — AFmax +C(AFmax—l +AFmaX+1 )

|4l/2
2F=1 Ar

, otherwise

(0,3 is the attenuation parameter C;

A isthe amplitude at frequency index x.

local

Fmax :Al or Fmax =AXA' \

5.2.4{3 FDA algorithm

For epch local tegion Vin I

dad, ¥ with 2 pixel border;

soidal wave
uencies.

omputed.
raging along

ley flow and
V.

(24)

value of Qppa Is set to 1 when the maximum frequency Fmax amplitude occuyrs at index

to x-axis;

crop Vsuch that no invalid regions are included;

with V obtain the ridge-valley signature § (5.2.3.2);

compute the DFT of S to obtain the magnitude representation 4;
discard the first component of 4;

determine Fax as the index with the largest magnitude in A4;

compute Q4! of Vusing A and Fax (5.2.4.2).

© ISO/IEC 2017 - All rights reserved
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Figure 4 visualizes the processing steps.
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Figure 4 — Processing steps of FDA quality algorithm
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5.2.5 Ridge valley uniformity

5.2.5.1 Feature description

Ridge valley uniformity (RVU) is a measure of the consistency of the ridge and valley widths[3]l. The
expectation for finger image with clear ridge and valley separation is that the ratio between ridge and
valley widths remains fairly constant throughout the finger image.

The ratio of ridge thickness to valley thickness should be constant and close to 1 throughout the
whole image for a good quality finger image. The feature computes local quality and operates in a
block-wise manner.

5.2.5{2 RVU algorithm

For epch local region Vin I

a) determine dominant ridgeflow orientation angle (V) of V;
b) rptate Vsuch that angle (V) is perpendicular to x-axis;

c) drop Vsuch that no invalid regions are included;

d) With Vobtain the ridge-valley signature S (5.2.3.2);

e) determine DT using linear regression on S;

f)

g) Hinarize S using T;

-

br each §(x) compute threshold T(x) = x x DT(1) +DT(0);

1,if8(x-1)<T(x),
0, otherwise ’

1,if P(x-1)=P(x) .
0, otherwise ’

h)

Q

lassify ridge and valley in S as P(x)={
i)

j)  Drop first and last transition from S using € to remove incomplete ridges or valleys anfl obtain §’;

Q

ompute ridge-valley transition vector as C(x)={

k) (ompute Q{;%CXI as the ratio:between widths of ridge and valleys in §”.

Figuije 5 visualizes the processing steps.

© ISO/IEC 2017 - All rights reserved 13
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111 (N

a) Crop of current local region b) Average profile of local region

c) Averfage profile with regression line d) Local guiality score as the standard deviation
of local ridge to valley ratios

Key
X block x-index

Y mean intgnsity
Figure 5 — Processing steps of ridge valley uniformity quality algorithm

NOTE THe ridge valley uniformity quality feature is spatial sampling rate dependent. The given ddfaults
assume 196,85 pixel per centimetre (500 pixel per inch).

5.2.6 Oridntation flow

5.2.6.1 Ddscription

Orientation flow (OFL)[4] is a measure of ridge flow continuity which is based on the absolute orienfation
difference be¢tween a local region and its 8-neighborhood of local regions.

Orientation flow is a good indicator to describe the quality of a good fingerprint pattern because, in
general, the flow of the ridge direction changes gradually, except in an area with a delta or a core. The
feature computes local quality and operates in a block-wise manner.

5.2.6.2 Local region-wise absolute orientation difference

The ridge flow is determined as a measure of the absolute difference between a local region and its
neighboring local regions. The absolute difference D(i, j) for local region V(i, j) is computed using the
dominant ridge flow orientations of this local region and of its neighbors

o) S Ty 1.1 ey 4=

8

(25)
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5.2.6.3 Local orientation flow quality score

The local orientation quality score Q554 for the local region orientation difference D(i, j) is
D(i,j)=Omin .1
local ° — ’ lfD(l ’ ]) > Omin
Qor, =1 90°=Onin (26)

0, otherwise
where Opin = 4 is the threshold for minimum angle difference to consider.

5.2.6,4—0FL algnrifhm

a) [Determine the dominant ridge flow orientation angle (V) of local region Vin I.
b) Hor each local region Vin I:

1) compute the absolute orientation difference D(i, j) using angle (V) (5:2)6.2);

2) compute the local orientation quality score Q(I)olffl (5.2.6.3).

Figuije 6 visualizes the processing steps.

=

a) Line marking the  b) Localorientations ¢) Orientation d) Local quality scores
normal to the ridgeline differences
orientation

Figure-6.— Processing steps of orientation flow quality algorithm

5.2.7] MU

5.2.7{1  (Description

The M P auality faatiirn i +tha Avithoantbios ey
ro—gtarttyreatdrets+taearteHmeaeime

The feature computes global quality.

sl int 1t £all nivale 1 +haly ti
berHhteRrsiHesotatt p}XC.S H—+tRe mpu 1mage.

5.2.7.2 MU algorithm

Compute Qumy as the arithmetic mean of pixel intensities in I.
5.2.8 MMB

5.2.8.1 Description

The MMB quality feature is the arithmetic mean of per local region computed arithmetic mean in the
gray scale input image. The feature computes local quality and operates in a block-wise manner.

© ISO/IEC 2017 - All rights reserved 15
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5.2.8.2 MMB algorithm

a) Foreachlocal region VinI

1y

b) Compute Qmmp as the arithmetic mean of set of Q

compute the arithmetic mean of the pixel intensities in Vas Q

local
MMB*

local
MMB*

5.2.9 Minutiae count in finger image

5.29.1 D

scription

The Finger]e
The minutia

5.2.9.2 Ml

cnt

MIN Is the

Q

5.2.10 Min

5.2.10.1 De

The FingerJ¢q
The feature

t FX (FJFX) minutiae extractor provides a count of detected minutiae in the finger if
b count has a bearing on the mated comparison score. The feature computes global qu

NCNT algorithm
humber of detected minutiae in the finger image as determined by FJEX.

itiae count in center of mass region

scription

t FX (FJFX) minutiae extractor provides locations.of detected minutiae in a finger i
s the minutiae count in a 200 x 200 pixels local pegion centered on the center of mass

detected miputia. The feature computes local quality at théuminutiae locations.

5.2.10.2 M]

com

MIN is the

Q

NCOM algorithm

humber of minutiae occurring withina 200 x 200 pixels local region centered at the @

of mass of the locations of all detected minutiae in the finger image as determined by FJFX.

5.2.11 Min

5.2.11.1 De

The FingerJ¢g
For each mij
value is agg
computes lo

5.2.11.2 M]

itiae quality based on local'image mean

scription

t FX (FJFX) minutiae extractor provides locations of detected minutiae in a finger i
wutia locationva-local quality based on image statistics is computed. The reported q;
Fegated as)the count of local qualities which occurs in the specified range. The fe
ral quality)at the minutiae locations.

NMUalgorithm

mage.
ality.

mage.
Of the

enter

nage.
hality
ature

Qyin is computed by first determining the local quality of each minutiae detected by FJFX as

localy,,
MIN

Q

_k(I)-p(V)
o (1)

(27)

where pu(I) and p(V) is arithmetic mean of respectively the finger image and a 32 x 32 pixels local region
centered on the minutia and o(I) is the standard deviation of the finger image.

16
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The minutiae quality feature QIU[’I“N local

between 0 and 0,5 as

()

local

0<Q, v ™ <0,5 i

for 0<i<Quy

mu __
Quin =

)

|

5.2.12 Minutiae quality based on local orientation certainty level

5.2.12.1 Description

-4:2017(E)

is finally computed as the percentage of @y ™ which have values

(28)

The |
For e

aggrq
quali

ingerJet FX (FJFX) minutiae extractor provides locations of detected minutiae in.a f
hch minutia location a local orientation certainty level is computed. The reported'qu
gated as the count of local qualities which exceed the specified value. The feature co
[y at the minutiae locations.

5.2.1R.2 MINOCL a]lgorithm

ocl

Quin| is computed by first determining the local quality of each minutiae detected by FJFX

(V)

local
MIN

local
OCL

ocl :Q

Q

local
e QocL

red on the minutia.

wher (V) is the local orientation certainty level’(5:2.2) for the 32 x 32 pixels Ig

cente

local ¢

The 1 MIN

hinutiae quality feature QU5 is finally computed as the percentage of Q which

greater than 0,8 as

Qo = {(x,y)lQIIVOHC:,I"C’ >0,8H for @<i<Qihy
5.2.18 Region of interest image‘mean
5.2.1B.1 Description
The region of interest-for the finger image is the foreground region of the image co
fingefprint. The mean image intensity in this area is computed over the set of 32 x 32
regiops which have a least one pixel contained in the region of interest. The feature com
qualify.
NOTE The quality score is highly correlated with Qmu (5.2.7) and @ummB (5.2.8).

inger image.
hlity value is
mputes local

as

(29)

cal region V

have values

(30)

ntaining the
pixels local
putes global

5.2.13.2 AREA algorithm

a) Determine the region of interest R (5.2.13.3).
b) Foreach 32 x 32 local region Vin I
1)

if Vhas at least 1 pixel contained in foreground of R, mark the local region as foreground.

c) Compute QKREA as the arithmetic mean of the set of V which are marked as foreground.

5.2.13.3 Determine the Region of Interest

a) Erode the finger image I with 5 x 5 structuring element to obtain I'.

© ISO/IEC 2017 - All rights reserved
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b) Apply normalized Gaussian blur filter (each weight is divided by the sum of all weights) with kernel
size 41 x 41 and standard deviation of 6,5 to I’ to obtain G.

¢) Binarize G using Otsu’s method[é] to obtain B.

d) Apply normalized Gaussian blur filter (each weight is divided by the sum of all weights) with kernel
size 91 x 91 and standard deviation of 14,0 to B to obtain G’.

e) Binarize G’using Otsu’s method to obtain B".

f) Determine the contours of B’ using Suzuki’s methodIZ] to obtain C.

g) Regionspm€whithraresurrounmded by t-vatued pixetsshattbeset to Ovatued pixets:

h) 0 valued pixel regions in € which reach the image border but are not the largest area shall be set to
1 valued pixels.

i) The resIlting binary mask R contains the region of interest as a region of 0 valued pixels.

Figure 7 visyalizes the processing steps.

18 © ISO/IEC 2017 - All rights reserved
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d) Blurred image G’

a) Eroded image I’ ¢) Binarized image B

b) Blurred image G

e) Binarized image B’ f) Contour mask C g) Region|of interest
mafsk R

Figure 7 — Processing steps of region of interest algorithm

5.2.14 <Region of interest orientation map coherence sum

5.2.14.1 Description

The orientation map coherence sum quantifies the coherence of the estimated finger image orientation
field. The coherence map is computed according to coherence method specified in Reference [8]. The
feature computes local quality and operates in a block-wise manner.

5.2.14.2 COHSUM algorithm

a) Compute the pixel-intensity gradient field g of I (5.2.14.3).

T
b) Compute the square gradient field as g, = (g)z( —gf, ,nggy) .

c) Determine the region of interest R (5.2.13.3).
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d) Foreach 16 x 16 local region Vin I

1) if Vhas atleast 1 pixel contained in foreground of R, compute the coherence of V as coh(V)(0),
otherwise set coh(V) = 0.

e) Compute the quality score QZgy as the sum of the coh(V) of all V.

5.2.14.3 Computing the gradient field

T
The gradient field g= (gx Gy ) of pixel intensity I(ij) of I is

9., NEIG+1,)—1(i-1,j))/2 for 1<i<I, -1,0<j<I,
9x(0,/)FI(1,j)-1(0,)) for 0<j<I, (31)

gx(IW'J)ZI(IW'j)_I(IW_1'j) fOI" OS]SIh
and

9, NFUEj+1)-1(i,j-1))/2 for 0<i<I, 1<j<I;-1
9,(i,0)F1(i,1)-1(i,0) for 0<i<I, (32)
9, (1) =100, 1,)-1(i,1,-1) for 0<i<I,

where I, andl I, are respectively the width and height of I in pixels.

5.2.14.4 Computing the coherence of a local region

The coherenge of a local region Vis computed from its pixel-intensity gradient field g5 as

395 (0.))

coh(V)= m (33)

where || denotes the Euclidean norm and the sums are taken over all pixels in V.
5.2.15 Reglon of interest relative oriéntation map coherence sum

5.2.15.1 Ddgscription

The relative| orientation map;-coherence sum is the average of local region orientation coherence as
determined py 5.2.14. Théfeature computes local quality and operates in a block-wise manner.

5.2.15.2 CQHREL algorithm

a) Compute . @Zey and store the number of local regions ¥ which have at least one pixel containedl in R
as n (5.27137.
sum

b) Compute QR = Ccon

5.2.16 Quality feature vector composition

5.2.16.1 Description

Quality features specified in 5.2.2 to 5.2.6 provide a map of values for local regions in the finger image.
The quality features specified in 5.2.7 to 5.2.15 provide scalar quality values for the finger image.

The specified features shall be composed such that a fixed length feature vector is obtained for use
by a classification system. Thus, the features in 5.2.2 to 5.2.6 are aggregated using arithmetic mean
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specified in 5.2.16.2, standard deviation specified in 5.2.16.3 and histogram specified in 5.2.16.4 for
inclusion in the final feature vector specified in 5.2.16.5.

5.2.16.2 Mean of local quality values

The mean quality value QKREA over an N x M matrix of local quality values Qg’ﬁf\lm is computed as

QQNA ME = ZZQéOﬁZ%E (34)

11]1

orienftation certainty (5.2. 2) local clarlty score (5 2.3), frequency domam analy51s score
valley uniformity (5.2.5), orientation flow (5.2.6).

omputed for
[5.2.4), ridge

This yields the arithmetic mean aggregated quality scores QgCL ,chs ,Q]ffDA ,Qf{VU ,Qé‘FL
5.2.16.3 Standard deviation of local quality values

The standard deviation QgNAME over an N x M matrix of local qualit§values Q(IQOIGKIME is computed as

N |-

eC\

2
local
ONAME = N = 1121,]21,(QQ%2ME (i,j)- QSNAME) (35)

wherf gqname is one of OCL, LCS, FDA, RVU, OFL corrésponding to the local quality values djomputed for
orienftation certainty (5.2.2), local clarity score (5:2:3), frequency domain analysis score {5.2.4), ridge
valley uniformity (5.2.5), orientation flow (5.2.6).

This yields the standard deviation aggregated quality scores QgCL 'Qllfcs ,Q#DA 'QlétVU ,Q(‘;FL

5.2.16.4 Histogram of local quality

Local quality values from orientation certainty (5.2.2), local clarity score (5.2.3), frequ¢ncy domain
analyfsis score (5.2.4), ridge valley uniformity (5.2.5), orientation flow (5.2.6) shall be represented as
fixedflength histograms with 10 bins to capture the distribution of local qualities.

The Houndaries defining each bin for each of the features are specified as

Bfps = {-0;0:268 00;0,304 00;0,330 00;0,355 00;

6;380 00;0,407 00;0,440 00;0,500 00;1,000 00;00}

0,790 00;0,810 00;0,830 00;0,850 00;0,870 00;00}

Bocr, = {-90;0,337 00;0,479 00;0,579 00;0,655 00; (36)
0,716 00;0,766 00;0,810 00;0,852 00;0,898 00;00}

BorL = {-0;0,017 15;0,035 00;0,055 70;0,081 00;

0,115 00;0,171 80;0,256 90;0,475 80;0,748 00;00}
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Bryy = {-;0,500 00;0,667 00;0,800 00;1,000 00;
1,250 00;1,500 00;2,000 00;24,000 0;30,000 0;00}

For each of FDA, LCS, OCL, OFL, RVU, a histogram is computed using the specified bin boundaries where
the ith bin in the histogram is given by the interval

(B{2 ,Bgl) for 1=i
(37)

i pitl .
[BQ'BQ ) for 1<i<|Rl
The ith integtval includes the value of Bé on the left and excludes the value of Bg’l on the right when
1<i S‘BQ‘ . Ip this document, ‘BQ ‘ =10.

The histogrpms of local qualities are specified according to their bin boundaries as definpd in
Formulae (3p) and (37) where the ith bin in the histogram contains the cardinality, 6f the multiseft that
contains valfies bounded by the histogram boundaries

Qipa 1 {(X'J’)le;“DA QA <31€T)1AH , for1<i<[Bppy |,
Qles 3 {(X'J’)|B£cs <Q! <B£+CISH for1<i<|Bycs),
Qoct 1 {(X'J’)|B(i)u <QE! <Bé)+c1LH , for1<i<|Bogy s (38)
QorL - {(X'.V)lB(i)FL <Q&E! <B(i)-;‘1LH , for1<i<{Bop|,
Qkvu 7 {(X'J’)|Blizvu < QY <Blif\_/1U} JOr1<i<[Bryyl.

The histogrgm for a single feature represented‘by its bins is written as
QonamEe F {QIQNAME }'forl <1< BonaMEe (39)

where gnamgp is one of OCL, LCS, EDA, RVU, OFL.

This yields the histogram feature vectors Qucy.,QLcs  @rpa »@rvu » QoFL
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5.2.16.5 ISO 29794-4 quality feature vector

This document's quality feature vector is specified as

_ u L Al u u
Q29794-4 ={ QoL Qics Crpa Crvu - QoFL

o o o o O
Qocr»Q1cs »@rpa »Qrvu » Q0OFL »

5.3

5.3.1

5.3 specifies non-normative finger image quality assessment algorithms.

5.3.2

5.3.2

The 1
globg
high

Since
energ
the f

QocL Qucs @rpa »Qrvu - QorL »
sum

Qmu -Omms - Qcon -Qcon

cnt com mu ocl

,Q

QmIN -QMIN » OMIN » OMIN
Non-normative quality metrics

rel

u
COH 'QAREA ’

}

General

Radial power spectrum

1 Description

adial power spectrum is a measure of maximalsignal power in a defined frequency
| radial Fourier spectrum. Ridges can be localljrapproximated by means of a single sing
energy concentration in a narrow frequency‘band corresponds to consistent ridge str

the ridges of a finger image can be locally approximated by one sine wave, large value
y can represent the strong ridges. The robustness of the ridge structure can be useq
nger image quality. F is decided\'as the maximum Radial Fourier spectrum valu

4:2017(E)

(40)

band of the
wave, hence
uctures.

of sine wave
| to measure
b within the

reasdnable Fourier domain. The reasonable Fourier domain refers to the region of neither the highest
nor the lowest frequency. The higherthe value of F, the better is the finger image quality.
5.3.2{2 Variables
Name Default Description
Fmin 0,143 cycles/pixel |Lower bound of frequency band
Fmax 0,077 cycles/pixel |Upper bound of frequency band
A Sampling step between annular bands in the frequency
( spectrum
0 180 Degrees of the spectrum to consider
5.3.2.3 Algorithm

a) Compute the magnitude of the 2D-DFT F(u,v) of input image.

b) Transform F(u,v) into polar coordinates and normalize to the range of [0, 1].

c) Determine the maximum energy to compute Qpow (5.3.2.5).

© ISO/IEC 2017 - All rights reserved
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5.3.2.4 Magnitude of frequency bands polar coordinates

The magnitude of the annular band between r and r + A, in the polar Fourier spectrum F(a,r) is
computed as shown in Formula (41):

V4 r+A,
th 02 (41)

] (r) z Zrmax
o=0 T'min
where
a istheangle;
e X\
r isthe radius. (19

F(a,r) is the $pectrum f{p,q) representation in polar coordinate system (1), see Figur% 8>"

AD

1050

950

900
0,06 0,08 011 0,13 0,16 0,18

X

a) Fouriern spectrum b) Fourier sp c’thm in c) View of frequencies d) 1D magmtude of fre-
of input polar coord-él’e system of interest quencies of interest

Key
cycles/pikel @ ‘
magnitude C)O
Cycles/pixel. @
Radians. Q‘

O

é.i’gure 8 — Processing steps of radial power spectrum algorithm

oo = K
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.5 Determine quality score from energy distribution

The quality feature Qpow is found as

Qpow =rgﬁi’ﬁ]|](r)|

NOTE

(42)

The Radial Power Spectrum quality feature is spatial sampling rate dependent. The given defaults
assume 196,85 pixel per centimetre (500 pixel per inch).

5.3.3

5.3.3

The
Gabo

Gabor quality score

1 Feature description

labor quality feature operates on a per-pixel basis by calculating the,Standard devjiation of the

orienEed evenly across the half circle. The strength of the response at.a given location co

the a
the fj
a few

reement between filter orientation and frequency in the location neighbourhood.
ngerprint image with a regular ridge-valley pattern there will’be a high response
filter orientations. In areas containing background or unclear ridge-valley structu

- filter bank responses[9l. The size of the filter bank is used to determine a number of filters

'Tesponds to
For areas in
from one or
re the Gabor

respdnse of all orientations will be low and constant.
5.3.3]2 Variables
Name Default Description
Oy 6 2D Gaussian standard deviation in x-direction
Oy 6 2D Gaussian standard deviation in y-direction
n 4 Size of filter bank (orientations of the Gabor wave)
f 0,1 Gabor filter frequency
0 — An orientation of a Gabor filter

5.3.3
a) (
t
b)
c (
\

3 Algorithm

onvolve input image with a 2D Gaussian kernel with =1 and subtract it from the i
D give I.

ompute the Gabor response of I for each orientation 6.

onvolve the magnitude (complex modulus) of each Gabor response with a 2D Gau
Jitho = 4.

nput image I

ssian kernel

FRA | b | P A | s £l Fali | PR | 1 do 1.1 b
d) CUIII}JULC LT SLAIIUdTI U UTVIdLIUIT U LIIT UdDUT HHId g HITUUT TTSPUITIST VAIUTS dL TALITTULALU
map of standard deviations.

nyielding a

e) Sum the map of standard deviations and normalize according to number of sample points to
produce the final Gabor quality score.

Figure 9 visualizes the processing steps.
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5.3.3.4 Gabor filter

The general form of the complex 2D Gabor[19] filter hcy in the spatial domain is given by Formula (43):

2 2
1 x y .
hey (x,y;f,@,ax,ay)zexp —-= —Z+—Z exp(j27 fxg ) (43)
2 o ;
where
Xg =xsinf+ ycosO (44)
Yo =XcQs6— ysin6 (45)

and fis the frequency (cycles/pixel) of the sinusoidal plane wave along the orientation 6. The size pf the
Gaussian smpothing window is determined by oy,0),.

The filter bank size n is used to compute the differently oriented Gabor filters composing the filter pank.
Computing 4 given n is done as:

k-1
nw

0 k=1,...,n (46)

NOTE THe Gabor quality feature is spatial sampling rate dependent.(The given defaults assume 196,83 pixel
per centimetife (500 pixel per inch).

5.3.3.5 Computing the Gabor quality score from the Gabor filter response

Let G be a matrix with standard deviations of local responses resulting from convolution of I and :abor
filter of oriemtation n. The Gabor quality Qgap is computed as:

Qeap = )’1Y ZZG(X:)’) (47)
Xy

26 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=f40fc9d23d6162533f85b26ca7ac44e9

ISO/IEC 29794-4:2017(E)

10 10

a) Resulting image I b) Real valued Gabor filter h c) Gabeor filter h

d) flconvolved with h yielding e) Go.convolved with 2D Gaussi- f) Standard deviatilon of filter
matfrix of filter responses Gy an kernel responses at eath pixel

Figuré 9 — Processing steps of Gabor algorithm

5.4 |Unified quality-score

5.4.1] Methodelogy for combining quality metrics

In orfler to obtain a single or unified output from several or all the quality metrics desd¢ribed in the
earligr clauses, it is necessary to combine the values of the quality metrics describeg¢l above and
prod cea smgle scalar quallty score as requlred in the quallty f1eld Each of the quallty mefrics shall be

: 3t 32 ity-metrics shall
be done such that the overall quahty score is predlctlve of performance There are various methods that
can be used to combine all the quality metrics, e.g. weighted averaging, the use of pattern classifiers
and other nonlinear computations.

5.4.2 Training method

Pattern classifiers are mathematical models that can intelligently learn a concept and predict an output
when presented with new and even unseen samples. To apply pattern classification to combine the
finger image quality analysis metrics, it is necessary to train the pattern classifier by providing finger
images with the values for all the quality metrics computed and the overall quality scores for each
sample. Once the pattern classifier is well-trained, given the values of the quality metrics, it will be able
to provide an overall quality score for the finger image.
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The feature vector, Q29797-4 (5.2.16.5), will be the input to the pattern classifier. Training the pattern
classifier could be performed using a corpus of finger images with pre-assigned quality categories or
scores such as the QSND corpus, on the output of one or many quality algorithms. A detailed approach
to establish the QSND and the minimum number of samples required can be found in ISO/IEC 29794-
1. For all the samples in the corpus, the feature vectors are computed. They are then paired with the
quality category or score and fed into the pattern classifier for training.

With the feature vector specified in 5.2.16.5, a Random Forest shall be trained for binary classification,
where Class 0 represents images of very low utility and Class 1 represents images of very high utility.
The trained random forest outputs class membership along with its probability score. This score is the
probability that a given image belongs to class 1 multiplied by 100 and rounded to its closest integer.

The number|of images chosen for the training process shall conform to ISO/IEC 29794-1. The txgdining
set shall be dhosen such that:

a) Class 1 (or high utility) consists of images with NFIQ 1.0[11] value of 1 (with activation' score|>0,7)
and genfiine score in the 90th percentile for each of the comparison score providers:

b) Class 0 (or low utility) consists of images with NFIQ 1.0 value of 5 (with activdtion score >0,9) and
genuinelscore smaller than a threshold value that corresponds to false match'tate of 1 in 10 040, i.e.
false rejgct at false match rate of 0,000 1.

6 Finger{image quality data record

6.1 Binary encoding

In binary dafa records, quality data shall be encoded as deseribed in Table 1.
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Table 1 — Finger image quality data record structure

-4:2017(E)

Byte # Name Length | Valid values Description + Notes
0 Number 1byte |0to 255 This field is followed by the number of 5-byte Quality

of Quality Blocks reflected by its value.

Blocks A value of zero (0) means that no attempt was made to
assign a quality score. In this case, no Quality Blocks are
present.

1 Quality 1byte |0to 100, Quality score of the metric identified by the Quality Algo-
score 255 rithm Identifier (QAID) in bytes 4 and 5 of this Quality Block.
If\.iualit_y SCOTT ;o u\.iual t6 255 (rrnex), aHr-atte pt to Calcu‘
late a quality score has failed.
2-3 Quality 2 bytes |0 to 65535 This field shall contain the identifier of-the veindor whose

Algorithm 257 (01014Ex) algorithm was used to compute quality./Qualitly algorithm

Vendor for standard vendor identifier shall be registered'with IBIA or other

Identifier quality. approved registration authority’as a CBEFF bipmetric
organization in accordance with CBEFF vendof ID registry
procedures in ISO/IEC 19785-2. A value of all zeros shall
indicate that the value for this field is unreported.

SC37 vendor ID (257\6r0101HEX) shall be useld if and only
ifan SC 37 approved)reference implementation is used to
compute the quality score.
The referencé)implementation is posted at
https://github.com/usnistgov/NFIQ2 with the tag
NF1Q2:0.29794-4_edition_2017.

4-5 Quality 2 bytes |1to 65535 The'quality algorithm identifier shall be encoded in two

Algorithm bjrtes. A value of all zeros is not permitted.

I(gfﬁggler If encoding standard quality metrics defined ip this docu-
ment, the quality algorithm identifiers defined in Table 2
shall be used.

For encoding of quality components not defingd in the
specific modality parts the quality algorithm {dentifier
shall be assigned by the vendor or an approved registra-
tion authority.

Key

Byte {: Record length

Byte 1/2-3/4-5: 5-byte Quality Block [0 or more]

Quality scoreshould always be placed within the quality record of the biometric datalinterchange

used.ih place of 19794 quality fields but rather as supplementary data. The presd
duality fields may be supplied by each CBEFF patron format standard and is beyo

fields should
ribed use of
nd the scope

[y algorithm

vendor identifier and same quality algorithm identifier) shall not be present in a single BDIR.

6.2 XML encoding

In XML documents, quality data shall be encoded as described in the following XML type definitions.

<xs:complexType name="RegistryIDType'>
<xs:sequence>

<xs:element name="Organization” type="xs:unsignedShort"/>
<xs:element name="Identifier" type="xs:unsignedShort"/>

</xs:sequence>
</xs:complexType>

<xs:complexType name="QualityListType'">

<xXs:sequence>
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<xs:element name="Quality"” type="QualityType"” maxOccurs="255"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="QualityType">
<xs:sequence>
<xs:element
<xs:choice>
<xs:element name="Score" type="QualityScoreType'"/>
<xs:element name="QualityCalculationFailed">
<xs:complexType/>
</xs:element>
</xs:choice>
</xs:sequence
</xs:complekType>

name="Algorithm" type="RegistryIDType"/>

<xs:simpleT|
<xs:resty
<xs:min
<xs:max
</xs:rest
</xs:simplg

ype name="QualityScoreType">
iction base="xs:unsignedByte'>
Inclusive value="0"/>
Inclusive value="100"/>
riction>

Type>

6.3 Quality algorithm identifiers

ation
fined

The owner d
identifier is
in this docu

f the quality algorithms defined in this document is ISO/TEC]TC 1/SC 37. Its organiz
D57 (101Hex). Table 2 lists the quality algorithm identifiers for the quality metrics de

If a unified ative

quality metr
defined in 5

1[:ent
quality score is calculated and reported in a fingepimage quality data record, the norn;

ics defined in 5.2 have to be calculated first..The values of the normative quality m
2 may but need not be reported in the finger image quality data record. Calculatio

btrics
h and

reporting offthe non-normative quality metrics definedin 5.3 is optional.

NOTE The unified quality score consists of the fedtures in Formula (41) in 5.2.16.5.
Table 2 —Quality metric identifier
Quality Quality . .
algorithm| |algorithm . . Algorithm Governing
. . . . Quality metric feature subclause +
identifier| | identifier e
Hex decimal name description
01Hex 01 Unified quality score (Q29794-4) Finger image|qual-
ity score (5.4
02Hex 02 ) . . U OCL 5.2.2,5.2.16.2
Mean of local orientation certainty level (@ )
03Hex 03 Standard deviation of local orientation certain- |OCL 5.2.2,5.2.16.3
ty level (Qgcy)
04Hex 0% - m ECS 52-3,5:2162
Mean of local clarity score (Qjg)
05Hex 05 o . o LCS 5.2.3,5.2.16.3
Standard deviation of local clarity score (Qs)
06Hex 06 ) ) i FDA 5.2.4,5.2.16.2
Mean of local frequency domain analysis (Qgp, )
07Hex 07 Standard deviation of local frequency domain FDA 5.2.4,5.2.16.3
analysis (QgDA)
08Hex 08 . ) ) " RVU 5.2.5,5.2.16.2
Mean of local ridge valley uniformity (Qpyy )
09Hex 09 Standard deviation of local ridge valley RVU 5.2.5,5.2.16.3
uniformity (ngu)
0AHex 10 ) . i OFL 5.2.6,5.2.16.2
Mean of local orientation flow (Qqp, )
30 © ISO/IEC 2017 - All rights reserved
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Qua!lty Qua!lty Algorithm Governing
algorithm |algorithm . .
. e - o Quality metric feature subclause +
identifier | identifier o
. name description
Hex decimal
0B 11 OFL 5.2.6,5.2.16.3
Hex Standard deviation of orientation flow (QgFL)
0CHex 12 MU (@mu) MU 5.2.7
0DHex 13 MMB (QmMB) MMB 5.2.8
OEHex 14 Minutisocon ntracnt MINCNT 2.2.9
Minttiae-cotnt wCATIL.
OF 15 MINCOM 5:2.10
e Minutiae count in center of mass (Qpy )
10ye; 16 o i ) mu MINMU 5.2.11
Minutiae quality based on image mean (Qpy )
11ge 17 Minutiae quality based on orientation certainty | MINOCL 5.2.12
level (Qh)
12 18 AREA 5.2.13
He Region of interest image mean (QKREA )
13He 19 Region of interest orientation map coherence sum | COHSUM 5.2.14
(Qcon)
14Hes 20 Region of interest relative orientation‘map COHREL 5.2.1%
coherence sum [Qrel )
COH
15He] 21 Radial power spectrum (Qpow) POW 5.3.2
16He; 22 Gabor quality score (QGaR) GAB 5.3.3
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Annex A
(normative)

Conformance test assertions

A.1 Overview

This documgnt specifies terms and quantitative methodologies relevant to characterizing the gua
finger images and to assessing their potential for high confidence biometric match decisionst

The objective of this document cannot be completely achieved until biometric products can be tesf
determine whether they conform to those specifications. Conforming implementations’are a nece
prerequisite| for achieving interoperability among implementations; therefore there is a need
standardiseql conformance testing methodology, test assertions, and test procedures as applica

ity of

edto
Ssary
for a
ble to

specific modalities addressed by this document. The test assertions will cdver as much as pragtical

of this document’s requirements (covering the most critical features), sothat the conformity r¢

bsults

produced by the test suites will reflect the real degree of conformity'of the implementations to

ISO/IEC 297P4-4 finger image quality data records. This is the motivation for the development g
conformancg¢ testing methodology.

This annex is intended to specify elements of conformance t€sting methodology, test assertiong
test procedufres as applicable to this document.

A.2 Conformance test set

To verify comformance, implementations of quality assessment algorithms claiming conformancse
this docum

value shall differ from that of the reference implementation by more than 1 %.

The finger irhages in the conformance:tést set are selected from databases DB1 and DB3 of FVC20
and databasg¢ DB1 of FVC2002[13].

NFIQ 2.0, :jle source code ofswhich is available from https://github.com/usnistgov/NFIQ2 i
reference implementation for\this document.

f this

, and

with

t should run on all images in the-conformance test set. In order to conform, no output
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