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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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1 Scope

The OCF specifications are divided into two sets of documents:

8(E)

e Core Specification documents: The Core Specification documents specify the Framework, i.e.,
the OCF core architecture, interfaces, protocols and services to enable OCF profiles

im

plementation for Internet of Things (IoT) usages and ecosystems.

e Vertical Profiles Specification documents: The Vertical Profiles Specification documents
specify the OCF profiles to enable 10T usages for different market segments such as smart

hq

me industrial healthcare and automotive The Aplnli(‘a'rinn Profiles anr-\rifirarinn is built

uy

Specification.

This ¢

2 N

The fpllowing documents, in whole or in part, are normatively referencéd-in this document ar

indisy
refere

ISO §
dates

IEEE

IETF RFC 1981, Path MTU Discovery for IP version-6, August 1996

https:

on the interfaces and network security of the OCF core architecture defined in the

ocument is the OCF Core specification which specifies the Framework and core archite

ormative references
ensable for its application. For dated references, only the edition“cited applies. For un
nces, the latest edition of the referenced document (including.any amendments) appli

601, Data elements and interchange formats — Information interchange —Representat
and times, International Standards Organization, December 3, 2004

754, IEEE Standard for Floating-Point Arithmeti¢,/August 2008

/tools.ietf.org/rfc/rfc1981.txt

IETF RFC 2460, Internet Protocol, version 6\(IPv6), December, 1998

https:

/tools.ietf.org/rfc/rfc2460.txt

IETF RFC 2616, Hypertext Transferf®rotocol — HTTP/1.1, June 1999.

http:/

www.ietf.org/rfc/rfc2616.txt

IETF RFC 3810, Multicast Listener Discovery Version 2 (MLDv2) for IPv6, June 2004

http:/

www.ietf.org/rfc/rfc3810.txt

IETF RFC 3986, Unifermy Resource ldentifier (URI): General Syntax, January 2005.

http:/

www.ietf.org/ifcirfc3986.txt

IETF RFC 4122;{A Universally Unique IDentifier (UUID) URN Namespace, July 2005

http:/

www.ietf.erg/rfc/rfc4122.txt

IETF RFC 4287, The Atom Syndication Format, December 2005,

Core

cture.

d are
dated
bS.

on of

http:/

www ietf org/rfc/rfc4287 txt

IETF RFC 4193, Unique Local IPv6 Unicast Addresses, October 2005
http://www.ietf.org/rfc/rfc4193.txt

IETF RFC 4291, IP Version 6 Addressing Architecture, February 2006
http://www.ietf.org/rfc/rfc4291.txt

IETF RFC 4443, Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6
(IPv6) Specification, March 2006
http://www.ietf.org/rfc/rfc4443.txt
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IETF RFC 4861, Neighbor Discovery for IP version 6 (IPv6), September 2007
http://www.ietf.org/rfc/rfc4861.txt

IETF RFC 4862, IPv6 Stateless Address Autoconfiguration, September 2007
http://www.ietf.org/rfc/rfc4862.txt

IETF RFC 4941, Privacy Extensions for Stateless Address Autoconfiguration in IPv6, September
2007
http://www.ietf.org/rfc/rfc4941.txt

|ETF EC 4044 Trancoaicoion oFf 1D D
N O I Tt, T TS S3TOTT O 1T o

http:/fwww.ietf.org/rfc/rfc4944.txt

A DNaofwor ka Caontambay ’)I\O7
T INC TV OTIKST OCPTtCTIToCT =4

IETF RFC 5646, Tags for Identifying Languages, September 2009
http:/fwww.ietf.org/rfc/rfc5646.txt

IETF RFC 5988, Web Linking: General Syntax, October 2010
http:/iwww.ietf.org/rfc/rfc5988.txt

IETF RFC 6434, IPv6 Node Requirements, December 2011
http:/fwww.ietf.org/rfc/rfc6434.txt

IETF RFC 6455, The WebSocket Protocol, December 2011
https/www.ietf.org/rfc/rfc6455.txt

IETF RFC 6573, The Item and Collection Link Relations~April 2012
http:/fwww.ietf.org/rfc/rfc6573.txt

IETF RFC 6690, Constrained RESTful Environménts (CoRE) Link Format, August |2012
http:/jwww.ietf.org/rfc/rfc6690.txt

IETF RFC 6762, Multicast DNS February 2013
http:/fwww.ietf.org/rfc/rfc6762.txt

IETF RFC 6763, DNS-Based Service(Discovery, February 2013
http:/fwww.ietf.org/rfc/rfc6763.txt

IETF RFC 6775, Neighbor Discevery Optimization for IPv6 over Low-Power Wireless Personal
Area Networks (6LoWPANS), November 2012
http:/jwww.ietf.org/rfc/rfc6X75.txt

IETF RFC 7049, Concise Binary Object Representation (CBOR), October 2013
http:/fwww.ietf.org/rfc/rfc7049.txt

IETF RFC 7084) Basic Requirements for IPvé Customer Edge Routers, November 2013
http:/iwww-ietf.org/rfc/rfc7084.txt

IETF RE€ 7159, The JavaScript Object Notation (JSON) Data Interchange Format, March 2p14
http://tools.ietf.org/rfc/ric7159.txt

IETF RFC 7252, The Constrained Application Protocol (CoAP), June 2014
http://tools.ietf.org/rfc/rfc7252.txt

IETF RFC 7301, Transport Layer Security (TLS) Application-Layer Protocol Negotiation
Extension, July 2014
https://tools.ietf.org/html/rfc7301
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IETF RFC 7428, Transmission of IPv6 Packets over ITU-T G.9959 Networks, February 2015
http://www.ietf.org/rfc/rfc7428.txt

IETF RFC 7641, Observing Resources in the Constrained Application Protocol
(CoAP), September 2015
https://tools.ietf.org/html/rfc7641

IETF RFC 7668, IPv6 over BLUETOOTH(r) Low Energy, October 2015
https://tools.ietf.org/html/rfc7668

https:y/tools.ietf.org/html/rfc7721

IETF RFC 7959, Block-Wise Transfers in the Constrained Application Protocol (CoAP), August

https:}/tools.ietf.org/html/rfc7959

IETF draft-ietf-core-coap-tcp-tls-07, CoAP over TCP, TLS, and WebSockets), June 10 2015
https}/datatracker.ietf.org/doc/draft-ietf-core-coap-tcp-tls/

ECMA-4-4, The JSON Data Interchange Format, October 2013.
http:/iwww.ecma-international.org/publications/files/[ECMA-ST/EEMA-404.pdf

OCF PBecurity, Open Connectivity Foundation Security Capabilities, Version 1.0,

IANA|IPv6 Multicast Address Space Registry
http:/iwww.iana.org/assignments/ipv6-multicast-addresses/ipv6-multicast-addresses.xhtml

IANA|Media Types Assignment, March 2017
http:/iwww.iana.org/assignments/media-types/media-types.xhtml
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OpenAPI specification, fka Swagger RESTful APl Documentation Specification

https:

//github.com/OAIl/OpenAPI|-Specification/blob/master/versions/2.0.md

OCF Resource Type Definitions, APl Definition Language for OCF Resource Type Definitions,
Release OCF-v1.0.0

https:

/lgithub.com/openconnectivityfoundation/core

W3C XML character escaping, Extensible Markup Language (XML) 1.0, November 2008

http://www.w3.0rg/TR/2008/REC-xmI-20081126/#syntax

3 T

3.1

3.11
Clien
a logi

3.1.2
Colle
a Req

313
Confi

aclo
confi

3.14
Core
those

315
Defal

PP HE | [l 2l | HP
riro, UcritimriruviltTo, DyIIIIJUID alru auuToTvIidalivllo
Terms and definitions

[

Cal entity that accesses a Resource on a Server

ction

ource that contains zero or more Links

guration Source

ld or service network or a local read-only file which~contains and provides
puration related information to the Devices

Resources

Resources that are defined in this specification

It Interface

an Inferface used to generate the response when an Interface is omitted in a request

3.1.6
Devid
a logi

Note 1

3.1.7
Devid
a unig

Note 1
Resou

3.1.8

e
cal entity that assumes ohe or more Roles (e.g., Client, Server)

to entry:  More than gne\Device can exist on a physical platform.

e Type

ce discovery.

Endp

Int

uely namedsdefinition indicating a minimum set of Resource Types that a Device supg

to entry.\__A Device Type provides a hint about what the Device is, such as a light or a fan, for use

orts

during

the source or destination of a request and response messages for a given Transport Protocol Suite

Note 1 to entry: Example of a Transport Protocol Suite would be CoAP over UDP over IPv6.
3.1.9

Entity

an aspect of the physical world that is exposed through a Device

Note 1

to entry: Example of an entity is an LED.
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3.1.10

Framework

a set of related functionalities and interactions defined in this specification, which enable
interoperability across a wide range of networked devices, including loT

3.1.11
Interface
provides a view and permissible responses on a Resource

3.1.12
Introgpection
mechpnism to determine the capabilities of the hosted Resources of a Device

3.1.13
Introgpection Device Data
data that describes the payloads per implemented method of the Resources that makes Up the
Device

Note 1|to entry: See section 11.8 for all requirements and exceptions

3.1.14
Links
extends typed web links according to IETF RFC 5988

3.1.15
Non-OCF Device
A deVfice which does not comply with the OCF Device réquirements

3.141
Notification
the mechanism to make a Client aware of resqurce state changes in a Resource

311

Obsefve
the a¢t of monitoring a Resource by sending a RETRIEVE request which is cached by the Server
hosting the Resource and reprocessed on every change to that Resource

311

Parameter

an element that provides.metadata about a Resource referenced by the target URI of a Link|
311

Partiagl UPDATE
an URDATE request to a Resource that includes a subset of the Properties that are visible Vja the
Interface being applied for the Resource Type

3.1.2
Platfgrm
a physical device containing one or more Devices

31.21
Remote Access Endpoint (RAE) Client
a Client which supports XMPP functionality in order to access a Server from a remote location

3.1.22

Remote Access Endpoint (RAE) Server

a Server which supports XMPP and can publish its resource(s) to an XMPP server in the cloud,
thus becoming remotely addressable and accessible

19
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Note 1 to entry:  An RAE Server also supports ICE/STUN/TURN.

3.1.23
Resource
represents an Entity modelled and exposed by the Framework

3.1.24

Resource Directory

a set of descriptions of Resources where the actual Resources are held on Servers external to the
Device hosting the Resource Directory, allowing lookups to be performed for those resources

Note 1[To entry: _ This funciionality can be used Dy SIEEpPINg SEervers or Servers that choose not to listen/resgond to
multicgst requests directly.
3.1.25

Resolrce Interface
a quIification of the permitted requests on a Resource

3.1.2
Resoprce Property
a significant aspect or parameter of a resource, including metadata, that,is exposed through the
Resotrce

3.1.27
Resopurce Type
a unifjuely named definition of a class of Resource Prope€rties and the interactions that are
suppgrted by that class

Note 1|to entry: Each Resource has a Property “rt” whose valug is the unique name of the Resource Type.

3.1.28
Sceng
a static entity that stores a set of defined Resgource property values for a collection of Resodrces

Note 1|to entry: A Scene is a prescribed setting of;a“set of resources with each having a predetermined value |for the
properfy that has to change.

3.1.29
Sceng Collection
a collection Resource that contains an enumeration of possible Scene Values and the clirrent
Scen¢ Value

Note 1|to entry: The member Values of the Scene collection Resource are Scene Members.

3.1.3
Sceng Member
a Redqource thateontains mappings of Scene Values to values of a property in the resource

31.3
Sceng Value
a Scgnedéenumerator representing the state in which a Resource can be

3.1.32

Server

a Device with the role of providing resource state information and facilitating remote interaction
with its resources

Note 1 to entry: A Server can be implemented to expose non-OCF Device resources to Clients (section 5.6)

3.1.33
Vertical Resource Type
a Resource Type in a vertical domain specification

20
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Note 1 to entry: An example of a Vertical Resource Type would be “oic.r.switch.binary”.

3.2 Symbols and abbreviations

3.21
ACL
Access Control List

Note 1 to entry: The details are defined in OCF Security.

3.2.2
CBOR

ConciseBimmary Object Represermtation

3.2.3
CoAH
Constrained Application Protocol

3.24
EXI
Efficignt XML Interchange

3.25
IRI
Interrjationalized Resource ldentifiers

3.2.6
ISP
Interrjet Service Provider

3.2.7
JSON
Java$cript Object Notation

3.28
mDN§
Multigast Domain Name Service

3.29
MTU
Maxirhum Transmission Unit

3.2.1¢
NAT
Network Address, Translation

3.2.11
OCF
Open|Connectivity Foundation

the organization that created this specification

3.212
RAML
RESTful API Modeling Language

3.213
REST
Representational State Transfer

© ISO/IEC 2018 - All rights reserved
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3.214
RESTfull
REST-compliant Web services

3.215
URI
Uniform Resource ldentifier

3.2.16
URN
UniformmResourceNanTe

3.2.17
uTC
Coordinated Universal Time

3.2.18
UuID
Univgrsal Unique Identifier

3.2.19
XML
Extensible Markup Language

3.3 Conventions

In thi$ specification a number of terms, conditions, mechanisms, sequences, parameters, eyents,
stateg, or similar terms are printed with the first lettet of each word in uppercase and the rest
lowerpcase (e.g., Network Architecture). Any lowercase uses of these words have the njormal
technjcal English meaning.

3.4 | Datatypes

Resolirces are defined using data typesZderived from JSON values as defined in ECMA-4-4.
Howejver, a Resource can overload a 3JSON defined value to specify a particular subset pf the
JSON value, using validation keywords defined in [JSON Schema Validation].

Among other validation keywords, section 7 of [JSON Schema Validation] defines a “fgrmat”
keyword with a number-gf:format attributes such as “uri” and “date-time”, and a “pattern” keyword
with g regular expression that can be used to validate a string. This section defines patternjs that
are ayailable for use iIn“describing OCF Resources. The pattern names can be used in specifi¢ation
text where JSON, format names can occur. The actual JSON schemas shall use the JSON type
and ppattern instead.

For allrows defined in Table 1 helow the JSQN type is cfring

Table 1. Additional OCF Types

Pattern Name Pattern Description

csv <none> A comma separated list of values encoded within a string. The value
type in the csv is described by the property where the csv is used.
For example a csv of integers.

22
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Note: csv is considered deprecated and an array of strings
should be used instead for new Resources.
date ~([0-9){4})-(1[0-2]|0[1-9])-(3[0- As defined in ISO 8601. The format is [yyyy]-[mm]-[dd].
1]|2[0-9]|1[0-9]|0[1-9])$
int64 ~0|(-?[1-9][0-9]{0,18})$ A string instance is valid against this attribute if it contains an
integer in the range [-(2**63), (2**63)-1]
Note: IETF RFC 7159 section 6 explains that JSON integers
outside the range [-(2**53)+1, (2**53)-1] are not interoperable
and so JSON numbers cannot be used for 64-bit numbers.
language-tag NA-Za-z]{1,8}(-[A-Za-z0- An IETF language tag formatted according to IETF-RFC 5646
9]{1,8})*$ section 2.1.
uinté4 ~0|([1-9][0-9]{0,19})% A string instance is valid against this attributéif\it confains an
integer in the range [0, (2**64)-1]
Also see note for int64
uuid "a-fA-FO0-9]{8}-[a-fA-FO-9]{4}- A UUID string representation formatted according to
[a-fA-FO-9]{4}-[a-fA-FO-9]{4}-[a- | IETF RFC 4122 section 3.
fA-FO-9{12}$

Strings shall be encoded as UTF-8 unless otherwise specified,

In a JSON schema, “maxLength” for a string indicates the maximum number of charactefs not

octetg. However, “maxLength” shall also indicate thesmaximum number of octets. If no “maxLength”

is defjned for a string, then the maximum length shall be 64 octets.

4 DQocument conventions and organization

In thig document, features are described\as required, recommended, allowed or DEPRECATED as

follows:

Requlred (or shall or mandatory) ().

e These basic features shal’be implemented to comply with Core Architecture. The phrases
“shall not”, and “PROHIBITED” indicate behaviour that is prohibited, i.e. that if perf¢grmed
means the implementation is not in compliance.

Recommended (or.shoeuld)(S).

e These features add functionality supported by Core Architecture and should be implemgnted.
Re¢commended features take advantage of the capabilities Core Architecture, usually wjithout
imposing-major increase of complexity. Notice that for compliance testing, if a recommended
feature is |mplemented it shall meet the specmed requwements to be m compllance with|these
guid

“should not” indicates behaviour that is permltted but not recommended

Allowed (may or allowed)(O).

e These features are neither required nor recommended by Core Architecture, but if the feature

is

implemented, it shall meet the specified requirements to be in compliance with

guidelines.
DEPRECATED.

© ISO/IEC 2018 - All rights reserved
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Although these features are still described in this specification, they should not be implemented
except for backward compatibility. The occurrence of a deprecated feature during operation of
an implementation compliant with the current specification has no effect on the
implementation’s operation and does not produce any error conditions. Backward compatibility
may require that a feature is implemented and functions as specified but it shall never be used

by implementations compliant with this specification.

Condi

tionally allowed (CA)

e The definition or behaviour depends on a condition. If the specified condition is met, then the

de

finition or hehaviour is allowed otherwise it is not allowed

Cond

e The definition or behaviour depends on a condition. If the specified condition is met, thg
finition or behaviour is required. Otherwise the definition or behaviour is allowed as default

dq

tionally required (CR)

n the

unless specifically defined as not allowed.
Strings that are to be taken literally are enclosed in “double quotes”.
Wordg that are emphasized are printed in italic.
5 Architecture
5.1 |Overview
The grchitecture enables resource based interactions_.among loT artefacts, i.e. physical devices
or applications. The architecture leverages existing. industry standards and technologie$ and
provides solutions for establishing connections (either wireless or wired) and managing the flow of

Speci

inforrl;ation among devices, regardless of their fdrm factors, operating systems or service pro

ically, the architecture provides:
A communication and interoperability framework for multiple market segments (Cons
Enterprise, Industrial, Autonative, Health, etc.), OSs, platforms, modes of communid|
transports and use cases
and semantic intergperability
Common communication protocols for discovery and connectivity
Common-security and identification mechanisms
Opportunity for innovation and product differentiation

A’scalable solution addressing different device capabilities, applicable to smart devig

iders.

Lmer,
ation,

A common and consjstent model for describing the environment and enabling information

es as

H o Ll + tacl ol kbl 2l
VWTITT Ao UTC oSTTTAalitol LUTITITULITU Ty o alrfu wo aravic utcvivTo

The architecture is based on the Resource Oriented Architecture design principles and described
in the sections 5.2 through 5.6 respectively. Section 5.2 presents the guiding principles for OCF
operations. Section 5.3 defines the functional block diagram and Framework. Section 5.5 provides
an example scenario with roles. Section 5.6 provides an example scenario of bridging to non- OCF
ecosystem.
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5.2

In the architecture, Entities in the physical world (e.g., temperature sensor, an electric light or a
home appliance) are represented as resources. Interactions with an Entity are achieved through
its resource representations (section 7.7) using operations that adhere to Representational State
Transfer (REST) architectural style, i.e., RESTful interactions.

Principle

The architecture defines the overall structure of the Framework as an information system and the
interrelationships of the Entities that make up OCF. Entities are exposed as Resources, with their
unique identifiers (URIs) and support mterfaces that enable RESTfuI operatrons on the Resources.
) o the
tion (the server) In the Framework the notion of the clrent and server is realrzed thyough
section 5.5). Any Device can act as a Client and initiate a RESTful operation on any Qevice
acting as a Server. Likewise, any Device that exposes Entities as Resources acts @s-a Sgrver.
Confgrmant to the REST architectural style, each RESTful operation contains all the information
necegsary to understand the context of the interaction and is driven using a small set of g¢neric
operdtions, i.e., CREATE, RETRIEVE, UPDATE, DELETE and NOTIFY (CRUDN) defined in
sectign 8, which include representations of Resources.

Figurg 1 depicts the architecture.

OIC Roles
OIC Client OIC Server
OIC RESTful CRUD! Q@\Ions
Resqurce Model
Layer
Entity
X (e.g. light bulb,
OIC Resource Resource Mapping e i
* monitor)
0OIC Device. OIC Device
\ oic
L ifi bstractions
Bpecific Ve
Implementation of C}.) 0 E.g. GET /s/data
Dath Protocol/ Protocol specific COAP Request brotoco "
X : rotocol specific
Messaging ‘ i im Iement:tion of
CRUDN Operations B
(e.g. CoAP, HTTP, XMPP) Server

COAP Response

) J L “bulb” “on” |

A

Figure 1: Architecture - concepts

The architecture is organized conceptually into three major aspects that provide overall separation

of concern: resource model, RESTful operations and abstractions.

e Resource model:
logically model, and logically operate on the application and its environment. The core resource
model is common and agnostic to any specific application domain such as smart home,

© ISO/IEC 2018 - All rights reserved
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industrial or automotive. For example, the resource model defines a Resource which abstracts
an Entity and the representation of a Resource maps the Entity’s state. Other resource model
concepts can be used to model other aspects, for example behaviour.

e RESTTful operations: The generic CRUDN operations are defined using the RESTful paradigm
to model the interactions with a Resource in a protocol and technology agnostic way. The
specific communication or messaging protocols are part of the protocol abstraction and
mapping of Resources to specific protocols is provided in section 11.8.

e Abstraction: The abstractions in the resource model and the RESTful operations are mapped
to concrete elements using abstraction primitives. An entity handler is used to map an Entity

to
of
m
o)

5.3

The f
functi

applid

Ap Resources to Entities that are reached over protocols that are not natively suppor
CF.

Functional block diagram

Linctional block diagram encompasses all the functionalities required for operation.
pnalities are categorized as L2 connectivity, networking, transport, Framework

ation profiles. The functional blocks are depicted in Figure 2 andJisted below.
o Smart Connected : )
Application profiles Home Health Retail Automotive
OIC Framework
ID & Addressing Resource model CRUDN Messaging

Device

Discove
Y management

Security

Transport

Networking

L2 Connectivity

Figure 2: Functional block diagram

link fayer connections (e.g., Wi-Fi™ or Bluetooth® connection) to the network.

Néetworking: Provides functionalities required for Devices to exchange data among

a Resource and connectivity abstraction primitives are used to map logical RlSTful

erations to data connectivity protocols or technologies. Entity handlers may also be u$ed to

d by

These

and

L2 cenpectivity: Provides the functionalities required for establishing physical and glata

themselves over the network (e.g., Internet).

Transport: Provides end-to-end flow transport with specific QoS constraints. Examples of
a transport protocol include TCP and UDP or new Transport protocols under development

in the IETF, e.g., Delay Tolerant Networking (DTN).

Framework: Provides the core functionalities as defined in this specification. The
functional block is the source of requests and responses that are the content of the

communication between two Devices.
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e Application profile: Provides market segment specific data model and functionalities,
smart home data model and functions for the smart home market segment.

e.g.,

When two Devices communicate with each other, each functional block in a Device interacts with

its counterpart in the peer Device as shown in Figure 3.
OIC Device 1 OIC Device 2

B N o

~ . . \\ . .
Application profiles <_ Application > Application profiles

Y e P
1 I

OIC Framework

- R ™
OIC Framework “ esource P
1

LY
b
A

> é &

Transport (/\ ~ Transport /,‘) Transport
/’f ™
Networking ) Network /,‘» Networking
I'\\
L2 Connectivity Physical P L2 Sennectivity
i

Figure 3: Communication layeripg model

5.4 | Framework

Framework consists of functions which provide core:sfunctionalities for operation.

1) Identification and addressing. Defines .the identifier and addressing capability
Identification and addressing function is defined in section 6.

2) Djscovery. Defines the process for discovering available

Devices (Endpoint Discovery in section 10) and

Resources (Resource discovery in section 11.3)

a
b

3) Resource model. Specifies.the capability for representation of Entities in terms of reso
amd defines mechanismg for manipulating the resources. The resource model funct

de¢fined in section 7.

4) CRUDN. Provides qa,generic scheme for the interactions between a Client and Serv
de¢fined in section™8:

5) Messaging. Rrovides specific message protocols for RESTful operation, i.e. CRUDN.

The

urces
on is

er as

For

example, COAP is a primary messaging protocol. The messaging function is defined in s¢ction

11.8.

6) Degevice management. Specifies the discipline of managing the capabilities of a Devicg
inclides device provisioning and initial setup as well as device monitoring and diagng
Thedevice manmagement-functionisdefimedimsection 115

, and
stics.

7) Security. Includes authentication, authorization, and access control mechanisms required for

secure access to Entities. The security function is defined in section 13.
5.5 Example Scenario with roles

Interactions are defined between logical entities known as Roles. Three roles are defined: Client,

Server and Intermediary.

Figure 4 illustrates an example of the Roles in a scenario where a smart phone sends a re

quest

message to a thermostat; the original request is sent over HTTP, but is translated into a CoAP

© ISO/IEC 2018 - All rights reserved

27


https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

request message by a gateway in between, and then delivered to the thermostat. In this example,
the smart phone takes the role of a Client, the gateway takes the role of an Intermediary and the
thermostat takes the role of a Server.

[ occiet | [ o intermedary | [ ocsener |

HTTP Request " CoAP Request " {

A

“n": “MyRoomTemperaturgL,

rt": "oic.r.temper
BaEies Modic gef oy

HTTP Response CoAP Response
< <k "id": "temp TF38
Ty s “Celc1
- “Current va 18
CRUDN operation o }\2

o

Reso@e’{representatlon)

Figure 4: Example illustrating the R(B\}

5.6 | Example Scenario: Bridging to Non- OCF ecosystem\\

The Use case for this scenario is a display (like a wrist w r@that is used to monitor a heaft rate
sensqr that implements a protocol that is not OCF sup

Figure 5 provides a detailed logical view of the concepts described in Figure 1.

Dévice: “Heart Rate Monitor”
RedqT evice: Theart Rate Monitor™ » asource Mddel

— — — —— — — —
GE-.I— "R Type m
/E/hl‘rf\/]data Time: utime Relative URI

Resource .
Rate: float /s/hm/data + Resource Addrpss

R' 80 Type =P Name: string ;
Resolution: int <= Resource
"R:" Type Range: int 1
Name: string L
e <= Binding
. <= [Entity Handler

Fully-qualified URT

|orc pevice | PGy = =
et protocel oo vanyment Q[T rocol | | Non-oiC
I Stack + HW protoco’

Resource Interface =

1 Entity (e.g. HW Sendor)

@0 I— — OIC DEVICE o e— — —

7
(lient OQ~4- OIC Roles = Server Abstraction

Figure 5: Framework - Architecture Detail

The details may be implemented in many ways, for example, by using a Server with an entity
handler to interface directly to a non- OCF device as shown in Figure 6.
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OIC Device OIC Device Non-OIC

Sensor

(as OIC Client) (as OIC Server) Protocol .
Device

Heart Rate

OIC Framework OIC Framework Non-OIC ecosystem

Figure 6: Server bridging to Non- OCF device

On stz -the e Q a he-anti handla vhich-discoverthe-non OC am a0

Rate Sensor Device) and create resources for each device or functionality discovered. The

Heart
entity

handler creates a Resource for each discovered device or functionality and binds itself tp that

the
infor

6

dentification and addressing

6.1 Introduction

cover
. The
ed to

on- OCF device using the protocol supported by the non-OCF -device. The returned
ation from the non- OCF device is then mapped to the appropriate response for that respurce.

Facilifating proper and efficient interactions between eleménts in the Framework, requires a eans

to idepntify, name and address these elements.

The ifentifier unambiguously and identifies an element in a context or domain. The contgxt or
domajn may be determined by the use or the application. The identifier is expected to be immuyitable

over the lifecycle of that element and is unambigdous within a context or domain.

The gddress is used to define a place, way;or means of reaching or accessing the element in
to int¢ract with it. An address may be mutable based on the context.

The rlame is a handle that distinguishies the element from other elements in the framework.

name| may be changed over the lifecycle of that element.

Therd may be methods or resolution schemes that allow determining any of these based ¢

order

The

n the

knowledge of one or more\ef others (e.g., determine name from address or address from name).

Each |of these aspects may be defined separately for multiple contexts (e.g., a context could
layer [in a stack)._So-an address may be a URL for addressing resource and an IP addre

be a
5s for

addrgssing at thé.connectivity layer. In some situations, both these addresses would be reqpired.

For ekample, toydo RETRIEVE (section 8.3) operation on a particular resource representatio
client|needs-to know the address of the target resource and the address of the server th
which the\tresource is exposed.

n, the
rough

In a context or domain of USe, a name or address could be used as identiier or vice vers
example, a URL could be used as an identifier for a resource and designated as a URI.

. For

The remainder of this section discusses the identifier, address and naming from the point of view

of the resource model and the interactions to be supported by the resource model. Examp

les of

interactions are the RESTful interactions, i.e. CRUDN operation (section 8) on a resource. Also

the mapping of these to transport protocols, e.g., CoAP is described.

© ISO/IEC 2018 - All rights reserved

29


https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

6.2 Identification

An identifier is unambiguous within the context or domain of use. There are many schemes that
may be used to generate an identifier that has the required properties. The identifier may be
context-specific in that the identifier is expected to be and guaranteed to be unambiguous only
within that context or domain. ldentifier may also be context- independent where these identifiers
are guaranteed to be unambiguous across all contexts and domains both spatially and temporally.
The context-specific identifiers could be defined by simple schemes like monotonic enumeration
or may be defined by overloading an address or name, for example an IP address may be an
identifier within the private domain behind a gateway in a smart home. On the other hand, context-
indep i ifi i i i i i ities, for
example any one of the versions of Universally Unique Identifiers (UUIDs). Context independent
identifier may also be generated using hierarchy of domains where the root of the hierar¢hy is
identified with a UUID and sub-domains may generate context independent fdentifier by
concgtenating context-specific identifiers for that domain to the context-independéent identifier of
their parent.

6.2.1 Resource identification and addressing

A respurce may be identified using a URI and addressed by the same URIif the URI is a URL. In
some|cases a resource may need an identifier that is different from a URM;7in this case, the respurce
may have a property whose value is the identifier. When the URI is-in‘the form of a URL, th¢n the
URI may be used to address the resource.

An OCF URI is based on the general form of a URI as defined\in IETF RFC 3986 as follows
<schéme>:/[<authority>/<path>?<query>

Specifically the OCF URI is specified in the following-form:
ocf://[gauthority>/<path>?<query>

A dedcription of values that each companent takes is given below.

The dcheme for the URI is ‘ocf’. The(C'ocf’ scheme represents the semantics, definitions and use
as defined in this document. If a URI has the portion preceding the ‘//’ (double slash) omitted} then
the ‘ocf’ scheme shall be assumed.

Each [transport binding is «esponsible for specifying how an OCF URI is converted to a trafpsport
proto¢ol URI before sending over the network by the requestor. Similarly on the receiver side| each
transport binding is responsible for specifying how an OCF URI is converted from a tragsport
proto¢ol URI before hanhding over to the resource model layer on the receiver.

The guthorityof‘an OCF URI shall be the Device ID ("di") value, as defined in [OCF Security], of
the Server.

The gathlis a string that unambiguously identifies or references a resource within the context of
the Server—imthisversiom of thespecificatiom, a pathstatt ot mctode pet=encoded momr=ASClI|
characters or NUL characters. A path shall be preceded by a ‘/’ (slash). The path may have '/’
(slash) separated segments for human readability reasons. In the OCF context, the /" (slash)
separated segments are treated as a single string that directly references the resources (i.e. a flat
structure) and not parsed as a hierarchy. On the Server, the path or some substring in the path
may be shortened by using hashing or some other scheme provided the resulting reference is
unique within the context of the host.

Once a path is generated, a Client accessing the resource or recipient of the URI should use that
path as an opaque string and should not parse to infer a structure, organization or semantic.
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A query string shall contain a list of <name>=<value> segments (aka “name-value pair”) each
separated by a ‘& (ampersand). The query string will be mapped to the appropriate syntax of the
protocol used for messaging. (e.g., CoAP).
A URI may be either

e Fully qualified or

e Relative

Genepatioroef-URE

A UR|] may be defined by the Client which is the creator of that resource. Such a URI*mpy be
relatiye or absolute (fully qualified). A relative URI shall be relative to the Device on,which it is
hosted. Alternatively, a URI may be generated by the Server of that resource automatically based
on a pre-defined convention or organization of the resources, based on an interface, basgd on
some|rules or with respect to different roots or bases.

Use df URI:

infer fany explicit or implied structure in the URI — the URI js:simply an address. It i§ also
recommended that Devices hosting a resource treat the URI of each resource as an opaque |string
that dddresses only that resource. (e.g., URI's /a and /a/b are considered as distinct addrgsses
and resource b cannot be construed as a child of resourcésa).

The ]\:solute path reference of a URI is to be treated as an opaque-string and a Client should not

6.3 | Namespace:
The relative URI prefix “/oic/” is reserved as a namespace for URIs defined in OCF specifications
and shall not be used for URIs that are not defined in OCF specifications.
6.4 | Network addressing

The fpllowing are the addresses used in\this specification:

e| IP address
An IP|address is used when the device is using an IP configured interface.

When a Device only has.the identity information of its peer, a resolution mechanism is needed to
map the identifier to thé gorresponding address.

7 Resource model

7.1 Introduction

The Resource Model defines concepts and mechanisms that provide consistency and| core
intergperability between devices in the OCF ecosystems. The Resource Model concepts and
mechanisms are then mapped to the transport protocols to enable communication hetwedn the
devices — each transport provides the communication protocol interoperability. The Resource
Model, therefore, allows for interoperability to be defined independent of the transports.

In addition, the concepts in the Resource Model support modelling of the primary artefacts and
their relationships to one and another and capture the semantic information required for
interoperability in a context. In this way, OCF goes beyond simple protocol interoperability to
capture the rich semantics required for true interoperability in Wearable and Internet of Things
ecosystems.
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The primary concepts in the Resource Model are: Entity, Resources, Uniform Resource Identifiers
(URI), Resource Types, Properties, Representations, Interfaces, Collections and Links. In addition,
the general mechanisms are CREATE, RETRIEVE, UPDATE, DELETE and NOTIFY. These
concepts and mechanisms may be composed in various ways to define the rich semantics and

intero

perability needed for a diverse set of use cases that the OCF framework is applied to.

In the OCF Resource Model framework, an Entity needs to be visible, interacted with or
manipulated, it is represented by an abstraction called a Resource. A Resource encapsulates and
represents the state of an Entity. A Resource is identified, addressed and named using URIs.

Props
Propsd
mech
done

A res|
one R
Links

A set

updated using appropriate Representations respectively in the response from and request t

Reso

A Res
with t
to de
resou
whereé

The ipformation for Request or Response with the Representation may be communicated “d
by serializing using a transfer protocol:or encapsulated in the payload of the transport

wire”
proto
to the

The H
JSON

defingd in this specification.

7.2

A Res
A req
Reso

A Red
may K

rties is the Representation of the Resource. A specific view of the Representation*an
anisms applicable in that view are specified as Interfaces. Interactions with a Resourg
as Requests and Responses containing Representations.

purce instance is derived from a Resource Type. The uni-directional relationship be
esource and another Resource is defined as a Link. A Resource thathhas Propertie
is a Collection.

of Properties can be used to define a state of a Resource. This 'state may be retrie\

irce.

ource (and Resource Type) could represent and be used\to expose a capability. Intera
hat Resource can be used to exercise or use that capability. Such capabilities can be
ine processes like discovery, management, advettisement etc. For example: “discov
rces on a device” can be defined as the retrieval/of a representation of a specific res
a property or properties have values that describe or reference the resources on the d

Col — the specific method is determinediby the normative mapping of the Request or Res
transport protocol. See section 11:8for transport protocols supported.

RAML definitions used in this ‘document are normative. This also includes that all d¢
payloads shall comply with-the indicated JSON schema. See Annex D for Resource ]

Resource

ource shall be defined by one or more Resource Type(s) — see Annex D for Resource
uest to CREATE’ a Resource shall specify one or more Resource Types that defin
irce.

ource is.hosted in a Device. A Resource shall have a URI as defined in section 6. The
e assigned by the Authority at the creation of the Resource or may be pre-defined by

these
d the
e are

ween
5 and

ed or
D that
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bvice.
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specification of the Resource Type.

/my/resource/example URI

{

"rt": ["oic.r.foobar"],
"if": [Toic.if.a"],
"value": "foo value”

}

Properties

Figure 7: Example of a Resource

Core [Resources are the Resources defined in this specification to enable functional intera

ctions

as defined in section 10 (e.g., Discovery, Device Management, etc). Among-~the Core Resolrces,

" ow

“loic/fes”, “/oic/p”, and “/oic/d” shall be supported on all Devices. Devices may support other
Resolirces depending on the functional interactions they support.

7.3
7.31

Property
Introduction

Core

A Prdperty describes an aspect that is exposed through a Resource including meta-information

related to that resource.

A Prolperty shall have a name i.e. Property Name and & value i.e. Property Value. The Prop¢

specific format of the Property depends on the*encoding scheme. For example, in JSON, Prq
is represented as "key": value (e.g., "temp®:*30).

In addlition, the Property definition shall have a

e Value Type — the Value Typé€ defines the values that a Property Value may take. The
Type may be a simple data,type (e.g. string, Boolean) as defined in section 3.4 or may
cdmplex data type defined with a schema. The Value Type may define

o0 Value Rules define the rules for the set of values that the Property Value may
Such (rules may define the range of values, the min-max, formulas, {
enumerated values, patterns, conditional values and even dependencies on \
of)ether Properties. The rules may be used to validate the specific values
Rroperty Value and flag errors.

e Mpndatory — specifies if the Property is mandatory or not for a given Resource Type.

brty is
e like

perty
. The

perty

Value
be a

take.
et of
alues
5 in a

e A¢cess modes — specifies whether the Property may be read, written or both. Updats

S are

eduivatentto a write. “T* 75 used for readand—“w* s used for write — potit may be Spe
Write does not automatically imply read.

ified.

The definition of a Property may include the following additional information — these items are

informative:

e Property Title - a human-friendly name to designate the Property; usually not sent over the

wire

e Description — descriptive text defining the purpose and expected use of this Property.
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A Property may be used in the query part of an URI as one criterion for selection of a particular
Resource. This is done by declaring the Property (i.e. <Property Name> = <desired Property
Value>) as one of the segments of the query. In this version of the specification, only ASCII strings
are permitted in query filters, and NUL characters are disallowed in query filters. This means that
only property values with ASCII characters can be matched in a query filter. The Resource is
selected when all the declared Properties in the query match the corresponding Properties in the
full Representation of the target Resource. The full Representation is the snapshot that includes
the union of all Properties in all Resource Types that define the target Resource. If the Property is
declared in the “filter” segment of the query then the declared Property is matched to the
Representation defined by the Interface to isolate certain parts of that Representation.

In gelLeraI, a property is meaningful only within the resource to which it is associated. Howgver a
base |set of properties that may be supported by all Resources, known as Common.‘Properties,
keep ftheir semantics intact across Resources i.e. their “key=value” pair means the same in any
Resolirce. Detailed tables with the above fields for all common properties are defined in s¢ction
7.3.2

7.3.2 Common Properties
7.3.2[1 Introduction
The Gommon Properties defined in this section may be specified fonall Resources. The follpwing

Propgrties are defined as Common Properties: “Resource Type* “Resource Interface”, “Ngme”,
and “Resource Identity”.

The name of a Common Property shall be unique and shall,not be used by other properties. When
defining a new Resource Type, its non-common propérties shall not use the name of ejisting
Common Properties (e.g., "rt", "if", "n", “id”). When défining a new "Common Property", it ghould
be ensured that its name has not been used by any.-other properties. The uniqueness of a new
Common Property name can be verified by checking all the Properties of all the existingl OCF
defingd Resource Types. However, this may.beécome cumbersome as the number of Respurce
Types grow. To prevent such name conflicts,in-the future, OCF may reserve a certain name space
for cdmmon property. Potential approaches-are (1) a specific prefix (e.g. "oic") may be desighated
and the name preceded by the prefix (e.g>"oic.psize") is only for Common Property; (2) the names
consigting of one or two letters are reserved for Common Property and all other Propertieq shall
have [the name with the length larger than the 2 letters; (3) Common Properties may be nested
undel specific object to distinguish'themselves.

The gbility to UPDATE a Common Property (that supports write as an access mode) is resfricted
to the| “oic.if.rw” (read-write) Interface; thus a Common Property shall be updatable using the|read-
write [nterface if and only)if the Property supports write access as defined by the Property definition
and the associated schema for the read-write Interface.

The following Common Properties for all Resources are specified in section 7.3.2.2 through se¢ction
7.3.2J6 and summarized as follows:

e Re¢souree Type ("rt") — this Property is used to declare the Resource Type of that Resqurce.
Sihce“a Resource could be define by more than one Resource Type the Property Value pf the
Resource Type Property can be used to declare more than one Resource type. For example:
“rt": ["oic.wk.d”, “oic.d.airconditioner”] declares that the Resource containing this Property is
defined by either the “oic.wk.d” Resource Type or the “oic.d.airconditioner” Resource Type.
See section 7.3.2.3 for details.

e Interface ("if") — this Property declares the Interfaces supported by the Resource. The Property
Value of the Interface Property can be multi-valued and lists all the Interfaces supported. See
section 7.3.2.4 for details.

e Name ("n") — the Property declares “human-readable” name assigned to the Resource. See
section 7.3.2.5.
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e Resource Identity ("id"): its Property Value shall be a unique (across the scope of the host
Server) instance identifier for a specific instance of the Resource. The encoding of this identifier
is device and implementation dependent. See section 7.3.2.6 for details.

7.3.2.2 Property Name and Property Value definitions
The Property Name and Property Value as used in this specification:
e Property Name- the key in "key=value” pair. Property Name is case sensitive and its data type

is “string” but only ASCII characters are permitted, and embedded NUL characters are not
permitted.

e Property Value — the value in "key=value” pair. Property Value is case sensitive whenZit$ data
type is “string”. Any enum values shall be ASCII only.

7.3.213 Resource Type
Resolirce Type Property is specified in section 7.4.

7.3.214 Interface
Interface Property is specified in Section 7.5.

7.3.25 Name

A human friendly name for the Resource, i.e. a specific (resource instance name |(e.g.,
MyLijingRoomLight), The Name Property is as defined in Table\2

Table 2. Name Property Definition

aperty title Property Value Value Unit Access Mandatory Description

name type rule mode

Namd n string R, W no Human understandable nagme for
the resource.

The ‘Name’ Property is read-write unless-Otherwise restricted by the Resource Type (i.¢. the
Resolirce Type does not support UPDATE or does not support UPDATE using read-write).

7.3.216 Resource ldentity

The Resource ldentity Propertyshall be a unique (across the scope of the host Server) instance
identifier for a specific instancé of the Resource. The encoding of this identifier is devicge and
implementation dependent. The Resource ldentity Property is as defined in Table 3.

Table 3. Resource ldentity Property Definition

Prcperty title Property Value Value rule Unit Access Mandatory Description
name type mode
Resolurce id string Implementation R No Unique identifier of the
ldentlity Dependent Resolrce (avdr all
Resources in the
Device)

7.4 Resource Type
7.41 Introduction

Resource Type is a class or category of Resources and a Resource is an instance of one or more
Resource Types.
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The Resource Types of a Resource is declared using the Resource Type Common Property as
described in Section 7.3.2.3 or in a Link using the Resource Type Parameter.

A Resource Type may either be pre-defined (Core Resource Types in this specification and Vertical
Resource Types in vertical domain specifications) or in custom definitions by manufacturers, end
users, or developers of Devices (vendor-defined Resource Types). Resource Types and their
definition details may be communicated out of band (i.e. in documentation) or be defined explicitly
using a meta-language which may be downloaded and used by APIs or applications. OCF has
adopted RAML and JSON Schema as the specification method for OCF’s RESTful interfaces and
Resource definitions.

Every Resource Type shall be identified with a Resource Type ID which shall be represented|using
the rgquirements and ABNF governing the Resource Type attribute in IETF RFC 6690(Secfion 2
for ABNF and Section 3.1 for requirements) with the caveat that segments are separated by a "."
(perigd). The entire string represents the Resource Type ID. When defining the ID. each segment
may f[epresent any semantics that are appropriate to the Resource Type. Rotoexample,|[each
segment could represent a namespace. Once the ID has been defined, theN\D should be|used
opaqgyely and an implementations should not infer any information from the-individual segments.
The dtring "oic', when used as the first segment in the definition ofcithe " Resource Type|ID, is
reseryed for OCF-defined Resource Types. All OCF defined Resource/Types are to be regigtered
with the IANA Core Parameters registry as described also in IETF/REC 6690.

7.4.2 Resource Type Property

A Resource when instantiated or created shall have one-or-more Resource Types that afe the
template for that Resource. The Resource Types that the~Resource conforms to shall be de¢lared
using|the “rt” Common Property for the Resource. The Property Value for the “rt” Common Property
shall pe the list of Resource Type IDs for the Resource Types used as templates (i.e., “rt"=dlist of
Resolirce Type IDs>).

Table 4. Resource Type/Common Property definition

perty title Property Value type Value rule Unit Access Mandatory Description
EE] mode
Resojrce type rt array Array of R yes The property name rtfs as
strings, described in IETF RF{ 6690
conveying
resource
Type IDs

Resolirce Types may be explicitly discovered or implicitly shared between the user (i.e. Clienf) and
the host (i.e. Server)(of the Resource.

7.4.3 Resource Type definition

Resolirce Types specified as follows:

o Pre«defined URI (optional) — a pre-defined URI may be specified for a specific Resourcel Type
inlan"OCF specification. When a Resource Type has a pre-defined URI, all instances df that

Resource Type shall use only the pre-defined URI. An instance of a different Resource Type
shall not use the pre-defined URI.

e Resource Type Title (optional) — a human friendly name to designate the Resource Type.

e Resource Type ID - the value of "rt" property which identifies the Resource Type, (e.g.,
“oic.wk.p”).

e Resource Interfaces — list of the interfaces that may be supported by the Resource Type.
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e Resource Properties — definition of all the properties that apply to the Resource Type. The
Resource Type definition shall define whether a property is mandatory, conditional mandatory,
or optional.

e Related Resource Types (optional) — the specification of other Resource Types that may be
referenced as part of the Resource Type, applicable to collections.

e Mime Types (optional) — mime types supported by the resource including serializations (e.g.,
application/cbor, application/json, application/xml).

Table 5 and Table 6 provide an example description of an illustrative foobar Resource Type and

its ast‘nr‘lﬁfﬂd Drnpnrflnc

Table 5. Example foobar Resource Type

Pra- Resource Resource Type ID interfaces Description Related M/CR/O
defined Type Title (“rt” value) Functional
URI Interaction
nophe foobar oic.r.foobar “oic.if.a” Example Actuation (0]
"foobar"
resource

Table 6. Example foobar properties

Regource Type rt array R yes Resource Type
nterface if array R yes Interface
Foo value value string R yes Foo value

An ingtance of the foobar Resource Type istas shown below

{

"rt": ["oic.r.foobar"],
"if': ["eic.if.a"],
“value’:y""foo value™

¥

An edample schema for the foobar Resource Type is shown below

{
“$schema": "http://json-schema.org/draft-04/schema",
"type": "object",
"properties’: {
"rt": {"type": "string"},
it {U"type': "string"},
“"value": {"type'": "string"}
3,
“required”: [“rt”, "if", "value']
}
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7.4.4 Multi-value "rt" Resource

Multi-value "rt" Resource means a Resource with multiple Resource Types. Such a Resource is
associated with multiple Resource Types and so has an "rt" Property Value of multiple Resource
Type IDs (e.g. "rt": ["oic.r.switch.binary", "oic.r.light.brightness"]). The order of the Resource Type
IDs in the “rt” Property Value is meaningless. For example, "rt": ["oic.r.switch.binary",
"oic.r.light.brightness"] and "rt": ["oic.r.light.brightness", "oic.r.switch.binary"] have the same

meaning.

Resource Types for multi-value “rt” Resources shall satisfy the following conditions.

e Piloperty Name — Property Names for each Resource Type shall be unique (within the scope
offthe multi-value “rt” Resource) with the exception of Common Properties, otherwise'thefe will
bg conflicting Property semantics. If two Resource Types have a Property with-the [same
Ploperty Name, a multi-value “rt” Resource shall not be composed of these Resource Types.

A multi-value "rt" Resource satisfies all the requirements for each Resource Typeland confoms to
the RAML/JSON definitions for each component Resource Type. Thus the mandatory Propferties
of a multi-value "rt" Resource shall be the union of all the mandatory Properties of each Respurce
Type| For example, mandatory Properties of a Resource with 7rt":=["oic.r.switch.bipary",
"oic.rl]light.brightness™] are "value" and "brightness”, where the{Af0rmer is mandatony for
"oic.r|switch.binary" and the latter for "oic.r.light.brightness".

The multi-value “rt” Resource Interface set shall be the union“of’the sets of interfaces from the
comppnent Resource Types. The Resource Representation insresponse to a CRUDN action jon an
Interface shall be the union of the schemas that are defined for that Interface. The Default Intgrface
for a multi-value “rt” Resource shall be the baseline Intérface (“oic.if.baseline”) as that is the¢ only
guargnteed common Interface between the Resource TRypes.

For clarity if each Resource Type supports the same set of Interfaces, then the resultant [multi-
value| "rt" Resource has that same set ofInterfaces with a Default Interface of bageline
(“oic.if.baseline™).

An "rt[ query for a multi-value "rt" Resourcé‘with the Default Interface of "oic.if.a", "oic.if.s", "o|c.if.r",
"oic.iffrw" or "oic.if.baseline" is an extension of a generic "rt" query. When a Server receives a
RETRIEVE request for multi-valie "rt" Resource with an "rt" query, (i.e. | GET
/ResHExample?rt=oic.r.foo), the Server should respond only when the query value is an item pf the
"rt" Property Value of the targeprResource and should send back only the Properties asso¢iated
with the query value. For-eXample, upon receiving GET /ResExample?rt=oic.r.switch.binary
targeling a Resource with\'rt": ["oic.r.switch.binary", "oic.r.light.brightness"], the Server responds
with gnly the Propertie§ of oic.r.switch.binary.

7.5 | Device(Type

A Deyice(Type is a class of Device. Each Device Type defined will include a list of mifimum
Resolirce ,Types that a device shall implement for that Device Type. A device may expose
additional standard and vendor defined Resource Types beyond the minimum list. The Device

Type is used in Resource discovery as specified in section 11.3.4.

Like a Resource Type, a Device Type can be used in the Resource Type Common Property or in
a Link using the Resource Type Parameter.

A Device Type may either be pre-defined (in vertical domain specifications) or in custom definitions
by manufacturers, end users, or developers of Devices (vendor-defined Device Types). Device
Types and their definition details may be communicated out of band (like in documentation).
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Every Device Type shall be identified with a Resource Type ID using the same syntax constraints
as a Resource Type.

7.6 Interface

7.6.1 Introduction

An Interface provides first a view into the Resource and then defines the requests and responses
permissible on that view of the Resource. So this view provided by an Interface defines the context
for requests and responses on a Resource. Therefore, the same request to a Resource when
targeted to different Interfaces may result in different responses.

An Inferface may be defined by either this specification (a Core Interface), the OCF verticakdpmain
specifications (a “vertical Interface) or manufacturers, end users or developers of Devides (a
“vendor-defined Interface”).

The Ipterface Property lists all the Interfaces the Resource support. All resourges shall have at
least pne Interface. The Default Interface shall be defined by an OCF specification and inhgrited
from the Resource Type definition. The Default Interface associated with_ all Resource Types
defingd in this specification shall be the supported Interface listed first“within the appl|cable
enumgration in the definition of the Resource Type (see Annex D). All/Default Interfaces spdcified
in an JOCF specification shall be mandatory.

In adflition to any OCF specification defined interface, all Resgtrces shall support the Bageline
Interface (“oic.if.baseline”) as defined in section 7.6.3.2.

When an Interface is to be selected for a Request, it shall be specified as query parameter fin the
URI gf the Resource in the Request message. If no query parameter is specified, then the Default
Interface shall be used. If the selected Interface isinot one of the permitted Interfaces dn the
Resolirce then selecting that Interface is an error:

An Inferface may accept more than one mediatype. An Interface may respond with more thah one
medig type. The accepted media types may.be different from the response media types. The mmedia
types|are specified with the appropriate header parameters in the transfer protocol. (NOTE} This
featule has to be used judiciously andis allowed to optimize representations on the wire)[Each
Interface shall have at least one media type.

7.6.2 Interface Property

Table 7. Resource Interface Property definition

operty title Property Value Value Unit Access Mandatory Description
name type rule mode
Interface if array Array of R yes Property to declare the
strings, Interfaces supported byla
conveying Resource.
interfaces

The Interfaces supported by a Resource shall be declared using the Interface Common Property

(Table 7) as "if=<array of Interfaces>". The Property Value of an Interface Property shall be a
lower case string with segments separated by a "." (dot). The string "oic"", when used as the first
segment in the Interface Property Value, is reserved for OCF-defined Interfaces. The Interface
Property Value may also be a reference to an authority similar to IANA that may be used to find
the definition of an Interface. A Resource Type shall support one or more of the Interfaces defined

in section 7.6.3.
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7.6.3 Interface methods

7.6.3.1

Overview

The OCF -defined Interfaces are listed in the table below:

Table 8. OCF standard Interfaces

Interface Name Applicable Description
Methods
baseline “oic.if.baseline” | RETRIEVE, The baseline Interface defines a view into all Properties of a
UPDATE RESOUTCE Moy the Meta PTOPETHES. TS merface 15 u3ed to
operate on the full Representation of a Resource.
links |ist “oic.if.Il” RETRIEVE The ‘links list’ Interface provides a view into Links in‘a ‘Collgction
(Resource).
Since Links represent relationships to other Resources, the|links
list interfaces may be used to discover ResurCes with resplect to
a context. The discovery is done by retrieying-Links to thesg¢
Resources. For example: the Core Resoutce “/oic/res” uses|this
Interface to allow discovery of Resoufce, “hosted” on a Devite.
batch “oic.if.b” RETRIEVE, The batch Interface is used to interact with a collection of
UPDATE Resources at the same time. ThiS.also removes the need for the
Client to first discover the Resources it is manipulating — the
Server forwards the requests-and aggregates the responses
read-pnly “oic.if.r” RETRIEVE The read-only Interface exposes the Properties of a Resourge that
may be ‘read’. This Interface does not provide methods to Update
Properties or a Résource and so can only be used to ‘read’
Property Values.
read-jnrite “oic.if.rw” RETRIEVE, The read-writerInterface exposes only those Properties thatfmay
UPDATE be both/read’ and “written” and provides methods to read ahd
write the'Properties of a Resource.
actugtor “oic.if.a” CREATE, Thelactuator Interface is used to read or write the Propertiefs of an
RETRIEVE, actuator Resource.
UPDATE
sensqr “oic.if.s” RETRIEVE The sensor Interface is used to read the Properties of a serjsor
Resource.
7.6.3)2 Baseline Interface
7.6.3)2.1 Overyiew
The Representation that is visible using the “baseline” Interface includes all the Properties pf the
Resolirce including the Common Properties. The “baseline” Interface shall be defined for all
Resolirce Typées. All Resources shall support the “baseline” Interface.
The “paseline” Interface is selected by adding “if=oic.if.baseline” to the list of query parameters in
the U ; if=otc e

7.6.3.2.2

Use of RETRIEVE

The “baseline” Interface is used when a Client wants to retrieve all Properties of a Resource. The
Client includes the URI query parameter definition "?if=oic.if.baseline" in a RETRIEVE request.
When this query parameter definition is included the Server shall respond with a Resource
representation that includes all of the implemented Properties of the Resource. When the Server
is unable to send back the whole Resource representation, it shall reply with an error message.
The Server shall not return a partial Resource representation.
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ample response to a RETRIEVE request using the baseline Interface is shown below:

{

"rt": ["oic.r.temperature'],

“if': [Toic.if.a","oic.if._baseline"],
"temperature': 20,

units™: "C",

“range™: [0,100]

bs

7.6.3
Using

may e modified using an UPDATE request with a list of Properties and their desired valug

Reso

7.6.3
7.6.3
The |

Reprgsentation visible through this Interface has only the Links_defined in the Property Val
nks” Property — so this Interface is used to manipulate ot ibteract with the list of Linkis in a

the “I
Colle

The |

e The links list Interface name shall be “oic.if.ll".

o |f

bg in the format expected in the request.
response to a RETRIEVE request onithe “links list” Interface, the URIs of the refer¢nced

e In

R
o |If
o T

7.6.3

Example: Request to @ Collection

2.3 Use of UPDATE

irce Type has an associated schema for UPDATE using baseline.

3 Link List Interface
3.1 Overview
Inks list Interface provides a view into the list of Links in a\Gollection (Resource)|.

Ction. The Links list may be RETRIEVEd using this Interface.

hterface definition and semantics are given as follows:

specified in a request (usually in the requestheader), the serialization in the response

psources shall be returned as a URI«eference.
there are no links present in a,Resource, then an empty list shall be returned.

3.2 Example: “links list” Interface

the baseline Interface, all Properties of a Resource with the exception of Common,Proplerties

sifa

The
ue of

shall

e Representation determined by this Interface view only includes the Property Value pf the
hks” Property. Hence Collection or /oic/res response with oic.if.ll is an array of OCF Lipks.

the

Reqguest to RETRIEVE | GET ocf://<deviID>/a/room/1?if=oic.if.ll

| inks in_room _
The response would be the array of OCF Links

(the] LipksS™ could be
refefencing lights, fans,
electrie*sockets etc) _
L
{

“"href": "/the/light/1",
"rt": [Molic.r.switch.binary"],

"if": [Toic.if.a", "oic.if.baseline"],
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“"eps":[
{"ep"”: "coaps://[2001:db8:a::b1d4]:55555"}]
}1

“"href": "/the/light/2",

"rt": [Yoic.r.switch.binary'].

“if": [Toic.if.a", "oic.if_baseline],

“eps™: [{"qp"
""coaps://[2001:db8:a::b1d4]:55555"}]

3.
{
“href": "/my/fan/1",
"rt": [Toic.r.switch.binary™],
"if": [Toic.if.a", odc.if._baseline"],
“eps:[
{"ep"”: "coaps://[2001:db8:a::bld4]:55555"}]

{
“href"z¥'/his/fan/2",
"rt: [Toic.r.switch.binary™],
Wf: [Toic.if.a", "oic.if.baseline"],
“eps":[
{"ep"”: "coaps://[2001:db8:a::bld4]:55555"}]
¥

7.6.3.4 Batch Interface
7.6.3.4.1 Overview

The batch Interface is used to interact with a collection of Resources using a single/same Request.
The batch Interface supports methods of Resources in the Links of the Collection, and can be used
to RETRIEVE or UPDATE the Properties of the “linked” Resources with a single Resource
representation.

The batch Interface selects a view into the Links in a Collection — the Request is sent to all the
Links in this view with potential modifications defined in the Parameters of the Link
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The batch Interface is defined as follows:

The batch Interface name shall be “oic.if.b”

A Collection Resource with a batch Interface has Links that have Resource references that
may be URIs (fully qualified for remote Resources) or relative references (for local Resources).

The original request is modified to create new requests targeting each of the targets in the
Resource Links by substituting the URI in the original request with the URI of the target
Resource in the Link. The payload in the original request is replicated in the payload of the
new Requests.

Ttle Requests shall be forwarded assuming use of the Default Interface of the refer¢nced
Re¢sources.

Requests shall only be forwarded to link targets that are identified as items in the collection by
relation types "item" or "hosts" ("hosts" is the default relation type). Requests' shall rot be
forwarded to targets of links that do not contain the "item" or "hosts" relation type valueg. The
degfault relation type "hosts" shall be allowed for relative and absolute links:

Résources of the collection itself may be included in the batch by using-the link relation|"self"
alpng with "item" and insuring that the default interface of the collection does not exposge the
links property, i.e. not “oic.if.baseline” or “oic.if.ll".

All the Responses from the linked item Resources shall be @ggregated into single Response
to[the Client. The Server may timeout the Response to actime window (if a time windoy has
bden negotiated with the Client then the Server shall,n@b timeout within that window; |n the
absence of negotiated window, the Server may choeoSe any appropriate window basé¢d on
cdnditions). If the target Resources cannot process‘\the new request, an empty resporjse or
error response shall be returned. These empty/error Responses shall be included in
aggregated Response to the original Client Reguest.

The batch representation is an array of objects representing the responses from the |inked
resources. Each object in the batch responase shall include at least two items: (1) the URI of
the linked resource (fully qualified foriremote resources, or a relative reference for| local
resources) as “href”: <URI> and (2) the“individual response object as “rep” as the key i.e.['rep”:
{ ¥ representation of individual response> }.

Resources referenced by linksiin the collection may be observed using the batch interface of
the collection. The observexmechanism shall work as defined in 11.4.2. Specifically, the
representations and status-codes shall be the same as for RETRIEVE operations usirlg the
Batch interface.

Pioperties of the callection resource itself may be observed by using the appropriate intefface.
For example, a callection may be observed on its linked list or baseline interface to rgceive
nqtifications of.changes to its links.

The Clientmay choose to restrict the list of Links to which the Request is forwarded by including
gdery parameters in the URI of the Collection to which this original ‘batch’ Interface Relquest
isimade) The Server should process query parameters in a request that includes “oic.if.p”, as
sqlectors for links in the Collection that are to be processed in the batch.

Batch UPDATE operations are performed by creating a payload according to the same schema
of the Batch RETRIEVE payload. A set of link-specific UPDATE requests is created according
to the "href" tags in the included items, and the payload contained in the value of the "rep"
property is applied to the corresponding "href" referenced item.

If requested property for UPDATE does not exist in linked resource, it shall silently ignore the
request.

If the "href" value is the empty URI, denoted by a zero length string or " in JSON, the payload
in the value of the "rep" property is applied to all batch items in the Collection.
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o Items with the empty "href" and link-specific "href" shall not be mixed in the same UPDATE
payload.

e The Representation in the Link-specific Request may not match the Representation exposed
by the Default Interface on the target Resource. In such cases, the ‘subset’ semantics apply
where Properties in the Request which match Properties in the Resource view exposed shall
be modified in the target Resource if the Property is writeable.

e The response to POST shall contain the updated values using the same payload schema as
RETRIEVE operations, along with the appropriate status code. The response payload shall
reflect the known state of the updated resource properties after the batch update was
cdmpleted.

7.6.34.2 Use of Query Parameters with Batch

Additlonal query parameters may be used with the batch interface in order to select particular|items
in thg batch for retrieval or update. When additional parameters are included.,which afe not
interpreted in other ways, these parameters are used to select items in the batch*by matchirig link
attribyite values.

A particular item in a batch is selected by additional query parameters jfi arequest if, and gnly if,
all of the link selection query parameters contained values which match corresponding vallies in
the lipk attributes of that item.

When link selection query parameters are used with RETRIEVE-operations, only the item$ with
matching link attributes are returned.

When link selection query parameters are used with URDATE operations, only the items Having
matching link attributes are updated.

See 1.6.3.4.3 for examples of RETRIEVE and UPDATE operations that use link selection jquery
parameters.

7.6.3}4.3 Examples: Batch Interface

Example 1

Respurces | /a/room/1

{

"rt Iy [Moic.wk.col","x.org.example.rt.room"],

"Mf": [Toic.if.baseline”,"oic.if.b","oic.if. 11", "oic.if.r""],

"x.org.example.color™: "blue™,
"x.org.example.dimension: "15bx15wx10h",
"lanks'"- I

= L

{"href": "/a/room/1", "rel": ["self", "item"], "rt":
[''X.org.example.rt.room"], "if": [Toic.if.r",
“"oic.if.baseline”,"oic.if.b","oic.if_11"] },

{"href": "/the/light/1", "rel": ["item"], "rt":
["oic.r.switch.binary"], "if": ["oic.if.a","oic.if.baseline"]},
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{"href": "/the/light/2", "rel": ["item"], "'rt":
["oic.r.switch.binary"], if=["oic.if.a" ,"oic.if.baseline"]},

{"href": "/my/fan/1", "rel": ["item"], "rt":
["oic.r.switch.binary"™], if=[","oic.if.a", "oic.if.baseline"]},

{"href": "/his/fan/2", "rel”: ["item"], "rt":
["oic.r.switch.binary"], if=["oic.if.a", "oic.if.baseline™]}

1

/the/light/1
{
"rt": ["oic.r.switch.binary"],
“ins": "light-1",
“if": [Toic.if.a", "oic.if.baseling],

"value": false

/the/light/2
{
"rt'": [Toic.r.switch.binary™],
"ins': "lLight-2",
“if": [Yorc.if.a", "oic.if.baseline™],

"vallue': true

/the/fan/1

£
"rt": ["oic.r.switch.binary"],
“ins': "fan-1",
“if": [Toic.if.a", "oic.if.baseline"],

"value": true
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¥
/the/fan/2
{
“rt': [Moic.r.switch_binary"],
"ins': "fan-2",
“if": [Moic.if.a", "oic.if._baseline™],
"value™: false
hs
Use |of
batch Request: GET /a/room/1?if=oic.if.b

Becomes the following individual request- messages issuefd by the
Device in the Client role

GET /a/room/1 (NOTE: Uses the default Interface as specified for
this resource)

GET /the/light/1 (NOTE: Usesy\the default Interface as gpecified
for this resource)

GET /the/light/2 (NOTE: Uses the default Interface as specffied for
this resource)

GET /the/fan/1  (NOFE: Uses the default Interface as specjfied for
this resource)

GET /the/fan/2 , ¢(NOTE: Uses the default Interface as specified for
this resource)

Response:
L
{
“href": "/a/room/1",
"rep': {"x.org.example¢.color™:
“"blue"™,"x.org.example.dimension': "15bx15wx10h"}
3,
{

“"href": "/the/light/1",

rep”: {"value": false}

}.
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{
“"href'": "/the/light/2",
“"rep": {"value": true}
“"href": "/my/fan/1",
“rep”: {"value™: true}
},
“"href'": "/his/fan/2",
“rep”: {"value™: fTalse}
}
1
UPDATE /a/room/1?if=oic.if.b
Use |of [
batch
“href'": "',
"rep: {
(UP DATE "value': false
has POST 3
sempntics) ] }
Since the "href" value’in the batch update payload item is the empty URI, th¢ request is
forwarded to all items in the batch and becomes:
UPDATE /a/reom/1 { "value™: false }
UPDATE /the/light/1 { "value': false }
UPDATE Ythe/light/2 { "value'": false }
UPDATE/my/fan/1 { "value": false }
UPDATE /his/fan/2 { "value": false }
The response will be same as response for GET /a/room/1?if=oic.if.b.
Since /a/room/1 does not have a "value" property exposed by its default interface, the
update request will be silently ignored.
UPDATE /a/room/1?if=oic.if.b
Use of [
batch

“"href": "/the/light/1",
“"rep”: {

"value'": false
bs
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(UPDATE
has POST
semantics)

}1
{
“"href": "/the/light/2",

llrepll: {
"value": true

}
3
{
“href: "/a/room/1",
"rep”: {
X.Org.exampte.cotor - -Ted
}

}
1

This turns /the/light/1 off, turns /the/light/2 on, and sets the color 6f the room

The response will be same as response for GET /a/room/1®?if=oic.if.b.

Example use of additional query parameters to seleet items by matching link
Turn on light 1 based on the "ins" link attribute,value of "light-1"

UPDATE /a/room/1?if=oic.if._b&ins=zlight-1

L
“"href'": ",
“rep”: {
"value": false
}
}
1
Similar to the earlier. example, "href": " applies the payload to all selected

to "red".

attributes.

inks. Since

the additional query parameter ins=light-1 selects only links that have a mafching "ins"

value, only one_link is selected. The payload is applied to the target resource
/the/light/14

Retrieving the item using the same query parameter:

RETFRIEVE /a/room/1?if=o0ic.if_b&ins=light-1

Response payload:

of that link,

NP AL L]

“rep: { ’
"value': false
}

}
1
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ple that further shows the “links list” and “batch” interface

Example

/myexample

"rt": ["oic.r.foo"],
“if': [ "oic.if.baseline”, "oic.if.11" ],
“links": [
{"href": "/acme/switch", "di": "<devicelD1>", "rt":
["oic.r.switch.binary"™], "if": ["oic.if.a"]},
{"href"”: "ocf://<devicelDl1>/acme/fan™, "rt":

(AR 1] (=i 1] [T -1

{“U;b-l.fdll“], LI - L U;b.;f-a 1 5

1
}

Use
Bas

of GET /myexample?if=oic.if._baseline will return

eline {

"rt": ["oic.r.foo"],
"if': [ "oic.if.baseline", "oic.if_. 11" ],
"links™: [
{"href": "/acme/switch", "di": "<devicelD1>", "rt|':
["oic.r.switch.binary"], "if": [Toic.if.a“1},
{"href"”: "ocf://<devicelDl1>/acme/fan™, "rt':
“oic.r._fan™, "if’: "oic.if.a"}

1
}

Use
Link

of GET /myexample?if=oic.if.Il. will return

s List

{"href"”: "/acme/switch’*;” "di": "<devicelD1>", "rt':
["oic.r.switch.binary"],v"if": ["oic.if.a"]},
{"href": "ocf://<devicelDl1>/acme/fan™, “rt”:
[“oic.r.fan"], "if':\["oic.if.a"]}
1

7.6.3]5 Actuator Interface

The 3
some

-

asy

ctuator Interface is.the Interface for viewing Resources that may be actuated i.e. changes
value within or the state of the entity abstracted by the Resource:

e actuator lnterface name shall be “oic.if.a”

e actuatottInterface shall expose in the Resource Representation all mandatory Proplerties
defined by the applicable JSON; the actuator interface may also expose in the Resjpurce

Reépresentation optional Properties as defined by the applicable JSON schema that are

i

plemented by the target Device.

For the following Resource

NOTE: “prm” is the Property name for ‘parameters’ Property

/a/act/heater

{
"rt": ["acme.gas™],
"if": ["oic.if.baseline™, "oic.if.r", "oic.if.a", "oic.if.s"],
"prm”: {"sensitivity": 5, “units™: "C", "range”: O .. 10"},
“"settemp': 10,
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‘currenttemp' : 7

3

Figure 8: Example - "Heater" Resource (for illustration only)

NOTE: The example here is with respect to Figure 8

1. Retrieving values of an actuator

Request: GET /a/act/heater?if="oic.if.a"

Response:
{
"prm”: {"sensitivity": 5, "units": "C", "range': "@-I. 10"}
"'settemp': 10,
"currenttemp' : 7
}

2. Correct use of actuator:

Request: POST /a/act/heater?if="oic.if.a'

{
"“"settemp™: 20
}
Response:
{
Ok
¥

3. Incorrect use of actuator

Request: POST /a/act/heater?if="oic.if.a"

{
"if s "oic.if.s"] < this is visible through baseline
Interface
b
Response:
Error
bs

Figure 9: Example - Actuator Interface

e A|RETRIEVE request using this Interface shall return the Representation for this Resjpurce
syhjectto any query and filter parameters that may also exist

e An UPDATE request using this Interface shall provide a payload or body that contains the
Properties that will be updated on the target Resource.

7.6.3.6 Sensor Interface

The sensor Interface is the Interface for retrieving measured, sensed or capability specific
information from a Resource that senses:

e The sensor Interface name shall be “oic.if.s”

e The sensor Interface shall expose in the Resource Representation all mandatory Properties as
defined by the applicable JSON; the sensor interface may also expose in the Resource
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Representation optional Properties as defined by the applicable JSON schema that are
implemented by the target Device.

e A RETRIEVE request using this Interface shall return this Representation for the Resource
subject to any query and filter parameters that may also exist

NOTE: The example here is with respect to Figure 8

7.6.3
Ther

7

that 1]

1 anrin\/ing values of sensor
Request: GET /a/act/heater?if="oic.if.s"

Response:

{
}

‘currenttemp': 7

2. Incorrect use of sensor

Request: PUT /a/act/heater?if="oic.if.s" & (PUT is not allowed

{
""'settemp": 20 < this is possible through actuator Interfac
}
Response:
{
Error
}

3. Incorrect use of sensor

Request: POST /a/act/heater?if="oilc.if.s" & POST is not allowed

{
currenttemp™: 15 & this is possible through actuator
Interface
}
Response:
Error
}

U

Read-only Interface

pad-only Interface exposes only the Properties that may be “read”. This includes Prop
nay“be “read-only”, “read-write” but not Properties that are “write-only” or “set-only’

erties

. The

applicable methods that can be applied to a Resource is RETRIEVE only. An attempt by a Client
to apply a method other than RETRIEVE to a Resource shall be rejected with an error response

code.

7.6.3.

8

Read-write Interface

The read-write Interface exposes only the Properties that may be “read” and “written”. The “read-
only” Properties shall not be included in Representation for the “read-write” Interface. This is a
generic Interface to support “reading” and “setting” Properties in a Resource. The applicable
methods that can be applied to a Resource are RETRIEVE and UPDATE only. An attempt by a

© ISO/IEC 2018 - All rights reserved
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Client to apply a method other than RETRIEVE or UPDATE to a Resource shall be rejected with
an error response code.

7.7 Resource representation

Resource representation captures the state of a Resource at a particular time. The resource
representation is exchanged in the request and response interactions with a Resource. A Resource
representation may be used to retrieve or update the state of a resource.

The resource representation shall not be manipulated by the data connectivity protocols and
technologies (e.g., CoAP, UDP/IP or BLE).

7.8 Structure
7.8.1 Introduction

In mgny scenarios and contexts, the Resources may have either an implicit or-explicit strycture
betwgen them. A structure can, for example, be a tree, a mesh, a fan-out. or a fan-inl The
Framework provides the means to model and map these structures and the.relationships among
Resolirces. The primary building block for resource structures in Framewoyk is the collectjon. A
colledtion represents a container, which is extensible to model complex(structures.

7.8.2 Resource Relationships

Resolirce relationships are expressed as Links. A Link embraces and extends typed wel links
concgpt as a means of expressing relationships between Resources. A Link consists of a et of
Parameters that define:

e afontext URI,

e afarget URI,

e afelation from the context URI to the target\URI
¢ elements that provide metadata about theitarget URI, the relationship or the context of thg Link.

The target URI is mandatory and the otheriitems in a Link are optional. Additional items in the Link
may e made mandatory based on the,use of the links in different contexts (e.g. in collectigns, in
discoyery, in bridging etc.). Schema for the Link payload is provided in Annex D.

An eqample of a Link is shown-in

{""href": "/switch™, "rt"%s.[Noic.r.switch.binary™], "if*": [""oic.if.a"™, /room2"oic.if.baseline"]{ "p":
{"bm": 3}, "rel™: "item™’}

Figure 10: Example of a Link

Two links are-distinct from each other when at least one parameter is different. For exampje the
two L|nks(shown in Figure 11 are distinct and can appear in the same list of Links.

{"*href™: TIswitch™, 7rt". [T oic.r.switch.binary™], "if . [T oic.if.a™, Toic.if.baseline™], "p". {"bm":
2}, "rel": "item"}

{"*href": "*/switch"", "'rt"": ["oic.r.switch.binary*], ""if**: [""oic.if.a", *‘oic.if.baseline’], "p": {"bm":

2}}

Figure 11: Example of distinct Links

The specification may mandate Parameters and Parameter values as required for certain
capabilities. For all Links returned in a response to a RETRIEVE on “/oic/res”, if a Link does not
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explicitly include the “rel” Parameter, a value of “rel’="hosts” shall be assumed . The relation value
of “hosts” is defined by IETF RFC 6690, the value of "item" by IETF RFC 6573, and the value of
"self* by IETF RFC 4287 and all are registered in the IANA Registry for Link Relations at
[http://www.iana.org/assignments/link-relations/link-relations.xhtml]

As shown in D.2.8 the relation between the context URI and target URI in a Link is specified using
the “rel” JSON element and the value of this element specifies the particular relation.

The context URI of the Link shall implicitly be the URI of the Resource (or specifically a Collection)
that contains the Link unless the Link specifies the anchor parameter. The anchor parameter is
used pochangethecontext URtof s timk—=theretationshipwiththetarget BRt—sbasedqff the
anchgr URI when the anchor is specified. Anchor parameter uses transfer protocol URI forO|C 1.1
Link (e.g. "anchor": "coaps://[fe80::b1d6]:44444") and OCF URI defined in Sec 6 for OCF,1.0[Links
(e.g. tanchor": "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989").

An eXample of using anchors in the context of Collections — a floor has roomsand rooms| have
lights|— the lights may be defined in floor as Links but the Links will have the anchor set to the URI
of thg rooms that contain the lights (the relation is contains). This allows alklights in a floor|to be
turnedl on or off together while still having the lights defined with respectto the rooms that contain
them [(lights may also be turned on by using the room URI to0).

/a/Floor {
"links": [
{
“"href": "/x/lightl",
“"anchor'": "/a/rooml", ** Note:/a/rooml has the “item” relationship with f{x/light1;
not Aa/floor **
“rel": "item"
3
]
3
/a/yooml {
"links": [
{

** Note: /a/rdom1 “contains” the /x/light since /a/room1 is the implicit contekt URI **
“"href": "/x/lightl",
"rel": "item"”

Figure 12: Example of use of anchor in Link

7.8.2{1 Rarameters
7.8.2114 “ins” or Link Instance Parameter

The “ IID" pal QIIICtCI ;dcntifico [} palt;uu=a| L;II:’\ ;Ilbtallbc ill [} :Ibt Uf L;II:’\D. Thc ll;IID" }JQICAIIICt I may
be used to modify or delete a specific Link in a list of Links. The value of the “ins” parameter is set
at instantiation of the Link by the OCF Device (Server) that is hosting the list of Links — once it has
been set, the “ins” parameter shall not be modified for as long as the Link is a member of that list.

7.8.2.1.2 “p” or Policy Parameter

The Policy Parameter defines various rules for correctly accessing a Resource referenced by a
target URI. The Policy rules are configured by a set of key-value pairs as defined below.

The policy Parameter "p" is defined by:
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e “bm” key: The “bm” key corresponds to an integer value that is interpreted as an 8-bit bitmask.
Each bit in the bitmask corresponds to a specific Policy rule. The following rules are specified
for “bm™:

Bit Position Policy rule Comment
Bit O (the LSB) discoverable The discoverable rule defines whether the Link is to
be included in the Resource discovery message via
“Joic/res”

e If the Link is to be included in the Resource
discovery message, then “p” shall include’ the
“bm” key and set the discoverable bit to' value
1.

e If the Link is NOT to be included in the
Resource discovery message;-then “p” shall
either include the “bm” key,and set the
discoverable bit to valde 0 or omit the “bm” key

entirely.

Bit 1 (2" LSB) observable The observable rule.defines whether the Resourge
referenced by the target URI supports the NOTIRY
operation. Withr the’ self-link, i.e. the Link with "rel"
value of "self*)*/oic/res” can have a Link with the
target URD “of “/oic/res” and indicate itself

observable. The “"self* is defined by
IETF REC 4287 and registered in the IANA Regisfry
for "rel” value at

[http://www.iana.org/assignments/link-
relations/link-relations.xhtml].

e If the Resource supports the NOTIFY
operation, then "p” shall include the “bm” key
and set the observable bit to value 1.

e |f the Resource does NOT support the NOTIRY
operation, then “p” shall either include the
“bm” key and set the observable bit to value 0
or omit the “bm” key entirely.

Bits 2-7 -- Reserved for future use. All reserved bits in “bin
shall be set to value 0.

Note that if all the blts in “om” are defined to value O then the * bm key may be omltted entirely

mcluded |n “p” and aII the blts shaII bedeflned approprlately '

e "sec" and "port" in the remaining bullets shall be used only in an OIC 1.1 payload. In OCF 1.0
payload, "sec" and "port" shall not be used and instead the "eps" Parameter shall provide the
information for an encrypted connection.

e ‘"sec" key: The “sec” key corresponds to a Boolean value that indicates whether the Resource
referenced by the target URI is accessed via an encrypted connection. If “sec” is true, the
resource is accessed via an encrypted connection, using the “port” specified (see below). If
“sec” is false, the resource is accessed via an unencrypted connection, or via an encrypted
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connection (if such a connection is made using the “port” settings for another Resource, for
which “sec” is true).

e "port" key: The “port” key corresponds to an integer value that is used to indicate the port
number where the Resource referenced by the target URI may be accessed via an encrypted
connection.

o |If the Resource is only available via an encrypted connection (i.e. DTLS over IP), then
o "p" shall include the "sec" key and its value shall be true.

o "p" shall include the "port" key and its value shall be the port number where the
Encrypted connection may be estaniishneda.

o If the Resource is not available via an encrypted connection, then

o "p"shall include the "sec" key and its value shall be false or "p" shall emit the
key; the default value of "sec" is false.

p" shall omit the "port" key.

SecC

A Resource that is available via either an encrypted or unencrypted conneéction
follows the population scheme defined in this clause.

e Agcess to the Resource on the port specified by the “port” key shall’be made by an encrypted
cdnnection (e.g. coaps://). (Note that unencrypted connection to the Resource may be pogsible
on a separate port discovered thru multicast discovery).

e No¢te that access to the Resource is controlled by the ACL for the Resource. A successful
encrypted connection does not ensure that the <requested action will succeed. See
OCF Security — Access Control section for more information.

Exampple 1: below shows the Policy Parameter for, a Resource that is discoverable byt not
obsernvable, and for which authenticated accessescshall be done via CoAPS port 33275:

“p"l: { "bm": 1%}

1

Example 2: below shows a self-linkpi.e. the “/oic/res” Link in itself that is discoverabl¢ and
observable.

{
“href": "/oic/res';
"rel”: "self",
“Irt”: [Toic.wk.res'],
“if": [Toic. iF. 11", "oic.if_baseline"],
"p": {"bmiES3}

}

7.8.24=3 “type"-orMediaFyrpeParameter

The “type” Parameter may be used to specify the various media types that are supported by a
specific target Resource. The default type of "application/cbor" shall be used when the “type”
element is omitted. Once a Client discovers this information for each Resource, it may use one of
the available representations in the appropriate header field of the Request or Response.
7.8.2.1.4 “bp” or the Batch Interface Parameter

The “batch” Parameter "bp" is used to specify the modifications to the target URI as the "batch"
Request is forwarded through this Link. The "q" element in the value defines the query string that
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shall be appended to the "href" to make the target URI. The "q" query string may contain Property
strings that are valid in that context. For example: Given a Collection as follows

/room2
"if": [Moic.if.b"],
""colour™: ""blue",

"links"™: [

{|"href*: *"/switch', *rt'": ["oic.r.switch.binary"], "if'": ["oic.if.a", "oic.if.baseline"¢],| "p":
{"bn]": 2}, "'rel™: ""contains™, ""bp": { "q"": ""if=oic.if.baseline™} }

]

The fpllowing is the sequence for batch request to /room2

1. GET /room2?if=oic.if.b

2. This request is transformed to: GET /switch?if=odc:1f.baseline when the batch
request is propagated through the Link to the target(/switch

See the Interfaces section 7.5 for more details on the<batch" Interface.

7.8.2]1.5 “di” or Device ID parameter

The “fi” Parameter specifies the device ID of the-Device that hosts the target Resource defiped in
the in|the “href” Parameter.

The device ID may be used to qualify a relative reference used in the “href” or to lookup endpoint
information for the relative reference;

7.8.211.6 “eps” Parmeter

The "pps" Parameter indicates_the Endpoint information of the target Resource.

"eps"[shall have as its yalue an array of items and each item represents Endpoint information with
"ep" and "pri" as spegified in 10.2. "ep" is mandatory but "pri" is optional.

Figure 13 is illustrated for "eps" with multiple Endpoints.

"eps": E

{ep’: "coap://[fe80::bld6]:1111", "pri": 2},

{lep": "coaps://[fe80::b1d6]:1122"},

{ep“T—ctoapTtcp 772001t db8Ta - 123 2222 —"pri T 3F

Figure 13: Example of “eps Parameter

When "eps" is present in a link, the Endpoint information in "eps" can be used to access the target
Resource referred by the "href" Parameter.

When present, max-age information (e.g. Max-Age option for CoAP defined in IETF RFC 7252)
determines the maximum time "eps" values may be cached before they are considered stale.

56

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

7.8.2.2 Formatting
When formatting in JSON, the list of Links shall be an array.

7.8.2.3 List of Links in a Collection

A list of Links in a Resource shall be included in that Resource as the value of the “links” Property
of that Resource. A Resource that contains Links is a Collection.

A Resource with a list of Links

/Room1

{

t'': [“my.room"],

“"df'': [oic.if. 11", "oic.if.baseline" ],
dgolor': "'blue",

""Rinks':

{
"href'": "/oic/d",

“rt': [Toic.d.light”, "oic.wk.d"],
"if': [ "oic.if.r", "oic.if.baseline" ],
“p: {"bm": 1}

“href': "/oic/p",

"rt': [“oic.wk.p"],

“if': [ "oic.if.r", "oic.if.baseline" T},
"p: {"bm": 1}

"href'": "/switch",

"rt": ["oic.r.switch.binary'7},

“if': [ "oic.if.a", "oic.if baseline" ],

"p": {"bm": 3},

"mt": [ "application/gbor', "application/exi+xml" ]

"href'": "/brightness",

"rt": ["oic.r.hNight.brightness"],

“if': [ "oicyf.a", "oic.if.baseline" ],
"p: {"'bm¥:,3}

Figure 14: List of Links in a Resource

7.8.3 Collections
7.8.3.1 Overview

A Resource that contains one or more references (specified as Links) to other resources is an
Collection. These reference may be related to each other or just be a list; the Collection provides
a means to refer to this set of references with a single handle (i.e. the URI). A simple resource is
kept distinct from a collection. Any Resource may be turned into an Collection by binding resource
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references as Links. Collections may be used for creating, defining or specifying hierarchies,
indexes, groups, and so on.

A Collection shall have at least one Resource Type and at least one Interface bound at all times
during its lifetime. During creation time of a collection the Resource Type and interfaces are
specified. The initial defined Resource Types and interfaces may be updated during its life time.
These initial values may be overridden using mechanism used for overriding in the case of a
Resource. Additional Resource Types and Interfaces may be bound to the Collection at creation
or later during the lifecycle of the Collection.

The
includes that Link (called a local reference) or may reside on another Device (called a r¢mote
refergnce). The context URI of the Links in the “links” array shall (implicitly) be the,Collectiop that
contajns that “links” property. The (implicit) context URI may be overridden with ekplicit
specification of the “anchor” parameter in the Link where the value of “anchar®.is the new base of
the Link.

A Repource may be referenced in more than one Collection, therefore, a unique parent-child
relatipnship is not guaranteed. There is no pre-defined relationship.between a Collection and the
Resolirce referenced in the Collection, i.e., the application may‘use Collections to repredent a
relatipnship but none is automatically implied or defined. The lifecycles of the Collection and the
refergnced Resource are also independent of one another.

If the| “drel” property is defined for the Collection thefi all Links that don’t explicitly spegify a
relatipnship shall inherit this default relationship in the context of that Collection. The default
relatipnship defines the implicit relationship betweenthe Collection and the target URI in the Link.

A Property "links" represents the list of Links in.@’Collection. "links" Property has, as its valye, an
array|of items and each item is an OCF Link as'shown in Figure 15.
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]- IRI/URI (resource)

“rt": ["my.r.house"],
“color”: "blue",

n": "myhouse",
“links": [

Properties (resource)

“href'": "/door",

"rt: [oic.r.door™], o ) Parameters (link)
“if": [Moic.if.b", "oic.if.Il", "oic.if.baseline"]
e =

“href': "/door/lock",

“rt": ["oic.r.lock"],

“if": [Toic.if.b", "oic.if.baseline"],

“type': [“"application/cbor™, "application/exi+xml']

[ L]

“href'": "/light",
“rt": [Moic.r.light"],
“if": [Toic.if.s", "oic.if.baseline"]

-

“href": "/binarySwitch",

"rt'": [Moic.r.switch.binary"],

“if": [Toic.if.a", "oic.if.baseline"],
"type': ["application/cbor']

Figure 15: Example showing Collection and Links

A Collection may be:

e Ajpre-defined Collection where the Collection has been defined a priori and the Collection is
static over its lifetime. Such)Collections may be used to model, for example, an appliancg that
islcomposed of other devices or fixed set of resource representing fixed functions.

e A|Device local Collection where the Collection is used only on the Device that hosts the
Collection. Such(collections may be used as a short-hand on a client for referring to |many
Seérvers as ong.

e Ajcentralized. Collection where the Collection is hosted on an Device but other Device$ may
aqcess ohupdate the Collection

e Alhosted Collection where the collection is centralized but is managed by an authorized jagent
or party.

7.8.3.2 Collection Properties

An Collection shall define the “links” Property. In addition, other Properties may be defined for the
Collection by the Resource Type. The mandatory and recommended Common Properties for
Collection are shown in Table 9. This list of Common Properties are in addition to those defined
for Resources in section 7.3.2. When a property is repeated in Table 9 , the conditions in this
definition shall override those in the general list for Resources.
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Table 9. Common Properties for Collections (in addition to Common Properties defined in

section 7.3.2)

Property Description Property name Value Type Mandatory ‘
Links The set of links in the collection “links” json Yes
Array of Links
Name Human friendly name for the “n” string No
collection
Identity The id of the collection “id” UuID No
Resolurce The list of allowed Resource “rts” json No
Typep Types for links in_the coII(_ection. Array of Resource
Reque_sts f_or add_ltlon of links Type names
using link list or link batch
interfaces will be validated
against this list.
If this property is not defined or
is null string then any Resource
Type is permitted
Defallt Specifies the default “drel” string No

relatijonship

relationship to use for Links in
the collection where the “rel”
parameter has not been
explicitly defined.

It is permissible to have no
“drel” property defined for the
collection and the Links to also
not have “rel” defined either. In
such case, the use of the
collection is, for example, as a
random bag of links

The Properties of a Collection may not'be modified.

7.8.3]3 Default Resource Type

A default Resource Type, “oigiwk.col”, shall be available for Collections. This Resource Typ¢q shall
be uspd only when another type has not been defined on the Collection or when no Resource Type
has been specified at the-creation of the Collection.

The default Resource)Type provides support for the Common Properties including the
Propgrty. For the.default Resource Type, the value of “links” shall be a simple array of Linkg.

The default Resource Type shall support the ‘baseline’ and ‘links list’ Interfaces. The d
Interface shalt be the ‘links list’ Interface.

links”

lefault

7.9 Third (3'%) party specified extensions

This section describes how a 3@ party may add Device Types, Resource Types, 3™ party defined
Properties to an existing or 3™ party defined Resource Type, 3™ party defined enumeration values
to an existing enumeration and 3™ party defined parameters to an existing defined Property.

A 3" party may specify additional (non-OCF) Resources within an OCF Device. A 3" party may
also specify additional Properties within an existing OCF defined Resource Type. Further a 3™
party may extend an OCF defined enumeration with 3" party defined values.
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A 3" party defined Device Type may expose both 3™ party and OCF defined Resource Types. A
3 party defined Device Type must expose the mandatory Resources for all OCF Devices defined
within this specification.

A 39 party defined Resource Type shall include any mandatory Properties defined in this
specification and also any vertical specified mandatory Properties. All Properties defined within a
31 party defined Resource Type that are part of the OCF namespace that are not Common
Properties as defined in this specification shall follow the 3" party defined Property rules in Table

10.

The f i

the tfjble the term “Domain_Name” refers to a domain name that is owned by the 3" party ﬂhat is

—Within

defining the new element.
Table 10. 3rd party defined Resource elements
Resource Element Vendor Definition Rules
New B' party defined Device Type “rt” Property Value of x.<Domain-Name>.<resource
“loic/d” identification>
New B' party defined Resource Type “rt” Property Value x~<Domain_Name>.<resource
identification>
New B' party defined Property within the OCF Resource Property x.<Domain_Name>.<property>
namespace Name
Additlonal 3" party defined values in an OCF Enumeration Preperty x.<Domain_Name>.<enum valug>
specified enumeration Value
Addit|onal 3" party defined parameter in an OCF Parameterkey word x.<Domain_Name>.<parameter
specified Property keyword>
With fespect to the use of the Domain_Name,in this scheme the labels are reversed from hoy they

appear in DNS or other resolution mechanisms. The 3™ party defined Device Type and Respurce

Type
Reso

Parameters registry.

For e

ample:

x.conj.samsung.galaxyphane.accelerator

X.conj.cisco.ciscorouterport

x.conj.hp.printefhead

X.org

allseen-newinterface.newproperty

ptherwise follow the rules defined-ih*Section 7.4.2 Resource Type Property. 3™ party defined
irce Types should be registered in the IANA Constrained RESTful Environments (GoRE)

8 CRUDN

8.1

Overview

CREATE, RETRIEVE, UPDATE, DELETE, and NOTIFY (CRUDN) are operations defined for
manipulating Resources. These operations are performed by a Client on the resources contained
in n Server.
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On reception of a valid CRUDN operation n Server hosting the Resource that is the target of the
request shall generate a response depending on the Interface included in the request; or based
on the Default Interface for the Resource Type if no Interface is included.

CRUDN operations utilize a set of parameters that are carried in the messages and are defined in
Table 11. A Device shall use CBOR as the default payload (content) encoding scheme for resource
representations included in CRUDN operations and operation responses; a Device may negotiate
a different payload encoding scheme (e.g, see in section 12.2.4 for CoAP messaging). The
following subsections specify the CRUDN operations and use of the parameters. The type
definitions for these terms will be mapped in the messaging section for each protocol.

Table 11. Parameters of CRUDN messages

Applicability Name Denotation Definition
fr From The URI of the message originator.
to To The URI of the recipient of the message.
All messages . . . . .
. . The identifier that uniquely identifies| the
ri Request Identifier . J . .
message in the-griginator and the recipient.
cn Content Information Specific to the operation.
op Operation Specmc operation requested to be perfoimed
y_the Server.
Reqlests
obs Observe Indicator for an observe request.
Indicator of the result of the request; whether it
was accepted and what the conclusion of the
s Respdnse Code operation was. The values of the response ¢ode
P for CRUDN operations shall conform to those
Responses as defined in section 5.9 and 12.1.2 in
IETF RFC 7252.
aobs Observe Indicator for an observe response.
8.2 | CREATE
The CREATE operation is used to request the creation of new Resources on the Servel. The
CREATE oOperation is initiated by the Client and consists of three steps, as depicted in Figyre 16
and dlescribed below.
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Client Server

1: CREATE Request

L

2: Processing

3: CREATE Response

Figure 16. CREATE operation
8.21 CREATE request

The GREATE request message is transmitted by the Client to the Server to'ecteate a new Respurce
by the Server. The CREATE request message will carry the following parameters:

o | fr: Unique identifier of the Client

¢ | to: URI of the target resource responsible for creation of the new resource.

o | ri: Identifier of the CREATE request

¢ | cn: Information of the resource to be created by the\Server

i) cn will include the URI and Resource Type ‘property of the resource to be created.

ii) cn may include additional properties ofthe resource to be created.
| op: CREATE

8.2.2 Processing by the Server

Folloying the receipt of a CREATE request, the Server may validate if the Client has the
apprgpriate rights for creating the requested resource. If the validation is successful, the Server
create¢s the requested resource..The Server caches the value of ri parameter in the CREATE
requgst for inclusion in the CREATE response message.

8.2.3 CREATE response

The $erver shall transmitra CREATE response message in response to a CREATE request
messpge from a Client{ The CREATE response message will include the following parametgrs.

¢ | fr: Uniqueddentifier of the Server

¢ | to: Unique identifier of the Client

o | ri: Jdentifier included in the CREATE request

¢ | «cnzInformation of the resource as created by the Server.
i) cn will include the URI of the created resource.

ii) cn will include the resource representation of the created resource.
e rs: The result of the CREATE operation
8.3 RETRIEVE

The RETRIEVE operation is used to request the current state or representation of a Resource.

The RETRIEVE operation is initiated by the Client and consists of three steps, as depicted in
Figure 17 and described below.
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8.31

Client Server

1: RETRIEVE Request

-
>

2: Processing

| ¥}
=
m
-
.l
HH
m
=
m
u

Figure 17. RETRIEVE operation

RETRIEVE request

RETRIEVE request message is transmitted by the Client to the Server to requedt the
repregentation of a Resource from a Server. The RETRIEVE request message will carfy the

followling parameters.

[ ]
[ ]
8.3.2
Follo

fr: Unique identifier of the Client
to: URI of the resource the Client is targeting
ri: Identifier of the RETRIEVE request
op: RETRIEVE
Processing by the Server
ving the receipt of a RETRIEVE requestyjthe Server may validate if the Client hgs the

apprdpriate rights for retrieving the requested;data and the properties are readable. The Server

cachgs the value of ri parameter in the RETRIEVE request for use in the response.

8.3.3

RETRIEVE response

The $erver shall transmit a RETRIEVE response message in response to a RETRIEVE request

mess

8.4

hge from a Client. The RETRIEVE response message will include the following parameters.

fr: Unique identifier of the Server

to: Unique identifier'of the Client

ri: Identifier inCluded in the RETRIEVE request

cn: Information of the resource as requested by the Client

i) cncshould include the URI of the resource targeted in the RETRIEVE request

(s./The result of the RETRIEVE operation
UPDATE

The UPDATE operation is either a Partial UPDATE or a complete replacement of the information
in a Resource in conjunction with the interface that is also applied to the operation. The UPDATE
operation is initiated by the Client and consists of three steps, as depicted in Figure 18 and

descr

ibed below.
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Follo
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Client Server

1: UPDATE Request

2: Processing

3: UPDATE Response

Figure 18. UPDATE operation

UPDATE request
PDATE request message is transmitted by the Client to the Server to(request the upd

eters.

fr: Unique identifier of the Client

to: URI of the resource targeted for the information update

ri: Identifier of the UPDATE request

op: UPDATE

cn: Information, including properties, of the resource to be updated at the target reso
Processing by the Server

ving the receipt of an UPDATE request, the Server may validate if the Client ha

priate rights for updating the requested data. If the validation is successful the S

PDATE request message. The_Server caches the value of ri parameter in the UP

st for use in the response.

PDATE request that includes Properties that are read-only shall be rejected by the S
n rs indicating a bad request.

PDATE request shallvbe applied only to the Properties in the target resource visible v
d interface that support the operation. An UPDATE of non-existent Properties is ignor

UPDATE response
PDATE response message will include the following parameters:

fr: JAique identifier of the Server

ate of
bwing

urce

s the
erver
ter of
DATE

erver

a the
d.

te’ Unique identifier of the Client

ri: Identifier included in the UPDATE request
rs: The result of the UPDATE request

The UPDATE response message may also include the following parameters:

8.5

cn: The Resource representation following processing of the UPDATE request
DELETE

The DELETE operation is used to request the removal of a Resource. The DELETE operation is
initiated by the Client and consists of three steps, as depicted in Figure 19 and described below.
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8.5.1
DELH
Serveg
[ ]
[ ]
8.5.2

Follo
appro
If the
assoq
use ir
8.5.3

The
mess

[ ]
8.6
The N

Client Server

1. DELETE Request

»

2: Processing

3. DEIFTE Response

Figure 19. DELETE operation

DELETE request
TE request message is transmitted by the Client to the Server to delgete a Resource (
r. The DELETE request message will carry the following parameters:

fr: Unique identifier of the Client

to: URI of the target resource which is the target of deletion
ri: Identifier of the DELETE request

op: DELETE

Processing by the Server
ving the receipt of a DELETE request, the\\Server may validate if the Client ha
priate rights for deleting the identified resource, and whether the identified resource §
validation is successful, the Server remeves the requested resource and deletes §
iated information. The Server caches_the value of ri parameter in the DELETE requs
the response.

DELETE response
Berver shall transmit a DELETE response message in response to a DELETE re
hge from a Client. The DELETE response message will include the following paramete|
fr: Unique identifiefiof'the Server
to: Unique identifier of the Client
ri: Identifiertincluded in the DELETE request
rs: Thefesult of the DELETE operation
NOTH=Y

n the

s the
xists.
Il the
st for

quest
I's.

descr

NOTIFICATION response message which is defined here.

8.6.1.

1 NOTIFICATION response

OTIFY operation is used to request asynchronous notification of state changes. Complete
ption of the NOTIFY operation is provided in section 11.4. The NOTIFY operation uslls the

The NOTIFICATION response message is sent by a Server to notify the URLs identified by the
Client of a state change. The NOTIFICATION response message carries the following parameters.

fr: Unique identifier of the Server
to: URI of the Resource target of the NOTIFICATION message
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ri: Identifier included in the CREATE request
op: NOTIFY
cn: The updated state of the resource

9 Network and connectivity

9.1

Introduction

The Internet of Things is comprised of a wide range of applications which sense and actuate the

physical world with a broad spectrum of device and network capabilities: from battery po
transmitting 100 bytes per day and able to last 10 years on a coin cell battery, to.mains
ed nodes able to maintain MBIt video streams. It is estimated that many 10s of billions of
loT devices will be deployed over the coming years.

nodes
powe

comp
adap
IPv6

9.2

Whilg
was [l
comp

acquipition of additional home network devices, which rely on technologies like private Ng

ss Translation (NAT). These technologies require{expert assistance to set up correctly and
s like

Addrg

should be avoided in a home network as they most™aften result in breakage of construct

routin

The multi-segment ecosystem OCF addresses-Will not only cause a proliferation of new de
ssociated routers, but also new services-introducing additional edge routers. All thes¢ new
ements require advance architecturalconstructs to address complex network topologigs like
the ome shown in Figure 20.

and 4
requi

eted considerable work to adapt Bluetooth®, Wi-Fi, 802.15.4, LPWAN, ,ete."to IPv6. T

It is lesirable that the connectivity options be adapted to the IP layer. To that/end, IETF has

he clear choice for the OCF network layer technology.

Architecture

the aging IPv4 centric network has evolved to support complex topologies, its deplo
rimarily provisioned by a single Internet Service Provider ({SP) as a single network.

g, naming and discovery services.
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hese

tions, plus the larger address space and improved address management capabilities, [make

ment
More

ex network topologies, often seen in residential homes;are mostly introduced throudh the
twork

vices
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Internet
Services Internet
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IPv6 + IPv4
detection

IPv6 Sensor Network

Sensor Network
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/
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IPv6 Local Border
Network

PN

VPN Service

¢

Private
Proxy

- llegend:

| locF
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i Infrastructure

Power Grid
Smart Grid
(Energy segment)

s @)

Router
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Gateway
(iotivity+

*
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IPv: y or Legacy

I\ (Zigbee, ...)

Smart
Grid)
SP CE
Router

Non-1Pv6 Network

Figure 20. High LevelNetwork & Connectivity Architecture

In terms of IETF RFC 6434, IPv6nhodes assume either a router or host role. Nodes may flirther

implement various specializations-of those roles:

e AJRouter may implement Customer Edge Router capabilities as defined in IETF RFC 7084.

e Nodes limited in pfocessing power, memory, non-volatile storage or transmission capacity
reguires special ({Pyadaptation layers (6LOWPAN) and/or dedicated routing protocols (RPL).
Examples include devices transmitting over low power physical layer like IEEE 802.14.%, ITU
Gp959, Bluetooth Low Energy, DECT Ultra Low Energy, Near Field Communication (NFC).

e Alnode may'translate and route messaging between IPv6 and non-IPv6 networks.
9.3 | IRPv6.hetwork layer requirements

931 Introduction

Projections indicate that many 10s of billions of new 10T endpoints and related services will be
brought online in the next few years. These endpoint’s capabilities will span from battery powered
nodes with limited compute, storage, and bandwidth to more richly resourced devices operating

over Ethernet and WiFi links.

Internet Protocol version 4 (IPv4), deployed some 30 years ago, has matured to support a wide
variety of applications such as Web browsing, email, voice, video, and critical system monitoring
and control. However, the capabilities of IPv4 are at the point of exhaustion, not the least of which
is that available address space has been consumed.
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The IETF long ago saw the need for a successor to IPv4, thus the development of IPv6. OCF
recommends IPv6 at the network layer. Amongst the reasons for IPv6 recommendations are:

e Larger address space. Side-effect: greatly reduce the need for NATSs.

e More flexible addressing architecture. Multiple addresses and types per interface: Link-local,
ULA, GUA, variously scoped Multicast addresses, etc. Better ability to support multi-h
networks, better re-numbering capability, etc.

e More capable auto configuration capabilities: DHCPv6, SLAAC, Router Discovery, etc.

omed

° anhnnlngipq pnahling 1P r‘nnnpr‘ti\/ity an constrained nodes are hased upon IPv6

o Al
e M
9.3.2
9.3.2

In ord
netwd
mana|
mand
More
remai
const
multi-

9.3.2

An IR
IETF

10 E

10.1

The g
exam
numb|

Each
and r
Devic
path

OCF

major consumer operating systems (loS, Android, Windows, Linux) are already IPv6 en

hjor Service Providers around the globe are deploying IPv6.

IPv6 node requirements
1 Introduction
er to ensure network layer services interoperability from node to nodey:mandating a co

rk layer across all nodes is vital. The protocol should enable the network to be: s
geable, scalable and to include constrained and self-organizing meshed nodes.
ates IPv6 as the common network layer protocol to ensure intergperability across all De
capable devices may also include additional protocols creating multiple-stack devices
nder of this section will focus on interoperability requifements for IPv6 hosts,
rained hosts and IPv6 routers. The various protocol translation permutations inclug
Stack gateway devices may be addresses in subsequent addendums of this specificati

2 IP Layer

v6 node shall support IPv6 and it shall <cconform to the requirements as specifi
RFC 6434:

ndpoint

Endpoint definition

pecific definition of an Endpoint depends on the Transport Protocol Suite being used. F
ple of COAP over UDP.over IPv6, the endpoint is identified by an IPv6 address and UD
er.

OCF Device shall"associate with at least one Endpoint with which it can exchange re
bsponse mesSages. When a message is sent to an Endpoint, it shall be delivered to the

omponeént is enough to locate the target Resource.

PDevice can be associated with multiple Endpoints. For example, an OCF Device can

sever

abled.

mon
cure,
OCF
vices.
. The
IPv6
ed in
on.

ed in

pr the
P port

quest
OCF

e which is@ssociated with the Endpoint. When a request message is delivered to an Engipoint,

have

ahIP’addresses or port numbers or support both CoAP and HTTP transfer protocol.

On the other hand, an Endpoint can be shared among multiple OCF Devices, only when there is a
way to clearly designate the target Resource with request URI. For example, when multiple CoAP
servers use uniquely different URI paths for all their hosted Resources, and the CoAP
implementation demuxes by path, they can share the same CoAP Endpoint. However, this is not
possible for OIC 1.1 and OCF 1.0 because pre-determined URI (e.g. “/oic/d”) is mandatory for

some

mandatory Resources (e.g. "oic.wk.d").
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10.2
10.2.1

Endpoint information
Introduction

Endpoint is represented by Endpoint information which consists of two items of key-value pair,
"ep" and "pri".

10.2.2 “ep”

"ep"r

epresents Transport Protocol Suite and Endpoint Locator specified as follows:

e Transport Protocol Suite - a combination of protocols (e.g. CoOAP + UDP + IPv6) with which

rejguest and response messages can be exchanged for RESTful transaction (i.e. CR

T
"o
C

e Endpoint Locator — an address (e.g. IPv6 address + Port number) through which a me

(of:
"c
pq
py
ou
cd

"ep" s
indica
Figur

ansport Protocol Suites shall be indicated by IANA registered schemes (e.g. ''cogd
paps” in Table 12). Vendor or OCF defined schemes are also allowed (e.g. "org:ocf.f
pm.samsung.bar").

n be sent to the Endpoint and in turn associated OCF Device. The Endpoint Locaf]

rt number”. Temporary addresses should not be used because Endpoint Locators are f
rpose of accepting incoming sessions, whereas temporary addresses are for ini
tgoing sessions (IETF RFC 4941). Moreover its inclusion in-foic/res” can cause a p
ncern (IETF RFC 7721).

hall have as its value a URI (as specified in IETF RFC:3986) with the scheme comp
ting Transport Protocol Suite and the authority compohent indicating the Endpoint Lo
b 21 illustrate an exmaple.

pap"”, "coaps"”, "coap+tcp”, "coaps+tcp”, "http"”, and "https" shall be specified as "IP adPress:

UDN).
p" or
DO" or

5sage
or for

r the
iating
ivacy

onent
cator.

ep': "coap://f¥e80::b1d6]:1111"

The ¢

Figure2l: Example of "ep"
urrent list of "ep" with correspending Transport Protocol Suite is shown in Table 12:

Table 12:“ep” value for Transport Protocol Suite

coap|+ udp +ip caap IP address + port number coap://[fe80::b1d6]:1111
coapp + udp +ip coaps IP address + port number coaps://[fe80::b1d6]:1122
coap|+ tcp +ip coap+tcp IP address + port number coap+tcp://[2001:db8:a::123]:2222
coapp + tcpsip coaps+tcp IP address + port number coaps+tcp://[2001:db8:a::123]:2233
http + tcp +ip http IP address + port number http://[2001:db8:a::123]:1111
https—+tcp—+1p tttps tP—address—+portomber https#{200tdb8 =123 1t22
10.2.3 “pri”
When there are multiple Endpoints, "pri" indicates the priority among them.

"pri" shall be represented as a positive integer (e.g. "pri": 1) and the lower the value, the higher
the priority.

The d

efault "pri" value is 1, i.e. when "pri" is not present, it shall be equivalent to "pri": 1.
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Endpoint information in "eps" Parameter

8(E)

To carry Endpoint information, a new Link Parameter "eps" is defined in 7.8.2.1.6. "eps" has an
array of items as its value and each item represents Endpoint information with two key-value pairs,
"ep" and "pri", of which "ep" is mandatory and "pri" is optional. Figure 22 illustrates a link with

"eps".
{
"gnchor - oct:77Tight_device_id,
"href”: "/myLightSwitch”,
"ft": ["oic.r.switch.binary"],
"{f": ["oic.if.a", "oic.if.baseline"],
“p: {"bm": 3},
"eps': [{"ep": "coap://[fe80::bld6]:1111", "pri™: 2}, {"ep":
""cogps://[fe80::b1d6]:1122"}]
}
Figure 22: Example of Link with "eps" Paramgeter
In Figure 22, "anchor" represents the hosting OCF Device, "href"{ target Resource and "epg" the
two Ejndpoints for the target Resource.
If the [target Resource of a Link requires a secure connection\(e.g. CoOAPS), "eps" Parametel shall
be uged to indicate the necessary information (e.g. port\number) in OCF 1.0 payload, begause
"sec"land "port" shall be used only in OIC 1.1 payloadt
10.3 | Endpoint discovery
10.3.1 Introduction
"Endpoint discovery" is defined as the process for a Client to acquire the Endpoint informatipn for
OCF Dpevice or Resource.
10.3.4 Implicit discovery
If a Dpvice is the source of a CoAR-message (e.g. “/oic/res” response), the source IP addreds and
port number can be combined to form the Endpoint Locator for the Device. Along with a "coap"
scheme and default “pri” value; Endpoint information for the Device can be constructed.
In othher words, an “/gic/res” response message with CoAP can implicitly carry the Endpoint
information of the responding Device and in turn all the hosted Resources, which can be accgssed
with the same transfer protocol of CoAP.
10.3.3 Explicitdiscovery with “/oic/res” response
Endpgint infermation can be explicitly indicated with the "eps" Parameter of the Links in “/oi¢/res”.
As in[10.3.2, an “/oic/res” response can implicitly indicate the Endpoint information for the farget

Resources hosted by the responding Device. However “/oic/res” may expose a target Resource
which belongs to another Device. When the Endpoint for a target Resource of a Link cannot be
implicitly inferred, the "eps" Parameter shall be included to provide explicit Endpoint information
with which a Client can access the target Resource.

This applies to the case of “/oic/res” for a Resource Directory or Bridge Device which usually

carrie

s the Links for Resources which another Device hosts.

Figure 23 is a “/oic/res” response with the "eps" Parameter in Links.
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[{
"anchor'": "ocf://e61c3e6b-9c54-4b81-8ce5-¥9039¢c1d04d9",
"href": "/oic/res",
"rel": "self",
“rt": [“oic.wk.res"],
“if": [Youc.if. 11", "oic.if.baseline"],
"p'": {"bm": 3},
feps*—t{ep " coap- 771200t b8 = tdA1 55555 F;
{"ep": "coaps://[2001:db8:a::b1d4]:11111"}]
3,
{
'lanchor': "ocf://e61c3e6b-9c54-4b81-8ce5-f9039¢c1d04d9",
'Thref": "/oic/d",
Irt”: ["oic.wk.d"™, "oic.d.bridge"],
Tif": [Toic.if.r", "oic.if._baseline"],
Ip": {"bm": 3},
leps™: [{"ep™: "coap://[2001:db8:a::bld4]:55555"},
{"ep"”: "coaps://[2001:db8:a::b1d4]:11111"}]
T,
{
'lanchor™: "ocf://e61c3e6b-9c54-4b81-8ce5-f9039¢c1d02d9o™,
'Thref": "/oic/p",
I'rt”: ["oic.wk.p"],
1if": [Yoic.if.r", "oic.if.baseline],
" {"bm": 3},
leps": [{"ep": "coaps://[2001:db8:a::bld4}:11111"}]
%,
'lanchor': "ocf://e61c3e6b-9c54-4b81-8ce5-f9039c1d04d9""
'lhref": "/mySecureMode",
Irt”: [“oic.r.securemode™],
Tif": ["oic.if.rw", "oic.if.baseline"],
Iz {"bm": 3},
leps™: [{"ep™: "coaps://[2001:db8:a::bl1ld4]:11111"}]
3
{
'lanchor': "ocf://e61¢3e6b-9c54-4b81-8ce5-f9039¢c1d04d9",
'Thref": "/oic/sec/doxm",
I'rt”: ["oic.r.doxm%],
lif": ["oic.if (aseline"],
™z {"bm": 1F,
leps": [{"epi:""coap://[2001:db8:a::bl1ld4]:55555"},
{*ep": "coaps://[2001:db8:a::b1d4]:11111"}]
},
'lanchox": "ocf://e61c3e6b-9c54-4b81-8ce5-f9039¢c1d04d9",
'ThreT: "/oic/sec/pstat”,
reY: ["oic.r.pstat'],
"if": ["oic.if._baseline"],
“pt: {"bm": 13},
"eps": [{"ep": "coaps://[2001:db8:a::bld4]:11111"}]
3
{

"anchor': "ocf://e61c3e6b-9c54-4b81-8ce5-f9039¢c1d04d9",
"href": "/oic/sec/cred",

"rt": ["oic.r.cred"],

“if": [“oic.if.baseline"],

"p': {"bm": 13},

"eps": [{"ep": "coaps://[2001:db8:a::bld4]:11111"}]
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"anchor": "ocf://e61c3e6b-9c54-4b81-8ce5-f9039¢c1d04d9"",
"href": "/oic/sec/acl2",

"rt": ["oic.r.acl2"],

"if": ["oic.if.baseline"],

“p: {"bm": 1},

"eps": [{"ep": "coaps://[2001:db8:a::bld4]:11111"}]

"anchor™: "ocf://e61c3e6b-9c54-4b81-8ce5-9039¢c1d04d9™,
hl Cf". "llllly:lltl UOPC\.’t;UII",

Irt”: ["oic.wk.introspection"],

1if": [Toic.if.r", "oic.if.baseline”],

"z {"bm": 3},

leps™: [{"ep": "coaps://[2001:db8:a::bld4]:11111"}]

‘lanchor™: "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989",
‘lhref": ""/oic/res",

Irt”: ["oic.wk.res"],

1if": [Toic.if.11", "oic.if_baseline"],

™z {"bm": 3},

leps": [{"ep": "coap://[2001:db8:a::bl1ld4]:66666"};
{"ep": "coaps://[2001:db8:a::b1d4]:22222"}]

'lanchor™": "ocf://dc70373c-1e8d-4fbh3-962e-017eaa863989",
‘lhref": "/oic/d",

I'rt”: ["oic.wk.d", "oic.d.light", "oic.drvirtual'],
1if": [Toic.if.r", "oic.if_baseline"];

™z {"bm": 3},

leps": [{"ep": "coap://[2001:db8:a::bld4]:66666"},
{"ep": "coaps://[2001:db8:a::bld4]:22222"}]

'lanchor™: "ocf://dc70373c~1e8d-4fb3-962e-017eaa863989"
'lhref": "/oic/p",

'rt”: [Toic.wk.p"],

Tif"': [Yoic.if.r", "ogic.if.baseline"],

Iz {"bm": 3},

leps™: [{"ep™: "coaps://[2001:db8:a::bld4]:22222"}]

'lanchor™: "ocft://dc70373c-1e8d-4fb3-962e-017eaa863989",
‘Thref": "/myLight",

Irt": [Ye¥c.r.switch.binary"],

lif": [Moic.if.a", "oic.if_baseline™],

In":~LNbm": 3%},

leps'~y [{"'ep": "coaps://[2001:db8:a::bld4]:22222"}]

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989""

"href": "/oic/sec/doxm",

"rt": ["oic.r.doxm"],

"if": ["oic.if._baseline"],

"p": {"bm": 1}%},

"eps": [{"ep": "coap://[2001:db8:a::b1d4]:66666"},
{"ep'": "coaps://[2001:db8:a::bld4]:22222"}]

"anchor": "ocf://dc70373c-1e8d-4fbh3-962e-017eaa863989",
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“"href": "/oic/sec/pstat”,

"rt": ["oic.r.pstat"],

"if": ["oic.if.baseline"],

“p: {"bm": 1},

"eps": [{"ep": "coaps://[2001:db8:a::bld4]:22222"}]
{

"anchor'": "oc¥://dc70373c-1e8d-4fb3-962e-017eaa863989",
"href": "/oic/sec/cred",
"rt": ["oic.r.cred"],
“if": [“oic.if.baseline"],
“pt: {"bm": 1},

v ] L (] LLED
CTPS— - L\ P - COapPS-771TZ0O0

'lanchor': "oc¥://dc70373c-1e8d-4fb3-962e-017eaa863989",
'Thref'": "/oic/sec/acl2",

Irt”: [“oic.r.acl2"],

1if": ["oic.if.baseline"],

p': {"bm": 13},

‘leps™: [{"ep": "coaps://[2001:db8:a::bl1ld4]:22222"}]

‘lanchor™: "ocf://dc70373c-1e8d-4Tb3-962e-017eaa863989%;
‘Thref": "/myLightIntrospection®,

I'rt”: ["oic.wk.introspection"],

if": [oic.if.r", "oic.if_baseline™],

™z {"bm": 3},

leps": [{"ep": "coaps://[2001:db8:a::bld4]:22222"}]

'lanchor™: "oc¥f://88b7c7f0-4b51-4e0a-9Faa-cfb439fd7f49",
‘Thref": "/oic/res",

Irt": ["oic.wk.res"],

1if": [oic.if. 11", "oic.if_basehine"],

™z {"bm": 3},

leps™: [{"ep": "coap://[2001=db8:a::bl1ld4]:77777"},

'lanchor': "oc¥://88b7c/f0-4b51-4e0a-9faa-cfh439Ffd7f49"
'Thref": "/oic/d",

'rt”: [TYoic.wk.dl, \"oic.d.fan", "oic.d.virtual'],
Tif": ["oic.if. Yy "oic.if.baseline],

e {"bm": 3F,

leps™: [{"ep i "coap://[2001:db8:a::b1d4]:77777"},

'lanchox™: "oc¥://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49",
'Thre®*: "/oic/p",
reY: [Toic.wk.p™],

FaVa X IPN | e bidd4J =209 911) 1
T - U000 - .- - O0IT05 ) -2Z2Z2Z2Z |

{"ep'": "coaps://[2001:db8:a::b1d4]:33333"}]

{epY: "coaps://[2001:db8:a::b1d4]:33333"}]

1T [Morc.af.r™, Torc.ift._baseline™],
"p": {"bm": 3},
"eps": [{"ep™: "coaps://[2001:db8:a::b1d4]:33333"}]

"anchor'": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439fd7f49",
“href": "/myFan",

"rt": ["oic.r.switch.binary"],

"if": ["oic.if.a", "oic.if_baseline"],

"p": {"bm": 3},

"eps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
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"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49"

“href": "/oic/sec/doxm",

"rt": ["oic.r.doxm"],

"if": ["oic.if.baseline"],

“p: {"bm": 1},

"eps": [{"ep": "coap://[2001:db8:a::bld4]:77777"},
{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]

'lhref": ""/oic/sec/pstat",
I'rt”: [“oic.r.pstat"],
1if": ["oic.if.baseline"],

e {"bm™: 13},

‘leps™: [{"ep™: "coaps://[2001:db8:a::b1d4]:33333"}]

‘lanchor™: "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49",
‘lhref": ""/oic/sec/cred"”,

Irt”: ["oic.r.cred"],

if": [Toic.if.baseline"],

Ip: {"bm": 13},

leps": [{"ep": "coaps://[2001:db8:a::bl1d4]:33333:F]

'lanchor™: "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439fd7f49",
'Thref": "/oic/sec/acl2",

Irt”: [“oic.r.acl2"],

Tif": ["oic.if._baseline"],

"z {"bm": 1}%,

leps™: [{"ep"™: "coaps://[2001:db8:aicbld4]:33333"}]

'lanchor': "oc¥://88b7c7f0-4b51%4e0a-9faa-cfb439Ffd7f49",
'Thref": "/myFanlntrospection'y

I'rt”: ["oic.wk.introspection'],

1if": [oic.if.r", "oicsif.-baseline™],

p: {"bm™: 3},

leps": [{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]

Figure 23: Example of “/oic/res” with Endpoint information

The gxact format of the “/oic/res” response and a way for a Client to acquire a “/oic/res” response

messpge jis specified in D.10 and 11.3.5 respectively.

10.4 | COAP based Endpoint discovery

The following describes CoAP based Endpoint discovery:

a)

b)
c)

Advertising or publishing Devices shall join the ‘All OCF Nodes’ multicast groups (as defined
in [IANA IPv6 Multicast Address Space Registry]) with scopes 2, 3, and 5 (i.e., ff02::158,
ff03::158 and ff05::158) and shall listen on the port 5683. For compliance to IETF RFC 7252 a
Device may additionally join the ‘All CoOAP Nodes’ multicast groups.

Clients intending to discover resources shall join the multicast groups as defined in a).

Clients shall send discovery requests (GET request) to the 'All OCF Nodes’ multicast group
address with scope 2 (ff02::158) at port 5683. The requested URI shall be “/oic/res”. For
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compliance to IETF RFC 7252 a Client may additionally send to the ‘All CoAP Nodes’ multicast
groups.

d) If the discovery request is intended for a specific Resource Type, the Query parameter "rt" shall
be included in the request (section 6.2.1) with its value set to the desired Resource Type. Only
Devices hosting the Resource Type shall respond to the discovery request.

e) When the “rt” Query parameter is omitted, all Devices shall respond to the discovery request.

f) Handling of multicast requests shall be as described in section 8 of IETF RFC 7252 and section
4.1in IETF RFC 6690.

g) De ; shall
inflicate support for CBOR payload encoding for multicast discovery as described inS¢ction
12.4. Later versions of the specification may support alternate payload encodings (JSON,
XML/EXI, etc.).

11 Hunctional interactions

11.1 | Introduction

The flinctional interactions between a Client and n Server are describéd)in section 11.2 thfough
sectign 11.6 respectively. The functional interactions use CRUDNMnessages (section 8) and
include Discovery, Notification, and Device management. These functions require support of core
defingd resources as defined in Table 13. More details about these resources are provided later
in thig section.

Table 13. List of Core Resources

Pre-defined Resource Name Resource Type Related Mandatory
URI Functional
Interaction
“loiclres” Default “gle.wk.res” Discovery Yes
“loic/p” Platform oic.wk.p Discovery Yes
/oic/d Device “oic.wk.d” Discovery Yes
(none) Configuration oic.wk.con Device No
Management
“loic/mnt” Maintenance “oic.wk.mnt” Device No
Management

11.2
Onboprding and“Provisioning are fully defined by the OCF Security Specification.

Onboarding, Rrovisioning and Configuration

Should a Device support Client update of configurable information it shall do so via exposing the
Core Resource “/example/oic/con” (Table 14) in “/oic/res”;

Table 14. Configuration Resource

Related
Functional

Resource Interfaces  Description

Type ID

Resource
Type Title

(“rt” Interaction
value)

“/exam Device “oic.wk.co “oic.if.rw” The Resource Type through which configurable | Configuration
ple/oic/ | Configuration n” information specific to the Device is exposed.
con”
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The resource properties exposed in
“oic.wk.con” are listed in Table 15.

“/exam Platform “oic.wk.co “oic.if.rw” The optional Resource Type through which Configuration
ple/oic/ | Configuration n.p” configurable information specific to the
con” Platform is exposed. The resource properties

exposed in “oic.wk.con.p” are listed in Table

16.

Table 15 defines the “oic.wk.con” resource type.

Table 15. “oic.wk.con” Resource Type definition

Property title Property name Value Unit Access Mandatory Descriptic
rule mode
(Devilce) n (Common string R, W yes Human friendly name
Namd Property of configurable by the end
“/example/oic/con”) user (e.g. Bob's
thermostat). "n" Common
Property

of"/example/oic/¢on” and
"n" Common Projperty
“/oic/d” shall have the
same Value. When the
"n" Common Projperty
Value of
“/example/oic/cop” is
modified, it shall|be

reflected to the '|n"

Common Property of

“loic/d”.

Location loc array of Degrees | R, W no Provides locatio
float (has information where
two available.
elements;
the first is
latitude,
the
second is
longitude)

Location locn string R, W no Human friendly name for

Namg location
For example, “Lijing
Room”.

Currgncy c string R,W no Indicates the cunfrency
that is used for gny
monetary transagtions

Regipn r string R,W no Free form text Indicating
the current regiop in
which the devicel is
focatedgeographically.
The free form text shall
not start with a quote (").

Localized In array R,W no Human-friendly name of

Names the Device, in one or

more languages. This
property is an array of
objects where each
object has a ‘language’
field (containing an

IETF RFC 5646 language
tag) and a ‘value’ field
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language. If this
property and the

Device Name (n)
shall be included
array.

containing the device
name in the indicated

Device

Name (n) property are
both supported, the

value
in this

Default dl
Language

language-
tag

R,W no

supported by the
specified as an

IETF RFC 5646
tag. By default,
can treat any str

language unless
property specifig

The default language

Device,

anguage
lients
ng

property asbeing in this

the
s

otherwise.
Table| 16 defines the “oic.wk.con.p” resource type.
Table 16. “oic.wk.con.p” Resource Type definition
Property title Property Value Value Unit Access Mandatory Description
name type rule mode
Platform Names mnpn array R, W no Friendly name of the Plakform.
This property is an array| of
objects where each objeft has a
‘language’ field (containihg an
IETF RFC 5646 language tag)
and a ‘value’ field contaiping the
platform friendly name ir| the
indicated language.
For example,
[{“language”:"en”,
“value”:"Dave’s Laptop”}]
11.3 | Resource discovery
11.3.1 Introduction

Discovery issa_function which enables endpoint discovery as well as resource based discovery.

ource

Endpgint discovery is described in detail in section 10. This section mainly describes the res
based discovery.

11.3.2 Resource based discovery: mechanisms

11.3.2.1 Overview

As part of discovery, a Client may find appropriate information about other OCF peers. This

information could be

instances of Resources,

Resource Types or any other information

represented in the resource model that an OCF peer would want another OCF peer to discover.

At the minimum, Resource based discovery uses the following:
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A resource to enable discovery shall be defined. The representation of that resource shall
contain the information that can be discovered.

The resource to enable discovery shall be specified and commonly known a-priori.A Device for
hosting the resource to enable discovery shall be identified.

A mechanism and process to publish the information that needs to be discovered with the
resource to enable discovery.

A mechanism and process to access and obtain the information from the resource to enable
discovery. A query may be used in the request to limit the returned information.

A
A
A

Depe

based

A De

11.3.2

In dir

1
2

scope forthepulbtication
scope for the access.
policy for visibility of the information.

nding on the choice of the base aspects defined above, the Framework defines three res

ice shall support direct discovery.

.2 Direct discovery
bct discovery,

discovery mechanisms:

Direct discovery, where the Resources are published locally at,the Device hosting thle

resources and are discovered through peer inquiry.

Indirect discovery, where Resources are published at a thitd)party assisting with the
discovery and peers publish and perform discovery agaifst the resource to enable
discovery on the assisting 3" party.

ource

Advertisement discovery, where the resource to ehable discovery is hosted local to the

initiator of the discovery inquiry but remote to thevDevices that are publishing discov
information.

The Device that is providing.the information shall host the resource to enable discov|
The Device publishes the information available for discovery with the local resource
enable discovery (i.e. local scope).

Clients interested in discovering information about this Device shall issue RETRIEVE

requests directly taxthe resource. The request may be made as a unicast or multicas
The request may\be generic or may be qualified or limited by using appropriate quer|
the request,

The “seryeri'Device that receives the request shall send a response with the discove
information directly back to the requesting “client” Device.

Thednformation that is included in the request is determined by the policies set for the

resource to be discovered locally on the responding Device.

ery

ery.
to

t.
esin

red

11.3.2.3 Indirect discovery of Resources (resource directory based discovery)

In indirect discovery the information about the resource to be discovered is hosted on a Server
that is not hosting the resource. See section 11.3.6 for details on resource directory based
discovery.

In indirect discovery:

a) The resource to be discovered is hosted on a Device that is neither the client initiating

the discovery nor the Device that is providing or publishing the information to be

© ISO/IEC 2018 - All rights reserved
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discovered. This Device may use the same resource to provide discovery for multiple

agents looking to discover and for multiple agents with information to be discovered.

The Device to be discovered or with information to discover, publishes that information

with resource to be discovered on a different Device. The policies on the information
shared including the lifetime/validity are specified by the publishing Device. The
publishing Device may modify these policies as required.

The client doing the discovery may send a unicast discovery request to the Device

hosting the discovery information or send a multicast request that shall be monitored and

responded to by the Device. In both cases, the Device hosting the discovery informa

11.3.]
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11.3.3

The n
locall
disco
hoste
resou
adds/
to the

is acting on behalf of the publishing Device.

the party that is publishing the information to be discovered. The discovery informati
that is returned in the discovery response shall adhere to the policies that are in effe
the time of the request.

P.4  Advertisement Discovery
ertisement discovery:

The resource to enable discovery is hosted local to the Device that is initiating the disg
request (client). The resource to enable discovery maycbean Core Resource or disco
as part of a bootstrap.

The request could be an implementation dependent,lookup or be a local RETRIEVE r¢
against the resource that enables discovery.

The Device with information to be discoveregd-shall publish the appropriate informat
the resource that enables discovery.

The publishing Device is responsible for the published information. The publishing D
may UPDATE the information at therresource to enable discovery based on its neg
sending additional publication reguests. The policies on the information that is disco
including lifetime is determined by the publishing Device.

Resource based discovery: Information publication process

nechanism to publish.information with the resource to enable discovery can be done
or remotely. The publication process is depicted in Figure 24. The Device whic
ery information to” publish shall a) either update the resource that enables discoV
d locally or b)xissue an UPDATE request with the information to the Device which hos
rce that .enables discovery. The Device hosting the resource to enable disg
updates(the resource to enable discovery with the provided information and then res
Devieewhich has requested the publication of the resource with an UPDATE respons

The discovery policies may be set by the Device hosting the discovery information of
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OIC Client OIC Server

(Hosting the designated

(Registering resources) 0IC Resource)

1. UPDATE Request

|

2. Entry updated in
/oic/res

8(E)

11.3.4

The ¢
disco
in MU
suppq
disco

S. UFUATE RESPUTISE

Figure 24. Resource based discovery: Information publication process

Resource based discovery: Finding information

iscovery process (Figure 25) is initiated as a RETRIEVE request to_the resource to g
ery. The request may be sent to a single Device (as in a Unicast) or t6 multiple Devicg
Iticast). The specific mechanisms used to do Unicast or Multicast’ are determined |
rt in the data connectivity layer. The response to the requestihas the information

is sha

requgst to appropriate resource and the form of request. Optionally the requester may narrd

infor

Discd

Some
Reso

reso%rces, types, configuration and many other standards oricustom aspects depending @

ired, when and to which requesting agent. The informatigrithat can be discovered c

ation to be returned in the request using query parameters in the URI query.

OIC Client OIC Server(s)

1. RETRIEVE Request

2. Discovery
inquiry processed

3. RETRIEVE Response

Figune 25. Resource based discovery: Finding information

very Resources

of.the Core Resources shall be implemented on all Devices to support discovery. The
Ircés that shall be implemented to support discovery are:

nable
s (as
y the
to be

ered based on the policies for that information. The policies can*determine which information

an be
n the
w the

Core

Detail

“/oic/res” for discovery of resources
“/oic/p” for discovery of platform
“/oic/d” for discovery of device information

s for these mandatory Core Resources are described in Table 17

Platform resource —
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The OCF recognizes that more than one instance of Device may be hosted on a single platform.
Clients need a way to discover and access the information on the platform. The core resource,
“loic/p” exposes platform specific properties. All instances of Device on the same Platform shall
have the same values of any properties exposed (i.e. a Device may choose to expose optional
properties within “/oic/p” but when exposed the value of that property should be the same as the
value of that property on all other Devices on that Platform)

Device resource
The device resource shall have the pre-defined URI “/oic/d”. The resource “/oic/d” exposes the
properties pertaining to a Device as defined in Table 17. The properties exposed are determined
by the specific instance of Device and defined by the Resource Type(s) of “/oic/d” on that.Dgvice.
Sincel all the Resource Types of “/oic/d” are not known a priori, the Resource Type(s) af*“foic/d”
shall pe determined by discovery through the core resource “/oic/res”. The device resource “foic/d”
shall have a default Resource Type that helps in bootstrapping the interactions withthis device
(the default type is described in Table 17.)

Protofol indication
A Deyice may need to support different messaging protocols dependingyon requiremenjs for
differgnt application profiles. For example, the Smart Home profile(may use CoAP and the
Industrial profile may use DDS. To enable interoperability, a Deviceluses the protocol indi¢ation
to indjcate the transport protocols they support and can communicate over.

Table 17. Mandatory discovery Core’Resources

Resourc Resource Interfaces  Description Related
e Type Type ID Functional
Title (“rt” value) Interaction
“loicfr Default “oic.wk.res” “oic.if.Il" The resource through which the corresponding Dis¢overy
es” Server is discovered and introspected for available
resources.

“/loic/res” shall expose the resources that are
discoverable on a Device. When a Server receives
a RETRIEVE request targeting “/oic/res” (e.g.,
“GET /oic/res”), it shall respond with the link list of
all the discoverable resources of itself. The “/oic/d”
and “/oic/p” are discoverable resources, hence their
links are included in “/oic/res” response. The
resource properties exposed by “/oic/res” are listed
in Table 18.

“loiclp Platform “oiciwk.p” “oic.if.r" The discoverable resource through which platform Disgovery
" specific information is discovered.

The resource properties exposed by “/oic/p” are
listed in Table 21

“/oic{d | Device “oic.wk.d” “oic.if.r” The discoverable via “/oic/res” resource which Dis¢overy
" and/or one exposes properties specific to the Device instance.

Device The resource properties exposed by “/oic/d” are

Specific listed in Tahle 20

Resource e .

Type ID /oic/d” may have one Resource Type that is

specific to the Device in addition to the default
Resource Type or if present overriding the default
Resource Type.

The base type “oic.wk.d” defines the properties that
shall be exposed by all Devices.

The device specific Resource Type exposed is
dependent on the class of device (e.g. air
conditioner, smoke alarm); applicable values are
defined by the vertical specifications.
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Table 18 defines “oic.wk.res” Resource Type.
Table 18. “oic.wk.res” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description

name type rule mode

Name n string R no Human-friendly name defined by
the vendor

A

Linkg trrks array STT yes Frearrayoftimksdescribes the
7.8.2 URI, supported Resolre¢ Types
and interfaces, and ‘accCelss

policy.

Messlaging mpro SSv R No String with Space Separgated
Protdcol Values (SSV) of messag|ng
protocols'supported as g Sl
Numberifrom Table 19

For’example, “1 and 3" indicates
that the Device supports|coap
and http as messaging pyotocols.

A Deyice which wants to indicate its messaging protocol capabilities'may add the property jmpro’
in regponse to a request on “/oic/res”. A Device shall suppart)CoAP based discovery gs the
basel|ne discovery mechanism (see section 10.4). A Client which sees this property in a disgqovery
response can choose any of the supported messaging protecols for communicating with the Server
for fufther messages. For example, if a Device supporting multiple protocols indicates it supports
a valyge of “1 3” for the ‘mpro’ property in the discovery/r&sponse, then it cannot be assumef that
therelis an implied ordering or priority. But a vertical\service specification may choose to specify
an implied ordering or priority. If the ‘mpro’ property’is not present in the response, A Clien{ shall
use the default messaging protocol as specified in the vertical specification for flurther
comnjunication.

The “foic/res” shall list all Resources that‘are indicated as discoverable (see section 11.3)[ Also
the fgllowing architecture Resource Types shall be listed:

e Infrospection resource indicated-with an “rt” value of “oic.wk.introspection”

e “/@ic/p” indicated with an ‘rt’y'value of “oic.wk.p”
e “/gic/d” indicated with an “rt” value of “oic.wk.d”

e “/gic/sec/doxm” indicated with an “rt” value of “oic.r.doxm”

e ‘“/gic/sec/pstat”indicated with an “rt” value of “oic.r.pstat”

”

has

ypes (eg
“oic.r. SWI'[Ch blnary ) or vendor defined Resource Types. Dewces that onIy host Resources
required to onboard the Device as a Client do not have to implement the Introspection Resource.
Table 19 provides an OCF registry for protocol schemes.
Table 19. Protocol scheme registry

S| Number Protocol

1 coap
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coaps

http

https

coap+tcp

o |la | bW N

coaps+tcp

Note: The discovery of an endpoint used by a specific protocol is out of scope. The mechanism used by a Client to form
requests in a different messaging protocol other than discovery is out of scope.

The fpllowing applies to the use of “/oic/d” as defined above:
e Al\ertical may choose to expose its Device Type (e.g., refrigerator or A/C) by adding’the Qevice
Type to the list of Resource Types associated with “/oic/d”.

o For example; “rt” of *“/oic/d” becomes ["oic.wk.d", "oichd.<thing>"]; Where
“oic.d.<thing>" is defined in another spec such as the Smart'Home vertical.

o This implies that the properties exposed by “/oic/d” are(by default the mandatory
properties in Table 20.

e Ajvertical may choose to extend the list of properties defined-by the Resource Type 'oic.wk.d'.
In| that case, the vertical shall assign a new Device Type.specific Resource Type ID|. The
mpandatory properties defined in Table 20 shall always be-present.

Tablel 20 “oic.wk.d” Resource Type definition defines the base Resource Type for the “foic/d”
resoufrce.

Table 20. “oic.wk.d” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description

name type rule mode

(Device) Name | n string R no Human friendly name defingd by the
vendor.” In the presence of ['n"
Property of “/oic/con”, both have the
same Property Value. Wher] "n"
Property Value of “/oic/con”|is
modified, it shall be reflected to "n"
Property Value of “/oic/d”.

Spec|Version

icv string R yes Spec version of the core
specification this device is
implemented to, The syntax|is
"ocf.<major>.<minor>.<sub
version>" where <major>, <minor,
and <sub-version> are the rhajor,
minor and sub-version numbers of
the specification respectively. This
version of the specification fhe
string value shall be “ocf.1.¢.0".

Device ID di uuid R yes Unique identifier for Device. This
value shall be the same value (i.e.
mirror) as the doxm.deviceuuid
Property as defined in

OCF Security. Handling privacy-
sensitivity for the “di” Property, refer
to section 13.8 in OCF Security.

Data Model dmv csv R yes Spec version of the Resource
Version Specification to which this device
data model is implemented; if
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implemented against a Vertical
specific device specification(s), then
the Spec version of the vertical
specification this device model is
implemented to. The syntax is a
comma separated list of ”
<res>.<major>.<minor>.<sub-
version> or
<vertical>.<major>.<minor>.<sub-
version>. <res> is the string
“ocf.res” and <vertical> is the name
of the vertical defined in the Vertical

snacific rasalirca cnacificati
B B n. The

<major>, <minor>, and <suly-
version> are the major;\minpr and
sub-version numbers\of the
specification respectively. This
version of the specification pne
entry in the cS§wSstring shall
be“ocf.res.1:0.0". Another eptry in
the csv shall be the vertical(s) being
(e.g. tocfssh.1.0.0").. This value may
be extended by the vendor.|The
syntax for extending this value, as a
comma separated entry, by|the
vendor shall be by adding
x.<Domain_Name>.<vendol string>.
For example “ocf.res.1.0.0,
ocf.sh.1.0.0, x.com.examplg.string”,
The order of the values in the
comma separated string can be in
any order (i.e. no prescribed order).
This property shall not exceed 256
octets.

Protdcol piid UuID

Indegendent

%‘\

)&V

yes

A unique and immutable Depice
identifier. A Client can dete¢t that a
single Device supports multjple
communication protocols if |t
discovers that the Device uges a
single Protocol Independen{ ID
value for all the protocols it
supports. Handling privacy-
sensitivity for the “piid” Property,
refer to section 13.8 in
OCF Security.

Localized Id
Descfiptions

array

no

Detailed description of the Device,
in one or more languages. [This
property is an array of objegts
where each object has a ‘lahguage’
field (containing an IETF RFC 5646
language tag) and a ‘value’ [field
containing the device descr|ption in
the indicated language.

string

A
Softwar SV
VersiO\Q/

no

Version of the device software.

Manufacturer dmn

Name

array

no

Name of manufacturer of the
Device, in one or more languages.
This property is an array of objects
where each object has a ‘language’
field (containing an IETF RFC 5646
language tag) and a ‘value’ field
containing the manufacturer name in
the indicated language.

Model Number | dmno string

no

Model number as designated by
manufacturer.
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The additional Resource Type(s) of the “/oic/d” resource are defined by the vertical specification.

Table 21 defines “oic.wk.p” Resource Type.

Table 21. “oic.wk.p” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description
name type rule mode
Platfgrm ID pi string R yes Unique-identifier for
the physical

platform (UIUID);
this shall bela UUID
in accordange with
IETF RFC 4{122. It
is recommenpded
that the UUID be
created usirlg the
random gengration
scheme (vefsion 4
UUID) specific in
the RFC. Hgndling
privacy-sensitivity
for the “pi”
Property, refer to
section 13.§in

OCF Security.
MandJfacturer mnmn string R yes Name of
Namd manufacturgr
Manyfacturer mnml uri R no Reference tp
Detaills Link manufacturgr,
represented|as a
URI
Modgl Number mnmo string R no Model numier as

designated by
manufacturgr

Date [of mndt date Time R no Manufacturipg date
MandJfacture (show of Platform.

RFC)
Platfprm Version mnpv, string R no Version of pjatform

— string (defined by
manufacturgr)

OS VErsion mnos string R no Version of platform
resident OS|- string
(defined by
manufacturgr)

Hardware T SUMg R o verston of platform

Version hardware

Firmware mnfv string R no Version of Platorm

version firmware

Support link mnsl uri R no URI that points to

support information
from manufacturer

SystemTime st date-time R no Reference time for
the Platform.
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Vendor ID vid string R no Vendor defined

what text to
populate it.

string for the
platform. The string
is freeform and up
to the vendor on

Composite Device

A phy
exam
includ
therm

There
be to
Devid
comp

Anim
with &

Thus,

ple a refrigerator may be modelled as a composition, as such part of its definitioh. 0
e a sub-tending thermostat device which itself may be composed of a(sub-te
ometer device.

may be more than one way to model a server as a composition. One example method
have Platform which represents the composite device to have more_than one instanc
e on the Platform. Each Device instance represents one of the ‘distinct devices

plementation irrespective of how it is composed shall only expose a single instance of “
n ‘rt’ of choice for each logical Server.

for the above refrigerator example if modeled as a,single Server; “/oic/res” would e

sical device may be modelled as a single device or as a composition of other deviceb. For

may
nding

would
b of a

n the

psition. Each instance of Device may itself have or host multiple instances of other resolirces.

oic/d”

pose

“/oic/@” with a Resource Type name appropriate to a refrigerator. The sub-tending thermostat and

therm

appro
IMyH
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13.2.2). Every time a new resource is instantiated on the Device and if that resou

ometer devices would be exposed simply as)instances of a resource with a d
priate Resource Type with an associated URl assigned by the implementation;
pst/MyRefrigerator/Thermostat and /MyHost/MyRefrigerator/Thermostat/Thermometer.

Resource discovery using “/oicires”
very using “/oic/res” is the default discovery mechanism that shall be supported by all De
OWS:

ery Device updates its Jocal “/oic/res” with the resources that are discoverable (see s

scoverable by a remiete Device then that resource is published with the “/oic/res” res
at is local to the Device (as the instantiated resource).

Device wanting-to discover resources or Resource Types on one or more remote Dg
hkes a RETRIEVE request to the “/oic/res” on the remote Devices. This request may b
Lilticast (default) or unicast if only a specific host is to be probed. The RETRIEVE re
eries may select based on Resource Types, interfaces, or properties.
eguery applies to the representation of the resources. “/oic/res” is the only resource \

evice
e.g.,

vices

pction
ce is
ource

vices
b sent
quest

hy optienally be restricted using appropriate clauses in the query portion of the request.

vhose

re

presentation has "rt". S0 “/oic/res™ IS the only resource thal can be used Tor Mu

discovery at the transport protocol layer.

ticast

d) The Device receiving the RETRIEVE request responds with a list of resources, the Resource
Type of each of the resources and the interfaces that each resource supports. Additionally,
information on the policies active on the resource can also be sent. The policy supported
includes observability and discoverability. (More details below)

e) The receiving Device may do a deeper discovery based on the resources returned in the

re

quest to “/oic/res”.
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The information that is returned on discovery against “/oic/res” is at the minimum:

e The URI (relative or fully qualified URL) of the resource

e The Resource Type(s) of each resource. More than one Resource Type may be returned if the
resource enables more than one type. To access resources of multiple types, the specific
Resource Type that is targeted shall be specified in the request.

e The Interfaces supported by that Resource. Multiple interfaces may be returned. To access a
specific interface that interface shall be specified in the request. If the interface is not specified,
then the Default Interface is assumed.

Differgnt “/oic/res” responses are returned according to requesting Clients, which indicatg their
prefefence with Content Format in Accept Option. OCF 1.0 Clients request with the Content Fprmat
of ‘application/vnd.ocf+cbor”, whereas the absence of that Content”’ Fprmat
(i.e."gpplication/vnd.ocf+cbor”) indicates OIC 1.1 Clients.
For OIC 1.1 Clients, “/oic/res” response shall use "sec" and "port" to provide the‘information for an
encrypted connection.
For @CF 1.0 Clients, “/oic/res” response only includes the *“array. of Links to confofm to
IETF RFC 6690. Each Link shall use "eps" Parameter to provide thesinformation for an encrypted
conngction and carry "anchor" of the value OCF URI where the authority component of <devicelD>
indicgtes the Device hosting the target Resource.
The JSON schemas for discovery using “/oic/res” are described in D.10. Also refer to Sectipn 10
(Endpoint Discovery) for details of Multicast discovery using “/oic/res” on a CoAP transport.
For ekample, a Light device might return the following to OIC 1.1 clients:
L
{
"di'": "e6lc3e6b-9c54-4b81-8ce5-19039¢c1d04d9",
“links": [
{
"href': "coaps://[fe80::bld6]:44444/0ic/res",
“"rel": "self",
"rt": [Moic.wk.res™s
"1 [Toic.if_ 1Yy "oic.if.baseline],
prs {Ubm": 3}
3
{
"href": '/oic/p",
“rt': [Loic.wk.p'],
"1 \Loic.if.r", "oic.if._baseline"],
"pP2 {"bm": 3, "sec": true, "port": 11111}
3.
£
"href'": "/oic/d",
"rt": [Toic.wk.d", "oic.d.light],
“§f- [oic if v “oic if baseline']
"p: {"bm": 3, "sec'": true, "port": 11111}
3.
{
"href'": "/myLight",
"rt": [Toic.r.switch.binary],
“if": [Moic.if.a", "oic.if.baseline],
“p": {"bm": 3, "sec": true, "port': 11111}
}
1
}
]
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The light device might return the following to clients that request with the Content Format of
“application/vnd.ocf+cbor” in Accept Option:

L
{
"href': "/oic/res",
""anchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989/0ic/res"",
"rel": "self",
"rt": ["oic.wk.res"],
“if': [Toic.if.11", "oic.if.baseline"],
“p: {"bm": 3},
epsT: [ ep : "coap./7[¥e80: -b1d6]:44442F]
3
{
“"href': "/oic/p",
"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989,
“rt": [Toic.wk.p"],
i ["oic.if.r", "oic.if.baseline"],
“pt: {"bm": 3},
“eps': [{ep': "coap://[fe80::bld6]:44444"},
{"ep": "coaps://[fe80::b1d6]:11111"}
3
{
“"href'": "/oic/d",
"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989,
“rt": [Toic.wk.d", “oic.d.light"],
“if': ["oic.if.r", "oic.if.baseline"],
“p: {"bm™: 3},
"eps': [{ep': "coap://[fe80::bld6]:44444"},
{"ep": "coaps://[fe80::b1ld6] x21111"}
3.
{
“"href'": "/myLight",
"anchor™: "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989,
"rt": ["oic.r.switch.binary7,
"if': ["oic.if.a", "oic.if-baseline],
“p: {"bm": 3},
"eps': [{ep': "coap://{fe80::bld6]:44444"},
{"ep": "coaps://[fe80::bld6]:11111"}
1
}
]
After performing_discovery using “/oic/res”, Clients may discover additional details about Server
by pefforming_discovery using “/oic/p”, /oic/rts etc. If a Client already knows about Server it may
discoyer using.ather resources without going through the discovery of “/oic/res”.
11.3. Resource directory (RD) based discovery
11.3.6-—ntreduetion

11.3.6.1.1 Indirect discovery for lookup of the resources

Direct discovery is the mechanism used currently to find resources in the network. When needed,
resources are queried at a particular node directly or a multicast packet is sent to all nodes. Each
queried node responds directly with its discoverable resources to the discovering device.
Resources available locally are registered on the same device.

In some situations, one of the other mechanisms described in section 11.3.2.3, called indirect
discovery, may be required. Indirect discovery is when a 3rd party device, other than the
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discovering device and the discovered device, assists with the discovery process. The 3rd party
only provides information on resources on behalf of another device but does not host resources
on part of that device.

OCE Device B acts as Resource
Device B Directory for Device A and
Device D; Device A and D do

not respond to multicast query
p/oic/res

Multicast
Discovery

loic/res

Unicast

Response with

resources for OCF
Devices A, B Device C
and D

OCF
Device D

Multicast

Figure 26. Indirect discovery of reseurce by resource directory

Indirglct discovery is useful for a resource constrained device that needs to sleep to manage power
and gannot process every discovery requestyor when devices may not be on the same ngtwork
and requires optimization for discovery. Onge resources are discovered using indirect disgovery
then the access to the resource is done hy<a request directly to the Device that hosts that resgurce.

11.3.6.1.2 Resource directory

A respurce directory (RD) is a Device that assists with indirect discovery. A Device which a¢ts as
an RD will be involved in the following operations.

e RDdiscovery — the prgeedure with which OCF Devices discover an RD and acquire the cfiteria
to|select one amon@ multiple RDs.

e Re¢source publish — the procedures with which OCF Devices publish their Resjource
information, ises Links, subsequently update the published Links or deletes the ones.

e Ré¢sourcelexposure — the feature with which RDs expose the Links hosted by the 3™|party
Devices'via their “/oic/res”.

For the‘above, RDs make use of a core Resource Type “/oic/rd” i.e., “oic.wk.rd” defined in [Table
22 and-Fable23—ADBevice-exposes—roie-wkrdnitsfoietresto-announce-thatitservesas-an RD
along with selection criteria. A publishing Device can send POST request to “/oic/rd” with its Links
in the payload to publish or update the Links in “/oic/res” of the RD. Also the publishing Device can
send DELETE request to “/oic/rd” to delete the existing Links from “/oic/res” of the RD.

Table 22. “oic.wk.rd” Resource Type definition

Pre- Resource Resource Interfaces Description Related

defined Type Title Type ID Functional
URI (“rt” value) Interaction

90

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

“loic/rd Resource “oic.wk.rd” “oic.if.baseline | The discoverable Resource Type through Discovery
" directory " with which an RD 1) facilitates its discovery
and provides the criteria to select an RD
and 2) allows OCF Devices to publish,
update and delete their Links in “/oic/res” of
the RD.

A Device can find the presence of
“oic.wk.rd” to discover an RD, then sends
GET request to “/oic/rd” to acquire the
selection criteria. An OCF Device can send
POST request with Links in its payload to
expose those Links in “/oic/res” of the RD.
Also OCF Device can send DELTE request
with suitable query (e.g. “di” or “ins”) to
remove its Links from “/oic/res” of the RD.

Table 23. “oic.wk.rd” Properties

erty title Property name Value Value Unit Access Mandatory Description
type rule mode
Seleqtor sel Integer or R yes Provides the crit¢ria for RD
JSON selection. Either JSON Object
Object describing the sdlection

criteria (e.g. Power) specified
in 11.3.6.2.2.1 off an integer
representing a bias factor
calculated by RO. The value is
in the range of O|to 100 - O
implies that RD ik not to be
selected. Client ¢hooses RD
with highest bias|factor or
randomly betwegn RDs that
have same bias factor.

A RDjcan be queried at its “/oic/res” resource to find resources hosted on other Devices. These
Devides can be sleepy nodes or any_other device that cannot or may not respond to disdovery
requegsts. Device can publish all orpartial list of resources they hostto a RD. The RD then responds
to quéries for Resource discovery-on behalf of the publishing Device (for example: when a Qevice
may go to sleep). For general Resource discovery, the RD behaves like any other Seryer in
responding to requests to/oic/res”.

Any Device that serves.or acts as a RD shall expose a well-known resource “/oic/rd”. The Degvices
that want to discover'RDs shall use this resource and one of the Resource discovery mechahisms
to didcover the RDVand get the parameters of the RD. The information discovered through this
resource shall-be~used to select the appropriate RD to use for resource publication. The bias
information_ineludes the following criteria: power source (AC, battery powered or safe/relipble),
conngctivity,~(wireless, wired), CPU, memory, load statistics (processing publishing to| 100.
Optiohally, the RD may also return a context - the value which shaII be a string and seman ics of

establlsh a domam reglon or some such scope that is meamngful to the appllcatlon deployment
or usage.

Using these criteria or the bias factor, the Device should select one RD (per context) to publish its
resources. A context describes the state of an OCF Device with respect to Resource discovery. A
context is usually determined at deployment and from application requirements. An example of a
context could be a multicast group- a Device that is a member of more than one multicast group
may have to find and select a RD in each of the multicast groups (i.e. per context) to publish its
information.
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This remainder of this section is divided into three parts. The first part covers “RD Discovery”
(section 11.3.6.2.2), i.e., discovering and selecting of the RD. The second part “Resource publish”
(section ), i.e., publishing, updating and deleting of resources for the constrained/sleepy device.
The third part “Resource exposure” (section)where RD replies to queries from devices looking to
discover resources.

11.3.6.2 RD discovery
11.3.6.2.1 Discovering aresource directory
An RD in the OCF network shall support RD discovery, shall provide the facility to allow devices

to puwmmmmmwmmtelete
resource information from an RD.

Device A Device B Device.C
(acting RD) (discovering node)

1
;E Discovery of RDand Publish
1

NI AN i S

Unicast Response
with Device A and

1

1

1

1

1

1

1

1

1

l:

Multicast Resource discovery:
|

1

1

1

|

1 .

! Device B resources

Figure 27. RD discovery and RD supported query of resources support

As shppwn in Figure 27, the\Device that wishes to advertise its resources: first discovers a resjpurce
directory and then publishes the desired resource information. Once a set of resources havel been
publighed to an RD.then the publishing device should not respond to multicast Resource disdovery
querigs for those,published resources when the RD is on the same multicast domain. In that|case,
only the RD should respond to multicast Resource discovery requests on the resource published
to it.

An OCE network allows for more than one device actmg as an RD The reason to have multiple
| C S : C C ailure
bottleneck Th|s does not preclude a scenario Where a use case or deployment enV|ronment may
require single device in the environment to be deployed as the only resource directory (e.g.
gateway model). There may be more than one Device acting as RD on a Platform.

Discovering of an RD may result in responses from more than one RD. The discovering device
shall select an RD. The selection may be based on the weightage parameter(s) provided in the
response from the RD.

An RD will be application agnostic i.e., application should not be aware whether resource directory
was queried to get the resource information. All the handling of the retrieval is kept opaque to the
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application. A Client that performs Resource discovery uses an RD just like it may use any other
Server for discovery. It may send a unicast request to the RD when it needs only the resource
advertised on the RD or do a multicast query when it does not require or have explicit knowledge

of an

RD ¢

e Pie-configuration: Devices wishing to publish’resource information may be configured a

w

of
m

e Q
di
@]
in
R
al
“0
TH

e A

dgvices that are already publishing to a RD may use this as a heartbeat message of the
the Rb-advertisement does not arrive at a stipulated interval, publishing device starts seat
for_other RDs in the network, as this is a signal that RD is not online. Other usage @

RD.

Platform Platform

OCF OCF Device OCF Device
loic/res loic/re /oic/re
foic/rd Joic/rd

Platform with dedicated Resource
Directory

OCF Device serving as
Resource Directory

Figure 28. Resource Direction Deployment Scenarios

n also be discovered in the following manners:

Anager.

hery-oriented: A Client wanting to discover resource directories using query-ori
scovery (i.e. pull) can issuesa’multicast Resource discovery request for “/oic/res?rt=oic.

bsource Type) andysubsequent query to “/oic/rd” would produce weightage paramet
ow the discovering device to select between RDs (see details in RD selection section
c.wk.rd” resource shall be instantiated on the OCF Devices acting as a resource dire
e “oic.wkgd™schema is as defined in D.14.

vertisement: An RD may advertise about itself to devices. It is an advertisement packe

priori

h the information (e.g. IP address, port,\transport etc.) of a specific resource directory] This
pre-configuration may be done at onboarding or may be updated on the device using a

h out-

tband method. This pre-configuration”’may be done by the manufacturer or by the user/device

ented
vk.rd”.

nly and all Devices that ean be an RD will respond to this query. The “/oic/rd” responsdg shall
clude information ahout the RD i.e., the presence of “oic.wk.rd” Link (as defined Ry the

Brs to
. The
ctory.

[. The
RD. If
ching
f this

message is it serves as an advertisement for a device seeking a RD to publish their resources.
The details from the advertisement can then be used to query directly to a RD to get weightage
details instead of sending a multicast packet in a network. As it is intended this is sent at a
regular interval and does not include weightage information to keep packet sizes small. Further
details may be presented in the later version of this specification.

One of the important benefits of an RD is to make services discoverable in networks that don't

support site wide multicast but do support site wide routing. An example of such a network is
Homenet..To enable an RD function across such a network a site discovery mechanism is
needed to discover the RD service (IP address & port number). In order to make itself
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discoverable beyond the link local scope, an RD with a routable ip address should implement
the mDNS responder requirements defined in IETF RFC 6762. Further details for such an
operation may be specified in a later version of this specification, when the needs arise.

11.3.6.2.2 RD selection process
11.3.6.2.2.1 Selection criteria

When a device discovers more than one RD then it should decide to use one of these RDs based
on the selection criteria described here. A device should use or publish information to only one RD
within a multicast domain at a given time. This is to minimize the burden of processing duplicate
information in the Resource discovery phase

Therg two ways to select an RD. One is based on a bias factor (RD generated) and the other is
based on clients determination based on granular parameters provided by the server (client/device
genellated). Devices may use one or both methods to select an RD.

Bias factor: The bias factor is a server generated positive number in the range’ef0 to 100, yvhere
0 is the lowest to 100 being the highest. If two RDs have the same bias factorthen the selgcting
device may choose either based auxiliary criteria or at random. Either way only one RD shodld be
selecfed and used at a time. No specific method is defined in this specCification to determire the
bias factor for an RD. The number may be a pre-configured value at the time of onboard|ng or
subsgquent configuration of the RD or may be based on a“formula determined by the
implementation of the RD. (OCF may provide a standard formudla for this calculation in a future
versign or release of this specification, if the needs arise).

The blias factor can be calculated by the RD by adding the.€ontribution values determined fon each
of thg parameters in Table 24 and divided by the number’ of parameters. An RD may advertise a
bias factor larger than the calculated value when there is reason to believe that the RD is highly
capaljle for example an installed service providergateway.

Parameters: Optionally, parameters defined\(in” Table 24 (like direct power supply, ndtwork
connegctivity, load conditions, CPU power, memory, etc.) may be returned in the “/oic/rd” disgovery
response. Discovering device may use thg,details to make granular selection decisions basfed on
client] defined policies and criteria that\use the RD parameters. For example, a device |in an
indusfrial deployment may not weight_power connectivity high but another in home environments
may give more weightage for powetr.

Table 24: Selection parameters

‘ameter Values Description
(Contribution)
Powgr Safe, (100) e Safe implies that the power supply is reliable and is backed up with
AC\(70) battery for power outages etc.
Batt (40) e Implementation may lower the number for Batt based on the type qf

battery the RD device runs on. If battery conservation is important
then this number should be lowered.

Mobiljty. Fixed (100) . Implementation may further grade the mobility number based on h¢w

bila tho OO o | bay for biolbl il a1
MoDbile (50) optethe o taevice1STTowetrrafhoetrorngry-mopheattararge

numbers for limited mobility

e  The mobility number shall not be larger than 80

Network Type: . Network product = [sum of (type * bandwidth per network
Product o Wired (10) interface)]/[number of interfaces]

o Wireless (4) e Normalized to 100

Bandwidth:

e High (10)

. Low (5)
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8(E)

. Lossy (3)
Interfaces

Memory Factor | Available . Memory is the volatile or non-volatile storage used to store the

Total resource information
. Memory Factor = [Available]/[Total]
. Normalized to 100 (i.e. expressed as percentage)

Request Load 1-minute . Current request loading of the RD
Factor

15-minutes requests instead of runnable processes)

5-minute . Similar to UNIX load factor (using observable, pending and processing

e EXpressed as a load factor 3-tuple (up to two decimal points each)
Factor is based on request processed in a 1-minute (L1), 5-minute
(L5) and 15-minute (L15) windows

. See http://www.teamquest.com/import/pdfs/whitepaper/ldavgl.pdf
. Factor = 100 — ([L1*3 + L5*7 + L15*10]/3)
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b.2.2.2 Selection scenarios

evice that wants to use an RD will find zero or more RDs on thé/network. After disco
Ps, the device needs to select an RD of all found RDs on the.network. The selection
e bias factor will ensure that a Device can judge if the found RD is suitable for its need

bllowing situation can occur during the selection of an RBx
ingle or multiple RDs are present in the network

RD is present in the network

additional RD arrives on the network

first scenario the RDs are already present. If a single RD is detected then that RD ¢
When multiple RDs are detected the Device uses the bias information to select the R

second scenario, device will listen to the advertisement of the devices that hosts the
an RD advertisement packetlis received it judges if the bias criteria are met and starts
PDs.

third scenario the Device has already published its resources to an existing RD. |
rio it discovers a aew RD on the network.

udging the bias‘factor the Device may choose to move to the new RD. If the decision is
bct the new,RD, the then Device should delete its resource information from the current

RD a
Devi

d then after removal publish the information to the new RD. During the transition perig
itself'should respond to Resource discovery requests.

11.3.6.3/,Resource publish

ering
based
S,

an be
D.

RDs.
using

n this

made
used
d the

11.3.6.3T PUbTiSh TeESOUTCES
11.3.6.3.1.1 Overview
After the selection process of an RD, a device may choose one of the following mechanisms:

e Push its resources information to the selected RD or

¢ Request the RD to pull the resource information by doing a unicast discovery request against
its “/oic/res”

© ISO/IEC 2018 - All rights reserved
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The publishing device may decide to publish all resources or few resources on the resource
directory. The publishing device shall only publish resources that are otherwise published to its
own “/oic/res”. A publishing device may respond to discovery requests (on its “/oic/res” resource)
for the resources it does not publish to a RD. Nonetheless, it is highly recommended that when an
RD is used, all discoverable resources on the publisher be published to the RD.

11.3.6.3.1.2 Publish: Push resource information

Resource information is published using an UPDATE operation to “/oic/rd” with “rt” query of
“?rt=oic.wk.rdpub” and the “oic.if.baseline” interface.

A Deyice, which hosts a Resource, can publish the Resource information, i.e. the Link targeting
the Resource, to an RD by sending a POST request with the Link in the payload. The_published
Link will be exposed through the “/oic/res” of the RD.

When a Device first publishes a Link or Links, it sends a POST request to “/gic/rd” Respurce
including the following key-value pairs in the payload

e dil— as its value, a unique identifier for the publishing Device, i.e. its devjice ID.
e links — as its value, the array of Links to be published. Links maynotinclude “ins” Parameter.

e ttl] — as its value, the time to indicate the RD how long to keep-this published item. Aftar this
time (in seconds) elapses, the RD invalidates the links. To keéplink alive the publishing device
ugdates the ttl using the update schema.

Take| notice that the payload shall carries the ~appropriate Content-Formgt of
“application/vnd.ocf+cbor”.

{
"di": "e6lc3e6b-9c54-4b81+8Ce5-f9039c1de4do",
"links": [
{

"anchor": "ogf://e6lc3e6b-9c54-4b81-8ce5-f9039c1d04d9",
"href": myLightSwitch",
"rt": ["oic.r.switch.binary"],
"ifl's ["oic.if.a", "oic.if.baseline"],
el {"bm": 3},
neps": [

{"ep": "coaps://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri": 3}

1

T
{
"anchor": "ocf://e61lc3e6b-9c54-4b81-8ce5-f9039c1d04d9o",
"href": "/myLightBrightness",
"rt": ["oic.r.brightness"],
"if": ["oic.if.a", "oic.if.baseline"],
"p": {"bm": 3},
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"eps": [

{"ep": "coaps://[[2001:db8:a::123]:2222"}
1
}
1,

"ttl": 600

}
= 20 = 1 £ DOoOCcT + 1 &l
rlgulc o J. I_I\GlIII'JIC Ul T Uol ICqUUDL PCl_yIUGU

When an RD receives the POST request, it determines whether to grant the request or-not.|(Upon
granting the request, for each Link to be published, the RD assigns a unique instance |value
identifying the Link among all the Links it advertises and includes the identifying‘value in “ins”
Parameter of the Link. The RD may use the "ins" value which the publishing Deyice includesf|in the
POST request payload as long as the "ins" value doesn't match with any existing*"ins" value fin the
publighed Link. The RD adds the new Links to its “/oic/res” and exposes them to a valid disgovery
query], i.e. GET request.
The RD sends back the POST response to the Publishing Device with.the same payload as |in the
matching POST request with possible differences of 1) “ins” inclusion'in each Link and 2) different
“ttl” value. Take notice that each published Link in RD response payload shall carry “ins” Parameter
to prdvide the publishing Device of the identifier with which it-Can further UPDATE or DELET|E the
Link.
{
"di": "e6lc3e6b-9c54-4b81-8ce5-f9039c1d04d9o",
"links": [
{
"anchaor{H*"ocf://e61c3eb6b-9c54-4b81-8ce5-19039c1do4do”,
"hreRl "/myLightSwitch",
SRR ["oic.r.switch.binary"],
)if": ["oic.if.a", "oic.if.baseline"],
"p": {"bm": 3},
"eps": [
{"ep": "coaps://[fe80::bld6]:1111", "pri": 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri": 3}
1,
"ins": "11235"
1
{
"anchor": "ocf://e61lc3e6b-9c54-4b81-8ce5-19039c1do4d9o",
"href": "/myLightBrightness",
"rt": ["oic.r.brightness"],
97
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"if": ["oic.if.a", "oic.if.baseline"],
npn {"bm": 3},
"eps™: [

{"ep": "coaps://[[2001:db8:a::123]:2222"}

1,
"ins": "112358"

Figure 30. Example of POST response payload

Oncela publishing device has published resources to an RD, it may not.respond to the multicast
discoyery queries for the same resources against its own “/oic/res”, especially when on the |same
multigast domain as the RD. After publishing resources, primarily it issan” RD responsibility to reply
to the queries for the published resources.

If the [publishing device is in sleep mode and an RD has replied on behalf of the publishing device,
then & discovering device will try to access resource on the provided URI.

Therd is another possibility that the resource directory and the publishing device both respond to
the multicast query from the discovering device. This will create a duplication of the information
but isl an alternate that may be used for non-robustonetwork. It is not a recommended opti}n but
for in;Fustrial scenarios, this is one of the possibilities. Either way, discovering clients shall ajways

be prepared to process duplicate information\in responses to multicast discovery reques{. The
“loic/fd” schema is as defined in D.14 to specify publishing to the “/oic/rd” Resrouce.

11.3.6.3.2 Update resource information

An RD will hold the published Link till the time specified in the ttl field. A publishing Device can
send ppdate if it seeks the RD to keep holding the Link or modify the published Link (e.g. changing
Endpgint information). UPDATE"can be used for updating about all resources that are published
on an[RD or per resource published.

UPDATESs in CoAP are(dohe using the same POST request to “oic/rd”. POST request message will
be of|the same payload format but the each Link to be modified shall include the “ins” Parameter
which the RD previously provided in POST response message.

Upon|granting the request, the RD reflects the change to the Link in its “/oic/res” and sendq back
the PDST response of the same format as the initial publishing.

11.3.6.353 Delete resource information

A resource information hold at the resource directory can be removed anytime by the publishing
device. It can be either for the whole device information or for a particular resource. This request
should be only allowed when device meets a certain requirement, as it can create potential security
issue.

A publishing Device can delete published Link or Links from an RD by sending a DELETE request
with the query “di” or “ins” indicating the Links to be deleted.

e di — This is used to determine which set of links to delete. (Need authentication to ensure that
there is no spoofing). It's the form of di=value, where value is a device ID indicating the Device
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to operate on. When present, the entire set of links corresponding to the device ID is de
i.e. the Links published by the publishing Device with the same device ID are deleted.

e ins —Instance of the Link to delete. Value of parameter is a string indicating the instance
deleted. When present, the Link with the same instance value is deleted.

8(E)

leted,

to be

DELETE /0ic/rd?di=0685B960-736F-46F7-BECO-9E6CBD671ADC1

DELETE /Zoic/rd?ins=20

Figure 3I. EXxamplie of DELETE Fequest with ~di™or "ins~ query

When a publishing Device wants to remove published Link or Links from an RD, it sends DE
requegst with “di” or “ins” indicating the Links to be removed. Upon granting the request, th
remoyes the identified Links and sends back the DELETE response.

11.3.6.3.4 Transfer resource information from one RD to another

he deletion of the resource may be done eitherby/allowing the TTL to expire or exf
ing the resource information.

RDs sghall not transfer Resource information between themselves. It is the Client’s respong
to chgose the RD and to manage the published*‘Resources.

11.3.6.4 Resource exposure
11.3.6.4.1 “/oic/res” and retrieving of the resources

LETE
e RD

e RD
quest
n this

it RD.
ously

ighed information is deleted from the currently used RD<before publishing to the newly selected

licitly

ibility

The ‘Joic/res” based discovery process remains the same as that in the absence of al RD.

Resolirces may be discovered.by' retrieving the “/oic/res” resource by sending a multic
unicapt request. In the case 0fja multicast discovery request, an RD will respond for the d
that hiosts the resources. Clients shall be prepared to process duplicate resource informatior
more [than one RD responding with the same information or from an RD and the hosting d
(publishing the resource’/information) both responding to the request. Interaction with reso
discoyered using the-RD is done using the same mechanism and methods as with resg
discoyered by retrieving the “/oic/res” resource of the device hosting the resources (e.g., co
to the resource.and perform CRUDN operations on the resource).

st or
evice
from
evice
urces
urces
nnect

ResotrcesDirectory provides different “/oic/res” response according to requesting Clients,
indicgte(their preference with content format. OCF 1.0 Clients request with the “Content For

which
at of

“application/vnd acf+char” whereas the ahsence of the Content-Farmat indicates OIC 1 1 Clients.

For OIC 1.1 Clients, “/oic/res” response includes to OIC 1.1 Link and anchor parameter has transfer
protocol URI (e.g. coap URI), if present. The Resources hosted by the same Device are grouped

together within a single JSON Object with "di" indicating the hosting Device. The Reso
belonging to the responding RD may omit "anchor" parameter. However, the Resources of

urces
other

Devices shall include "anchor" parameter when "rel" value is "hosts" and its “href” value should be

(fully qualified) transfer protocol URI with IP address and port number as its authority comp
(e.g., coaps://[2001:db8:b::c2e5]:22222/myLightSwitch) .

For example, a Resource Directory might return the following to OIC 1.1 clients:
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"di": ""88b7c7f0-4b51-4e0a-9faa-cfb439Fd7f49",
“links": [
{
“"href': "/oic/res",
“"rel": "self",
"rt': [Toic.wk.res"],
"if': [Toic.if. 11", "oic.if.baseline"],
"p: {"bm": 3, "sec":

false, "port": 33333}

“"href'": "/oic/d",

"rt": ["oic.wk.d", "oic.d.fan"],

"if': ["oic.if.r", "oic.if.baseline"],
"ot {bm's

“href*": "/oic/p",

"rt": [Toic.wk.p"],

"if': ["oic.if.r", "oic.if.baseline"],
"p: {"bm": 3, "sec'": true, "port": 33333}

"href": "/myFanlntrospection”,

“rt': [Toic.wk.introspection'],

"if': ["oic.if.r", "oic.if.baseline"],
"p: {"bm": 3, "sec'": true, "port": 33333}

"href'": "/oic/rd",

“rt': [Toic.wk.rd"],

"if": [Toic.if.baseline"],

"p": {"bm": 3, "sec": true,")port": 33333}

"href': "/myFanSwitch™;

“rt': [Toic.r.switeh_binary],

"if': [Toic.if.a%) ""oic.if.baseline"],
"p": {"bm": 3, sec": true, "port': 33333}

"href'": ‘/oic/sec/doxm",

"rt": [["ofc.r.doxm"],
"if":([["oic.if.baseline"],

"p"a{"bm": 1, "sec": false, '"port": 33333}

*href': "/oic/sec/pstat",

"rt'": [Toic.r.pstat'],

“if": [Toic.if.baseline],

"p: {"bm": 1, "sec'": true, "port':

33333}

3, "sec'": false, "port": 33333}

3.
{

"href": "/oic/sec/cred",
"rt": [Toic.r.cred"],
“if": [Toic.if.baseline],

p: {"bm": 1, "sec'": true, "port': 33333}

"href': "/oic/sec/acl2",
"rt": ["oic.r.acl2"],
"if": ["oic.if_baseline],
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pt: {"bm: 1, "sec": true, "port: 33333}

"di": ""dc70373c-1e8d-4fb3-962e-017eaa863989",
“links": [

"anchor': "coap://[2001:db8:b::c2e5]:66666",

2N -

ISO/IEC 30118-1:2018(E)

"href': "coap://[2001:db8:b::c2e5]:66666/0ic/d",
“rt': [Toic.wk.d™, "oic.d.light", "oic.d.virtual'],

1 h |
—Hase e

"p":-{"bm":-s,-"séc": félse, “port': 22222}

"anchor': "coaps://[2001:db8:b::c2e5]:22222",

"rt": ["oic.wk.p"],
"if': [Toic.if.r", "oic.if.baseline],
“p: {"bm": 3, "sec": true, "port': 22222}

"anchor': "coaps://[2001:db8:b::c2e5]:22222",

"rt": ["oic.r.switch.binary"],
“if": [Toic.if.a", "oic.if.baseline],
"p": {"bm": 3, "sec": true, "port': 22222}

"anchor"': "coaps://[2001:db8:b::c2e5]:22222",

"rt": [“oic.r.brightness"],
“if": [Toic.if.a", "oic.if.baseline],
"p": {"bm": 3, "sec": truexMport': 22222}
}
1
}
]

"href': "coaps://[2001:db8:b::c2e5]:22222/0ic/p",

"href': "coaps://[2001:db8:b::c2e5]:22222/myLiaghtSwitch",

"href": "coaps://[2001:db8:b::c2e5]:22222/myLightBrightness",

For QCF 1.0 Clients, “/oic/res)" response includes adds to the OCF 1.0 Link and the anchor
parameter has OCF URI. £/oic/res” response has the single array of OCF 1.0 Links to con%rm to
IETF RFC 6690. Each_Link shall carry "anchor" of the value OCF URI where the au

comppnent of <devicelD> indicates the Device hosting the target Resource.

hority

The Resource Directory might return the following to clients that request with the Content Fprmat

of “afplication/Amid.ocf+cbor”:

© ISO/IEC 2018 - All rights reserved

[4
Yanchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7f49",
“hret": "/oic/res”,
“"rel": "self",
"rt": ["oic.wk.res"],
"if": [Toic.if. 11", "oic.if_baseline"],
p: {"bm": 3},
"eps'": [{"ep': "coap://[2001:db8:a::bld4]:77777"},
{"ep": "coaps://[2001:db8:a::b1d4]:33333"}]
%,
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7F49",
"href': "/oic/d",
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“rt": [Toic.wk.d", “oic.d.fan"],

“if': ["oic.if.r", "oic.if.baseline"],

llpll: {llbmll: 3},

“eps': [{ep': "coap://[2001:db8:a::bld4]:77777"},
{"ep'": "coaps://[2001:db8:a::b1d4]:33333"}]

3.
{

"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7F49",
"href': "/oic/p",

rt": [Toic.wk.p"],

“if": [Toic.if.r", "oic.if._baseline"],

27
>

P LI LI
P Pt =

"eps”: [{"ep”

""coaps://[2001:db8:a: :b1d4]:33333"}]

e .
M

"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7f49"
"href'": "/myFanlntrospection",

"rt": ["oic.wk.introspection'],

“if": [Toic.if.r", "oic.if.baseline],

"p: {"bm": 3},

"eps'": [{“ep': "coaps://[2001:db8:a::b1d4]:33333"}]

£

"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7149"),
"href': "/oic/rd",

“rt': [Toic.wk.rd"],

"if"': ["oic.if.baseline"],

"p": {"bm": 3},

“eps': [{ep': "coaps://[2001:db8:a::b1d4]:33833"}]

"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Fd7f49",
“"href': "/myFanSwitch",

"rt": ["oic.r.switch.binary"],

“if': [Toic.if.a", "oic.if.baseline],

p: {"bm": 3},

"eps'": [{"ep': "coaps://[2001idb8:a::b1d4]:33333"}]

b .

"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49",

"href': "/oic/sec/doXm"",

"rt": ["oic.r.doxm"],

"if": ["oic.if.baseline],

"p: {"bm": 1};

“eps': [{Mepi:,*coap://[2001:db8:a::bl1d4]:77777"},
{"ep"™ "coaps://[2001:db8:a::b1d4]:33333"}]

"anchor?: "ocf://88b7c7f0-4b51-4e0a-9faa-cfh439Fd7F49",
"href": "/oic/sec/pstat”,

v [Toic.r.pstat'],

Y- ["oic.if.baseline],

o™ {"bm": 1},

“eps': [{ep': "coaps://[2001:db8:a::b1d4]:33333"}]

i,
"anchor™: "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439fd7F49",
"href': "/oic/sec/cred",
"rt": ["oic.r.cred"],
"if": [Toic.if.baseline],
ptr {"bm: 1},
"eps'": [{"ep'": "coaps://[2001:db8:a::b1ld4]:33333"}]
3.
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"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989"

ISO/IEC 30118-1:2018(E)

{
"anchor': "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439Ffd7f49",
"href'": "/oic/sec/acl2",
"rt": ["oic.r.acl2"],
"if": ["oic.if.baseline"],
"p: {"bm": 1},
“eps': [{ep': "coaps://[2001:db8:a::b1d4]:33333"}]
3,
{

nhl:sfn WP X1
70T CTC—

“rt": [“oic.wk.d", "oic.d.light"],

“if": [Toic.if.r", "oic.if._baseline"],

"p": {"bm": 3},

“eps': [{ep': "coap://[2001:db8:b::c2e5]:66666"},
{"ep'": "coaps://[2001:db8:b::c2e5]:22222"}]

"anchor™: "ocf://dc70373c-1e8d-41Tb3-962e-017eaa863989""

"href': "/oic/p",
"rt": ["oic.wk.p"],

“if": [Toic.if.r", "oic.if._baseline],

"p": {"bm": 3},

"eps': [{"ep'": "coaps://[2001:db8:b::c2e5]:22222"}]}

"anchor': "ocf://dc70373c-1e8d-4fb3-962e-017€aa863989"

“href”: "/myLightSwitch",
"rt": [Toic.r.switch.binary"],

"if": [Toic.if.a", "oic.if._baseline"],

p: {"bm: 3},

“eps': [{ep': "coaps://[2001:db8:b:wc2e5]:22222"}]

"anchor': "ocf://dc70373c-1e8d4£4fb3-962e-017eaa863989"

"href': "/myLightBrightness";
"rt": ["oic.r.brightness'].{

“if": [Toic.if.a", "oic.if-baseline],

"p": {"bm": 3},

"eps": [{"ep: "coapS://[2001:db8:b::c2e5]:22222"}]

11.4
11.4.1

Notification
Overview

A Server shall support NOTIFY operation to enable a Client to request and be notified of desired
afione or more Resources in an asynchronous manner. Section 11.4.2 specifies the observe

states

mech

11.4.2

NS I Which updates are defivered 1o the requester.

Observe

In observe mechanism the Client utilizes the RETRIEVE operation to require the Server for updates

in case of Resource state changes.

depicted in Figure 32 and described below.

The Observe mechanism consists of five steps which are

Note: the observe mechanism can only be used for a resource with a property of observable

(section 7.3.2.2).

© ISO/IEC 2018 - All rights reserved
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OIC Client OIC Server

1. RETRIEVE Request

»
|

11.4.2.
Client transmits a RETRIEVE request message to thé)Server to request updates for the

The
Reso
follow

o

o
11.4.]
Follo

(Observe)
2. Observe request
cached
2 RETDRDIC\/E DAacianc
> 3 REFRIEVEResponse
(Observe)
4. Observe

condition satisfied

5. RETRIEVE Response
[ (Observe)

Figure 32. Observe Mechanism

1 RETRIEVE request with observe indication

irce on the Server if there is a state change. The RETRIEVE request message carrig
ing parameters:
fr: Unique identifier of the Client
to: Resource that the Client is requestingdo observe
ri: Identifier of the RETRIEVE request
op: RETRIEVE
obs: Indication for observe request
P.2  Processing by the Server
ving the receipt of the 'RETRIEVE request, the Server may validate if the Client hg

s the

s the

apprdgpriate rights for the fequested operation and the properties are readable and observaple. If
the validation is successful, the Server caches the information related to the observe reques}. The
Servgr caches the value of the ri parameter from the RETRIEVE request for use in the |initial
response and future responses in case of a change of state.
11.4.2.3 RETRIEVE response with observe indication
The $erver_shall transmit a RETRIEVE response message in response to a RETRIEVE request
messpge fram a Client. The RETRIEVE response message shall include the following paramgters.
If valipation succeeded, the response includes an observe indication. If not, the observe indi¢ation
is omitedfrem-therespense-which-sighralste-therequesting-chentthatregistrationfernetification
was not allowed.
The RETRIEVE response message shall include the following parameters:

e fr: Unique identifier of the Server

e to: Unique identifier of the Client

e ri: Identifier included in the RETRIEVE request

e cn: Information resource representation as requested by the Client

104
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rs: The result of the RETRIEVE operation
obs: Indication that the response is made to an observe request

11.4.2.4 Resource monitoring by the Server

The Server shall monitor the state the Resource identified in the observe request from the Client.
Anytime there is a change in the state of the observed resource, the Server sends another
RETRIEVE response with the observe indication. The mechanism does not allow the client to

specify any bounds or limits which trigger a notification, the decision is left entirely to the server.

11.4.2.5 Additional RETRIEVE responses with observe indication

jes in

the stpte of the Resources indicated by the Client. The RETRIEVE response message shall ifjclude

the p

11.4.3

The (
indic3
mapp
RETR
11.5
11.5.1

The [

The @
addre

the future versions of the specification is expected.

11.5.2

The O
encol

suppq

The }erver shall transmit updated RETRIEVE response messages following observed chan

rameters listed in section 11.4.2.3.

P.6 Cancelling Observe

Client can explicitly cancel observe by sending a RETRIEVE request without the observe

tion field to the same resource on Server which it was observing.:For certain pr
ngs, the client may also be also be able to cancel an observe by ceasing to respond
IEVE responses.
Device management

Overview

evice Management includes the following functions:

Diagnostics and maintenance

btocol
to the

evice management functionalities specified«in’this version of specification are intended to
ss the basic device management featuresZAddition of new device management featuyes in

Diagnostics and maintenance

Ta

Pre-

URI

“loic
nt”

iagnostics and Maintenance funetion is intended for use by administrators to resolve issues
ntered with the Devices while operating in the field. If diagnostics and maintenarce is
rted by a Device, the Core Resource “/oic/mnt” shall be supported as described in Tabjle 25.
ble 25. Optional diagnosStics and maintenance device management Core Resourcles
Resource Resource Interfaces  Description Related
defined Type Title Type ID Functior
(“rt” value) Interaction
m Maintépance | “oic.wk.mnt | “oic.if.rw” The resource through which the device is Device
" maintained and can be used for diagnostic | Management
purposes.

The resource properties exposed by
“/oic/mnt” are listed in Table 26.

Table 26 defines the “oic.wk.mnt” Resource Type. At least one of the Factory_Reset, and Reboot

prope

rties shall be implemented.

1
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Property title

Factory_Reset

Table 26. “oic.wk.mnt” Resource Type definition

Property Value

fr

name type

boolean

Access
mode

R, W

Mandatory

no

Description

When writing to th
Property:

is

0 — No action (Default*)
1 — Start Factory Reset

After factory reset

back to the defaul
(i.e., 0).

After factory reset
configuration and
data Will be lost.

When reading this
Property, a value

ihdicates a pendin
factory reset, othe
the value shall be
after the factory re

, this

valhte-shaH-be-ehanged

value

all
tate

pf “1”
g .
rwise
0"
set.

Rebojot

boolean

no

When writing to th
Property:

S

0 — No action (Defjault)

1 — Start Reboot
After Reboot, this

value

shall be changed back to

the default value (

.e.,, 0)

Note: ¥ - Default indicates the value of this property-as soon as the device is rebooted or factory reset

11.6 | Scenes

11.6.1 Introduction

Scengs are a mechanism for‘automating certain operations.

A scgne is a static entity that stores a set of defined resource property values for a collect
resources. Scenesyprovide a mechanism to store a setting over multiple Resources that m
hosted by multiple‘separate Servers. Scenes, once set up, can be used by multiple Clients to

a setdp.

Scengs cah he grouped and reused, a group of scenes is also a scene.
In shiport,*Scenes are bundled user settings.

on of
ay be
recall

11.6.2 Scenes

11.6.2.1 Introduction

Scenes are described by means of resources. The scene resources are hosted by a Server and
the top level resource is listed in “/oic/res”. This means that a Client can determine if the scene
functionality is hosted on a Server via a RETRIEVE on “/oic/res” or via Resource discovery. The
setup of scenes is driven by Client interactions. This includes creating new scenes, and mappings

of Server resource properties that are part of a scene.

1
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The scene functionality is created by multiple resources and has the structure depicted in Figure
33. The scenelist and sceneCollection resources are overloaded collection resources. The
sceneCollection contains a list of scenes. This list contains zero or more scenes.
sceneMember resource contains the mapping between a scene and what needs to happen
according to that scene on an indicated resource.

scenelist

—f sceneCollection A

— scenemember Al
— scenemember A2

The

11.6.1

A Clig
featu
scene
This
some
entail
Reso
is des
ares
resou

— scenemember Ax

sceneCollection £
— scenemember £1
— scenemember £2

— scenemember £x

I

Figure 33 Generic scene resource structure

P.2 Scene creation

nt desiring to interact with scenes needs to first determine if the server supports the
e; the sceneMembers of a scene do not have to be<«o-located on the server supportir
feature. This can be done by checking if “/oic/res® contains the rt of the scenelList resq
s depicted in first steps of Figure 34. The scene€Collection is created by the Server

scene
g the
urce.
using

out of bound mechanism, Client creation of scenes is not supported at this time. Thjs will

defining the scene with an applicable list“of scene values and the mappings for
irce being part of the scene. The mappingfor each resource being part of the sceneColl
cribed by a resource called sceneMember. The sceneMember resource contains the |
urce and the mapping between thescene listed in the sceneValues property and the

rce property value of the Resource indicated by the link.

each
bction
ink to
hctual

1
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scene support and setup

oicclient gicserver

: check support of scenes :

checking if scenelist is supported Iﬁ

get [foic/res?rt="oic.wk.scenalist"]

links="/myscenelist"

II setup II'

create an sceneCollection in scenelist B]

i create [fmyscenelist] {sceneColl | lastScene, sceneValues}

sceneCollection*SzeneCol1” added to
array of web/ifiks in scenelist
the scengWalues contains the individual scenes.

TN

Imyscenelist/imyscenedescription’

-
-

which is an mapping of an scene to an property in an resource

I

1

1]

]

. . !
creatle an item in sceneColl j i
]

1

]

]

1

tcreate [/fmyscenedescription [{href to resource, mapping infa}

L.
r
|

resource create
member added to array of wehblinks
of myscenedescription

Imyscenedestription

>
-

Figure 34 Interactions to check Scene support and setup of specific scenes

11.6.2.3 Interacting\with Scenes

All capable Clientstcan interact with scenes. The allowed scene values and the last applied $cene
value|can be retsieved from the server hosting the scene. The scene value shall be changed by
issuing an URDATE operation with a payload that sets the lastScene property to one of the|listed
allowed scenevalues. These steps are depicted in Figure 35. Note that the lastScene valuel does

not imply (that the current state of all resources that are part of the scene will be at the mapped
value| This is due to that the setting the scene values are not modelled as actual states pf the
syste i i j i cene

Without.having feedback that the state of the scene is changed.
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scene interaction

oicclient oicserver

interaction |

read back current scene value b}

get [fmyscenedescription?]

.
y

data, including currentscene value

i
-

set new scene value Il']

update [/myscenedescription?] {lastscene="new valus"}

.
o

all mapped values in the list will be s&t'to the resource j

this will be multiple unicast calls toyset the value of the resourcs

7~
)

data, lastScene value

]
i ]
.y A

Figure 35 Client interactions_on a specific scene

As d¢gscribed previously, a scene can reference one or more resources that are present on gne or
more |Servers. The scene members are re-evaluated each time a scene change takes placel. This
evaluption is triggered by a Client that is eitherrembedded as part of the Server hosting the scene,
or separate to the server having knowledge; of the scene via a RETRIEVE operation, observing the
refergnced resources using the mechanism described in section 11.4.2. During the evaluati¢n the
mappjngs for the new scene value.Wwill be applied to the Server. This behaviour is depicied in
Figurg 36.
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interactions due to a scene change

oic client
oicclient glcserver (embedded) oicserverz

interaction

| —— !
T L— :

co-located embedded oic client
on the oic senver

| read

back current scene value Iﬁ

! get [fmyscenedescription] ] o

! data, including lastScene and SceneValues properties

set last

cene propeny to a new value Iﬁ

11.6.]
Table

|
update [/myscenedescriptionl] {lastScene="new valus"}

check all scene members for scene value mapping
invoke update on participating oic servers
7

update(resource property="valus")

ok

new lastScene value
<

|
! ! update oicserver2 with (resource, property="value") _
|

Figure 36 Interaction overview due to ayScene change

P.4  Summary of Resource Types defined for.Scene functionality
27 summarizes the list of Resource Types that.are part of Scenes.

Table 27 list of Resource Types for Scenes

Friendly Name (informative) Resource Type (rt) Short Description Section
scenglist oic.wk.scenelist Top Level collection containing
sceneCollections
scengCollection oic.wk.scenecollection Description of zero or more
scenes
scengMember oiclwk.scenemember Description of mappings for
each specific resource part of
the sceneCollection
11.6.3 Security considerations
Creatjon of Scenes on a Server that is capable of this functionality is dependent on the |JACLs
appligd to the reseurces and the Client having the appropriate permissions. Interaction befween
a Clignt (embhedded or separate) and a Server that hosts the resource that is referenced as a §cene
member is-contingent on the Client having appropriate permissions to access the resource ¢n the
host $erver.

See OCF Security for details on the use of ACLs and also the mechanisms around Device
Authentication that are necessary to ensure that the correct permissions exist for the Client to
access the scene member resource(s) on the Server.

11.7
11.71

Icons
Overview

Icons are a primitive that are needed by various OCF subsystems, such as bridging. An optional
Resource Type of “oic.r.icon” has been defined to provide a common representation of an icon
Resource that can be used by Devices.

1
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11.7.2 Resource
The icon Resource is as defined in Table 28.

Table 28. Optional Icon Core Resource

Resource Resource Interfaces  Description Related
Type Title Type ID Functional
(“rt” value) Interaction
“/exam Icon “oic.r.icon” “oic.if.r" The Resource through which the Device Icon
ple/oicli can obtain icon images.
Eim The Resource properties exposed by
“/lexample/oic/mnt” are listed in Table 29.

Table| 29 defines the details for the “oic.r.icon” Resource Type.
Table 29. “oic.r.icon” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description
name type rule mode
Mimg Type mimetype | string R yes Specifies the forma{ (media

type) of the icon. It should
be a template string as

specified in
IANA Media Types Aspighment

Widt width integer >=1 R yes Width of the icon in|pixels
greater than or equal to 1.

Height height integer >=1 R yes Height of the icon in pixels
greater than or equal to 1.

Icon media uri R yes URI to the location ¢f the
icon image.

11.8 | Introspection
11.8.1 Overview
Introgpection is a mechanism to announce the capabilities of Resources hosted on the Devite.

The iptended usage 0f the Introspection Device Data is to enable dynamic clients. E.g. clienfs that
can yse the Introspection Device Data to generate dynamically an Ul or dynamically ¢reate
translations of the-hosted Resources to another eco-system. Other usages of the Introspection is
that the information can be used to generate client code. The Introspection Device Data is designed
to augmentithe existing data already on the wire. This means that existing mechanism neg¢ds to
be uspdto-get a full overview of what is implemented in the Device. For example the Introspéction
Device'Data does not convey information about observe, since that is already conveyed with the

[}

p” property on the links in “/oic/res” (see section 7.8.2.1.2).

The Introspection Device Data is recommended to be conveyed as "static" data. Meaning that the
data does not change during the uptime of a Device. However when the data is not static the
Introspection Resource shall indicate to be observable and the url property value of
“oic.wk.introspection” Resource shall change to indicate that the Introspection Device Data is
changed.

The Introspection Device Data describes the Resources that make up the Device. For the complete
list of included Resources Table 13. The Introspection Device Data is described as a swagger2.0
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in JSON format file. The swagger2.0 file will contain the description of the Resources as defined
below: All Resources with the next remarks:

e The URLs of the Resources in the Introspection Device Data shall be without the endpoint
description, e.g. it shall not be a full URL but only the relative path from the endpoint. The

re

lative path shall be the same as being conveyed by “/oic/res”.

e “/oic/res” Resource shall not be listed in the Introspection Device Data.

e The Resources “/oic/d”, “/oic/p” and the security Resources are allowed to be present
Introspection Device Data, but are not required. The “/oic/d”, “/oic/p”, “/oic/res” and the security

in the

R
o Al
o Pg
Dyna

an UR

FSources shall be mcluded when vendor defined or optional propertes are implemenie
other Resources are required to be listed in the Introspection Device Data.
br Resource it will include:
o All Implemented Methods
o0 Per Supported Method:
= |Implemented queryParameters per Method.
e This includes the supported interfaces (i) as enum value.
= Schemas of the payload for the request and’response bodies of the M

defined in the parameters section.
= The swagger2.0 schema object shall comply with:

e The schemas shall be_fully resolved, e.g. no references shal
outside the swagger file.

e The schemas shalblist which interfaces are supported on the m
e The schemas shall list if a property is optional or required.

e The schemas shall indicate if an property is read only or read

property

e _The’default value of the “rt” property shall be used to indica
supported Resource Types.

e+ o0neOf and anyOf constructs are allowed to be used as part
swagger2.0 schema object.

mic Resources_(€.g. Resources that can be created up on a request by a Client) shall
L definitiomwhich contains a URL identifier (e.g. using the {} syntax). An URL with {} ide

that t
actual

Exa

he Resaurce definition applies to the whole group of Resources that can be created
path«can contain the collection node that links to the Resource.

o

lethod

= The schema data shall be conveyed by, the swagger schema objgct as

exist

lethod.

write

o0 _MBy means of the readOnly schema tag belonging to the

e the

of an

have
ntifies
. The

pleof an URL with identifiers:

/Scen

eListResURI/{SceneCollectionResURI}/{SceneMemberResURI}:

When different Resource Types are allowed to be created in a collection, then the different
schemas for the create method shall define all possible Resource Types that can be created. The
schema construct oneOf allows the definition of a schema with selectable Resources. The oneOf
construct allows the integration of all schemas and that only one existing sub schemas shall be
used to indicate the definition of the Resource that can be created.

Exam

ple usage of oneOf JSON schema construct:

1
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{
"oneOf": [

{ <<subschema 1 definition>> },

{ << sub schema 2 definition >> }

A Clignt using the Introspection Device Data of a Device should check the version)gf the suppgorted
Introgpection Device Data of the Device. The swagger version is indicated in each file with tIe tag
"swagger". Example of the 2.0 supported version of the tag is: "swagger": '2.0". Later versi¢gns of
the spec may reference newer versions of the swagger specification, for.example 3.0.

A Server shall support one Resource with a Resource Type of “oic.wkiintrospection” as defiped in
Tablel 30. The Resource with a Resource Type of “oic.wk.introspection” shall be included |n the
Resource “/oic/res”.

Table 30. Introspection Resource

Resource Resource Interfaces Description Related
Type Type ID nctional
Title (“rt” value) Interaction
none Introspec | oic.wk.intros | “oic.if.r" Thé’Resource that announces the URL of the Intrpspectio
tion pection Introspection file. n

Tablel 31defines “oic.wk.introspection”Resource Type.

Table 31. “oic/wk.introspection” Resource Type definition

Prope e Prope alue alue Acce andato De ptio
a e pe e ode

urlinfo urllpfo array R yes array of objects

url url string uri R yes URL to the hosted payload

protdcol protocol string enum R yes Protocol definition to rgtrieve
the Introspection Devide Data
from the url.

contgntétype content- string enum R no content type of the url.

type

version version integer | enum R no Version of the Introspection
protocol, indicates which rules
are applied on the Introspection
Device Data regarding the
content of the RAML file.
Current value is 1.

11.8.2 Usage of introspection
The Introspection Device Data is retrieved in the following steps:
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1) Check if the Introspection Resource is supported and retrieve the URL of the Resource.

2) Retrieve the contents of the Introspection Resource

3) Download the Introspection Device Data from the URL specified the Introspection Resource.
4) Usage of the Introspection Device Data by the Client

introspection flow

oicclient oicserver

check support introspection |5 =

checking if oic.wk.introspection is supported B]

get [foic/res?rit="oic.wlk.introspectiof® -

:{ links="/myintrospectionresodite”

usage of the introspection resouree.’ |5

i ~\

retrieve the introspection resource bl)

[ Z)
]

i retrieve [fmyintrospectionresource] {}

-
' € Imyintrospectionresource data
url of the introspection device data’is now known to the client b] |
CA\ T |
| I
' retrieve [/myintrospectiondataurl] { } }:

introspection device data

e

== usage of the introspection device data
I

use the introspection data:
1jcontstruct payloads for methods
2linvoke those methods.

Figure 37 Interactions to check Introspection support and download the Introspection
Device Data.

12 Messaging

12.1 Introduction

This section specifies the protocol messaging mapping to the CRUDN messaging operations
(Section 8) for each messaging protocol specified (e.g., CoAP.). Mapping to additional protocols
is expected in later version of this specification. All the property information from the resource
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model shall be carried within the message payload. This payload shall be generated in the res

8(E)

ource

model layer and shall be encapsulated in the data connectivity layer. The message header shall
only be used to describe the message payload (e.g., verb, mime-type, message payload format),

in addition to the mandatory header fields defined in messaging protocol (e.g., CoAP) specific

ation.

If the message header does not support this, then this information shall also be carried in the
message payload. Resource model information shall not be included in the message header
structure unless the message header field is mandatory in the messaging protocol specification.

12.2 Mapping of CRUDN to CoAP

12.2.1__ Qverview

A DeVice implementing CoAP shall conform to IETF RFC 7252 for the methods specified ins
12.2.3. A Device implementing CoAP shall conform to IETF RFC 7641 to implement the
Obsefve option. Support for CoAP block transfer when the payload is larger than the M
defingd in section 12.2.8.

12.2. URIs

An OCF: URI is mapped to a coap: URI by replacing the scheme name ‘oic’’with ‘coap’ if uns
or ‘cdaps’ if secure before sending over the network by the requestar{ Similarly on the re
side, the scheme name is replaced with ‘oic’.

CoAP method with request and response
Overview

request has a CoAP method that realizes the request. The primary methods and
meanjngs are shown in Table 32, which provides ,the/ mapping of GET/PUT/POST/DE
meth@ds to CREATE, RETRIEVE, UPDATE, and DELETE operations. The associated text prd
the g¢neric behaviours when using these methods,.however resource interfaces may modify
genellic semantics.

pction
CoAP
TU is

ecure
ceiver

their
LETE
vides
these

Table 32. CoAP request and response
(mandatory) Request data (mandatory) Response data

GET for - Method code: GET,(0.01) - Response code: success (2.xx) or error (4.xx pr
RETRIEVE - Request URI{an‘existing URI for the 5.xX)

Resource to be retrieved - Payload: Resource representation of the targef

Resource (when successful)

POST for - Method)code: POST (0.02) - Response code: success (2.xx) or error (4.xx pr
CREATE - Regueést URI: an existing URI for the 5.xx)

Resource responsible for the creation - Payload: the URI of the newly created Resour¢e

Payload: Resource presentation of the | (When successful).

Resource to be created
PUT for - Method code: PUT (0.03) - Response code: success (2.xx) or error (4.xx pr
CREATE - Request URI: a new URI for the 5.Xx)

Resource to be created.

- Payload: Resource presentation of the

Resource to be created.
POST for - Method code: POST (0.02) - Response Code: success (2.xx) or error (4.xx or
UPDATE - Request URI: an existing URI for the 5.Xx)

Resource to be updated.

- Payload: representation of the

Resource to be updated.
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DELETE for - Method code: DELETE (0.04) - Response code: success (2.xx) or error (4.xx or
DELETE - Request URI: an existing URI for the 5.Xx)

Resource to be deleted.

12.2.3.2 CREATE with POST or PUT
12.2.3.2.1 With POST

POST shall be used only in situations where the request URI is valid, that is it is the URI of an
existing Resource on the Server that is processing the request. If no such Resource is present,

the Se+v

use a
The U
respo

A Clig
resou
Reso
Requ

Upon

e Cr

Ré¢source and a success response code (2.xx); or
e respond with an error response code (4.xx or 5.xx).
POST is unsafe and is the supported method when idempotent behaviour cannot be expec
guargnteed.
12.2.3.2.2  With PUT
PUT s$hall be used to create a new Resource or completely replace the entire representation
existing Resource. The resource representation in the payload of the PUT request shall 4
complete representation. PUT for CREATE shall use a new request URI identifying the

Reso

The n
a vali
valid

Upon

e Cr
re
® [€

PUT

- - aVaVaVa A a o aVala aVa VoL ho - DO - [ A

existing request URI which identifies the Resource on the Server responsible for €reg|
RI1 of the created Resource is determined by the Server and provided to the Client
nse.

bnt shall include the representation of the new Resource in the request payload. The
rce representation in the payload shall have all the necessary properties*to create a
irce instance, i.e. the created Resource should be able to properlysrespond to the
bst with mandatory Interface (e.g., “GET with ?if=oic.if.baseline”).

receiving the POST request, the Server shall either

pate the new Resource with a new URI, respond with theZnew URI for the newly cr

irce to be created.

ew resource representation’in the payload shall have all the necessary properties to
d Resource instance, i.€.,the created Resource should be able to properly respond
Request with mandatory Interface (e.g. “GET with ?if=oic.if.baseline”).

receiving the PUT request, the Server shall either

pate the new Resource with the request URI provided in the PUT request and send b
sponse with-a success response code (2.xx); or
Sspond_with an error response code (4.xx or 5.xx).

s ansunsafe method but it is idempotent, thus when a PUT request is repeated the out

shall
ation.
n the

b new
valid
valid

eated

ed or

of an
e the
new

reate
o the

ack a

come

is the

same each time.

12.2.3.3 RETRIEVE with GET

GET shall be used for the RETRIEVE operation. The GET method retrieves the representation of
the target Resource identified by the request URI.

Upon

receiving the GET request, the Server shall either

e send back the response with the representation of the target Resource with a success response
code (2.xx); or

1

16
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8(E)

e respond with an error response code (4.xx or 5.xx) or ignore it (e.g. non-applicable multicast
GET).

GET i

s a safe method and is idempotent.

12.2.3.4 UPDATE with POST

POST shall be used only in situations where the request URI is valid, that is it is the URI of an
existing Resource on the Server that is processing the request. If no such Resource is present,
the Server shall respond with an error response code of 4.xx. A client shall use POST to UPDATE
Property values of an existing Resource (see Sections 3.1.32 and 8.4.2).

Upon
° aF
in

Sy

e re
p3
"o
th

POST

guargnteed.

12.2.
DELH

identified by the request URI be deleted.

Upon
o dd

e re¢
DELH

12.2.4

The C
body
In thig
which

The (

receiving the request, the Server shall either

ply the request to the Resource identified by the request URI in accordance with/the a
erface (i.e. POST for non-existent Properties is ignored) and send back a response
ccess response code (2.xx); or

spond with an error response code (4.xx or 5.xx). Note that if the (representation
yload is incompatible with the target Resource for POST using the applied interface (i.
verwrite” semantic cannot be honored because of read-only propernty in the payload)
B error response code 4.xx shall be returned.

is unsafe and is the supported method when idempotent behaviour cannot be expec

8.5 DELETE with DELETE
TE shall be used for DELETE operation. The DERETE method requests that the res

receiving the DELETE request, the Server shall either
lete the target Resource and send back a response with a success response code (2.

spond with an error response code (4.xx-0r 5.xx).
TE is unsafe but idempotent (unless’URIs are recycled for new instances).

Content-Format negoti@tion
CF Framework mandates)support of CBOR, however it allows for negotiation of the p3g

case the Accept Option defined in section 5.10.4 of IETF RFC 7252 shall be used to in
Content—Format\(e.g. JSON) is requested by the Client.

ontent-Formats supported are shown in Table 33.

Table 33. OCF Content-Formats

bplied
vith a

n the
e. the
then

ed or

ource

X); or

yload

f more than one Content-Format (e.g. CBOR and JSON) is supported by an implementation.

licate

Media Type ID

“application/cbor” 60

“application/vnd.ocf+cbor | 10000

Clients shall include a Content-Format Option in every message that contains a payload. Servers
shall include a Content-Format Option for all success (2.xx) responses with a payload body. Per
IETF RFC 7252 section 5.5.1, Servers shall include a Content-Format Option for all error (4.xx or
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5.xx) responses with a payload body unless they include a Diagnostic Payload; error responses
with a Diagnostic Payload do not include a Content-Format Option. The Content-Format Option
shall use the ID column numeric value from Table 33. An OCF vertical may mandate a specific
Content-Format Option.

Clients shall also include an Accept Option in every request message. The Accept Option shall
indicate the required Content-Format as defined in Table 33 for response messages. The Server
shall return the required Content-Format if available. If the required Content-Format cannot be
returned, then the Server shall respond with an appropriate error message.

12.2.

Serv
mess
requ
are s

Tab

The v
two-b
minor
Table

T4

=FUl IIIdl"V’UIbiUII iIIfUI IIIdl.iUII

rs and Clients shall include the OCF-Content-Format-Version in both request and 'res
ges with a payload. Clients shall include the OCF-Accept-Content-Format-\ersi
st messages. The OCF-Content-Format-Version and OCF-Accept-Content-Format-Ve
ecified as Option Numbers in the CoAP header as shown in Table 34.

le 34. OCF-Content-Format-Version and OCF-Accept-Content-Format-Version Op
Numbers
CoAP Option Name Format ~ Length ‘
Number (bytes)
2049 OCF-Accept-Content- wint 2
Format-Version

2053 OCF-Content-Format- uint 2

Version

alue of the OCF-Accept-Content-Format-Versionéand the OCF-Content-Format-Versio
yte unsigned integer that is used to define the tmajor, minor and sub versions. The majq
versions are represented by 5 bits and the sub version is represented by 6 bits as shq
35.

ble 35. OCF-Accept-Content-Format-Version and the OCF-Content-Format-Versid
Representation

bonse
on in
Brsion

ion

nis a
r and
wn in

Major Version n Minor Version Sub Version |
Bit 15| 14| 13| 12 .. 4T | 10| 9| 8 7] 6 5| 4| 3] 2] 1] O
Tablel 36 illustrates several examples:
Taple 36. Examples-0f*OCF-Content-Format-Version and OCF-Accept-Content-Formijat-
Version Representation

OCF version Binary representation Integer value

1.0-0 0000 1000 0000 0000 2048

1.1.0 0000 1000 0100 0000 2112
The QCF-Accept-Content-Format-Version and OCF-Content-Format-Version for this version jof the
specification shall be 1.0.0 (i.e. 0b0000 1000 0000 0000).

12.2.6 Content-Format policy

To maintain compatibility between devices implemented to different versions of this specification,

Devic

es shall follow the policy as described in Figure 38.

118

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:201

GET /oic/res with application/cbor
olc 1.1 oIC 1.1

3 { Client Server
/oic/res response per OIC 1.1

8(E)

GET /oic/res with application/cbor

Return /oic/res per OIC 1.1

All D4
shall
Versi
12.2.7
The n
respo
12.2.9

Basic
devic

paylo
CoAPR

IETF
the si

Similarly, CoAP/black-wise transfer as defined in https://tools.ietf.org/html/rfc7721

IETF

both the, reception of payloads as well as transmission of payloads that would exceed the si

a Co/

GET /oic/res with application/vnd.ocf+cbor

Return an error

GET /oic/res with application/cbor

| OCF1.X *» OIC1.1 N
{ Client Server,
Return foic/res per OIC 1.1 )

—— e e e R e e e e R e e e e e e e e e e e e e e e e e e R e

GET /oic/res with application/vnd.ocf+cbor
OCF 1.X | JOCF 1.X

N i Client « Server
/oic/res response per OCF 1.0

Figure 38 Content-Format Poliey

vices shall support the current and all previous ContentsFormat Option and Versions. G
send discovery request messages with the current,and all previous Content-Forma
bns until it discovers all Servers in the network.

CRUDN to CoAP response codes
napping of CRUDN operations response codes to CoAP response codes are identical
nse codes defined in IETF RFC 7252.

CoAP block transfer

CoAP messages work well for-the small payloads typical of light-weight, constraine
bs. However scenarios can besenvisioned in which an application needs to transfer
hds.

block-wise transfer as defined in https://tools.ietf.org/html/rfc7721

RFC 7959 shall be~tiSed by all Servers which generate a content payload that would e
ve of a CoOAP datagram as the result of handling any defined CRUDN operation.

RFC 7959 shall be supported by all Clients. The use of block-wise transfer is applied t

lients
t and

to the

d loT
arger

ceed

D
ve of

Ridatagram.

All blocks that are sent using this mechanism for a single instance of a transfer shall all have the

same

reliability setting (i.e. all confirmable or all non-confirmable).

A Client may support both the blockl1 (as descriptive) and block2 (as control) options as
described by IETF RFC 7959 A Server may support both the blockl (as control) and block2 (as

descr

IETF

iptive) options as described by https://tools.ietf.org/html/rfc7721

RFC 7959.
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12.3 CoAP serialization over TCP
12.3.1.1 Introduction

In environments where TCP is already available, CoAP can take advantage of it to provide
reliability. Also in some environments UDP traffic is blocked, so deployments may use TCP. For
example, consider a cloud application acting as a Client and the Server is located at the user’s
home. The Server which already support CoOAP as a messaging protocol (e.g., Smart Home vertical
profile) could easily support CoAP serialization over TCP rather than adding another messaging
protocol. A Device implementing CoAP Serialization over TCP should conform to IETF draft-ietf-
core-coap-tcp-tls-07.

12.3.1.2 Indication of support

If UDP is blocked, clients depend on the pre-configured details on the device to findysupport for
CoAR over TCP. If UDP is not-blocked, a Device which supports CoAP serializationiover TCH shall
populate the Messaging Protocol (“mpro”) property in “/oic/res” with the value” “coap+tgp” or
“coaps+tcp” to indicate that the device supports messaging protocol as specifiedby section 1fL.3.4.
12.3.1.3 Message type and header

The message type transported between Client and Server shall be & nen-confirmable megsage
(NON). The protocol stack used in this scenario should be as described in section 3 in IETF|draft-
ietf-core-coap-tcp-tls-07.

The CoAP header as described in figure 6 in IETF draft-ietf-care-coap-tcp-tls-07 should be| used
for me¢ssages transmitted between a Client and a Server. A Device should use “Alternative 3" as
defingd in IETF draft-ietf-core-coap-tcp-tls-07.
12.3.1.4 URI scheme

The URI scheme used shall be as defined in section 6 in IETF draft-ietf-core-coap-tcp-tls-01.
For the “coaps+tcp” URI scheme the “TLS Application Layer Protocol Negotiation Extemsion”
IETF RFC 7301 shall be used.
12.3.1.5 KeepAlive
12.3.1.5.1 Overview

In orfler to ensure that thectohnection between a Device is maintained, when using [COAP
serialjzation over TCP, a Device that initiated the connection should send application|layer
KeepAlive messages. The'reasons to support application layer KeepAlive are as follows:

o TCP KeepAlive only guarantees that a connection is alive at the network layer, but not gt the
application layer

e Inferval of /FEP KeepAlive is configurable only using kernel parameters, and is OS dependent
(elg., 2 hours by default in Linux)

12.3.1.522/ KeepAlive Mechanism

D i chcunnartina CAAD Avar TCD chall nca tha fallavwina KaanAliva maechanicm A Sarvag hall
evices supporting-CoAPRover FCR shaluse-thefollowingKeepAlive-mechanism—A-Served sha
support the “oic.wk.ping” Resource Type as defined in Table 37.

Table 37. Ping resource

Pre- Resource Resource Interfaces Description Related
defined Type Type ID Functional
URI Title (“rt” value) Interaction
/oic/pin Ping oic.wk.ping “oic.if.rw” The resource using which a Client keeps its KeepAlive
g Connection with a Server active.
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The resource properties exposed by “/oic/ping”
are listed in Table 38.

Table 38 defines “oic.wk.ping” Resource Type.

Table 38. “oic.wk.ping” Resource Type definition

Property title Property Value Value Unit Access Mandatory Description

name type rule mode

Interyal n infﬂgnr minutes R AL \es The time interval for which
connection shall be kept|alive

and not closed. Default\alue is
0.

The fpllowing steps detail the KeepAlive mechanisms for a Client and Server:
1) A|Client which wants to keep the connection with a Server alive shall send a*POST requfest to
“/pic/ping” resource on the Server updating its connection Interval.

a. This time interval shall start from 2 minutes and increases in multiplegs of 2
up to a maximum of 64 minutes. It stays at 64 minutesiffom that point.

a1l

A Server receiving this ping request shall respond within 1(minute.
If a Client does not receive the response within 1 minugey.it shall terminate the conngction.

If a Server does not receive a POST request to ping resource within the specified "interval”
time, the Server shall terminate the connection.

An edample of the KeepAlive mechanism is as follows:

e Client — Server: “POST/oic/ping {interval: 2}"
e Se¢rver — Client: 2.03 valid
12.4 | Payload Encoding in CBOR

OCF |mplementations shall perform the~conversion to CBOR from JSON defined schemas and to
JSON from CBOR in accordance with JETF RFC 7049 section 4 unless otherwise specified in this
sectign.

Propgrties defined as a JSON.integer shall be encoded in CBOR as an integer (CBOR major|types
0 and|1). Properties defined as a JSON number shall be encoded as an integer, single- or dguble-
precigion floating point(EBOR major type 7, sub-types 26 and 27); the choice is implementation
dependent. Half-pregision floating point (CBOR major 7, sub-type 25) shall not be used. Integer
numbgrs shall be within the closed interval [-2753, 2"53]. Properties defined as a JSON number
shoulfd be encodedras integers whenever possible; if this is not possible Properties defined as a
JSON number-should use single-precision if the loss of precision does not affect the quality of
servige, otherwise the Property shall use double-precision.

On receipt of a CBOR payload, an implementation shall be able to interpret CBOR integer values
in any position. If a property defined as a JSON integer is received encoded other than as an
integer, the implementation may reject this encoding using a final response as appropriate for the
underlying transport (e.g. 4.00 for CoAP) and thus optimise for the integer case. If a property is
defined as a JSON number an implementation shall accept integers, single- and double-precision
floating point.

13 Security

The details for handling security and privacy are specified in [OCF Security].
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Annex A
(informative)
Operation Examples

A.1 Introduction

This section describes some example scenarios using sequence of operations between the entities
involved. In all the examples below “Light” is a Server and “Smartphone” is a Client. In one of the

scengtt

wing
example resource definitions:
rt=oid.example.light with Resource Type definition as illustration in Table 39.
Table 39. oic.example.light Resource Type definition
Prope e Prope alue alue e Acce anaato De ptio
e pe odae
Namg¢ n string R, W no
on-offf of boolean R, W yes On/Off Control:
0 = Off
1=0n
dim dm integer 0-255 R, W, yes Resource which can fake a
range of values mininpum
being 0 and maximun) being
255

rt=oid.example.garagedoor with Resource Type definition as illustration in Table 40.

Prope alue alue e A e anaato

Namg¢ n string R, W no

Table 40. oic.example;garagedoor Resource Type definition

open}close oc boolean R, W yes

Open/Close Control:
0 = Open
1 = Close

“loic/mnt” (“rt=oic.wk.mnt”) used in below examples is defined in section 11.5.2.

A.2 | When at home: From smartphone turn on a single light

This sequence highlights (Figure 39) the discovery and control of an OCF light resource from an

OCF smartphone.

© ISO/IEC 2018 - All rights reserved
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Smartphone Bulb
(OIC Client) (OIC Server)
GET(oic/res)
Response (list{res uri, rt, if})
< _____________________________________________
GET(/light)
Response (content) bedliahi
{ _____________________________________________ L) { + phkd
of=0
POST(/light, {of=1}) n=bedlight
of=1
P success/ Failure |
Figure 39. When at home: from smartphone turnfon‘a single light
Discovery request can be sent to “All OCF Nodes” Multicastxaddress FF0X::158 or can bg sent
directly to the IP address of device hosting the light resource:
1) Smartphone sends a GET request to “/oic/res” respurce to discover all resources hostgd on
targeted end point
8 The end point (bulb) responds with-the list of Resource URI, Resource Type and
Interfaces supported on the end . point (one of the resource is ‘/light Whose
rt=oic.example.light)
Smartphone sends a GET (fequest to '/light’ resource to know its current state
10) The end point responds, with representation of light resource ({n=bedlight;ofH40})
11) Smartphone changés the ‘of’ property of the light resource by sending a POST
request to ‘/light’ resource-({of=1})
12) On Successful execution of the request, the end point responds with the changed
resource representation. Else, error code is returned. Details of the error codes are d¢fined
in section 12.2(7.
A.3 | GroupAction execution
This ¢xample(will be added when groups feature is added in later version of specification
A.4 | When garage door opens, turn on lights in hall; also notify smartphone
This example will be added when scripts 1eature 1s added in later version o1 speciiication
A.5 Device management
This sequence highlights (Figure 40) the device management function of maintenance.
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Admin Device Bulb
[OIC Client) [DIC Senver)

GET (foic/res)

Response(list{res uri, rt, i})
(e sscsssnssnmsssssss s s s s s

Pre-Q
manal

3) The end point (bulb) responds with the'list of Resource URI, Resource Type and Intel

GET 1O o]

aw=1
Response{content) ft=2000
[ s s s mmmmssssmssssssssssssssssssnnnnnennen O5=5555

POST (foic/mnt, {fr=1})

success,/ Failure
T

Figure 40. Device management (maintenance)

ondition: Admin device has different security permissions and hence can perform d
gement operations on the Device

targeted end point (in this case Bulb)

supported on the end point (one ofsthe resources is “/oic/mnt” whose “rt=oic.wk.mnt”

1) Admin Device changes the ‘fr’ property of the maintenance resour
sending a POST request to “/eic/mnt” resource ({fr=1}). This triggers a factory reset
end point (bulb)

resource representation. Else, error code is returned. Details of the error codes are d¢
in section 12.2.7:

evice

imin device sends a GET request to “/oic/res®resource to discover all resources hosted on

faces

ce by
pf the

) On successful(éxecution of the request, the end point responds with the changed

efined
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B.1

Annex B
(informative)

OCF interaction scenarios and deployment models

OCF interaction scenarios

A Client connects to one or multiple Servers in order to access the resources provided by those
Servers. The following are scenarios representing possible interactions among Roles:

Direct interaction between Client and Server (Figure 41). In this scenario the Clienttar
erver directly communicate without involvement of any other Device. A smartphene

S¢
cd

Inferaction between Client and Server using another server.(Figure 42). In this sce

ar
re
ad

then directly accesses the appliance to control it.

In
cq

source on a specific Server. This scenario is used fornexample, when a smartphon

In{eraction between ClientJand Server using Intermediary (Figure 43). In this scena

ntrols an actuator directly uses this scenario.

oIC
Client

OIC
Server

Figure 41. Direct interaction between Server and Client

other Server provides the support needed for the Client“to directly access the d¢

cesses a discovery server to find the addressing iformation of a specific appliancg

0oIC
Server

0IC
Client

oIC
Server

Figure 42. Interactionbetween Client and Server using another Server

ermediary facilitates\the interaction between the Client and the Server. A smartphone
ntrols appliances-ifna smart home via MQTT broker uses this scenario.

oIC
Client

(o][@
Intermediary

oIC
Server

Figure 43. Interaction between Client and Server using Intermediary

d the
which

nhario,
psired
b first
, and

io an
which

In

43 oot ol + o H $ £ el o P Y
CTatlivulmh oTUWTTIT CTIHTTIL allu oTITVTT USIiTy SUPPUTL TTUTTT TTITUTUPIT OTTVETS  AlTu 1TIte T

diary

(Figure 44). In this scenario, both Server and Intermediary roles are present to facilitate the
transaction between the Client and a specific Server. An example scenario is when a
smartphone first accesses a Resource Directory (RD) server to find the address to a specific
appliance, then utilizes MQTT broker to deliver a command message to the appliance. The
smartphone can utilize the mechanisms defined in CoRE Resource Directory such as default
location, anycast address or DHCP to discover the Resource Directory information.
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Server

oIC
Server

0oIC

Intermediary

olIC
Client

oIC
Server

Figulre 44. Interaction between Client and Server using support from multiple Servyers

B.2 | Deployment model

Intermediary

and

In deployment, Devices are deployed and interact via either wired or wireless:connections. Dgvices
are thie physical entities that may host resources and play one or more Roles” There is no congtraint
on the structure of a deployment or number of Devices in it. Architectute is flexible and scalable
and dapable of addressing large number of devices with different.device capabilities, including
constrained devices which have limited memory and capabilities~Constrained devices are defined

and cptegorized in [TCNN].

-

Actuator

Sensor

Smart Signage

Infra Server

Service Gateway

Smart Appliance

Figure 45. Example of Devices

User Device

Figurg¢45/depicts a typical deployment and set of Devices, which may be divided in the follpwing

categories:

e Things: Networked devices which are able to interface with physical environments. Things are
the devices which are primarily controlled and monitored. Examples include smart appliances,
sensors, and actuators. Things mostly take the role of Sever but they may also take the role of
Client, for example in machine-to-machine communications.

e User Devices: Devices employed by the users enabling the users to access resources and
services. Examples include smart phones, tablets, and wearable devices. User Devices mainly
take the role of Client, but may also take the role of Server or Intermediary.

© ISO/IEC 2018 - All rights reserved
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e Service Gateways: Network equipment which take the role of Intermediary. Examples are
home gateways.

e Infra Servers: Data centers residing in cloud infrastructure, which facilitate the interaction
among Devices by providing network services such as AAA, NAT traversal or discovery. It can
also play the role of Client or Intermediary

128

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

C1

ISO/IEC 30118-1:201

Annex C
(informative)

Other Resource Models and OCF Mapping

Multiple resource models

8(E)

RESTful interactions are defined dependent on the resource model; hence, Devices require a
common understanding of the resource model for interoperability.

Ther

are multiple resource models defined by different organizations including OCFE:

IPSO

Alliance and oneM2M, and used in the industry, which may restrict interoperability~ among

resp

e Reésource structure: Resources may be defined to have properties (e.g.,‘0nheM2M dé
resources), or may be defined as an atomic entity and not be decomposable into prop
(elg., IPSO alliance defined resources). For example, a smart light may be represented
resource with an on-off property or a resource collection containing,an en-off resource.
foymer, on-off property doesn’t have a URI of its own and can only,be accessed indirec

th

cgn be directly manipulated.

e Re¢source name & type: Resources may be allowed to be named freely and have)
cHaracteristics indicated using a Resource Type property (e.g., as defined in onel

Al
in
re
bu
(@]
dg

e R
cq
re|
ot

tive ecosystems. The main differences from Resource model are as follows:

resource. In the latter, being a resource itself, on-off resourcens’assigned its own UR

ernatively, the name of resources may be defined,apriori in a way that the name by it
Hicative of its characteristic (e.g., as defined by RSO alliance). For example, in ong
source model, a smart light can be named with o restrictions, such as ‘LivingRoomLig
t in IPSO alliance resource model it is required-to have the fixed Object name with num
bject ID of “IPSO Light Control (3311)". Censequently, it's likely that in the former casg
ta path in URI is freely defined and in the latter case it is predetermined.

bsource hierarchy: Resources may beiallowed to be organized in hierarchy where a res
ntains another resource with a_parent-child relationship (e.g., in oneM2M definiti
source model). Resources maycalso be required to have a flat structure and associat
her resources only by referencing their links.

efined
erties
as a
n the
ly via
| and

their
12M).
self is
bM2M
ht 1”
erical
e the

ource
on of
b with

In addlition to the above, different-organizations use different syntax and define different feqtures

(e.9.,
C.2

In ord
with
provid
OCF
comp

resource interface), whieh preclude interoperability.
OCF approach-for support of multiple resource models

er to expand the-1oT ecosystem the Framework takes an inclusive approach for interw
bXisting resource models. Specifically, the Framework defines a resource model
ing a mechanism to easily map to other models. By embracing existing resource m
is inclusive of existing ecosystems while allowing for the transition toward definitior
fehensive resource model integrating all ecosystems.

brking
while
odels

of a

The f

hllawinag OCE charactarictice anahla oy ort of othar recolirca maodalc-
SHEWHRG or—cHatacteHSHESEeHab ot eSOt ee—oaets:

no.
e P POt T ot

e resource model is the superset of multiple models: the resource model is defined as the
superset of existing resource models. In other words, any existing resource model can be
mapped to a subset of resource model concepts.

e Framework may allow for resource model negotiation: the Client and Server exchange the
information about what resource model(s) each supports. Based on the exchanged information,
the Client and Server choose a resource model to perform RESTful interactions or to perform
translation. This feature is out of scope of the current version of this specification, however,

th

e following is a high level description for resource model negotiation.
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C.3 Resource model indication

The Client and server exchange the information about what resource model(s) each supports.
Based on the exchanged information, the Client and Server choose a resource model to perform
RESTful interactions or to perform translation. The exchange could be part of discovery and
negotiation. Based on the exchange, the Client and Server follow a procedure to ensure
interoperability among them. They may choose a common resource model or execute translation
between resource models.

e Resource model schema exchange: The Client and Server may share the resource model
information when they mitiate a RES ITul Interaction. They may exchange the informaton jabout
wlhich resource model they support as part of session establishment procedures. Alternatively,
edgch request or response message may carry the indication of which resource model it is Uising.
Fgr example, [COAP] defines “Content-Format option” to indicate the “representation fgrmat”
sych as “application/json”. It's possible to extend the Content-Format Optionto indicaje the
resource model used with the representation format such as “application/ipso-json”.

e Ensuing procedures: After the Client and Server exchange the resource model informjation,
they perform a suitable procedure to ensure interoperability among them. The simplest Way is
to| choose a resource model supported by both the Client and Server. In case there|is no
cgmmon resource model, the Client and Server may interact through a 3rd party.

In admition to translation which can be resource intensive, a method-based on profiles can bg used
in which an OCF implementation can accommodate multiple profiles and hence multiple
ecosystems.

e Resource Model Profile: the Framework defines resource model profiles and implementers or
ugers choose the active profile. The chosen profile €onstraints the Device to strict rules ih how
resources are defined, instantiated and interacted with. This would allow for interoperatiop with
dgvices from the ecosystem identified by the,profile (e.g., IPSO, OneM2M etc.). Although this
enables a Device to participate in and be part of any given ecosystem, this scheme dogs not
allow for generic interoperability at runtime. While this approach may be suitable for respurce
cgnstrained devices, more resource.gapable devices are expected to support more thah one
prpfile.

C.4 | An Example Profile (IPSO profile)

IPSO|defines smart objects that'have specific resources and they take values determined by the
data fype of that resourceThe smart object specification defines a category of such objects.|Each
resoufce represents a characteristic of the smart object being modelled.

Whilg] the terms may‘be different, there are equivalent concepts in OCF to represent these ferms.
This section provides the equivalent OCF terms and then frames the IPSO smart object in OCF
terms|.

The IPSOsobject Light Control defined in Section 16 of the IPSO Smart Objects 1.0 is used as the
refergnce example.

Cc4.1 Conceptual equivalence

The IPSO smart object definition is equivalent to an Resource Type definition which defines the
relevant characteristics of an entity being modelled. The specific IPSO Resource is equivalent to
a Property that like an IPSO Resource has a defined data type, enumeration of acceptable values,
units, a general description and access modes (based on the Interface).

The general method for developing the equivalent Resource Type from an IPSO Smart Object
definition is to ignore the Object ID and replace the Object URN with and OCF ‘.’ (dot) separated
name that incorporates the IPSO object. Alternatively the Object URN can be used as the Resource
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Type ID as is (as long as the URN does not contain any ‘.’ (dots)) — using the same Object URN
as the Resource Type ID allows for compatibility when interacting with an IPSO compliant device.
The object URN based naming does not have any bearing for OCF to OCF interoperability and so
the OCF format is preferred — for OCF to OCF interoperability only the data model consistency is
required.

Two models are available to render IPSO objects into OCF.

1) One is where the IPSO Smart Object represents a Resource. In this case, the IP Smart Object
is regarded as a resource with the Resource Type matching the description of the Smart Object.

Fyprthermore; eachresource i the P SOdefimitiomis representedas a Property mrthe Res)

T

14

Below
Reso

Desc

light fo be turned on or off and its dimmer setting to be gontrolled as a percentage value be

0 and
Table

preferred approach when the IPSO Data Model is expressed in the Resource Model

pe (the IPSO Resource ID is replaced with a string representing the Property). This

) The other approach is to model an IPSO Smart Object as a Collection."Each
Resource is then modelled as a Resource with an Resource Type that matcheg
definition of the IPSO Resource. Each of these resource instances are then bound
Collection that represents this IPSO Smart Object.

is an example showing how an IPSO LightControl Object is modélled as a Resource.
irce Type: Light Control
iption: This Object is used to control a light source, such as a LED or other light. It all

100. An optional colour setting enables a string/to"be used to indicate the desired ¢
41 and Table 42 define the Resource Type and.its properties, respectively.

Table 41. Light control Resource Type definition

ource
is the

IPSO
s the
to the

DWS a
ween
plour.

Light

lesource Type Resource Type ID Multiple Instances Description

Control “oic.light.control” or Yes Light control object wit
“urn:oma:lwm2m:ext:3311" on/off and optional dim
and energy monitor

ning

Table 42. Light control Resource Type definition

coperty title Property Value Value Access Mandatory Descriptior
name type rule mode
On/Off “On-off” boolean R, W yes On/Of Control:
0 = Off
1=0n
Dimnjer “dim” integer % R, W no Proportional Contrdl,
integer value betwgen 0
and 100 as percentage
Color “color” string 0 - 100 Defined | R, W no String representing some
by value in color space
“units”
property
Units “units” string R no Measurement Units
Definition e.g., “Cel” for
Temperature in Celsius.
On Time “ontime” integer s R, W no The time in seconds that
the light has been on.
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Writing a value of O resets
the counter

Cumulative
active power

“cumap"

float

Wh

no

The cumulative active
power since the last
cumulative energy reset or
device start

Power Factor

“powfact”

float

no

The power factor of the load
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Annex D
(normative)

Resource Type definitions

D.1 List of Resource Type definitions

All the sections in Annex D and Annex E describe the Resource Types with a restful API definition
language. The Resource Type definitions presented in Annex D and Annex E are formatted for

e extra line breaks are available in OCF Resource Type Definitions.

43 contains the list of defined core resources in this specification.

Table 43. Alphabetized list of core resources

Friendly Name Resource Type (rt) Section
(informative)

Collgections “oic.wk.col” D.2
Device Configuration “oic.wk.con” D.3
Platform Configuration | “oic.wk.con.p” D.4
Device “oic.wk.d” D.5
Disqoverable “oic.wk.res” D.9
Respurces, baseline

intefface

Disqoverable “oic,wk.res” D.10
Respurces, link list

intefface

Icon “oic.r.icon” D.15
Intrgspection “oic.wk.introspection” D.16
Maintenance “oic.wk.mnt” D.6
Platform “oic.wk.p” D.7
Ping “oic.wk.ping” D.8
Resource Directory “oic.wk.rd” D.14
Scenes (Top Level) “oic.wk.scenelist” D.11
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Scenes Collections “oic.wk.scenecollection”

D.12

Scenes Member “oic.wk.scenemember”

D.13

D.2

D.2.1

OCF
arep

D.2.2

OCF Collection

Introduction

Example URI

/ColldctionBaselinelnterfaceURI

D.2.3
Ther

D.2.4
HBRAML

title
versiq

traitg:

- int
q

- int

- in%

- int

/Col 4

desq
o]
T
T

Resource Type
bsource type (rt) is defined as: oic.wk.col.

RAML Definition
0.8

Collections
n: 1.0

erface-11
ueryParameters:

if:
enum: [foic.if.11']
erface-b :
ueryParameters:
if:
enum: ["oic.if.b"]
erface-baseline :
ueryParameters:
if:
enum: [“oic.if.baseliney
erface-all
ueryParameters:
if:
enum: [Toic.FfFNA", "oic.if._baseline™, "oic.if.b"]

ctionBaselifielnterfaceURl :
riptiQus™t
F Cofigction Resource Type contains properties and links.

e 8p57/if._baseline interface exposes a representation of
e\INMks and the properties of the collection resource itself

Collection Resource Type contains properties and links. The oic.if.baseline interface @xposes
esentation of the links and the properties of the collection resource itself

is :

get:

[ interface-baseline™]

description: |

Retrieve on Baseline Interface

responses :

200:
body:
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application/json:

schema: |
{
"$schema™: "‘http://json-schema.org/draft-04/schema#",
"description”™ : "Copyright (c) 2016 Open Connectivity Foundation, Inc. All rights
reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.collection-

schema. json#",
"title": "Collection”,
"“definitions": {
"oic.collection.setoflinks'": {
“description’™: "A set (array) of simple or individual OIC Links. In
addition to properties required for an OIC Link, the identifier for that link in this set is, glso
requined”,

"type': "array",
"items": {

"$ref’: "oic.oic-link-schema.json#/definitions/oic.oichlink"
}

"oic.collection.alllinks": {
“description’: "All forms of links in a collection
"oneOf"": [

"$ref': "#/definitions/oic.collectian.setoflinks™

}
1

"oic.collection™: {

"type': "object",

“description”: "A collection is a(set (array) of tagged-link or set
(array) of simple links along with additional properties «&0)describe the collection itself”,
"properties': {

“idvr {
"anyOf'': [
"type':\Jinteger",
“deseription’: "A number that is unique to that
collegtion; like an ordinal number that is not repeated"
3
{ ]
"type': "'string”,
"description: "A unique string that could be a hash or
similgrly unique”
3.
{
"$ref"’: "oic.types-schema.json#/definitions/uuid"”,
"description™: "A unique string that could be a uUulQv4"™
}
1.
"description’™: "ID for the collection. Can be an value that |is
uniqug to the use context or a UUIDv4™
T,
“div: {
"$ref’: "oic.types-schema.json#/definitions/uuid"”,
“description: "The device ID which is an UUIDv4 string; usdgd for

backwdrd, ceompatibility with Spec A definition of /oic/res"

“rts—=—f
"$ref'': "oic.core-
schema. json#/definitions/oic.core/properties/rt",
"description™: "Defines the list of allowable resource types (for

Target and anchors) in links included in the collection; new links being created can only be from
this list"” }.
“drel”: {
type': “'string”,
"description’: "When specified this is the default relationship
to use when an OIC Link does not specify an explicit relationship with *rel* parameter"

"iinks": {

"$ref'': "#/definitions/oic.collection.alllinks”

135

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

post:

dd

reser

schemg

}
}

type": "object",

"allOf": [

{"$ref": "oic.core-schema.json#/definitions/oic.core"},
{"$ref": "#/definitions/oic.collection"}

}

example: |

dy:

ed."”,

-json#!",

scription: |
Update on Baseline InterfaBe

application/json:

schema: |

{

“rt": ["oic.wk.col'],
"id": "unique_example_id",
"rts'": [ "oic.r.switch.binary", "oic.r.airflow" ],
"links": [
{
"href'': "switch",
B g [‘oic.r.switch.binary"],
i [‘oic.if.a", "oic.if.baseline"],
"eps": [
{"ep": "coap://[fe80::b1ld6]:1111", "pri': 2},
{""ep": "coaps://[fe80::b1d6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", “pri*“: 3}

“"href": "airFlow",
rt': ["oic.r.airflow],
it [oic.if.a", "oic.if.baseline™]\
"eps'": [
{"ep": "coap://[fe80::b1ld6]:1211"%, "pri': 2},
{"ep": "coaps://[Te80::b1d6]:1122"},
{""ep": '"coap+tcp://[2001:db8:a::123]:2222", "pri": 3}

“"$schema™: "http://json-schema.org/draft-04/schema#",
“deScription” : "Copyright (c) 2016 Open Connectivity Foundation, Inc. All rights

¥id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.collection-

“title": "Collection"”,
"definitions': {

"oic.collection._setoflinks”: {
“description”: "A set (array) of simple or individual OIC Links. In addition

to properties required for an OIC Link, the identifier for that link in this set is also required”,

“"type': "array",

"items": {
"$ref'': "oic.oic-link-schema.json#/definitions/oic.oic-link"
}
“oic.collection.alllinks™: {
"description”: "All forms of links in a collection”,
"oneOf": [
{
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“$ref': "#/definitions/oic.collection.setoflinks”
T
1

"oic.collection”: {

“type': "object”,

"description”: "A collection is a set (array) of tagged-link or set (array)

of simple links along with additional properties to describe the collection itself",
"properties’: {
“idvs {
"anyOf': [
{ ]
"type': "integer",

"description™: "A number that is unique to that collectijon;
like gn ordinal number that is not repeated”

3
{ ]
"type'': "'string”,
"description': "A unique string that could be a hash or
similgrly unique”
3.
{
"$ref'': "oic.types-schema.json#/definitions/uuid",
"description™: "A unique string that could be a UUIDv4"™
}
1.
"description™: "ID for the collection( Can be an value that is uynique
to thg use context or a UUIDv4"
}
“dit: {
“$ref'’': “oic.types-schema.json#/definitions/uuid”,
"description’: "The device dDywhich is an UUIDv4 string; used fgr
backwgrd compatibility with Spec A definition of /oic/res™
T
"rts': {
"$ref'’: "oic.core-schema.json#/definitions/oic.core/properties/nt",
"description’: "Defiines the list of allowable resource types (fgr

Targe® and anchors) in links included in the cellection; new links being created can only be fjrom
this list” ¥

"'rel": {
“type': "string",
"description”: "When specified this is the default relationship [to
use when an OIC Link does not specifycan explicit relationship with *rel* parameter"
"links'"i £
"$ref': “#/definitions/oic.collection._alllinks"
}
}
}
3. )
“type:(object",
“allofz [
{£'$ref"": "oic.core-schema.json#/definitions/oic.core"},
{"$ref: "#/definitions/oic.collection"}
|
>
rgspQ¥ses :
200:
body:
application/json:
schema: |
{
“$schema': "http://json-schema.org/draft-04/schema#",
"description” : "Copyright (c) 2016 Open Connectivity Foundation, Inc. All rights
reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.collection-
schema. json#"",
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“title": "Collection",
"definitions": {
"oic.collection._setoflinks": {

“description”: "A set (array) of simple or individual OIC Links. In
addition to properties required for an OIC Link, the identifier for that link in this set is also
required”,

"type'': "array",

"items': {
"$ref"": "oic.oic-link-schema.json#/definitions/oic.oic-link"
3
T
"oic.collection.alllinks": {
"description’: "All forms of links in_a collection',
“oneOf": [
"$ref: "#/definitions/oic.collection.setoflinks"
b
]
T

ic.collection”: {

“type': “object”,

"description': "A collection is a set (array) of tagged-link or set
(array) of simple links along with additional properties to describe the colléction itself",
"properties': {

“id": {
"anyOf': [
{ ]
"type': "integer”,
"description’: "A numbek that is unique to that
collegtion; like an ordinal number that is not repeated"
3
{ ]
"type': "string™y
"description!':»"A unique string that could be a hash or
similgrly unique”
1.
{
"$ref™ " "oic.types-schema.json#/definitions/uuid”,
"description”: "A unique string that could be a uulQv4"
}
1.
"description™: "ID for the collection. Can be an value that |is
uniqug to the use context or a UUIDvA4Y
}.
“dito{
“$ref'': "oic.types-schema.json#/definitions/uuid”,
"description’: "The device ID which is an UUIDv4 string; usdgd for

backwgrd compatibility with Spec A definition of /oic/res"

“rts: {
“$ref": "oic.core-
schemg. json#/definitions/oic.core/properties/rt",
"description’: "Defines the list of allowable resource typeq (for

Targe® and anchers) in links included in the collection; new links being created can only be firom
this list” }.

“drel™: {
“type'': “'string",
"description’: "When specified this is the default relationghip
to usd—when an QIC Link does not Qpnr‘ify an nvplir\if rnlnfinnchip with *rel* pnramnfnr"
3,
"links": {
"$ref': "#/definitions/oic.collection.alllinks”
be
b
3
T,
"type': "object",
“allOf': [
{"$ref"": "oic.core-schema.json#/definitions/oic.core"},
{"$ref": "#/definitions/oic.collection"}
1
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3
D.2.5 Property Definition
Property name Value type Mandatory Access mode Description
rt array: see | yes Resource Type
schema
di multiple  types: Unique identifier
see schema for device (UUID)
title string A title for the link
retettor—Eea be
used by thehUl to
providera context
eps array: see the Endpoint
schema information of
the target
Resource
pri integer The priority
(eps among multiple
Endpoints as
specified in
10.2.3
ep string URI with
(eps Transport
Protocol Suites +
Endpoint Logator
as specified in
10.2.1
ins multiple  types: The instance
see schema identifier for| this
web link in an
array of web |inks
- used in
collections
p object: see Specifies the
schema framework
policies on| the
Resource
referenced by
the target URI
bm integer yes Specifies the
(p) framework
policies on| the
Resource
referenced by
the target URI for
€.g. observable
and discoverable
href string yes This is the target

URI, it can be
specified as a
Relative
Reference or
fully-qualified
URI. Relative
Reference

© ISO/IEC 2018 - All rights reserved
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should be used
along with the di

parameter to

make it unique.
rel multiple  types: The relation of
see schema the target URI

referenced by
the link to the

context URI
type array: see A hint at the
schema representatign of
the resource

referenced by
theptarget URI.
This repregents
the media types
that are used for
both  accepting
and emitting

anchor string This is usef to
override the
context URI|e.g.
override the|URI
of the contaijning

collection
if array: see | yes The interface set
schema supported by this
resource
D.2.6 CRUDN behavior
Respurce Create Read Update Delete Notify
/CollectionBaselinelnterfaceURI get post
D.2.7 Referenced JSON schemas
D.2.8 oic.oic-link-schema.jsen
{ ]
“"$sghema™: "http://json-schema.org/draft-04/schema#",
""degcription” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All rights
reseryed.”,
"id|: “http://www.openconnectivity.org/ocf-apis/core/schemas/oic.oic-link-schema.json#",
"definitions": {
"qic.oic-1ink': \{
"type': "object",
“properties!': {
“hrefils-{

“type': "string",

UmaxLength': 256,

“description': "This is the target URI, it can be specified as a Relative Reference |or
ful ly-lguafied—URI—RelativeReference—should—be—used—alenrg—with—the—H—paramcter—to—ake—+E
unique.",

"format": "uri"

T,
“relm: {

“oneOf": [

{
""type': "array",
“items": {
"type': "string",
"maxLength': 64
3

"minltems': 1,
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"default": ["hosts']
3.
{

“type': "string",
"maxLength': 64,
"default": "hosts"
3
1.
"description: "The relation of the target URI referenced by the link to the context URI"
T,
re: {
""type': "array",
“items" - {
"type" : "'string",
“"maxLength™: 64
3
"minltems” : 1,
"description': ""Resource Type"
1,
i {
"type': "array",
“items": {
"type' : ''string",
"enum"™ : ["oic.if.baseline”, "oic.if.ll", "oic.if.b", "oic.if.rw", "oic.if.r",
oic.i{f.a", "oic.if.s" ]

¥,
"minltems": 1,

"description”: "The interface set supported by this resounce"
}
“di: {
“$ref'’': "oic.types-schema.json#/definitions/uuid”,
"description’: "Unique identifier for device WUID)"
T

"description’: "Specifies the framework poMNcies on the Resource referenced by the farget
URI™,
"type'': "object",
"properties": {
“bm": {

“description: "Specifies the;framework policies on the Resource referenced by the
target URI for e.g. observable and discovérable",
“type': "integer"

}

"required” : ["bm"]
1.
“title": {
"type": "string";
“"maxLength™: 64;
“description’'t A title for the link relation. Can be used by the Ul to provide a
context"

T,
“anchor" = {
“type< X "string",
"maxkength': 256,
~deseription”: "This is used to override the context URI e.g. override the URI of the
containing.collection”,
“format": "uri
LY

iins": {
"oneOf"": [

"type': "integer",
“description”: "An ordinal number that is not repeated - must be unique in the
collection context"

3.

{ ]
""type'': '"'string”,
“"maxLength': 256,

“format™ : "uri',
"description': "Any unique string including a URI"
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1
{
“$ref'': "oic.types-schema.json#/definitions/uuid”,
“description”: "Unique identifier (UUID)"
}
1.
"description': "The instance identifier for this web link in an array of web links - used
in collections”
T
"type”: {
"type'': "array",
"description: "A hint at the representation of the resource referenced by the target
URI. This represents the media types that are used for both accepting and emitting',
“items” - {
“type'': ''string",
“"maxLength': 64
3
“"minltems™: 1,
“default": "application/cbor™
T
“eps”: {
""type": "array",
"description': "the Endpoint information of the target Resource",
“items": {
"type': "object",
“properties": {
"ep”: {
"type': "'string",
“format': "uri’,
"description”: "URI with Transport Protocol Suites + Endpoint Locator as speciffied
in 10§2.1"
T,
“priv: {
“type': "integer",
“minimum™: 1,
“description’: "The priority among multiple Endpoints as specified in 10.2.3"
3
}
¥
}
T
"required”: [ "href”, "rt", "if"_]
}
}.
""tyge': "object”,
“aljof': [
{|"$ref": "#/definitions/oic.oic-link™ }
1
}
D.3 | Device Cenfiguration
D.3.1 Intreduction
Resolirce(that allows for Device specific information to be configured.
D.3.2 Example URI

/example/DeviceConfigurationResURI
D.3.3 Resource Type
The resource type (rt) is defined as: oic.wk.con.

D.3.4 RAML Definition
#%RAML 0.8

traits:
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- interface-rw :
queryParameters:

if:
enum: [Toic.if.rw"]

- interface-all
queryParameters:

if:
enum: [Toic.if.rw", "oic.if.baseline]

/example/DeviceConfigurationResURl :

desgription: |
Rgsource that allows for Device specific information to be configured.

get
dgscription: |

Retrieves the current Device configuration settings

ig : ["“interface-all™]

rgsponses :
200:
body:
application/json:
schema: |
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.con-

schemd. json#",
“"$schema™: "http://json-schema.org/draft-04/schema#",
“description” : "Copyright (c) 20163,2017 Open Connectivity Foundation,
rightg reserved.",
“definitions": {
"oic.wk.con": {
"type'': "object”,
"properties’: {

"loc": {
""type'': "array‘,
"description’’: "Location information",
"items" o f

"typ€™ N 'number

"minltems": 2,
“maxltems™: 2

¥

“locn': {

"type': "'string”,

"maxLength': 64,

"description”: "Human Friendly Name for location"

e g
"type': "string”,
"maxLength': 64,

description: "Currency"
e 4

e
"type': "string”,
"maxLength: 64,
""description’: "Region"
¥,
“In": {
""type'': "array",
"items" :

“type': "object”,
"properties': {

© ISO/IEC 2018 - All rights reserved
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“language": {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"description™: "An RFC 5646 language tag."

“value': {

"type': "string",
""maxLength™: 64,

""description': "Device description in the indicated language."
b
3
}
"minltems™ : 1,
"description': "Localized names'
T
dit: {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"description': "Default Language"
3
3
b
T,
“type'': "object",
“allof": [
{ "$ref'': "oic.core-schema.json#/definitions/oic.core"},
{ "$ref": "#/definitions/oic.wk.con" }
1.
“required”: ["n"]
3
example: |
{
n': "My Friendly Device Name",
ret: ["oic.wk.con™],
“loc": [32.777,-96.797],
"locn': "My Location Name',
et "'usp*,
rrt: ""MyRegion",
o] R “en"
b

post:

dgscription:
Update the information abalssthe Device

-
L0

: [Tinterface-rw"]

bqdy:
application/jsops
schema: |
“id™¢™ "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.con-Update-

schemd. json#'";
‘$schema": "http://json-schema.org/draft-04/schema#",
"description”™ : "Copyright (c) 2016 Open Connectivity Foundation, Inc. All rights

reserJed.",

deTinitions -
"oic.wk.con": {
“type'': “object”,
“properties”: {

“loc": {
"type'': "array",
""description': "Location information",
"items": {
"type': "number"

"minltems": 2,
"maxltems': 2

}.
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“locn": {
"type': "string"”,
"maxLength™: 64,

"description”: "Human Friendly Name for location™
T
“c: {
""type': "string",
"maxLength”: 64,
"description': "Currency"
T,
"r: {
""type': "'string”,
"maxLength': 64,
""description’: "Region"
T,
“In": {
"type'': "array’,
"items" :
{
""type': "object”,
"properties”: {
"language™: {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"description”: "An RFC 5646 language tag."
“value: {
""type': “'string”,
"maxLength™: 64,
"description’: "Device description dan\the indicated language."
b
3
T
"minltems” : 1,
"description”: "Localized names"
T,
dit: {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"description': "Default Language"
3
}
b
T
"type': "object",
“allof": [
{ "$ref": "oic.coreischema.rw.json#/definitions/oic.core"},
{ "$ref'': "#/definitions/oic.wk.con" }
1.
"required”: ["ni]
3
example: |
"n*s“'Nuevo Nombre Amistoso',
"o/ "MyNewRegion™,
“In": [ { "language': "es", "value': "Nuevo Nombre Amistoso™ } ],
diI: “es™
¥
responses :
200:
body:
application/json:
schema: |
{
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.con-Update-

schema. json#",

© ISO/IEC 2018 -
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“description” : "Copyright (c) 2016 Open Connectivity Foundation, Inc. All rights
reserved.”,
“definitions”: {
"oic.wk.con": {
"type': "object",
"properties': {

"loc": {
"type": "array"”,
""description’: "Location information",
“items': {
“type': “number™

"minltems': 2,
"maxltems™: 2

}

"locn": {

"type': "string",

"maxLength': 64,

"description’: "Human Friendly Name for location"

T

e {

"type': "string”,
"maxLength': 64,
"description': "Currency"

T

"r: {

"type': "string",
"maxLength™: 64,
"description’: "Region”

T

“In": {

""type'': "array",
"items" :
{
""type'': "object",
“properties': {
"language": {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"descriptionlt "An RFC 5646 language tag."
}.
"“value": {
"type": "string",
"maxlLength': 64,
""description': "Device description in the indicated language.’
}
}
}
"minltems” : 1,
“description”: "Localized names"

B S
“dlt: {
“$ref’: "oic.types-schema.json#/definitions/language-tag",
"description': "Default Language"
T
H
3

ype': "object",

APY 1 Tat LN o

{ "$ref": "oic.core-schema.rw.json#/definitions/oic.core"},
{ "$ref": "#/definitions/oic.wk.con" }

}

1.
“required”: ["'n"]
¥
example: |
{
"n": "Nuevo Nombre Amistoso",
"r'': "MyNewRegion®,
“In": [ { "language": "es", "value': "Nuevo Nombre Amistoso" } 1],
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dit: "'es"

}

D.3.5 Property Definition

Property name Value type Mandatory Access mode Description
loc array: see Location
schema information
c string Currency
In array: see Localized names
schema
valug string Device
(In) description in the
indicated
language.
language multiple  types: Any RFC 5646
(In) see schema language tad.
locn string Human Frigndly
Name for
location
dl multiple  types: Default
see schema Language
r string Region
D.3.6 CRUDN behavior
Respurce Create Read Update Delete Notify
/lexample/DeviceConfigurationResURI get post

D.4 | Platform Configuration

D.4.1 Introduction

Resouyrce that allows for platform specificdinformation to be configured.
D.4.2 Example URI

/lexanple/PlatformConfigurationResURI

D.4.3 Resource Type

The resource type (rt) is defined as: oic.wk.con.p.

D.4.4 RAML Definitign

#%RAMY 0.8

title] OCF Platfogdf~Configuration
versign: v1-2016Q622
traitg:
- inferfaceNw :
queryRatrameters:
if:
enum: ["oic.if.rw'"]

- interface-all :
queryParameters:

if:
enum: [Toic.if.rw", "oic.if.baseline™]

/example/PlatformConfigurationResURI :

description: |
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Resource that allows for platform specific information to be configured.

get:

description: |
Retrieves the current platform configuration settings

is : ["interface-all"]
responses :
200:

hnrl\}/ -
application/json:

schema: |

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.con-p-
schemd. json#"",
"$schema': "http://json-schema.org/draft-04/schema#",
"description” : "Copyright (c) 2017 Open Connectivity Foundat#ony Inc. All rights
reserJed.",
“definitions'": {
"oic.wk.con.p": {
""type': "object”,
“properties: {
“mnpn**: {
""type'': "array",
"items" :

“type": “object",
"properties': {

"language': {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"description”: "An (REG 5646 language tag."
1.
“value™: {
"type': "stringl,
""maxLength®:%64,
“description’': "Platform description in the indicated languagg.""
}
}
}.
"minltems'-\~1,
"description”: "Platform names"
¥
¥
T
T,
type/: “object”,
"allOF:: [
{£.\"$ref’: "oic.core-schema.json#/definitions/oic.core"},
£ "$ref': "#/definitions/oic.wk.con.p” }
1
s
example: |
rtt: ["oic.wk.con.p"],
“mnpn": [ { "language': "en", "value": "My Friendly Device Name" } ]

post:

description: |
Update the information about the platform

is : ["interface-rw"]
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body:
application/json:
schema: |
{
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.con.p-Update-

schema. json#",
"$schema': "http://json-schema.org/draft-04/schema#",
"description” : "Copyright (c) 2017 Open Connectivity Foundation, Inc. All rights
reserved.",
“definitions": {
"oic.wk.con.p": {
“"type’: "object'
“properties”: {
“mnpn*: {
"type'': "array",
"items" :

{

"type': "object”,
"properties": {
"language™: {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"description”: "An RFC 5646 language tag."

“value™: {
"type': "string"”,
"maxLength™: 64,

“description”: "Platform description #T)the indicated language."
}
}
3
"minltems" :© 1,
"description': "Platform names"
}
}
¥
T
“"type'': “object”,
“allof": [
{ "$ref'': "oic.core-schema.rw:json#/definitions/oic.core"},

{ "$ref": "#/definitions/oic.wk.con.p™ }

"}equired": ['mnpn*]

}

example: |

{

n": "Nuevo nombre",
“mnpn*: [ A{\‘language': "es", "value'": "Nuevo nombre de Plataforma Amigable"™ } ]

rgsponses ;
200:

hodys
application/json:

Schema: |

{
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.con.p-Update-
schema. json#"",
“"$schema™: "http://json-schema.org/draft-04/schema#",
"description™ : "Copyright (c) 2017 Open Connectivity Foundation, Inc. All rights
reserved.",
“definitions": {
"oic.wk.con.p": {
"type': "object",
"properties": {
“mnpn*: {
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"type': "array",

“items" :
{
"type': "object”,
"properties': {
"language'": {
"$ref’: "oic.types-schema.json#/definitions/language-tag",
""description: "An RFC 5646 language tag."
T,
“value™: {
“"type': "string",
"maxLength': 64,
"description': "Platform description in the indicated language."
}
}
3
“"minltems™ : 1,
"description’: "Platform names"
}
}
¥
}
“"type": "object",
“allof": [
{ "$ref'": "oic.core-schema.rw.json#/definitions/oic.core"},
{ "$ref": "#/definitions/oic.wk.con.p” }
1.
“required”: ["mnpn"]
}
example: |
{
n": "Nuevo nombre",
“"mnpn": [ { "language': "es", "value''i»"Nuevo nombre de Plataforma Amigable"™ } ]

D.4.5 Property Definition

Property name Value type Mandatory Access mode Description
mnph array: see Platform names
schema
valug string Platform
(mnpn) description in the
indicated
language.
langpage multiple  types: An RFC 5646
(mnpn) see schema language tad.
D.4.6 CRUDN behavior
Respurce Create Read Update Delete Notify
/lexamplefPlatformConfigurationResURI get post
D.5 [ Device

D.5.1 Introduction

Known resource that is hosted by every Server. Allows for logical device specific information to be
discovered.

D.5.2 Wellknown URI

/oic/d

D.5.3 Resource Type

The resource type (rt) is defined as: oic.wk.d.

150

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

D.5.4 RAML Definition
#%RAML 0.8

title: OIC Root Device
version: v1-20160622

traits:
- interface :
queryParameters:
if:
enum: [“oic.if.r", "oic.if.baseline']
/oic/(:

desdription: |
Krjown resource that is hosted by every Server.
Allows for logical device specific information to be discovered.

is ["interface™]

dgscription: |
Retrieve the information about the Device

rdsponses :
200:

body:
application/json:

schema: |

“$schema': "http://json-schemas.orgZdraft-04/schema#™,
“description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rightg reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.d-
schemd. json#"",
"definitions'": {
"oic.wk.d": {
"type'': "object";
“properties’: {
“div: {
"$ref~ “olc.types-schema. json#/definitions/uuid",
"readOnly': true,
"description’: "Unique identifier for device (UUID)"
T,
eyt {
“type': "string",
"maxLength": 64,
"readOnly': true,

"description”: "The version of the OIC Server"
T,
dmv': {

"type': "string",

"maxLength': 256,

"readOnly': true

"description': "Spec versions of the Resource and Device Specifications to

which this device data model is implemented"

T,
“1d": {

"type'': "array",

"items" :

{

"type': "object”,
"properties': {
"language': {
"$ref'': "oic.types-schema.json#/definitions/language-tag",
"readOnly": true,
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"description”: "An RFC 5646 language tag."

T
“value: {
"type': “'string”,
"maxLength™: 64,
"readOnly": true,
""description’: "Device description in the indicated language."
}
}
}.
"minltems" :© 1,
"readOnly': true,
"description': "Localized Description.”
T
“sv''s {
"type': "string",
"maxLength™: 64,
"readOnly": true,
"description’: "Software version."
T
“dmn': {
""type'': "array",
"items" :
""type': "object",
"properties': {
"language': {
“"$ref'’: “oic.types-schema.json#/definitions/language-tag",
"readOnly": true,
"description: "An RFC 5646 language tag.'
1.
"value': {
""type': “'string”,
"maxLength": 64,
"readOnly": true,
"description’: "Manufacturer name in the indicated language."
}
}
}.
"minltems™ : 1,
"readOnly': true,
"description': _"Manufacturer Name."
T
"“dmno": {
"type': Mstring”,
"maxLength': 64,
"readOnly': true,
"description’: "Model number as designated by manufacturer."
3,
Ypipdt: {
"$ref'': "oic.types-schema.json#/definitions/uuid"”,
"readOnly": true,
"description': "Protocol independent unique identifier for device (UUID)
that is immutable.™
3
3
3
T
"fypn"' "nhjnr\f",
“allof'": [
{ "$ref": "oic.core-schema.json#/definitions/oic.core"},
{ "$ref": "#/definitions/oic.wk.d" }
1.
“required": [ "n", "di", "icv", "dmv', "piid" ]
¥
example: |
{
n': "Device 1",
rt't: [oic.wk.d"],
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"di":  "54919CA5-4101-4AE4-595B-353C51AA983C",
"icv'": "ocf.1.0.0",
“dmv'': "ocf.res.1.0.0, ocf.sh.1.0.0",
"piid": "6FOAAC04-2BB0-468D-B57C-16570A26AE48"
}
D.5.5 Property Definition
Property name Value type Mandatory Access mode Description
Id array: see Read Only Localized
schema Description.
valug bilillg Read uniy Device
(Id) descriptign irL the
indicated
language.
language multiple  types: Read Only An, ‘RFC %646
(Id) see schema language tagd.
piid multiple  types: | yes Read Only Protocol
see schema independent
unique identifier
for device (UJUID)
that is
immutable.
di multiple  types: | yes Read Only Unique identifier
see schema for device (UUID)
dmnp string Read Only Model number as
designated by
manufacturef.
sV string Read Only Software
version.
dmn array: see Read Only Manufacture
schema Name.
valug string Read Only Manufacture
(dmn) name in | the
indicated
language.
language multiple ~types: Read Only An RFC %646
(dmm) see schema language tad.
dmv string yes Read Only Spec versions of
the Resaurce
and Device
Specifications to
which this dgvice
data mode| is
implemented
icv string yes Read Only The version of
the OIC Server
D.5.6 CRUDN behavior
Resource Create Read Update Delete Notify
/oic/d get
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D.6 Maintenance

D.6.1 Introduction

The resource through which a Device is maintained and can be used for diagnostic purposes. fr
(Factory Reset) is a boolean. The value 0 means No action (Default), the value 1 means Start
Factory Reset After factory reset, this value shall be changed back to the default value rb (Reboot)
is a boolean. The value 0 means No action (Default), the value 1 means Start Reboot After Reboot,
this value shall be changed back to the default value

D.6.2 Wellknown URI
loic/mnt

D.6.3 Resource Type
The resource type (rt) is defined as: oic.wk.mnt.

D.6.4 RAML Definition
#%RAML 0.8

title] Maintenance
versign: v1-20160622

traitg:
- intgrface-rw :
dueryParameters:
if:
enum: [“oic.if.rw'", "oic.if.baseline']
- ingerface-all
dqueryParameters:
if:
enum: [“oic.if.rw", "oic.if.r", "oic.if.baselihe]

/oic/nnt:

desgription: |
THe resource through which a Device ig\maintained and can be used for diagnostic purposes.
fif (Factory Reset) is a boolean.

The value 0 means No action (Déadlt), the value 1 means Start Factory Reset

After factory reset, this valugfshall be changed back to the default value
(Reboot) is a boolean.

The value 0 means No act@foiw'(Default), the value 1 means Start Reboot

After Reboot, this value ,shedl be changed back to the default value

=

get

-
7

: [Tinterface-all*]

dgscription: [
Retrieve _tR{e~haintenance action status

rgsponses, -
200~

oouay -
application/json:

schema: |

"$schema': "http://json-schemas.org/draft-04/schema#",

"description”™ : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.mnt-

schema. json#",
"definitions'": {
“oic.wk.mnt: {
"type': "object”,
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"anyOf': [
{"required": ["fr']},
{"required”: ["rb"]}

1.
"properties’: {
"fro{
""type': "boolean",
"description’: "Factory Reset"
T
"rb": {
"type': "boolean”,
"description’: "Reboot Action"
1
3
3
T
“type'': "object",
“allof'": [
{ "$ref'': "oic.core-schema.json#/definitions/oic.core"},
{ "$ref': "#/definitions/oic.wk.mnt" }
1
3
example: |
{
g [Toic.wk.mnt™],
“fr': false,
"rb™: false
}
post:
ig - [“interface-rw"]
dgscription: |

reser

Set the maintenance action(s)

dy:

application/json:

schema: |

{

ed."”,

“"$schema™: "http://json=schemas.org/draft-04/schema#",
"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All 1

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.mnt-schema.jsd
“definitions": '§
"oic.wk.mptts {
“'"typel: “object”,
"anyOF:: [
{£\required”: ["fr'']},
{"required”: ["rb"]}

T
“properties”: {
“fro{
"type': "boolean",
""description’: "Factory Reset"
1
“rb: {
""type': "boolean",
"description’: "Reboot Action"
T
}
}
T,
"type'': "object",
"allof'": [
{ "$ref": "oic.core-schema.json#/definitions/oic.core"},
{ "$ref'': "#/definitions/oic.wk.mnt" }
]
1
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3
example: |
e false,
“rb™: false
3
responses :
200:
pody -
application/json:
schema: |
""$schema™: "http://json-schemas.org/draft-04/schema#",
"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rightg reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.-wk.mnt-
schemd. json#",
“definitions”: {
"oic.wk.mnt'": {
""type': "object”,
tanyOf: [
{"required": ["fr]},
{"required": ["rb"]}
1.
"properties": {
“fro{
"type': "boolean",
"description': "Factory Reset"
T
"rb": {
"type': "boolean”,
"description’: "Reboot,Action"
¥
3
T
1.
"type': "object",
“allof": [
{ "$ref'': "oic.core-schema.json#/definitions/oic.core"},
{ "$ref": "#/deFinitions/oic.wk.mnt" }
]
}
example: }
P ] o false,
b false
:
D.6.5 Property Definition
Property name Value type Mandatory Access mode Description
fr boolean yes Factory Reset
rb boolean yes Reboot Action
D.6.6 CRUDN behavior
Resource Create Read Update Delete Notify

/oic/mnt get post
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D.7

D.7.1

ISO/IEC

Platform

Introduction

Known resource that is defines the platform on which an Server is hosted
specific information to be discovered.

D.7.2
/oic/p
D.7.3

Wellknown URI

Resource Type

30118-1:2018(E)

. Allows for platform

Ther
D.7.4
H#URAML

title
versi

traitg:

- int
q

/oic/

desq
K

get
dd

g

rightg

schemg

bsource type (rt) is defined as: oic.wk.p.

RAML Definition
0.8

Platform
n: v1-20160622

erface :
ueryParameters:
if:

enum: [oic.if.r", "oic.if.baseline]

ription: |
own resource that is defines the platform on which @M Server is hosted.
lows for platform specific information to be disc@yeyed.

["interface™]

scription: |
Retrieve the information about the PLa&Form

sponses :
200:

body:
application/json:

schema: |

"$schema**: "http://json-schemas.org/draft-04/schema#",

reserved.";
oadv: http://www._openconnectivity.org/ocf-apis/core/schemas/o
_json#",
"definitions": {
"oic.wk.p": {
""type'': "object",

© ISO

"properties': {

"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All

ic.wk._p-

T
"$ref': "oic.types-schema.json#/definitions/uuid”,
"readOnly": true,

"description”: "Platform ldentifier as a UUID"
T
“mnmn*: {
"type': "string",
"readOnly": true,
"description': "Manufacturer Name",
"maxLength": 64
T

"’nml": {

/IEC 2018 - All rights reserved
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"type': "string”,
"readOnly": true,

"description’: "Manufacturer®s URL",
"maxLength": 256,
"format': "uri"

T,

"mnmo™: {

"type': "string”,

"maxLength: 64,

"readOnly": true,

"description’: "Model number as designated by manufacturer"
T
"mndt: {

"$ref’: "oic.types-schema.json#/definitions/date™,

"readOnly": true,

"description’: "Manufacturing Date."

T
"mnpv': {
"type': "string”,
"maxLength: 64,
"readOnly": true,
"description’: "Platform Version"
T
"mnos™: {
""type': "string",
""maxLength": 64,
"readOnly": true,
"description': "Platform Resident OS Versioen"

“"mnhw': {

"type': "string",

""maxLength™: 64,

"readOnly': true,

"description”: "Platform Hardware Version"
T
“mnfv: {

"type': "string”,

"maxLength™: 64,

"readOnly": true,

"description': "Mapufacturer®s firmware version"
¥,
"mnsl™: {

""type': "string”,

"readOnly's [true,

"description': "Manufacturer®s Support Information URL",

"maxLength': 256,

“format™: "uri"
¥,
nSrL Y

“"type': “string",

"readOnly": true,

"description': "Reference time for the device as defined in 1SO 8601, where
concatenation of~fdate” and "time" with the "T" as a delimiter between "date” and "time".",
“format': "date-time"

T,

“vid': {
“type'': "string”,
"maxLength': 64,
"rnnrlﬂnly"' true,
"description': "Manufacturer®s defined string for the platform. The string

is freeform and up to the manufacturer on what text to populate it"
}

¥

}

ype': "object",

“allof": [

{ "$ref": "oic.core-schema.json#/definitions/oic.core"},
{ "$ref: "#/definitions/oic.wk.p” }

}

1

’equired": [ "pi”, "mnmn™ ]
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}
example: |
{
tpit: ""54919CA5-4101-4AE4-595B-353C51AA983C™,
ret: [oic.wk.p"],
"mnmn*: "Acme, Inc"
}

D.7.5 Property Definition

Progerty name value type Mandatory ACCEeSS mode Descripuon

mnf string Read Only Manufacturel's
firmwareyersion

vid string Read Only Manufacture['s

defined string for
the platform.[The
string is freeform
and up to]| the
manufacturef on
what text| to

populate it

mnmn string yes Read-Only Manufacture
Name

mnmo string Read Only Model number as
designated by
manufacture

mnml string Read Only Manufacturef's
URL

mnop string Read Only Platform
Resident oS
Version

mndf multiple  types: Read Only Manufacturing

see schema Date.
st string Read Only Reference [time

for the devicle as
defined in [ISO

8601, where
concatenatiojn of
‘date’ and 'time’
with the 'T' gs a
delimiter
between ‘flate’
and 'time'".
mns string Read Only Manufacturef's
Support
Information WRL
mnpv string Read Only Platform Version
pi multiple  types: | yes Read Only Platform
see schema Identifier as a
UuiD
mnhw string Read Only Platform
Hardware
Version
159
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D.7.6 CRUDN behavior

Resource Create Read Update Delete Notify
/oic/p get
D.8 Ping

D.8.1 Introduction

The resource using which an Client keeps its Connection with an Server active.
D.8.2 Wellknown URI

/oic/pjng

D.8.3 Resource Type
The resource type (rt) is defined as: oic.wk.ping.
D.8.4 RAML Definition

#%RAMY 0.8
title] Ping
versigqn: v1-20160622
traitg:
- ingerface :
dueryParameters:
if:
enum: [Toic.if.rw", "oic.if._baseline™]

/oic/ping:

desgription: |
THe resource using which an Client keeps its gpnhection with an Server active.

is [“interface™]
get

dgscription: |
Retrieve the ping information

rdsponses :
200:

body:
application/jéol?

schema: |

{
“$Schema': "http://json-schemas.org/draft-04/schema#™,
Fdescription” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rightg resefved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.ping-
schemd.json#"",

“"definitions”: {
"oic.wk.ping": {
""type': "object”,
"properties': {
"int: {
“type': "integer",
“readOnly": false,
"description: "Indicates the interval for which connection shall be kept

alive”
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“type'': "object",

“"allof": [
{ "$ref"': "oic.core-schema.json#/definitions/oic.core"},
{ "$ref": "#/definitions/oic.wk._ping"}
1.
“required": [
“in"
1
T
example: |
{
“rt": ["oic.wk.ping"],
"n": "Ping Information"”,
‘in": 16
¥

post:

dgscription: |
Update or reset the alive interval

bqdy :
application/json:
schema: |
{ ]
"$schema': "http://json-schemas.org/draft-04/schema#,
"description” : "Copyright (c) 2016, 2017 Open Lonnéctivity Foundation, Inc. All rlights
reserJed.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.ping-schema.jdon#",

"“definitions'": {
"oic.wk.ping”: {
"type': "object",
“properties”: {
"in": {
“"type': “integer",
"readOnly": false,

"description”: "Indicates the interval for which connection shall be kept
alive'
3
b
b
3, )
“type'': "object",
“allof": [
{ "$ref'': "@ic.core-schema.json#/definitions/oic.core"},
{ "$ref:("#/definitions/oic.wk.ping"}
1.
“"requiredI [
“ind
]
¥
Example: |
£
*in": 16
b
responses :
203:

description: |
Successfully updated & restarted alive interval timer.

body:
application/json:
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schema: |

“$schema': "http://json-schemas.org/draft-04/schema#",
"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.ping-
schema. json#",
“definitions”: {
“oic.wk.ping”: {
""type'': "object",
"properties': {
"in": {
"Lypc" - ";HLUQCI Hs
"readOnly": false,
"description: "Indicates the interval for which connection shall be Kept

alive'
h
¥
3

ype'': "object"”,

“allof": [

{ "$ref": "oic.core-schema.json#/definitions/oic.core"};
{ "$ref": "#/definitions/oic.wk.ping"}

}

1.

“required": [
i

1

}

example: |

{
*in": 16
¥

D.8.5 Property Definition

Property name Value type Mandatory Access mode Description
in integer Read Write Indicates the
interval for which
connection phall
be kept alive

D.8.6 CRUDN behavior

Respurce Create Read Update Delete Notify
/oic/ping get post

D.9 | Discovenable Resources Baseline Interface

D.9.1 Intreduction
Baseling representation of /oic/res; list of discoverable resources
D.9.2 Wetlcrewn-URd

/oic/res

D.9.3 Resource Type
The resource type (rt) is defined as: oic.wk.res.

D.9.4 RAML Definition
#%RAML 0.8

162
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traits:
- interface-11
gueryParameters:
if:
enum: [Toic.if.11"]

- interface-baseline :
queryParameters:
if:
enum: [“oic.if.baseline']

/oic-ifes-BaselinelnterfaceURI:

desgription: |
Bdseline representation of /oic/res; list of discoverable resources

is [ interface-baseline”]
get

dgscription: |
Retrieve the discoverable resource set, baseline interface

rgsponses :
200:

body:
application/json:

schema: |

“"$schema': "http://json-schema.org/draft~v4/schema#",

“description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rightg reserved.",
"id": "http://www.openconnectivitysorg/ocf-apis/core/schemas/oic.wk.res-

schemd. json#",
“definitions": {
"oic.res-baseline™: {
"type': "object",
"properties": {
“rtt: {
""type'': "array',
"items"” 2 {
"typett - “'string”,
"'maxLength": 64
-
“minltems” : 1,
"readOnly': true,
"description': "Resource Type"
¥
ifr {
"type': "array',
"items": {
"type"
“enum"
3
"minltems'™: 1 -
"readOnly': true,
"description': "The interface set supported by this resource"
T
n":
"type': "string",
"maxLength': 64,
"readOnly': true,

"string",
[‘oic.if.baseline”, "oic.if.11"]

“description”: "Human friendly name"
T,
“mpro": {
"readOnly": true,
"description': "Supported messaging protocols",
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"type': "string”,
"maxLength": 64

T,
"links": {
"type'': "array",
“items': {
"$ref’: "oic.oic-link-schema.json#/definitions/oic.oic-link"
3
}
3.
“required": [“rt", "if", "links"]
3
1.
"description”: "The list of resources expressed as OIC links",
"type': "array",
“items": {
"$ref'': "#/definitions/oic.res-baseline”
¥
3
example: |
L
{

“rt": [“oic.wk.res"],
“if"': [Toic.if.baseline”, "oic.if.l11" ],
"links":
L
{
“href: "/humidity"”,
ret: [“oic.r_humidity"],
tifr [Foic.if.s"],
"p': {'bm": 3},
“eps': [
{"ep": "coaps://[fe80::bld6:1111", *pri™: 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep'": "coap+tcp://[2001:db8:a::123]:2222", "pri': 3}
1
3.
{
“href": "/temperature“,
trett [‘oic.r_temperature™],
tifr [Foic.¥if:s"],
pt: {"bm*{. 3},
"eps": [
{"ep:,*coaps://[[2001:db8:a: :123]:2222"}

D.9.5 Property Definition

Property_name Value type Mandatory Access mode Description
rt array: see | yes Read Only Resource Type
schema
n string Read Only Human friendly
name
links array: see | yes
schema
mpro string Read Only Supported
messaging
protocols
if array: see | yes Read Only The interface set
schema supported by this
resource
164
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D.9.6 CRUDN behavior

Resource Create Read Update Delete Notify

loic/res get

D.10 Discoverable Resources Link List interface

D.10.1 Introduction

Link list representation of /oic/res; list of discoverable resources
D.10.2___Wellknown URI

loic/res

D.10.B Resource Type
The resource type (rt) is defined as: oic.wk.res.

D.10.4 RAML Definition
#%RAML 0.8

title] Discoverable Resources
versigqn: v1-20160622

traitg:
- ing§erface-11
queryParameters:

if:
enum: [“oic.if.11'"]

- ingerface-baseline :
dueryParameters:

if:
enum: ["oic.if.baseline']

/oic-fes-11InterfaceURI:

desdription: |
Li{nk list representation of /oic/ress\list of discoverable resources

is ["interface-11"]

dgscription: |
Retrieve the discovefable resource set, link list interface

rgsponses :
200:
body:
applNication/json:
sSchema: |

“Sschema' - "hf'rr\ - Ilj son-schema nrg/d raft-v4/schema#™

"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.wk.res-schema-
11_json#",

"description”: "The list of resources expressed as OCF links without di",

"definitions'": {
“oic.res-11": {

"$ref': "oic.oic-link-schema.json#/definitions/oic.oic-link"
3
¥,
"type': "array",
"items”: {
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$ref'': "#/definitions/oic.res-11"

}
¥
example: |
L
{
“href": "/humidity",
rt' ["oic.r_humidity"],
“if':  [oic.if.s"],
pt: {"bm": 3},
“eps”: [
{"'ep": "coaps://[fe80::b1d6]:1111", "pri*: 2},
{"ep": "coaps://[fe80::b1ld6]:1122"},
{"ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri': 3}
1
3.
{
"href": "/temperature",
rt't: [‘'oic.r.temperature'],
"if':  [oic.if.s"],
p't: {"bm"™: 3},
“eps': [
{""'ep": "coaps://[[2001:db8:a::123]:2222"}
1
}
1
D.10.p Property Definition
Property name Value type Mandatory Access mode Description
rt array: see | yes Resource Type
schema
di multiple  types: Unique identifier
see schema for device (UUID)
title string A title for thg link
relation. Cap be
used by the Ul to
provide a context
eps array: see the Endpoint
schema information of
the target
Resource
pri integer The priority
(eps| among multiple
Endpoints as
specified in
10.2.3
ep string URI with
(eps| Transport
Protocol Suifes +
Endpoint Locator
as specified in
10.2.1
ins multiple  types: The instance
see schema identifier for this
web link in an
array of web links
- used in
collections
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p object: see Specifies the
schema framework
policies on the
Resource
referenced by
the target URI
bm integer yes Specifies the
(9)] framework
policies on the
Resource
referenced by
the target\URI for
e.g. (ohservable
andndiscovernable
href string yes This is the target
URI, it can be
specified ap a
Relative
Reference or
fully-qualified
URI. Relative
Reference
should be used
along with the di
parameter to
make it uniglie.
rel multiple  types: The relation of
see schema the target [URI
referenced by
the link to| the
context URI
type array: see A hint at| the
schema representatign of
the resolurce
referenced by
the target URI.
This repregents
the media types
that are used for
both  accepting
and emitting
anchor string This is usefl to
override the
context URI|e.g.
override the|URI
of the containing
collection
if array: see | yes The interface set
schema supported by this
resource
D.10.6 CRUDN behavior
Resource Create Read Update Delete Notify
loic/res get

© ISO/IEC 2018 - All rights reserved

167



https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

D.10.7 Referenced JSON schemas
D.10.8 oic.oic-link-schema.json

“"$schema™: *"‘http://json-schema.org/draft-04/schema#",

"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All rights
reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.oic-link-schema.json#",

"definitions": {
"oic.oic-link": {
"type': "object",
"properties': {
et - 1
"type': "string",
"maxLength': 256,
“description”: "This is the target URI, it can be specified as a Relative Reference
fullyqqualified URI. Relative Reference should be used along with the di parameter tqQ maKe it
uniqug.',

T,
"rel": {
"oneOf": [

“format": "uri

""type': "array",
"items": {
"type': "string",
"maxLength': 64
.
"minltems": 1,
"default": ["hosts']

3.
{

"type": "string",
"maxLength': 64,
"default'": "hosts"
3
1.

“description': "The relation of the target URI referenced by the link to the context U

T,
“revr {
"type': "array",
“items" - {
“type" : "'string",
"maxLength: 64
1,
"minltems" : 1,
"description': "Resaqurce Type"
T,
i {
"type': "arfay"’,
"items": §
"typety*: "string",
“enum™ : [Toic.if.baseline”, "oic.if. 11", "oic.if.b", "oic.if.rw", "oic.if.r",
oic.i{f.a", "aicrif.s" ]

“minltems": 1,
"description’: "The interface set supported by this resource"

R1"

3

Tai
"$ref'': "oic.types-schema.json#/definitions/uuid",
"description”: "Unique identifier for device (UUID)"

"description': "Specifies the framework policies on the Resource referenced by the target

URI™,
“type': "object",
“properties': {
“bm": {

"description': "Specifies the framework policies on the Resource referenced by the

target URI for e.g. observable and discoverable",
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“type': "integer"

}

“required" : ["bm']
T,
“title: {
"type': "string",
"maxLength': 64,

"description”: "A title for the link relation. Can be used by the Ul to provide a
context™
}.
"anchor": {
"type': ''string",
"maxLength': 256,
"description': "This is used to override the context URl e.g. override the URI of ithe
containing collection”,
"format": "uri"
3.
"ins'": {
"oneOf": [
“type'': "integer",
"description: "An ordinal number that is not repeated - must bé unique in the
collegtion context™”
3.
{ ]
"type': "'string”,
“"maxLength": 256,
“format" : "uri",
"description': "Any unique string including a URAEY
3.
{
"$ref'': "oic.types-schema.json#/definitions/uuid",
“description”: "Unique identifier (UUID)."
}
1.
"description: "The instance identifier/for this web link in an array of web links - used
in collections”
1.
"type": {
type': "array',
"description”: "A hint at the representation of the resource referenced by the targgt
URI. This represents the media types “that are used for both accepting and emitting",
"items"” : {
"type': "string",
“"maxLength™: 64
}
“"minltems": 1,
"default": "appkication/cbor"
}.
"eps': {
“type': ‘array’,
"description': "the Endpoint information of the target Resource",
“items™: {
"‘type': "object",
Uproperties': {
“ep: { i
"type': "string",
format'': "||ri",
"description”: "URI with Transport Protocol Suites + Endpoint Locator as specified
in 10.2.1"
}.
“priv: {
"type': "integer",
“minimum": 1,
"description: "The priority among multiple Endpoints as specified in 10.2.3"
}
¥
}
}
3.
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© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

ISO/IEC 30118-1:2018(E)

}
}

“required": [ "href", "rt", "if" ]

’ype": “object",

“allof': [

{
1
}

D.11

D.11.

Toplg
oic.w

D.11.
/Scen
D.11.
Ther

D.11.
HHRAML

title
versi

traitg:

- int
q

/Sceng

des
Tq
T
T

get
dd

g

“$ref": "#/definitions/oic.oic-link™ }

Scenes (Top level)

Introduction

.scenecollection resource types.

P Example URI

eListResURI

B Resource Type

bsource type (rt) is defined as: oic.wk.scenelist.
1 RAML Definition

0.8

Scene
n: v1-20160622

erface :
ueryParameters:

if:
enum: [“oic.if.a”, "oic.if.l1l", "oic.if_baseline"]

ListResURI:
ription: |
plevel Scene resource.

is resource is a generic collec{yon resource.
e rts value shall contain oidywk.scenecollection resource types.

scription: |
Provides the currgmi\ltist of web links pointing to scenes

sponses :
200:

body =
apRcation/json:

schema: |

s

vel Scene resource. This resource is a generic collection resource. The rts value shall. cpntain

C

"$schema™: "http://json-schema.org/draft-04/schema#",
"description” : "Copyright (c) 2016 Open Connectivity Foundation,

reserved.",

Inc. All rights

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.collection-

schema. json#",

"title": "Collection"”,
“definitions": {
"oic.collection.setoflinks": {

"description”: "A set (array) of simple or individual OIC Links. In
addition to properties required for an OIC Link, the identifier for that link in this set is also
required",

“type”: “array”,
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“items': {
"$ref'': "oic.oic-link-schema.json#/definitions/oic.oic-link"
3

"oic.collection.alllinks": {
"description™: "All forms of links in a collection”,
"oneOf"": [

“$ref': "#/definitions/oic.collection.setoflinks"

}
1

ic.collection’: {

}

“type': “object”,
“description': "A collection is a set (array) of tagged-link or et
(array) of simple links along with additional properties to describe the collection itsedf’;
"properties': {
“id": {
"anyOf': [
{ ]
"type': "integer",
"description: "A number that is unidque to that
collegtion; like an ordinal number that is not repeated"
3
{ ]
""type': "string",
"description: "A unique_string that could be a hash or
similgrly unique"
1.
{
“$ref'': "oic.typesrschema.json#/definitions/uuid”,
"description': /"Ayunique string that could be a uulQv4"
}
1.
“description: "D “for the collection. Can be an value that [is
uniqug to the use context or a UUIDv4"
}.
“div: {
“$ref'’: “oic.types-schema.json#/definitions/uuid”,
"descripgion”: "The device ID which is an UUIDv4 string; usgd for
backwgrd compatibility with Spec A definition of /oic/res"
T
rest:
“$ref'': "oic.core-
schemd. json#/definitions/oic.core/properties/rt",
""description': "Defines the list of allowable resource typeg (for
Targe® and anchors) in links  ineluded in the collection; new links being created can only be fjrom
this list” .
“drel™: {
“type'': "'string",
"description’: "When specified this is the default relationghip
to usg when an OIC Lkink does not specify an explicit relationship with *rel* parameter"
“links": {
"$ref'': "#/definitions/oic.collection.alllinks"
}
}
3
3~
"type'': "object",
"allof": [
{"$ref": "oic.core-schema.json#/definitions/oic.core'"},
{"$ref": "#/definitions/oic.collection"}
1
3
example: |
{
trett: [‘'oic.wk.scenelist],
n': "list of scene Collections",
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"rts': [‘'oic.wk.scenecollection™],
"links": [
1

}

D.11.5 Property Definition

Property name Value type Mandatory Access mode Description

drel string When specified
this is the default
relationship  to
use when an]OIC
Link does)| not
specify an
explicit
relationship [with
trel* parameter

links multiple  types:
see schema

id multiple  types: ID for the
see schema collection. |Can
be an value|that
is unique to| the
use context |or a
uuiDv4
rts multiple  types: Defines the l{st of
see schema allowable
resource types
(for Target [and
anchors) in |inks
included in| the
collection; [new
links being
created can |only
be from this |ist
di multiple  types: The device| ID
see schema which is | an
UulDv4  string;
used for
backward
compatibility|with
Spec A definition
of /oic/res

D.11.p CRUDN behavior

Respurce Create Read Update Delete Notify
/ScenelistResURI get

D.12 Scene Collections

D.12.1 Introduction

Collection that models a set of Scenes. This resource is a generic collection resource with
additional parameters. The rts value shall contain oic.scenemember resource types. The additional
parameters are lastScene, this is the scene value last set by any OCF Client sceneValues, this
is the list of available scenes lastScene shall be listed in sceneValues.
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D.12.2 Example URI

/SceneCollectionResURI

D.12.3 Resource Type

The resource type (rt) is defined as: oic.wk.scenecollection.

D.12.4 RAML Definition
#%RAML 0.8

title: Scene
version: v1-20160622

traitg:
- ingerface :
queryParameters:
if:
enum: [Toic.if.a", "oic.if. 11", "oic.if.baseline']

/ScengCollectionResURI :

desgription: |
Cqllection that models a set of Scenes.
THis resource is a generic collection resource with additional paKajeters.
THe rts value shall contain oic.scenemember resource types.
THe additional parameters are
lastScene, this is the scene value last set by any OCF Cliex&
sceneValues, this is the list of available scenes
lastScene shall be listed in sceneValues.

get

dgscription: |
Provides the current list of web links pointPQ}/to scenes

rgsponses :
200:

body:
application/json:

schema: |

“"$schema™: "http://json-schema.org/draft-04/schema#",

“description” - "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rightg reserved.",

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.sceneCollectijon-
schemd. json#",

“title* : "Scene Collection",

"defilnitions': {
Zoic.sceneCollection”: {
""type'': "object",
"properties': {
"lastScene': {
"type": "string",
"description': "Last selected Scene, shall be part of sceneValues"

"sceneValues': {
"type': "string",
“readOnly": true,

"description’: "All available scene values"
O

“type'': "'string",

"description”: "Used to name the Scene collection”
vides

""type': "string",
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“description” : "A unique string that could be a hash or
similarly unique”

T
"rts': {
"$ref'': "oic.core-schema.json#/definitions/oic.core/properties/rt”,
"description: "Defines the list of allowable resource types in links
included in the collection; new links being created can only be from this list"

}.
"links": {
"type'': "array",
"description’: "Array of OIC web links that are reference from this
collection",
“items” - {
“allof': [
{ "$ref": "oic.oic-link-schema.json#/definitions/oic.oic-link'} },
{ "required” : [ "ins" ] }
]
¥

3
}-
"required": [ "lastScene","sceneValues", " rts","id" ]
3

}

"type': "object",

“allof" : [
{ "$ref'': "oic.core-schema.json#/definitions/oic.core™ },
{ "$ref": "#/definitions/oic.sceneCollection” }

1
}

example: |

{

"lastScene': "off",
"'sceneValues': "off,Reading,TVWatching",
rt't: ["oic.wk.scenecolleection],
n': "My Scenes for my\living room",
id": "'0685B960-736F-46F7-BECO-9E6CBD671ADC1"",
rts': [oic.wk.scepemember'],
"links": [
1

post:

dgscription: |
Provides the action_f§ c¢hange the last set scene selection.
Calling this methge\\gPhall update all scene members to the prescribed membervalue.
When this methog~%s/called with the same value as the current lastScene value
then all scene kgibers shall be updated.

bqdy:
applicatiiop/json:
schema: |
"$schema'™: "http:-//json-schema.org/draft-04/schema#'
"description”™ : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All rights
reserved.",
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.sceneCollection-
schema. json#",
"title" : "Scene Collection,

“definitions": {
"oic.sceneCollection”: {
"type': "object",
“properties”: {
"lastScene': {
"type': "string",
"description”: "Last selected Scene, shall be part of sceneValues"
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""sceneValues': {
""type': "string",
“readOnly": true,

"description’: "All available scene values”
T
"n": {
"type': “'string”,
"description”: "Used to name the Scene collection”
}-
“idT: {
"type': "string”,
"description’ : "A unigque string that could be a hash or
similgrly unique™
"rts': {
"“$ref’: "oic.core-schema.json#/definitions/oic.core/properties/rt"{
"description': "Defines the list of allowable resource types in Nnks incliuded
in thg collection; new links being created can only be from this list"
T
“links": {
"type'': “array",
"description”: "Array of OIC web links that are reference)from this
collegtion”,
"items" - {
“allof"': [
{ "$ref': "oic.oic-link-schema.json#/definitions/oic.oic-link" },
{ "required"” : [ "ins" ] }
1
}
¥
T
“required”: [ "lastScene" ]
}
3.
"type'': "object",
"allof" : [
{ "$ref': "oic.core-schema.json#/definitions/oic.core™ },
{ "$ref': "#/definitions/oicssceneCollection” }
]
}
example: |
"lastScene': "Reading"
}
rgsponses :
200:

descripfnom: |
Indicages that the value is changed.
The=shanged properties are provided in the response.

Body :

appHication/Json:

schema: |

"$schema': "http://json-schema.org/draft-04/schema#",

"description”™ : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",

"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.sceneCollection-
schema. json#",

"title" : "Scene Collection™,

“definitions": {
"oic.sceneCollection”: {
“"type': "object”,
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“properties': {
"lastScene": {
type': "'string”,
"description’: "Last selected Scene, shall be part of sceneValues"

}

ceneValues™: {
""type': "string",
"readOnly': true,

"description: "All available scene values"
T
"n": {
""type': “'string",
"description': "Used to name the Scene collection'
7
“idT: {
“type': "string",
"description™ : "A unique string that could be afhash on
similgrly unique”
X
"rts': {
"$ref’: "oic.core-schema.json#/definitions/oic.core/properties/rt”,
"description': "Defines the list of allowable resource ‘types in links
included in the collection; new links being created can only be from this list"
T
"links": {
“type": "array",
"description”: "Array of OIC web links that(are reference from this
collegtion"”,
“items” : {
“"allOof": [
{ "$ref": "oic.oic-link-schema.gson#/definitions/oic.oic-link™ },
{ "required” : [ "ins" ] }
]
¥
3
¥,
"required": [ "lastScene" ]
b
3,
""type'': "object",
“allof" - [
{ "$ref": "oic.core<schema.json#/definitions/oic.core" },
{ "$ref": "#/definitions/oic.sceneCollection” }
1
3
example: |
"lastScene': ""Reading”
¥
D.12.p Property Definition
Property name Value type Mandatory Access mode Description
last$cene string yes Last selgcted
Sctene, sihall be
part of
sceneValues
links array: see Array of OIC web
schema links that are
reference  from
this collection
sceneValues string yes Read Only All available
scene values
176
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string

Used to name
the Scene
collection

rts

multiple
see schema

types:

yes

Defines the list of
allowable

resource types in
links included in
the collection;
new links being
created can only

be from this |ist

string

yes

A unique. “sftring
that eould he a
hash’ of sim{larly
unigue

D.12.p

CRUDN behavior

Respurce

Create

Read

Update

Delete Notify

/ScelneCollectionResURI

get

post

D.13

D.13.1L

Scene Member

Introduction

Collegtion that models a scene member.

D.13.p

Example URI

/SceneMemberResURI

D.13.B

Resource Type

The resource type (rt) is defined as: oic.wk.séenemember.

D.13.4

#%RAML

title
versig

traitg:

- int
q

/Scend

des
Cqg

get

RAML Definition
0.8

Scene
n: v1-20160622

erface :
ueryParameters:

if:

enum: [Toic.pfF¥a’, "oic.if. 11", "oic.if.baseline"]

MemberResURA=

riptiQis

Ileckidpn that models a scene member.

de

scription: |
Provides the scene member

responses :

200:

body :
application/json:

schema: |
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"$schema': "http://json-schema.org/draft-04/schema#",

rights reserved.",

schema. json#",

"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.sceneMember-
"title" : "Scene Member',

“definitions": {
""oic.sceneMember™: {
""type': “object”,
“properties': {

UUIDV4

"n": {
"type': "'string”,
"description”: "Used to name the Scene collection”
3.
“idT: {
"type': "string",
"description’: "Can be an value that is unique to the use context or 3
T
"'SceneMappings™ : {
""type'': "array",
"description': "array of mappings per scene, can be 1",
"items': {

""type': "object",
"properties': {

"scene'": {
""type': "string",
"description’: "Specifies a scepne‘walue that will acted upon*

"memberProperty': {
""type': ‘''string",
"readOnly": true,
"description™: "property~name that will be mapped”

’"memberValue": {
"type'': ''string',
"readonly": true,

"“descriptionlt "value of the Member Property"
}
T
"required”: [""scene", "memberProperty', "memberValue" ]
3
3.
"link": £
"type' ~"'string”,
"description”: "web link that points at a resource",
“$ref': "oic.oic-link-schema.json#/definitions/oic.oic-link"
>
trequired”: [ "link" ]
>
¥
"type': "object",
“allof” - [
{ "$ref'': "oic.core-schema.json#/definitions/oic.core” },
{ "Srefr- ""#/definitions/Zoic.scenelMember' }
]
3
example: |
{

"rt": ["oic.wk.scenemember'],
"id": ""0685B960-FFFF-46F7-BEC0-9E6234671ADC1",
n": "my binary switch (for light bulb) mappings",

“link": {
“href: "binarySwitch",
rt't: [oic.r.switch.binary'],
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i [‘oic.if.a", "oic.if._baseline"],
“eps": [
{"ep": "coap://[fe80::b1ld6]:1111", "pri': 2},
{""ep": "coaps://[fe80::b1d6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", *"pri': 3}
1
T,
"'sceneMappings': [
"'scene': "off",
"memberProperty": ‘*value",
"memberValue': true
1.
{
"'scene'': “"Reading",
"memberProperty”: ‘value",
"memberValue': false
3.
{
"'scene': "TVWatching",
"memberProperty': "value",
"memberValue': true
}
1
¥
D.13.p Property Definition
Property name Value type Mandatory Access mode Description
ScefieMappings array: see array of
schema mappings per
scene, can be 1
menberValue string yes Read Only value of | the
(ScgneMappings) Member Property
memberProperty | string yes Read Only property name
(ScgneMappings) that  will be
mapped
scerle string yes Specifies a
(ScgneMappings) scene value|that
will acted uppn
link string yes web link |that
points at a
resource
id string Can be an Value
that is unigye to
the use context
or a UUIiDv4
n string Used to name
the Sg¢ene
collection
D.13.p \"CRUDN behavior
Resource Create Read Update Delete Notify
/SceneMemberResURI get

D.14 Resource directory resource

D.14.1

Resource to be exposed by any Device that can act as a Resource Directory. 1) Provides selector
criteria (e.qg., integer) with GET request 2) Publish or Update a Link in /oic/res with POST request
3) Delete a Link in /oic/res with DELETE request

Introduction
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D.14.2 Wellknown URI

/oic/rd

D.14.3 Resource Type

The resource type (rt) is defined as: oic.wk.rd.

D.14.4 RAML Definition
#%RAML 0.8

title: Resource Directory
version: v1-20160622

traitg

- rddelete-di : h:?)
dJueryParameters: <:>
di: ;]/

description: This is used to determine which set of links to operata on. égééﬁ
autherjtication to ensure that there is no spoofing). If instance is ommitted the entire g
links |[from this device ID is deleted h\
Example: DELETE /oic/rd?di="0685B960-736F-46F7-BECO-9E6CBD671ADC1"" (gS)

- rddelete-ins : (:)
dueryParameters: \Q/
ins: (:S\
description: Instance of the link to delete \éﬁa
Value |of parameter is a string where instance to be deleted ar% C

et of

a separated

Example: DELETE /oic/rd?di="0685B960-736F-46F7-BECO-9E6CBD671 " ins="20"

dueryParameters:

- rddetinterface : QQQ
A

if:
enum: [“"oic.if.baseline"] *Q:>
description: Interface is optional sincdzyhere is only one interface supported for the
Resounce Type \‘g\

Both for RD selectin and for publish. *Sé
Example: GET /oic/rd?if=oic.if.baseline Qb

3

- rdfostinterface :
dueryParameters: \{\\O
re: ‘\C)

enum: ["oic.wk.rdpub"
description: Used in T request to ask the RD to add the Links in payload to /oic/rfes.
Example: POST /oic/rd?rt=oig¢.wk.rdpub

/oic/qd: §§§’
desdription: Q
Rgsource

e exposed by any Device that can act as a Resource Directory.
selector criteria (e.g., integer) with GET request

21 P or Update a Link in /oic/res with POST request

3 @te a Link In /oic/res with DELETE request

get:
description: |
Get the attributes of the Resource Directory for selection purposes.
is : ["rdgetinterface™]
responses :
200:

description: |
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Respond with the selector criteria - either the set of attributes or the bias factor
body :
application/json:

schema: |

""$schema™: "http://json-schema.org/draft-04/schema#",

"description” : "Copyright (c) 2016, 2017 Open Connectivity Foundation, Inc. All
rights reserved.",
“id": "http://www._openconnectivity.org/ocf-apis/core/schemas/oic.rd.selection-
schema. json#",
cIere - RD SerfeCuron ,

“definitions": {
"oic.rd.attributes”: {
"type': "object”,
"oneOf"": [

“properties': {
“sel": {
"type': "integer",
"minimum': O,
"maximum™: 100,
"description”: "A bias factor calculated by/the’ Resource directory] -
the vglue is in the range of 0 to 100 - O implies that RD is not to be\selected. Client choosdgs RD
with Highest bias factor or randomly between RDs that have same bias factor™
}
3.
“required": [“sel']

3.
{

"properties": {
"sel'": {
"description: "Selection:criteria that a device wanting to publigh to
any RI} can use to choose this Resource Directory over.others that are discovered",
"type': "object”,
"properties’: {
“pwrt: {
“type': “'string”,
"enum': [ Mac", "batt'”, '"safe" ],
"description”: "A hint about how the RD is powered. If AC then this
is sthonger than battery powered. If.source is reliable (safe) then appropriate mechanism for
managiing power failure exists"

T,
“conn'': {
“type': "string",
“enum: [ "wrd", "wrls" ],
"description”: "A hint about the networking connectivity of the RD.
*wrd* |[if wired connected and *wrls* if wireless connected."
3.
“bw': {
"type': "string",
"description”: "Qualitative bandwidth of the connection”,
“"enum': [ "high™, "low", "lossy" ]
T,
"mfrs
""type': "integer",
""description’: "Memory factor - Ratio of available memory to total
memory expressed as a percentage"
3,
“load": {
"type'': “array",
"items": {
""type': "number"

"minltems": 3,

"maxltems': 3,

"description’: "Current load capacity of the RD. Expressed as a
load factor 3-tuple (upto two decimal points each). Load factor is based on request processed in a
1 minute, 5 minute window and 15 minute window"
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post:

dd

disco

withoy

among

}
H
be
"required”: ["sel']
¥
1
3
T,
"type': "object",
“allof": [
{ "$ref"": "oic.core-schema.json#/definitions/oic.core" },
{ "$ref'’: "#/definitions/oic.rd.attributes"” }
1
3
example: |

“rt: [foic.wk.rd"],
“if": ["oic.if.baseline"],
"sel": 50

¥

scription: |

Appropriates parts of the information, i.e., Links of thepublished Resources will be
ered through /oic/res.

1) When a Device first publishes a Link, the request Qayload to RD may include the Linkd
t "ins" Parameter.

all the Links it advertises

2) Upon granting the request, the RD assigns a unqqu¥ instance value identifying the Link

Publish the resource information for the first time or Updq®€)the existing one in /oic/res.

and sends back the instance value in "ins'¢ParFameter in the Link to the publishing Dgvice.

3) When later the publishing Device updates_the existing Link, i.e., changing its Endpoint
infornation,
the request payload to RD needs to in&Nde the instance value in "ins" Parameter to
identify the Link to update.
i : [“rdpostinterface™]
bqdy:
application/json:
schema: |
“"$schema': "http://json-schema.org/draft-04/schema#",
"description™i\"Copyright (c) 2016,2017 Open Connectivity Foundation, Inc. All rights
reserJed.",
"i1d": “htepi//www.openconnectivity.org/ocf-apis/core/schemas/oic.rd.publish-
schemd. json#"",
"titlel: "RD Publish & Update",
“déefinitions”: {
coic.rd.publish™: {
"description’: "Publishes resources as OIC Links into the resource directory",
"properties': {
“div: {
$TeT - olC.Lypes-schema. jsongZderinitions7uuid .,
"description”: "A unique identifier for the publishing Device, i.e., its device
1D
}.
“links": {
"$ref: "oic.collection-schema.json#/definitions/oic.collection.setoflinks"
T,
el {
"type': "integer",
“description”: "Time to indicate a RD, how long to keep this published item.
After this time (in seconds) elapses, the RD invalidates the links. To keep link alive the
publishing device updates the ttl using the update schema
}
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¥
}
T,
“type'': "object",
“allof': [
"$ref": "oic.core-schema.json#/definitions/oic.core"
3.
"$ref"’: "#/definitions/oic.rd.publish”
3
1.
“required": [
“dit,
"links",
el
1
¥
example: |
"di": "e6lc3e6b-9c54-4b81-8ce5-19039¢c1d04d9",
“links": [
{
"anchor": "ocf://e61c3e6b-9c54-4b81-8ce5-9039¢c1d04d9™,
“href": "'/myLightSwitch”,
rt't: [oic.r.switch.binary"],
I [oic.if.a", "oic.if.baseline"],
pt: {"bm": 3},
“eps": [
{""ep": "coaps://[2001:db8:a::b1d6]:1141% "pri‘: 2},
{"ep": "coaps://[2001:db8:a::b1ld6]:4222"},
{"ep": "coaps+tcp://[2001:db8:a::223}:2222", "pri': 3}
]
1
{
“*anchor™: "ocf://e61c3e6b-9c54%4b81-8ce5-9039¢c1d04d9™”,
“href': "'/myLightBrightness!,
rt't: ['oic.r.brightness'],
B [Foic.if.a", "orcif.baseline™],
pt: {"bm": 3},
“eps": [
{"ep": "coaps:/A/[[2001:db8:a::123]:2222"}
]
}
1.
“tel': 600
}
rgsponses :
200:
description: |
Respend with the same schema as publish but, when a Link is first published,
With the additional "ins'" Parameter in the Link.
Jhis value is used by the receiver to manage that OCF Link instance.

body:
application/json:

schema: |

“"$schema™: "http://json-schema.org/draft-04/schema#",

"description’: "Copyright (c) 2016,2017 Open Connectivity Foundation, Inc. All
rights reserved.",

"i1d": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.rd.publish-
schema. json#",

“title": "RD Publish & Update",

“definitions": {
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"oic.rd.publish™: {

"description': "Publishes resources as OIC Links into the resource directory",
"properties': {
“dit: {

"$ref'': "oic.types-schema.json#/definitions/uuid"”,

"description™: A unique identifier for the publishing Device, i.e., its
device ID"

T,
"links": {
"$ref’: "oic.collection-schema.json#/definitions/oic.collection.setoflinks"
T,
el {

""type': "integer",

"description™: "Time to indicate a RD, how long to keep this publisheﬂ
item. |After this time (in seconds) elapses, the RD invalidates the links. To keep link aliye_ihe
publighing device updates the ttl using the update schema™

¥
3
3
T
“type': "object",
“allof': [
“$ref’: “oic.core-schema.json#/definitions/oic.core"
1.
{
“$ref'': "#/definitions/oic.rd.publish"
3
1.
“required": [
“di',
"links",
el
1
3
example: |
{
"di": "e6lc3e6b-9c54-4b81-8ece5-19039c1d04d9™,
“links": [
"anchor': "ocf://e€61c3e6b-9c54-4b81-8ce5-9039¢c1d04d9™",
“href': “/mykightSwitch™,
tret [“oicLr.switch_binary"],
| ["oic.if.a", "oic.if.baseline™],
"p': {*bm": 3},
"eps': L

£ep™: "coaps://[2001:db8:a::b1d6]:1111", "pri*: 2},

{’ep": "coaps://[2001:db8:a::b1d6]:1122"},

{"ep": "coaps+tcp://[2001:db8:a::123]:2222", *"pri': 3}

1.
*'ins' ''11235"
I
{
"anchor™: "ocf://e61c3e6b-9c54-4b81-8ce5-19039c1d04d9™,
“href': "/myLightBrightness",
re': ["oic.r.brightness'],
s Fete—iH—a——oic—iFbaseHne}
pt: {"bm"™: 3},
"eps': [
{"ep": "coaps://[2001:db8:a::123]:2222"}
"ins" ''112358"
by
1,
“tel": 600
b
delete:
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description: |
Delete a particular OIC Link - the link may be a simple link or a link In a tagged set.

is : ["rddelete-di", "rddelete-ins"]
responses :
200:

description: |
The delete succeeded

D.l4.|5 Property Definition

Property name Value type Mandatory Access mode Description
sel object: see | yes Selection criteria
schema that - & dgvice
wanting to

publish to [any
RD can use to
choose this
Resource
Directory over
others that| are

discovered
mf integer Memory factor -
(sel) Ratio of available
memory to [total
memory
expressed 3gs a
percentage
load array: see Current load
(sel) schema capacity of| the

RD. Exprepsed
as a load factor
3-tuple (uptq two
decimal pgints

each). L oad
factor is based
on request

processed infa 1
minute, 5 minute
window and 15
minute windqQw

bw string Qualitative

(sel) bandwidth of the
connection

pwr string A hint about|how

(sel) the RD is

powered. 1T AC
then this is
stronger than
battery powered.
If  source is
reliable (safe)
then appropriate
mechanism  for
managing power
failure exists
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conn string A hint about the
(sel) networking

connectivity  of
the RD. *wrd* if
wired connected
and *wrls* if

wireless
connected.
D.14.6 CRUDN behavior
Respurce Create Read Update Delete Notity
/oic/d get post delete
D.15( Icon
D.15.L Introduction
This flesource describes the attributes associated with an Icon.
D.15.p Example URI
/lconResURI
D.15.8 Resource Type
The resource type (rt) is defined as: oic.r.icon.
D.15.4 RAML Definition
#%RAMY 0.8
title] OIClIcon
versign: v1.1.0-20161107
traitg:
- ingerface :
dueryParameters:
if:
enum: [“oic.if.r", "oic.if.baselihe']
/1conHesURI :
desgription: |
THis resource describes theTattributes associated with an lcon.
is [“interface™]
get
dgscription: A
Retrieves~¥€ current icon properties.
rdsponSes :
206
body:
application/json:
schema: |
"id": "http://www.openconnectivity.org/ocf-apis/core/schemas/oic.r.icon.json#",
“$schema': "http://json-schema.org/draft-04/schema#",
“description” : "Copyright (c) 2017 Open Connectivity Foundation, Inc. All rights
reserved.",
"title": "lcon",

"definitions'": {
"oic.r.icon": {
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“properties': {
"mimetype": {
"type': "string",
"maxLength": 64,
"readOnly": true,
"description': "Specifies the format of the MIME Type"

T
"width": {

"type': "integer",

"minimum': 1,

"readOnly": true,

"description’: "Specifies the width in pixels”
1

“height": {

"type': “integer",

“minimum™: 1,

"readOnly": true,

"description': "Specifies the height in pixels"”

}

"media": {
“type': "string”,
"maxLength": 256,
“format" : "uri",
"readOnly": true,
"description’: "Specifies the media URL to icon
3
}
¥

ype': "object",

“allof": [

{ "$ref": "oic.core-schema.json#/definitions/oic.core"},
{ "$ref": "#/definitions/oic.r.icon"}

}

1

}

’equired": ["mimetype”,"width","height", "media’"]

example: |

{

"rt": ["oic.r.icon"],

“id": "unique_example_id,

“"mimetype': ""image/png',

“"width": 256,

"height': 256,

"media: "http://Ffindbetter.ru/public/uploads/1481662800/2043.png"

¥

D.15.p Property Definition
Property name Value type Mandatory Access mode Description
mimptype string yes Read Only Specifies the
format of | the
MIME Type
width integer yes Read Only Specifies the
width in pixels
media string yes Read Only Specifies the
media URL to
icon
height integer yes Read Only Specifies the
height in pixels
D.15.6 CRUDN behavior
Resource Create Read Update Delete Notify
/lconResURI get
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D.16 Introspection Resource

D.16.1 Introduction

This resource provides the means to get the device introspection data specifiying all the endpoints
of the device. The url hosted by this resource is either a local or an external url.

D.16.2 Example URI
/IntrospectionResURI
D.16.3 Resource Type

The resource type (rt) is defined as: oic.wk.introspection.

D.16.4 RAML Definition
#%RAML 0.8

title] OICIntrospection
versiqn: v1.0.0-20160707

traitg:
- ingerface :

dueryParameters:

if:
enum: [Yoic.if.r", "oic.if.baseline"]

/lIntrqspectionResURI :

desgription: |
THis resource provides the means to get the device irgrgspection data specifiying all the
endpoints of the device.
The url hosted by this resource is either a locak\gr“an external url.

is ["interface™]

get
rgsponses :

200:

body :
application/json:

schema: |

"id": "http://www.openconnectivity.org/ocf-
apis/gore/schemas/oic.wk_inkrospectioninfo. json#",
“'$schema*i\"http://json-schema.org/draft-04/schema#",
“description” : "Copyright (c) 2017 Open Interconnect Consortium, Inc. All rights
reseryed.",
"tithe": "introspection resource",
“definitions”: {
"oic.wk.introspectioninfo: {
""type': "object",
"properties': {

“urlInfo™: {
“type": "array",
description - 1The valid range for the value Property .,

"readOnly": true,
"minltems'": 1,
"items": {
"type'" : "object”,
"properties': {
“url: {
"type'': “'string",
“format'": "uri”,
“description” : "url to download the description”

}

rotocol™: {
"type': "string",
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“enum': [ "coap', '"coaps', "http', "https', "coap+tcp",
"'coaps+tcp” ],
"description” : "protocol to be used to download the introspection"

}

ontent-type": {
"type': "string",
"enum": [ "application/json', "application/cbor" ],
“"default" : "application/cbor",

"description”™ : "content-type of the introspection data"
T
"version": {
“type': "integer",
“enum: [ 17,

"default” : 1,
“description” : "version the introspection data that can be
downlqaded"
3
";equired" o [ "url”,"protocol']
b
3
¥,
"required” : [“"urllnfo™]
¥
"iype": "object",
“allof": [
{"$ref": "#/definitions/oic.wk. introspectioninfo*},
{"$ref": "oic.core-schema.json#/definitions/oic>core'}
]
3
example: |
"rt" : [“oic.wk.introspection"],
“urlInfo" : [
{
"'content-type' : "application/cbor",
"protocol" : "coap",
"url™ : "coap://[fe80::1]:1234/IntrospectionExampleURI™
}
]
b
D.16.p Property Definitign
Property name Valueitype Mandatory Access mode Description
urlinfo array: see | yes Read Only The valid r@nge
schema for the Value
Property
url string yes url to download
(urllpfo) the descriptipn
content-type string content-type| of
(urlinfe) the introspegtion
data
version integer version the
(urlinfo) introspection
data that can be
downloaded
protocol string yes protocol to be
(urlinfo) used to
download the
introspection
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D.16.6 CRUDN behavior

Resource Create Read Update Delete Notify

/IntrospectionResURI get
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Annex E
(informative)

Swagger2.0 definitions

E.1 Icon
E.1.1 Introduction
This resource describes the attributes associated with an Icon.
Retrigves the current icon properties.
E.1.2 Example URI
/lconResURI
E.1.3 Resource Type
The resource type (rt) is defined as: ['oic.r.icon'].
E.14 Swagger2.0 Definition
"'swggger': "'2.0",
"info": {
“gitle”: "lcon",
"Jersion": "v1.1.0-20161107",
“Ricense": {
"name': "‘copyright 2016-2017 Open Connectivity ‘Feundation, Inc. All rights reserved.",
"x-description: "Redistribution and use in source and binary forms, with or without
modifijcation, are permitted provided that the following conditions are met:\n 1.
Redisgributions of source code must retain the .ah6ve copyright notice, this list of conditiong and
the fqllowing disclaimer._\n 2. Redistributions in binary form must reproduce the abovg
copyright notice, this list of conditions and\the following disclaimer in the documentation and/or
other |materials provided with the distribution.\n\n THIS SOFTWARE IS PROVIDED BY THE Ogen
Connedtivity Foundation, INC. \"AS IS\" .AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITHD TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR
WARRANTIES OF NON-INFRINGEMENT, ARE D#SCLAIMED.\n IN NO EVENT SHALL THE Open Connectivifty
Foundgtion, INC. OR CONTRIBUTORS BEi1ABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPUARY, OR CONSEQUENTIAL DAMAGES’ (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE [GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)\n HOWEVER CAUSED |AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY_WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBIUITY
OF SUGH DAMAGE.\n"
}
}.
"'schemes": ["http]},
"conjlsumes™: [‘‘@pplication/json"],
"'prqduces': [™application/json"],
"paths': {
"AlconResURI™ : {
gett {
‘description': "This resource describes the attributes associated with an Icon.\nRetrijeves
the CUTTEMCITOM Properties-\m;
"parameters': [
1.
"responses': {
"'200": {
"description” : "',
""x-example':
“rt": [“"oic.r.icon"],
"id": "unique_example_id",
“"mimetype': "image/png",
“width": 256,
"height': 256,
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“media: "http://findbetter.ru/public/uploads/1481662800/2043.png"
}

"schema": { "$ref": "#/definitions/lIcon" }
}
}
}
}
T
“parameters: {
“interface" : {
"in" 1 "query",
“name' : "if",
“type' : “'string”,
“enum' : [Moic.if.r", "oic.if.baseline']

"definitions": {

“fcon" : {

"properties': {
“mimetype" :

"description': "The Media Type of the icon",
"maxLength: 64,

"readOnly": true,

"type'': "string"

e

"description': "Resource Type of the Resource",
"items": {

“"maxLength™: 64,

"type': "string"”

"minltems": 1,
"readOnly': true,
“type™: “array"

“"media" :

"description’: "Specifies the/URI to the icon",
"format": "uri”,
"maxLength': 256,
“readOnly": true,
"type': "string"

"description': "Friendly name of the resource",
“"maxLength*': 64,
“readonly': true,
"typels "string”
3,

“width" :
£
"description: "The width in pixels",
“minimum': 1,
“readOnly": true,
"type": "integer"

"height" :
“description”: "The height in pixels",
“minimum™: 1,
"readOnly™: true,
"type': "integer"
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"description': "Instance ID of this specific resource",
"maxLength: 64,
"readOnly": true,

"'type':
3,
i
{

"'string"

"description': "The interface set supported by this resource',

"items"

1,
}

""type'':

}
}
}

E.1.5

"enum'

""type'':

: {

P}
"oic.if.baseline"”,
“oic.if.Il",
"oic.if.b",
“oic.if.Ib",
"oic.if.rw",
“"oic.if.r,
"oic.if.a",
"oic.if.s"

"'string”

inltems": 1,
"readOnly": true,

"array"

Property Definition

"reéuired": ['mimetype’, "width",

"height"”, "medid’]

© ISO/IEC 2018 - All rights reserved

Property name Value type Mandatory Access mode Description
width integer yes Read Only Specifies the
width in pixels
rt array: see Read Only Resource Type
schema
id string Read Only Instance IO of
this spdgcific
resource
height integer yes Read Only Specifies the
height in pixels
mimptype string yes Read Only Specifies the
format of | the
MIME Type
n string Read Only Friendly name of
the resource
if SFFaY- see Read-Onby Fhe-trterface set
schema supported by this
resource
media string yes Read Only Specifies the
media URL to
icon
E.1.6 CRUDN behavior
Resource Create Read Update Delete Notify
/lconResURI get
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E.2 Introspection Resource

E.2.1 Introduction

This resource provides the means to get the device introspection data specifiying all the endpoints
of the device.
The url hosted by this resource is either a local or an external url.

E.2.2 Example URI
/IntrospectionResURI

E.2.3 Resource Type
The resource type (rt) is defined as: ['oic.wk.introspection'].
E.2.4 Swagger2.0 Definition

{
"'swggger': ""2.0",
“info'": {
"gitle": "Introspection Resource",
Jersion': "v1.0.0-20160707",
"Ricense": {
“name': “copyright 2016-2017 Open Connectivity Foundation, Inc. ‘\ALlT rights reserved.",
"x-description': "Redistribution and use in source and binary(forms, with or without
modifijcation, are permitted provided that the following conditions~are met:\n 1.
Redistributions of source code must retain the above copyright notice, this list of conditiony and
the fqllowing disclaimer.\n 2. Redistributions in binary*form must reproduce the aboveg
copyriight notice, this list of conditions and the following/disclaimer in the documentation and/or
other |materials provided with the distribution.\n\n THIS SOFTWARE IS PROVIDED BY THE Ogen

Connegtivity Foundation, INC. \"AS IS\" AND ANY EXPRESS{ORVIMPLIED WARRANTIES, INCLUDING, BUT |[NOT
LIMITHD TO, THE IMPLIED WARRANTIES OF MERCHANTABILITYSAND FITNESS FOR A PARTICULAR PURPOSE OR
WARRANTIES OF NON-INFRINGEMENT, ARE DISCLAIMED.\n IN NO EVENT SHALL THE Open Connectivilty
Foundgtion, INC. OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPUARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE [GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; ORxBUSINESS INTERRUPTION)\n HOWEVER CAUSED |AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRAECT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE~OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBIUITY
OF SUGH DAMAGE.\n"
}
}.
"'schemes™: ["http'],
""corjlsumes': ["application/json'l].,
“prqduces™: [“application/json:y,

"paths': {
"AIntrospectionResURI" ¢ §
nget': {
“description”:.\This resource provides the means to get the device introspection data

specifiying all the endpoints of the device.\nThe url hosted by this resource is either a locgl or
an external url.\n'"j
"parametersi: [

1.
“responses': {
©200": {
"description” : "',
""x-example':
£
“rt" o [“oic.wk.introspection],
“"urlinfo™ : [
"content-type" : "application/cbor",
"protocol™ : "coap",
“url™ : "coap://[fe80::1]:1234/IntrospectionExampleURIl""
}
1
}
“schema": { "$ref": "#/definitions/oic.wk.introspectioninfo" }
}
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}
by
3
}.
"parameters': {
"interface" : {
"in" - "query",
“name' : "if",
"type'" : “'string",
“"enum"™ : [Toic.if.r", "oic.if.baseline"]
}
T
"definitions'": {
"qic.wk. introspectioninfo” : {
“properties”: {
B g -
"description’: "Resource Type of the Resource",
“items": {
""maxLength™: 64,
"type': "string"”
“"minltems": 1,
"readOnly": true,
"type'': "array"
}.
n" o
"description”: "Friendly name of the resource",
“"maxLength™: 64,
"readOnly": true,
“type': "'string"”
3
“urlinfo™ :
"description”: "Information on the lecation of the introspection data.",
“items": {

“properties”: {
"‘content-type'": {

"default": "application/cbor",
"description': '"contént-type of the introspection data",
“enum': [

"application/jsoni”,
“application/Zcbor"

"Eype": "'string”

“protocol®’: ){
"description”: "ldentifier for the protocol to be used to obtain the introspedtion

infornjation™,

“enum': [
"‘coap",
"‘coaps',
“http”,
“https",
"‘coap+tcp",

l'coapsttep't
g g

1

"type': "string"

“url™: {
"description”: "The URL of the introspection information.",
“format': "uri’,
“type': "string"”

¥

",ersion": {
“default": 1,

"description”: "The version of the introspection data that can be downloaded",
“"enum": [
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1
1

T
"required": [
“url™,
“protocol™

1.

“type": “object”

}

inltems": 1,
""readOnly': true,

,ype": "integer"

"type': "array"

g

""maxLength™: 64,
"readOnly™: true,
“type'': "'string”

,ype": "'string”

“"minltems™: 1,
"readOnly™: true,
"type'': "array"

}
¥
}

E.2.5 Property Definition

"description’: "Instance ID of this specific resource",

i
"description™: "The interface set supported by this resoutce”,
“items': {

“enum': [
"oic.if.baseline",
“oic.if_ 11",
"oic.if.b",
“oic.if.1b",
“oic.if.rw",
"oic.if.r",
“oic.if.a",
“oic.if.s"

1

Property name Value type Mandatory Access mode Description
if array: Read Only The interface set
schema supported by this
resource
id string Read Only Instance IO of
this spacific
resource
urlinfo array: yes Read Only The valid range
schema for the value
Property
rt array: Read Only Resource Type
schema
n string Read Only Friendly name of
the resource
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E.2.6 CRUDN behavior
Resource Create Read Update Delete Notify
/IntrospectionResURI get
E.3 OCF Collection
E.3.1 Introduction
OCF Collection Resource Type contains properties and links.
The oic.if.baseline interface exposes a representation of
the ks and the propertes of the cottection TESOUTCE itself
Retrigve on Baseline Intgrface
E.3.2 Example URI
/CollgctionBaselinelnterfaceURI
E.3.3 Resource Type
The resource type (rt) is defined as: ['oic.wk.col'].
E.3.4 Swagger2.0 Definition
"'swggger': "2.0",
“info": {
“gitle”: "OCF Collection”,
"Jersion": "1.0",
"Ricense": {
""name': "‘copyright 2016-2017 Open Connectivity Foundation, Inc. All rights reserved.",
""x-description': "Redistribution and use in sourcevand binary forms, with or without
modifijcation, are permitted provided that the following conditions are met:\n 1.
Redisgributions of source code must retain the above copyright notice, this list of conditiong and
the fqllowing disclaimer.\n 2. Redistribuftions in binary form must reproduce the aboveg
copyright notice, this list of conditions and the* following disclaimer in the documentation and/or
other |materials provided with the distribution.\n\n THIS SOFTWARE IS PROVIDED BY THE Ogen
Connegtivity Foundation, INC. \"AS IS\" ANDS;ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT |NOT
LIMITHD TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR
WARRANTIES OF NON-INFRINGEMENT, ARE DISCLAIMED.\n IN NO EVENT SHALL THE Open Connectivifty
Foundgtion, INC. OR CONTRIBUTORS BE L4ABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPUARY, OR CONSEQUENTIAL DAMAGES ((INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE |GOODS
OR SERVICES; LOSS OF USE, DATA, OR_PROFITS; OR BUSINESS INTERRUPTION)\n HOWEVER CAUSED [AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBIYUITY
OF SUGH DAMAGE.\n"
b
T
"'schiemes™: ["http"]|
"'conjsumes™: [“apphcation/json™],
"prqduces™: [“appHcation/json™],
"paths': {
“"ACollectionBaselinelnterfaceURI™ : {
"getlN{

"“destription™: "OCF Collection Resource Type contains properties and links.\nThe
oic.if.baSeline interface exposes a representation of\nthe links and the properties of the
colledtion resaurce jtself\nRetrieve on Baseline Interface\n'

"parameters': [

1.

"responses': {

"200": {
"description” : "
"x-example':
{
"rt": ["oic.wk.col'],
"id": "unique_example_id",
"rts'": [ "oic.r.switch.binary", "oic.r.airflow" ],
“links": [
{
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“href': "switch",

re': [oic.r.switch.binary'"],
T [‘oic.if.a", "oic.if.baseline™],
“eps': [

{"ep": "coap://[fe80::bld6]:1111", "pri™: 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", "pri': 3}

1
3
{
“href': "airFlow",
re': [oic.r.airflow'],
tif [oic.if.a", "oic.if.baseline],
"eps": [

{"ep": "coap://[fe80::b1d6]:1111", *pri™: 2},
{"ep": "coaps://[fe80::bld6]:1122"},
{"ep": "coap+tcp://[2001:db8:a::123]:2222", "pri": 3}

1
3
1
}
""schema: { "$ref": "#/definitions/shaseline™ }
}
}
}.
"post: {
"description’: "Update on Baseline Interface\n",
“parameters': [
“name': “body",
"in": "body",
“required”: true,
“schema': { "$ref": "#/definitions/sbaseline® }
¥
1.
"responses': {
"'200": {
"description” : "',
"schema": { "$ref": "#/definitions/sbaseline” }
}
}
}
}
""ACollectionBatchInterfaceURL 1 {
"get": {

"description’: "OCF CoMection Resource Type contains properties and links.\nThe oic. i
interfacce exposes a composite representation of the\nresources pointed to by the links\nRetrileve
on Bagch Interface\n",

“parameters': [

1.

"responses'i\{

"'20045 N\
“description” : "All targets returned OK status (HTTP 200 or CoAP 2.05 Content)'],
tUx~example':
L
"href": "switch",
“repr:
{
"value": true
¥
3
{
“href": "airFlow",
"'rep':
"direction": "floor",
"'speed": 3
}
}
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1
“schema™: { "$ref": "#/definitions/sbatch-retrieve” }
1
404" {
"description”™ : "One or more targets did not return an OK status, return a
representation containing returned properties from the targets that returned OK",
"x-example':
[
“href": “switch",
"rep':
{
“value™: true
3
3
1
"schema": { "$ref": "#/definitions/sbatch-retrieve" }
}
}
}.
"post': {
"description’: "Update on Batch Interface\n",
"parameters': [
"name': "body",
*in": "body",
“required": true,
"schema: { "$ref": "#/definitions/sbatch-update"
"x-example':
L
{
"href': "switch",
“rep":
"value": true
}
3.
{
"href": "airFlow",
“rep™:
"direction":\*floor",
""speed": 3
}
}
1
¥
1.
"responses": {
"'200": ¢
“description” : "all targets returned OK status (HTTP 200 or CoAP 2.04 Changed)
return a representation of the current state of all targets",
Ux~example':
L
"href": “switch",
“rep:
{
"value': true
3
3
{
“href: "airFlow",
"rep':
"direction": "demist",
""speed”: 5
}
¥
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1
“schema™: { "$ref": "#/definitions/sbatch-retrieve” }
1
"403": {
"description”™ : "one or more targets did not return OK status; return a retrieve
representation of the current state of all targets in the batch",
""x-example':
L
“href": “switch",
"rep':
{
"value™: true
3
3
{
"href'': "airFlow",
"rep':
{
"direction": "floor",
"'speed: 3
¥
3
1
"schema": { "$ref": "#/definitions/sbatch-retrieve" }
3
}
T
T
"ACollectionLinkListInterfaceURI™ : {
"get'": {
"description™: "OCF Collection Resource Type .contains properties and links_\nThe oic.if.I1

interface exposes a representation of the links\nRetrieve on Link List Interface\n",
“parameters': [

1.
"responses': {
"200": {
“description” : ",
"x-example':
L
"href": "switch®,
re': [oiclirr'switch.binary'],
B [oiceif.a™, "oic.if._baseline™],
“eps": [

{"ep': "‘coap://[fe80::bld6]:1111", “pri': 2},
{''ep': "coaps://[fe80::b1d6]:1122"},
{ep": "coap+tcp://[2001:db8:a::123]:2222", *“pri": 3}

1
35
£
"href'': "airFlow",
re': [oic.r.airflow],
i [oic.if.a", "oic.if.baseline"],
“eps': [
{"ep": "coap://[fe80::bld6]:1111", “pri': 2},
{"np" - "r\r\npc- //[fnR{'\' bl rlR] -11 ’)’)"},
{"ep": "coapt+tcp://[2001:db8:a::123]:2222", "pri': 3}
]
}
]
"schema": { "$ref": "#/definitions/slinks" }
}
}
}

}
}

»
arameters: {
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“interface-11" : {
"in" : "query",
“"name™ : "if",
“type'" : “'string",
“enum™ : [Tfoic.if.11']
T,
"interface-b" : {
"in" : "query",
"name" : "if",
"type" : "string",
“enum' : [Toic.if.b"]

nterface-baseline'” : {

"in" - "query",

“name" : "if",

“type" : "'string",

“enum' : [“oic.if.baseline']

nterface-all” : {
"in" : "query",
"name" : "if",
"type'" : “string",
“enum”™ : [Toic.if.ll", "oic.if.baseline”, "oic.if.b"]
}
T,
"definitions": {
"gbaseline” : {
"properties': {
“links" :
“description”: "A set of simple or individual OIC/Links.",
"items": {
"$ref'': "#/definitions/oic.oic-link"
}

"’ype": "array"

gbatch-retrieve" : {
“title” :
""Collection Batch Retrieve\.Format (auto merged)"

'minltems™
1

S items™

“additionalProperties’: true,
"properties:({
“href": {

“deseription”: "URI of the target resource relative assuming the collection URI ag
anchonif*,
“format”: "uri”,
UmaxLength™: 256,
Jtype'': "'string"

>
LN

"gneOF": L

"description': "The response payload from a single resource",

"type': "object"
3.
{
"description”: " The response payload from a collection (batch) resource",
“items™: {

“properties”: {

"anchor': {
“description”: "This is used to override the context URI e.g. override the

URI of the containing collection.",
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“format': "uri",
"maxLength: 256,
"type': "string"

}.
“dit: {
“allof": [
"description': "Format pattern according to IETF RFC 4122.",
"pattern”: "~[a-fA-FO0-9]1{8}-[a-fA-F0-9]1{4}-[a-fA-FO-9]1{4}-[a-fA-FO-9]1{4}-
[a-fA-FO-9]1{12}$",
"type': "string”
3
{
"description”: "The device ID"
]
T
"eps'": {
"description': "the Endpoint information of the target Resource',
"items": {
"properties: {
vep”s {
"description: "Transport Protocol Suite + Endpoint Locator",
“format": "uri",
"type'': "'string"”
"priv: {
“description’: "The priority among multiple Endpoints",
“minimum: 1,
"type'': "integer"
T
""type'': "object"
T
"type'': "array"
“href': {
"description™: "This is the' target URI, it can be specified as a Relative

Refergnce or fully-qualified URI.",

“format': "‘uri’,
"maxLength™: 256,
"type': "string"”

T,

i {
"description’’s "The interface set supported by this resource"”,
“items I {

“enum' >~
‘oic.1i
“oic.
“'oic.
"oic.
"'oic.
""oicC.
“oic.1i

baseline",
11

b,
rw,
re,
a",

f.
T.
T.
f.
T.
T.
f.

S

1

’ype": "string”

“"minltems™: 1,

“fype’: “array
e
"ins': {

"description’: "The instance identifier for this web link in an array of web

links - used in collections”,

by the target URI",

"type': "integer"

"prr {
"description™: "Specifies the framework policies on the Resource referenced

"properties': {
"bm": {
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"description': "Specifies the framework policies on the Resource
referenced by the target URI for e.g. observable and discoverable",
type'': “integer"

T
"required”: [
“bm"

1

"’ype": "object"
"rel”: {
"description: "The relation of the target URI referenced by the link to the
context URI',

“oneOf"': [

“default”: [
"hosts"

"items": {
"maxLength: 64,
""type': "string"”

"minltems™: 1,

"type'': "array"

1
{
"default": "hosts",
"maxLength™: 64,
"type'': “string”
b
1
T
rtt: {
"description': "Resource Type of the Resource",
"items": {
"maxLength": 64,
"type'': "string”
“"minltems": 1,
“type'': "array"
“title”: {

"description': ¥A/title for the link relation. Can be used by the Ul to
provide a context.",

""maxLength"i_64,

“type'': ['String"

"type"”n{
"default": "application/cbor",
“'description”: "A hint at the representation of the resource referenced |by
the tdrget URI. This kepresents the media types that are used for both accepting and emitting.[|’,
“items: {

"maxLength': 64,
“type'': "string”

“"minltems'": 1,
"type': "array"

"required": [
"href",
"re',

e
1,
“type'': "object"

"Eype": array”
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“required": [
"href",
“rep™

]

,ype": "object"

,"type” -
tarray"

batch-update' : {

“title” :
“"Collection Batch Update Format (auto merged)"

,'minltems™ :
1

S items™

{
"$ref'": "#/definitions/oic.batch-update.item"
}

,"type" :
“array"

links" : {

"type" :
"array"

,items' -

"$ref'': "#/definitions/oic.oic-link"

}

‘loic.wk.col-batch-update"” :

{

"description™: "array of resource_ representations to apply to the batch collection, usin

href §o indicate which resource(s) in the batch to update. If the href property is empty,
effectively making the URI referencé_to the collection itself, the representation is to be app
to all resources in the batch”,
“items': {
"$ref'’: "#/definitions/eic.batch-update.item"
}.
"minltems': 1,
"type'': "array"
}
Lfuuid™ :
{
"description’: "Format pattern according to IETF RFC 4122.",
“pattern”: "~[a-fA-F0-9]{8}-[a-TA-F0-9]{4}-[a-TA-F0-9]1{4}-[a-fA-F0-9]{4}-[a-TA-FO-9]{12}
"type's "string"
}

lied

oic.collection.properties” :

"description”: "A collection is a set of links along with additional properties to describe
the collection itself",

"properties': {

"rts': {
"$ref'': "#/definitions/oic.core/properties/rt",
"description”: "The list of allowable resource types (for Target and anchors) in lin
included in the collection”
¥
¥,
""type': "object"
2

ks
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}

,'oic.core" :

"properties': {

"rets {
"description’: "Resource Type of the Resource",
“items": {

""maxLength™: 64,
"type': "'string"”

“"minltems™: 1,
""readOnly': true,
Ttype': “array"

}
,ype": "object"

}

oic.batch-update.item™ :

"additionalProperties': true,
"description’: "array of resource representations to apply to the batch)collection, using
href §o indicate which resource(s) in the batch to update. If the href property is empty,
effectively making the URI reference to the collection itself, the representation is to be applied
to alll resources in the batch",
"properties': {

“href": {

"description: "URI of the target resource relative asstming the collection URI as

anchoni",

“format": "uri",

"maxLength': 256,

"type': "'string"
T
“rep”: {
“oneOf": [

"description': "The response payload from a single resource",
“type': “object”

T,

{

"description”: " The response payload from a collection (batch) resource",
"items": {

"$ref'': "#/definitions/oic.oic-link"
¥

ype'': "array"
1
3
¥,
“required”: [
“"href",
"rep

1

,ype": tobject"

oic.collection. linksexpanded" :
b 3
"properties': {
"links": {
“description: "A set of simple or individual OIC Links.",
"items": {
"properties': {
“anchor": {
"description”: "This is used to override the context URI e.g. override the URI of
the containing collection."”,
"format": "'uri',
"maxLength': 256,
"type': "string"”
3,
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"div: {
"description': "Format pattern according to IETF RFC 4122.",
“pattern': "~[a-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0-9]{4}-[a-fA-F0-9]{4}-[a-TA-FO-

9]1{12}s",
""type'': "'string”
"eps': {
"description': "the Endpoint information of the target Resource",
"items": {
"properties': {
vep”: {
"description’: "Transport Protocol Suite + Endpoint Locator",
“format': "uri',
"type': "string"”
"priv: {
"description”: "The priority among multiple Endpoints",
“minimum™: 1,
“type'': "integer"
T,
“type'': "object"
"type'': "array"
T,
“"href": {
"description™: "This is the target URI, it can be specified as a Relative Refgrence
or fullly-qualified URI.",
“format': "uri”,

""maxLength™: 256,
"type': "string"”

T
it {
"description™: "The interface set supported by this resource”,
"items": {
“enum': [
“oic.1i
"oic.
"'oic.
"oic.
"oic.
"'oic.
"oic.1i

.baseline”,
e,

f
T
f
f.
L
f
f

1

’ype": "string't
3.
"minltems™: 1,

“type': “arcay"

"ins": {
"description': "The instance identifier for this web link in an array of web llinks

- used in collections’,

“type': "integer"

pr: {

"description: "Specifies the framework policies on the Resource referenced by the

target URIY,

"properties': {

gt f

"description': "Specifies the framework policies on the Resource referenced by

the target URI for e.g. observable and discoverable™,

"type': "integer"

¥

“"required": [
“om'

1

,ype": “object"

";el": {
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“description”: "The relation of the target URI referenced by the link to the
context URI™,
"oneOf": [

"default”: [
"hosts"

1.

"items': {
"maxLength': 64,
"type': "string"

"minltems": 1,
“type”: “array”

3.

"default: "hosts",
"maxLength™: 64,
""type': "string"

]

T,

rtt: {
"description’: "Resource Type of the Resource",
"items": {

"maxLength': 64,
“type'': "'string"

“"minltems': 1,
“type": "array"”

T,
“title: {
“description”: "A title for the link relation. Can be used by the Ul to provide a
context.",
“"maxLength™: 64,
"type': "string"”
"type”: {
"default": "application/cbor",
"description”: "A hint at the\representation of the resource referenced by the
targe® URI. This represents the media types;that are used for both accepting and emitting.",
"items": {
“"maxLength™: 64,
"type'': "'string"”
"minltems': 1,
"type': "array;”
T
"required": [
"href",
rt",
i

1,
"typel's "object”

type': "array"
>
T

type' s ‘obhject'
el ¥

}

,“'oic.collection.links" :

"properties': {

"links": {
"description™: "A set of simple or individual OIC Links.",
“items”: {
“"$ref': "#/definitions/oic.oic-link"
T,
"type'': "array"
3
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¥,
"type': "object"

,'oic.oic-link" :

"properties': {
"anchor": {
"description': "This is used to override the context URI e.g. override the URI of the
containing collection.",
“format": "uri",
"maxLength': 256,
"type': ''string"

T,
“dit: {
"$ref': "#/definitions/uuid”,
"description': "The device ID"
T,
“eps”: {
"description': "the Endpoint information of the target Resource",
“items": {
“properties”: {
"ep': {
"description”: "Transport Protocol Suite + Endpoint Locatori',
“"format': "uri",

“type'': "'string"

"Bri": {
“description’: "The priority among multiple Endpoints",
“minimum™: 1,
“type': "integer"

}

,ype": "object"

"iype": "array"

"ﬁref": {
"description”: "This is the target URI, it can be specified as a Relative Reference [or
fully{qualified URI.",
“format": "uri',

"maxLength*: 256,
"type': "'string"”

i {
"description”: "The ghterface set supported by this resource”,
“items": {

“enum': [
"oic.if.baseline",
"oic.if_ 11",
“oic.ifLbY,
"oic.if.rw",
“"orcNif.r,
“eic.if.a",
Yoic.if.s"

1;

M"type" string

3,
"minltems' - 1 ”

"type': "array"
T
"ins'": {

"description': "The instance identifier for this web link in an array of web links - used
in collections",

“type'': "integer"

"prs {
“description’: "Specifies the framework policies on the Resource referenced by the target
URI™,
"properties': {
“bm: {
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“description’: "Specifies the framework policies on the Resource referenced by the
target URI for e.g. observable and discoverable",
“type': "integer"

T

"required": [
“bm

1

",ype": "object™
"rel”: {
"description’: "The relation of the target URI referenced by the link to the context
URI™,

“oneOf": [

“default": [
"hosts"

"items": {
""maxLength': 64,
"type': "string"”

“"minltems': 1,
"type': "array"

3.
{
"default": "hosts",
“"maxLength™: 64,
“type'': "'string”
}
1
T
re: {
"description”: "Resource Type of the Resource'y
"items": {
“maxLength™: 64,
"type'': "'string"

"minltems': 1,
“type'': "array"

“title: {

"description”: "A title for the link relation. Can be used by the Ul to provide a
context.",
"maxLength': 64,
type'': “'string”

"type": {

"default": "application/cbor",

“description't 7A hint at the representation of the resource referenced by the targe
URI. This represents the media types that are used for both accepting and emitting.",
“items”: {

""maxkength': 64,

“typel's “'string"

=

Uminitems™: 1,
Utype': "array"

"required": [
"href",
rt',

TP
1,
""type'': "object”
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E.3.5 Property Definition

Property name Value type Mandatory Access mode Description
links multiple  types: All forms of links
see schema in a collection
anchor string This is used to
override the
context URI e.g.
override the URI
of the containing
colloctian
rel multiple  types: The relation of
see schema the target |URI
referenced by
the Nihk to| the
context URI
type array: see A hint at| the
schema representatign of
the resource
referenced by
the target URI.
This repregents
the media types
that are used for
both  accepting
and emitting
if array: see | yes The interface set
schema supported by this
resource
href string yes This is the tgrget
URI, it can be
specified ap a
Relative
Reference or
fully-qualified
URI. Relative
Reference
should be uysed
along with the di
parameter to
make it uniglie.
rt array: see | yes Resource Type
schema
p object: see Specifies the
schema framework
policies on| the
ResSource
referenced by
the target URI
ins multiple  types: The instance

see schema

identifier for this
web link in an
array of web links
- used in
collections
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string

Read Only

Friendly name of
the resource

rts

array: see
schema

Read Only

Defines the list of
allowable

resource types
(for Target and
anchors) in links
included in the
collection; new
links being

created can |only
be from_this’|ist

string

Read Only

Instance) 10 of
this spdcific
resource

di

string

ynique identifier
for device (UUID)

drel

string

When spedified
this is the deffault
relationship | to
use when an|OIC
Link does | not
specify an
explicit
relationship [with
*rel* parameger

eps

array: see
schema

the Endpoint
information of
the target
Resource

title

string

A title for thqg link
relation. Can be
used by the Ul to
provide a context

rep

multiple _types:
see schema

yes

href

string

yes

URI of the target
resource relative
assuming the
collection URI as
anchor

title

string

A title for thg link
relation. Can be
used by the Ul to
provide a context

This is used to

anchor

strina
~J

override the
context URI e.g.
override the URI
of the containing
collection

rel

multiple  types:
see schema

The relation of
the target URI
referenced by

© ISO/IEC 2018 - All rights reserved
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the link to the
context URI

type array: see A hint at the
schema representation of
the resource
referenced by
the target URI.
This represents
the media types
that are used for
both  aceepting
and emitting
di string UniqueJadentifier
for dévice (UUID)
href string yes This Is the target
URI, it can be
specified ap a
Relative
Reference or
fully-qualified
URI. Relative
Reference
should be uysed
along with the di
parameter to
make it uniglie.
rt array: see | yes Resource Type
schema
p object: see Specifies the
schema framework
policies on| the
Resource
referenced by
the target URI
ins multiple _types: The instance
see schema identifier for| this
web link in an
array of web |inks
- used in
collections
eps array: see the Endpoint
schema information of
the target
Resource
if array: see | yes The interfacg set
schema suppaorted by this
resource
rep multiple  types: | yes
see schema
href string yes URI of the target

resource relative
assuming the
collection URI as
anchor
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E.3.6 CRUDN behavior
Resource Create Read Update Delete Notify
/CollectionBaselinelnterfaceURI get post
E.4 Platform Configuration
E.4.1 Introduction
Resource that allows for platform  specific information to be  configured.
Retrieves the current platform configuration settings
E.4.2 Example URI
/lexanmple/PlatformConfigurationResURI
E.4.3 Resource Type
The rgsource type (rt) is defined as: ['oic.wk.con.p'].
E.4.4 Swagger2.0 Definition
{
'swggger': 2.0,
"info":
“gitle”: "Platform Configuration",
"Jersion": '"'v1-20160622",
"Ricense": {
"name": "'copyright 2016-2017 Open Connectivity Foundation] Inc. All rights reserved.",
"x-description': "Redistribution and use in source and’binary forms, with or without
modifijcation, are permitted provided that the following conditions are met:\n 1.
Redistributions of source code must retain the above copyright notice, this list of conditiony and
the fqllowing disclaimer.\n 2. Redistributions\in binary form must reproduce the aboveg
copyright notice, this list of conditions and the following disclaimer in the documentation and/or
other |materials provided with the distribution.\n\n THIS SOFTWARE IS PROVIDED BY THE Ogen
Connegtivity Foundation, INC. \"AS IS\" AND ANY./EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT [NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR
WARRANTIES OF NON-INFRINGEMENT, ARE DISCLAIMED.\n IN NO EVENT SHALL THE Open Connectivifty
Foundgtion, INC. OR CONTRIBUTORS BE LIABLECFOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLUARY, OR CONSEQUENTIAL DAMAGES (INGCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE |GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)\n HOWEVER CAUSED |AND
ON ANY THEORY OF LIABILITY, WHETHER,K INSCONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT ,OE~THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBIUITY
OF SUGH DAMAGE.\n"*
}
}.
"'schemes": ["http"],
"corjlsumes': ["application/json'],
"prqduces™: ["applieation/json'],
"paths': {
""AexamplePlatfermConfigurationResURI" : {
"get": {
“descniption’: "Resource that allows for platform specific information to be
confidqured.\nRetrieves the current platform configuration settings\n",
"parameters': [
Sref": "#/parameters/interface-all"}
Jv
TESPONSES - 1
©'200": {
"description” : "',
""x-example':
re't: ["oic.wk.con.p"],
"mnpn”: [ { "language": "en", "value": "My Friendly Device Name™ } ]
"séhema": { "$ref': "#/definitions/Conf_Platform" }
}
}
3.
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“post': {
"description’: "Update the information about the platform\n",
“parameters”: [
{"$ref': "#/parameters/interface-rw"},

{
“name': "body",
"in": "body",
“required": true,
“'schema": { "$ref": "#/definitions/Update_Platform" },
"x-example':
{
n": "Nuevo nombre",
“"mnpn': [ { "language': "es'", "value': "Nuevo nombre de Plataforma Amigable" } ]
3
3
1.
"responses': {
"200": {
“description™ : "',
""x-example':
{
"n": “Nuevo nombre",
"mnpn": [ { "language': "es", "value': "Nuevo nombre de Plataforma Amigable']l } ]
"schema": { "$ref": "#/definitions/Update_Platform" }
b
3
}

}

arfameters™: {
“Interface-rw" : {

}

"in" : "query",
"name™ : "if",
“type'" : “'string",
“enum" : [Toic.if.rw']
T
“interface-all™ - {
*in" : "query",
"name" : "if",
"type" : "string",
“enum' - [Toic.if.rw", "oic.if baseline']
}

"definitions": {

“Gonf_Platform” : {

"properties': {
ret o c

"description’; ""Resource Type of the Resource",
“items": {

"maxkength: 64,

“typel's "'string"

Uminitems™: 1,
UreadOnly": true,
Jtype': "array"

4

R

"description': "Friendly name of the resource",
“"maxLength™: 64,
“readOnly": true,
"type'': "'string"
3,

"mnpn™ :
{

"description”: "Platform names",
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“items": {
"properties': {
"language': {
“allof": [
{
"description': "Format pattern according to IETF RFC 5646 (language tag).",
“pattern’: "~[A-Za-z]{1,8}(-[A-Za-z0-9]1{1,8})*$",
""type': "string”

3
{
"description”: "An RFC 5646 language tag."'
1
T,
“value™: {
"description”: "The Platform description in the indicated language.",

“"maxLength™: 64,
"type': "string"”

}

,ype": "object"
"éinltems": 1,
"type'': "array"

}.
P~

“description”: "Instance ID of this specific resourcel,
"maxLength™: 64,

"readOnly": true,

"type': "string"

"'oicC.
""oic.
"'oic.

3

i
"description’: "The interface set supported by this resource",
"items": {

“enum': [
"oic.if._baseline",
“oic.if. 11",
"oic.if.b",
"oic.if.Ib",
“oic.if.rw",

f.
f.
f.

1

,ype": "string’

"minltems”:(1)
"readOnly®\ .true,
"type" > Marray”

"lpdnfn Platform' - {
"properties': {
et -

"description’: "Resource Type of the Resource",
“items': {

""maxLength™: 64,

""type'': “'string”

"minltems'": 1,
“readOnly": true,
"type'': "array"

3.
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e

“description”: "Friendly name of the resource",
"maxLength': 64,
“type': "string"”

'mnpn** -
“description: "Platform names",
"items": {

"properties': {
"language': {
“allof": [

{
"description': "Format pattern according to IETF RFC 5646 (languagé 'tag)-'l,
“pattern™: "~[A-Za-z]{1,8}(-[A-Za-z0-9]1{1,8})*$",
"type': "string”

3
{
"description”: "An RFC 5646 language tag.''
T
]
“value": {
"description”: "The Platform description in the indicated language.",

“"maxLength™: 64,
"type': "string"

}

"'ype": "object"
"%inltems": 1,
"type'': "array"

g
{
“anyOf': [
{

“"maxLength™: 64,
"type': "'string"”
¥,
{

"description': "Format pattern according to IETF RFC 4122.",
“pattern’: "~[a-TFA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0-9]1{4}-[a-TA-F0-9]{4}-[a-TfA-HO-
9]{12}s",

type': “'string”

1

escription”: "Instance ID of this specific resource”,
"readOoply:*: true

}.
CTESC

“description’: "The interface set supported by this resource",
items' - {
"enum": [
"oic.if.baseline”,
“oic.if. 11",
"oic.if.b",
“oic.if.Ib",
“oic.if
"oic.if.
f
f

“oic.1i
"oic. i
1

}.

'ype": "string"”
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}
}
}
E.4.5 Property Definition
Progerty rame vatue type MamdatoTy ACTCTESS MUUE Destriptiom
mnpp array: see Platform nanes
schema
if array: see Read Only The_ interface set
schema supported by this
resource
rt array: see Read Only Resource Type
schema
id string Read Only, Instance IO of
this spdcific
resource
n string Read-©Only Friendly name of
the resource
mnph array: see | yes Platform names
schema
if array: see Read Only The interfacg set
schema supported by this
resource
rt array: see Read Only Resource Type
schema
id string Read Only Instance 10 of
this specific
resource
n string Friendly name of
the resource
E.4.6 CRUDN behavior
Respurce Create Read Update Delete Notify
/lexample/PlatformConfigurationResURI get post
E.5 | Device Configuration
E.5.1 Introduction
Resoyrce(” ,~that  allows  for Device  specific information  to be  configured.
Retrigvés the current Device configuration settings
E.5.2 Example URI
/lexample/DeviceConfigurationResURI
E.5.3 Resource Type
The resource type (rt) is defined as: ['oic.wk.con'].
E.5.4 Swagger2.0 Definition
{
"'swagger': 2.0,
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“info": {
"title": "Device Configuration"”,
version': "v1-20160622",
“license": {
"name": ""copyright 2016-2017 Open Connectivity Foundation, Inc. All rights reserved.’
""x-description”: "Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:\n 1.
Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.\n 2. Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following disclaimer in the documentation and/or
other materials provided with the distribution.\n\n THIS SOFTWARE IS PROVIDED BY THE Open
Connectivity Foundation, INC. \"AS IS\" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED _TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR
WARRANTIES OF NON-INFRINGEMENT, ARE DISCLAIMED.\n IN NO EVENT SHALL THE Open Connectjivilty
Foundgtion, INC. OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLUARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTATUTE |GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)\n HOWEVER ¢ CAUSED |AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING\ NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF AHE POSSIBIUITY
OF SUGH DAMAGE.\n"
}
}.
"'schemes': ["http'],
""corjsumes': ["application/json'],
""prqduces': ["application/json'],

"paths': {
""fexampleDeviceConfigurationResURI™ : {
nget: {
"description': "Resource that allows for Device specific information to be

configured.\nRetrieves the current Device configuration settings\n",
“parameters”: [
{"$ref": "#/parameters/interface-all'}

1.
"responses': {
"200": {
“description” : ",
""x-example':
{
n': "My Friendly Device\Name",
ret: [oic.wk.con"],
“loc": [32.777,-96.797]\
"locn': "My Location_Name",
e "'usb*,
e ""MyRegion’.,
tdit: “en"
}
"schema": { “$ref": "#/definitions/Configuration” }
}
}
T
"post: {
"description': "Update the information about the Device\n",

“parameters': [

{"$ref”: "#/parameters/interface-rw'},

pt
!name': "body",
"in": "body",
"rnﬂlllirnrl" - trl e,
“'schema": { "$ref": "#/definitions/Update" },
"x-example':

{

n": "Nuevo Nombre Amistoso",

"r'': "MyNewRegion',

“In": [ { "language': "es", "value": "Nuevo Nombre Amistoso™ } ],
I Tes

3
1,
"responses': {
"200": {

218

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f44f1084d27c835d6d2ac3b84b94d008

“description™ : """,
""x-example':
{
"n'": "Nuevo Nombre Amistoso",
"r'': "MyNewRegion™,

dl S

}

"séhema": { "$ref": "#/definitions/Update” }
}

ISO/IEC 30118-1:2018(E)

“In": [ { "language™: "es'", "value": "Nuevo Nombre Amistoso" } ],
ndlte o ves™

}

anfameters™: {
“interface-rw" : {

"in" - "query",

“name” - “if",

"type' : “string",
“enum' - [Toic.if.rw']

}

nterface-all” : {

"in" : "query",

"name" : "if",

""type'" : “string",

"enum”™ : ["oic.if.rw", "oic.if.baseline]

"definitions": {

“"Gonfiguration™ : {

"properties': {
rt"t o:

“description’: "Resource Type of the Resource®,
“items": {

“"maxLength": 64,

"type': "'string"”

“minltems”: 1,
"readOnly™: true,
type': "array"

“loc"

“description’: "Location information (lat, long)",
"items": {
"type': "numbery
"maxltems™:(2)
"minltems®y .2,
"type' yMarray”

e

“description™: "Currency",

maxl nngfh"' 64

"type': "string;

“In"

“description’: "Localized names",
"items": {
"properties': {
“language': {
“allof": [
{

"description': "Format pattern according to IETF RFC 5646 (language tag).",

© ISO/IEC 2018 - All rights reserved
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“pattern’: "~[A-Za-z]{1,8}(-[A-Za-z0-9]{1,8})*$",
"type': "string"”

3
{
"description”: "An RFC 5646 language tag."
]
}.
“value': {
“description’: "The Device name in the indicated language.",

“"maxLength™: 64,
“type': "'string"”
1

}

"’ype": "object"
"%inltems": 1,
"type'': "array"

“"locn™ :

"description™: "Human Friendly Name for location",
“"maxLength™: 64,
""type': "'string"

dr-
{
“allof': [
{
"description': "Format pattern according to/TETF RFC 5646 (language tag).",
“pattern": "~[A-Za-z]{1,8}(-[A-Za-z0-9]{18PH*$",
type': “'string”
3.
{
"description': "Default Language asian RFC 5646 language tag."
]
}.
e
"description': "Friendly\name of the resource",

"maxLength™: 64,
"readOnly": true,
“type'': “'string”

"description: "Region",
“"maxLength'': 64,
"type< “string”

uigr
{
"dncr‘ripfinn"- ""Instance 1D of this Qpnr‘ifir\ resource'
"maxLength™: 64,
"readOnly": true,
“type': "string"”

i
{
"description™: "The interface set supported by this resource"”,
“items': {
“enum': [
"oic.if._baseline"”,
“"oic.if. 11",
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ic.if.b",
oic.if.Ib",
oic.if.rw"
oic.if.r”,
oic.if.a",

ic.if.s"

1

ype'': "string"
"minltems': 1,
“readOnly': true,

"type': "array"
1

}.

“required”: ["'n"]

"Update" : {
"properties': {
ret o c

"description': "Resource Type of the Resource",
“items": {

"maxLength™: 64,

"type'': "'string"

"minltems': 1,
“readOnly": true,
“type”: “array"

"loc" :
“description: "Location information (lat, “leng)",
“items": {

“type'': "number"

"maxltems™: 2,
“"minltems™: 2,
“type": “array"”

}.

ner -
{
"description': "Currgncy",
“"maxLength": 64,
"type'': "'string"

“In" -

"description”: "Localized names",
“items™: {
"“properties': {
*language': {
“allof': [
{

"rlncr‘ripfinh"' Eormat paffnrn nr‘r‘nrdinc to 1ETE REC 5646 (Inngllngn fng) h
“pattern”: "~[A-Za-z]{1,8}(-[A-Za-z0-9]1{1,8})*%",
""type': "string"

1
{
"description”: "An RFC 5646 language tag."
1
T,
“value™: {
"description: "The Device name in the indicated language.",

“"maxLength™: 64,
""type': "string"
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3
T
"type': "object"”
T

inltems": 1,
type: "array”

“locn™ :
“description': "Human Friendly Name for location",

"maxLength': 64,
"type': "string"

1.
drr
{
“allof": [
{ . ]
"description': "Format pattern according to IETF RFC 5646 (language. tag).",
“pattern’: "~[A-Za-z]{1,8}(-[A-Za-z0-9]{1,8})*%$",
“type'': “'string”
3.
{
"description’: "Default Language as an RFC 5646 language <tag."
1
1.
e
"description”: "Friendly name of the resource",

""maxLength': 64,
"type': "string"

-
“description’: "Region",

“"maxLength": 64,
"type': "string"

3.
“ide -
{
"anyOf'"': [
{
"maxLength™: 164,
"type': "string"”
T
{
"descrkiption: "Format pattern according to IETF RFC 4122.",
“pattern’: "~[a-fA-F0-9]{8}-[a-fA-F0-9]{4}-[a-fA-F0-9]{4}-[a-TA-F0-9]{4}-[a-fA-HO-
91{12}s",
“type': "string"”
1,
“description’: "Instance ID of this specific resource",
"rnndﬂnl\}/"' true
3.
i -
{
"description': "The interface set supported by this resource",
“items: {
"enum": [

"oic.if._baseline"”,
“oic.if. 11",
"oic.if.b",
"oic.if.Ib",
"oic.if.rw",
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