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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gov
technology, |

International
The main ta
Standards ad

an Internation

Attention is d
rights. ISO ar

ISO/IEC 7814
Subcommitte

ISO/IEC 7814
cards:

Part 1: G
Part 2: O
Part 3: G
Part 4: G
Part 5: R
Part 6: In
Part 7: In

Part 8: O

ernmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inforn
b0 and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives)-Part 2.
5k of the joint technical committee is to prepare International Standards.‘Draft Interns
opted by the technical committees are circulated to the member bodies for voting. Publicat

al Standard requires approval by at least 75 % of the member bodies easting a vote.

rawn to the possibility that some of the elements of this document'may be the subject of
d IEC shall not be held responsible for identifying any or all suech-patent rights.

-13 was prepared by Joint Technical Committee ISOMNEC JTC 1, Information techn
e SC 17, Cards and personal identification.

consists of the following parts, under the general‘title Identification cards — Integrated

ards with contacts — Physical characteristics

ards with contacts — Dimensions anddbcation of the contacts

ards with contacts — Electrical interface and transmission protocols
rganization, security and(commands for interchange

egistration of application providers

terindustry data elements for interchange

terindustryycommands for Structured Card Query Language (SCQL)

omimands for security operations

hation

tional

on as

patent

blogy,

circuit

Part 9: Commands for card management

Part 10: Cards with contacts — Electronic signals and answer to reset for synchronous cards
Part 11: Personal verification through biometric methods

Part 12: Cards with contacts — USB electrical interface and operating procedures

Part 13: Commands for application management in a multi-application environment

Part 15: Cryptographic information application
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-13:2007(E)

ISO/IEC 7816 is a series of International Standards specifying integrated circuit cards and the use of such
cards for interchange. These cards are identification cards intended for information exchange negotiated
between the outside world and the integrated circuit in the card. As a result of an information exchange, the
card delivers information (computation result, stored data), and/or modifies its content (data storage, event
memorization).

Five

All th
conta

arts are specific to cards with galvanic contacts and three of them specify electrical intérfag
BO/IEC 7816-1 specifies physical characteristics for cards with contacts.

BO/IEC 7816-2 specifies dimensions and location of the contacts.

BO/IEC 7816-3 specifies electrical interface and transmission protocols for asynchronous c3
BO/IEC 7816-10 specifies electrical interface and answer to resetfar synchronous cards.
BO/IEC 7816-12 specifies electrical interface and operating‘procedures for USB cards.

b other parts are independent of the physical interface technology. They apply to cards
Cts and/or by contactless methods.

5O/IEC 7816-4 specifies organization, security’and commands for interchange.
BO/IEC 7816-5 specifies registration of application providers.

BO/IEC 7816-6 specifies interindustry, data elements for interchange.

BO/IEC 7816-7 specifies commands for structured card query language.
BO/IEC 7816-8 specifies commands for security operations.

BO/IEC 7816-9 spécifies commands for card management.

BO/IEC 7816=1\1 'specifies personal verification through biometric methods.
BbO/IEC(816-13 specifies commands for application management in a multi-application eny

BOHEC 7816-15 specifies cryptographic information application.

rds.

accessed by

ironment.

ISO/IEC 10536 specifies access by close coupling. ISO/IEC 14443 and ISO/IEC 15693 specify access by

radio

frequency. Such cards are also known as contactless cards.

© ISO/IEC 2007 — All rights reserved
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INTERNATIONAL STANDARD ISO/IEC 7816-13:2007(E)

Identification cards — Integrated circuit cards —

Part 13:
Commands for application management in a multi-application
environment

1

[ds)

jcope
This part of ISO/IEC 7816 specifies commands for application management imatmulti-applicatior] environment.
Thes¢ commands cover the entire life cycle of applications in a multi-application integrated cir¢uit card, and

the commands can be used before and after the card is issued to the cargholder. This part of ISO/IEC 7816
does hot cover the implementation within the card and/or the outside warld.

2 Normative references
The following referenced documents are indispensable’ for the application of this document. For dated
refergnces, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 7816-4:2005, Identification cards — Integrated circuit cards — Organization, security afgd commands
for inferchange

ISO/IEC 7816-9:2004, Identification cafds — Integrated circuit cards — Commands for card management

ISO/IEC 8825-1:2002, Information-technology — ASN.1 encoding rules: Specification of Bajsic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

3 Terms and definitions
For the purposesof this document, the following terms and definitions apply.
31

application

structures—data-slements-and program-modules-needed -for nerforming a-specificfunctionality
F8S—-aata-8188htsaRGProghraiii-Roadtte s-Ree8ae8a+orpeHorHga-SpeGHGIHHIGHORAHYY

[ISO/IEC 7816-4]

3.2

application provider

entity providing the components that make up an application in the card
[ISO/IEC 7816-4]

3.3

card platform
on-card component responsible for basic card functions

© ISO/IEC 2007 — All rights reserved 1
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3.4

card manager application
card application providing card application management functionality and supervising assignment of the card's

reso

urces

4 Abbreviations and notation

AID application identifier

APP application

DF dedjcated file

DO datq object

ICC integrated circuit card

P1-P2  parameter bytes (inserted for clarity, the dash is not significant)
RID registered application provider identifier

5 Multi-application environment and application life cycle

5.1

Multi-application environment

A multi-applid

a)

b)
c)
d)

e)

f)

k)

An appli
data stor

An applid
More tha
The card

The carg
interactid

An applid
is respor

ation environment in the context of this documeént has the following characteristics.

Cation is a uniquely addressable set of functionalities on a multi-application card that prg
Age and computational services.

ation may be added to the card.béfore or after the card is issued to the cardholder.
n one application may be added to the card.
platform provides mechanisms for managing card resources e.g. memory.

platform provides a security boundary mechanism for each application to prevent unauth
n and securitywviolation from any other application on the card.

ation provider is an entity that provides services to the cardholder using a card's applicatig
sible for'the application's behavior.

An applid

vides

brized

n and

ation provider for an application on a card may be distinct from the card issuer.

The life cycle of an application is independent from the life cycle of any other application in the same card.

The life cycle of an application is independent from the life cycle of the card except when the card is in the
termination state, as defined in ISO/IEC 7816-9.

All applications shall be at least selectable using the SELECT command by specifying its AID as the DF
name, as defined in ISO/IEC 7816-4.

A card manager application shall be present, unique, and selectable using the SELECT command by
specifying its AID as the DF name. Other applications on the card may offer application management
functionality.

© ISO/IEC 2007 — All rights reserved
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The default AID of the card manager application is “E8 28 BD 08 0D”.

Figure 1 is a conceptual representation of a possible structure of a multi-application IC card.

5.2 |(Application life cycle

A life|cycle status shall be associated with each“application. An application may use its life cy
comblnation with its security attributes, to\ehsure that any operation it performs compl
applidation's security policy. The card manager application shall provide a life cycle transition p
Existgnt to Operational Activated state.

The fpllowing commands initiate life\eycle state transitions:

— APPLICATION MANAGEMENT REQUEST;

— LOAD APPLICATION;

— REMOVE APRLICATION.

Figure 2 is a\eonceptual representation of the life cycle states and the commands that invok

transi
of al

Existe

Security Boundary

v v

Card Card Card
Card
Application Application Application
Manager
(APP 1) (APP 2) (APP 3)
Application

Card Platform

Figure 1 — Possible structure of a multi-application card

ion.(This diagram shows only the stable (permanent) states an application can reach at t
felcycle transition. Other, intermediate, states may exist during a life cycle transition (e

cle status, in
es with that
ath from Non

e each state
e completion
g. from Non-

At Crantinn otatn hit Ara At maaintainaA whan tha neAa~nce 1o ndarm intad

O o CTotioTT StontT oot ar o ot ran o e U W e T i ProtT oo o tC T o pPtoUr
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[Application Management Request (P1="0E’) +] Load(s) Application

[Application Management Request (P1=06") +]

/
s
‘

Initialisation

Load(s) Application b Remove Application (P1=03)

'
a
»*
1y
[
\

state

\
1
T
1
]
I
’

Application Managemen
Request (P1=04)

emove Application

Application

Non Existent

NOTE 1 — Th
REQUEST (P1
i.e. executable

NOTE 2 — Squ
represent optid

NOTE 3 - The

Activate
File

Deactivate
File

Remove Application
(P1=06)

emove Application
(P1=07)

I/ Operational \\

v
+ Deactivated ':
state /
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/
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L state 7 Remove Application (P1=06) state /' Rempved |

Figure 2 — Application life cycle diagram
s diagram reads as follows: for example, after the execution of the APPLICATION MANAGE
=“0E”) and LOAD APPLICATION commands, the application is in the Operational Activated life cycl
and selectable.

ares represent states of the.card memory, and circles represent application life cycle states. Dotted
nal application life cycle states.

ACTIVATE FILE and. DEACTIVATE FILE commands are defined in ISO/IEC 7816-9.

Application life cycle states:are defined as in Table 1.

The coding o
byte) defined

f the application life cycle states shall comply with the coding of the life cycle status byte
in ISO/IEC 7816-4.

MENT
b state

circles

(LCS
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Table 1 — Application life cycle states

Application Non Existent Application is, from the point of view of the card manager application, not present.

Creation State Application is, from the point of view of the card manager application, present, not
executable, and not selectable.

Initialisation State Application is present, executable with limited functionality, and not selectable.

Operational Activated State Application is present, executable, and selectable.

Operational Deactivated State

returns the warning that the application is deactivated.

Application is present, executable with limited functionality, and the SELECT command

Appli

cation Remaoved Apnlication is naot present _nat selectable _and not executable The nreviq
L) u T

usly assigned

memory resources may be only partially released and reusable.

Some card platforms may have additional life cycle specific state. Additional states are outside the]
Hocument. If the card supports additional life cycle states and state transitions, they shallnot'interfe
Cycle states and state transitions described in Figure 2.

States in italics represent card memory states. States in regular characters represent\application life g

scope of this
e with the life

ycle states.

5.3

A me
applid

Table]
volati

— T

Memory resource assignment data objects for interoperability

mory resource assignment template (tag “7F65”) describing therassignment of memory re
ation may be associated with each application.

2 specifies the memory resource assignment data_©bjects for each type of memory:
e storage, where

bserved memory is the amount of memory exclusively assigned to an application;

— memory quota is the maximum amount of miemory that an application is allowed to request

A me
coded

mory resource assignment data object represents an amount of memory resources cou
as an integer value, see ISO/IEC 8825-1.

Table 2—~—~Memory resource assignment data objects

sources to an

persistent or

hted in bytes,

Tag Description Requirement

“80" | Amount of reservedimemory in persistent storage for the application's code. Mandatory
If no separatjon-between code and data is requested, then “80” shall be used to indicate the
reserved amount of persistent storage memory for both application code and data.

“81° [Amountof-reserved volatile memory at the time of application selection for the application's Optional
data(

“8" | Amount of reserved persistent storage memory for the application's data. Optional
If “82” is not present, then “80” indicates the sum of persistent storage memory for both
application-cedeand-data-

“83” | Amount of memory quota of persistent storage memory for the application's code. Optional
If no separation between code and data is requested, then “83” shall be used to indicate the
memory quota of persistent storage memory for both application code and data.

“84” | Amount of memory quota of volatile memory at the time of application selection for the Optional
application's data.

“85” | Amount of memory quota of persistent storage for the application's data. Optional

If “85” is not present, then “83” indicates the sum of persistent storage memory for both
application code and data.

— In this context, ISO/IEC JTC1/SC17 reserves any other data object of the context-specific class (first byte from “80”
to “BF”).

© IS0/

IEC 2007 — All rights reserved
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In using the values of the memory resource assignment data objects, the following rules shall apply.

The assignment of Reserved Memory to an application reduces the memory resources available to other
applications on the card.

The assignment of Memory Quota to an application does not reduce the memory resources available to
other applications on the card.

The value of Memory Quota is greater than or equal to the value of Reserved Memory.

At the time of the successful creation of an appllcat|on (e g transmon from Non EX|stent to Operatlonal

the crea

At the ti
resource

to other
6 Cardnm
6.1 Cardn

ory Quota is exceeded or the memory resources currently available on the card aré exha
on of the application fails.

e of successful removal of an application (i.e. transition to Application”Removed), the m
5 available to other applications on the card are augmented by the amount of memory a
released| and any unused part of the Reserved Memory is reassigned to thésmemory resources ava

applications on the card.

anagement service recognition

nanagement service template

eserved
erved
other
either
Isted,

bmory
tually
ilable

The card mamagement service template (tag“7F64”) shall be present. Table 3 defines the contents of thé card
management

service template.

Table 3 — Card management service data objects

Tag Lehgth/ Description Requirement
Folrmat

“80” 2 ll)ytes Card management capabilities supported by the card: the value is a combination Mandatpry
of the bits defined in Table 4 and Table 5.

“81” Variable [Card management scheme name and version: Object Identifier value (see Mandatpry
ISO/IEC 8825-1) indicating the scheme name and version (major and minor)
used tomanage the card and its applications.

“82” Vafiable |Card- identification procedure indicator: Object Identifier value (see Optionjal
ISO/IEC 8825-1) indicating the procedure used to identify the card uniquely. It
defines how to access the local identifier on the card e.g. the ICC serial number,
and whether that identifier is globally unique.

“4F” Variable |Card manager application AID: Application identifier to select the card manager Optional

application, when different from “E8 28 BD 08 0D".

“80” to “BF”).

In this context, ISO/IEC JTC 1/SC 17 reserves any other data object of the context-specific class (first byte from

© ISO/IEC 2007 — All rights reserved
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Table 4 — Card management capabilities: First byte

b7 b6 b5 b4 b3 b2 b1 Value of supported life cycle state transitions

- - - - - - 1 | Non Existent to Creation

- - - - - 1 - | Creation to Initialisation

- - - - 1 - - Initialisation to Operational Activated
- - - 1 - - - | Creation to Operational Activated

- - 1 - - - - Non Existent to Operational Activated

- 1 - - - - - | Operational Activated to Operational Deactivated

1 - - - - - - | Operational Deactivated to Operational Activatdd

- - - - - - - Operational Activated to Application Renmoved

Table 5 — Card management capabilities: Second byte

b7 b6 b5 b4 b3 b2 b1 Value of Supported life cycle state tranpsitions

o O o o o

- - - - 1 Creation to Application,Removed
- - - 1 - Initialisation to Application Removed

1 - - Initialisationtto Creation

o O O o
1
1

- 1 - - - | Operational Activated to Creation

o O o o o

0 1 - - - - Operational Deactivated to Application Removed

A\ny other value is reserved for future use by ISO/IEC JTC 1/SC 17.

6.2

Retrig
ISO/I

The g
docur
does

Two
selec

—

Card management service template retrieval

ving the card management service template uses the application-independent card servicgs defined by
EC 7816-4.

rder in which the different_retrieval procedures defined in this clause are to be tried is not defined by this
nent. If all procedures.described hereafter fail to return the card management service temglate, the card
not comply with thissdecument.

procedures may,apply to retrieve card management service template when the MF or|the implicitly
ed application DF is selected:

padingsthe EF.ATR, where DO “7F64” may be present;

— W

ithn.a GET DATA command with P1-P2 set to “7F 64”, which may return the card management service

template in the response data field.

Another procedure may apply and consists of selecting the application with AID “E8 28 BD 08 0D” followed by
a GET DATA command with P1-P2 set to “7F 64”, which may return the card management service template in

the re

sponse data field.

7 Commands for application management

After

selection of the card manager application and optional authentication procedure, a management

procedure for an application on the card results from the use of one or more of the following three commands:

— APPLICATION MANAGEMENT REQUEST command;

© ISO/IEC 2007 — All rights reserved 7
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LOAD APPLICATION command;

REMOVE APPLICATION command.

The card manager application shall support at least the first two commands.

If the card manager application supports a command specified in this clause, at least one option of the
command shall be supported.

A command for application management can be performed only if the security status satisfies the security
conditions defined by the card manager application.

7.1 APPLICATION MANAGEMENT REQUEST command
The APPLICATION MANAGEMENT REQUEST command initiates the management procedure fpr an
application. Tlhhe card manager application verifies the application management request information predent in
the command data field. This command may be followed by the LOAD APPLICATION command described in
7.2. If memory resource management is supported, the assignment of memory resources ‘t0 an applicat{on as
described in the memory resource assignment template (tag “7F65”) shall comply with, the rules defined in
clause 5.3.
Table 6 — APPLICATION MANAGEMENT REQUEST command-response pair
CLA As defined in ISO/IEC 7816-4
INS “40” or “41”
P1 Application life cycle status control according to Table 7
P2 Application management control according to Table 8
L. field Number of bytes in the command data field
Data field Application management request information whose format and contents are implicitly known by the card
manager application (INS="40"), or coded in\the'following data objects (INS=41"):
AID (tag “4F”) of the target application (mandatory);
Memory resource assignment (tag “7E65”);
One or more digital signature bloek(s) (tag “7/F3D”) containing a digital signature DO (tag “9El) and
possibly further DOs, e.g. a hash-value DO (tag “90”) with the application's code hash;
L, field Absent for encoding N, = @; present for encoding N, > 0
Data field Additional information+or absent
SW1-SW2 See ISO/IEC 7816-4:2005, Tables 6 and 7 where relevant, e.g. “6982”, “6985”
— Applicatipn management request information may contain other data objects, e.g. issuer identification numbgr (tag
“42”), filel reference(tag “51”), or discretionary data (tag “53” or “73”).
— Caoding of the digital signature block (tag “7F3D”) is outside the scope of this document.
Table 7 — Application life cycle target state control in P1
b8 b7 b6 b5 b4 b3 b2 b1 Meaning
0 0 0 0 0 0 0 0 |No information given
0 0 0 0 0 0 1 0 [Transition from Non Existent state to Creation state
0 0 0 0 0 1 0 0 |Transition from Creation state to Initialisation state
0 0 0 0 0 1 1 0 |Transition from Non Existent state to Initialisation state
0 0 0 0 1 0 0 0 |Transition from Initialisation state to Operational Activated state
0 0 0 0 1 1 0 0 [Transition from Creation state to Operational Activated state
0 0 0 0 1 1 1 0 |Transition from Non Existent to Operational Activated state
— Any other value is reserved for future use by ISO/IEC JTC 1/SC 17.
8 © ISO/IEC 2007 — All rights reserved
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Table 8 — Application management control in P2

-13:2007(E)

b8 b7 b6 b5 b4 b3 b2 b1 Meaning

0 0 0 0 0 0 0 0 |No information given

0 0 0 0 0 0 0 1 Verify application management request

0 0 0 0 0 0 1 0 | Commit application management request

0 0 0 0 0 0 1 1 | Verify and commit application management request

Any other value is reserved for future use by ISO/IEC JTC 1/SC 17.

7.2

The UOAD APPLICATION command transfers an application to the card. An application] may

LOAD APPLICATION command

pe partitioned

into multiple components and each component may be partitioned into multiple blocks for transmission to the

card.

by the APPLICATION MANAGEMENT REQUEST command, see 7.1.

If thg LOAD APPLICATION command is preceded by an APPLICATION MANAGEMEN
comnjand, then memory resource assignment is achieved by the immediately preceding A
MANAGEMENT REQUEST command. The successful execution of this\sequence of commands
life cylcle transition indicated in the immediately preceding APPLICATION MANAGEMENT REQU

If thel LOAD APPLICATION command is not preceded by, an)APPLICATION MANAGEMEN
command, then memory resource assignment and setting of<¢he application life cycle state to a
valuelis done on the basis of information provided by the;sequence of LOAD APPLICATION com

If memory resource management is supported, thé;amount of memory assigned to a succes
appligation shall comply with the rules defined in 53,

Each LOAD APPLICATION command transfers one block to the card. This command may

Table 9 — LOAD APPLICATION command-response pair

be preceded

I REQUEST
PPLICATION
performs the
EST.

T REQUEST
h appropriate
mands.

sfully created

CLA As defined in ISO/IEC 78164

INS “EA” or “EB”

P1-P2 See Table 10

L. field Number of bytes in the command data field

Data field Application_.components whose format and contents are implicitly known by the card manager application
(INS="“EAY), or coded as individual data objects (INS=“EB”)

L, field Absent for encoding N, = 0, present for encoding N, > 0

Data field Additional information or absent

SW 152 SeetSOHECF816-4:20605Fables6-andFwhererefevanteg—6982:+6985"
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Table 10 — Sequence number or offset in P1 and P2

P1 P2 Meaning

b8 b7 b6 b5 b4 b3 b2 b1

0 0 0 0 0 0 0 0 00 No information given

- X X X X X X X XX Sequence number or offset
- 0 X X X X X X XX - Offset

- 1 X X X X X X XX - Sequence number

0 - - - - - - - - Mare block

1 - - - - - - Last block

— Ifb7 of P
setto 1,

— If b8 of H
the last b

— The offsg
— The sequ

1 is set to 0, then the rest of P1-P2 (fourteen bits) encodes an offset from zero to 16383, and)ifb7 of
hen the rest of P1-P2 (fourteen bits) encodes a sequence number of the command.

1 is set to 0, then a subsequent block is expected, and if b8 of P1 is set to 1, then this.command co
lock.

t is counted in bytes from the beginning of the application transfer.

ence number is incremented by one for each block from the beginning of the’application transfer.

P1is

htains

7.3 REMO

The REMOV
that were ass

The card ma
data field.

If memory re
memory reso

VE APPLICATION command

E APPLICATION command deletes an application afnd)possibly reclaims the memory resd
igned to the application.

hager application verifies the application removing information, when present in the com

source management is supported, thé;successful removal of an application shall augme
Lirces available to applications on the:card according to the rules defined in 5.3.

Table 11 — REMOVE APPLICATION command-response pair

urces

mand

nt the

CLA As defined in ISO/IEC 7816-4
INS “EC” or “ED”
P1 Removing state/control according to Table 12
P2 “00” no information given.
(any otherwalue is reserved for future use by ISO/IEC JTC 1/SC 17)
L. field Absent:or number of bytes in the command data field
Data field Absent or application removing information whose format and contents are implicitly known by the¢ card
mianager application (INS="EC")
Or application removing information coded in the following data objects (INS=“ED”):
AID (tag “4F”) of the target application (mandatory);
One or more digital signature block(s) (tag “7/F3D”) containing a digital signature DO (tag “9E”).
L, field Absent for encoding N, = 0, present for encoding N, > 0
Data field Additional information or absent
SW1-SW2 See ISO/IEC 7816-4:2005, Tables 6 and 7 where relevant, e.g. “6982”, “6985”

— Application removing information may contain other data objects, e.g. discretionary data (tag “53” or “73”).
— Caoding of the digital signature block (tag “7F3D”) is outside the scope of this document.

10
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Table 12 — Removing state control in P1

b8 b7 b6 b5 b4 b3 b2 b1 Meaning

0 0 0 0 0 0 0 0 No information given

0 0 0 0 0 0 0 1 Transition from Creation state to Application Removed

0 0 0 0 0 0 1 0 Transition from Initialisation state to Creation state

0 0 0 0 0 0 1 1 Transition from Initialisation state to Application Removed

0 0 0 0 0 1 1 0 Transition from Operational (Activated or Deactivated) state to
Creation state

0 6 6 f f 4 4 1 FramsittomrfrommOperationat-tActivated-or Beactivated) state to
Application Removed

— Any other value is reserved for future use by ISO/IEC JTC 1/SC 17.

7.4 (Application management considerations

The g¢ard management scheme and/or the card issuer policies specify the)type and number |of signatures
being|required, such as

— card issuer's signature,
— dpplication provider's signature,
— ¢ard management scheme authority's signature.

The dard shall be capable of enforcing those policies and handling the corresponding signatufe verification
keys.

An agplication management policy betweenya card issuer and an application provider, and its impplementation
are olitside the scope of this document.

© ISO/IEC 2007 — All rights reserved 11
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Annex A
(informative)

An example of card application management on an independent card

This exampl
application p

— An applig

issuer and application provider model

shows how to manage an application in the card under an independent card(issue
vider model. The following assumptions are made.

ation may be added to the card by an independent application provider afterthe issuance

card. Theé model is shown in Fig. A.1.

— The appl

NOTE Th

cation creation certificate may be issued during online or offline communication.

b next generation IC Card System Study Group (NICSS) uses this model.

RID
Registration Body Registration
Authority
Registration Registration
Card
Supplier
Certificate to create or
remove applications RID
. Issue
Card .| Application
I CI Provid PR
Card ssuer (CI) (online/offline) rovider (APR)
Issuing Create or remov{
Caxd applications
v v
ICC (Card holder/User)

Figure A.1 — A model of independent card issuer and application provider

r and

of the

A.2 Examples of application management procedures

A.2.1 Case of APR independent from CI (remote Cl): verify certificate before loading

a) SELECT the application with AID “E8 28 BD 08 0D”.

b) GET DATA to retrieve the card management service template (tag “7F64”).

c) SELECT the card manager application with the AID (tag “4F”) indicated in the card management service
template.

d) Mutual authentication.

12
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e) Get an application creation certificate from the card issuer (online/offline). The certificate may contain AID,
a hash value of the application, approval ID, Card ID, and digital signature of the card issuer.

f)  APPLICATION MANAGEMENT REQUEST with the certificate.
g) Load the application by LOAD APPLICATION.

A.2.2 Case of remote Cl: verify certificate after loading
a) SELECT the application with AID “E8 28 BD 08 0D”.

b) GET DATA to retrieve the card management service template (tag “7F64”).

c) YELECT the card manager application with the AID (tag “4F”) indicated in the card management service
template.

d) Mutual authentication.

e) (et an application creation certificate from the card issuer.

f)  APPLICATION MANAGEMENT REQUEST with no certificate to assign"memory.
g) LUoad the application by LOAD APPLICATION.

h) APPLICATION MANAGEMENT REQUEST with the certificate:

A.3 Examples of removal procedures

A.3.1 Case of remote CI: verify certificate duting removing
a) 9ELECT the application with AID “E8 28 BB08 0D”.
b) GET DATA to retrieve the card managément service template (tag “7F64”).

c) YELECT the card manager application with the AID (tag “4F”) indicated in the card management service
template.

d) utual authentication.

e) et an application removal certificate from the card issuer (online/offline). The certificate maly contain AID,
pproval ID, Card1D;yand digital signature of the card issuer.

f) EMOVE APPLICATION with the certificate.

A.3.2 Case-of remote Cl: verify certificate before removing

a) JELECT the application with AID “E8 28 BD 08 0D”.

b) GET DATA to retrieve the card management service template (tag “7F64”).

c) SELECT the card manager application with the AID (tag “4F”) indicated in the card management service
template.

d) Mutual authentication.

e) Get an application removal certificate from the card issuer.

f)  APPLICATION MANAGEMENT REQUEST with the certificate.
g) REMOVE APPLICATION with no certificate.

© ISO/IEC 2007 — Al rights reserved 13
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Annex B
(informative)

A practical example of card application management

B.1 Introduction

This example
then install ar
NOTE Gl

An applicatio]
data) is load¢g

Load Object plus possibly some application data.

In this examp
— previous
protectio

B.2 Commands for application management

B.2.1 APPL

The APPLICA
required for Iq

verificatipn of the card issuer's certificates.

Table B.1 — APPLICATION MANAGEMENT REQUEST command-response pair

shows a two-step model for application creation and activation: load the application's cod
d activate an application instance.

balPlatform (GP) uses this model.

h is composed of application code and application data. Application code\(but not appli
d on the card using a Load Object. The installation of an application creates’an instance fro

le, the creation and activation of an application additionally requires
authentication of the Card Application Management System (EAMS),

h of commands and responses by secure messaging,

ICATION MANAGEMENT REQUEST command

ATION MANAGEMENT REQUEST command is issued to initiate and perform the various
ading a Load Object andrinstalling and activating an application instance.

b first,

cation
m the

steps

CLA As defined indSO/IEC 7816-4

INS “40”

P1 Application life cycle target state control: see Table B.2

P2 Application management control: see Table B.3

L. field Numberof bytesimthecommanddata—fietd

Data field Application management request information

L, field Absent for encoding N, = 0, present for encoding N, > 0

Data field Absent or application management confirmation information

SW1-SW2 See ISO/IEC 7816-4:2005, Tables 6 and 7 where relevant, e.g. “6982”, “6985”

The parameter P1 of the APPLICATION MANAGEMENT REQUEST command describes the purpose of the
command and is coded according to Table B.2.

14
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Table B.2 — Application life cycle target state control in P1

b8 b7 b6 b5 b4 b3 b2 bi Meaning

1
1
0
0

1 0 0
0 0 0
0 0 [Transition from Creation state to Initialisation state
0

1 Transition from Non Existent state to Creation state

Transition from Creation state to Operational Activated state

Transition from Initialisation state to Operational Activated state

X|lo o o o
X|o o o o
X|o o o o
X|o o o

RFU

b4 indicates the activation of the application identified in the command data field. Fhis
application that is only created (current life cycle state = Creation) or that is alre

(current life cycle state = Initialisation).

b3

indicates the initialisation of the application identified in the command data field (cu
state = Creation).

b2

indicates the creation of the application identified in the comimand data field (cur
state = Non Existent).

Table B.3 — Application management-control in P2

applies to an

hdy initialised

rent life cycle

ent life cycle

b8 b7 b6 bS5 b4 b3 b2 b1 Meaning

0
0

0
0

0 0O 0 ©
0 0O 0 ©

0 1
1 1

Verify application management request

Verifysand commit application management request

In thig example, the APPLICATION MANAGEMENT REQUEST command is issued twice.

Vith b2=1 in parameter P1 and P2.set to “01”, to initiate the load of the application's code (
he command data field contains-the identity of the Load Object, the identity of the applicg
emory resource assignment information on the Load Object, the hash of the Load O
application creation certificate issued by the card issuer. No response data field is re
response message. One-or more LOAD APPLICATION commands follow. On the successfu
the last LOAD APPLICATION command, the creation application management reques
committed and the @pplication life cycle status is set to Creation.

= <

ith a combination of b4=1 and b3=1 in parameter P1 and P2 set to “03”, to simultaneou
activate an-application instance. The command data field contains the identity of the Load Q
loaded, the-identity of the application instance, memory resource assigment information on t

| oad Object).
tion provider,
bject and an
urned in the
| execution of
t is implicitly

bly install and
bject already
ne application

imstance* and an application initialisation-and-activation certificate issued by the card is

th N1 ru

the content of the
ISO/IEC 8825-1) and the value of the application initialisation-and-activation confirmation.

(

B.2.2 LOAD APPLICATION command

suer. On the
Creation to

When present,

les defined in

The Load Object is divided into multiple blocks: Load Blocks, for transmission to the card. The LOAD
APPLICATION command initiates the transfer of a Load Block to the card. Multiple LOAD APPLICATION

commands may be required to transfer a Load Obiject to the card.

© ISO/IEC 2007 — All rights reserved
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Table B.4 — LOAD APPLICATION command-response pair

CLA As defined in ISO/IEC 7816-4

INS “‘EA”

P1 Load Block sequence number most significant byte, see Table B.5

P2 Load Block sequence number least significant byte, see Table B.6

L. field Number of bytes in the command data field

Data field Load Block

L, field Absent for encoding N, = 0, present for encoding N, > 0

Data field Absent or application creation confirmation information

SW1-SW2 See ISO/IEC 7816-4:2005, Tables 6 and 7 where relevant, e.g. “6581”, “6484”

The parametgers P1 and P2 of the LOAD APPLICATION command describes the sequence of Load Blocks
and are codef according to Tables B.5 and B.6.

Table B.5 — Sequence number most significant.byte in P1

h8 b7 b6 b5 b4 b3 b2 b1 Meaning

D 1 X X X X X X |More blocks, sequence number most significant
byte

( 1 X X X X X X [Last block;sequence number most significant byte

b8 =0 indifates that more Load Blocks are expected.
b8 =1 indifates the last Load Block in a sequéence.

b7 =1 indifcates a Load Block sequence-number coded on fourteen bits, from 0 to16 383.

Table B.6 — Sequence number least significant byte in P2

bg b7 b6 b5-'b4d b3 b2 b1 Meaning

X X X X+ X X X X |Sequence number least significant byte

The first LOAD APPLICATION command is preceded by an APPLICATION MANAGEMENT REQUES$T for
creation command (b2 of P1 setto 1).

The Load Block sequence number (lower fourteen bits of P1-P2) starts at zero. The Load Block numbering is
strictly sequential and increments by one. The card is informed of the last block of the Load Object (b8 of P1
of LOAD APPLICATION command set to 1).

A response data field may be returned in the response message. When present, the content of the response
data field contains the length (coded according to the ASN.1 rules defined in ISO/IEC 8825-1) and the value of
the application creation confirmation. It is only present in the response data field of the LOAD APPLICATION
command transferring the last Load Block (b8 of P1 set to 1).

For LOAD APPLICATION commands other than the last LOAD APPLICATION command transferring the last
Load Block (b8 of P1 set to 1), there is no response data field.
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B.3 Application management sequence

The typical application management sequence for creating and activating an application in this model is as
follows.

a) SELECT the application with AID “E8 28 BD 08 OD”.

b) GET DATA to retrieve the card management service template (tag “7F64”).

c) SELECT the card manager application with the AID (tag “4F”) indicated in the card management service
template.

d) A

e) H

—
~
=

(o]
-
—

PPLICATION MANAGEMENT REQUEST for creation with P1=02" and P2="01".
irst LOAD APPLICATION with P1=40" and P2="00".
lultiple LOAD APPLICATION commands with sequentially incremented P1-P2:

ast LOAD APPLICATION with P1=“Cx” and P2="yz” where “xyz” is the sequence numb
oad Block (assuming “xyz” is lower than 4 095).

PPLICATION MANAGEMENT REQUEST for initialisation and dctivation with P1="0C” and

er of the last

P2=03".

© IS0/

IEC 2007 — All rights reserved
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Annex C
(informative)

A further practical example of card application management

C.1 Introduction

This examplg shows the three-step model for application creation and activation: assign card resources, load
application cgde and data, and make operational activated.

NOTE MULTOS uses this model.

An initial APPLICATION MANAGEMENT REQUEST command ensures card resourcesCare availablge and
readies the dard for subsequent card content management requests. The application’is ‘then loaded fo the
card with the [LOAD APPLICATION command. An application is composed of application code and application
data, default file control information, directory file entry, digital signature and Key Transformation Unit. All are
loaded onto fthe card as an Application Load Unit. The second and final ARRLICATION MANAGEMENT
REQUEST command finalises the application creation and activation process, including checking Card |ssuer
authorisation$ and the Application Service Provider's digital signature of the Application Load Unit.

C.2 Commands for application management

C.2.1 APPLICATION MANAGEMENT REQUEST command

The APPLICATION MANAGEMENT REQUEST command is issued to initiate and finalise the appligation
loading procegss

Table C.1 — APPLICATION MANAGEMENT REQUEST command-response pair

CLA As defined in ISO/IEC 78164

INS “40”

P1 Purpose of the ARREICATION MANAGEMENT REQUEST: see Table C.2

P2 Purpose of the APPLICATION MANAGEMENT REQUEST: see Table C.3

L. field Number,ofbytes in the command data field

Data field Application Load Certificate

L, field Absent for encoding N, = 0, present for encoding N, > 0

Data field Absent or Card Public Key Certificate

SW1-SW2 See ISO/IEC 7816-4:2005, Tables 6 and 7 where relevant, e.g. “6982”, “6985”

The parameter P1 of the APPLICATION MANAGEMENT REQUEST command describes the purpose of the
command and is coded according to Table C.2.

Table C.2 — Coding of P1 of APPLICATION MANAGEMENT REQUEST command

b8 b7 b6 b5 b4 b3 b2 b1 Meaning
0 0 0 0 1 1 1 0 | Transition from Non Existent state to Operational Activated state
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