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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out

thr

ough ISO technical committees. Each member body interested in a subject for which a technical

committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

Th
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dif

e procedures used to develop this document and those intended for its further maintgnance are
cribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria-needed for the
ferent types of ISO documents should be noted. This document was drafted in acdordande with the

editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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E Standards documents are developed within the IEEE Societies and the-Standards Coprdinating

Canmittees of the IEEE Standards Association (IEEE-SA) Standards Board: The IEEE dgvelops its

dards through a consensus development process, approved by the &mierican National [Standards
titute, which brings together volunteers representing varied viewpgeifts and interests to gchieve the
hl product. Volunteers are not necessarily members of the Institute and serve without compensation.
ile the IEEE administers the process and establishes rules to{promote fairness in the fconsensus
relopment process, the IEEE does not independently evaluate,‘test, or verify the accuracy of any of
information contained in its standards.

ention is drawn to the possibility that some of the elements of this document may be the subject
patent rights. ISO and IEC shall not be held respensible for identifying any or all sych patent
hts. Details of any patent rights identified during”the development of the document wil| be in the
Foduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).

y trade name used in this document is infermation given for the convenience of users anf does not
stitute an endorsement.

an explanation of the voluntarymature of standards, the meaning of ISO specific ferms and

expressions related to conformitysassessment, as well as information about ISO's adherehce to the

Wo
.or

rld Trade Organization (W.TOY principles in the Technical Barriers to Trade (TBT), se¢ www.iso

Th

b /iso/foreword.html.

s document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information Technology,

Sulbcommittee SC 7, Systems and Software Engineering, in cooperation with the Systems and Software

En
De

Th
Th

pineering Standards Committee of the IEEE Computer Society, under the Partner [Standards
Felopment Organization cooperation agreement between ISO and IEEE.

s first edition cancels and replaces ISO/IEC 90003:2014, which has been technically revis¢d.

e main'changes compared to the previous edition are as follows:

updating structure and contents to reflect the total revision of ISQ 9001:2015;

updating contents to reflect the revision of ISO/IEC/IEEE 12207:2017 and other SC 7 standards.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

ISO 9001:2015, Quality management systems — Requirements

Introduction

0.1 General

The adoption of a quality management system is a strategic decision for an organization that can
help to improve its overall performance and provide a sound basis for sustainable development
initiativgs.

The potential benefits to an organization of implementing a quality management system based ¢n
this Intefnational Standard are:

a) the ability to consistently provide products and services that meet customer{amnd applicable
statytory and regulatory requirements;

b) faciljtating opportunities to enhance customer satisfaction;

c) addressing risks and opportunities associated with its context and pbjectives;

d) the gbility to demonstrate conformity to specified quality management system requirements.
This Integrnational Standard can be used by internal and externdl parties.

It is not the intent of this International Standard to imply the‘need for:

— unif¢rmity in the structure of different quality mahagement systems;

— aligriment of documentation to the clause strueture of this International Standard;

— the Use of the specific terminology of this Intérnational Standard within the organization.

The quality management system requiréments specified in this International Standard are
complementary to requirements for products and services.

This Intgrnational Standard employs’the process approach, which incorporates the Plan-Do-Check-
Act (PD{A) cycle and risk-based 'thinking.

The prodess approach enables an organization to plan its processes and their interactions.

The PDCA cycle enablesan organization to ensure that its processes are adequately resourced and
managed, and that epportunities for improvement are determined and acted on.

Risk-basg¢d thinking enables an organization to determine the factors that could cause its processgs
and its qFality management system to deviate from the planned results, to put in place preventiye

controls fe'hinimize negative effects and to make maximum use of opportunities as they arise.

Consistently meeting requirements and addressing future needs and expectations poses a challenge
for organizations in an increasingly dynamic and complex environment. To achieve this objective, the
organization might find it necessary to adopt various forms of improvement in addition to correction
and continual improvement, such as breakthrough change, innovation and re-organization.

© ISO/IEC 2018 - All rights reserved
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In this International Standard, the following verbal forms are used:
— “shall” indicates a requirement;

— “should” indicates a recommendation;

— “may” indicates a permission;

— “can” indicates a possibility or a capability.

Information marked as “NOTE” is for gnid;mrp in nndm‘d‘nnding or rlm‘ifving the associated
requirement.

o

.2 Quality management principles

This International Standard is based on the quality management principles desepibed in [SO 9000.
The descriptions include a statement of each principle, a rationale of why theprinciple is important
fdr the organization, some examples of benefits associated with the principle @nd examples pf typical
a¢tions to improve the organization's performance when applying the prineiple.

The quality management principles are:
— customer focus;

— leadership;

— engagement of people;

— process approach;

— improvement;

— evidence-based decision making;
—t relationship management.

0{3 Process approach

0{3.1 General

This International Stahdard promotes the adoption of a process approach when dejeloping,
implementing and jmiproving the effectiveness of a quality management system, to enhance ¢ustomer
sgtisfaction by meeting customer requirements. Specific requirements considered essentjal to the
adloption of a process approach are included in 4.4.

Uhderstanding and managing interrelated processes as a system contributes to the organization's
effectiveness and efficiency in achieving its intended results. This approach enables the orggnization
tq control the interrelationships and interdependencies among the processes of the system, so that
theoverall performance of the organization can be enhanced.

© ISO/IEC 2018 - All rights reserved
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The process approach involves the systematic definition and management of processes, and their
interactions, so as to achieve the intended results in accordance with the quality policy and strategic
direction of the organization. Management of the processes and the system as a whole can be
achieved using the PDCA cycle (see 0.3.2) with an overall focus on risk-based thinking (see 0.3.3)
aimed at taking advantage of opportunities and preventing undesirable results.

The application of the process approach in a quality management system enables:

a) understanding and consistency in meeting requirements;

b) the donsideration of processes in terms ot added value,
c) the dchievement of effective process performance;

d) improvement of processes based on evaluation of data and information.

©n

Figure 1|gives a schematic representation of any process and shows the interactionyef its element
The monlitoring and measuring check points, which are necessary for control, dre Specific to ea¢h
process 4nd will vary depending on the related risks.
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Figure 1 — Schematic representation of the elements of a single process

0.3.2 Plan-Do-Check*Act cycle

The PDCA cycle can be applied to all processes and to the quality management system as a whole.
Figure 2 fillustrates how Clauses 4 to 10 can be grouped in relation to the PDCA cycle.
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NOJ'E Numbers in brackets refer to the clauses‘in this International Standard.

Figure 2 — Representation of the structure of this International Standard in the PD(A cycle

The PDCA cycle can be briefly described as follows:

and address risks-and opportunities;

— Do: implement what was planned;

— AAct: take actions to improve performance, as necessary.

— Plan: establish the olfjectives of the system and its processes, and the resources needed fo deliver
results in accordance with customers' requirements and the organization's policies, andl identify

— Check:anonitor and (where applicable) measure processes and the resulting products and
services against policies, objectives, requirements and planned activities, and report the results;

© ISO/IEC 2018 - All rights reserved
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0.3.3 Risk-based thinking

Risk-based thinking is essential for achieving an effective quality management system. The concept
of risk-based thinking has been implicit in previous editions of this International Standard including,
for example, carrying out preventive action to eliminate potential nonconformities, analysing any
nonconformities that do occur, and taking action to prevent recurrence that is appropriate for the
effects of the nonconformity.

To conform to the requirements of this International Standard, an organization needs to plan and
implement actions to address risks and opportunities. Addressing both risks and opportunities
establisl-jjes a basis for increasing the effectiveness of the quality management system, achieyifg
improved results and preventing negative effects.

Opportuhities can arise as a result of a situation favourable to achieving an intendedrresult, fpr
example| a set of circumstances that allow the organization to attract customers,~develop new
productq and services, reduce waste or improve productivity. Actions to addresS ‘opportunities
can alsolinclude consideration of associated risks. Risk is the effect of uncertainty and any su¢h
uncertainty can have positive or negative effects. A positive deviation arising frgm-a risk can providle
an opporjtunity, but not all positive effects of risk result in opportunities.

0.4 Relationship with other management system standards

This Intdrnational Standard applies the framework developed by ISO)to improve alignment among
its International Standards for management systems.

This Intgrnational Standard enables an organization to use4he process approach, coupled with tme
PDCA cyfle and risk-based thinking, to align or integrateits quality management system with tle
requirenjents of other management system standards.

This Intgrnational Standard relates to ISO 9000 and ISO 9004 as follows:

— ISO P000 Quality management systems -—“Fundamentals and vocabulary provides essentigl
backiground for the proper understanding-and implementation of this International Standard;

— IS0 9004 Managing for the sustainedsuccess of an organization — A quality management approa¢h
provjides guidance for organizations that choose to progress beyond the requirements of thifis
Integnational Standard.

This Intgrnational Standard does not include requirements specific to other management systemns,
such as [those for environmental management, occupational health and safety management, pr
financiallmanagement.

Sector-specific quality management system standards based on the requirements of thfis

and the pr vious edition (IS0 9001:2008) can be found on the ISO/TC 176/SC 2 open access web site
at: www.iso.org/tc176/sc02/public.

This document provides guidance for organizations in the application of ISO 9001:2015 to the
acquisition, supply, development, operation and maintenance of computer software.

It identifies the issues that should be addressed and is independent of the technology, life cycle models,
development processes, sequence of activities and organizational structure used by an organization.
The guidance and identified issues are intended to be comprehensive but not exhaustive. Where the
scope of an organization’s activities includes areas other than computer software development, the
relationship between the computer software elements of that organization’s quality management

© ISO/IEC 2018 - All rights reserved
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system and the remaining aspects should be clearly documented within the quality management
system as a whole.

Clauses 4, 5, and 6 and parts of Clauses 8, 9 and 10 of ISO 9001:2015 are applied mainly at the “global”
level in the organization, although they do have some effect at the “project/product level”. Each project
or product development may tailor the associated parts of the organization’s quality management
system to suit project/product-specific requirements.

This document provides guidance to assist in understanding how the provisions of ISO 9001:2015 apply
in the context of software.
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hddition to the software-specific guidance provided by this document, an organizatio
eric guidance, applicable in all sectors, including software, in ISO/TS 9002:2016 helpful
understanding of how the requirements of ISO 9001:2015 can apply, in the context o

"shall"). In either document, where "should" is used, it is a recommendation;ef a requ
9001:2015.

SO/IEC/IEEE 12207:2017 are referenced in each clause of this,document; however, th
bnded to imply requirements additional to those in ISO 9001:2015. Further guidance
SO/IEC/IEEE 12207 can be found in ISO/IEC TR 24748-83~For additional guidance, refe

| of the last part of the clause or sub-clause.

h can find
in gaining
[ software

relopment. No new requirements are introduced in the guidance text of ejther document (i.e.,

rement in

ranizations with quality management systems for developing, operatinig”or maintaining software
ed on this document may choose to use processes from ISO/IEC/IEEE 12207 to support or
hplement the ISO 9001:2015 quality management system (QMS)/requirements. The related clauses

by are not
[0 the use
Fences are

vided to the International Standards for software engineering developed by ISO/IEC JTC 1/SC 7, and
information technology, developed by ISO/IEC JTC 1/S€ 27. Where these references are specific to a
1se or sub-clause of ISO 9001:2015, they appear after the guidance for that clause or sub-dlause.

ere they apply generally across the parts of axclause or sub-clause, the references are inclyded at the

ere text has been quoted from ISO 900%:2015, that text is enclosed in a box for ease of identification.
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TERNATIONAL STANDARD

ISO/IEC/IEEE 90003:2018(E)

Software engineering — Guidelines for the application of
ISO 9001:2015 to computer software

1

Scope

1
T

A

N

N

190 9001:2015, Quality management systems — Requirements

ofganization:

a) needs to demonstrate its ability to consistently provide productSsand services t

b] aims to enhance customer satisfaction through the effective application of the system,
processes for improvement of the system and the assurance of conformity to custgmer and

any organization, regardless of its type or size, or the preducts and services it provides.

intended for, or required by, a customer.

Scope

his International Standard specifies requirements for a quality management,system

customer and applicable statutory and regulatory requirements, and

applicable statutory and regulatory requirements.

| the requirements of this International Standard are generic and are intended to be app
DTE 1 Inthis International Standard, the terms “pfoduct” or “service” only apply to products an

DTE 2 Statutory and regulatory requirements can be expressed as legal requirements.

when an

hat meet

ncluding

icable to

[ services

Th

An|

avdilable in ISO/IEC JTC 1/SG"7, ISO/IEC JTC 1/SC 27 and ISO/TC 176 International Standards

Th

management systerm registration/certification. However, some organizations can conside

to

thd
org
sy9

2

hex A provides a table pointing to additional guidance on the implementation of 1SO 9

e guidelines providediin this document are not intended to be used as assessment criteria

mplement the‘guidelines proposed in this document and can be interested in knowin
resultant-quality management system is compliant or not with this document. In thi
anizationm€an use both this document and ISO 9001 as assessment criteria for quality ma
tems invthe software domain.

s document provides guidance forlorganizations in the application of ISO 9001:20[15 to the
acquisition, supply, development, operdation and maintenance of computer software and relat
serjvices. It does not add to or otherwise change the requirements of ISO 9001:2015.

bd support

001:2015,

in quality
I it useful
b whether
S case, an
nagement

2

IS0 9001:2015, Quality management systems — Requirements

Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

IS0 9000:2015, Quality management systems — Fundamentals and vocabulary
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3 Terms and definitions

IS0 9001:2015, Quality management systems — Requirements

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 9000:2015 apply.

For the purposes of this document, the terms and definitions given in ISO 9000:2015 and the
following apply.

ISO, IEC dnd IEEE maintain terminological databases for use in standardization at the followjing
addresses

— ISO O[line browsing platform: available at http://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

— IEEE $tandards Dictionary Online: available at http://dictionary.ieee.org

3.1

baseline
formally dpproved version of a configuration item (3.2), regardless of media, formally designated gnd
fixed at a §pecific time during the configuration item's (3.2) life cycle

[SOURCE: [SO/IEC/IEEE 12207:2017, 3.1.11]

3.2
configurdtion item
item or aggregation of hardware, software, or both, that is designated for configuration managemgent
and treateld as a single entity in the configuration management process

[SOURCE: [SO/IEC/IEEE 12207:2017, 3.1.15, modified — The EXAMPLE has been removed.]

3.3

COTS

Commercipl-Off-The-Shelf

product ayailable for purchase and use without the need to conduct development activities

3.4
implementation
process of{translating a design into hardware components, software components, or both

3.5
life cycle model
framework of processes and activities concerned with the life cycle that can be organized into stages,
which alsq a¢ts-as a common reference for communication and understanding

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.27, modified — The word “acting” has been replaced with
“which also acts”.]

3.6

regression testing

testing following modification to a test item or to its operational environment, to identify whether
regression failures occur

Note 1 to entry: The sufficiency of a set of regression test cases depends on the item under test and on the
modifications to that item or its operational environment.

[SOURCE: ISO/IEC/IEEE 29119-1:2013, 4.32]

© ISO/IEC 2018 - All rights reserved
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3.7
replication
copying a software product (3.9) from one medium to another

3.8
software element
identifiable part of a software product (3.9)

3.9
software product

set . . .
Nofe 1 to entry: A software product may be designated for delivery, an integral part of another, prod]mt, or used
in development.

Nofe 2 to entry: This is different from the term "product” in ISO 9000:2015, 3.7.6.
Note 3 to entry: For the purposes of this document, “software” is synonymous with “software produc}”.
Nofe 4 to entry: Software includes firmware.

[SQURCE: ISO/IEC/IEEE 12207:2017, 3.1.54, modified — The original Note 1 to entry has been removed;
Notes 1, 2, 3 and 4 to entry have been added.]

4 | Context of the organization

4.1 Understanding the organization and its context

190 9001:2015, Quality management systems —<Requirements
4]1 Understanding the organization and its context

The organization shall determine -eXternal and internal issues that are relevant to its|purpose
and its strategic direction and that'affect its ability to achieve the intended result(s) of itfs quality
anagement system.

m

The organization shall moenitor and review information about these external and internal igsues.
NPTE 1 Issues can inglude positive and negative factors or conditions for consideration.

N

DTE 2  Understanding the external context can be facilitated by considering issues arising ffom legal,
technological, cemipetitive, market, cultural, social and economic environments, whether intefrnational,
ngtional, regienal or local.

NPTE 3 _“\Understanding the internal context can be facilitated by considering issues related fo values,
cylturg, knowledge and performance of the organization.

Software specilic iInternal and external 1ssues can Include:

— Use of “Cloud” (i.e., network accessed systems provided by a third party) applications, tools and
storage services. This can be of economic benefit as well as to provide for business continuity, but
needs research to ensure there is no increased risk to the organization in using the cloud services
provider.

— In some countries employees are encouraged to use personal devices such as mobile phones and
computers (bring your own device — byod) rather than those provided by the employer. Employees’
own devices can represent a security risk for employers’ data and a risk of transfer of malware or
computer viruses if poorly managed.

© ISO/IEC 2018 - All rights reserved
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An external risk for all software organizations is that of safety, security and assurance of data and

systems from external attack by unauthorised access to networks or transfer of malware or viruses
to organizations’ computer systems.

purpose or special purpose hardware can result in external issues for an organization.

prese

organjsational focus on assurance of software product characteristics relating to safety, seeul

!

[SO/IEC 27001 provides a complementary set of requirements to this document, forya.'Compyter

and b

NOTE 1
security m

organizatig

NOTE 2
or mission
that could

of the softy

products, t

NOTE 3
following:

4.2 Und

the IS(
1SO/IH

nt an external risk.

The delivery of the software as an end productin itself or part of an integrated delivery with general
After release and in operational use changes to the software or context (e.g. need for evolution) can

The legal and operational context of the organisation for use of its software products can dictate

siness/mission assurance.

hnagement system that can be used to address those elements of security that proyide a risk to
n’s operations.

problem or opportunity, characterize the solution space and determine potential solution class

he same process can be useful in understanding the organisation and\its context.

Additional information and guidance for assurance of cybersecurity requirements are found in

/1IEC 15026 series for systems and software engineering/— systems and software assurance;

C 27000 for information security management.

erstanding the needs and expectatigns of interested parties

[SO/IEC/IEEE 12207:2017, 6.4.1 provides a Business or Mission Analysis processto define the busir

hddress a problem or take advantage of an opportunity. Although this proceSs addresses the cont
yare end product rather than the organisation’s context for the development of one or more softw

ity

the

ess
es)
ext
are

the

1SO 9001

Due to t
and ser

a) thei

b) ther

The org3
relevant

4.2 Und

2015, Quality management systems — Requirements

erstanding the needs and expectations of interested parties

ir effect or potential effeCt'on the organization's ability to consistently provide produc

hterested parties.that are relevant to the quality management system;

nization_shall monitor and review information about these interested parties and thd
requirements.

e
E{ices that meet customer and applicable statutory and regulatory requirements, the
organizafion shall determine;

equirements.of these interested parties that are relevant to the quality management systein.

LS

ir

Relevanti

+ + 1 P 1.1 1 1 + + + > > i FELEY
ILETESIEU PArtics COUIU HICTUUC. CUSLOIICTS, PAIUICTS, OULSOUTICIITE O 5dIIIZ4atI0NS, COIITP LU

I's,

those responsible for software life cycle processes and activities (e.g., architects, developers, testers),

end users

NOTE

and staff.

ISO/IEC/IEEE 12207 has a Business or Mission Analysis process (ISO/IEC/IEEE 12207:2017, 6.4.1)
and a Stakeholder Needs and Requirements process, especially ISO/IEC/IEEE 12207:2017, 6.4.2.3 a) 2), that can
assistin understanding the needs and expectations of interested parties.
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4.3

ISO/IEC/IEEE 90003

Determining the scope of the quality management system

:2018(E)

4.

to

IS0 9001:2015, Quality management systems — Requirements

3 Determining the scope of the quality management system

The organization shall determine the boundaries and applicability of the quality management system

establish its scope.

When determining this scope, the organization shall consider:

a)
b]

aj

n
of

The organization shall apply all the requirements of this International Standard if they are a

The scope of the organization's quality management system shall be‘dvailable and be m3

and provide justification for any requirement of this Internationdl Standard that the org
deétermines is not applicable to the scope of its quality management system.

Conformity to this International Standard may only be claimed if the requirements deter
t being applicable do not affect the organization's ability or responsibility to ensure the conformity

the external and internal issues referred to in 4.1;

the requirements of relevant interested parties referred to in 4.2;

the products and services of the organization.

ithin the determined scope of its quality management system.

documented information. The scope shall state the types of.products and services

its products and services and the enhancement of customer satisfaction.

pplicable

lintained
covered,
inization

mined as

The application of this document is appropriate-te software that is:

Somne organizations(may be involved in all of the above activities; others may specialize in on

Wi
shd
jus

acquired from another organisation (e.g. part of a commercial contract or other form of ag
a product available for a market seetor;

used to support the processes(of an organization;
embedded in a hardware. product;

related to software services.

atever theesituation, the determined scope of the organization's quality manageme
uld cover‘all aspects (software related and non-software related) of the business, apart
Lificationfor requirements determined as not being applicable.

freement);

€ area.

nt system
from any
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4.4 Quality management system and its processes

4.4.1 Quality management system processes

a)
b)

c)

d)
€)
f)
g)

h)

The organization shall determine the processes needed for the quality management system and the
applicati

dete
dete

dete
perfi

dete
assig

addn

evalfiate these processes and implement any changes freeded to ensure that these process

achig

impt]

ISO 9001:2015, Quality management systems — Requirements

4.4.1 The organization shall establish, implement, maintain and continually improve a quality
management system, including the processes needed and their interactions, in accordance with the
requirements of this International Standard.

bn throughout the organization, and shall:
Fmine the inputs required and the outputs expected from these processes;
Fmine the sequence and interaction of these processes;

'mine and apply the criteria and methods (including monitoring, measurements and relats

‘mine the resources needed for these processes and ensure their@vailability;
n the responsibilities and authorities for these processes;

ess the risks and opportunities as determined in accordance with the requirements of 6.1

bve their intended results;

ove the processes and the quality managementsystem.

prmance indicators) needed to ensure the effective operation and controlof these processds;

ir

d

wn
~

NOTE
processes 3

4.4.1.1

The organ
maintenaripce, as applicable.

4.4.1.2

The organfization should.also define the sequence and interaction of the processes in:

1)

2)
3)

life cy
(adap

Guidance is provided for items a) and b)*of 1SO 9001:2015, 4.4.1 in relation to the organizatid
s follows.

Process identification and application

ization should also identifyythe processes for software development, testing, operation

Process sequence-and interaction

cle models for software development, e.g. incremental, spiral, iterative and evolution
ive);

nal

or

ATy

qualit]

y~afid development planning, which should be based upon a life cycle model;

the software quality system, data, documentation, procedures and processes and controls should
be integrated into the overall quality system based on ISO 9001; all areas of management should
take responsibility for all software processes, software development and end products that may
contain software.

4.4.1.3 Evidence of effective operation

Examples of evidence of effective operation of the quality management system may include:

a)
b)

chang

es (and the reasoning) to resources (people, software and equipment);

estimates, e.g. project size and effort (people, cost, schedule);
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c¢) how and why tools, methodologies and suppliers were selected and qualified;

d) software license agreements (both for software supplied to customers and software procured to
aid development);

e) minutes of meetings;

f) software release records.

NOTE For further information, see the following:
ISO /IE‘F /IE‘E‘E‘ 1 ’)'7(\'7 nyhnnh r]nFInnc a-sef n(-' anhurn-o th nxm]n nwnr-ac-coc f—hqi— mrnr ha nan Fn reference_
The life cycle model management process (ISO/IEC/IEEE 12207 2017 6.2.1) in partlcular wouldybe useful to
define one or more life cycles for use within a quality management system;

— | ISO/IEC/IEEE 24748-1 and ISO/IEC/TR 24748-3, which provide guidance on how to uséprocesses from ISO/
IEC/IEEE 12207 in different life cycles.

4.4.2 Information Management

190 9001:2015, Quality management systems — Requirements

414.2 To the extent necessary, the organization shall:
a) maintain documented information to support the operation of its processes;
b] retain documented information to have confidence'that the processes are being carrigd out as
planned.
The emphasis on documentation in ISO 9001:2015 has changed to that of supporting the operation of
pracesses and retaining documented information (records) to substantiate that processes dre carried
ouff as planned. There is a need to considex, where the information is held, which may be inf computer

tod
thd

Ret

malintenance of obsolete tools ot-the transfer of historic/archived information to new tools.

NO
ma
sof

version requirements of a design that underwent a particular review step.
aining information, and ensuring the ability to access retained information, may r¢
E The Information \Management process of ISO/IEC/IEEE 12207:2017, 6.3.6 has requir

ntaining and retaining -documented information. ISO/IEC/IEEE 12207:2017, B.1 details red
ware-related infopmation items.

Is, and the ability to access versions.af information applicable to particular process steps, such as

bquire the

ements for
ommended
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ership

5.1 Leadership and commitment

5.1.1 General

IS0 9001:2015, Quality management systems — Requirements
5.1.1 General

Top mai
manager

b) ens
Systé

busi

e) ens

f) com
man

h) eng
man

j) supp
theiq

NOTE
activities
private, fq

a) taki]lg accountability for the effectiveness of the quality management system;
c) ensuring the integration of the quality management system requirements.into the organization's
d) pro]\oting the use of the process approach and risk-based thinking;

g) ens]ring that the quality management system achieves its intended results;

i) promoting improvement;

agement shall demonstrate leadership and commitment with respect to the quality
hent system by:

ring that the quality policy and quality objectives are established for the quality management
em and are compatible with the context and strategic direction of the organization;

1€SS Processes;

ring that the resources needed for the quality managementsystem are available;

municating the importance of effective quality management and of conforming to the qualify
hgement system requirements;

ging, directing and supporting persons.to contribute to the effectiveness of the quality
hgement system,;

orting other relevant managément roles to demonstrate their leadership as it applies to
areas of responsibility.

Reference to “business” inl this International Standard can be interpreted broadly to mean thope
that are core to the_purposes of the organization's existence, whether the organization is publjc,
r profit or not for profit.

This claus

e applies toseftware but no software specific guidance is provided.
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.2 Customer focus

:2018(E)

IS0 9001:2015, Quality management systems — Requirements

5.1.2 Customer focus

Top management shall demonstrate leadership and commitment with respect to customer focus by

ensuring that:

a) customer and applicable statutory and regulatory requirements are determined, understood

and r‘nncicfnnfly mnf;

b] the risks and opportunities that can affect conformity of products and services and.the pbility to

enhance customer satisfaction are determined and addressed;

c) the focus on enhancing customer satisfaction is maintained.

NO['E Management support for customer focus and meeting customer needs for software quality is attained
primarily through the Portfolio Management process (ISO/IEC/IEEE 12207%2017, 6.2.3.1) and fhe Quality
Mahagement process (ISO/IEC/IEEE 12207:2017, 6.2.5.1) of ISO/IEC/IEEE 12207

5.2 Policy

5.2.1 Establishing the quality policy

190 9001:2015, Quality management systems — Requirements

5{2.1 Establishing the quality policy

Top management shall establish, implementand maintain a quality policy that:

a) isappropriate to the purpose and context of the organization and supports its strategic direction;

b] provides a framework for setting quality objectives;

c) includes a commitment to'satisfy applicable requirements;

d) includes a commitment to continual improvement of the quality management system.
Majnagement are responsible for the control of software development and should ensure the iptegrity of
soffware deliveries and products that contain software.

NO['E Establishing the quality policy is a primary outcome [ISO/IEC/IEEE 12207:2017, 6.2.p.2 a)] and
actjvity [ISO/IEC/IEEE 12207:2017, 6.2.5.3 a) 1)] of the Quality Management process of ISO/IEC/IEEE[12207.

© ISO/IEC 2018 - All rights reserved
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5.2.2 Communicating the quality policy

IS0 9001:2015, Quality management systems — Requirements
5.2.2 Communicating the quality policy

The quality policy shall:

a) be available and be maintained as documented information;

b) be communicated, understood and applied within the organization;

c) be ayailable to relevant interested parties, as appropriate.

NOTE [SO/IEC/IEEE 12207:2017, B.1 covers making documented information available cgngérning [the
quality management policies.

5.3 Orgpnizational roles, responsibilities and authorities

IS0 9001)2015, Quality management systems — Requirements
5.3 Organizational roles, responsibilities and authorities

Top manpgement shall ensure that the responsibilities and authorities for relevant roles are assigned,
communjcated and understood within the organization.

Top manpgement shall assign the responsibility and authoftity for:

a) ensuring that the quality management system conforms to the requirements of this Internationgl
Stanfard;

b) ensTing that the processes are delivering their intended outputs;

c) repofrting on the performance of the quality management system and on opportunities fpr
improvement (see 10.1), in particularto top management;

d) ensuring the promotion of custemer focus throughout the organization;

e) ensuring that the integrity of the quality management system is maintained when changes fo
the quality management system are planned and implemented.

For a software-producing”organization or a software maintenance organization, there is benefift if
the persons allocated Specific quality roles, responsibilities and authorities have had experience with
software developnient.

For a softaré acquisition organization or a software operation organization, there is benefit if the
persons allocated specific quality roles, responsibilities and authorities have had experience with
software configuration control and soitware integration.

Also for a software services organization there is a benefit from service delivery and software product
management experience.

NOTE In ISO/IEC/IEEE 12207, the life cycle model management process includes defining the applicable
roles, responsibilities, accountabilities and authorities for each process and for strategic management [ISO/
IEC/IEEE 12207:2017, 6.2.1.3 a) 3)]. The Quality Assurance process [ISO/IEC/IEEE 12207:2017, 6.3.8.3 a) 1) ii)]
applies this to quality assurance strategy.

© ISO/IEC 2018 - All rights reserved
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Planning

6.1 Actions to address risks and opportunities

6.1.1 Riskidentification

IS0 9001:2015, Quality management systems — Requirements

6.1.1 When planning for the quality management system, the organization shall consider the issues

rgferredtoim At amd the Tequitements Teferred to i A2 amd determime the risksamd-opportunities
that need to be addressed to:
a) give assurance that the quality management system can achieve its intended result(s);
b] enhance desirable effects;
c) prevent, or reduce, undesired effects;
d) achieve improvement.
It §s imperative to understand the level of risk associated witlithe use of the software and the

coJ
pre

For
sof]

sequences of its potential failure so that adequate measures (processes) can be put i
vent failures from occurring.

In place to

software apply constraints in proportion to the level 0frisk and consequence of failure. F¢r example
tware life cycle constraints (e.g., level of testing) camrthen become commensurate with the l¢vel of risk.

The following risks may be relevant when reviewing software:

a) | criticality, safety and security issues;

b) | capabilities and experience of the organization or its suppliers;

c) | reliability of estimates of resourees and the duration required for each activity;

d) | significant differences between the times required to deliver products or services, and the times
determined from plans.through the optimization of cost and quality goals;

e) | significant geographical dispersion of the organization, customers, users and suppliers;

f) | high technicalnovelty, including novel methods, tools, technologies and supplied software;

g) | low quality:or availability of supplied software and tools;

h) | low precision, accuracy and stability of the definition of the customer requirements and external
interfaces;

i) Lise of publicly available tools or code reuse

NOTE For further information, see the following standards for software risk management, assurance and

software process measurement that can be useful in determining risks and opportunities:

ISO/IEC/IEEE 12207:2017, 6.3.4 for Risk Management process;

the ISO/IEC 15026 series for assurance and ISO/IEC 15026-3 for integrity levels;
ISO/IEC 16085 for risk management process;

ISO 31000 for risk management guidelines;

ISO/IEC 33001, ISO/IEC TR 33014, ISO/IEC 33020, ISO/IEC TS 33053 and ISO/IEC TS 33073
assessment.

© ISO/IEC 2018 - All rights reserved
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6.1.2 Risk treatment

IS0 9001:2015, Quality management systems — Requirements
6.1.2 The organization shall plan:

a) actions to address these risks and opportunities;

b) how to:

1) integrate and implement the actions into its quality management system processes (see 4.4);

2) evaluate the effectiveness of these actions.

Actions faken to address risks and opportunities shall be proportionate to the potentiahimpact ¢n
the confgrmity of products and services.

NOTE 1 | Options to address risks can include avoiding risk, taking risk in order to pursu&an opportunity,
eliminatig the risk source, changing the likelihood or consequences, sharing the risk§0r retaining risk by
informed|decision.

NOTE 2 | Opportunities can lead to the adoption of new practices, launching(new products, opening ngw
markets, pddressing new customers, building partnerships, using new techiielegy and other desirable apd
viable pogsibilities to address the organization's or its customers' needs.

NOTE The risk management process of ISO/IEC/IEEE 12207:2017, 6:3.4.3 a) 1) has related activities to define
the risk management strategy.

6.2 Qudlity objectives and planning to achieve thém

6.2.1 Edtablishing quality objectives

IS0 9001)2015, Quality management systems <% Requirements

6.2.1 The organization shall establish«quality objectives at relevant functions, levels and processes
needed fpr the quality management system.

The qualjty objectives shall:

a) Dbe cgnsistent with the-quality policy;

b) be measurable;

c) take|into accolmtapplicable requirements;

d) bergdlevantto conformity of products and services and to enhancement of customer satisfactiop;

e) be monitored;

f) be communicated;
g) beupdated as appropriate.

The organization shall maintain documented information on the quality objectives.

NOTE1 Quality objectives are an outcome of the quality management process in ISO/IEC/IEEE 12207:2017,
6.2.5.2 a), with related activities in ISO/IEC/IEEE 12207:2017, 6.2.5.3 a) 1).

NOTE 2 Information on attributes of software processes suitable for setting objectives can be found in ISO/
IEC 33001, ISO/IEC TR 33014, ISO/IEC 33020, ISO/IEC TS 33053 and ISO/IEC TS 33073, and can be used for
assessing process capabilities and for setting objectives for improving process capabilities.

© ISO/IEC 2018 - All rights reserved
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NOTE3 Information on quality characteristics, sub-characteristics and attributes of a software product
suitable for setting quality objectives are defined in ISO/IEC 25010. ISO/IEC 25001, ISO/IEC 25040, ISO/
IEC 25041 and ISO/IEC 25051 are useful for defining quality requirements and for setting quality objectives of a
software product.

NOTE 4  Objectives can also include software assurance (see the ISO/IEC 15026 series) and software integrity
levels (see ISO/IEC 15026-3).

6.2.2 Implementation of quality objectives

[§6-90612015, Cuatity umnmugenment systents— Requirements
6J2.2 When planning how to achieve its quality objectives, the organization shall determirje:
a) whatwill be done;

b] whatresources will be required;
c¢) who will be responsible;

d) when it will be completed;

e] how the results will be evaluated.

Planning for the agreement of quality objectives may occur’at organizational, project, prjoduct and
serjvice levels.

Quplity management system planning at the organjzational level may include the following:

a) | defining appropriate software life cycle, models to be used for the types of project that the
organization or its supplier(s) undertakes, including how the organization normally inplements
software life cycle processes;

b) | defining the work products of software development, such as software requirements documents,
architectural design documents) ‘detailed design documents, program code and softare user
documentation;

c) | defining the content of seftware management plans, such as software project managenjent plans,
software configurationmanagement plans, software verification and validation plans| software
quality assurancetplans hardware and firmware resources, graphical user interfades (GUIs),
interface requinrements specifications, interface control documents and training plans;

d) | defining how software engineering methods are tailored for the organization’s projects within the
life cycle;

e) | planning of future human resources and skills needed to meet the future work;

f) | identifying the tools and environment for software development, operations or maintepance, any
Specific Instructions and tools which will be Tequired for decommissioning and for maintenance
and retention of software-related information, documentation and records;

g) specifying conventions for the use of programming languages, e.g. coding rules, software libraries
and frameworks;

h) identifying any software reuse.

The organization’s management representative should consider any change to a software life
cycle model which may affect the quality management system and should consider if such changes
compromise any quality management system controls.

© ISO/IEC 2018 - All rights reserved
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Software quality planning at the project/product level is discussed in 8.1.

NOTE

Planning for quality management is addressed in ISO/IEC/IEEE 12207:2017, 6.2.5.3 a) and planning
for quality assurance is covered in [SO/IEC/IEEE 12207:2017, 6.3.8.3 a).

6.3 Planning of changes

ISO 9001:2015, Quality management systems — Requirements

6.3 Planning of changes

The org

a) theq
b) thei
c) thed

d) thed

When thle organization determines the need for changes to the quality management system, tllle
changes phall be carried out in a planned manner (see 4.4).

ization shall consider:
urpose of the changes and their potential consequences;
htegrity of the quality management system;
vailability of resources;

llocation or reallocation of responsibilities and authorities.

The organfization’s management should consider any change to assoftware life cycle model which n

affect the
risks in pi
quality m3

NOTE
7 Supp
7.1 Res

7.1.1 Gg

quality management system and should verify that Such changes continue to address
oportion to the impact on software conformity and do not unnecessarily compromise
nagement system controls.

[SO/IEC/IEEE 12207:2017, 5.7 discusses process'change.

ort
purces

tneral

hay
Lhe

Ny

IS0 9001
7.1.1 G¢

The org
impleme

2015, Quality mandgement systems — Requirements
neral

hnizationshall determine and provide the resources needed for the establishmer
htatiopjmaintenance and continual improvement of the quality management system.

The orgalnization shall consider:

a) the capabilities of, and constraints on, existing internal resources;

b) what needs to be obtained from external providers.

NOTE
process.

14

ISO/IEC/IEEE 12207:2017, 6.2.3.3 a) 5) covers the provision of resources in the Portfolio Management
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7.1.2 People

IS0 9001:2015, Quality management systems — Requirements
7.1.2 People

of its quality management system and for the operation and control of its processes.

The organization shall determine and provide the persons necessary for the effective implementation

For a software-producing, software maintenance or software services organization, there is benefit

if the persons allocated specific quality roles, responsibilities and authorities have had edufation and
experience with software development, testing, operation and maintenance.
Fort a software acquisition organization or a software operation organization, thereis beTefit if the
persons allocated specific quality roles, responsibilities and authorities have had experience with
soffware configuration control and software integration.
Software quality assurance activities should be conducted by personnel wh¢,are independernt from the
soffware development process and should be given the responsibility todéfine, monitor, contfol, review
andl approve software procedures and determine process methods and‘ottcomes.
NO['E ISO/IEC/IEEE 12207:2017, 6.2.4.3 c) covers the provision of hirhan resources in the Human Resource
Mahagement process. The provision of resources for quality manageément activities is covered in fhe Quality
Mahagement process, ISO/IEC/IEEE 12207:2017, 6.2.5.3 a).
7.1.3 Infrastructure
190 9001:2015, Quality management systems — Requirements
7{1.3 Infrastructure
The organization shall determine, provide and maintain the infrastructure necessary for the
operation of its processes and to achieve conformity of products and services.
NPTE Infrastructure can include:
a)| buildings and associated.utilities;
b) equipment, including hardware and software;
c)| transportationresaurces;
d] information-and communication technology.
The infrastructure should include any hardware, software, tools or facilities for development, testing,
op¢ration or maintenance of software, including the following:
a) toois for anatysis, design and dJdevelopment, configuration management, testing, project
management, documentation;
b) tools for code creation, generation or complexity analysis;
c) tools for application development and support environments;
d) knowledge management, intranet, extranet tools;
e) network tools, including tools for disaster recovery, security, backup, virus protection, firewall;
f) access control tools;
g) help desk and maintenance tools;

© ISO/IEC 2018 - All rights reserved
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h) operational control tools such as for network monitoring, systems management and storage
management.

Whether these tools and techniques are developed internally or are purchased, the organization should
evaluate whether or not they are fit for purpose. Tools used in the implementation of the product, such
as analysis tools, design and development tools, operation, support and maintenance tools, compilers
and assemblers should be evaluated, approved and placed under an appropriate level of configuration
management control prior to use. The scope of use of such tools and techniques may be documented
with appropriate guidance, and their use reviewed periodically, as appropriate, to determine whether

there is a need to improve and/or upgrade them. Tools used for software requiring a high level of
assuranceryay alcao mnand oo A dinao acciiran o affunction (can 1SO /IE‘f‘ 15024 21
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The technplogies employed in software development, operation and maintenance should be continually
monitored and evaluated in order to determine requirements for updating staff skills.

NOTE For further information, see the following:
— ISO/IE[C/IEEE 12207:2017, 6.2.2 for Infrastructure Management Process;

— ISO/IEC 25001 (Acquisition), ISO/IEC 25040, ISO/IEC 25041 (Evaluation of a SoftWware Product) and IFO/
IEC 14[02.

7.1.4 Environment for the operation of processes

IS0 90012015, Quality management systems — Requirements
7.1.4 Environment for the operation of processes

The organization shall determine, provide and maintainthe environment necessary for the operatidn
of its processes and to achieve conformity of products.and services.

NOTE A suitable environment can be a combinationh of human and physical factors, such as:
a) social|(e.g. non-discriminatory, calm, non-cexfrontational);

b) psychplogical (e.g. stress-reducing, burniout prevention, emotionally protective);

c) physidal (e.g. temperature, heat, hunidity, light, airflow, hygiene, noise).

These factors can differ substantially depending on the products and services provided.

NOTE [SO/IEC/IEEE 12207:2017, 5.2.1 and 5.2.3 discusses the environment for a process (operation ¢f a
system). THe operational environment is addressed in ISO/IEC/IEEE12207:2017, 6.4.12.

© ISO/IEC 2018 - All rights reserved
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7.1.5 Monitoring and measuring resources

7.1.5.1 General

IS0 9001:2015, Quality management systems — Requirements
7.1.5.1 General

The organization shall determine and provide the resources needed to ensure valid and reliable
results when monitoring or measuring is used to verify the conformity of products and services to
r¢quirements.

The organization shall ensure that the resources provided:
a) are suitable for the specific type of monitoring and measurement activities being undeftaken;
b] are maintained to ensure their continuing fitness for their purpose.

The organization shall retain appropriate documented information as evidence of fitness foi purpose
of the monitoring and measurement resources.

NOIE For further information for software, see the following:
— | ISO/IEC/IEEE 15939 for a software measurement process;
— | ISO/IEC/IEEE 12207:2017, 6.3.7 details the measurement{rocess for software systems;

— | ISO/IEC 19770-4 for resource utilization measurement.

7.1.5.2 Measurement traceability

190 9001:2015, Quality management systems — Requirements
7{1.5.2 Measurement traceability

When measurement traceability’ is a requirement, or is considered by the organization [to be an

egsential part of providing.cénfidence in the validity of measurement results, measuring equipment
shall be:

a) calibrated or yeérified, or both, at specified intervals, or prior to use, against meagurement
standards traeceable to international or national measurement standards; when [no such
standards«exist, the basis used for calibration or verification shall be retained as doqumented
information;

b] identified in order to determine their status;

c) Ssafeguarded from adjustments, damage or deterioration that would invalidate the cdlibration

ol A | ] & 4 1
STATUS dITU- SUDSTUUTITUIIICTASUT TIIITITUT TS UTTS.

The organization shall determine if the validity of previous measurement results has been adversely
affected when measuring equipment is found to be unfit for its intended purpose, and shall take
appropriate action as necessary.

Calibration is a technique that often has been perceived as not directly applicable to software. However,
the equivalent to ‘calibration’ may be applicable to hardware and software tools used to test and
validate software products. Consequently, items a) to c) in ISO 9001:2015, 7.1.5.2, may be applicable to
the environment used when testing the software.

Where the organization uses tools, facilities and techniques in the conduct of any tests verifying
conformance of the software product to specified requirements, the organization should consider the

© ISO/IEC 2018 - All rights reserved
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effect of such tools on the quality of the software product, when approving them. In addition, such tools
should be placed under configuration management prior to use.

The suitability of test tools, techniques and data should be verified prior to use, to determine if there is
aneed to improve and/or upgrade them. The organization should have procedures for determining how
the test software is checked.

Measuring and monitoring devices used in software development, testing, maintenance and operation
include:

a) dataused for testing the software product;

b) softwhre tools (e.g. for debugging, simulation, collecting performance, resource utilizatieri-gnd
covergge information, recording);

c) compuiter hardware;
d) instrymentation interfacing to the computer hardware.

The organization should control measuring and monitoring devices by medns of a configuration
management system (see 8.5.2), to meet the intent of ISO 9001:2015.

7.1.6 Organizational knowledge

ISO 9001)2015, Quality management systems — Requirements
7.1.6 Oyganizational knowledge

The organization shall determine the knowledge necessary for the operation of its processes and fo
achieve donformity of products and services.

This knowledge shall be maintained and be made(available to the extent necessary.

=

When addressing changing needs and trends; the organization shall consider its current knowledge
and determine how to acquire or access any necessary additional knowledge and required updates.

NOTE 1 | Organizational knowledge is(knowledge specific to the organization; it is generally gained by
experiende. It is information that is used’and shared to achieve the organization's objectives.

NOTE 2 | Organizational knowledge can be based on:
a) interpal sources (e.g..ihtellectual property; knowledge gained from experience; lessons learned from
failures aphd successful projects; capturing and sharing undocumented knowledge and experience; the results

of improvements in precesses, products and services);

b) exterral sources(e.g. standards; academia; conferences; gathering knowledge from customers or external
providers).

A 11 dunandinag oo ladgn walotad 0 oo fbyarann ot ff Jlon and lrrorasladgn o
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(e.g. finance, flight control dynamics, medical imagery, privacy, etc.)

layzont +o +ha Aol
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NOTE ISO/IEC/IEEE 12207:2017, 6.2.6 covers the Knowledge Management process.

© ISO/IEC 2018 - All rights reserved
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7.2 Competence

IS0 9001:2015, Quality management systems — Requirements
7.2 Competence
The organization shall:

a) determine the necessary competence of person(s) doing work under its control that affects the
performance and effectiveness of the quality management system;

b] ensure that these persons are competent on the basis of appropriate education, trdining, or
experience;

c)] where applicable, take actions to acquire the necessary competence, and evalpate the
effectiveness of the actions taken;

retain appropriate documented information as evidence of competence.

z =

DTE Applicable actions can include, for example, the provision of trainifig'to, the mentoring of}or the re-
signment of currently employed persons; or the hiring or contracting of.confpetent persons.

o8]
17

The training needs should be determined considering the requirements, design methods, specific
prggramming languages, tools, techniques and computer nesotrces to be used in the deyelopment,
testing, operation and management of the software product/project. It might also be useful|to include
trafining in the skills and knowledge of the specific field\within which the software is applied and in
other topics such as project management.

Individuals should be trained and assessed on the.use of software development and associat¢d tools.

Individuals should be able to demonstrate competency in areas of their expertise and have evidence
of adequate training/experience in the applicable field. Individuals should also be able to defnonstrate
(prove) that they are capable of developing systems and software to the required standard and be able
to follow the associated levels or constraints.

The form of training may not necessarily be traditional training courses but could be workshops,
corpputer-based training, self:study, mentoring, training on-the-job or web-based training.

Evaluation of the effectiveness of training may be performed using measurements of prdducts and
pracesses, or identifying areas of improvement in team or personal performance (among ofher areas
for[improvement).

NO['E ISO/IEG/IEEE 12207:2017, 6.2.4.3 a) and b) covers determining and improving competgnce in the
Humman Resoutce'Management process.

© ISO/IEC 2018 - All rights reserved
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7.3 Awareness

IS0 9001:2015, Quality management systems — Requirements

7.3 Awareness

The organization shall ensure that persons doing work under the organization's control are aware of:
a) the quality policy;

b) relevant quality objectives;

c) thein contribution to the effectiveness of the quality management system, including the benefiLs
of injproved performance;

d) the implications of not conforming with the quality management system requirements.

Individuals should be aware of specific software standards, procedures and/tools used for fhe
developmént of software as defined by the organisation.

Individuals should be aware of associated risks in the use of these processes, tools, process outcorpes
and their potential impact.

7.4 Communication

IS0 9001)2015, Quality management systems — Requirements.
7.4 Conmmunication

The organization shall determine the internal and.external communications relevant to the quality
management system, including:

a) on what it will communicate;
b) when to communicate;

c) withjwhom to communicate;
d) howlto communicate;

e) wholcommunicates.

The followjing should-be‘considered, regarding communications carried out in the organization:

a) communicatingto the organization the importance of satisfying the client's requirements;

b) quality.policy (see 5.2.2);

c¢) communication with the customer (see 8.2.1):

1) communication with the customer during development (see 8.2.1.3);

2) communication with the customer during operation and maintenance (see 8.2.1.4);
d) help desk [see 8.5.1.6 a)];

e) customer property (see 8.5.3).

© ISO/IEC 2018 - All rights reserved
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7.5 Documented information

7.5.1 General

:2018(E)

ISO 9001:2015, Quality management systems — Requirements
7.5.1 General

The organization's quality management system shall include:

a documented Information required Dy thls International Standard;

b] documented information determined by the organization as being necessary for theeffectiveness
of the quality management system.
NPTE The extent of documented information for a quality management system)can differ [from one
offganization to another due to:
— the size of organization and its type of activities, processes, products and, seryices;
—1 the complexity of processes and their interactions;
— the competence of persons.
The level of documentation for software can be affected by:
a) | organisational responsibilities for different parts\of the system and the way in which|these can
change over the lifecycle (e.g., one organisationtaking over ongoing maintenance from ahother);

b) | the level of software assurance, i.e., greaterlevels can need more detailed, formal documentation

(see the ISO/IEC 15026 series for assurance’'and ISO/IEC 15026-3 for integrity levels).

Foyf software the interpretation of this requirement includes the control of data, tools and sy
jusf documents.

—

The control of issue status for data and documentation for software is usually part of con
management, see 8.5.2 and control of changes in 8.5.6.

stems, not

figuration

The software developmentlifecycle process should be documented or controlled by approved tools.

NO['E For further.ififormation for software, see the following:

— | The Information-Management process in ISO/IEC/IEEE 12207:2017, 6.3.6 has requirements for 1
and retaining* documented information. ISO/IEC/IEEE 12207:2017, B.1 details recommend
Managenient information items.

— | ISOAEC/IEEE 15289 for content of life-cycle information items (documentation) also.

— | 1SO/IEC/IEEE 26511 for users of systems, software, and services.

haintaining
ed Quality

— ISO/IEC/IEEE 26515 for users in an agile environment.

© ISO/IEC 2018 - All rights reserved
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7.5.2 Creating and updating

IS0 9001:2015, Quality management systems — Requirements

7.5.2 Creating and updating

When creating and updating documented information, the organization shall ensure appropriate:
a) identification and description (e.g. a title, date, author, or reference number);

b) format (e.g. language, software version, graphics) and media (e.g. paper, electronic);

c) revigw and approval for suitability and adequacy.

This clausg applies to software but no software specific guidance is provided, other than thé mechanjsm
for identification of data and software including documentation is usually part of“configuration
management (see 8.5.2).

7.5.3 Cantrol of documented information

7.5.3.1 (Quality management system documentation

1SO 90012015, Quality management systems — Requirements

7.5.3.1 | Documented information required by the quality”’management system and by thlis
International Standard shall be controlled to ensure:

a) itis qvailable and suitable for use, where and when:it is needed;

b) itis adequately protected (e.g. from loss of confidentiality, improper use, or loss of integrity).

This clausg applies to software but no softwargspecific guidance is provided, other than the mechanjsm
for contro| of data and software including documentation is usually part of configuration managemgent
(see 8.5.2).

7.5.3.2 Maintaining quality management system documentation

1SO 9001}2015, Quality mandgement systems — Requirements

7.5.3.2 |For the control-of documented information, the organization shall address the following
activitieg, as applicable:

a) distyibutionyaccess, retrieval and use;

b) storagéand preservation, including preservation of legibility;

c) control of changes (e.g. version control);
d) retention and disposition.

Documented information of external origin determined by the organization to be necessary for the
planning and operation of the quality management system shall be identified as appropriate, and be
controlled.

Documented information retained as evidence of conformity shall be protected from unintended
alterations.

NOTE Access can imply a decision regarding the permission to view the documented information only, or
the permission and authority to view and change the documented information.

© ISO/IEC 2018 - All rights reserved
22 © IEEE 2018 - All rights reserved


https://iecnorm.com/api/?name=399889cf5740efb0b6a90caf08697685

ISO/IEC/IEEE 90003

7.5.3.2.1 Control of data and documentation

:2018(E)

For software, encryption may be used to control access to data and documentation and in its’

tra

nsmission across internal and external networks.

7.5.3.2.2 Evidence of conformity

All conformity evidence (data and documentation) should be controlled and traceable across the
software life cycle processes employed.

7.

WH
of

.3.2.5 Ketention and disposition

ere records are held on electronic media, consideration of the retention times and ad
he records should take into account the rate of media degradation, the availability of t

and software needed to access the records. Records may include information héld“in ema

Pr
Th

8.1

tection from computer viruses and unapproved or illegal access should be considered.

e proprietary nature of the information stored on records should be dsSessed, in deterr
thods of data erasure from the media, at the end of its required retentioh period. Destrud
dia rather than reuse may be necessary at the end of the defined retertion period.

Operation

Operational planning and control

cessibility
he devices
| systems.

hining the
tion of the

8

T
rq
C

190 9001:2015, Quality management systems — Requirements

1 Operational planning and control

he organization shall plan, implementtand control the processes (see 4.4) needed to
quirements for the provision of products and services, and to implement the actions deter
ause 6, by:

determining the requirements for the products and services;
establishing criteria fors

1) the processes;

2) the acceptance of products and services;

determining the resources needed to achieve conformity to the product and
requirements;

implementing control of the processes in accordance with the criteria;

meet the
mined in

service

determining, Maintaining and retaining documented iNformation to the eXtent Necessa
1) to have confidence that the processes have been carried out as planned;

2) to demonstrate the conformity of products and services to their requirements.

The output of this planning shall be suitable for the organization's operations.

The organization shall control planned changes and review the consequences of unintended changes,
taking action to mitigate any adverse effects, as necessary.

The organization shall ensure that outsourced processes are controlled (see 8.4).

© ISO/IEC 2018 - All rights reserved
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8.1.1 General

Software operational planning should result in a definition of what products are to be produced, who
is to produce them and when they are to be produced (see also 8.3.2). Software quality planning at
the project/product level should result in a description of how specific products are to be developed,
assessed or maintained.

Quality planning provides the means for tailoring the application of the quality management system to a
specific project, product or contract. Quality planning may include or reference generic and/or project/
product/contract-spec1f1c procedures, as approprlate Quality plannmg should be rev151ted along w1th

defined when startlng that stage. Quality plannlng may be reviewed and agreed by all organlzatl bNS
concerned in its implementation, as appropriate.

A document that describes quality planning may be an independent document (entitled quality plar), a
part of angther document, or composed of several documents, including a design and develepment plan.

Software quality planning at the project level should address the following:

a) inclusjon of, or reference to, the plans for development (see 8.3.2);

c) quality management system tailoring and/or identification of spe(ific procedures and instructigns,
appropriate to the scope of the quality management systeniVand any stated applicability] of

d) projedt-specific procedures and instructions, such as software test specifications detailing plgns,
desigs, test cases and procedures for unit, integration, system and acceptance testing (see 8.3.R);

e) methads, life cycle model(s), tools, programming language conventions, libraries, frameworks and
other freusable assets to be used in the project;

f) criter]a for starting and ending each projectstage;

g) typeslof review, and other verification.and validation activities to be carried out (see 8.3.4);

h) configuration management procedures to be carried out (see 8.5.2);
i) monitpring and measurement-activities to be carried out;
j) the pdrson(s) responsiblefor approving the outputs of processes for subsequent use;

k) trainihg needs in theUse of tools and techniques, and scheduling of the training before the skill
is needed;

m) changemanagement, such as for resources, schedule and contract changes.

1) recorls to bewnaintained (see 7.5.3);

Quality planning, however abbreviated, is particularly useful to clarify limited quality objectives for
software being designed for a limited purpose. Examples of limited-purpose software include proof-
of- concept demonstration prototypes, a research computation used only by its designer, an interim
solution lacking features such as security or full operational performance that will be implemented in a
future output, and one-time data analysis reports.

Limited-purpose software should be tested in ways that are consistent with its planned use (purpose)
to reduce the possible occurrence of unintended omissions and errors.

© ISO/IEC 2018 - All rights reserved
24 © IEEE 2018 - All rights reserved


https://iecnorm.com/api/?name=399889cf5740efb0b6a90caf08697685

ISO/IEC/IEEE 90003:2018(E)

8.1.2 Evidence of conformity to requirements

Evidence of conformity to requirements may include:

a) documented test results;

b) problem reports, including those related to tools problems;
c) change requests;

d) documents marked with comments;

e) | audit and assessment reports;

f) | review and inspection records, such as those for requirements reviews, desigh-revilews, code
inspections and walkthroughs.

NO['E For further general guidance related to ISO 9001:2015, 8.1, see the following:

— | ISO/IEC/IEEE 12207:2017, 6.3.1, (Project Planning process) and ISO/IEC/IEEE 12207:2017, 6.3.8 (Quality
Assurance process).

— | ISO/IEC/IEEE 24748-5 for software development planning.

— | ISO/IEC 25001 for Software product Quality Requirements and Evaluation (SQuaRE) — planning and
management.

— | ISO/IEC/IEEE 16326 for systems and software engineeringy= life cycle processes — project marjagement.
8.7 Requirements for products and services

8.24.1 Customer communication

190 9001:2015, Quality management systems — Requirements
8{2.1 Customer communication

Cpmmunication with customers shall include:

a) providing information-trelating to products and services;
b] handling enquiries, contracts or orders, including changes;
c) obtaining eustomer feedback relating to products and services, including customer conjplaints;

d) handling or controlling customer property;

e] establishing specific requirements for contingency actions, when relevant.

8.2.1.1 General

For computer software, depending on the type, the method of communication may vary depending on
the type of agreement, and on the scope of the contract for development, operations or maintenance.

The following guidance for communicating with customers is separated into advice for development
and advice for operations/maintenance life cycle processes.

8.2.1.2 Customer representative

The customer may have responsibilities under the contract. Particular issues may include the need for
the customer to cooperate with the organization, to provide necessary information in a timely manner,
and to resolve action items. When assigned to monitor life cycle activities, a customer representative

© ISO/IEC 2018 - All rights reserved
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may represent the eventual users of the product, as well as executive management, and have the
authority to deal with contractual matters which include, but are not limited to, the following:

a)

b)
‘)

8.2.1.3 (ustomer communication during development

dealing with customer-supplied software items, data, facilities and tools that are found unsuitable
for use;

providing review and approval of the outputs of the development process on behalf of the customer;

organizing access to end-users, where appropriate.

Joint revidgws involving the organization and the customer may be scheduled on a regular basis;. or at

significant project events, to cover the following aspects, as appropriate:

1y

2)

8.2.1.4 (ustomer commjmication during operations and maintenance

produgct information, including:
a) d¢velopment plans;

b) cqnformance of outputs, such as design and development documents, to'the customer’s agr¢ed
rdquirements;

¢) cammunications to convey progress and provide assurance to.tlie’customer that the planped
processes are being followed;

d) dé¢monstrations of outputs of the development processes;such as prototypes;
e) adceptance test results;
enquifies, contracts and amendments, including:

a) tHe progress of activities concerning the eventual users of the system under development, sfich
ag deployment and training;

b) tHe progress of software developmentwork undertaken by the organization;
¢) tHe progress of agreed activities being undertaken by the customer;
d) tHe processing of risk management issues, problems and change control items;

e) tHe methods by which.the customer will be advised of current or planned future changes.

Sources of information that involve customer communication in operations and maintenance may

include the following:

1y

2)

3)

26

produlct information, including:

a) ontine help, user manuats describing the productand TS USE;

b) descriptions of new releases and upgrades;

¢) product web sites;

enquiries, contracts and amendments, including:

a) progress on product or service delivery, and/or maintenance activities;
b) processing service or product risks, issues and change requests;
customer feedback, including:

a) help desk arrangements and effectiveness;
© ISO/IEC 2018 - All rights reserved
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b) progress on customer complaints processing;
C) surveys, user groups, conferences.

NOTE For further information, see the following:

— ISO/IEC 14764 (Software Maintenance).

— The Business and Mission Analysis process in ISO/IEC/IEEE 12207:2017, 6.4.1 has requirements for use
of customer feedback. Customer support and communication is a primary activity of the Operation and
Maintenance processes in ISO/IEC/IEEE 12207:2017, 6.4.12 and 6.4.13.

8.2.2 Determining the requirements for products and services

190 9001:2015, Quality management systems — Requirements
8]2.2 Determining the requirements for products and services

When determining the requirements for the products and services to béoffered to customers, the
organization shall ensure that:

a) the requirements for the products and services are defined, ineliding:
1) any applicable statutory and regulatory requirements;

2) those considered necessary by the organization;

b] the organization can meet the claims for the proedtcts and services it offers.

%]

edded in a system or in support of the business processes of the organization. Requirements

@ware may be developed as part of a contract;as a product available for a market sector, ap software
eflermination is applicable in all of these cir¢umstances.

Q. 0

Spécific actions may include:
1) | the establishment of the following for developing the requirements:

a) methods for agreement of requirements and authorizing and tracking changes, [especially
during iterative dévelopment;

b) methods for the\evaluation of prototypes or demonstrations, where used;
c¢) methods for recording and reviewing discussion results from all parties involved;

2) | the development of the requirements in close cooperation with the customer or users, gnd efforts
to prevent misunderstandings by, for example, the provision of definition of terms, explanation of
the-background of requirements;

3) |_the obtainment of the customer’s approval of the requirements;

4) the establishment of a method for traceability of the requirements to the final product (such as a
requirements traceability matrix);

5) identifying any formal claims of software products or services that need to be provided. Claims
for software products may address properties relating to safety, reliability, performance or cyber-
worthiness.

The requirements may be provided by the customer, may be developed by the organization or may be
jointly developed.

When the requirements are provided and agreed in the form of a system specification, methods
should be in place to allocate them into hardware and software items with any appropriate interface
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specifications. Changes to the requirements should be controlled. The contract may need to be amended
when requirements change.

In contractual situations, the requirements may not be fully defined at contract acceptance, and some
may be developed during a project.

Formal claims relating to products may need to be supported by an assurance case. This should include
one or more claims about properties; arguments that logically link the evidence and any assumptions to
the claim(s); a body of evidence and possibly assumptions supporting these arguments for the claim(s);
and justification of the choice of top-level claim and the method of reasoning. The requirements for

such claim
and accep

The requirements should take the operational environment into account. The requirenients

include, by

tnot be limited to, the following characteristics: functionality, reliability, usability;efficie

maintainapility and portability. Other characteristics may be specified, for example security, safety :

statutory

The type 3
type of sof

If the soft
between

be specifi
arrangem

br regulatory obligations. Some of these characteristics may be mission and;er safety criti

nd scope of software requirement content and rate of update will be commensurate with
tware life cycle being applied, e.g., Waterfall or Agile.

ent

cy,
ind

Cal.

the

ware product needs to interface with other software or system products, the inter

ed, as far as possible, either directly or by reference, in‘the requirements. Develop
ents may also need to allow for co-development of interfaces or define the respective role

the development of interfaces.

NOTE 1

1SO/IH
IEEE 1

1SO/IH
1SO/1H
1SO/1H
1SO/1H

For further information, see the following:

C/IEEE 12207:2017, 6.4.2 for Stakeholder Needs and Requirements Definition and ISO/I
2207:2017, 6.4.3 for System/Software Requirements Definition;

C/IEEE 29148;
C 25010;

C 15026-3;

C 25051.

he software product to be developed and other software“or system products should

f:‘Ees
nt

5 in

=

¢/

T
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8.2.

8.2

ISO/IEC/IEEE 90003

3 Review of the requirements for products and services

.3.1 Requirements review

:2018(E)

IS0 9001:2015, Quality management systems — Requirements

8.2.3.1 The organization shall ensure that it has the ability to meet the requirements for products
and services to be offered to customers. The organization shall conduct a review before committing
to supply products and services to a customer, to include:

a)

T
d
T

N
reg

requirements specified by the customer, including the requirements for delivery, g
delivery activities;

requirements not stated by the customer, but necessary for the specifiedyor“inten
when known;

requirements specified by the organization;
statutory and regulatory requirements applicable to the products.and services;
contract or order requirements differing from those previously expressed.

he organization shall ensure that contract or order requirements differing from those p
pfined are resolved.

he customer's requirements shall be confirmed by thé)organization before acceptance,

cyistomer does not provide a documented statement-0f their requirements.

DTE In some situations, such as internet sales,a fermal review is impractical for each order. In
view can cover relevant product information, such-as catalogues.

nd post-

ded use,

Feviously

when the

stead, the

8.2

Re
JIR

Th
dif
8.2

Iss
inc

iy

.3.1.1 Customer’s requirements

quirements should be recorded or\captured in a formal manner or within an appropriate
A). All requirements including$oftware requirements should be reviewed and approved 4

e review process and methiods used should be approved by management. Care should b
ferentiate between system and software requirements.

.3.1.2 Organization’s concerns

1es which may.be relevant during the organization’s review of software tenders, contract
Jude, but are-not limited to the following:

the feasibility of meeting and validating the requirements and product characteristics
identifying the required software characteristics (e.g. functionality, reliability,

tool (e.g.,
efore use.

e taken to

or orders

including
usability,

madintainability, portability and efficiency):

2)
3)

4)
5)
6)

software design and development standards and procedures to be used;

the identification of facilities, tools, software items and data, to be provided by the cus
definition and documentation of methods to assess their suitability for use;

the operating system or hardware platform;
agreement on the control of external interfaces with the software product;

replication and distribution requirements;

© ISO/IEC 2018 - All rights reserved
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7)

8)

9)

customer related issues:
1) life cycle processes imposed by the customer;

2) period of obligation of the organization to supply copies and the capability of reading
master copies;

management issues:
1) risk management should be addressed;

2 . o ) il AN s L 4 tad 1|
0 sqlllLaLlUll ) lUDlJUllOIUlllL_y vviILIl 1 Cscu U LU SUULUIILI AULUU VWUIL'LN,

3) sdheduling of progress, technical reviews and outputs;

4) sdope and schedule for customer test witnessing if applicable, as well as the respective rolef of
organization and customer during this process;

5) installation, maintenance and support requirements;
6) timely availability of technical, human and financial resources;
legal, pecurity and confidentiality issues:

1) information handled under the contract may be subject to{ concerns regarding intellectjual
property rights, licence agreements, statutory and regulatory requirements, confidentiality
and the protection of information including patents and copyrights;

2) gtliardianship of the master copy of the product and, the rights of the customer to accesq or

3) leyel of information disclosure, to the customér;yneeds to be mutually agreed to by the partifes;
4) dé¢finition of warranty terms;

5) ligbilities/penalties associated withthé contract.

particular]y for changes to scopé, functionality or risk. The above issues should be re-evaluated] as
appropriate. For products where failure may cause injury or danger to people, or damage or corruptjiion
of propertly or the envirohment, requirements should specify the desired immunity from, and respohse

IEC/IEEE 1R207:2017, 6.4.2.3 d) and e) in Stakeholder Needs and Requirements Definition.

8.2.3.2

IS0 9001:2015, Quality management systems — Requirements
8.2.3.2 The organization shall retain documented information, as applicable:
a)

b) onany new requirements for the products and services.

on the results of the review;

c¢) The maintenance of requirements records should be conducted in a systematic manner.
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d) It should be possible to conduct traceability throughout the software life cycle processes, both
from requirements to delivery and from test back to the initial design requirements. This is usually
through configuration management (see 8.5.2).

NOTE1 The Quality Assurance process has requirements for management of QA records and reports in ISO/
IEC/IEEE 12207:2017 6.3.8.3 d).

NOTE 2  For further information on requirements review, see ISO/IEC/IEEE 12207:2017, 6.1.2 (Supply
Process), 6.4.9 (Verification) and 6.4.11 (Validation Process).

NOTE 3  For further information on requirements engineering for eliciting, analysing, verifying and validating
CUS[TOTTET TEqUITEIMENTS, 5ee 1SO/TEC/TEEE 29148:

NO[FE4  For further information on risk management, see ISO/IEC/IEEE 12207:2017, 6.3.4 (Risk Management)
and ISO/IEC 16085.

NOFES5  For further information on review of quality requirements using quality Characteristigs, see ISO/
IE(Q25010.

8.24 Changes to requirements for products and services

190 9001:2015, Quality management systems — Requirements
8(2.4 Changes to requirements for products and services

The organization shall ensure that relevant documentediinformation is amended, and thatj relevant
persons are made aware of the changed requiremefts, when the requirements for products and
sgrvices are changed.

Seg 8.5.2.2 for configuration management of changes.

NO['E ISO/IEC/IEEE 12207:2017 6.4.3.3<d) covers changes to requirements in the Syster/Software
Requirements Definition process.

8.

L)

Design and development-of products and services

8.3.1 General

190 9001:2015, Quality-management systems — Requirements
8{3.1 General

The organization shall establish, implement and maintain a design and development procefss that is
appropriate’to ensure the subsequent provision of products and services.

NO['E The Architecture Definition (ISO/IEC/IEEE 12207:2017, 6.4.4), Design Definition| (ISO/IEC/
[EEE—122072617— 645}, tmptementatiom (1SOAECAEEE—12267-2017— 647 —amd—tmtegratiomr (ISO/IEC/
IEEE 12207:2017, 6.4.8) processes, as well as related technical processes of ISO/IEC/IEEE 12207 have
requirements for design and development of software.

© ISO/IEC 2018 - All rights reserved
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8.3.2 Design and development planning

IS0 9001:2015, Quality management systems — Requirements

8.3.2 Design and development planning

In determining the stages and controls for design and development, the organization shall consider:

a) the nature, duration and complexity of the design and development activities;

b) therequired process stages, including applicable design and development reviews;

c) thenequired design and development verification and validation activities;

d) the responsibilities and authorities involved in the design and development process;

e) the Internal and external resource needs for the design and development of\products and
servjces;

f) the njeed to control interfaces between persons involved in the design and dévelopment procegs;

g) the reed for involvement of customers and users in the design and development process;

h) the rlequirements for subsequent provision of products and services;

i) the level of control expected for the design and development.process by customers and othgr
releyant interested parties;

j) the documented information needed to demonstratethat design and development requiremenks
havebeen met.

8.3.2.1 (eneral

Design and development should be carried gut in a disciplined manner to prevent or minimize
occurrenc
on verificg
should th
requireme
8.1 for qug

NOTE
noted in sq

Design an

1y

the a
instal
referg

e of problems in development or in the software product. This approach reduces depende
tion and validation as the solednethods for identifying problems. The acquirer’s organizat

nts and in accordance with design and development planning and/or quality planning (|
lity planning).

Some items in the/following list have been included in the quality planning list in 8.1.2. These
llare brackets.

| development planning should address the following items, as appropriate:

ation and support for acceptance of software products; this includes the identification of
neéto:

the
hce
jon

erefore check that the software products are developed in compliance with speciffied

see

are

Ftivitiessof requirements analysis, design and development, coding, integration, testing,

or

a) activities to be carried out;

b) required inputs to each activity;

c) required outputs from each activity;

d) verification required for each activity output (as 8.3.4);

e) management and supporting activities to be carried out;

f) required team training [as 8.1.1 k)];

2) planning for the control of product and service provision;
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3)

4)

5)

6)

ISO/IEC/IEEE 90003:2018(E)

the organization of the project resources, including the team structure, responsibilities, use of
suppliers and material resources to be used;

organizational and technical interfaces between different individuals or groups, such as sub-project
teams, suppliers, partners, users, customer representatives, quality assurance representative;

the analysis of the possible risks, assumptions, dependencies and problems associated with the
design and development;

the schedule identifying:

7)

aJ the stages of the project,

b) the work breakdown structure;

¢) the associated resources and timing;

d) the associated dependencies;

e) the milestones and milestone entry/exit criteria;

f) verification and validation activities (as 8.3.4);

the identification of:

a) standards, rules, practices and conventions, methiddology, life cycle model, statutory and
regulatory requirements [as 8.1.1 d) and €)];

b) statutory and regulatory requirements [as 82,2 and 8.2.3.1.2 9) 1)];

¢) toolsand techniques for development, including the qualification of, and configuratidn controls
placed on, such tools and techniques;

d) facilities, hardware and software’for development;

e) configuration management practices (as 8.5.2.3);

f) method of controlling noneonforming software products;

g) methods of control-forsoftware used to support development;
h) procedures forarchiving, back-up, recovery and controlling access to software prodficts;
i) methods ef centrol for virus protection;
j)  security‘*controls;

k) infrastructure needed to rapidly build completed versions of the executable softwarg;

13 instrumentation and forensic support to find faults in reasonable time frames;

8)

9)
10)
11)

the identification of related planning (including planning of the system) addressing topics such as
quality, risk management, configuration management, supplier management, integration, testing,
release management, installation, training, migration, maintenance, re-use, communication and
measurement;

documentation control including document/record archive and distribution;
supportability and maintenance;

for a COTS product in which the organization does not have control over the design, the organization
should assure that the product meets the acceptance criteria.

Planning should be reviewed periodically and any plans amended if appropriate.
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A document defining design and development planning and any of these related planning topics may be
an independent document, a part of another document or composed of several documents.

8.3.2.2 Software life cycle

Processes, activities and tasks should be planned and performed using life cycle models suitable to
the nature of a software project, considering size, complexity, safety, risk and integrity. ISO 9001:2015
is intended for application irrespective of the life cycle models used and is not intended to indicate a
specific life cycle model or process sequence.

Design ang
or updated

Considera
task, prod

8.3.2.3

The reviey
8.3.6.In s

maintenarce procedures.

8.3.24

Responsihiilities and authorities are applicable to software but there is no software specific guidanc

8.3.2.5

The boun
informati
developmj
developmsg

In definin

| 1 i L | | | £l £ Aol 1
MCVCIUPIIICIIL cdadliliT adinrtvuiutlivliial _y lJl ULLOoO dlIlu l.ll ulttuurtco lua_y cricicivurciliitcu tuv o uiiall

as the project progresses, after consideration of changes to related activities and tasks.

Fion should be given to the suitability of the design and development method for the typs

Review, verification and validation

pftware operations and maintenance, they may be covered in sekwiCe level agreements

Responsibilities and authorities

nterfaces

laries of responsibility for each part of thé.software product and the way that techn
n will be transmitted between all parfies should be clearly defined in the design 4§
bnt planning of suppliers. The organization may require review of a supplier’s design 3
ent planning.

organizati

and trainjng activities. These may(include customer representatives, suppliers, partners, qua
assurance| representatives, engineering process group representatives, regulatory authorit

associate

intermedipte operations fungtion may need to be involved to consider if appropriate capacity 3
training afe available to achieve committed service levels.

NOTE 3
1S0/1
1S0/1

development planning

g interfaces, care should be taken to consider parties, other than the customer :
n, who have an interest in the'design and development, installation, operation, maintena

development project. staff and help desk staff. In particular, the end-users and

or furtherinformation see the following:
/IEEE\16326 (Software project management).

JEEE 24748-5 for systems and software engineering — life cycle management — softw

lict or project and the compatibility of the application, the methods and the tools.to be used.

v, verification and validation for software design and development’ate covered in 8.3.4

ed

D

b of

Q.

to
or

U

cal
ind
ind

ind
hce
ity
es,

Ainy
ind

are

The life cycle model management (ISO/IEC/IEEE 12207:2017, 6.2.1), Portfolio Management (ISO/IEC/

IEEE 12207:2017, 6.2.3), and Project Planning process (ISO/IEC/IEEE 12207:2017, 6.3.1) as well as related
technical processes of ISO/IEC/IEEE 12207 have requirements for planning design and development of
software and software projects.

quality models.

34

ISO/IEC 25010 for Software product Quality Requirements and Evaluation (SQuaRE) — system and software

© ISO/IEC 2018 - All rights reserved
© IEEE 2018 - All rights reserved


https://iecnorm.com/api/?name=399889cf5740efb0b6a90caf08697685

ISO/IEC/IEEE 90003

8.3.3 Design and development inputs

:2018(E)

IS0 9001:2015, Quality management systems — Requirements
8.3.3 Design and development inputs

The organization shall determine the requirements essential for the specific types of products and
services to be designed and developed. The organization shall consider:

a) functional and performance requirements;

T

information derived from previous similar design and development activities;
statutory and regulatory requirements;
standards or codes of practice that the organization has committed to implement;
potential consequences of failure due to the nature of the products and Sérvices.
puts shall be adequate for design and development purposes, completeland unambiguous
bnflicting design and development inputs shall be resolved.

he organization shall retain documented information on design‘and development inputs.

In

bystem architectural design, system requirements are allocated to hardware, software ca

an

allgcated to software and specifications of the interfaces between the system components.

mponents

manual operations. The inputs to software requirements analysis are the system requirements

Software architectural design needs to consider high level requirements and long term business

obj
cof|

De
saf]
as

ori
reg

WH
wit

ctives and make system wide design deciSions that impact all the software, providing
straints on each element.

bign and development input may betdetermined from functional, performance, qualit]
pty and security requirements and-System design constraints, or derived through techn
prototyping. Design and develgpment input may also be determined from design chang
binating from previous phases’in the iterative development model (cycle), problems to b
uirements arising from acceptance criteria. Input may also come from contract review ac

en design and development input documents are being reviewed (this often happensin c
h the customer), they should be checked for:

additional

I, relevant
ques such
b requests
e fixed, or
[ivities.

bnjunction

a) | ambiguities,and contradictions;

b) | inconsijstént, incomplete or unfeasible information or requirements;

¢) | unrealistic performance specifications;

d) Lrequirements that cannot be verified or validated;

e) unstated or assumed requirements;

f) inaccurate description of user environment and actions;

g) lack of design and development decisions in a requirements document;

h) omissions of key performance measures.

NOTE1 Review of requirements by the customer does not absolve the organization of the need to

independently review requirements for their adequacy, as per 8.3.3.

NOTE 2 For further information, see:
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— ISO/IEC 25010 for software quality requirements as software quality characteristics.

— ISO/IEC/IEEE 12207:2017, 6.4.4.3 a) considers requirements as inputs to design and development in
Architecture Definition process.

8.3.4 Design and development controls

the

IS0 9001:2015, Quality management systems — Requirements

8.3.4 Design and development controls

The orgalnization shall apply controls to the design and development process to ensure that:

a) the nesults to be achieved are defined;

b) revigws are conducted to evaluate the ability of the results of design and development to me
reqL]irements;
c) verification activities are conducted to ensure that the design and developmént outputs me

the input requirements;

requ]:rements for the specified application or intended use;

e) any hecessary actions are taken on problems determined durinig'the reviews, or verification af
validation activities;

f) docymented information of these activities is retained;

NOTE Design and development reviews, verification ahd validation have distinct purposes. They can
conductedl separately or in any combination, as is suitable‘fer the products and services of the organization.

d) validation activities are conducted to ensure that the resulting produets and services meet the

Pt

1 d

e

8.3.4.1 Pesign and development review

The degree of formality and rigour of the activities associated with the review processes should

be

appropriafe for the complexity of the produict, the quality requirements and the degree of risk associafed

with the §pecified use of the software product. The organization should establish procedures
dealing with process and product(deficiencies or nonconformities identified during these activities |
8.7). It is recommended that these procedures be documented.

During degign and development reviews, criteria such as feasibility, security, safety, programming ry
and testal]ility should be taken into account.

Collaboratlion tools-areoften used to track design and development reviews as well as follow-up acti
taken to r¢solve issues.

for
See

les

DS

Review of| désign and development should be performed in accordance with planned arrangemeTts.

The elementsof the review tg be considered are the Fn”nun'ng-

a) what is to be reviewed, when and the type of review, such as demonstrations, formal proof of

correctness, inspections, walkthroughs and joint reviews;

b) what functional groups would be concerned in each type of review and, if there is to be a review

meeting, how it is to be organized and conducted;

c) whatrecords have to be produced, e.g. meeting minutes, issues, problems, actions and action status;

d) the methods for monitoring the application of rules, practices and conventions to enable

requirements to be met;

e) what has to be done prior to the conduct of a review, such as establishment of objectives, meet
agenda, documents required and roles of review personnel;

ing
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f) what has to be done during the review, including the techniques to be used and guideli
participants;

g) the success criteria for the review;

h) methods of monitoring supplier performance;
i)
j)

:2018(E)

nes for all

what follow-up activities are used to ensure that issues identified at the review are resolved;

further design and development activities should proceed only when the consequences of all known

deficiencies are understood, or the risk of proceeding otherwise is known and agreed; any findings

should be addressed and resolved, as appropriate.

8.3.4.2 Design and development verification

Ver
act]

ification of software is aimed at providing assurance that the output of a design and de
ivity conforms to the input requirements.

Ver
o1

demo
fro]t;

Th
cofl

ification should be performed as appropriate during design and deye€lopment. Verific
hprise reviews of design and development output (e.g. by inspectionis and walkthroughs
nstrations including prototypes, simulations or tests. Verification may be conducted on
other activities, e.g. COTS, purchased and customer-supplied{products.

e verification results and any further actions should be recorded and checked when the 3
hpleted.

WH
shd
or

en the size, complexity or criticality of a software product warrants, specific assuranc

formal methods.

Only verified design and development outputs should be submitted for acceptance and subse

Any findings should be addressed and resolved, as appropriate.

8.3.4.3 Design and developmentvalidation

Validation of software is aiméd-at providing reasonable confidence that it will meet its o
requirements and user needs:

velopment

ation may
, analysis,
the output

ctions are

b methods

uld be used for verification, such as complexity thetrics, peer reviews, condition/decisiof coverage

guent use.

perational

Before offering the product for customer acceptance, the organization should validate the operation of

thg product in accordaiice with its specified intended use, under conditions similar to the g
enyironment, as specified in the contract. Any differences between the validation environmse
ac
justified as eakly in the life cycle as possible, and recorded. In the course of validation, con

pplication
nt and the

al application environment, and the risks associated with such differences, should be ideftified and

figuration

audits or evaluations may be performed, where appropriate, before release of a configuration baseline.

Configuration audits or evaluations confirm, by examination of the review, inspection and tept records,
thqt the software product complies with its contractual or specified requirements. This mhy require
analysis, simulation or emulation where validation is not practicable in operational conditions.

In software development, it is important that the validation results and any further actions required to
meet the specified requirements are recorded and checked when the actions are completed.

In some cases, it can be impossible, or unfeasible, to validate fully the software product by measurement
and monitoring. An example can be where safety-related software cannot be tested under actual
circumstances without risking serious consequences, or perhaps the actual circumstances themselves
are rare and difficult to simulate.
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The inability to test some software products exhaustively and conclusively may lead the organization

to decide

a) how confidence can be gained from the development and tools used, and

b) what types of testing or analysis can be performed to increase confidence that the product will
perform correctly under the “untestable” circumstances, e.g. static code analysis.

Whatever methods are used, they should be commensurate with the risk and consequences of design
and development failures.

Tools shoy

8.3.4.4

Testing is

levels, froin the individual software item to the complete software product. There arefseveral differ

approache
test input
associated
and scope
and physic

Specific sd
the follow

a)
b)

unit te

integn
syster

c) qualif]
softw
d) accep

accep

Regressio
not been ¢

Acceptand
the accep
requireme

Testing to
testing re

Testing pr

Ida be validated Ior thelr specilic intended use.

[esting

often performed to support verification and validation. Testing may be required at seve

s to testing, and the extent of testing and the degree of controls on the test environmg
5 and test outputs may vary with the approach, the complexity of thé product and the j
with the use of the product. Test planning should address test typ€s, objectives, seque

al resources needed for testing and define the responsibilitiesef those involved.

ftware tests may include establishing, documenting, reviewing and implementing plans
ng:

bsts, i.e. stand-alone tests of software components;

n);

cation tests, i.e. tests of the completexsoftware product prior to delivery to confirm
hre meets its defined requirements;

ance tests, i.e. tests of the complete software product to confirm the software meets
ance criteria.

1 testing should be performed to verify or validate that the capabilities of the software h

pompromised by a change.

fability of the pproduct. Acceptance may be with or without defects or deviations fr
nts, by agreement of the parties involved.

orded.

ocedures should cover recording of results and may also include analysis and problem 3

bls and the‘environment to be used should be qualified and controlled, and any limitation$

ral
ent
bnt,
isk
hce

of testing, test cases, test data and expected results. Test planning should identify the human

for

ation and system tests, i.e. tests of aggregations.of software components (and the complete

the

its

AYS

e tests are those that'are performed for the customer’s benefit with the aim of determinfing

01m

to

ind

change mamagenrent:

Test requirements are often tracked with a change management tool, where records of reviews of test
plans, test cases, and approval of test results are maintained in the tool.

NOTE 1

NOTE 2

NOTE 3
their own t

38

For further information on verification through quality evaluation using quality characteristics and
measures, see ISO/IEC 25001, ISO/IEC 25010, ISO/IEC 25040, ISO/IEC 25041 and ISO/IEC 25051.

ISO/IEC/IEEE 12207 includes the related processes for verification (ISO/IEC/IEEE 12207:2017, 6.4.9)
and validation (ISO/IEC/IEEE 12207:2017, 6.4.11).

The ISO/IEC/IEEE 29119 series gives information on software testing. Organization can establish

est processes based on principles and processes given in the ISO/IEC/IEEE 29119 series.
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.5 Design and development outputs

:2018(E)

a)
b\

8.

IS0 9001:2015, Quality management systems — Requirements

3.5 Design and development outputs

The organization shall ensure that design and development outputs:

meet the input requirements;

are adequate for the subsequent processes for the provision of products and services:

<)

T

include or reference monitoring and measuring requirements, as appropriate, and.aqg
criteria;

specify the characteristics of the products and services that are essential for their
purpose and their safe and proper provision.

he organization shall retain documented information on design and development outputs

ceptance

intended

Th
Wit
thd
dey
nof

a)
b)
‘)
d)
e)
)

Prd
acd
thd

Spé
org

NO

IEE
IEE

e output from the design and development process should be defined'and documented in dccordance

h the prescribed or chosen method. This output should be complete, accurate and consi
requirements, and may be produced using computer desigh“and development tools. [
relopment outputs may be expressed in textual form, hy-diagrams or using symbolic
ation, and may include:

design, development and test specifications;

data models;

pseudo code or source code;

user guides, operator documentation, training material, maintenance documentation;
developed product;

formal methods.

totyping, when used,(should result in design and development (output) document
eptance criteria for design and development outputs should be defined in order to demon
inputs to each designrand development stage are correctly reflected in the outputs.

stent with
esign and
modelling

htion. The
strate that

cified outputs ‘ef/design and development should be retained for a period of time consistent with the

anizationalwecords management policy.

['E [SO/IEC/IEEE 12207:2017, B.1 identifies typical outputs of its Architecture Definition]
E 12207:2017, 6.4.4), Design Definition (ISO/IEC/IEEE 12207:2017, 6.4.5), Implementation|
E 42207:2017, 6.4.7) and Integration (ISO/IEC/IEEE 12207:2017, 6.4.8) processes. Process ou

ide

(ISO/IEC/
(ISO/IEC/
fcomes are

htified for each process.
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8.3.6 Design and development changes

IS0 9001:2015, Quality management systems — Requirements
8.3.6 Design and development changes

The organization shall identify, review and control changes made during, or subsequent to, the
design and development of products and services, to the extent necessary to ensure that there is no
adverse impact on conformity to requirements.

The Organi'7:1finn shallretain documentedinformation on:

a) design and development changes;
b) the rjesults of reviews;
c) the quthorization of the changes;

d) the dctions taken to prevent adverse impacts.

In the software development environment, control of design and development changes is usually
addressed|as part of configuration management (see 8.5.2).

NOTE1 [SO/IEC/IEEE 12207:2017, 6.3.5 covers the Configuration Management process.

Changes fo a software specification or component should~maintain appropriate consistency
among refijuirements, designs, code, tests specifications, user manuals and, where relevant, other
additional items.

NOTE 2  [For further general guidance related to ISO 9001:2015, 8.3, see the following:
— ISO/IEC 25051 for guidance on any procured COTS,seftware products;
— ISO/IEC 19761, ISO/IEC 20926 and ISO/IEC 20968 for guidance on estimation of size methods.
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8.4 Control of externally provided processes, products and services

8.4.1 General

:2018(E)

8.

ISO 9001:2015, Quality management systems — Requirements

4.1 General

The organization shall ensure that externally provided processes, products and services conform to
requirements.

T

roducts and services when:

products and services from external providers are intended for incorperation
organization's own products and services;

products and services are provided directly to the customer(s) by external providers
of the organization;

a process, or part of a process, is provided by an external proyider as a result of a decisi
organization.

brformance, and re-evaluation of external providers, bdsed on their ability to provide pro
roducts and services in accordance with requirements-The organization shall retain doc
formation of these activities and any necessary actions arising from the evaluations.

he organization shall determine the controls to be applied to externally provided pl‘ocesses,

he organization shall determine and apply criteria for €he evaluation, selection, moniforing of

into the

bn behalf

bn by the

Cesses or
umented

In

maly include:

a)
b)
‘)
d)
e)

.1.1 Purchased products

the purposes of 8.4.1, free software (such as open source development tools) should be ¢
burchased.

Heveloping, supplying, installing and maintaining software products, types of purchasec

COTS software or shareware;

customized software and services;

subcontracted development (e.g. contract staff or outsourced full product development);
outsourced-activities (e.g. testing, independent verification and validation, facilities man|

tools—intended to assist in the development of software (e.g. design and develd
configuration management tools, code analysers, debuggers, test analysers, generators, ¢

onsidered

| products

agement);

pment or
ompilers);

f)
g)

h)
i)

4 ] : 4o 1 ]
CUITPUtch dIIu CUMITITUIIIC AUIUILS TIdI'uwdl'c,

key components (e.g. integrated circuits can be subject to change or to uncertain
availability);

user and product documentation;

training courses and materials.

continued

The type and extent of control to be exercised by the organization over a supplier of subcontracted
design or development (e.g. joint projects) becomes especially important when selecting the supplier,
because confidence in the relationship can be critical to the success of the development.
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In developing, supplying, installing and maintaining software products, consideration about purchased
products may require the organization to manage the risks associated with licensing, maintenance,
help desk, and customer support services (such as concern for continued availability of support for
purchased product as a result of later releases). One way of determining the capability of suppliers to
provide an acceptable product may be by performing process assessment. Process assessment provides
information for risk assessment and a view of maturity and capability level of the supplier’s processes.

8.4.1.2 Purchased product control

Where the products listed in a) to i) above are purchased and intended to become part of the product,

they shoy
considerat
effective.

Care shou
required,

Re-evalua
and develd

In some ci

The mana
product.

Id be controlled as components throughout the design and development. Contract
ions should be addressed so that controls are in place for configuration management to

d be taken to check that contract staff have the specific skills and the levels of\compete
brior to being integrated as part of the project team.

Fion of suppliers’ performance may be conducted by regular review and.€éentrol during des
pment as part of project management (see 8.3.4).

gement of risk is often more critical in software development because of the nature of

The supplier may be selected based upon the evaluation of the supplier’s proposals and prog

capabilitig
responses

NOTE

ISO/IE
asSsess

ISO/IE

42

s, and other factors, such as analysis of a supplier’s performance history, review of
to the supplier questionnaire, and review of soffware-related quality and verification pla

For further information on assessing process cdpability of a supplier, see:

C 33001, ISO/IEC TR 33014, ISO/IEC 33020,~ISO/IEC TS 33053 and ISO/IEC TS 33073 for prog
Inent;

C/IEEE 12207:2017, 6.1.1 includes therelated acquisition process for selection and control of suppli

ual
be

nce

ign

rcumstances, the whole of ISO 9001:2015 may apply to the organjZation-supplier relationship.

the

ET'S.
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8.4.2 Type and extent of control

IS0 9001:2015, Quality management systems — Requirements
8.4.2 Type and extent of control

The organization shall ensure that externally provided processes, products and services do not
adversely affect the organization's ability to consistently deliver conforming products and services
to its customers.

The-organization-shall:
o

a)] ensure that externally provided processes remain within the control of Nit§ quality
management system;

b] define both the controls that it intends to apply to an external provider and-those it intends to
apply to the resulting output;

c) takeinto consideration:

1) the potential impact of the externally provided processes) products and servicgs on the
organization's ability to consistently meet customer and.applicable statutory and rggulatory
requirements;

2) the effectiveness of the controls applied by the external provider;

d) determine the verification, or other activities, necessary to ensure that the externally provided
processes, products and services meet requirements.

NO['E ISO/IEC/IEEE 12207 includes the related-activities for control of suppliers [ISO/IEC/IEEE 12207:2017,
6.1]1.3 d)] and verification (ISO/IEC/IEEE 12207:2017, 6.4.9).

8.4.3 Information for external providers

190 9001:2015, Quality managemént systems — Requirements
8/4.3 Information for exterhal providers

The organization shall ‘ensure the adequacy of requirements prior to their communicatipn to the
external provider.

The organization-shall communicate to external providers its requirements for:
a) the precesses, products and services to be provided;

b] theapproval of:

11 products and services;

2) methods, processes and equipment;
3) therelease of products and services;
c¢) competence, including any required qualification of persons;
d) the external providers' interactions with the organization;
e) control and monitoring of the external providers' performance to be applied by the organization;

f) verification or validation activities that the organization, or its customer, intends to perform at
the external providers' premises.
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Purchasing information for software may include, where applicable:

a)
b)

c)

g)

The considerations covered in 8.2.2 may also be applied to subcontracts.

identification of the product ordered (such as product name, number, version, configuration);
requirements or the procedure to identify requirements where not fixed at the time of order;

standards to be applied (e.g. communications protocol, architectural specification, coding
standards);

procedures and/or work instructions the supplier is instructed to follow;

descriptien he-developrtes srirenmentfe-s—hardware-developmer

description of the target environment (e.g. hardware, operating system);

requifements on personnel (e.g. prerequisite training, product knowledge).

NOTE [SO/IEC/IEEE 12207 includes the related activities for agreeing with supplieps'ém requirements [[FO/

IEC/IEEE 1R207:2017, 6.1.1.3 c) 1)] and requirements specification (ISO/IEC/IEEE 12207:2017, 6.4.3).
8.5 Profduction and service provision

8.5.1 Cantrol of production and service provision

IS0 9001}2015, Quality management systems — Requirements

8.5.1 C;Etml of production and service provision

The organization shall implement production and service provision under controlled conditions.

Controllgd conditions shall include, as applicable:

a) the gvailability of documented information that defines:

1) the characteristics of the products to be produced, the services to be provided, or the
ctivities to be performed;
2) the results to be achieved;

b) the gvailability and u$e)of suitable monitoring and measuring resources;

c) the implementation’of monitoring and measurement activities at appropriate stages to verify
that|criteria_for-control of processes or outputs, and acceptance criteria for products and
servjces, have been met;

d) the yse‘of-suitable infrastructure and environment for the operation of processes;

e) the appointment of competent persons, including any required qualification;

f) the validation, and periodic revalidation, of the ability to achieve planned results of the
processes for production and service provision, where the resulting output cannot be verified by
subsequent monitoring or measurement;

g) the implementation of actions to prevent human error;

h) the implementation of release, delivery and post-delivery activities.
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8.5.1.1 Production and service provision in software

As stated in the guidance for design and development (see 8.3), a software development project should
be organized according to a set of processes, which transform the requirements into a software product.

The “control of production and service provision” requirements specified in ISO 9001:2015, 8.5.1 can be
interpreted for software products as:

a) in process control activities, e.g., procedures, coding guidelines, change management tools,
modelling tools;

b) [Telease activities, €.g. build, release, and replication,
c) | delivery activities, e.g. delivery and installation;

d) | post-delivery activities, e.g. operations, maintenance and customer support (these'apply throughout
the life of the product).

8.5.1.2 Build and release

Prgcesses should be established for build, release, patching and replication of the softwape item(s).
Bujld and release activities invoke configuration management (see’8:5.2).

The following provisions are appropriate to build and release:

a) | identification of the software items that constitute, each release, including associated build
instructions;

b) | identification of the types (or classes) of release, depending on the frequency and/or impact on the
customer’s operations and ability to implement changes at any point in time;

c) | decision criteria and guidance to determiine where localized temporary fixes or “patch¢s” may be
incorporated or where the release of a‘complete updated copy of the software product is pecessary.

8.5.1.3 Replication

WHhere required, the organization should establish and perform replication, considering thq following
to ¢nsure that replication is:¢conducted correctly:

a) | identification of the master and the copies, including format, variant and version;
b) | the type of mediafor each software item and associated labelling;

c) | the stipulation of required documentation such as manuals, user guides, licences and relgase notes,
includingddentification and packaging;

d) | contrelling the environment under which the replication is effected for repeatability;

e) Lprovision for ensuring correctness and completeness of the copies of the product

8.5.1.4 Delivery

Delivery may be achieved by physical movement of media containing software or by electronic
transmission.

The preservation of items during delivery is covered in 8.5.4.

© ISO/IEC 2018 - All rights reserved
© IEEE 2018 - All rights reserved 45


https://iecnorm.com/api/?name=399889cf5740efb0b6a90caf08697685

ISO/IEC/IEEE 90003:2018(E)

8.5.1.5 Installation

Sometimes, customers or third parties conduct installation. In this case the role of the organization is
to describe the steps the customer or third party needs to take to perform the installation. Sometimes,
the installation is conducted by the organization. For the latter case, the following may apply:

a) the organization and customer should agree on their respective roles, responsibilities and
obligations;

b) the need and extent of validation at each installation should be defined;

C) the nded Tor installation instructions should be defined,

d) the nged for configuration of the software and hardware for the specific installation should| be
defingd;

e) the nded for data capture and/or conversion and database population should be defined;
f) the aceptance procedure of each installation upon completion should be defided;
g) ascheddule is needed;

h) accesg to customer’s facilities and equipment should be arranged (e.g.security badges, passwoids,
escorts);

i) the avfilability of skilled personnel should be established;

j) the n¢ed to provide training associated with the specific intended use of the product durfiing
instal|ation or as part of maintenance should be defined;

k) the nded to perform backup and confirm recovery should be defined.

The introduction of a new software product or new.Software release at multiple user sites can reqyire
planning df implementation or rollout.

8.5.1.6 Post-delivery operations

A softwafre-producing organizationshould consider the following post-delivery operations,|as
appropriage:

a) the nged to set up a helptdesk to conduct telephone or other electronic communication with the
customer(s);

b) arrangements, including network tools for ensuring continuity of support, such as disadter
recovery, securityand backup (see 7.1.3).

See also 8J5.5.

8.5.1.7 Maintenance

Maintenance of the software product that is requested by the customer for specific items, and a specific
period of time, after initial delivery and installation, should be stipulated in the contract.

The organization should establish a process for performing maintenance activities and verifying
them. Maintenance activities may also be performed on the development environment, tools and
documentation. Maintenance should include the following, as appropriate:

a) scope of maintenance;
b) identification of the initial status of the maintained items;

c) supportorganization(s) and arrangements (see also 8.5.1.6);
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d) maintenance activities including problem resolution, help desk support, hardware support and
system monitoring to detect failure;

e) interface modifications that may be required when additions or changes are made to the hardware
system, or components, controlled by the software;

f) configuration management, testing and quality assurance activities;
g) proposed release schedule;

h) how functional expansion and performance improvement will be carried out;

i) | maintenance records and reports.

The records of the maintenance activities may be utilized for evaluation and enhdncemlent of the
soffware product and for improvement of the quality management system itself2 ' When| resolving
prablems, temporary fixes may be used to minimize downtime and permanentunodificatiops carried
ouf later.

Foyf interface modifications and functional expansion, depending upon théscale of work, charge control
pracedures should apply, or a new and separate development project should be initiated.

8.5.1.8 Validation of processes for product and service provision

The organization should consider what processes may be lised to compensate for the ihability to
vallidate fully the product. Examples include the following:

a) | a design and development review might considéryhow the design and development mijght fail in
addition to the more normal check that the design and development will function correctly;

b) | a program of failure mode and effect analyses that builds up a history of design and deyelopment
failures and how they can be avoided.

WHhatever methods are used, they should'be commensurate with the risks and consequences of design
andl development failures.

NO['E ISO/IEC/IEEE 12207 includes the related technical processes for production and provision|of services:

Int¢gration (ISO/IEC/IEEE 12207:2017, 6.4.8), Transition (ISO/IEC/IEEE 12207:2017, 6.4.10), Operhtion (ISO/
IEQ/IEEE 12207:2017, 6.4.12)and Maintenance (1SO/IEC/IEEE 12207:2017, 6.4.13).

8.5.2 Identificatiofitand traceability

190 9001:2015, Quality management systems — Requirements
8]5.2 Identification and traceability

The organization shall use suitable means to identify outputs when it is necessary to ensure the
conformity of products and services.

The organization shall identify the status of outputs with respect to monitoring and measurement
requirements throughout production and service provision.

The organization shall control the unique identification of the outputs when traceability is a
requirement, and shall retain the documented information necessary to enable traceability.

8.5.2.1 Overview

For software, identification and traceability is commonly implemented through configuration
management. Configuration management is a management discipline that applies technical and
administrative direction to the design, development and support of configuration items, including
software items. This discipline is also applicable to related documentation (see also 7.5.1) and hardware.
© ISO/IEC 2018 - All rights reserved
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The degree of configuration management use is dependent on the project size, complexity and risk level.

One objective of configuration management is to provide full visibility of the product’s pres
configuration and status. Another objective is that everyone working on the product at any time in
life cycle uses appropriate versions of items.

8.5.2.2 Traceability

ent
its

Throughout the product life cycle, there should be a process to trace the components of the software
item or product, from requirements through design, testing, release, operation and maintenance. Such

v Cl

tracing may-vaty ope-aces g6 G aet—e 3 place;
able to pldce a certain change request in a specific release, to recording the destination and ugagg
each variant of the product.

8.5.2.3 (onfiguration management process
The scopelof configuration management should include the following:
a) plannjng of the process including defining activities, responsibilities and thetools to be procure

b) identifying uniquely the name and versions of each configuration itein)and when they are to
brought under configuration control (configuration identification);

c) identifying the versions of each software item which togethef-gonstitute a specific version d
complete product (baseline), including re-used software, libraries, and purchased and custor
supplied software;

d) identifying the build status of software products under development, delivered or installed,
singlelor multiple environments, as appropriate;

e) contr¢lling simultaneous updates of a given Software item by two or more people work
independently (configuration control);

f) providing coordination for the updating of‘multiple products in one or more locations as requirsg

g) identifying, tracking and reporting-of the status of items, including all actions and chan
resulting from a change request;or problem, from initiation through to release (configurat
statud accounting);

h) providing configuration gvaluiation (status of verification and validation activities);
i) providing release management and control of delivery of the software product;
j) providling configuration audit results.

Control of|documented information is in 7.5.3 and control of changes in 8.5.6 — both these subclau|
are relatedl to configuration management.

be

fa
her

for

ing

)d;

ges
10N

SEes

NOTE For furtherinformatiorn, see the fottowing:
— IS0 10007 (guidelines for Configuration Management);
— ISO/IEC/IEEE 12207:2017, 6.3.5 (Configuration Management process);

— the ISO/IEC 19770 series provides procedures and requirements for an IT asset management system.
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8.5.3 Property belonging to customers or external providers

:2018(E)

IS0 9001:2015, Quality management systems — Requirements
8.5.3 Property belonging to customers or external providers

The organization shall exercise care with property belonging to customers or external providers
while it is under the organization's control or being used by the organization.

The organization shall identify, verify, protect and safeguard customers' or external providers'

p "npnrfy prnvir’]nr’] foruse or inf‘nrpnrnh'nn intaothe prnr‘nt‘fc and services
When the property of a customer or external provider is lost, damaged or otherwise foynd to be
upsuitable for use, the organization shall report this to the customer or external provider ahd retain
dpcumented information on what has occurred.
NPTE A customer's or external provider's property can include materials,\components, fools and
equipment, premises, intellectual property and personal data.
The organization may be required to acquire and include product and‘data supplied by thg customer
intp the development process, such as:
1) | software products including commercial software products-supplied by the customer;
2) | development tools;
3) | development environments including network services;
4) | test and operational data;
5) | interface or other specifications;
6) | hardware;
7) | intellectual property, and confidential and proprietary information, including specifications.
In any maintenance agreement consSideration should be given to addressing:
a) | required licensing andrsupport, including subsequent revisions to the product;
b) | limitations or constraints in re-use of the product in other projects.
The means by whichyupdates to customer-supplied items are accepted and integrated should lpe defined.
The organization may apply the same kinds of verification activities to customer-suppligd product
as fo purchiased product. This includes requirements for records indicating which changes [have been
implemented and at what locations for multiple products and sites.
The niethods for identifying the customer-supplied product should be part of configuration mgnagement
for the product (see 8.5.2).
NOTE1 ThelISO/IEC 19770 series provides procedures and requirements for an IT asset management system.
NOTE 2 IS0 9001:2015 incorporates the care of the property belonging to external suppliers, for which the

same requirements as those contemplated for the clients (term used in the ISO/IEC 19770 series), apply.
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8.5.4 Preservation

NOTE

IS0 9001:2015, Quality management systems — Requirements
8.5.4 Preservation

The organization shall preserve the outputs during production and service provision, to the extent
necessary to ensure conformity to requirements.

Preservation can include identification, handling, contamination control, packaging, storage,
transmission or trnncpm‘mtinn and prnfpr‘ﬁnn

A softwan
productio
does not

appropriafe precautions should be taken by the organization.

Delivery s

In additio|
product ix
containing

actions taken when handling, packaging, storing or delivering software:

e-producing organization should plan that its products are not altered from the(poinf
1, through replication, handling and storage, to the point of delivery. Software informat
Hegrade; however, the media on which it is stored may be subject to detefioration, :

hould provide for appropriate preventive action to protect the software product from dama

of
jon
ind

ge.

h, an appropriate level of software virus checking and appropriate’ measures to profect
tegrity are needed. Delivery of software may be achieved by physical movement of me|
I software or by electronic transmission. The following should\b€.considered, and appropri

dia
Qte

a) storinlg software items, maintaining versions of products in established baselines;

b) permitting the controlled access to and retrieval of the.master and any copies, protecting them
from @inauthorized change or corruption;

c) prote¢ting computer media, particularly with respect to computer viruses, electromagnetic and
electrpstatic environments;

d) providing for regular backup of software, intluding off-site storage for disaster recovery;

e) ensurjng the timely copying of software‘to replacement media;

f) storinfg of software media in a pretected environment, preventing deterioration and protecting
from ¢bsolescence;

g) the effects of using compression and decompression techniques (the reduction of the space taken
on a data medium by epeoding data, taking advantage of redundancy in the data);

h) the efffects of using encryption and decryption techniques (the transformation of data into[an
unint¢lligible form-for data security).

NOTE or further general guidance related to [SO 9001:2015, 8.5.4, see the following:

— ISO/IEC25010 for guidance on quality characteristics of software products;

— ISO/IEC 14764;

— ISO/IEC 26514;

— ISO/IEC/IEEE 12207:2017, 6.4.7.3 b) 5) and 6) includes the related tasks for preservation of output.
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8.5.5 Post-delivery activities

IS0 9001:2015, Quality management systems — Requirements
8.5.5 Post-delivery activities

The organization shall meet requirements for post-delivery activities associated with the products
and services.

In determining the extent of post-delivery activities that are required, the organization shall

C nsider:

a) statutory and regulatory requirements;

b] the potential undesired consequences associated with its products and services;
c) the nature, use and intended lifetime of its products and services;

d) customer requirements;

e) customer feedback.

NPTE Post-delivery activities can include actions under warranty provisions, contractual opligations
sych as maintenance services, and supplementary services such asgecycling or final disposal.

Spécific guidance for software is already included in 8.5.1.5, 8.5.1.6 and 8.5.1.7.

NO[E ISO/IEC/IEEE 12207:2017, 6.4.13 includes thé€ velated post-delivery activities in the Maintenance
prdcess.

8.5.6 Control of changes

190 9001:2015, Quality management systems — Requirements
8/5.6 Control of changes

The organization shall review:and control changes for production or service provision, to the extent
ngcessary to ensure continuing conformity with requirements.

The organization shall retain documented information describing the results of the review of
changes, the person(s) authorizing the change, and any necessary actions arising from the rleview.

In [the software\development environment, control of design and development changes [is usually
addressed as\part of configuration management (see 8.5.2).

Changes to a software specification or component should maintain appropriate cq@nsistency
betfween requirements, designs, code, tests specifications, user manuals and, where releyant, other

N\ 1.
addittormatitens:

NOTE1 For further information, see ISO/IEC/IEEE 12207:2017, 6.3, on Technical Management processes.
NOTE 2  For further general guidance related to ISO 9001:2015, 8.5.6, see the following:

— ISO/IEC 25051 for guidance on any procured COTS software products;

— ISO/IEC 26514 for design and development documentation guidance;

— ISO/IEC 19761, ISO/IEC 20926 and ISO/IEC 20968 for guidance on estimation of size methods;

— ISO/IEC/IEEE 12207:2017, 6.3.5 includes the related production change control activities as part of the CM

process.
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NOTE 3

According to 1SO 9001:2015 change control applies to all stages of the production and service

cycle, which extends beyond design and development.

8.6 Release of products and services

life

ISO 9001:2015, Quality management systems — Requirements
8.6 Release of products and services

The organization shall implement planned arrangements, at appropriate stages, to verify that the

product

The reld
arranger]
and, as a

documern
a) evid

b) tracq

AiNd service requirements have been met.

ase of products and services to the customer shall not proceed until the planng

pplicable, by the customer.

The organization shall retain documented information on the release of products and services. The

ted information shall include:
ence of conformity with the acceptance criteria;

ability to the person(s) authorizing the release.

hents have been satisfactorily completed, unless otherwise approved by a relevant authorif

d

An organi
means su
monitored

a) functipnality;

b) maint
c) efficie
d) portal

e) usability;

f) reliab

The issue
back to sp

zation should monitor and measure the conformity of praducts to quality requirements
h as review, verification and validation. Examples of-product characteristics that may]
or measured include:

pinability;
ncy;

ility;

lity.

by
be

bcified requirements’and related to low and high level tests. It should be possible to estab

— ISO/IE
— ISO/IE
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software fungtigrality in any given build or release and be able to provide valid test res

or furtherinformation, see the following:

(e.g., version, baseline) -of software or product released should be recorded and be trace]ble

ish
Its.

are

ts diring development and when completed and the Verification process (ISO/IEC/IEEE 12207:2017,

hich is applicable before release of products and services to the customer. Controlled releas

C Ot O ot a

C 25010;
C 25040 and ISO/IEC 25041.
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8.7 Control of nonconforming outputs

8.7.1

Identification and control of nonconforming outputs

:2018(E)

ISO 9001:2015, Quality management systems — Requirements

8.7.1 The organization shall ensure that outputs that do not conform to their requirements are
identified and controlled to prevent their unintended use or delivery.

The organization shall take appropriate action based on the nature of the nonconformit

y and its

T

a)
b]
‘)
dj
C

effect on the conformity of products and services. This shall also apply to nonconforming
and services detected after delivery of products, during or after the provision of services.

correction;

segregation, containment, return or suspension of provision of products and services;
informing the customer;

obtaining authorization for acceptance under concession.

bnformity to the requirements shall be verified when noneonforming outputs are correcte

he organization shall deal with nonconforming outputs in one or more of the folleswing walys:

products

d.

In
itel
sof]
the

Th

WH
res

Configuration management may be'invoked to implement part of or the whole of this require

Att
a)

b)

‘)
Wi

Koftware development, segregation of nonconforming’items may be effected by transf
m out of a production or testing environment, inte a separate environment. In the case of
tware it may become necessary to segregate the honconforming item (hardware) whic
nonconforming software.

e supplier should identify at what points.control and recording of nonconforming product i

ere a software item manifests a deféct during development or maintenance, the investi
olution of such defects should be controlled and recorded.

ention should be paid to-the following aspects in the disposition of nonconformities:

any discovered probleéms and their possible impacts on any other parts of the software
noted and thoseTesponsible notified so the problems can be tracked until they are resol;

determining the scope of re-testing should be identified in a documented procedure;
the prierity of the nonconformities should be established.

th.seftware, repair or rework to achieve fulfilment of specified requirements creates a ney

prring the
kmbedded
n contains

required.

pation and

Iment.

should be
red;

areas impatted by any modifications should be identified and re-tested, and the npethod for

Uy software

version. In software development, disposition of nonconforming product may be achieved by:

a)
b)
‘)
d)

repair or rework (i.e. to fix defects) to meet the requirement;
acceptance with or without repair by concession;
treatment as a conforming product after the amendment of requirements;

rejection.

For software, as part of testing, problems, defects or bugs may be identified, recorded and resolved.
The process for this is normally implemented through a software tool.

NOTE

For further information, see the following:
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— The Configuration Management process (ISO/IEC/IEEE 12207:2017, 6.3.5), the QA process (ISO/IEC/
IEEE 12207:2017, 6.3.8), which is responsible for oversight of incident resolution and treatment of problems.
All technical processes include responsibility for correction of errors and defects, particularly the
Maintenance process (ISO/IEC/IEEE 12207:2017, 6.4.13);

— ISO/IEC 25051 and ISO/IEC 14102 for guidelines for the evaluation and selection of CASE tools.

8.7.2 Retaining documented information for nonconforming outputs

IS0 9001:2015, Quality management systems — Requirements

8.7.2 THhe organization shall retain documented information that:
a) descfibes the nonconformity;

b) descfibes the actions taken;

c) describes any concessions obtained;

d) identifies the authority deciding the action in respect of the nonconformity:.

For software the documented information is usually held in a computer téol.

NOTE [SO/IEC/IEEE 12207 includes the QA process which is responsible for retention of data regarding
treatment ¢f nonconformities (incidents and problems), see ISO/IEC/IEEE\12207:2017, 6.3.8.3 d) and e).

9 Performance evaluation
9.1 Monitoring, measurement, analysis and evaluation

9.1.1 G¢neral

IS0 9001)2015, Quality management systems — Requirements
9.1.1 Ge¢neral

The organization shall determine:

a) whaf needs to be monitored and measured;

b) the methods for wmonitoring, measurement, analysis and evaluation needed to ensure valjd
results;

c) when the monitoring and measuring shall be performed;

d) whentheresults from monitoring and measurement shall be analysed and evaluated.

The organization shall evaluate the performance and the effectiveness of the quality management
system.

The organization shall retain appropriate documented information as evidence of the results.

The monitoring, measurement, analysis and improvement processes should be identified as part of
quality planning (see 6.2). Otherwise it should take place during the project life cycle or the software
development life cycle.
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Organizations normally measure some aspects of their processes in order to monitor, manage and
assess them. Some organizations also conduct process capability assessment in a formal way. The most
frequent measures include:

a)
b)

)

the planned and actual duration of a process activity;

the planned and actual cost of a process activity;

the planned quality levels and progressive measures of the selected quality characteristics.

NOTE1  For further information, see the following:

ISO/IEC/IEEE 15939;
ISO/IEC 33001, ISO/IEC TR 33014, ISO/IEC 33020, ISO/IEC TS 33053 and ISO/IEC TS(33073

for process

assessment, including process capability assessment model for quality management in‘ISO/IEC T|S 33073;
— | ISO/IEC 25001.
NO[FE 2  The quality assurance process of ISO/IEC/IEEE 12207 includes measurément activities ag part of QA
strategy [ISO/IEC/IEEE 12207:2017, 6.3.8.3 a) 1) v)]. The Measurement procesg’(ISO/IEC/IEEE 12207:2017, 6.3.7)
includes detailed activities and tasks. Measurement analysis is also performed’through the Project pssessment
and control process [[SO/IEC/IEEE 12207:2017, 6.3.2.3 b) 9)].
9.1.2 Customer satisfaction
190 9001:2015, Quality management systems — Requirements
9/1.2 Customer satisfaction
The organization shall monitor customers'¢pérceptions of the degree to which their needs and
expectations have been fulfilled. The organization shall determine the methods for optaining,
monitoring and reviewing this informatien.
NPTE Examples of monitoring custemer perceptions can include customer surveys, customeif feedback
on delivered products and services, meetings with customers, market-share analysis, compliments,[warranty
clhims and dealer reports.
The organization’s processfor requesting, measuring and monitoring feedback of customer satisfaction
shquld provide information on a periodic basis as appropriate. For software consider, for example:
a) | analysis of help(desk calls relating to both product quality and service performance;
b) | quality-in-use metrics derived from customer direct and indirect feedback;
c) | other.dquality metrics based on use of the product;
d) | number of software releases needed to fix problems, after initial delivery.
NOTE For further information, see:

ISO/IEC 25010 (product quality — quality-metrics, ISO/IEC 25001, ISO/IEC 25040, ISO/IEC 25041 and ISO/

IEC 25051 may also be helpful).

The quality management process in ISO/IEC/IEEE 12207:2017, 6.2.5.3 b) 2) includes monitoring of customer

satisfaction.
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9.1.3 Analysis and evaluation

IS0 9001:2015, Quality management systems — Requirements
9.1.3 Analysis and evaluation

The organization shall analyse and evaluate appropriate data and information arising from
monitoring and measurement.

The results of analysis shall be used to evaluate:

a) confprmity of products and services;

b) the degree of customer satisfaction;

c) the performance and effectiveness of the quality management system;
d) if plgnning has been implemented effectively;

e) the dffectiveness of actions taken to address risks and opportunities;
f) the performance of external providers;

g) the need for improvements to the quality management system.

NOTE Methods to analyse data can include statistical techniques.

Examples jof “analysis and evaluation” for software may include problem reports from various level§ of
testing anfl issues identified in reviews or walkthroughs.

NOTE For further information, see the following:
— ISO/IEC/IEEE 15939:2017, 4.4 (software measurethént process — evaluate results).
— ISO/IE(C 19761, ISO/IEC 20926 and ISO/IEC 20968.

— The systems analysis process of ISO/IEC/IEEE 12207:2017, 6.4.6, is applicable. The Measurement prodess
[ISO/IEC/IEEE 12207:2017, 6.3.7 b) 1)] inicludes detailed activities and tasks for analysis as integrated into
every fechnical process. Measurement analysis is also performed through the Project assessment and confrol
procegs [ISO/IEC/IEEE 12207:2017,6.3.2.3 b) 9)].

9.2 Intgrnal audit

9.2.1 Conducting audits

ISO 9001)2015,"Quality management systems — Requirements

9.2.1 Thedrganization shall conduct internal audits at planned intervals to provide information ¢gn
whether the quality management system:

a) conforms to:
1) the organization's own requirements for its quality management system;
2) therequirements of this International Standard;

b) is effectively implemented and maintained.

Personnel responsible for conducting internal audits should have the appropriate level of competency
(in software development, testing, operations or maintenance — as appropriate) and attained
recognised approvals or qualifications to conduct formal internal audits.
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