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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

The procecJures used to develop this document and those intended for its further maintenarce

described i
the differer

t types of document should be noted. This document was drafted in accordance wit}

editorial rulles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention ij
of patent 1
rights. Det
Introductio

Any trade 1
constitute 4

For an exp
assessment
Barriers to

The commi
SC 27,IT Se

drawn to the possibility that some of the elements of this document‘may be the sul
ights. ISO and IEC shall not be held responsible for identifying dany-or all such pe
pils of any patent rights identified during the development of the document will be ir
n and/or on the ISO list of patent declarations received (see wwWw:iso.org/patents).

ame used in this document is information given for the cohvenience of users and doej
n endorsement.

lanation on the meaning of ISO specific terms and-expressions related to confor
as well as information about ISO’s adherence<to ‘the WTO principles in the Tech
Trade (TBT) see the following URL: Foreword -‘Supplementary information

ftee responsible for this document is ISO/IEC’]TC 1, Information technology, Subcomm
furity techniques.

This second edition cancels and replaces the first edition (ISO/IEC/TR 20004:2012), which has |

technically

revised.

are

h the ISO/IEC Directives, Part 1. In particular the different approval criteriaseeded for

| the

bject
tent
the

not

mity
hical

ttee

peen

© ISO/IEC 2015 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm
https://iecnorm.com/api/?name=6a5e2d050eab91687b2c6857d1bc7f0b

ISO/IEC TR 20004:2015(E)

Introduction

This Technical Report is intended to provide added refinement, detail and guidance to the vulnerability
analysis activities outlined in ISO/IEC 18045:2008 for the software elements of a TOE. Specifically, it is
intended to add refinement and clarification of the “Potential vulnerability identification from public
sources” (AVA_VAN.1.2E/2.2E/3.2E/4.2E) and “Penetration testing” (AVA_VAN.1.3E/2.4E/3.4E/4.4E)

evaluator actions, which are currently imprecise in regards to searching for, identifying

and testing

relevant potential vulnerabilities. This Technical Report provides guidance on an approach to
objectively search for, identify, filter and test potential vulnerabilities utilizing international ad
hoc standard resources for software weaknesses and attack patterns. The set of relevant software

weaknesses and attack patterns identified through this guidance represent a minimal set
undé¢r the AVA_VAN assurance family in an ISO/IEC 15408 evaluation. Additional weaknésse
patterns may be determined relevant by specific national schemes, technical communities
protection profiles or other sources. In utilizing these standard structured resdurces, th
defi
doe
ide

assu
atta

to the TOE security evaluation process. This means that relevant weaknesses and attd
ified and tested for during development, whether defined ad hogyor“as part of a
rance case, can provide a head start template for a TOE-specific set*of relevant weal
"k patterns for use in the security evaluation.

Thig Technical Reportis intended to be used in conjunction with and;as an addendum to, ISO
Thig Technical Report does not address all possible vulnerability analysis methods, in part
that|fall outside the scope of the activities outlined in ISQ/IEC 18045. It uses the commo
enuimeration (CWE) and the common attack pattern emreration and classification (CAPEC
posdible attacks. It does not preclude the use of otherappropriate identification resources by

The
confirming evaluator actions, developers, PP/ST authors (to include Technical Communities
sponpsors and other parties interested in IT'security.

This
ansy
how
reco

Technical Report recognizes that/not all questions concerning IT security evaluat
vered herein and that further interpretations will be needed. Individual schemes wil
to handle such interpretations and other guidance, although these can be subjecf
gnition agreements.

for analysis
5 and attack
associated
e approach

ed here has the added benefit of being equally applicable to the TOE development process as it

ck patterns
structured
fnesses and

IEC 18045.

cular those
h weakness
to identify
evaluators.

target audience for this Technical Report.is-'evaluators applying ISO/IEC 15408 and certifiers

), evaluator

ion will be
determine
to mutual
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TECHNICAL REPORT

ISO/IEC TR 20004:2015(E)

Information technology — Security techniques — Refining
software vulnerability analysis under ISO/IEC 15408 and
ISO/IEC 18045

1 Scope

Thig
proy
vuln
TecH
of s
curi
and

Technical Report refines the AVA_VAN assurance family activities defined in ISO/IE€
ides more specific guidance on the identification, selection and assessment of réleva
erabilities in order to conduct an ISO/IEC 15408 evaluation of a software target of eval
nical Report leverages publicly available information security resources to\support
foping and implementing ISO/IEC 18045 vulnerability analysis activities:.’The Techn
ently uses the common weakness enumeration (CWE) and the common attack pattern e
classification (CAPEC), but does not preclude the use of any ,6ther appropriate

Furthermore, this Technical Report is not meant to address all possible viilnerability analys

incly

This
com

2
For{

2.1

assy
stru
satig

2.2

(ding those that fall outside the scope of the activities outlined in'ISO/IEC 18045.
Technical Report does not define evaluator actions for céeptain high assurance 1SO

bonents, where there is as yet no generally agreed guidance’

Terms and definitions

he purposes of this document, the following terms and definitions apply.

rance case

ctured set of claims, arguments and.a-corresponding body of evidence to demonstrate t}
fies specific claims with respect tg'its security properties

attack pattern

abst]

2.3

racted approach utilized to attack software

att

k potential

meapure of the effortto be expended in attacking a TOE, expressed in terms of an attacker

res

rces and.meétivation

[SOURCE: ISO/IEC 15408-1:2009, 3.1.5]

2.4

18045 and
ht potential
hation. This
the method
ical Report
numeration

resources.
is methods,

IEC 15408

jat a system

s expertise,

contirm
declare that something has been reviewed in detail with an independent determination of sufficiency

Note 1 to entry: The level of rigour required depends on the nature of the subject matter. This term is only applied
to evaluator actions.

[SOURCE: ISO/IEC 15408-1:2009, 3.1.14]

2.5
CVE

vulnerability

vulnerability listed in CVE

© ISO/IEC 2015 - All rights reserved
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2.6

determine

affirm a particular conclusion based on independent analysis with the objective of reaching a
particular conclusion

Note 1 to entry: The usage of this term implies a truly independent analysis, usually in the absence of any previous
analysis having been performed. Compare with the terms “confirm” or “verify” which imply that an analysis has
already been performed which needs to be reviewed.

[SOURCE: ISO/IEC 15408-1:2009, 3.1.22]

2.7
encountered potential vulnerabilities
potential weakness in the TOE identified by the evaluator while performing evaluation activities|that
could be usgd to violate the SFRs

[SOURCE: I1$0/IEC 15408-1:2009, 3.5.2]

2.8
evaluation
assessment{of a PP, an ST or a TOE, against defined criteria

[SOURCE: I$0/IEC 15408-1:2009, 3.1.26]

29
exploitabl¢ vulnerability
weakness ifi the TOE that can be used to violate the SFRs in thé\operational environment for the TQE

[SOURCE: I$0/IEC 15408-1:2009, 3.5.3]

2.10
potential viulnerability
suspected, put not confirmed, weakness

Note 1 to enfry: Suspicion is by virtue of a postulated attack path to violate the SFRs.
[SOURCE: I$0O/1IEC 15408-1:2009, 3.5.5]

2.11
Protection|Profile
implementdtion-independent.Statement of security needs for a TOE type

[SOURCE: I$0/IEC 15408-1:2009, 3.1.52]

2.12
residual viylnerability
weakness that ¢annot be exploited in the operational environment for the TOE, but that could be fised
to violate the‘SFRs by an attacker with greater attack potential than is anticipated in the operatjonal
environmerrtfortheTOE

[SOURCE: ISO/IEC 15408-1:2009, 3.5.6]

2.13
Security Target
implementation-dependent statement of security needs for a specific identified TOE

[SOURCE: ISO/IEC 15408-1:2009, 3.1.63]

2.14
selection
specification of one or more items from a list

[SOURCE: ISO/IEC 15408-1:2009, 3.1.64]

2 © ISO/IEC 2015 - All rights reserved
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2.15
target of evaluation
set of software, firmware and/or hardware possibly accompanied by guidance

[SOURCE: ISO/IEC 15408-1:2009, 3.1.70]

2.16
threat agent
entity that can adversely act on assets

[SOURCE: ISO/IEC 15408-1:2009, 3.1.71]

TOH evaluation
assessment of a TOE against defined criteria

[SOUYRCE: ISO/IEC 15408-1:2009, 3.1.72]

TOHB-relevant CVE vulnerabilities

charfacteristic or property of a TOE that, in proper conditions, could contribute to the inty
vulrlerabilities withinthat TOE

3 bbreyiated terms

The [folldwing abbreviations are used in one or more parts of ISO/IEC 20004.

ciated with

he context of

oduction of

CAP
CVE®2 Common Vulnerabilities and Exposures

CWE™a  Common Weakness Enumeration

ETR Evaluation Technical Report

PP Protection Profile

SAR Security Assurance Requirement
SFR Security Functional Requirement

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=6a5e2d050eab91687b2c6857d1bc7f0b

ISO/IEC TR 20004:2015(E)

ST Security Target
TOE Target of Evaluation
TSF TOE Security Functionality

TSFI TSF Interface

a CAPEC, CVE and CWE are examples of suitable products available commercially. This infor-
mation is given for the convenience of users of this document and does not constitute an endorsement
by ISO of these products.

4 Background context

ISO/IEC 13408-3:2008, 15.1 defines “development vulnerabilities” as vulnerabiliti€s” which [take
advantage ¢f some properties of the TOE which were introduced during its development. In the Jame
sub-clause,[[SO/IEC 15408-3 states that an assessment of development vulnerabilities is covered by the
assurance family called “vulnerability analysis” (AVA_VAN). ISO/IEC 15408-3 expects this assessient
to determine whether potential vulnerabilities identified could allow attaekers to violate the $FRs
and to deall with the threat that an attacker will be able to discover flaws [as the identified poteptial
vulnerabilities] (ISO/IEC 15408-3:2008, 15.2.1).

The levels ih the AVA_VAN assurance family are ordered as follows;

— AVA_VAN.1 “vulnerability survey” (ISO/IEC 15408-3:2008,45.2.3);

— AVA_VAN.2 “vulnerability analysis” (ISO/IEC 15408-3:2008, 15.2.4);

— AVA_VAN.3 “focused vulnerability analysis” (ISO/IEG/15408-3:2008, 15.2.5);

— AVA_VAN.4 “methodical vulnerability analysis*“{ISO/IEC 15408-3:2008, 15.2.6);

— AVA_VAN.5 “advanced methodical vulnerability analysis” (ISO/IEC 15408-3:2008, 15.2.7).

AVA _VAN.1 fis the lowest level and AVA_VAN:5 is the highest level in the AVA_VAN assurance family.

ISO/IEC 15408-3 states the followingtwo evaluator actions for each of the AVA_VAN levels.
“Potential vulnerability identification from public sources” action

The eyaluator shall~perform a search of public domain sources to identify potential
vulnerabilities in the TOE.

— AVA_VAN.12E.(ISO/IEC 15408-3:2008, 15.2.3.4.2);
— AVA_VAN,2.2E (ISO/IEC 15408-3:2008, 15.2.4.4.2);

— AVAVAN.3.2E (IQ(\I/IF'(" 15408-3:2008, 15254 '));

— AVA_VAN.4.2E (ISO/IEC 15408-3:2008, 15.2.6.4.2);
— AVA_VAN.5.2E (ISO/IEC 15408-3:2008, 15.2.7.4.2).
— “Penetration testing” action

The evaluator shall conduct penetration testing, based on the identified potential vulnerabilities,
to determine that the TOE is resistant to attacks performed by an attacker possessing.

— Basic attack potential” in AVA_VAN.1.3E (ISO/IEC 15408-3:2008, 15.2.3.4.3);
— Basic attack potential” in AVA_VAN.2.4E (ISO/IEC 15408-3:2008, 15.2.4.4.4);

4 © ISO/IEC 2015 - All rights reserved
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— Enhanced-Basic attack potential” in AVA_VAN.3.4E (ISO/IEC 15408-3:2008, 15.2.5.4.4);

Moderate attack potential” in AVA_VAN.4.4E (ISO/IEC 15408-3:2008, 15.2.6.4.4);
— High attack potential” in AVA_VAN.5.4E (ISO/IEC 15408-3:2008, 15.2.7.4.4).

ISO/IEC 18045 further specifies certain work units associated with the “Potential vulnerability
identification from public sources” action (in ISO/IEC 18045:2008, 14.2.1.5, 14.2.2.5, 14.2.3.5 and

14.2

The
facil
The
mor
TOE
the

can

The

4.5) as follows.
AVA VAN.1-3, AVA_VAN.2-3, AVA_VAN.3-3, AVA_VAN .4-3

The evaluator shall examine sources of information publicly available to identif
vulnerabilities in the TOE.

availability of information, that may be readily available to an attacker that hélps to i
fitate attacks, effectively operates to substantially enhance the attack potential of a givj
accessibility of vulnerability information and sophisticated attack tools(omn the Intern
b likely that this information will be used in attempts to identify potential vulnerabi
and exploit them. Modern search tools make such information easily.available to the ev
letermination of resistance to published potential vulnerabilitiesand well known gen
be achieved in a cost-effective manner.

cearch of the information publicly available should be focused-en those sources that refer

to the product from which the TOE is derived. The extensiveness of this search should g

follo
leve

It m
exar
prey

The
if th
envi

A lig
used

NOT
AVA |

The
sum

wing factors: TOE type, evaluator experience in this TOE type, expected attack poten
of ADV evidence available.

AVA_VAN.1-4, AVA_VAN.2-5, AVA_VAN.3-5, AVA.VAN.4-5

The evaluator shall record in the ETR the identified potential vulnerabilities that are ca
testing and applicable to the TOE in its @perational environment.

ay be identified that no further.gonsideration of the potential vulnerability is reqt
hple, the evaluator identifies that‘measures in the operational environment, either I’
ent exploitation of the potential-vulnerability in that operational environment.

evaluator records any reasons for exclusion of potential vulnerabilities from further co
e evaluator determines/that the potential vulnerability is not applicable in the
ronment. Otherwisejthe evaluator records the potential vulnerability for further consi

t of potential vulnerabilities applicable to the TOE in its operational environment, w
as an input ihte penetration testing activities, shall be reported in the ETR by the eval

E Ag’stated in ISO/IEC 18045:2008, 14.2.5, ISO/IEC 18045 does not specify any work
VAN.5Jevel.

y potential

dentify and
en attacker.
et makes it
lities in the
hluator, and
eric attacks

specifically
onsider the
kial and the

hdidates for

hired if, for
[' or non-IT,

nsideration
operational
deration.

hich can be
lators.

units at the

content of the “Potential vulnerability identification from public sources” evaluattl)r action is

arized in the fotlowing diagram:
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E%VA_VAN.1.2E/2.2E/3.2E/4.2 E: perform a search of public domain sources to identify potential vulnerabilities in }
the TOE

— ‘AVA _VAN.1-3/2-3/3-3 /4-3: examine public information to identify )

otential vulnerabilities

‘AVA _VAN.1-4/2-5/3-5/4-5: record the identified potential
> | vulnerabiilities as candidates for testing

Figure 1 —

“Potential vulnerability identification from public sources” evaluator actioh summary

ISO/IEC 183:45 further specifies certain work units associated with the “Penetration'testing” actiop (in

ISO/IEC 18
— AVA_VA

The ev
vulnerd

The ev:
TOE, in|
the sou
by a th
conside

The ev
domain

— aB
— aB
— akE
— aM
— AVA_VA

The ev|
potentijj

45:2008, 14.2.1.6, 14.2.2.7,14.2.3.7 and 14.2.4.7) as follows.
N.1-5, AVA_VAN.2-6, AVA_VAN.3-6, AVA_VAN.4-6

bilities.

rces of information publicly available. Any current information provided to the evaly
jird party (e.g. evaluation authority) regarding known potential vulnerabilities wi
red by the evaluator.

) beyond those which required the following:

asic attack potential (in the caselof AVA_VAN.1-5);

asic attack potential (in thé-¢ase of AVA_VAN.2-6);
nhanced-Basic attack potential (in the case of AVA_VAN.3-6);
oderate attack potential (in the case of AVA_VAN.4-6).

N.1-6, AVA V¥AN.2-7, AVA_VAN.3-7, AVA_VAN.4-7

hluator 'shall produce penetration test documentation for the tests based on the li
al vulnerabilities in sufficient detail to enable the tests to be repeatable.

aluator shall devise penetration tests, based on the independent search for poteptial

hluator prepares for penetration testing as necessary to determine the susceptibility of the
its operational environment, to the potential vulherabilities identified during the sear¢h of

ator
1 be

hluator is not expected to test for potential vulnerabilities (including those in the phiblic

5t of

With a

p understanding of the potential vulnerability, the evaluator determines the most fea

sible

way to

test for the TOE’s susceptibility. Specifically, the evaluator considers the following:

a) the TSFI or other TOE interface that will be used to stimulate the TSF and observe responses;

b) initial conditions that will need to exist for the test (i.e. any particular objects or subjects that
will need to exist and security attributes they will need to have);

¢) special test equipment that will be required to either stimulate a TSFI or make observations of

aT

SFI;

d) whether theoretical analysis should replace physical testing, particularly relevant where the
results of an initial test can be extrapolated to demonstrate that repeated attempts of an attack
are likely to succeed after a given number of attempts.
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atta
VAN

The
expl

If t
an

VAN|3.4E) fals$

Thelguidance in ISO/IEC 18045:2008, B.4 should be used to determine the attack potential
explpitaparticular vulnerability and whether it can therefore be exploited in the intended e

ISO/IEC TR 2000

AVA _VAN.1-7, AVA_VAN.2-8, AVA _VAN.3-8, AVA_VAN.4-8

The evaluator shall conduct penetration testing.

The evaluator uses the penetration test documentation resulting from work unit
— AVA_VAN.1-5 (in the case of AVA_VAN.1-7),

— AVA_VAN.2-6 (in the case of AVA_VAN.2-8),

— AVA_VAN.3-6 (in the case of AVA_VAN.3-8), or

4:2015(E)

— AVA_VAN.4-6 (1n the case oI AVA_VAN.4-0)

as a basis for executing penetration tests on the TOE, but this does not preclide tH
from performing additional ad hoc penetration tests.

AVA_VAN.1-8, AVA_VAN.2-9, AVA_VAN.3-9, AVA_VAN.4-9
The evaluator shall record the actual results of the penetration tests.
AVA_VAN.1-9, AVA_VAN.2-10, AVA_VAN.3-10, AVA_VAN.4-10

The evaluator shall report in the ETR the evaluator penetration-testing effort, outlining
approach, configuration, depth and results.

AVA_VAN.1-10 and AVA_VAN.2-11

The evaluator shall examine the results of all perdetration testing to determine that the
pperational environment, is resistant to an attacker possessing a Basic attack potential

e results reveal that the TOE, in its operational environment, has vulnerabilities explo
Cker possessing less than Enhanced-Basicattack potential, then this evaluator action (n
1.3E or AVA_VAN.2.4E) fails.

guidance in ISO/IEC 18045:2008;-B:4 should be used to determine the attack potential
pit a particular vulnerability andwhether it can therefore be exploited in the intended er

AVA_VA.3-11

The evaluator shall examine the results of all penetration testing to determine that the
pperational envirofiment, is resistant to an attacker possessing an Enhanced-Basic attac

e results reveal-that the TOE, in its operational environment, has vulnerabilities ex
tacker posSessing less than Moderate attack potential, then this evaluator action (n

e evaluator

the testing

e TOE, in its

table by an
amely AVA_

required to
l)vironment.

e TOE, in its
k potential.

bloitable by
hmely AVA_

required to
l)vironment.

— AVA_VAN.4-11

The evaluator shall examine the results of all penetration testing to determine that the TOE, in its
operational environment, is resistant to an attacker possessing a Moderate attack potential.

If the results reveal that the TOE, in its operational environment, has vulnerabilities exploitable
by an attacker possessing less than a High attack potential, then this evaluator action (namely
AVA_VAN.4.4E) fails.
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The guidance in ISO/IEC 18045:2008, B.4 should be used to determine the attack potential required to
exploit a particular vulnerability and whether it can therefore be exploited in the intended environment.

— AVA_VAN.1-11, AVA_VAN.2-12, AVA_VAN.3-12, AVA_VAN.4-12

The evaluator shall report in the ETR all exploitable vulnerabilities and residual vulnerabilities,
detailing for each of the following:

a) its source (e.g. ISO/IEC 18045 evaluation methodology activity being undertaken when it was
conceived, known to the evaluator, read in a publication);

b) theSER(s)not met;

c) adpscription;
d) whether it is exploitable in its operational environment or not (i.e. exploitable or residual)

e) thdamount of time, level of expertise, level of knowledge of the TOE, level of\opportunity| and
thg equipment required to perform the identified vulnerabilities, and the conresponding vdlues
using the ISO/IEC 18045:2008, Annex B.4, Tables B.2 and B.3

NOTE stated in ISO/IEC 18045:2008, 14.2.5, ISO/IEC 18045 does not specify any work units af the
AVA_VAN.5 level.

The content of the “Penetration testing” evaluator action is summarized in the following diagram.

E&VA_VAN.1.2E/2.2E/3.2E/4.2 E: perform a search of public domain souxces'to identify potential vulnerabilities in }
the TOE

— ‘AVA _VAN.1-3/2-343=3/4-3: examine public information to identify
otential vulnerabilities

AVA (VAN.1-4/2-5/3-5/4-5: record the identified potential
> | yulnérabiilities as candidates for testing

Figure 2(—“Penetration testing” evaluator action summary

5 Vulnefability-assessment activities

ISO/IEC 15408 ‘and ISO/IEC 18045 support an assurance case based framework for the specificgtion
and evaluatiothof the security of IT products in the following way. Under ISO/IEC 15026-2, the elements
of these assurance cases can be captured and conveyed in a consistent and structured fashion. Within
an ISO/IEC 15026-2 structured assurance case context, the vulnerability assessment activities defined
under ISO/IEC 18045 can be characterized as identifying specific assurance claims (through the
determination of relevant potential vulnerabilities and patterns of attack for which the TOE is tested),
identifying relevant and acceptable argumentation for those claims [through the determination
of relevant and acceptable techniques for evaluation (by default this is penetration planning and
execution)], and capturing relevant and acceptable evidence for that argumentation (through the
structured reporting of evaluation activities and results). In aggregate, the results of following the
guidance outlined in 5.1 and 5.2 can be related and conveyed in the form of a ISO/IEC 15026 compliant
structured assurance case potentially yielding improved consistency of evaluation as well as the
potentially improved coordination between development and evaluation.

8 © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=6a5e2d050eab91687b2c6857d1bc7f0b

ISO/IEC TR 20004:2015(E)

5.1 Determine relevant potential vulnerabilities

ISO/IEC 18045 defines the work units for determining relevant potential vulnerabilities in the
following subclauses:

— 14.2.1.5.1 Work unit AVA_VAN.1-3;
— 14.2.2.5.1 Work unit AVA_VAN.2-3;
— 14.2.3.5.1 Work unit AVA_VAN.3-3;
— 14.2.4.5.1 Work unit AVA VAN.4-3.

Comjmon Vulnerabilities and Exposures (CVE®, ITU-T x.1520) is a dictionary of common hamies (i.e., CVE
Identifiers) for publicly known information security vulnerabilities, while its Common Cqnfiguration
Enueration (CCE™) provides identifiers for security configuration issues and -exposphres. CVE's
common identifiers make it easier to share data across separate network security’databasgs and tools,
and provide a baseline for evaluating the coverage of an organization’s securitytools.

CVE|is:

— Pne name for one vulnerability or exposure.

— Pne standardized description for each vulnerability or expdsure.

— A dictionary rather than a database.

— How disparate databases and tools can “speak” the:same language.

— A way to interoperability and better security ceverage.

— A basis for evaluation among tools and databases.

— [ree for public download and use.

— [ndustry-endorsed via the CVE Editorial Board and CVE-Compatible Products.

CVE|was launched in 1999 whentmost information security tools used their own databasep with their
ownnames for security vulnerabilities. At that time, there was no significant variation amopg products
and |no easy way to determine when the different databases were referring to the same problem.
The|consequences weretpotential gaps in security coverage and no effective interoperaﬁlity among
the Hisparate databases and tools. In addition, each tool vendor used different metrics to state the
number of vulnerahilities or exposures they detected, which meant there was no standardiZed basis for
evalpation among the tools.

CVE[s commbn, standardized identifiers provided a systematic approach to these problems

CVE|ismew a widely adopted industry standard for vulnerability and exposure names. CVE Identifiers
proyidéreference points for data exchange so that information security products and servicjs can speak
with each other. CVE Identifiers also provides a baseline for evaluating the coverage of tools and services
to help users determine which tools are most effective and appropriate for their organization’s needs.
In short, products and services compatible with CVE provide better coverage, easier interoperability,
and enhanced security.

There now exists a publicly available, substantive standardized enumeration of potential software
vulnerabilities (weaknesses) in the form of the Common Weakness Enumeration (CWE™, ITU-T x.1524).1
The Common Weakness Enumeration is an international community-developed formal collection
of common software weaknesses. It serves as a common language for describing software security
weaknesses, a standard measuring stick for software security tools targeting these vulnerabilities, and
as a baseline standard for weakness identification, mitigation, and prevention efforts. Leveraging the
diverse thinking on this topic from academia, the commercial sector, and government, CWE unites a

1) http://cwe.mitre.org.
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valuable breadth and depth of content and structure to serve as a unified standard. Its objective is to
help shape and mature the code security assessment industry and also accelerate the use and utility
of software assurance capabilities for organizations in reviewing the software systems they acquire
or develop. CWE content will continue to evolve with public participation and contributions to form a
standard mechanism for identifying, collecting, refining, and sharing software weaknesses among the
software community.

Given the comprehensiveness of the CWE and with the additional objective of a more focused bounding
of scope for IT security evaluations, this Technical Report specifies the use of the CWE as one of the
standard resources for identification of potential vulnerabilities as specified in ISO/IEC 18045:2008,
14.2.1.5.1,14.2.2.5.1,14.2.3.5.1, 14.2.4.5.1.

to more objectively characterize attack potential in relation to relevant potential
vulnerabilities and to support the specification of relevant security/penetration tests, this Techpical
Report alsq specifies the identification and selection of relevant attack patterns usingithe” Common
Attack Pattern Enumeration and Classification (CAPEC™, ITU-T x.1544)2), as the assodiated stanflard
publicly avgilable resource. To identify and mitigate relevant vulnerabilities in software, the softyare
community| needs more than just good software engineering and analytical practices, a solid grasp
of softward security features, and a powerful set of tools. All of these things dre necessary but not
sufficient. To be effective, the community needs to think outside of the box and to have a firm grafp of
the attacket’s perspective and the approaches used to exploit software. An @ppropriate defense can jonly
be established once you know how it will be attacked. The Common Attack Pattern Enumerationfand
Classificati¢n is an international community-developed formal collection of common software attack
patterns. Aftack patterns are descriptions of common methods for eéxploiting software providing the
attacker’s perspective and guidance on ways to mitigate their effect. They derive from the corcept
of design pptterns applied in a destructive rather than constxuctive context and are generated from
in-depth arnalysis of specific real-world exploit examples.<Phis information when captured in such a
formalized way can bring considerable value for software'security considerations through all phasgs of
the softwarle development lifecycle (SDLC) and other security-related activities, including the following:

— Require¢ments gathering
— ideptification of relevant security requirements, misuse and abuse cases.
— Architgcture and design
— prqvide context for architeetural risk analysis and guidance for security architecture.
— Implenjentation and coding
— pripritize and guide activities of secure code review.
— Softwafe testing and*quality assurance
— prqvide context for appropriate risk-based and penetration testing.

— Systems.0peration

— leverage lessons learned from security incidents into preventative guidance.
— Policy and standard generation

— guide the identification of appropriate prescriptive organizational policies and International
Standards.

Leveraging the diverse thinking on this topic from academia, the commercial sector, and government,
CAPEC unites a valuable breadth and depth of content and structure to serve as a unified standard.
Its objective is to provide a better understanding of software weaknesses through characterization of
how they are likely to be attacked and to guide security/penetration testing efforts. CAPEC content

2) http://capec.mitre.org.
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will continue to evolve with public participation and contributions to form a standard mechanism for
identifying, collecting, refining, and sharing attack patterns among the software community:.

The set of relevant software weaknesses (CWEs) and attack patterns (CAPECs) for a given TOE evaluation
are identified through one of two mechanisms: 1) an existing structured assurance case specifying
relevant weaknesses and attack patterns or, 2) directly from the public CWE and CAPEC resources.

Both CWE and CAPEC are actively and persistently versioned such that at any time an evaluator
can reference the specific version of content that was used to identify the set of relevant software

weaknesses (CWEs) and attack patterns (CAPECs) for a given TOE evaluation.

5.1. Identify relevant weaknesses and attack patterns from existing structured assy

The gimplest and most concrete mechanism for identifying relevant weaknesses and attack

a given TOE evalution is the existence of a CWE/CAPEC-adorned ISO/IEC 15026 struCture
case|specified as relevant for that TOE evaluation. If a structured assurance case-exists for tl
the (WEs and CAPECs identified in the structured assurance case should be cénsidered the

for the IT security evaluation. If multiple structured assurance cases exists fot the TOE the
and |CAPECs identified in the most TOE-specific structured assurance<dse should be con
releyant set for the IT security evaluation.

5.1. Identify relevant weaknesses and attack patterns from,public sources

Whdre no relevant existing structured assurance case is available, the minimal set of releva
software weaknesses and attack patterns should be identified from the publicly availabl
CAPEC resources according to the processes outline inthe following two sections.

5.1.2.1 Identify initial set of potentially relevant weaknesses and attack patterns f
public sources

The
patt
crite

a)

evaluator should identify an initial set of potentially relevant software weaknesses|
erns by searching the publicly available CWE and CAPEC lists for relevant entrie
ria below.

[dentify initial set of potentidlly relevant weaknesses.

Search the publicly available CWE list for CWE weaknesses where the followi
are all true.

1) CWE weaknesses with a minimum adequate level of defined detail.

Foragiven CWE weakness, the weakness will be deemed relevantif the followin
are all true.

The CWE schema element Weakness_Abstraction is defined and equal t
“Variant”.

rance case

pbatterns for
1 assurance
he TOE then
relevant set
n the CWEs
sidered the

int potential

e CWE and

rom

and attack
using the

o]

ng criteria

b properties

0 “Base” or

The CWE schema element Applicable_Platforms is defined.
The CWE schema element Detection_Methods is defined.

The CWE schema element Related_Attack_Patterns is defined.

Without this minimum adequate level of defined detail weaknesses would be too
for objective and consistent use as a guiding element of IT security evaluations
requiring this minimum level of defined detail for CWE weaknesses does not

ambiguous

. Therefore,

reduce the

effectiveness of the “Penetration testing” (AVA_VAN.1.3E/2.4E/3.4E/4.4E) evaluator actions.

2)
operational environment.
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b)

NOTE For a given CWE weakness, the CWE schema element of “Applicable_Platforms” indicates the
relevant technical context for a given weakness including things like language, operating system, hardware
architecture, architectural paradigm, environment, technology class, and common platform references.
The CWE schema element “Functional_Area” indicates the area of software functionality where a given
weakness would typically instantiate within a TOE.

Special consideration should be given to ensure that the initial set contains CWE weaknesses that
are identifiable from TOE-relevant CVE vulnerabilities.

Identify initial set of potentially relevant attack patterns.

Search _the publicly available CAPEC list for CAPEC attack patterns where the following
criterif are all true.

1) CAPEC attack patterns with a minimum adequate level of defined detail.

— | For a given CAPEC attack pattern, the pattern will be deemed relevant if the folloying
properties are all true.

”

— The CAPEC schema element Pattern_Completeness is defined anid-equal to “Complete”.

— The CAPEC schema element Pattern_Abstraction is defined and equal to “ Standard”
or “Detailed”.

— The CAPEC schema element Attack_Execution_Flows)defined.
— The CAPEC schema element Technical_Contextis‘defined.
— The CAPEC schema element Related_Weakngesses is defined.

Without this minimum adequate level of defined. detail attack patterns would be too ambigpous
for|objective and consistent use as a guiding element of IT security evaluations. Therefore,
reduiring this minimum level of defined detail for CAPEC attack patterns does not reducg the
effectiveness of the “Penetration testing®(AVA_VAN.1.3E/2.4E/3.4E/4.4E) evaluator actiorls.

2) CAPEC attack patterns whose technical context factors are relevant to the TOE and its
opé¢rational environment.

NOTE For a given CAPEC attackpattern, the CAPEC schema element of “Technical Context” indicates the
relevant technical context for a given attack pattern including things like architectural paradigm, framework,
and platfform factors ofa CAPEGattack pattern. The CAPEC schema element of “Attack Prerequisites” identifies
characteristics or featuresrof'the TOE that are to be present for the CAPEC attack pattern to be relevait for
a given fontext. If these(factors are not relevant to the TOE, then the corresponding CAPEC attack paftern
would rfot be relevantifor”a given evaluation and would be filtered out of the set used to identify rel¢vant
potentigl vulnerabitities (CWE weaknesses) for the TOE. Therefore, filtering out these CAPEC attack pattern
does ndt reducerthe effectiveness of the “Penetration testing” (AVA_VAN.1.3E/2.4E/3.4E/4.4E) evalfator
actions.|Givensthat the complexity of technical context is too great to completely structure in this Tec}:tdical
Report, some level of evaluator interpretation is required for determining relevance for these elements.

C l Jods 1o 1 4 A | £ 1 COYATTY d CADDC
orrelactet CIAUIUILSIITPS UTUWUETITNTUTTIUTNCTU UWVV LS AU UWAT LUS.

The evaluator should examine the relationships between identified weaknesses and attack
patterns as defined in the “Related_Attack_Patterns” element of the CWE schema and the “Related_
Weaknesses” element of the CAPEC schema. Any CAPEC entries referenced by identified CWEs but
not in the list of identified CAPECs and any CWE entries referenced by identified CAPECs but not
in the list of identified CWEs should be reevaluated for potential inclusion in the list of relevant
weakenesses and attack patterns.

5.1.2.2 Filter initial set of potentially relevant weaknesses and attack patterns

The evaluator should identify and document the set of potentially relevant software weaknesses and
attack patterns by applying the following filtering criteria to the initial set identified according to the
processes outlined in the previous section above.

12
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ISO/IEC 18045 defines the work units for recording relevant potential vulnerabilities in the
following subclauses:

14.2.1.5.2 Work unit AVA_VAN.1-4;
14.2.2.6.2 Work unit AVA_VAN.2-5;
14.2.3.6.2 Work unit AVA_VAN. 3-5;
14.2.4.6.2 Work unit AVA_VAN.4-5.

The purpose of CWE and CAPEC are to enumerate a very broad set of software weaknesses and attack

patt
vuln
wea
set g

a)

b)

brns that may be relevant across a wide range of TOE contexts. To bound the set
erabilities to a reasonable scope for the IT security evaluation, the initial set of potentig
knesses and attack patterns identified through the process outlined in 5.1.1 shotld'be f
f appropriate criteria.

Filter relevant weaknesses.

The initial set of potentially relevant weaknesses identified through'the process outli
are further filtered according to the following criteria to establish the set of relevant
for the IT security evaluation.

1) Filter out CWE weaknesses which do not contajn\Detection_Method schem
specifying automated or black box forms of analysis.
D) Filter out CWE weaknesses which are not relevant due to measures in the

environment, either IT or non-IT, preventing‘exploitation of the potential vulneralj
operational environment. The evaluator should clearly record the specific reasoni
for each weakness excluded.

By using the above filtering step to filter CWE weaknesses for a TOE, we refin
VAN.1-3/2-3/3-3/4-3 work units to consider CWE weaknesses for a TOE and arrive at a
pf CWE weaknesses.

Filter relevant attack patterns,

The initial set of potentially relevant attack patterns identified through the process
6.1.1 are further filtered according to the following criteria to establish the set of rele
patterns for the IT security evaluation.

1) Filter out GAREC attack patterns whose intent and nature of impact are not rele
security sensitivity and critical security properties of the TOE.

NOTE Foragiven CAPEC attack pattern, the CAPEC schema element of “Attack Motivation-Cd

ndicatés the nature of security property violation typically resulting from that attack patterr
kchema'element of “Purposes” indicates the general purpose (Reconnaissance, Penetration, Exp]
Dbftscation) of the attack pattern within the attack lifecycle. The CAPEC schema element of

ndicatac tha tgmical lngnl Af affnat thar dha At anly ot ar hac A thn Coanfidanti Tty e
HEH e eV e o e et tratr e artatparter i aS 9hthe—cohiriaeita

bf potential
lly relevant
iltered by a

ned in 5.1.1
weaknesses

a elements

operational
ility in that
Ing involved

e the AVA_
relevant set

outlined in
vant attack

vant to the

nsequences”
. The CAPEC
oitation, and
CIA Impact”

arfyzr
ST Ty p1IcarT Ty propercy;

he Integrity

property and the Availability property of the TOE. If these characterizations of intent and effect do not
directly impact security properties of the TOE deemed to be critical or important, then the corresponding
CAPEC attack pattern would not be relevant for a given evaluation and would be filtered out of the set used
to identify relevant potential vulnerabilities (CWE weaknesses) for the TOE. Therefore, filtering out these

CAPEC attack pattern does not reduce the effectiveness of the AVA_VAN.1.3E action.
2) Filter out CAPEC attack patterns which are not relevant due to measures in the
environment, either IT or non-IT, preventing effective implementation of the att
in that operational environment. The evaluator should clearly record the specifi
involved for each attack pattern excluded.
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