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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.
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Introduction

ISO/IEC 29100 defines a framework of privacy principles that should be considered when developing
systems or applications that deal with personally identifiable information (PII). This document analyses
those principles and maps them, where possible, to the security functional requirements defined in
ISO/IEC 15408-2. Where such a mapping is not possible, this document derives new security functional
requirements collected in one new class that contains several families of privacy related security
functional components following the guidance for developing new classes, families and components
provided in ISO/IEC 15408-1 and ISO/IEC 15408-2.

This docunge 0 beused

using the f1

amework of ISO/IEC 15408. The class, families, and components defined in this decuinent

OTidarnce for developing further privacy fu io CqUire

can be extdnded for cases where the components defined here are not sufficient to express)spdcific

privacy funftional requirements.

Vi

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=52456abc52a0bd29222410cf940d06c1

TEC

HNICAL SPECIFICATION ISO/IEC TS 1960

8:2018(E)

Guidance for developing security and privacy functional
requirements based on ISO/IEC 15408

1 Scope

This

document provides guidance for:

The

This
inco
pred

2

The
cons
und{

ISO
Part

ISO
Part

celecting and specifying security functional requirements (SFRs) from ISO/IEC 15408}
Personally Identifiable Information (PII);

the procedure to define both privacy and security functional requirements in a
manner; and

Heveloping privacy functional requirements as extended components hased on the privad
Hefined in ISO/IEC 29100 through the paradigm described in ISO/IEG.15408-2.

intended audience for this document are:

Hevelopers who implement products or systems that dealtwith PII and want to underg
valuation of those products using ISO/IEC 15408. They ‘will get guidance how to sel
functional requirements for the Security Target of their’product or system that map to
principles defined in ISO/IEC 29100;

huthors of Protection Profiles that address theprotection of PII; and
pvaluators that use ISO/IEC 15408 and IS@/,IEC 18045 for a security evaluation.

document is intended to be fully censistent with ISO/IEC 15408; however, in the ¢
hsistency between this document.@ihd ISO/IEC 15408, the latter, as a normative stan
edence.

Normative references
titutes requirements of this document. For dated references, only the edition cited
[EC 1540871, Information technology — Security techniques — Evaluation criteria for I

1: Introduction and general model

[EC 15408-2, Information technology — Security techniques — Evaluation criteria for I
2nSecurity functional components

P to protect

oordinated

y principles

D a security

bct security
the privacy

vent of any
dard, takes

following documents_are referred to in the text in such a way that some or all of their content

hpplies. For

ited references] the latest edition of the referenced document (including any amendments) applies.

| security —

' security —

ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security evaluation

1S0/

IEC 29100, Information technology — Security techniques — Privacy framework

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15408 -1, ISO/IEC 18045,

1S0/

IEC 29100 and the following apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp
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— IEC Electropedia: available at https://www.electropedia.org/

31

privacy functional component

extended component that serves as a standard template on which to base privacy functional requirements
(3.3) for TOEs

3.2

privacy requirement

requirement, stated in a standardized language, which is meant to contribute to achieving the technical
privacy controls for a TOE based on privacy functional requirements (3.3)

3.3
privacy functional requirement
PFR
translation jof the technical privacy controls for the TOE into a standardised language based on privacy
functional cpmponents (3.1)

4 Symbols and abbreviated terms

The following abbreviated terms are used in this document.

MRTD Machine Readable Travel Document
OSP Organizational Security Policy

PIA Privacy Impact Assessment

PII Personally Identifiable Information
PP Protection Profile

SPD Security problem definition

SFR Security Functional Requirement
ST Security Target

TOE Target Of Evaluatien

TRA Threat Risk Assessment

TSF TOE Seciwity Functionality

5 Purpdséand structure of this document

Research shows that security and privacy should be considered from the beginning of the development
life cycle for IT products, systems and applications in order to avoid expensive rework and reduce
potential problems.

Security and privacy should also complement and mutually reinforce each other. The degree of
protection should depend on the sensitivity of data and the linkability of data to personal identifiers.
Therefore, successful implementation of security and privacy depends on defining accurate and
complete requirements for both in a coordinated manner from the start of the development.

ISO/IEC 15408-2 defines a catalogue of security functional requirements (SFRs). ISO/IEC TR 15446
also provides detailed guidance on how to specify SFRs for a Target Of Evaluation (TOE). Developers
can refer to these documents to specify SFRs to protect PII and other assets.

2 © ISO/IEC 2018 - All rights reserved
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There are currently no ISO/IEC documents that specifically support privacy friendly design of IT
products, systems and applications. Guidance on deriving privacy functional requirements from the
privacy principles described in ISO/IEC 29100, as well as a procedure for defining both SFRs and
privacy functional requirements in a collaborative manner is, therefore, missing.

This document aims to fill this gap and provide guidance for developers on how to:

a) select and specify SFRs from ISO/IEC 15408-2 to protect personally identifiable information (PII)

(this guidance refers to ISO/IEC 15408 and ISO/IEC TR 15446);

b) develop new privacy functional requirements, as extended components, based on the privacy
nnnnnnnnn dafinad 1 TC{'\/TE‘F ')01nn noing +ha ads doceribhad 1 I(‘n/ll:‘f‘ 1l:'/108 2 (ThlS
I lll\,lyl\,d u\,llll\ru 111 IJ I [~Ras v AV, Mollls CIIC yux uulslll Ul oTriucTu 111 lLJ\J/ A ] LI
buidance is the main focus of this document); and
c) ronduct both of the above steps in a coordinated manner.
Clauke 6 provides an introduction to SFRs — what they are, when and how theg-can be useld to specify

accurate and complete security requirements.

iflements can
erived from these principles. These privacy requirements are formulated as privacy functional

components in Clause 8.

laukse 8 lists the privacy functional components developed inthis document.
Annex A lists the security functional components in ISO/IEC;15408-2 that address privacy threats.
Anngx B provides examples of PPs that define extended components to specify privacy reqyirements.
Annex C defines the extended privacy functional components in the format required by ISO/IEC 15408-1.
6 Requirement definition
6.1 | General

Reqtiirement definition is the first step in developing IT products, applications and systen]
reqyirements are derived te address security threats that shall be countered or to addp
regylations or policies for.the protection of PIl. How far those regulations and policies ar
by the target of evaluation (TOE) and which requirements are assumed to be addres

hs. Security
ess specific
e addressed
sed by the

for the TOE
beneral, are

environment in which the TOE operates, are expressed by specifying security objectives
and pssumptions forthe TOE environment. The security objectives, which are often very
addyessed by seeurity requirements, which can be implemented and tested.

In I§O/IEC 15408, security requirements are expressed in the form of SFRs in the protedtion profile
(PP)| or security target (ST). The author of a ST or PP explains how the SFRs address the security
objeftives deflned for the TOE These SFRS are the core of TOE evaluatlons because evaluatrs examine

. - e-aeomplete and
accurate 1nstant1at10n of SFRs of the TOE Evaluators also test whether the TOE operates according to
these specifications and the design or not. TOE evaluations also include a vulnerability analysis, based
on the SFRs, in order to help the identification of vulnerabilities in the TOE. Therefore, SFRs shall be
accurate, testable and traceable so that the TOE evaluations can be conducted objectively.

While there can be occasions where privacy and security objectives are the same, they are not always
aligned. As explained in ISO/IEC 15408-1, security objectives can be derived from a threat analysis
or from organizational security policies. Whereas these policies can also define privacy requirements
which are typically derived from an analysis of relevant legislation, regulation and any organizational
privacy policies that can be in place.

ISO/IEC 15408 defines a vulnerability as a weakness in the TOE that can be used to violate the security
objectives or SFRs in some environment that satisfies the assumptions defined for the TOE environment.
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A vulnerability analysis therefore focuses on the detection of scenarios where the security objectives
are not met although all SFRs are correctly implemented and all assumptions made for the TOE
environment are satisfied.

EXAMPLE Examples of such vulnerabilities are implementation side effects like incomplete parameter
validation or design side effects like covert communication channels that can be used to obtain information in
violation of a defined information flow policy.

The following subclauses provide readers with minimum knowledge of the concept of SFRs so that
readers can understand the content of this document, minimizing the need to refer to other documents.
Most of descriptions in the following subclauses are extracted as a summary from ISO/IEC 15408 and
ISO/IEC TR5446-

6.2 Security functional requirements (SFRs)

6.2.1 General

The TOE implements security functions to protectits assets from unauthorized disclosure, modificaltion,
or loss of use. SFRs are the requirements for those security functions that the TOE security functionplity

(TSF) shall provide.
NOTE The TSF is the part of the TOE that implements the SFRs.

ISO/IEC 15408-1 provides a framework to define SFRs, in a standardized language in order to en|
exactness and facilitate the comparability of security requirements. ISO/IEC 15408-2 then provid

sure
les a

catalogue o
appropriate
security fu

security functional components which are the basis for the SFRs. PP/ST authors sele
set of security functional components from this‘eatalogue for their TOE and tailor t
hctional components through operations (seé\6:2.3) in order to meet their needs an

't an
hese
d to

ensure that{the specification of security requirements ithe form of SFRs is complete.

TOE evaludtions determine if the TOE actually meéts the all of these SFRs through the evalugtion

activities d¢fined in ISO/IEC 18045.

NOTE Eyaluation activities include the review'of the PP/ST, specification, functional testing and vulnerability
analysis.
The catalogue of SFRs defined in ISQAE€ 15408-2 covers many aspects of security functionality buialso

bd in
ered

allows for t
ISO/IEC 154
by the SFR§

ne specification of additienal SFRs that are not in this catalogue. The framework provid
}08-1 shall be used to.define additional SFRs for a security functionality that is not cov|
defined in ISO/IECy15408-2.

6.2.2 Example of security functional requirements

Figure 1 giyes an_example of a security functional component provided in ISO/IEC 15408-2.

EXAMPLE 1

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number]], an administrator
configurable positive integer within [assignment: range of acceptable values] unsuccessful authentication
attempts occur related to [assignment: list of authentication events].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [selection: met,
surpassed], the TSF shall [assignment: list of actions].

Figure 1 — Security functional component for authentication failure handling
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https://iecnorm.com/api/?name=52456abc52a0bd29222410cf940d06c1

ISO/IEC TS 19608:2018(E)

FIA_AFL.1 is a component for authentication failure handling. This component requires that the TSF
be able to terminate the session establishment process after a specified number of unsuccessful user
authentication attempts. It also requires that, after termination of the session establishment process,
the TSF be able to disable the user account or the point of entry from which the attempts were made
until an administrator-defined condition occurs.

EXAMPLE 2  An example of a point of entry is a work station.

6.2.3 The selection, assignment, refinement and iteration operations

ISO/IEC 15408 permits a degree of flexibility in the way the SFRs are specified by allowing PP/ST
authjors to tailor the security requirement appropriately. In FTA_AFL.1, PP/ST authors fkan specify
appijopriate variables and actions after the word "assignment:" and select appropriate*elements from
sevefral items specified after the word "selection:" to complete the security requirement.

EXAMPLE1 Ifthe TOE needs to lockout telnet administrator's login after 3 unsuccessfultogin att¢mpts, PP/ST
authprs assign and select appropriate values or items as follows:

FIA[AFL.1.1 The TSF shall detect when [3] unsuccessful authentication attempts o€éur related to [authentication
of the telnet administrator].

FIA[AFL.1.2 When the defined number of unsuccessful authentication.attempts has been [met], the TSF shall
[lockout the telnet administrator’s login].

Figure 2 — A completed SFR for authentication failure handling

PP/{T authors can also tailor the requirement using the refinement operation under the following
restrictions:

a) p TOE meeting the refined requirement also theets the unrefined requirement in the cdntext of the
PP/ST (i.e. a refined requirement must be fstricter” than the original requirement); and

b) refinement shall be related to the origindl component.

EXAMPLE 2 An example of a valid refinement is shown in Figure 3.

In I§O/1EC 15408-2;

FIA|UAU.2.1 The TSF shall require each user to be successfully authenticated before allowing any other TSF-
mejiated actions on behalf of that user.”

bei

FIA[UAU.2.1 The TSF shall require each user to be successfully authenticated by username/password before
alloyving any other\TSF-mediated actions on behalf of that user.

g refined to:

Figure 3 — Example of the refined SFR for timing of authentication

The | PP/ST authors can use the same functional component to express two or mare distinct
requirements for the TOE. Each iteration of a component shall be different from all other iterations of
that component, which is realized by completing assignments and selections in a different way, or by
applying refinements to it in a different way.

ISO/IEC 15408 does not provide any other methods to tailor the SFRs other than selection, assignment,
and refinement operations. However, there can be security requirements for the TOE that existing
components in ISO/IEC 15408-2 cannot cover. In this case, new components (extended components)
shall be defined in the PP/ST.

© ISO/IEC 2018 - All rights reserved 5
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6.2.4 Dependencies between components

Dependencies can exist between security functional components. Dependencies arise when a
component is not self-sufficient and relies on the presence of another component to provide security
functionality.

EXAMPLE 1

EXAMPLE 2

As shown in Figure 1, FIA_AFL.1 has a dependency to "FIA_UAU.1 Timing of authentication" that
is a component for user authentication because the TOE must authenticate users before detecting unsuccessful
authentication attempts.

In FAU_GEN.1 (Audit data generation) and FPT_STM.1 (Reliable time stamps). FAU_GEN.1 requires
that for audit record generation and has a dependency to FPT STM.1 because FAU_GEN.1 requires the inclusion

of the date a
correct date

If FIA_AFL.
ST or provi

hd time of the event in each audit record. Such time stamps must be reliable in order to proyid
and time of the event.

| is selected in the PP/ST, then the PP/ST authors shall either include FIA_UAH:1'n th¢
le a justification as to why the PP/ST does not contain FIA_UAU.1. The same isytrue for

GEN.1 and §PT_STM.1.

6.2.5 Str
In ISO/IEC 1

classes

familie

elemen

ISO/IEC 154
of related fi

EXAMPLE

Two element]
belongs to th
authenticati
belongs to t
establish ang
authenticati

This organi
in locating §
the same g¢

6.2.6 List

icture of security functional components
| 5408-2 the security functional components are organized intothierarchical structures
consisting of

5; consisting of

components; consisting of

[s.

[nction or purpose.

s, FIA_AFL.1.1 and FIA_AFL.1.2, belong to the security functional component FIA_AFL.1. FIA_A
e FIA_AFL family that containsTequirements for defining values for some number of unsucce
n attempts and TSF actionsiin cases of authentication attempt failures. This FIA_AFL family
he FIA (Identification and-authentication) class that addresses the requirements for functio
| verify a claimed user‘identity. This FIA class includes other relevant families such as FIA_UAU
n), FIA_UID (Userdentification) and FIA_SOS (Specification of secrets).

vation into a hierarchy of class-family-component-element is provided to assist PP/ST aut]

neral hierarchical style and uses the same organization and terminology for each.

of classes

e the

PP/
FAU_

}08-2 contains classes of families and comyponents, which are rough groupings on the basis

\FL.1
ssful
also
hs to
User

hors

pecific components. ISO/IEC 15408-2 presents all of the security functional componenits in

ISO/IEC 15408-2 defines the following classes which cover a broad spectrum of security requirements.
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Table 1 — List of classes

Class name

Security requirements

FAU: Security audit

Requirements for security auditing involving recognizing, recording,
storing, and analysing information related to security-relevant activities
to determine which security-relevant activities took place and who is

responsible for them.

FCO: Communication

Requirements concerned with assuring the identity of a party participating
in a data exchange which are the originator of transmitted information and

identity of the recipient of transmitted information.

FCS; Cryptographic support

Requirements for cryptographic functionality to help satisfy other security

components belong to other classes. Components in this class are
the TOE implements cryptographic functions, the implementatio
can be in hardware, firmware and/or software.

used when
h of which

FDP} User data protection

Requirements related to protecting user data and split.into four §
families that address user data within a TOE, duringdinport, exp
storage as well as security attributes directly related to user datz:

rroups of
rt,and
1.

FIA{Identification and
authentication

Requirements for functions to establish and verify a claimed use

Identification and Authentication is required,to ensure that users aj
with the proper security attributes.

EXAMPLE Security attributes include identity, groups, roles, s
integrity levels.

" identity.

e associated

ecurity, and

FMT: Security management

Requirements to specify the management of several aspects of th
security attributes, TSF data and functions. The different managsg
and their interaction, such)as separation of capability, can be spe

e TSF:
ment roles
rified

FPR Privacy

This class contains privacy requirements. These requirements pj
user protection against discovery and misuse of identity by other

ovide a
users.

FPT} Protection of the TSF

Requirements that relate to the integrity and management of the
mechanisms’that constitute the TSF and to the integrity of TSF d
sense, families in this class can appear to duplicate components i

aita. In some
h the FDP.

FRU Resource utilization

Requirements that support the availability of required resources
processing capability and/or storage capacity.

such as

FTAl: TOE access

Requirements for controlling the establishment of a user's sessio
Hmiting number of concurrent sessions that belong to the same u

h such as
Ser.

FTP} Trusted path/channels

Requirements for a trusted communication path between users 3
and for a trusted communication channel between the TSF and o
IT products.

nd the TSF
her trusted

6.3

It is pxpected-that PPs and STs are developed in a logical “top-down” manner such that:

a) rhesecurity problem is first defined;

Procedure'to specify security functional requirements

b) the security objectives are then identified to address the security problem; and

c) the security requirements are then defined to satisfy the security objectives for the TOE.

In the security problem definition (SPD), the PP/ST authors define the threats to the assets that the
TOE shall protect and the organizational security policies (OSP) that the TOE shall comply with. This is

done by:

a) identifying the security objectives that address the threats and security policies; and

b) translating these security objectives into SFRs in the PP/ST.

Therefore, PP/ST authors shall include an appropriate set of threats and security organizational policies
in the security problem definition in order to enable the specification SFRs for the TOE.
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However, ISO/IEC 15408 does not assume or mandate any particular process or methodology for
preparing the security problem definition and so PP/ST authors can use any method they like. ISO/
IEC TR 15446 includes a detailed description of a simple methodology to define the security problem
that has been tried and tested in practice and found to work in a variety of organizations and
environments.

6.4 Procedure to develop functional components

6.4.1 Procedure

During spegifi ;
requirement even when using the freedom given in refining existing components from ISO/IEC 154

In this case{ISO/IEC 15408-1 allows for the definition of extended components. However, PR/$T authors
cannot defipe extended components freely. As part of an evaluation, extended componeiits defing¢d in
a PP/ST sh3ll be evaluated in order to determine if the extended components are ne¢éessary (i.e.|that
they cannot be clearly expressed using existing ISO/IEC 15408-2 components), and if such extended
component$ are necessary, that they have been clearly and unambiguously defined

Before defiing extended components, PP/ST authors should:

a) first attempt to use existing components from ISO/IEC 15408-2; potentially with refinements.
Extended components can be used only in cases where this is either not possible or becomeg too
compli¢ated. Annex A shows examples of existing components that have been used to address
privacy] threats.

b) investigate extended components in evaluated and published PPs/STs to check if an extended
compotnent has already been defined that the PP/STauthors can use. Taking an already deflined
extend¢d component from an evaluated PP/ST has'the advantage that the component itself has
already| been checked for consistency and cenfermance against the requirements of the [[SO/
IEC 15408 series as part of the evaluation of the PP/ST that contained it. Annex B shows examnjples

of exterIded components defined in PPs/STs’'that have been used to address privacy threats.

When definling new extended components,(PP/ST authors should:

a) define ¢omponents in a similar waysto existing components in ISO/IEC 15408-2. This applies tp the
naming of the extended compénent, the way they are expressed and the level of detail provided.
It is thgrefore recommended to describe an extended component using the same structure that is
given in ISO/IEC 15408-2-

b) define ¢omponents in such a way that they are testable and traceable through the appropriate TSF
represgntations (i-¢5the specification and design documentation of TOE).

c) identify the funetional components that are needed along with any newly defined components|that
satisfy the security requirements associated with the extended component and specify them in the
dependiency list.

All terms in the extended components should be well defined in order to avoid any misunderstanding
due to the introduction of vague terms. This is because vague terms are neither testable nor traceable.

6.4.2 Existing components for privacy requirements in ISO/IEC 15408-2

The class FPR (Privacy) is directly related to privacy requirements. This class includes the families
shown in Table 2 that provide privacy requirements for a user protection against discovery and misuse
of identity by other users.
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Table 2 — FPR Families

FPR family name Related requirements

Ano

nymity (FPR_ANO)

user identity.

This family ensures that a user can use a resource or service without disclosing
the user's identity. The requirements for anonymity provide protection of the

Pseudonymity (FPR_PSE)

its user identity but can still be accountable for that use.

This family ensures that a user can use a resource or service without disclosing

Unli

nkability (FPR_UNL) This family ensures that a user can make multiple uses of resource

without others being able to link these uses together.

sorservices

Uno

INL

Thisfamity ensures that a user caruse a resuuTrTte O SETVITE Wit
especially third parties, being able to observe that the resource
being used.

h S EPNA nl S o W 4 o
PSCIVADUIIILY (F'TIR_UINU]J

1out others,
br service is

The
desa
intej

flexible enough to also cover privacy threats and hence for the PP/ST authosys to identify co

fund
fund

6.4.]

As ¢
The
com

EXA

7

7.1

Secy
cons
as d
addy

This

reqy

still

defined in_this’document.

7.2

ribed in 6.3, PP/ST authors define the "security"” problem that describes threats to con
rrity, and availability of informational assets. However, ISO/IEC 15408-1.and ISO/IEC ]

tional components that address such privacy threats. Annex A gives examples of the us
tional components in addressing privacy threats such as location\tracking of users.

]
xplained in 6.4.1 b), extended components in evaluated PPs/STs should be used wh

ponents for privacy threats. Two such PPs and their/extended components are listed in

MPLE A commonly used catalogue is the Common Criteria portallll.

Privacy principles

General

rity functional components;‘defined in ISO/IEC 15408-2 serve as a "common langu
umers, developers, and evaluators for expressing security requirements for the TO
bscribed in 6.4.2, ISO/IEC 15408-2 only defines a limited set of security functional con
ess privacy threatss

document provides extended components that can serve as the "common language"
irements. PR/ST authors can specify both security and privacy requirements at the saf]
hchieve the same level of quality expressed in ISO/IEC 15408-2, by using the extended

other classes listed in Table 1, such as FIA, can also be used to address privacy objectives. As

fidentiality,
15408-2 are
responding
b of existing

Extended components for privacy requirements in published PP/STs and resealrch papers

bn possible.

e are many PPs/STs published in various catalogués. However, very few PPs/STs define extended

Annex B.

hge" among
. However,
hponents to

for privacy
ne time and
omponents

Input for extended components

ISO/IEC 29100 describes privacy principles derived from existing principles that have been developed by
a number of states, countries, and international organizations. These privacy principles should be used
to guide the design, development, and implementation of privacy controls. This document considered
all of the privacy principles given in ISO/IEC 29100 in order to identify the privacy requirements given
in this document. However, only those requirements that can be objectively tested in TOE evaluations
are included in this document.

This document assumes that PP/ST authors determine the following items based on the purpose of
the TOE. In this document, extended components have been developed with the assumption that the
following were well defined in advance:

a)

the purpose(s) of processing PIl: PP/ST authors define the legitimate purposes for processing of PII;
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b) the minimum set of PII that the TOE needs to process: PP/ST authors identify the minimum set of
PII that the TOE needs to process for the specified purposes.

7.3 Proce

dure to develop privacy requirements from privacy principles

This document applied the following procedure to develop privacy functional components based on the
guidance described in 6.4.1:

ents

b are

a) derivation of privacy requirements from each privacy principle. Such requirements are described
using defined terms in ISO/IEC 15408 and ISO/IEC 29100 in italic font as source text;

b) identifiration of existing functional components in [SO/TEC 15408-2 or of extended compon
found ih published PPs/STs that can be used to express these requirements;

c) formulgtion of the privacy requirements as new extended components if existing compehent
not appllicable.

7.4 Extended components for privacy

7.4.1

7411 G

The metho

considering

7412 P

The TOE c4

processing

There can b

the develop
EXAMPLE

There are a
choice and

decision ab
principals i
is aware of]
available to
ISO/IEC 291
component

EXAMPLE 1

EXAMPLE 2

“Consent and choice” principle

pneral

s, timing of choice and conditions of consent should*be determined by PP/ST aut
any applicable law, the sensitivity of the PII and othér factors.

resenting choice and obtaining consent

n implement functionality to present oné”or more choices to PII principals regarding
bf their PII and to obtain their consent for such processing.

e legal requirements in some jurisdi¢tions. These legal requirements shall be consider
ment of any mechanisms intended to facilitate the obtaining of consent.

Some legal requirements express that consent must be informed, freely given and specific.

number of different methods used to implement the choice and consent principle. How
consent should be priesénted at a time and in a context that is relevant to the PII princi
put whether to germit PII collection. Choice and consent should be also presented t
h a prominent and easily accessible place. Consent and choice assumes that the PII prin
the organization's privacy practices, which shall be described in the notice that is n
the PII principal. For more information about the purpose and content of the notice
00:2011,4.6. If conditions of consent described in the notice are related to other functj
5, PP/ST authors shall include such components in the PP/ST.

hors

r the

pd in

bver,
pals’
b PII
cipal
nade
see
onal

An example of a method to implement choice and consent is opt-in and opt-out

An example where conditions of consent are related to other functional components is the means
offered for accessing PII (7.4.5.1) and retention period of PII [7.4.4.1 f)].

The access control policy defined for PII is applicable.

Expression of the requirement

The requirement can be expressed as follows:

The TSF shall provide choice and obtain consent for the processing of PIl through methods, timing and

conditions sp

ecified by PP/ST authors.

PP/ST authors may iterate the above component, using the iteration operation, if the TOE implements

different ty

10

pes of choice and consent for different types of PII.
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Applicable security functional components

ISO/IEC 15408-2 does not define any functional components for this requirement because the 1SO/
IEC 15408 functional requirements paradigm does not cover the concept of "choice and consent".

New extended components, FFPW_COL.1 and FFPW_CON.1 are defined in 8.2.1.
Dependencies

When using the extended SFRs given in Annex C, the dependencies identified in Annex C shall be
followed by PP/ST authors.

7.4.1.3 Reaffirming the choice selected

The [TOE may implement functionality in order to reaffirm the choices made, and the cons¢nt granted,
by P|I principals before the TOE processes their sensitive PII.

PII grincipals may not remember the choice they selected for their PII in thejpast. Past choifes (explicit
or ithplied) may not have been provided by the current user of the TOE. Ifa choice is provjded only at
the time of consent, PII principals can inadvertently distribute PII ovér.a long period of time if they
do njot know the current choice. The TOE can proactively notify PIl principals of their choice through
varipus methods when the TOE collects or transfers sensitive PIl. The/TOE can also provide an interface
thatjallows the PII principals to review the choice they selected foy their PII.

EXAMPLE Methods of notification include displaying an iconforlight when collecting location information.
The method used and applicable PII should be determined by PP/ST authors.
Expression of the requirement

The fequirement can be expressed as follows:

The |TSF shall be able to notify the PII principal, or a duly authorized individual acting on their behalf,
aboyt choices previously made and consents previously granted before processing the specific|PIl. The PP/
ST author may also specify the type of RIl for which the SFR applies and the method used to notify the PII
pringipal.

Applicable security functional'’components

ISO/IEC 15408-2 does net define any functional components for this requirement because the existing
paradigm does not coverthe concept of "choice and consent".

New| extended components, FPFW_MOC.1 and FPFW_NOC.1, are defined in 8.2.2.
Deppendencies

Whdn using the extended SFRs given in Annex C, the dependencies identified in Anney C shall be
followed by PP/ST authors.

7.4.1.4 Preserving a record of choices
The TOE can preserve records of the PII principals’' choices.

The PII principals can access the TOE through different types of external IT entities. The PII principals
can also delete configuration files that save the PII principals’ choices. In some jurisdictions, there can
be limitations on the extent to which a TOE can preserve a principal’s choices. The TOE can, where
permitted to do so, implement mechanisms to preserve PII principals’ choices, even if such choices have
been deleted by the principal. The TOE can, where permitted to do so, also preserve the principals’
choices across multiple devices used to access the TOE.
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Conditions under which the TOE can preserve records of the choices of PII principals can be determined

by PP/ST authors.

EXAMPLE1 Mobile devices and personal computers are types of external IT entities.

EXAMPLE 2  Cookies are examples of configuration files that save a PII principal’s choices.

EXAMPLIE 3  Login by unique ID is a condition under which the TOE can preserve the choices made by a PII
principal.

Expression of the requirement

The requirg

1 1 11
HICHIU CdIT DE EXPITESSEU 45 101I0OWS.

The TSF shall preserve users' choice given the conditions specified by PP/ST authors.

Applicable(security functional components

In some casgs, but not all, preserving the choice previously selected by the user is similar to preserving
the definitipn of an access control list or preserving configurations made. In these circumstancep, no
explicit SFRis required for this.

New extended components, FFPW_COL.1 and FFPW_CON.1 that are relatedto this principle are deflined
in8.2.1.

Dependengies

When using the extended SFRs given in Annex C, the dependencies identified in Annex C shall be
followed by|PP/ST authors.

7.4.1.5 Exempting PII from processing upon modification or withdrawal of consent

The TOE shpll exempt PII from processing upon maédification or withdrawal of consent.

Subclause 74.1.2 describes the requirement te'implement functionality to present to PII principal$ the
choice whether or not to allow processing-of‘their PIIl. The TOE shall also implement functionality to
allow PII principals to modify or withdraw-their consent on their own. With limited exceptions, the[TOE
shall exemqt their PII from further procéessing in accordance with such modification or withdrawal and
the TOE car] exempt their PII with limited exceptions according to such modification or withdrawa].
EXAMPLE 1| An example of exempting PII is delete or archive.

EXAMPLE 2| An example of ajlimited exception is the requirement to retain PII according to applicable lays.
After modification orjywithdrawal of the consent the TOE shall delete the PII collected undey the

consent. If

EXAMPLE 3

uch PII deletion is not possible or can only be partially performed, the TOE shall infornp the
PII principd|l aboutthe limits on the modification or deletion of their PII.

An example of where PII deletion is not possible is where the PII must be retained to satij

sfy a

legal obligat

on.

Expression of the requirement

The requirement can be expressed as follows:

The TSF shall stop processing the PIl upon modification or withdrawal of consent, through methods specified
by the PP/ST authors and delete PII previously collected with exceptions specified by PP/ST authors unless
otherwise specified in the applicable legislation or regulation. If the previously collected PIl cannot be
deleted completely, the TSF shall notify the user about the limitations in deleting PII.

Applicable security functional components

ISO/IEC 15408-2 does not define any functional components for this requirement because the existing
paradigm does not cover the concept of "choice and consent".
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A new extended component, FPFW_MOC.1, is defined in 8.2.2.

Dependencies

8:2018(E)

ISO/IEC 15408-2 defines the dependencies for each of its functional components, which the PP/ST
authors shall follow.

When using the extended SFRs given in Annex C, the dependencies identified in Annex C shall be

follo

wed by PP/ST authors.

7.4.2 "Purpose legitimacy and specification" principle

This
IEC

defined for this principle.

7.4.!
The

This
of p1
is st
and

Elenpents of PII to be collected should be determined by®P/ST authors.

Exp
The
The

App

ISO
acce
refif]

See |
Dep
This

ISO
auth|

document assumes that PP/ST authors define the legitimate purposes for PII proc
| 5408-2 does not define and components related to this principle and no extended com

B "Collection limitation" principle: Collecting PII
TOE shall collect only that PII strictly necessary for the specified purposes.

document assumes that PP/ST authors define in detail which P, the TOE collects and t}
ocessing the PII. This document also assumes that PP/ST authors’ensure that the PII to
[ictly necessary for its purposes. Therefore, the TOE shall cellect only PII specified by PP
chall not require the user to provide any other PII.

ression of the requirement

requirement can be expressed as follows:

I'SF shall collect only PlI specified by the PP/ST authors and shall not require the user to prov
licable security functional compofients

[EC 15408-2 defines functional-components for importing and protecting data under
5s control or information flow control policy given in the FDP class. These compo
ements, may be used tqspecify this requirement.

Annex A for guidancelen using existing components from ISO/IEC 15408-2 for privacy re

pndencies
requiremént depends on the import of user data and the protection of user data.

[EC 15408-2 defines the dependencies for each of its functional components, whicl
ors shall follow.

pssing. 1SO/
ponents are

e purposes
be collected
ST authors

de other PII.

the defined
nents, with

juirements.

the PP/ST

7.4.4 "Data minimization" and "Use, retention and disclosure limitation" principles

7.4.4.1 Minimizing PII

7.4.4.1.1 General

The TOE shall minimize PII for processing.

Subclause 7.4.3.1 defines a requirement to collect PII strictly necessary for the specified purposes.
However, the TOE can further minimize PII through one or more of the methods described below.
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7.4.4.1.2

Minimize PII by filtering and removal

When the TOE imports PII from PII principals, different types of metadata can be unintentionally
transmitted to the TOE. Such metadata can be identified and removed by the TOE if it is not necessary

for the spec

EXAMPLE

ified purposes.

An example of metadata is EXIF data attached with image file.

PP/ST authors shall specify which PII the TOE is to remove as well as the methods of removal.

Expression of the requirement

The requirg

The TSF shd
capable of id

so identified.

Applicable

ment can be expressed as follows:

Il be capable of determining when imported data contains more PII than required and shd
Jentifying that data as PII that it should not process. The TSF shall remove those pdrts of th

security functional components

A new extended component, FPFW_RMYV, that can be used to minimize PII by filtering and removal

to minimizg
Dependeng

When usin
followed by

7.4.4.1.3

After the T
converted t

EXAMPLE
received for

EXAMPLE

If the T
discard

If the T(
within ]

If the T
than red

PII that the

Expressio

PII retention are defined in 8.2.3.
ies

b the extended SFRs given in Annex C, the dependericies identified in Annex C sha
PP/ST authors.

[Minimize sensitivity of PII by conversion

OE receives PII, part of this PII, especially sensitive PII that has been received ca
D a less sensitive or pseudonymized fornt:

An example of sensitive PII is that received because it is part of general information receiv
statistical purposes only.

Examples of conversion include:

the IP address after mapping it to a city or town.

E receives video data‘from surveillance cameras, the TOE can recognize persons standing or m
he scene and obftiscdtes them in specific region.

E is a smarf'metering system, the TOE can aggregate the energy use over a certain period, r
oding it imeal time.

TOEshall convert and the conversion method can be specified in the PP/ST.

DE uses [P address to determine the location of PII principals for statistical analysis, the TOE

Il be
e PII

and

|1 be

h be

bd or

can

ving

ither

ofthe rnr}nirnmnnf

The requirement can be expressed as follows:

The TSF shall, after identifying PII for conversion, convert that PII to a less sensitive form as defined by the
PP/ST authors using methods specified by the PP/ST authors.

Applicable

security functional components

ISO/IEC 15408-2 defines the classes that can be used to address those requirements.

See Annex A for guidance on using existing components from ISO/IEC 15408-2 for privacy requirements.

Dependencies

14
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ISO/IEC 15408-2 defines the dependencies for each of its functional components, which the PP/ST
authors shall follow.

7.4.4.1.4 Minimize identifiability of PII by use of anonymity, pseudonymity, unlinkability and
unobservability

The TOE can ensure that:
a) PII principals can use a resource or service without disclosing its identity to others (Anonymity);

b) PII principals can use a resource or service without disclosing its identity, but can still be
Accountable for that use (Pseudonymity);

c) PII principals can make multiple uses of resources or services without others being jable to link
Lhese uses together (Unlinkability); and

d) PII principals can use a resource or service without others, especially third parties, being able to
bbserve that the resource or service is being used (Unobservability).

The |goal selected from the list above depends on the identified requiréments and associated risks. In
somg instances, pseudonymity is more appropriate than anonymity. In/addition, some types of privacy
threpts are best countered by a combination of components from several methods.

EXAMPLE An example of when pseudonymity rather than anenymity is appropriate is when there is a
requjrement for auditing.

Applicable security functional components
ISO/IEC 15408-2 defines the components in the FPR ¢lass for these requirements.

See Annex A for guidance on using existing components from ISO/IEC 15408-2 for privacy requirements.

Dependencies

ISO/IEC 15408-2 defines the dependeéncies for each of its functional components, which the PP/ST
authfors shall follow.

7.4.4.1.5 Minimize accumulation of PII by division

Depénding on the circumstances, the TOE can be structured into independent parts, each subject to
distinct access controlfunctions. The PII can also be split among the independent parts angl controlled
by epch part using(different access control mechanisms. If one part of the TOE is comprpmised, the
dampge to the whole PII can be reduced.

Expression(of the requirement

The fequirement can be expressed as follows:

The TSFshall be structured n separate, independent parts governed Dy dIstinct access control mechanisms
to minimize the damage to the PII.

Applicable security functional components

ISO/IEC 15408-2 defines components in the FDP classes that can be used to address this requirement.
See Annex A for guidance on using existing components from ISO/IEC 15408-2 for privacy requirements.
Dependencies

ISO/IEC 15408-2 defines the dependencies for each of its functional components, which the PP/ST
authors shall follow.
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7.4.4.1.6

Minimize access to PII

The TOE can limit access to PII based on the “need-to-know” principle. Sensitive PII can be segregated
and be subject to additional access controls. The TOE can also encrypt sensitive PII in transit and in
storage. Access to temporary shadow files created during the processing of PII can also be restricted to
those with a “need-to-know”.

Applicable

security functional components

ISO/IEC 15408-2 defines the FDP and FCS classes that can be used to address those requirements.

ents.

See Annex A for guidance on using existing components from ISQO/IEC 15408-2 for privacy requirem
Dependengies
ISO/IEC 15§¢08-2 defines the dependencies for each of its functional components, whigh.the P

authors shalll follow.

7.4.4.1.7

The longer
The TOE sh
of it afterw;
automatica

PP/ST auth
Where no s
minimal ret

Expression
The requirg

When PII is
or regulatio
authors.

Applicable
ISO/IEC 151

Minimize PII retention

data is retained, the higher the likelihood of compromise and, data becoming inaccu
all retain PII only as long as necessary to fulfil the stated putposes, and securely dis
hrds. The TOE can also allow the administrators to set the(fetention period and delet]
ly when the period is expired.

becific requirements are provided by legislation orrégulation, PP/ST authors should sp
ention periods.

of the requirement
ment can be expressed as follows:

o longer required, the TOE shall securely dispose of Pll in accordance with relevant legi

security functional components

108-2 defines security functional components for requirements defined for access col

and encryption. See Annex A\for guidance on using existing components from ISO/IEC 15408-]

privacy req

lirements.

A new extended component, FPFW_DEL, that can be used to minimize PII by filtering and removal

to minimizg

NOTE1 T
architecture

IEC 15408-2.

PII reténtion are defined in 8.2.3.

he requirement defined for "Minimize accumulation of PII by division" is a requirement fo

sl
n, or in the absence of such legisldation or regulation, by using methods specified by the Fij/ST

p/ST

rate.
pose
e PII

brs should set PII retention periods in accordance with’relevant legislation and legislaftion.

pcify

tion

ntrol
P for

and

I the

Steh architectural requirements cannot be expressed using the framework defined in

150/

Dependencies

ISO/IEC 15408-2 defines the dependencies for each of its functional components, which the PP/ST

authors sha

11 follow.

When using the extended SFRs given in Annex C, the dependencies identified in Annex C shall be

followed by

16

PP/ST authors.
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"Openness, transparency and notice" principle

principle given in [SO/IEC 29100 is about:

policies, procedures and practices with respect to the processing of PII;

b)

providing PII principals with clear and easily accessible information about the PII controller’s

providing notice of what PII is being processed, the purpose for which this is done, the types

of privacy stakeholders to whom the PII may be disclosed, and the identity of the PII controller
including information on how to contact the PII controller;

here pprmi‘rfpd hy ngicln‘rinn ar rpgnl;l'rirm diqunqing the choices and means offi

red by the

d)

In simmary, this principle defines the obligations of the PII controller to ptévide inform
PII processing policy in general, any changes to the PII processing policy, or to the handling

theit
prod
infol

Dep
esta
aboy

Typi
choi

For

prin
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Exp
The

The
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The
The
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actiy

PII controller to PII principals for the purposes of limiting the processing of, and e
correcting and removing their information; and

biving notice to the PII principals when major changes in PII processing procedures ocg

edures, in regard to the choices offered to the PII principal. In addition, the PII con
m the PII principal about any issues related to the processing of the principal’s PII.

ending on how the PII principal can access the information, \there can also be a req
blish a trusted channel between the TOE and the PII prineipal before transferring
t issues related to PII.

cally, the PII principal connects to the system to,get information about the current p
Ces they have made with respect to processing of;their PII.

changes in the policy and for getting infermation about specifics of the processin
cipal’s PII, the PII principal should be sentnotice of these events, requesting that they
em to obtain the details.

ression of the requirements
requirements can be expressed.as follows:

TOE shall ensure that the PRI principal is able to access information about the PII handl
ral.

"'OFE shall ensure thatthe PII principal is informed about changes to the policy.
['OF shall ensurethat the Pl principal is informed about defined issues related to the processi
licable seetirity functional components

[EC #5408-2 does not define security functional components specific to the case whd
rely” contacts a user to pass information to the user. Also, no security functional

are

I accessing,

Ur.

ation about

froller shall

lirement to
nformation

olicy or the

5 of the PII
y access the

ng policy in

ng of the PIL.

bre the TOE
omponents

Hofinod whara tha TOFE craatac informaation foy o cnaaifis 1
THEO— v e et ot treate S oo tro—To6+—

S access to.

e TpeTTIc—o Tttt

Therefore, extended components are required to specify the requirements.

ISO/IEC 15408-2 defines security functional components in the FDP class that can be used to express
authentication requirements. See Annex A for guidance on using existing components from ISO/
IEC 15408-2 for privacy requirements.

New extended components, FPFW_IPO.1, FPFW_IPO.2 and FPFW_IPO.3 that can be used to express this
principle are defined in 8.2.4.

Dependencies

A dependency on the successful authentication of the PII principal exists because the PII principal shall
be able to obtain information about issues related to the principal’s own PII.
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ISO/IEC 15408-2 defines the dependencies for each of its functional components, which the PP/ST

authors sha

11 follow.

When using the extended SFRs given in Annex C, the dependencies identified in Annex C shall be

followed by

7.4.6

PP/ST authors.

"Individual participation and access" principle

7.4.6.1 Accessing and reviewing the PII principal’s own PII

Many regul tions ask that the TOE give PII prinr‘ipnlc the nhili‘ry to access and review their PII 1pon
authenticatjon.

Where reqyired, the TOE shall identify and authenticate PII principals and then apply an ac€ess coptrol
policy to erjsure that PII principals can access only their own PII and not that of other PH principals.
PP/ST authprs can also specify additional requirements such as authentication failute-handling and
auditing su¢h failure to prevent unauthorized access to PII.

Expression of the requirements

The requirgments can be expressed as follows:

The TOE shqll ensure that PII principals are able to access and review-their PII but only after succdssful
authentication.

PII principals shall not be able to either access or review the PII ofether PII principals.
Applicable(security functional components

ISO/IEC 15408-2 defines functional components for expressing user authentication and access control
in the FDP [class. See Annex A for guidance on usingtéexisting components from ISO/IEC 15408-2 for
privacy requirements.

Dependengies

ISO/IEC 15§08-2 defines the dependencies for each of its functional components, which the PP/ST
authors should follow.

7.4.7 "Acguracy and quality"\principle

7.4.7.1 Changing PII properly

The TOE shiall provide“PII principals with the ability to verify the accuracy of their PII. The TOE shall
also permit|PII pringipals to request changes to their PII, but only after proper authorization and onlly to
the extent germitted by relevant legislation and regulation.

Applicablelsecurity functional components

ISO/IEC 15408-2 defines functional components for expressing user authentication and access control
requirements in the FDP class. An appropriate access control policy can distinguish between users
authorized to view the PII and users authorized to modify the PII. See Annex A for guidance on using
existing components from ISO/IEC 15408-2 for privacy requirements.

If the policy requires that users are held accountable for the modifications they make then 1SO/
IEC 15408-2 defines functional components for auditing a user's activity in the FAU class.

New extended functional components, FPFW_RAC.1, FPFW_RAC.2 and FPFW_RAC.3, are required for
access to and review of PII, see 8.2.5.

When using the extended SFRs given in Annex C, the dependencies identified in Annex C shall be
followed by PP/ST authors.
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Dependencies

ISO/IEC 15408-2 defines the dependencies for each of its functional components, which the PP/ST
authors shall follow.

7.4.7.2 Updating PII periodically

The TOE shall provide a control mechanism to periodically check the accuracy and quality of collected
and stored PII.

The TOE shall provide a mechanism to inform PII principals about PII that shall be checked for accuracy
and fuality.

Expression of the requirements
The fequirements can be expressed as follows:

The [FOE shall maintain a security attribute for PII that indicates when the nextyperiodic review and update
is required.

The [TOE shall ensure that PII principals can obtain information about PII they are allowed td review and
modyffy that require periodic checking and update.

Applicable security functional components
ISO/[[EC 15408-2 does not define a functional component fanperiodic review and update.

New| extended functional components, FPFW_PUD.L-and FPFW_PUD.2, are required for adcess to and
revi¢w of PII, see 8.2.6.

Dependencies

Dep¢ndencies to the SFRs for user authentication and access control in ISO/IEC 15408-2 eYist because
peripdic review and update shall be restricted to users authorized to view and modify the HII.

When using the extended SFRs given in Annex C, the dependencies identified in Anney C shall be
followed by PP/ST authors.

7.4.8 "Accountability” and"Privacy compliance" principles

Technical and testablerequirements cannot be derived from these principles. No extended ¢omponents
are dlefined for these principles.

7.4.9 "Informiation Security" principle

7.4.9.1 \ Protecting PII

The TOE shall protect PIT through appropriate controls, Including but not limited to technical controls.
Organizations should conduct risk assessments to identify required controls.

EXAMPLE Threat risk assessments (TRA) and privacy impact assessments (PIA) are examples of such risk
assessments.

Applicable security functional components

ISO/IEC 15408-2 defines several relevant security functional components. PP/ST authors shall identify
threats and select an appropriate set of security functional components. See Annex A for guidance on
using existing components from ISO/IEC 15408-2 for privacy requirements.

Dependencies
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ISO/IEC 15408-2 defines the dependencies for each functional component, which the PP/ST authors
shall follow. The PP/ST authors shall also include additional functional components where necessary.

8 Summary of extended components and related privacy principles

8.1 General

The following subclauses define the extended components identified in Clause 7, following guidance
described in ISO/IEC 15408-1. PP/ST authors can copy relevant extended components into their PP/ST.
However, PP/ST authors should keep in mind that these components have not been formally evalu
by evaluati¢n authorities.

The extend
ISO/IEC 15
IEC 15408
definition o

ated

ed components listed here are mapped to the general requirements identified dn-Claul
108-1 requires extended components to be defined using the structure defined in
2. The extended components are not fully defined here using this structure. The)
ff the extended components can be found in Annex C.

8.2 Extended components - general definition

8.2.1 Ge

lLeral

This subclapse lists the requirements identified in Clause 7 as these:that require the definition

extended S
Annex C pi
extended S}

The nomen
the class na
from the IS
addressed.

8.2.2

8221 P

FR. For each of those requirements, the components for such an extended SFR are li

FRs that can be useful for specifying privacy functional requirements.

flature for the extended components follows that described in ISO/IEC 15408-1. In this
Ime, FFPW, represents that the families, components and elements are privacy requirem
D/IEC 29100 Privacy Framework and thé.abbreviated family name representing the sul

"Consent and choice" principle

resenting choice and obtaining consent

The TSF shall provide choice and _obtain consent for the processing of PIlI through methods, timing

conditions s

The TSF shaq

FPFW_COL.

FPFW_COI.

FPFW_CON.1.1

FPFW_CON.1.2

20

becified by PP/ST auithors.

Il preserve users choice given the conditions specified by PP/ST authors.
.1 The TSF shall present a choice of [assignment: List of PII types or items] to
[selection: the PII principal, a user representing the PII principal, [assignment: of
entity]].

se 7.
SO/
full

f an
sted.

its those into the framework defined by ISO/IEC{15408-2 and also defines additjonal

Case,
ents
bject

and

her

1.2 The TSF shall record and maintain the choice selected.

The TSF shall obtain consent from [selection: the PII principal, a user representing

the PII principal, [assignment: other entity]] to allow collection and processing of

[assignment: list of PII types].

Before obtaining consent, the TSF shall inform the [selection: the PII principal, a

user representing the PII principal, [assignment: other entity]] about the purpose(s)
of collecting the PII, their rights and the access principles enforced by the TSF and

also inform about the implications of granting or withholding consent.
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The TSF shall record the consent of the [selection: the PII principal, a user

representing the PII principal, [assignment: other entity]] in [selection: the audit
trail, [assignment: other repository]] with the time and date, the identifier of the PII

principal, [assignment: additional information].

The TSF shall [selection: not collect additional PII, allow [selection: the PII

principal, a user representing the PII principal, [assignment: other entity]] to specify
the following optional PII: [assignment: list of optional PII items] that the TSF is

allowed to collect].

CON.1.5 The TSF shall protect any PII obtained in accordance with the consent

tatement

8.2.1

The

aboy
ST a
prin
EXA
time

using the [assignment: access control policy].

.2 Reaffirming the choice selected

TSF shall be able to notify the PII principal, or a duly authorized individualacting on
t choices previously made and consents previously granted before processing the specific
Lithor may also specify the type of PII for which the SFR applies and thé-method used to n
Cipal.

MPLE
period, when the policy has changed.

their behalf,
PII. The PP/
otify the PII

An example of when to notify about the choice(s) is by requést of the PII principals, affter a specific

FPFW_NOC.1.1 The TSF shall provide a method toaigtify [selection: the PII principal, a yser
representing the PII principal, [asSignment: other entity]] about the choige(s)
previously made for [selectioniall PII covered by the choice, [assignment: list of PII
items]] under the following eonditions: [selection: when explicitly requeqted, after a
defined time period, upon.changes to the policy, [assignment: other conditions]].

8.2.2.3 Exempting PII from processifig upon modification or withdrawal of consent

The [I'SF shall stop collecting the PII'upon modification or withdrawal of consent through methqds specified

by the PP/ST authors and deleteBII previously collected with exceptions specified by PP/ST aythors. If the

prevjously collected PII cannot.be deleted completely, the TSF shall notify the user about the limitations in
deleging PII.

FPFW_MOC.1.1 The TSF shall provide an interface that allows the [selection: the PII prifcipal, a
user representing the PII principal, [assignment: other entity]] to modify jor revoke
the choice to collect PII.

FPFW_MOEC:.1.2 After changes are made to the choice or consent, the TSF shall record and maintain
the modification or revocation of consent.

FPFW_MOC.T.3 The TSF shallnot collect PITfrom the PIT principal 1n violation of the modification
or the revocation of consent.

8.2.3 "Data minimization" and "Use, retention and disclosure limitation" principles

8.2.3.1 Minimizing PII

8.2.3.1.1 Minimization by filtering and removal

The TSF shall be capable of determining when imported data contains more PII than required and shall be
capable of identifying that data as PII that it should not process. The TSF shall remove those parts of the PII

so id

entified.
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The TSF sha

FPFW_RMV.1.1

FPFW_RMV.1.2

FPFW_RMV.1.3

Il collect PII specified by the PP/ST authors and not require the user to provide other PII.

The TSF shall analyze imported data for PII and use the following rules
[assignment: rules used to analyze imported data for PII that should not be
collected].

The TSF shall remove PII identified in imported data and not covered by the
consent of the PII principal when it detects such PII during data import.

Prior to such removal the TSF shall not process such imported data.

8.2.3.1.2

The TSF sha
and initial p|

The TSF sha
after proces

FPFW_CNV|

8.2.3.1.3
The TOE shd

FPFW_DEL

8.2.4 "Ojy

The TOE sh
general.

NOTE1 T
need for use

FPFW_IPO.

The TOE shd

[Minimization sensitivity by conversion

Il convert those parts of Pl specified by the PP/ST authors to a less sensitive form after re
rocessing of the PII.

| convert part of PII specified by the PP/ST authors through methods specifiéd'by PP/ST aut

sing the PII.

1.1
conversion methods] to achieve [selection: anonymity, psetidonymity, unlinkabil
unobservability [assignment: other goal to be achieved by the conversion]].

[Minimize retention

Il eliminate or archive PII under conditions specified\Dy the PP/ST authors.

11 The TSF shall delete [assignment: list'of PII] when the following conditions

are satisfied: [selection: after [assignment: period of time], [assignment: other
conditions that cause the TSF to.delete the PII]].

enness, transparency and notice" principle

11l ensure that the PII principal is able to access information about the PII handling poli

he information about the PII handling policies and procedures is often public. Therefore, there
s that want to obtainrthis information to be identified or authenticated.

1.1 The TSF shall provide users with the ability to access information about the PI
lrandling policy and procedures.
[lenisure that the Pl principal is informed about changes to the policy.

The TSF shall convert [assignment: list of PII] when obtained using [assignmenit:

reipt

hors

v,

Cy In

is no

NOTE 2

information without the need that those users are authenticated.

FPFW_IPO.

21 The TSF shall use [selection: E-mail, assignment: other methods]] to notify

registered users about changes in its PII handling policies and procedures.

Changes in the policy are often public. Therefore, a system can allow users to register to obtain such

The TOE shall ensure that the PII principal is informed about defined issues related to the processing of the PII.

22
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The TSF shall use [selection: E-mail, assignment: other methods]] to notify
[selection: the PII principal, a user representing the PII principal, [assignment: other

entity]] to connect to the TOE to obtain information about [assignment:
specific issues related to the PII of that user].

list of

The TSF shall provide those users with the ability to access the information after

they have been successfully authenticated.

"Individual participation and access" principle: Challenging the accuracy and

completeness of PII

The [TOE shall ensure that PII principals after they have been successfully authenticated are‘afle to review

theint PII and challenge their correctness.

NOTE The requirements class FPFW_RAC is subject to requirements, conditions andlitnitation$ specified in

relevlant legislation and regulation.

FPFW_RAC.1.1 The TSF shall provide an interface that allows thé [selection: the PII principal,

a user representing the PII principal, [assignment,other entity]] to challenge the
accuracy and completeness of the PII reviewed:

FPFW_RAC.1.2 The TSF shall allow the [selection: the PH principal, a user representing the PII
principal, [assignment: other entity]}tofselection: amend, correct, remove] their PII.

FPFW_RAC.1.3 The TSF shall perform the following actions to ensure the correctness gnd
consistency of the revised Pll:{selection: none, [assignment: list of actiops
performed to ensure correctness and consistency]].

FPFW_RAC.14 The TSF shall inform anyparties it has distributed the PII to about any changes to
the PII.

FPFW_RAC.2.1 The TSF shall process the PII obtained using [assignment: rules for processing the
PII] and afteywards convert the PII using the following rules: [assignmént: rules
for converting the PII|.

The [TOE shall ensure that Pll specified by PP/ST authors shall be eliminated or archived from the TOE at the

timing specified by PP/ST-authors.

FPFW_RAC.3.1 The TSF shall review the PII stored [selection: periodically every [assignnent: time
interval], when [assignment: event] happens, [assignment: other action ¢r event
that triggers the PII review]] for PII that is to be eliminated or archived.

FPFW_RAC.3.2 PII detected to be eliminated shall be [assignment: process for eliminatipn or
archiving].

FPFW_RAC.3.3 PII detected to be archived shall be [assignment: process for archiving]. After
successful archiving the original PII shall be [selection: kept, deleted, [assignment:
other way of processing the original PII].

8.2.6 "Accuracy and quality” principle: Updating PII periodically

The TOE shall maintain a security attribute for PII that indicates when the next periodic review and update
is required.

The TOE shall provide an interface that allows the definition of intervals for periodic review and update of PII.
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FPFW_PUD.1.1

FPFW_PUD.1.2

The TSF shall maintain a security attribute for PII that defines the time interval
for periodic review and update.

The TSF shall allow the [selection: the PII principal, a user representing the

PII principal, [assignment: other entity]] to set the value for the time interval
[selection: applicable for all PII, for the PII they own, [assignment: other criteria that
define the PII for which the time interval applies]].

The TOE shall ensure that PII principals can obtain information about PII they are allowed to review and
modify that require periodical checking and update.

FPFW_PUD

2.1

The TSF shall provide an interface that [selection: the PII principal, a user
representing the PII principal, [assignment: other entity]] can use to obtain
information about PII that must be reviewed because their periodic update
interval has expired.

24
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Annex A
(informative)

Existing components used for privacy requirements

A.1_Overview

A.171 General

Secyrity functional components given in ISO/IEC 15408-2 can be used to address‘privacy threats. The

following subclauses provide a discussion about how existing SFRs from ISO/IEE€;¥5408-2 cpn be used.

A.12 Class FAU: Security Audit

A.1.2.1 General

In a [[OE that implements privacy requirements, an audit log can.serve three different purppses:

a) puditing of attempts to breach the privacy requirements.or of successful breaches detgcted by the
TOE after the fact;

b) puditing of access to PII either by the PII principal or in cases where the PII principallhas agreed
Lo some type of access under specific conditiens. In those cases, the user that performp the access
Khall be held accountable for this; and
EXAMPLE An example of specific conditions is by the PII controller.

c) puditing for support of the principles’defined in ISO/IEC 29100.

NOTE Listitem c) can be used to audit the consent and choice made by the PII principal or any ocgasion where

PIl was transferred (as allowed by applicable legislation, regulation or organizational policy) to a thirfd party.
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In all those cases, the requirement is that PII themselves do not show up in the audit record (see

Figure A.1).
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the [not specified] level of audit; and
c¢) [Attempts to breach the privacy requirements,
d) Access to PII as defined by the PII access control policy,
e) Consent decisions made by a PII principal,
f) Choice decisions made by a PII principal].
FAU_GEN.1.2 The TSF shall record within each audit record at least the following.informatign:
a) Date and time of the event, type of event, subject identity (if’applicable), [and
the outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of|the
functional components included in the PP/ST, [n@ PII shall be included in
any audit record].
FAU_GEN.Z2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity: of the user that caused the evént.

A.1.2.2 RItionale for the operations made:

Selecting t

Figure A.1 — Use of the FAU_GEN family

e “not specified” level of audit allows'the PP/ST authors to effectively ignore the gudit

consideratipns defined for SFRs in ISO/IEC 15408%2. The assignments made for FAU_GEN.1.1 defin¢ the
events that{support the PII policy. This does ndtprevent other events not claimed from being incliided

in the auditftrail.

The assignent “no PII shall be included-in any audit record” defines the requirement that PII should
not show up} in the audit trail, regardless if the audit record is related to an event defined in FAU_GEN.1.1

or if the audit record is related to an-évent not defined in FAU_GEN.1.1.

In some casfes where users arejallowed to access PII in anonymized form, rules can exist that monifor a
user's activ]ty to ensure thatjthe user is not attempting to circumvent the anonymization allowing them
to relate anpnymized PII'to a PII principal. To prevent this, a TOE shall have a set of rules implemented
that indicate such attempts and report such activities, allowing administrators to take the approptiate

action. SucH a requirement can be expressed using the SFR FAU_SAA.2 (see Figure A.2).

EXAMPLE 1

An-example of circumvention is the statistical evaluation of a database that contains PII.

FAU_SAA.2.1

FAU_SAA.2.2

FAU_SAA.2.3

The TSF shall be able to maintain profiles of system usage, where an individual profile
represents the historical patterns of usage performed by the member(s) of [the group of
users that can have access to functions providing statistical data extracted from a
database that contains PII].

The TSF shall be able to maintain a suspicion rating associated with each user whose
activity is recorded in a profile, where the suspicion rating represents the degree to
which the user's current activity is found inconsistent with the established patterns of
usage represented in the profile.

The TSF shall be able to indicate a possible violation of the enforcement of the SFRs when
a user's suspicion rating exceeds the following threshold conditions [sufficient access
attempt have been made to potentially relate PII to the PII principal].

Figure A.2 — Using the FAU_SAA family to model anonymization circumvention
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could be supporting the 'Information security' principle defined in ISO/IEC 29100.

Other SFRs in the FAU class deal with protecting the audit trail, restricting access to audit records and
selecting the actual events that shall be audited. While those SFRs are important for the protection
and management of the audit functionality (and can therefore be claimed in a TOE that shall manage
and protect PII), they do not directly contribute to the principles defined in ISO/IEC 29100 and are
therefore not considered further in this document.

A.1.2.3 Class FCO: Communication

This class contains two families: “Non-repudiation of origin” and “Non-repudiation of receipt”. SFRs

from
cani
rece
cons

those classes can be used in cases where the TOE wants to enforce a policy where-P]
ot deny information they passed to the TOE and where the TOE generates a receipt
ved. Both families can be useful when non-repudiation is required as supporting-evid
ent and choice principle.

EXA
fort

MPLE SFRsin this class can be used to express a requirement to send the information to the
e consent and choice principle digitally signed and get a digitally signed response, allowing ba

proof what has been agreed upon.

A.1.

Class FCS: Cryptographic support

Crypgtographic functions in general can be useful for protecting the confidentiality and
datalboth in transit and when stored. Otherwise, no specific support for the principles def
[EC 29100 is provided by the families in this class.

A.l.

Class FDP: User data protection

Sevdral families in this class can be used to modelrequirements for the enforcement of res
the fllow of PIIl within the TOE and from the TOFE*to third parties. Those include the general di
acceps control related families, the families related to information flow control and the famil

sec
com
aspe

EXA

rity requirements for importing and‘exporting user data. The following example s}

cts of a policy for handling PIL:
MPLE

Assume the policy agreed upon-between the PII principal and the PII controller is as follows:

It ha
assig

5 been agreed that-aRIl principal will submit the PII principal’s PII to the TOE in digitally sign
n a class (A, B, C)to-each PII. The policy for the classes of PII are:

P11 of class Ajisnot allowed to be presented to a third party - regardless whether this third par{
fhe TOE pranother system;

P11 of class B is allowed to accessed by a person with the role “supervisor” in the TOE; and

[ principals
br PII it has
ence for the

PII principal
th parties to

integrity of
ned in ISO/

trictions on
scretionary
ies defining
ows how a

bination of existing SFRs from the\class FDP can be used to model specific access conftrol related

ed form and

y is a user of

PIT.of class Cis allowed to be passed to a statistical database after the PIlhasbeen processed by an

‘anonymizer

program”, but not allowed to be accessed otherwise.
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The first two bullet points can be modelled using the classical discretionary access control SFRs:

FDP_ACC.1.1 The TSF shall enforce the [PII Discretionary access control policy] on [users
of the TOE as subjects, PII of classes A, B and C as objects and read, write,
delete, modify as operations].

FDP_ACF.1.1 The TSF shall enforce the [PII Discretionary access control policy] to objects
based on the following: [class of the PII].

FDP_ACF.1.2 The TSF shall enforce the following rules to determine if an operation among
—_comntrotted subjectsamd controtted objects tsattowedrfPHof ctass Bramrbeead

only by a user with the supervisor role].

FDP_ACF.1{3 The TSF shall explicitly authorise access of subjects to objects based on'the
following additional rules: [PII of class C can be passed to the anonymizer
function, PII of all classes can be created or modified when they-have be¢n
digitally signed by the PII principal].
FDP_ACF.1{4 The TSF shall explicitly deny access of subjects to objects based on the followipg
additional rules: [PII of class A and C cannot be read, written, modified, or
deleted by any user].

NOTE 1 Export of class C PII is only allowed to the statistical database-after being processed by the
anonymizer function (Separate SFRs on the anonymizer functionality.dare not given here).

FDP_ETC.3.1 The TSF shall enforce the [PII Discretionary access control policy] when
exporting user data, controlled under the SFP(s), outside of the TOE.

FDP_ETC.3.2 The TSF shall export the user data with-the user data's associated security
attributes.

FDP_ETC.3.3 The TSF shall ensure that the security attributes, when exported outside the TOE,

are unambiguously associated with the exported user data.

FDP_ETC.3.4 The TSF shall enforce the following rules when user data is exported from
the TOE: [PII can only be @€xported after it has been processed by the
anonymizer subject].

NOTE 2 The PII controller ensures that all PIl imported has been digitally signed by the PII principal
and that the PII items have classes assigned to them.

FDP_ITC.2{1 The TSF shall enforce the [PII Discretionary access control policy] when
importing user data, controlled under the SFP, from outside of the TOE.

FDP_ITC.2{2 The TSE shall use the security attributes assigned to classes of PII associated
with the imported user data.

FDP_ITC.2{3 The TSF shall ensure that the protocol used provides for unambiguous
association between the security attributes and the user data received.

FDP_ITC.2{4 The TSF shall ensure that interpretation of the security attributes of the

imported user data is as intended by the source of the user data.

FDP_ITC.2:
under the SFP from outside the TOE: [before processing the data the TSF shall
verify that the data was correctly digitally signed by the PII principal].

NOTE 3 These SFRs imply that additional SFRs are defined stating the details of the digital
signatures schemes and algorithms accepted.

Figure A.3 — Using the FDP class to model requirements for the enforcement of restrictions on
the flow of PII
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The identification and authentication of users is required for all cases where the TOE shall make
a decision that is either based on the identity of the user or where the identity of the user shall be
associated with data like an audit record. On the other hand, a TOE that deals with PII can also require
that the identity of the user be anonymized or replaced by a pseudonym to prevent that PII can

aSso

ciated with a specific person.

This can be modelled using existing SFRs from ISO/IEC 15408-2 as shown in the following example:

EXAMPLE

Assume the privacy policy allows general read access to the description of the PII policies|and pfocedures at
any fime, requires successful identification to notify the user about non-confidential information that can be of
interest for that user and requires successful identification and authentication of a PII pFincipal, but then requires
that fhe identify be replaced by a pseudonym before the PII is processed. This can.be)modelled as|described in
Figufe A.4 below:

FIA|UID.1.1 The TSF shall allow [access to general information about the PII policies and
procedures] on behalf of the user, without requirifig the user to be identified
beforehand.

FIA|[UID.1.2 The TSF shall require each user to be successfully identified before allowing gny other
TSF- mediated actions on behalf of that user.

FIA|UAU.1.1 The TSF shall allow [access to the general information about the PII policies and
procedures, notification on non-confidential issues related to the user| ¢n behalf of
the user to be performed before the user is authenticated.

FIA|UAU.1.2 The TSF shall require each user to be successfully authenticated before allowjng any
other TSF-mediated actionsin behalf of that user.

FIA[USB.1.1 The TSF shall associate thefollowing user security attributes with subjects agting on the
behalf of that user: [a pseudonym representing the user].

FIA[USB.1.2 The TSF shall enforce the following rules on the initial association of user secprity
attributes with,subjects acting on the behalf of users: [the pseudonym shall(be
selected by-the pseudonymization component in accordance with the rulles
specified for this component].

FIA|USB.1.3 The TSFshall enforce the following rules governing changes to the user secuyjity
attributes associated with subjects acting on the behalf of users: [no change s allowed].

Higure A.4 — Using the FIA class to model identification and authentication requiements
related to privacy

NOTE SERsS'FIA_UID.1 and FIA_UAU.1 need the user “to be successfully identified/authenticated”, not that
the TOE itselfhas performed the identification and/or authentication. This can be used in cases where the TOE
obtalns,information from another trusted entity (via a secure channel) that the user has been|successfully
identified’and authenticated. In those cases, the TOE obtains sufficient information about the user(to be able to
enforce ttsowmr poticy—This woutd-bethetase wirere the- FOE onty obtaimsa pseudonymmof theuser that can be
used in policy enforcement.
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A.1.6 C(Class FMT: Security Management

The families in this class are used to define the policy the TOE uses for the enforcement of its own
management policies. This shall include the management of the rules of the PII processing policies
when those rules can be changed dynamically. The component FMT_MTD.1 can be used to define who is

allowed to change such rules as shown in Figure A.5, below:

EXAMPLE

FMT_MTD.1.1

[the PII processing policy] to [users in the role of a PII controller].

The TSF shall restrict the ability to [change the rules of the PII handling policy] the

Figure A

A1.7 Cla

SFRs in thi

5 — Using the FMT class to define the policy the TOE uses for the enforcement of
own management policies

5s FPR: Privacy

5 class have been defined to address specific aspects of privacy. The components in

class have lpeen defined to express what a TOE shall achieve, not how the TOE shall do this. For

this can be
when attem
the ST auth)
requiremen

A.1.8 C(Cla

SFRs in thi
high import

acceptable but, for a ST, more information is required. Otherwisg, this results in prob
pting to map interfaces and test cases to such components. Wheh-using those compon

ts

this
h PP,
ems
ents,

or shall include information that describes the functions used\to implement those generic

ts, potentially using SFRs from other classes.

5s FPT: Protection of the TSF

5 class describe how the TSF protects itself andyits own data. While those aspects a
ance for a TOE that handles PII, no component.in this class has specific aspects related

e of
toa

privacy policy.

A.1.9 C(lass FRU: Resource utilization

ents
fault

The families in this class are not related to privacy principles. Nevertheless, a TOE that implem
privacy requirements can also include reguirements from this class to ensure availability and
tolerance agpects.

A.1.10 Claks FTA: TOE access

ents
user

The families in this class arehot related to privacy principles. Nevertheless, a TOE that implem
privacy requirements can alse’include requirements from this class to control sessions between a
and the TOK and to inform a’user about the user’s access history.

A.1.11 Claps FTP:(Trusted path/channels

Securing the eommunication between the TOE and a user or between the TOE and another trusted
system are|important aspects also for a TOE that implements privacy policies. A PII principal|that
discloses the PII principal’s PII to the TOE shall be assured that the information is effectively released
to the TOE and not to an entity that attempts to impersonate the TOE. The component FTP_TRP.1 can be
used to model this requirement.

On the other hand, the TOE can communicate with another trusted system to exchange information
including PII with the other system. In this case, the integrity and confidentiality of the data exchanged
is essential and the component FTP_ITC.1 can be used to define the requirements for a communication
channel between the TOE and the other system that provides the required level of protection.
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A.2 Protection Profile for "Machine-Readable Travel Document with “ICAO
Application”, Basic Access Control"[2]

A2,

1 TOE

The TOE is the contactless integrated circuit chip of machine-readable travel documents (MRTD's chip).
The TOE is used by the holder for international travel and presented to terminals at inspection system
to prove the holder’s identity.

A.22 Privacy threat
The ferminal and the MRTD's chip use an identifier for the communication channel®o allow the terminal
to communicate with more than one MRTD's chip. If the identifier is fixed, this-identifier ¢an be used
to trjace movement of the holder by identifying remotely holder’s MRTD's chipthrough the|contactless
communication interface.
A.28 Functional components
To cpunter the threat, the MRTD's chip shall randomize the identifier. FIA_UID.1 and FIA_UAU.1 are
used to express this requirement. SFRs below are extracted fr'em the PP.
FIA|UID.1 Timing of identification
Hierfarchical to: No other components.
Depgndencies: No dependencies.
FIA)|UID.1.1 The TSF shall allow:
1) toread the Initialization Data in Phase 2 "Manufacturing”;
2) toread the random identifierl) in Phase 3 "Personalization of the MRTD'
3) toread the random identifierl) in Phase 4 “Operational Use" on behalf of the user to
be performed before the user is identified.
FIA[UID.1.2 The TSF shall require each user to be successfully identified before allowing gny other
TSF-medidted actions on behalf of that user.
FIA|UAU.1 Timing of authentication
Hierfarchical to: NoJother components.
Depgndencies: FIA_UID.1 Timing of identification.
FIA|UAU.1.1 The TSF shall allow:
1) toread the Initialization Data in Phase 2 "Manufacturing";
2) toread the random identifierl) in Phase 3 "Personalization of the MRTD'
3) toread the random identifierl) in Phase 4 "Operational Use" on behalf of the user to
be performed before the user is authenticated.
FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

1) In this PP, “random identifier” is defined as "Random identifier used to establish a communication to the TOE in Phase
3 and 4 preventing the unique identification of the MRTD and thus participates in the prevention of traceability".
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Annex B
(informative)

Extended components for privacy in existing Protection Profiles

B.1 General

Anumber o
already exi
will addres
created.

B.2 Prot
Gateway

B.2.1 TOI

The TOE is

of private 4

processes,
entities.

EXAMPLE

B.2.2 Pri

Meter Data
Such Meter
routines, w
are accumu
area netwo

encrypted ¢

B.2.3 Ext

This PP def]
define any ¢

Communic

Hierarchical to:

[ Security Targets and Protection Profiles that incorporate extended components for'pri
5t. PP/ST authors should review existing PPs to determine if they include a comppnent
5 their particular requirement. If so, then these should be used before new component

pction Profile for the Gateway of a Smart Metering System (Smart Met
PP)[3]

Li]

the Smart Meter Gateway. The TOE serves as the communication unit between dey
nd commercial consumers and service providers of commodity industry. It also coll
ind stores the Meter Data and is responsible for the distribution of this data to extg

Examples of commodity industries include electricity, gas and water.

yacy threat

is readings that allow calculation\of the quantity of a commodity consumed over a pe
Data can reveal how many p€ople live in a home, their daily routines, changes in t
hat types of electronic equipment are in the home, and other details if enough Meter
lated. Therefore, Meter Data’shall be encrypted by the TOE before transmission to the
k (WAN). However, researchl4] suggests that private information can be extracted
ommunication by séarching for patterns in that data stream.

ended components

ines a new/extended component in FPR class because ISO/IEC 15408-2 does not currsg
omponeénts to address this threat.

ation-concealing (FPR_CON.1)

vacy
that
5 are

Fices
pcts,
rnal

riod.
hose
Data
wide
'rom

ently

No other components.

Dependencies: No dependencies

FPR_CON.1.1 The TSF shall enforce the [assignment: information flow policy] in order to ensure
that no personally identifiable information (PII) can be obtained by an analysis of
[assignment: characteristics of the information flow that shall be concealed].

FPR_CON.1.2 The TSF shall connect to [assignment: list of external entities] in intervals as
follows [selection: weekly, daily, hourly, [assignment: other interval]] to conceal the
data flow.
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B.3 User-Oriented Protection Profile for Unobservable Message Delivery using
MIX networks [4]

B.3.

1 TOE

The TOE is a software system for unobservable and anonymous message delivery on an open network
such as the Internet and is implemented using a structure known as MIX network. MIX network is
a network of remailer systems, though which a message transits in an encrypted form, along a path
(MIX chain) chosen by user. The aim of this system is to hide the correspondence between origin and
destination of a message to possible attackers and it is structured in such a way that not even the MIX

nOd’ cxvicitnd huytha mnccagn oz ire £l s at
@S5V tHe-HeSSage KR owW-tstumrPpa

B.3.

Ther
infol
conf]
mes
it sh

B.3.

B.3.

This
IEC
subd

B.3.
FDP]

Hier
Dep
FDP|

FDP|

Hier]

TSTCCOOy S pacT

2 Privacy threats

e are several threats to the MIX network. An attacker can compromise some’MIX nd
mation useful to trace or reveal the content of communications. MIX ngde adminig
igure the nodes in an insecure manner. The MIX network shall also provide for an

bage delivery service. This means that, for any message transiting thtough the system
b1l not be possible to obtain enough information to link its origin and‘destination users

3 Extended components

B.1 General

protection profile uses new extended components in the FDP and FPR classes bt
15408-2 does not define any components td)address the respective threats. Th
lauses summarize the extended components defined in [6].

B.2 Information retention control (FDP IRC)

| IRC.1 Subset information retention control

archical to: No other components
endencies: No dependencies

[IRC.1.1 The TSF shall ensure that [assignment: list of user data and/or TSF datal
required for [assignment: list of operations and/or functions] shall be eli
imimediately from the TOE upon termination of the operations and/or f
for which they are required.

| IRC.2 Full'information retention control

hrchjcal to: FDP_IRC.1

des to gain
trators can
lintraceable
at any time,

ecause 1SO/
e following

Iminated
inctions

Dependencies: No dependencies.

FDP_IRC.2.1 The TSF shall ensure that all data required for [assignment: list of operations and/
or functions] shall be erased immediately from the TOE upon termination of the

operations and/or functions for which they are required.
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B.3.3.3 Unlinkability (FPR_UNL)

FPR_UNL.1 Unlinkability of operations

Hierarchical to: No other components
Dependencies: No dependencies.
FPR_UNL.1.1 The TSF shall ensure that [assignment: set of users and/or subjects] are unable to

determine whether [assignment: list of operations] [selection: were caused by-the
same user, are related as follows [assignment: list of relations]].

FPR_UNL.2 Unlinkability of users

HierarchicT to: No other components
Dependencies: No dependencies.
FPR_UNL.2.1 The TSF shall ensure that [assignment: set of users and/orsubjects] are unable fo

determine whether [assignment: list of users] [selection: are referenced by the spme
operation, are referenced by the same object, are referenced by the same subject, fire
related as follows [assignment: list of relations] |

FPR_UNL.3 Unlinkability of subjects

HierarchicT to: No other components
Dependencies: No dependencies.
FPR_UNL.3.1 The TSF shall ensure that [assignment: set of users and/or subjects| are unable fo

determine whether [assignment: list of subjects] [selection: act on behalf of the
same user, are referenced by the same object, are referenced by the same operatidn,
are related as follows [assignment: list of relations]].

FPR_UNL.4{ Unlinkability of objects

Hierarchicall to: No other.components
Dependencies: No dependencies.
FPR_UNL.41 The TSF shall ensure that [assignment: set of users and/or subjects] are unable to

determine whether [assignment: list of objects] [selection: are associated to the
same user, are associated to the same subject, are associated to the same operatian,
are related as follows [assignment: list of relations]].
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B.3.3.4 Distribution of trust (FPR_TRD)

FPR_TRD.1 Administrative domains

Hierarchical to:

No other components

parts

Dependencies: No dependencies.

FPR_TRD.1.1 The TOE shall be divided in separate, independent, intercommunicatin
(administrative domains) governed by distinct access control and authg
configurations.

FPR| TRD.1.2 The distinct administrative domains of the TOE shall explicitlyrequest

FPR| TRD.2 Allocation of information assets

Hierprchical to:

Depéndencies:

FPR|TRD.2.1

FPR|TRD.2.2

FPR|TRD.2.3

FPR[TRD.3 Allocation of processing activities

Hierprchical to:

Depéndencies:

data stored on other parts of the TOE to be granted access to:it.

FPR_TRD.1
No dependencies.

The TOE shall be divided in separate, indepéndent, intercommunicating
(administrative domains) governed by(distinct access control and authg
configurations.

The distinct administrative demains of the TOE shall explicitly request
data stored on other parts ofithe TOE to be granted access to it.

The TSF shall ensure that [assignment: list of data and/or objects] shall
[selection: on different-administrative domains of the TOE, in a form unre
a single administrative domain of the TOE] as to maintain the following ¢
[assignment: list.of conditions on data and/or objects].

FPR.TRD.1

No.dependencies

bntication

access to

r parts
bntication

access to

be stored
hdable by
onditions:

I parts
bntication

access to

FPR|TRD.3.1 The TOE shall be divided in separate, independent, intercommunicating
(administrative domains) governed by distinct access control and authg
configurations.

FPR|TRD.3.2 The distinct administrative domains of the TOE shall explicitly request
datastoredomrotherpartsof the TOEtobegrantedaccesstoit:

FPR_TRD.3.3 The TSF shall ensure that [assignment: list of operations] shall be performed by

different administrative domains of the TOE, so that the following cond
maintained: [assignment: list of conditions on operations].
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Annex C
(normative)

Example of extended components for privacy

C.1 General

This annex defines extended components using the structure required by ISO/IEC 15408-2.

C.2 C(Class FPFW: Privacy Requirements from the ISO/IEC 29100 Privacy
Framework

C.2.1 General

Security fupctional requirements in this class allow the specification of fequirements derived from
ISO/IEC 29100. Those requirements can be used when the framework defined in ISO/IEC 2910( has
been used fo define requirements for the collection, storage and prdcessing of personally identifjable
information] (PII) (see Figure C.1).
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FPFW: Privacy Requirements from the
ISO/IEC 29100 Privacy Framework

FPFW_COI: Choice

FPFW_CON: Consent

FFPW_NOC: Notification of Choice

FFPW_MOC: Modification of Choice

FFPW_RMV: Removal of PII

FFPW_CNV: Conversion of PII

FFPW_DEL: Deletion of PII

FFPW_IPO: Informatiofr about PII Policy

FFPW_RAC: Review and Change of PII

I N N A AN

FFPW_PUD: Periodic update

Figure C.1 — FPFW: Privacy-Requirements from the ISO/IEC 29100 Privacy Framework class
decomposition

C.2.2 Choice

C.2.2.1 Famjly‘behaviour

This| family~defines the security functions derived from the "consent and choice" princjple of ISO/
IEC 29100 (see Figure C.2).

/
FPFW_COT: Choice -1

Figure C.2 — FFPW_COI family component leveling

C.2.2.2 Component levelling

The TSF shall provide choice and obtain consent for the processing of PII through methods, timing and
conditions specified by PP/ST authors.

Management: FPFW_COI
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The following action should be considered for the management functions in FMT:
— The management of the presentation of the choice.
Audit: FPFW_COI

There are no auditable events foreseen.
C.2.2.3 FPFW_COI.1 Presentation of choice

Hierarchical to: No other components

Dependencies: No dependencies

FPFW_COL.JL.1 The TSF shall present a choice of [assignment: List of PII types or items] to
[selection: the PII principal, a user representing the PII principal, [assig@ment: ogher
entity]].

FPFW_COI.[L.2 The TSF shall record and maintain the choice selected.

C.2.3 Obtaining consent

C.2.3.1 F3gmily behaviour

This family defines the security functions derived from the Scénsent and choice" principle of [[SO/
IEC 29100 (pee Figure C.3).

FPFW_CON: Consent

Figure C.3 — FFPW_CON family component leveling

C.2.3.2 Cg¢mponent levelling

The TSF shall provide a mechanism for,obtaining consent for processing PII through methods, timing
and conditipns specified by the PP/ST authors.

Management: FPFW_CON

The followinpg actions should be considered for the management functions in FMT:
— The management@fthe presentation of the request for consent.

Audit: FPFW_CON

The following.actions should be auditable if FPFW_CON.1 is included in the PP/ST:

— User entry for consent.
C.2.3.3 FPFW_CON.1 Obtaining consent

Hierarchical to: No other components
Dependencies: FPFW_COI.1 Presentation of choice

FPFW_CON.1.1 The TSF shall obtain consent from [selection: the PII principal, a user representing
the PII principal, [assignment: other entity]] to allow collection and processing of
[assignment: list of PII types].

38 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=52456abc52a0bd29222410cf940d06c1

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Symbols and abbreviated terms
	5 Purpose and structure of this document
	6 Requirement definition
	6.1 General
	6.2 Security functional requirements (SFRs)
	6.2.1 General
	6.2.2 Example of security functional requirements
	6.2.3 The selection, assignment, refinement and iteration operations
	6.2.4 Dependencies between components
	6.2.5 Structure of security functional components
	6.2.6 List of classes

	6.3 Procedure to specify security functional requirements
	6.4 Procedure to develop functional components
	6.4.1 Procedure
	6.4.2 Existing components for privacy requirements in ISO/IEC 15408-2
	6.4.3 Extended components for privacy requirements in published PP/STs and research papers


	7 Privacy principles
	7.1 General
	7.2 Input for extended components
	7.3 Procedure to develop privacy requirements from privacy principles
	7.4 Extended components for privacy
	7.4.1 “Consent and choice” principle
	7.4.2 "Purpose legitimacy and specification" principle
	7.4.3 "Collection limitation" principle: Collecting PII
	7.4.4 "Data minimization" and "Use, retention and disclosure limitation" principles
	7.4.5 "Openness, transparency and notice" principle
	7.4.6 "Individual participation and access" principle
	7.4.7 "Accuracy and quality" principle
	7.4.8 "Accountability" and "Privacy compliance" principles
	7.4.9 "Information Security" principle


	8 Summary of extended components and related privacy principles
	8.1 General
	8.2 Extended components - general definition
	8.2.1 General
	8.2.2 "Consent and choice" principle
	8.2.3 "Data minimization" and "Use, retention and disclosure limitation" principles
	8.2.4 "Openness, transparency and notice" principle
	8.2.5 "Individual participation and access" principle: Challenging the accuracy and completeness of PII
	8.2.6 "Accuracy and quality" principle: Updating PII periodically


	Annex A (informative)  Existing components used for privacy requirements
	Annex B (informative)  Extended components for privacy in existing Protection Profiles
	Annex C (normative)  Example of extended components for privacy
	Bibliography

