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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Biometrics interoperability profiles — Best practices for
slap tenprint captures

1 Scope

The main goal of this Technical Specification is to give guidelines to follow during the acquisition
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constraints.
cooperative users are out of the scope of this Technical Specification.

n using ten-fingerprint sensors, it is fundamental to know how to use them and how
hg the acquisition. This Technical Specification describes how to capture fingerprints
ifying best practices for slap tenprint captures.

res guidance on the following topics:

recommendations on the hardware of the fingerprint sensor and its deployment;
Fecommendations on user guidance;

Fecommendations on the enrolment process including a sample workflow;
Fecommendations for developers and system integrators on application software;
recommendations on processing, compression and coding of the acquired fingerprint iy
Ffecommendations on operational issues‘and data logging;
Fecommendations on the evaluation of a solution and its components.

pugh this Technical Specification primarily focuses on reaching optimal data quality fo
oses, the recommendationsgiven here are applicable for other purposes. All processej
bod quality tenprint slaps)can take advantage of the best practices reported here.

Sensor hardware requirement

e quality.Ssshould comply with the quality specifications from ISO/IEC
5 V 8.002:2008 [€], Annex F, corresponds to ISO/IEC 19794-4:2011, B.1, and BSI 1
esponds.to ISO/IEC 19794-4:2011, B.3.

ess of slap tenprints in order to obtain fingerprints with the best quality possible within acceptable

to proceed
forrectly by

nages;

 enrolment
which rely

19794-4 [1l.
R-03121[3]

tal internal

.1/, This Technical Specification considers optical sensors based on the principle of t

refle

Slacco
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As soon as sufficient experiences are available and recommendations can be given on emerging technologies,

they

will be included in a future version of this document.

The sensor device should provide methods for re-calibration in the field by qualified service staff if the
device technically supports it.

It is recommended that the compliance of a sensor device to the applicable quality standard can be
verified at any time in the operational environment.

NOTE 2

be necessary for all devices.

© ISO/IEC 2015 - All rights reserved

The need for calibration or re-calibration depends on the sensor technology and calibration might not
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3 Acquisition software

3.1 Acquisition process

For the acquisition process, the highest quality images should be used. The acquisition of these images
should be done automatically. The sequence of images having the highest quality should be used; if a
timeout has occurred then these may be below the desired quality levels.

An example for an acquisition process design can be found in Annex A and Annex B, an example for a
quality metric can be found in Annex C.

3.2 User

The presen

feedback

fe of a user interface is strongly advised to give feedback to the user.

Feedback cqn be given, for example, by

The followi

Additional i
This information can be displayed closg to the sensor and additionally in the waiting zone.

Operators

3.3 Acquisition check

a screef attached in close neighbourhood to the sensor,
illuminpted pictograms on the sensor,

LEDs agsigned to pictograms directly on the sensor.
ng information should be given to the user:

assistafce to finger positioning with images and/or video on the screen and/or audio instructions
(for insgance to instruct the user to move its fingers to the left/right/top/bottom);
visual gnd/or audio notification when a successful acquisition has been completed;

a qualitly indicator for each acquisition, which indicator should be simple [e.g. a two-state logic
good/gpod) or similar];

(not

if possiple, the reason for a bad quality acgitisition (e.g. wrong positioning of the hand).

formation (e.g. a poster or a video) can be used to illustrate to users how to use the system.

ould be trained to give guidance to the users.

The softwafre linked tosthe sensor should take account of the following during the acquisition process in

order to pefform a better acquisition.

Any feddbackyprovided by the sensor software (background correction, quality evaluation, end of
acquisition,etc.).

Atimeout for capturing the best available image in case the specified quality threshold is not reached.

The inability of the subject to provide a full set of fingerprints. Acceptable images for certain fingers
may not have been captured, which could be due to

— missing fingers,
— inability for the subject to interact with the sensor correctly,
— temporary or permanent issues with the subject’s fingerprints.

The image quality of the captured images. This is to enable the system to finish the acquisition
process after the preset quality level or a timeout has been reached.

© ISO/IEC 2015 - All rights reserved
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— The subject’s fingers have been removed from the sensor at the end of the acquisition process.

— Alltwo consecutively captured slaps and captured thumbs are not identical. A duplicate check should
also be performed to ensure that all expected fingers have been captured once and once only.

NOTE
operator instead of the software.

Residual traces have not been acquired.

Due to computational time constraints this recommendation could also be enforced by the

— The fingerprint images are as originally acquired. Optionally, segmented images can be produced.

3.4

3.4.]

Inde
imag
Dep
fingd
a seg

For 1

Recd

NOT

3.4.1

Fing
sect

NOT

and 1nversion between left and right slap has not occurred. This check can be based on {]
physical characteristics of the shapes of both hands.

Image processing

| Segmentation

pendently of physical resolution of the sensor and the image acquired, the resolution of thg
e should be at least 197 ppcm (500 ppi) and, therefore, can differ from the scan resoluti

ending on the call to capture one, two, three or four fiigerprints, this number o
prprints should be extracted from the input image and previded as single fingerprints g
rmentation process which takes into account fingers reported to be missed.

his segmentation process, the following criteria should be fulfilled:

Ability to accept rotated fingerprints having the same direction in an angle up to 45°
Rotated fingerprints having the same direetion should be corrected to be vertical
Segment the first part over the finger(first phalanx)

Segmentation should be performeéed on uncompressed data.

mmended size for fingerprintimages is given in ISO/IEC 19794-4:2011, D.1.
) Size limitation is done in order to prevent performance issues.
. Compression

erprint images.should be compressed according to the recommendations in ISO/IEC 19
on 8.3.17<4mage compression algorithm”.

£ 1 ,-The compression ratio should not be too high, a maximum compression ratio of 15 is rec

he different

fingerprint
n.

[ individual
enerated by

/94-4:2011,

mmended.

NOT

2% The WSQ compression is mainly used for fingerprint compression; it has been optimized to be

compatible with minutiae calculation.

The implementation of the used WSQ algorithm should be certified by the FBI and should be referenced
by the respective certificate number (coded in the WSQ header).

Multiple lossy compressions should be avoided as they harm image quality.

4 Logging and evaluation of data

4.1

General

Logging and evaluation data might be subject to national legal constraints and should be handled

acCco

rdingly.

© ISO/IEC 2015 - All rights reserved
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4.2 Logging data

The purpose of the logging data is not to track people but to give guidance to the staff in charge of the
enrolment and to maintain a constant quality of the acquisition process.

The following data, or parts of it, should be logged.

— transaction ID;

— timestamp of acquisition;

— duratio

n of biometric acquisition process;

— numbel
— numbel
— quality
— overall
— inform
— inform
— inform
— size of §
— testing
— demog}
NOTE I
with more c

whole proce

When used|
verification|

" of captured images;

" of successful captures;

scores for all captured fingerprints;

quality score of captured slap or tenprints sets (if present);

htion about vendor, software, hardware and versions;

htion about the origin (e.g. Agency Identifier);

ition about errors (e.g. about uniqueness check, segmentation, etc.)
icquired data;

flags (if applicable);

aphic data on the subject (gender, age).

might be appropriate to have a regular logging workflow and an evaluation mode logging work

mprehensive logging data. The latter one'could be used for regular or incident-based checks ¢
s.

and identification process:

4.3 Useful statistical evaluations

Conducting
logging dat

As a minim

— quality

regular (e.g. every month, every three month, every year) evaluations on the acqy
 is recommendéd.

hm, the follewing basic set of evaluations should be conducted:

scores distribution;

in a verification or identification scenario, it is recommended to also log results of

— error code-distribution:

— average enrolment duration;

— distribution of enrolment duration;

— distribution of gender and age, especially in relation to quality scores.

flow
f the

the

ired

When used in a verification or identification scenario, it is recommended to also evaluate the
accumulated results of the verification or identification attempts.

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=0609e83d67b40a0629da0d565d5d174a

ISO/IEC TS 20027:2015(E)

5 Operational process

5.1 General user guidance
The presence of a user interface is strongly advised to support better acquisition.
The following placement recommendations should be applied.

— The user should set down the fingers flat on the sensor and in particular their tips but not set down
only the tips [(see Figure 1) a)] or the sides of the fingers (see Figure 1) b)].

a) Tips of the fingers QQ © b) Sides of the fingers

Figure 1 — Fin@ositions on sensor

b)] and avoid any rotation unless a ratation is the only way to place all fingers on the|acquisition
surface of the sensor (see Figure 2\b}].

O

%
— [The user should position his or her fins&% straight, parallel to the edges of the sensor [$ee Figure 2

a) Prefer parallel fingers in relation to the  b) Avoid rotated fingers in relation to the edges
edges

Figure 2 — Finger positions (cont.)

— The user should position the thumb(s) straight, parallel to the edges of the sensor (see Figure 3) and
avoid any rotation.

© ISO/IEC 2015 - All rights reserved 5
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Q
a) Correct thumb position b) Wrong thumb positiqx{f]/
v
Figure 3 — Thumb positions (19

S

— The usé¢r should put down all the fingers simultaneously on the sensor-(do not roll them orn the
sensor pr do not put down one finger after the other on the sensor). \Q/

— The usqgr should not spread fingers too much [see Figure 4 a)] or cro@/ her fingers [see Figure 4]) b)].
AS

a) Spread firng(’s’ b) Crossed fingers
O

@Qﬁgure 4 — Spreading and crossing fingers

Q.

— The usgr sho@entre the hand or the thumb(s) on the sensor acquisition surface.

— The us¢ uld not position his/her fingers on the borders of the sensor acquisition surfade, in
Order to-a gaodd ot g o oot g ot ALt a Sl (can Digiinn O
svotdetttsormissire partotfthestap{see———7-
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placed on the scanning area. If the user has placed the hand

directly on the sensor could cause distortions. %
N\

S

Acquisition process recommendations <<

e advice given by the operator in a super\%
b , etc.) aft h step of th
eeps, etc.) after each step of the proce&

—

1 Samples of pictograms, icons an%&mbols are currently developed in ISO/IEC 24779-4 .3

\)
K 2 A study conducted by the l@lés National Institute of Standards and Technology (NIST
results are obtained by combir{lﬁg

prism surface. .

-

hre too dry[&éu;e 6) c)].

a) Example of a wet finger

finger

Figure 6 — Quality of fingers

© ISO/IEC 2015 - All rights reserved

a) Mind the top border of the sensor b) Mind the low border f&e sensor

/\.
N

Figure 5 — Minding sensor borders q/Q

S

The user should position the fingers on the sensor such that as @1 as possible of the fingers is

e sensor wrongly, 1t should be
bnsured that the hand is removed before putting it down a@‘ﬁ}. n the sensor, as movipg the hand

al instructions should be provided to the user Qnderstand how to position the fingers on the
or correctly. It is recommended to instructsé§& user to look at these instructions cargfully, listen
context and to follow the instructions of the sensor

shows that

udio and video rather than by using written instructions only.[2]

The user should move i@{gﬁt of the sensor and place the indicated finger(s) with great/ease on the

The user should @his/her fingers if they are wet [see Figure 6 a) and b)] or moisten them if they

b) Example of a correct-quality c¢) Example of a too-dry finger
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Different sensor technologies adapt differently to wet or dry fingers. User guidance should consider
such technology information, too.

Especially with an automatic system, the user should be notified when the acquisition procedure
begins. Visual and/or audible feedback may be given depending on the scanner. Furthermore, step-
by-step guidance should be given on the slap or the thumbprint(s) to be actually presented.

The required hand (for a right/left slap) or thumb(s) (for individual or simultaneous thumbprint)
should be directed vertically towards the sensor. The direction of the hand movement should be
perpendicular to the sensor acquisition surface [see Figure 7 a)].

Directipg—tHre—hand—oebhauely he—sensor—and—pressing—on—itin—an—oblgue—way—eauses
distortjon [see Figure 7) b)]. ,\93

O
a) Vertical movement of the hand @lique pressure on the sensor
N
Figure 7 — Hand movement an pressure on sensor

‘Q
The hapd or thumb(s) should be placed conggzﬂy on the sensor (see Figure 8) The live feedpack
should |be used (if any provided) to har@@this operation at best. The term “correctly” refefs to
recommendations described in Qlaus_eé
b\

a) Fingers b) Thumbs

Figure 8 — Correct placement of fingers and thumbs

— Sufficient pressure should be applied on the sensor for the acquisition (in order to cover enough surface

of the finger) but no over-pressure (otherwise fingerprint structures get lost in the image). The user
can be encouraged to use the other hand to apply pressure on the hand to be enrolled if necessary. The
user should then take care that the finger(s) of his other hand do not touch the sensor surface.

© ISO/IEC 2015 - All rights reserved
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6.2
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ISO/IEC TS 2002

Leave the hand or the thumb(s) on the sensor until asked to release by the sensor or the
case the fingers of a user are very dry, he should be encouraged to moisturize them. In

7:2015(E)

operator. In
some cases

the scanning process may take a significant amount of time, so the user should be notified on not

releasing the hand or finger(s) until requested.

The hand or the thumb(s) should not be moved during the acquisition. Once the acquisition is done,

the user should be notified. Then, the next slap or the next thumbprint(s) to be acquire
to the implemented workflow should be indicated.

d according

The user should remove his/her hand or the thumb(s) completely from the sensor before recapturing,

moving to the next capture step or ending the process.

Dperational issues

Placement recommendations
placement of the device is a critical issue for a correct acquisition.
following is recommended.

ive access to the sensor so that the user is able to position hiniself/herself with great e
Lo place his/her hands and thumbs on it.

Place the sensor in its best working way in accordance with manufacturer recommendd

Specify the height range of people to be captured: Rerform own tests on the best placg
height for acquisition is elbow height.

Fnsure thatany stronglight sources do not ditectly illuminate into the sensor prism. Thig
Hirect lights. However, ensure appropriatéenvironmental illumination allowing user a
h good view on the sensor.

As light can change, the operator shiould be aware of this change in luminosity and react

The room temperature should-be set to avoid a large temperature difference betw
surface and finger(s). Failure to do this could cause halo effects due to condensation in t
mages. Some sensors afe;able to work under far larger temperature constraints, e.g. b
have heated prisms. Furthermore, for other than indoor uses the chosen sensors shoul

bperate under other-(usually rougher) environmental constraints.
NOTE1 A complex operational scenario has been developed in ISO/IEC 29197.[8]

NOTE 2 _<Phis Technical Specification is primarily intended for enrolment applications, but m3
be applicable to field-level verification procedures or similar.

hse in order

1tions.[3]

ment. Ideal

includes all
hd operator

hccordingly.

‘een sensor
he captured
ecause they
d be able to

y partly also

Make-sure that the sensor is correctly fixed and stable in order to prevent any moveme
cqguisition of the prints.

nr: during the

NOTE 3
devices can be useful.

Calibration recommendations
following is recommended.

Clean the acquisition surface of the sensor before its initialization in accordanc

In order to address accessibility concerns (e.g. people in wheelchairs), temporarily detachable

e with the

manufacturer recommendations for best results with products recommended by the manufacturer.

Failure to do this can result in ghost images.

© ISO/IEC 2015 - All rights reserved
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— Carry out the sensor calibration if applicable (refer to the instructions given by the sensor
manufacturer). During this calibration process, no object should be on the sensor, and the surface
should be clean.

Check if the sensor needs to be covered with a lid during calibration. Information as to whether this
is necessary will be provided by the sensor manufacturer.

6.3 Cleaning recommendations

The following is recommended.

— Cleant
hygieni
be able
in high

6.4 Oper

The followi

— Providg

— Providé

ne acquisition surface of the sensor in accordance with manufacturer recommendation
c reasons, with products recommended by manufacturer. Good capturing software. sh
to deal with minor pollution, as it is not realistic that for every user the sensor cambe'cle
throughput applications.

ator recommendations
g is recommended.
dry soft tissue if necessary in order to wipe the fingers if they‘ate wet or sweaty.

humidifying pads if necessary in order to moisten the fingers’if they are too dry or cold

s for
ould
hned

The

need for drying or humidifying fingers mostly depends on the envitonmental conditions and on the

sensor

In the case
Therefore,
trained in @
enrolment i
capabilities

Operators §

Characteristics. Disinfecting towels can be provided to@ddress hygienic issues.

training operators involved in the acquisitien®process is crucial. Operators shoul
rder to make them effective in helping users’during the enrolment and verifying that

and to provide new information to theim;

hall ensure that the person acquiring fingerprints does not use any finger dummies, f|

or somethipg similar. Therefore, a direct view to the sensor is necessary. It is recommended tha

person shoy

vs his fingers to the operator, before starting the acquisition process.

bf enrolment, the acquisition quality is even more important than in the case of verification.

1 be
this

5 done correctly. Operator training shouldde repeated frequently to maintain the operaltor’s

akes
r the

10
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Example of acquisition process

This annex explains how an acquisition of ten slap fingers is made in a general way.

See

At fi
If th
perf

The
muld

Figure A.1.

Slap acquisition

Fst, one capture of the hand is performed. Then, the quality of each captured fingerprint
e quality of all fingers is good enough, the acquisition is successful. Otherwise, the a¢quisition is
brmed again (with a maximum of three attempts in this example).

is checked.

Slap acquisition |—o

thumbs

-I Slap acquisition I——~

End

Figure A:1 — Overview of a ten-slap enrolment

Ask for the ACﬁuire alr.ld cofntrol OK'Or BYPASS Ask for thd
right hand the qilrlgalty otan Available after left hand
ge 3 roi
rejected
| acquisitions
KO: Retry
Ask for the

process begins with the acquisition of fingerprints of the right hand. In the standar
i-finger acquisition.s applied. Therefore, multiple fingerprints are captured at once. The quality of

all fingerprints of this hand is checked. If this quality is not sufficient, then the right hand

agai

h. The process should prefer the slap with the best overall quality.

1 process, a

is captured

If the required(quality cannot be achieved for all fingerprints within the three attemptdd captures,

ther

he nrocess):
T oL

b are twoe-alternatives:

httempting another capture (operator will decide how many captures he wants befo

|re stopping

— the system keeps the image with the best average quality and continues with the next slap.

After the acquisition of fingerprints from the slap of the right hand, the fingerprints from the slap of the
left hand and finally those of the thumbprints are captured.

In addition to the set of ten fingerprints, this process also delivers complete slap images including the
angles between fingers.

NOTE

© ISO/IEC 2015 - All rights reserved

The need for complete slap images depends on the application.
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Annex B
(informative)

Example of an acquisition process based on composite records

See Figure B.1 and Figure B.2.

Figure B.1 — Concept of composite records

This annex pxplaing’how to build composite records based on cross matching.

NOTE This,process only applies to tenprint sets without corresponding control slaps of images.

Multiple Captul €S (t}ll eetimesirthis CAalllp}C) arcpct formed—Ttorevet Y oius}c fiuér;l otrtofthe Set, the
three fingerprints are matched against each other and the one that matches best against the other two
is chosen for the composite record.

If the acquisition of specific fingers is too difficult in multi-finger capture, the process should switch to
single-finger capture for those.

If the acquired fingerprints have poor quality at least one repetition of the appropriate process should
be enforced before accepting lower quality fingerprints.

12 © ISO/IEC 2015 - All rights reserved
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Start Enrolment

10 fingers

——————— »— —— — — — — — —_— =
|
|
e ' 2 2
| g &Acquisition of fingerprints / [} e
! = = C n times y é 3

5 | o =
K-S S Zo
T QN
| | X
|
| | A
] &
| : N

|
| L All qualities ok? "
| no Q c n [ |
: e QQ » ]
S

| Q)‘\
| )
| ot
|
|
|
|
|

All qualities ok?

End Enrolment

\ 10 fingers )

Figure B.2 — Overview of the enrolment of ten fingers

Composite records based on cross matching

— The process begins with the acquisition of fingerprints of the right hand. In the standard process
multi finger acquisition is applied. Therefore, multiple fingerprints are captured at once while the
sequence of fingerprint acquisition is repeated three times.
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