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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The preecedures—tsed—to—developth ment-and-these—ntendedfor-its—further-maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criterianeeded for the
different types of ISO documents should be noted. This document was drafted in acéordapce with the
editdrial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of
patent rights. ISO shall not be held responsible for identifying any or all sueh ‘patent rights. Details of
any patent rights identified during the development of the document willbe in the Introdu¢tion and/or
on the ISO list of patent declarations received (see www.iso.org/patents);

Any trade name used in this document is information given for the'éonvenience of users gnd does not
consfitute an endorsement.

For an explanation of the voluntary nature of standards; the meaning of ISO specifi¢ terms and
exprgssions related to conformity assessment, as wellvas information about ISO's aglherence to
the World Trade Organization (WTO) principles in‘the Technical Barriers to Trade| (TBT), see
www.iso.org/iso/foreword.html.

Thisdocument was prepared by Technical Committee ISO/TC 68, Financial services, Subconfmittee SC 2,
Financial services, security.

This|document cancels and replaces the former ISO 11568 series, which has been technically revised.
The main changes are as follows:

— 3ll parts of the series combined into a single document;
— {flixed key no longer included in the permissible methods of transaction key management;
— required key replacément policy (see 4.13) added;

— ¢leartext keydihjéction removed;

— AES DUKRT introduced as a key management method.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Retail financial transactions are often transmitted over potentially non-secure channels, which,
if exploited, can result in fraud. The vast range in value and volume of such transactions exposes
participants to severe risks, which can be uninsurable. To protect against these risks, many institutions
are employing encryption. The encryption algorithms used are in the public domain. The security and
reliability of any process based on these algorithms is directly dependent on the protection afforded to
secrets called cryptographic keys.

This document describes requirements and provides guidance for the secure management of
cryptograph S protectsensttive-tormatioftaretat-Hnatnets teesenviro
example in messages between a card acceptor and an Acquirer. Typical services in the retail firia
services domain include point-of-sale (POS) debit and credit authorizations and automated feller
machine (ATM) transactions. While it is designed with these environments in mind, it may-also be|used
in unrelated applications. For example, such keys could be used for:

— encrypfling Personal Identification Numbers (PIN) (see [SO 9564-1);
— authentjicating messages;

— encrypfling other data;

— encrypfling or deriving cryptographic keys;

— automated symmetric key distribution using asymmetric techniques.

vi © IS0 2023 - All rights reserved
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1 Scope

1.1
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includes guidance and requirements related to key separation, substitution prevention, i
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Requ

1.2
This

customers through that financial institution's website or applications.

This
(PIN

This
mant

This
using

2

The
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unda

1S0/

Normative references

General

ed to protect sensitive information in financial services related to retail payments,'T
s all aspects of retail financial services, including connections between a card-acce
n Acquirer, between an Acquirer and a card Issuer, and between an ICC and a card~accej
pers all phases of the key life cycle, including the generation, distribution(aitilizatio
cement and destruction of the keying material. This document covers ‘manual ang
hgement of keying material, and any combination thereof, used for retail financial

hronization, integrity, confidentiality and compromise, as well\as’' logging and au
hgement events.

irements associated with hardware used to manage keys have also been included in thi

Scope exclusions

document does not specifically address internetbanking services offered by an Issuer

document does not address using asymmetric keys to encrypt the Personal Identificat
or any other data and does not addre$s-asymmetric keys managed with asymmetric

document is not intended to apply to the management of the keys installed in an
hfacturing or the initial key established in an ICC during card personalization.

document is not intended-to address post-quantum encryption considerations. Key 1
r quantum technologies(is,out of scope of this document.

following doeumments are referred to in the text in such a way that some or all of t
Fitutes requirements of this document. For dated references, only the edition cited
ted references, the latest edition of the referenced document (including any amendme

E€ 9797 (all parts), Information technology — Security techniques — Message Authenti

(MA(

eys that can

e document
bting device
bting device.
, archiving,
automated
services. It
ntification,

glle
iting of key

s document.

to their own

ion Number
keys.

ICC during

nanagement

heir content
applies. For
hts) applies.

ration Codes

(<)
7

ISO/IEC 11770 (all parts), Information security — Key management

ISO 13491 (all parts), Financial services — Secure cryptographic devices (retail)

ISO 16609, Financial services — Requirements for message authentication using symmetric techniques

ISO/IEC 18031, Information technology — Security techniques — Random bit generation

[SO/IEC 18032, Information security — Prime number generation

ISO/IEC 18033 (all parts), Information security — Encryption algorithms

ISO/IEC 19592-2, Information technology — Security techniques — Secret sharing — Part 2: Fundamental
mechanisms
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72, Information security — Authenticated encryption

[SO 20038, Banking and related financial services — Key wrap using AES

[SO 21188:2

018, Public key infrastructure for financial services — Practices and policy framework

ANSI X9.63, Public Key Cryptography for the Financial Services Industry — Key Agreement and Key
Management Using Elliptic Curve-Based Cryptography

ANSI X9.143

, Retail Financial Services — Interoperable Secure Key Block Specification

RFC 3647, Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework,

Internet Req

3 Terms

For the pury
[SO and IEC
ISO Onl

IEC Eled

3.1
Acquirer
institution
(3.84) and i}

[SOURCE: IS

3.2
Advanced H
AES
16-byte blog

Note 1 to ent

3.3
algorithm
specified m§
result

[SOURCE: IS

3.4
archived kg

est jor Comments 364/, 5. Chokhani, W. Ford, K. Sabett, C. Merrlll, 5. Wu, November 200

and definitions
oses of this document, the following terms and definitions apply.
maintain terminology databases for use in standardization at the folowing addresses

ne browsing platform: available at https://www.iso.org/obp

tropedia: available at https://www.electropedia.org/

or its agent) which acquires from the card acceptor the data relating to the transq
hitiates the data into an Interchange (3.47) systein
0/1EC 7812-1:2017, 3.1]

ncryption Standard

k cipher (3.3)

ry: This is defined in ISO/IE€18033-3.

ithematical proceéss for computation or set of rules which, if followed, will give a presc

0 16609:2022, 3.1]

LY

iction

ribed

inactive cry,

3.5

'lfngrnphir l(py ('2 79) thatis hning stored in a secure manner fora nnn-npprnfinnq] pur

asymmetric algorithm
cryptographic algorithm (3.27) that uses two related keys, a public key (3.71) and a private key (3.69),
where the two keys have the property that, given the public key, it is computationally infeasible (3.25) to
derive the private key

3.6

asymmetric cryptosystem

cryptosyste

m using asymmetric algorithms (3.5)

pose

© IS0 2023 - All rights reserved


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://standardsiso.com/api/?name=243d42aa67be36e1bfe0762be53efb4a

3.7
auth
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entication

provision of assurance that a claimed characteristic of an entity is correct

[SOU

3.8
auth
mess

[SOU

RCE: ISO/IEC 27000:2018, 3.5]

entication element
age element that is to be protected by authentication (3.7)

RCE: I1SO 16609:2022, 3.12, modified — Term revised.]

3.9
Base
BDK
key
origi
3.10

BDK
32-b

Note

3.11
card
part)
inter]

[soy

3.12
certi
digit
serv

[soy

3.13
certi
CA

entit
mate

[SOU
3.14

Derivation Key

ised in derivation (3.32) to generate initial DUKPT keys (3.45) for installation into
nating secure cryptographic devices (3.75) and for transaction processing

ID
t value that identifies the Base Derivation Key (3.9)

1 to entry: This was formerly known as the Key Set Identifier (KSI}{3.57) in the TDEA DUKPT 5

acceptor
/ accepting the card for the purpose of presenting transaction data to an Acqui
imediary facilitating the transaction flow

RCE: ISO/IEC 7812-1:2017, 3.3]

ficate
hlly signed statement that binds-the’value of a public key to the identity of the persd
ce that holds the corresponding'private key

RCE: 1SO 20415:2019, 3.15;modified — Term revised.]

ficate authority

y that vouches for the binding between a device’s identity, its public key and associ
rial

RCE: ISO/YEC/IEEE 8802-11:2022, definition modified.]

transaction

pecification.

rer (3.1) or

n, device or

ated keying

certi

ficate authority system

CA system
infrastructure required to manage, maintain and secure the key pairs and certificates of the certificate
authority (3.13)

Note 1 to entry: A CA system will typically include one or more Hardware Security Modules (3.42), firmware,

comp

3.15

uter equipment, operating systems and software

certificate policy

CP

named set of rules that indicates the applicability of a certificate to a particular community and/or

class

[SOU

©ISO
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3.16

certificate practice statement

CPS

statement of the practices which a certificate authority (3.13) employs in issuing certificates (3.12)
and which defines the equipment, policies and procedures the certificate authority uses to satisfy the
requirements specified in the certificate policies (3.15) that are supported by it

3.17
certificate subject
entity identified in a certificate (3.12)

EXAMPLE SecHre-cryptographic-device{3-75)

3.18
chain of custody
demonstrablle possession, movement, handling and location of material from one pointdn time [until
another

[SOURCE: ISO/IEC 27050-1:2019, 3.1]

3.19
check value
key check value
KCV
component theck value
CCv
non-secret yalue that is cryptographically related to the key (er component) and is used to verify that
the underlying value is as expected

Note 1 to entfy: It is possible for different keys or components-to have the same check value.

3.20

cipher
method for the transformation of data in order'to hide its information content, prevent its undet¢cted
modification and/or prevent its unauthorized use

3.21
ciphertext
data which has been transformed to hide its information content

[SOURCE: ISO/IEC 18033-1:2021, 3.7]

3.22

cleartext
plaintext
unencryptefl information

[SOURCE: ISOAEC-18633-1-2621,3-261

3.23
communicating pair
two parties (usually institutions) sending and receiving transactions

Note 1 to entry: This includes alternate processing sites either owned or contracted by either communicating
party.

4 © IS0 2023 - All rights reserved
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3.24

compromise

<cryptography> breach or failure of the security of a process or system used to protect the
confidentiality or integrity of sensitive information

Note 1 to entry: Compromise includes situations in which either unauthorized disclosure of sensitive information
could have occurred or appropriate control is not demonstrable.

3.25
computationally infeasible
property that a computation is theoretically achievable but is not feasible in terms of the time or

resowrees raaguirad tonarform it
preesSeqtrea+o-perrorit

3.26
credentials
identification data for an entity, incorporating at a minimum the entity's distinguishéd namle and public
key

3.27
cryptographic algorithm
algonithm (3.3) for the transforming of data using a cryptographic key.(3.28)

Note|1 to entry: Data transformation includes operations such-a$ encryption (3.40), decryption (3.31),
synchronized generation of keying material and computation or yerification of a digital signaturge or Message
Authentication Code.

3.28
cryptographic key
key
sequpnce of bits that determine the outcome of alcryptographic operation

Note [l to entry: See cryptographic algorithm for'further details.

Note|2 to entry: Examples of cryptographic operations include encryption, decryption, check function
complutation, derivation, signature generafion or verification, and authentication.

3.29
cryptographic strength
str%gth

computational cost of the-most effective known attack against a given cryptographic algorithm and key
size

Note|l to entry: The-eryptographic strength is usually a function of key size, but different algorithhms can have
diffeffent cryptographic strengths even though their key sizes are the same.

Note [2 to entry: The strength of a given algorithm and key size can vary depending on the use of the algorithm.
For example, uses with few or no plaintext-ciphertext pairs could be more resistant to attack than uses with
manyf pairs under a given key.

3.30

cryptoperiod

defined period of time during which a specific cryptographic key (3.28) is authorized for use or during
which the cryptographic keys in a given system may remain in effect

[SOURCE: ISO 16609:2022, 3.9]

3.31
decryption
process of transforming ciphertext (3.21) data into cleartext (3.22) data

© IS0 2023 - All rights reserved 5
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3.32
derivation

2023(E)

cryptographic transformation process that is used to derive one value from another value

Note 1 to entry: This is typically used to produce new cryptographic keys (3.28), which can potentially be used for
different purposes, from a single key.

3.33
Derivation
Derivation
DID

32-bit value

Identifier
ID

usina tha Paoco NDorivuatin
B RO

(3.9)

Note 1 to ent
specification

3.34
derivation
cryptograph

3.35
derived un
DUKPT

key manage
of any past |

Note 1 to ent
data transmi

3.36

digital cert
asymmetrid
signatures (]

3.37
digital sign|

TrOTTIT

that idantifiac tha cnacific jpitigl DITKDT 1oy (2 ACY darivad
tHa e Rt e S—Re-SpeacH A o<y 1238 vea e

ry: This was formerly known as the 19-bit value Device ID (DID) or TRSM ID in the TDEA D

key

ic key (3.28) that is used to cryptographically compute another keyusing derivation (3.

que key per transaction

ment method that uses a unique key for each transaction (3.84) and prevents the disclg
key used by the transaction originating SCD (3.86)

ry: The unique transaction keys (3.85) are derived from a Base Derivation Key (3.9) and non-{
fted as part of each transaction.

ificate
cryptosystem that provides for the creation and subsequent verification of d
.37)

ature

cryptograp

corresponding public-key certificate, provides the services of origin authentication, data integrity
signer non-ilepudiation

3.38

double-length TDEA key
TDEA key hpving a length of 128 bits, consisting of 112 key bits and 16 parity bits, which is typ
represented in 32 hexadecimal digits

3.39

ic transformation of datawhich, when associated with a data unit and accompanied b|

1 Key

JKPT

.32)

sure

ecret

igital

y the
F and

cally

dual controt

process of utilizing two or more separate individuals operating in concert to protect sensitive functions
or information whereby no single individual is able to use the function or access all the information

alone

Note 1 to entry: A cryptographic key (3.28) is an example of the type of material protected using dual control.

Note 2 to entry: For protecting cryptographic keys and other sensitive data, this concept is closely related to split
knowledge (3.77).

[SOURCE: IS

09564-1:2017, 3.10, modified — Definition revised and notes to entry added.]
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3.40

encryption

encipherment

process of transforming cleartext (3.22) data into ciphertext (3.21) data for the purpose of security or
privacy

341

exclusive-or

XOR

mathematical operation defined as: 0 XOR0=00XOR1=11XOR0=11XOR1=0

Hardware Security Module

secutte cryptographic device (3.75) that provides a set of secure cryptographie_services including, but
not limited to, key generation, cryptogram creation, PIN translation and certificate signing

[SOURCE: ISO 13491-1:2016, 3.23]

3.43
hash function
one-yay function that maps a set of strings of arbitrary lengtlvon to a set of fixed-length stfings of bits

Note |l to entry: The output is generally relatively small.

Note |2 to entry: A collision-resistant hash function hasthe property that it is computationally|infeasible to
construct distinct inputs that map to the same output.

3.44
independent communication
process that allows an entity to counter-verify the correctness of a credential and identification
docujments prior to producing a certificate

EXANPLE Call-back, visual identifiecation.

3.45
initial DUKPT key
IK
uniqpe cryptographickey (3.28) loaded into a secure cryptographic device (3.75) that has Heen derived
from|a Base Derivation Key (3.9)

3.46
Initipl Key ID
64-bjt value-that identifies the specific initial DUKPT key (3.45) derived under the Base Ddrivation Key
(3.9)

Note 1 to entry: It is a concatenation of the BDK ID (3.10) and the Derivation ID (3.33)

3.47
Interchange
mutual acceptance and exchange of messages between institutions for card payment transactions

3.48
Issuer
institution holding the account identified by the Primary Account Number (PAN)

Note 1 to entry: See Annex ] for additional information on the role an Issuer plays in the payment environment.

©1S0 2023 - All rights reserved 7
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3.49

key agreement

process of establishing a shared secret key between entities in such a way that neither of them can
predetermine the value of that key

Note 1 to entry: By predetermine, it is meant that neither entity A nor entity B can, in a computationally efficient
way, choose a smaller key space and force the computed key in the protocol to fall into that key space.

[SOURCE: ISO/IEC 11770-4:2017, 3.13]

3.50

key component
component
one of at leagt two values that are combined using XOR to form a symmetric cryptographic key-(3.218)

Note 1 to entfy: Each component has the same format (including length) as the cryptographic key.

3.51
key distribution host
KDH
host distributing keys in the SKDAT (3.79) key distribution methodology

Note 1 to entfy: See Annex K for more details on the role a KDH plays in SKDAK

3.52
key encryption key
KEK
key used ex¢lusively to encrypt and decrypt other keys

3.53
key receiving device
KRD
device receiying keys in the SKDAT (3.79) key distribution methodology

3.54
key separation
method for ¢nsuring that a key is usedfor only its intended purpose

3.55
Key Serial Number
KSN
concatenatipn of the Initial. Key ID (3.46) and the transaction counter used in DUKPT (3.35)

3.56

key set
group of keys thatare all determined by a common cryptographic procedure and differentiated by|non-
secret input{steh that knowledge of one key does not disclose any other key in the group

3.57

Key Set Identifier

KSI

non-secret value that uniquely identifies a key set (3.56)

3.58

key share

result of dividing a cryptographic key (3.28) into some number (n) of pieces (shares), such that a
designated minimum number (m) of pieces are required to reconstitute the key

Note 1 to entry: Each key share is constructed in such a manner that access to fewer than m shares does not
disclose any information about the key. In all cases, m is greater than 1 and less than or equal to n.

Note 2 to entry: A secret sharing scheme involving key shares is often referred to as an "m of n scheme".

8 © IS0 2023 - All rights reserved
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3.59
keying material
data that comprise a complete cryptographic key (3.28) and its relevant metadata

EXAMPLE Keys, attributes, initialization vectors.

3.60

master key

highest level of key encrypting key in a hierarchy of key encryption keys (3.52) and transaction keys
(3.85)

3.61
message authentication
veriffcation that a message was sent by the purported originator to the intended recipient pnd that the
mesgage was not changed in transit

[SOURCE: ISO/IEC 20944-1:2013, 3.11.1.9]

3.62
Mesgage Authentication Code
MAC
crypfographic value used to confirm that the message came from the stated sender and Rjas not been
chanjged in transit

3.63
nodg
point in a network that does some form of processing of.data

EXANPLE Terminal, Acquirer, switch.

3.64
non-repudiation
service that provides verifiable evidence td-substantiate integrity and origin of data, therebyj eliminating
succ¢ssful deniability

3.65
parity
result of a calculation of the nirtmber of ‘1’ bits in a string of ‘0’ and ‘1’ bits that indicates whether the
number of ‘1’ bits is odd oreven

3.66
payrpent instrument
physjcal payment card, electronic equivalent or other electronic instrument or order used for the
trangmission®r payment of money, sold or issued to one or more persons, whether or not the¢ instrument
is nepotiable

Note |1¢to entry: This does not include any credit card voucher, any letter of credit or any instrlilment that is

r d,\ mabhlahothao Tecynrin gaade o caruicac
e CCTITaoTCT Oy tIICTooutT I 00U UT SCTvICTOor

3.67

Personal Identification Number

PIN

string of numeric digits established as a shared secret between the account owner and the Issuer (3.48),
for subsequent use to validate authorized card usage

[SOURCE: ISO 9564-1:2017, 3.19, modified]
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Primary Account Number

PAN

assigned number, composed of an Issuer identification number, an individual account identification and
an accompanying check digit that identifies the card Issuer and account owner (who is the cardholder

for physical

cards)

Note 1 to entry: The accompanying check digit is specified in ISO/IEC 7812-1.

[SOURCE: IS
3.69

09564-1:2017, 3.22, modified]

private key
key in an as

3.70

pseudo-ran
process that
it was gener

3.71
public key
key of an enf

[SOURCE: IS

3.72
random
value in a s
hence is uny

3.73
recipient
person, inst

3.74

replay
process of s
perpetratin

3.75

ymmetric key pair which is known only by that entity

dom process
produces a value which is statistically random and essentially unpredictable even th
ated by a deterministic algorithm

ity’s asymmetric key pair which can usually be made publiecwithout compromising sec

0/IEC 11770-1:2010, 2.36]

t that has an equal probability of being selected from the total population of possibil
redictable

tution or other party that is responsible for and authorized to receive a message or pac

ending a message which contains all or part of a previously sent message, as a meth
b a fraud

secure cryptographic device

SCD
device that
can be integ

EXAMPLE

provides{physically and logically protected cryptographic services and storage and W
rated.ifito a larger system such as an ATM or POS terminal

entry device (PED), Hardware Security Module (HSM).

pugh

urity

ities,

kage

bd of

rhich

[SOURCE: IS

3.76
sender

0 13491-1:2016, 3.28]

person, institution or other entity transmitting a message or package

3.77
split knowl

edge

condition under which two or more individuals separately and confidentially have information that,
individually, convey no knowledge of the resulting combined information

EXAMPLE

10

Components (3.50) of a cryptographic key (3.28) managed under strict custody separation such
that no one person can gain access to the entire set.
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[SOURCE: ISO 9564-1:2017, 3.28, modified — Definition revised and example added.]

3.78
symmetric key
secret cryptographic key (3.28) that is used in a symmetric algorithm (3.3)

3.79

symmetric key distribution using asymmetric techniques

SKDAT

key distribution method that uses asymmetric cryptography to protect the keys during transport

Note 1.to entry- See Annex K

3.80
switch
node that can route data from a node to other nodes

3.81
tamper evident and authenticable bag
TEAbag

one-fime use packaging that is designed in such a way as to make it ixifeasible to access the contents
withput detection and has a pre-printed unique identifier that cannot be changed without {detection to
allow for authentication

Note [l to entry: The form of the packaging is not necessarily restricted to a bag.

3.82
tampering
unaythorized modification that compromises the sécurity properties of a device or security container

EXANPLE1 Insertion of active or passive tapping mechanisms into a device to determine, recqrd or modify
secreft data.

EXANPLE 2  An attempt to penetrate or:epen a security container, TEA bag or device.

3.83
terminal
devi¢e or system that initiates.a transaction (3.84) and is, contains or interfaces with a [transaction-
originating SCD (3.86) for cryptographic functions

3.84
trankaction
series of messagesito perform a predefined function

EXANIPLE Payment transaction.

3.85
tranpaction key
key used to cryptographically protect the transaction data elements between nodes

Note 1 to entry: If more than one key is used for different cryptographic functions, each key can be a variant or
derivative of the transaction key.

Note 2 to entry: A transaction key is sometimes referred to as a data key, communications key, session key or
working key.

3.86

transaction-originating SCD

secure cryptographic device (3.75) that is, is integrated in or is used by the terminal (3.83) that initiates
the financial transaction (3.84)

EXAMPLE PIN entry device.
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Note 1 to entry: An intermediate device that processes the transaction, such as a Hardware Security Module
(3.42), is not a transaction-originating SCD.

3.87

Triple Data Encryption Algorithm

TDEA

symmetric algorithm (3.3)

Note 1 to entry: The TDEA is specified in the ISO/IEC 18033 series.

3.88

triple-lengt

h TDEA key

Triple Data 1
parity bits, {

3.89
verificatior
process of a

4 Keym
4.1 Gene

4.1.1 Key

Key generat

policy is apf
Annex D; fo

The impact
for manager

It is necess3
modified or

This subclay

4.1.2 Dua

The manags¢
shall ensuré
an individu
of shares to
component

hat is typically represented in 48 hexadecimal digits

]
ssociating and/or checking a unique characteristic

anagement requirements
ral

management strategy

ion, storage, loading, transport, use and destruction are points at which a key manage
lied to ensure the secrecy of the keys. For an illustration of the symmetric key life cycl
the asymmetric key life cycle, see Annex E.

bf a compromise of a given key should bétaken into consideration when deciding the p
hent.

ry to employ mechanisms that detect or prevent the unauthorized use of a key, the u
substituted keys or the replay of keys.

[se includes general requirements that apply to the management of keys.

1 control and splitkinowledge of secret or private keys

ment of cleartext components or shares of symmetric (secret) and asymmetric private
dual controkand split knowledge of the resulting key. Throughout the life cycle of 3
il shall not‘have (or have had) access to all cleartext components or a sufficient nu

br share shall have received adequate training and shall have signed an acknowledge

of their resp

incryption Algorithm (3.87) key having a length of 192 bits, consisting of 168 key bitsand 24

ment
b, see

olicy

se of

keys
key,
mber

form the key. Each person or group of persons (e.g. custodian) responsible for each key

ment

onsibilities to keep secret the key component or share entrusted to them.

The chain of custody for each cleartext component or share shall be documented and such documentation

shall be mai

ntained.

Access to fewer than the number of shares required to reconstruct the plain text symmetric or private
key or components required to reconstruct a symmetric key shall give no information about the overall

key.

A cleartext key share or component of a symmetric or private key shall be accessible only to the person
or group of persons to whom it has been entrusted and only for the minimum duration required.

12
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Permissible key forms

4.1.3.1 Permissible symmetric key forms

Symmetric cryptographic keys shall only exist in one or more of the following forms:

a)
b)
1)
3)
c)
iy
1)

in a secure cryptographic device (SCD) as specified in 4.2;

if encrypted and outside an SCD:

SCD using an AES

as cryptograms of key shares or key components, where the cryptograms have 4
inside an SCD using an AES or TDEA key encrypting key (see 4.1.5 for appli¢able }
and 4.5 for key block requirements);

as cryptograms of the key, key shares or key components that have been created i
using an asymmetric algorithm listed in Annex F.

if not encrypted and outside of an SCD:

as two or more full-length key components that are managed in accordance with 4
achieving dual control and split knowledge of the key;

as two or more key shares that are created using-a‘secret sharing method which|

or TDEA key

nents);
een created

tey strength

1side an SCD

1.2, thereby

is perfectly

information-theoretically confidential, is defined in ISO/IEC 19592-2 and inanaged in

accordance with 4.1.2, thereby achieving dual'control and split knowledge of the k

A coinponent shall only be associated with a singte key, except by chance.

A key encrypting key that protects a large nimber of keys, such as an Acquirer or Issuer

that

is managed as components or shares, should be managed as at least three separatg

components or shares, so that it requires-at least three people to load the key.

4.1.3.2 Permissible asymmetric key forms

4.1.3.2.1 Asymmetric private key forms

Asymmetric private keys-shall only exist in one or more of the following forms:

a) ithin an SChas’specified in 4.2.

if encrypted'and outside an SCD (including transport between SCDs):

as(a cryptogram of the key that has been created inside an SCD using an AES d

by,

op-level key
ly managed

r TDEA key

encrypting key (see 4.1.5 for applicable cryptographic strength and 4.5 foi

" key block

b)
D
2)
3)
‘)

requiremerntsj;

as cryptograms of key shares, where the cryptograms have been created inside a

n SCD using

an AES or TDEA key encrypting key (see 4.1.5 for applicable key strength and 4.5 for key block

requirements);

as cryptograms of the key or key shares that have been created inside an SCD using RSA OAEP

or ECIES as defined in ISO/IEC 19592-2;

if not encrypted and outside of an SCD, only as two or more key shares that are created using a

secret sharing method which is perfectly information-theoretically confidential, is included in
ISO/IEC 19592-2 and managed in accordance with 4.1.2, thereby achieving dual control and split
knowledge of the key.

© IS0 2023 - All rights reserved
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4.1.3.2.2 Asymmetric public key forms

In an asymmetric cryptosystem there is no secrecy requirement for the storage of the public key, but
authenticity and integrity of this key shall be ensured before use, preventing substitution or alteration
of the public key or associated information without detection.

One or more of the following techniques shall be used to ensure public key integrity:

key certificate in accordance with 4.3 and 4.4;

create a

sign the public key and associated data using a digital signature system, thereby creating a public

MAC for the public key and associated data, using an algorithm defined by ISO 16609 and a

key use
depend

use the
4.1.4 Log

4.1.4.1 Gq

All instance
loaded, stor
are maintai

those recordls for a finite length of time after the key is removed.from service. At a minimum, rec

kept by eac
(e.g. generaf
number(s) (

Except in tH
for the leng
keys are cf
dynamic ke
Similarly, ir
manual inte
Such logging

4.1.4.2 Asg
All operatio
The integrit]

For CA oper
these activit

1 only for this purpose;
on protections of an SCD (see the ISO 13491 series);

key verification techniques as defined in 4.8.3 (when the public key is storedin plain t
ging
bneral

5 in which cleartext key components or shares are createdyréceived, accessed, transpg
ed or destroyed shall be recorded. A policy that defineg the length of time such req
hed shall exist and be in use. Consideration should be given to the possible need to in

h party managing the key shall reflect the date,“time, person(s) involved, activity
ion, destruction, shipment), reason for activity, SCD Identifier (if applicable) and TE4
f applicable).

e case of intermediate or ephemeral kéys that exist only within a specific SCD and
th of time necessary to execute a cryptographic function, instances where cryptogr

bxt).

rted,
ords
bpect
ords
type
\ bag

only
iphic

eated, transported, received, replaced or destroyed without manual intervention| (e.g.
r exchange) should be logged in 'su’ch a way as to provide evidence that the event occufrred.
stances where cryptograms. are created, received, transported, loaded or stored |with
rvention should be logged~in such a way as to provide evidence that the event occujred.
y may be done outside the;SCD.

ymmetric keys

hs involving private keys shall be recorded.

y of the logs shall be preserved.

htionsinvolving private keys, logs shall include reference to all hardware used in supp¢rt of

and model a

electronic and the information may be contained in a combination of logs.

Operations involving the public key shall be recorded as indicated in Table 1.

Table 1 — Public key recording matrix

iés; Hardware reference shall include SCD serial numbers and a means to distinguish
. Sther-devi 4 - tet—Fhet 1 1ld/or

ake

Created | Signed Installed as KDH bind KDH unbind Destroyed
trusted key
CA v v v v
KDH v 4 v v v v

NOTE Events related to installation or removal of a KDH public key in KDH bind and KDH unbind are typically logged at the
KDH rather than at the KRD, even though the KRD is the device that is receiving or removing the KDH public key.

14
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Table 1 (continued)

trusted key

Created | Signed Installed as KDH bind KDH unbind Destroyed

KRD

v v v

NOTE Eventsrelated to installation or removal of a KDH public key in KDH bind and KDH unbind are typically logged at the
KDH rather than at the KRD, even though the KRD is the device that is receiving or removing the KDH public key.

4.1.4.3 SCD hardware logging

Chain of custody logging shall be maintained for all SCDs, excluding access related to the use of deployed

trang

Appr]
refle

4.1.5

Crypftographic strength of keys shall be at least 112 bits.

The

encr
key
hierd
key’d
deta
cryp

If TI
trans

4.1.6
A sy

oper
lowe

4.1.7

4.1.7

AnH
keys

action-originating SCDs.

cting those chosen during configuration activities shall be maintained.

Cryptographic strength

strength of a key that is encrypting other keys should be equal‘to or greater than th
ypted. A key ever encrypted by a weaker key inherits the ctyptographic strength of

rchy. For example, encrypting an AES 128 key with.a triple-length TDEA key red
cryptographic key strength to that of the TDEA key,which is 112 bits. See ISO/TR 147

Is on cryptographic strength where various algorithms are used. A means to track {
fographic strength of a key shall exist.

action.

Key locations

mmetric or private key shall’ exist in the minimum number of locations as is ng
htions. The fewer the instanees of the key, the stronger the claim of non-repudiation,
' probability of compromise.

Single-purpos€key usage

.1 Single-purpose symmetric key usage

Alogical system would include a single system with multiple HSMs

Othe

r than HSM master keys, each symmetric key shall have an intended purpose desigi

oved settings for user-defined parameters and configurations for HSMs shall be.defined and logs

le key being
the weakest

vith which it was ever encrypted. Observe that this weakehing propagates down tglzough a key

es the AES
(42 for more
he effective

EA is used for a new implementation, ;sdch implementation should utilize uniqlie keys per

cessary for
s there is a

SM MFK¢shall not be used as a key between organizations or logical systems for transport of other

ation (IPD).

Such

IPDs shall be used by the SCD to restrict the use of the Key to no more than one 1tem

the following four classifications:

a) algorithm with which the key is to be used:

1) AES;
2) TDEA;
3) HMAC;

b) cryptographic function:

1) encryption/decryption;
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authenticated encryption;
derivation;

message authentication;

wrapping;

ment or type of information involved:

1) account holder authentication element (e.g. PIN) ;

2)

3)

4)

5) key
c) dataele

2) key

3) oth
d)

1) enc

2) dec

3) bot
Where the
depending
bound to th¢

Keys electrd
key, which ¢

Keys shall H
in the implg
decryption)
master file K

4.1.7.2 Si

Each asym
key to only

a) algorith

)

br data element not listed previously;

functiomal direction or mode of use:

'ypt/generate/wrap;
rypt/verify/unwrap;
h.

PD is used to indicate functional direction, the same key\ymnay have more than ong
n its environment. IPD configurations enforceable by the SCD shall be cryptograph
e key.

nically transmitted from the generating SCD shall'have the IPD identified and bound t
an be accomplished by setting attributes in a key-block.

e given the most restrictive IPD consistentwith the function the key will be suppo
ementation (e.g. encryption only or decyyption only as opposed to both encryption
There are keys that are by nature bidirectional, such as a master key within an SCD

ey).
hgle-purpose asymmetric Key usage

etric key pair shall havé an' [PD. Such IPDs shall be used by the SCD to restrict the use ¢
ne item from each of the three following classifications:

m with which the-key is used;

IPD,
cally

o the

rting

and
(e.g.

fthe

b) cryptographic function’(except for self-signed CSR):
1) encfyption;
2) decfyption;
3) signing;
4) verifying;
5) keyagreement;
c) Data element or type of information involved, including:
1) Kkeys related to confirming SCD legitimacy and/or functionality (e.g. manufacturer keys for
verification of legitimate parts, code)
2) keysrelated to SKDAT;
3) PINs;
16
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4) data.
The IPD should be used by the SCD to restrict the use of the key for communicating pairs to either:
a) terminal-to-host; or
b) host-to-host.

Each key shall be given a single IPD. IPD configurations enforceable by the SCD shall be cryptographically
bound to the key

Keys electronically transmitted from the generating SCD shall have the IPD identified and bound to the
key, Which can be accomplished by setting attributes in a key block.

4.1.74.3 Additional intended purpose designations (AIPD)

In addition to the segmentation required previously, AIPDs may also be used to prévide for s¢gmentation
classfifications that are enforced by policy and procedure, rather than by the SED.

An AlIPD should be used to restrict the use of the key for communicating pairs to either:
a) ferminal-to-host; or

b) host-to-host.

Examples of other AIPD classifications include, but are not limited to:

— (lesignation as production or non-production;

ddditional data element segmentation (e.g. separating PAN from other data types or segmenting an
plementation-specific data element);

— BDK segmentation; for entities processing or injecting DUKPT keys or keys for other kej-derivation
ethodologies, this might be done te'segment the risk associated with a BDK comproniise.

4.2 | Secure cryptographic device

4.2.1 General requirements

Keys| are managed within devices such as PIN entry devices, Hardware Security Modules and key
loading devices. TheSe)ydevices shall meet the requirements of an SCD as described in the ISO 13491
series.

Som¢ key mandgement activities necessitate the use of non-SCD devices where their form factors
have|inherent limitations preventing them from meeting some SCD security requirementy, especially
tamper-responsiveness. These limitations have associated security risks which shall be addressed by
restificted usage and additional controls. These devices are hardware management devlices (HMD).
Examples of HMDS include, but are not limited to:

a) smart cards used for component or share transport or storage;
b) smart cards containing public or private key pair(s) used to facilitate management of HSMs;
c) devices used to authorize or enable key management functions.

HMDs shall only be used in cases where the compromise of a single HMD would not compromise keys or
secrets not held within that HMD.

Where there are requirements in this document that apply to an SCD, such requirements shall also
apply to an HMD, unless specifically excluded.
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If multiple cleartext components or shares sufficient to form a key are stored or transported within
a single SCD, it is equivalent to having a clear key in the SCD; therefore, the SCD shall meet tamper
responsive requirements in ISO 13491-1. The SCD shall enforce management of the components or
shares in such a way as to ensure split knowledge of the key in accordance with 4.1.2.

When an SCD is used to generate a key or key component, the SCD shall use a random or pseudo-random
process such that certain values are not statistically more probable than others from the set of all
possible values, in accordance with ISO/IEC 18031.

When a key is entered as components, the SCD shall combine all the components using an XOR operation.
Figure 1 is an example of the XOR process used to combine key components.
( )

Component 1
A1C0591635DAE098261DF798E28EECEQ
J

( )

Component 2
0990314DA5B0F6502924E7ECE0C845B0

J

[ A850685B906A16C80F3910740246A950J

[ Component 3 w XOR

C292FAA131SB4D858AB3A3D7D5933A6AJ

Key
6AC292FAA1315B4D858AB3A3D7D5933A

Figure 1 — Example of XOR function to combine key components

When an SCP is used to producekey shares, the SCD shall use an m-of-n secret-sharing scheme whjch is
perfectly information-theoretically confidential and defined in ISO/IEC 19592-2.

The management and cotro6l of an SCD shall conform to the ISO 13491 series.

An HMD or [an SCD+that does not have a tamper responsive mechanism enabled shall be stored |n an

environment that,meets at least the criteria of a minimally controlled environment as identified in
the ISO 134PL'series, with additional controls providing reasonable assurance that any unauthorized
access to thi ' i itional

controls minimize the probability of unauthorized modifications.

An SCD is decommissioned when it is removed from service for repair, ownership is transferred to
another organization or the SCD is to be destroyed. When an SCD is decommissioned, the financial
keys shall be erased in accordance with ISO 13491-1. The keys should be erased as close to the time of
removal from service as practical.

When an SCD is lost or stolen, all symmetric or private keys contained in that device should be
considered compromised and the investigation outlined in 4.17 shall be initiated.

4.2.2 Additional SCD requirements for devices used in SKDAT

A KRD shall have mechanisms to prevent or detect middleperson attacks during the execution of SKDAT.
A KRD shall have mechanisms that provide secure processing for authentication of the interfacing KDH.
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A KDH shall have mechanisms to prevent or detect middleperson attacks during the execution of SKDAT
and the ability to ensure communication with only an intended KRD. A KDH shall have mechanisms
that provide secure processing for mutual authentication of the interfacing KRD.

A KRD may interface with more than on KDH for different key types (e.g. one for PIN keys and one for
PAN encryption keys offered by a point-to-point encryption solution provider).

The first time a KRD interfaces with a KDH for a given key type (e.g. delivery of PIN-related keys),
such mechanisms might only be sufficient to identify the KDH as having been one of a group of KDHs
authorized by the device manufacturer or CA for that purpose. Once the KRD is authenticated to
the intended KDH for a given key type, mechanisms shall exist to prevent communication with any
unin

- dad WZINLL € oot
FCIIUCTU NUJIT IUL LIIdt SaI1lItv lJul PUOC-

4.3 | Additional CA requirements

Whe
for c
requ

e a CA is used for purposes of verifying the identity of participants in a key éxchange protocol, then
ertificate issuance the CA shall have processes in place to validate the lidentity of the certificate
bster before issuing a digital certificate for the requester’s associated public key.

The CA shall be implemented in accordance with the requirements specified in ISO 21188.

The CA shall document a certificate policy (CP) as specified in REC 3647.

The
CA

CA shall document a certification practice statement (CBS)"in accordance with RFC 3/647 and the

slall operate in accordance with its CPS.

Int ocedures in

placs

event of a compromise of the CA system’s cryptographic keys, the CA shall have pj
to revoke certificates and notify affected partiés:

The
desc
publ

The

certi
the |
close
pring
systd
from

All C
sepa

4.4

CA system shall operate in an environmeng’that meets the criteria of a secure env
ribed in the ISO 13491 series, which provides secure processing to ensure the intd
c key infrastructure environment.

CA system root private key shall only be operated to issue, revoke and suspend sub
ficates. The CA system root private key shall be operated in a secure environment a
50 13491 series. The CA system root private key shall be operated offline, i.e. in an

d system. Access to the €A system root private key shall only be under controlled cong
iples of dual control, observed by an independent witness. Audit or procedure record|

the records alone,

A functions,dncluding any registration functions, shall be executed on hardware that
Fate fromthekey distribution host hardware.

Additional RA requirements

The

nnnnnnnnnnnn bhorit (DAY 1o+ £ for 1

ra

ronment as
grity of the

ordinate CA
s defined in
air-gapped”
itions using
s of each CA

m root private key-aeceess shall be maintained such that all activities performed can Ipe identified

s physically

hentication

At PEEEW-Y S P-EY afic oepnancibla antifisotiay o d oy
\leQLl AdAlIVIT IULIIVvl lLy Ll\ﬂ} IO LITU TUIICUIVUIT LITAdU IO T LDPUIIJIUIL ITUT TUCITILITICAalIvIlI dIilu du

of the certificate subject (the entity identified in the certificate), but as it does not perform CA functions,
it does not sign or issue certificates. An RA might assist in the certificate application process or
revocation process or both. The RA does not need to be a separate body, but may be part of the CA.

The CA shall verify or require that the RA verifies the credentials presented by a certificate subject as
evidence of identity or authority to perform a specific role in accordance with the certificate policy.
The RA shall verify the certificate subject’s possession of the associated private key through the use
of a digitally signed certificate request pursuant to PKCS #10 or another cryptographically equivalent
demonstration.
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The RA shall also perform validation that the requestor is authorized by doing at least one of the

following:

— confirmation by telephone, confirmatory postal mail and/or comparable procedure to the certificate
subject to confirm that the organization has authorized the certificate application, confirmation
of the employment of the representative submitting the certificate application on behalf of the
certificate applicant and confirmation of the authority of the representative to act on behalf of the
certificate applicant;

— confirmation by telephone, confirmatory postal mail and/or comparable procedure to the certificate
subject’s representative to confirm that the person named as representative has submitted the

certific

— confirm
betwee
within {
an auth

The RA regi

— checkinig the certificate subject's credentials evidencing claimed identity;

— verifyin
— verifyin

— verifyin
policy;

— recordi
key;

+ 1s 4
L ayyu\,a L1VUll,

ationthattherequestorisauthorized based onpreviously established trusted communic
h the requestor and the RA (e.g. the SCD is directly connected to the certificate |issuir
he manufacturer or repair zone or sending the public key of a KDH to the CAfor’signing
bnticated communication channel).

Ktration process to validate the certificate subject (SCD) may include;but is not limited

g that identifying data provided by the certificate subject is%alid;
g that the identifying data pertain to the certificate subject;

g that the certificate subject s entitled to obtain a public key certificate under the certif

— checkinf the certificate request for errors orjomissions in accordance with the certificate poli

— directi
— verifyin

— verifyin
4.5 Keyh

4.5.1 Ove

When in std
misuse, sub
same genery

spection of the SCD;
g a previously installed certificate;

g that the serial numbet is on a validated list.
locks

rview of key‘blocks

rage or-transmission, symmetric and private asymmetric keys shall be protected ag
Gtitution and modification through the use of key blocks. Public keys may be stored i
l€ormat of a key block without using encryption. This requirement applies to all symmj

Ation
g CA
over

to:

icate

ng the binding of the certificate subject’s identification data to the certificate subject’s public

Cy,

ainst
h the
etric

algorithms

I REy S1ZES:

The key block protects the key and confidential attributes from unauthorized disclosure (using

encryption)

and protects all data in the key block from modification (using integrity protection).

Figure 2 is a high-level illustration of the structure a key block may have but is not intended to be
prescriptive.
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General Key Attributes Key and Sensitive Attributes

Not Encrypted Encrypted

Integrity Protected

Figure 2 — Key block overview example
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ptin the case of public keys, the key and its confidential attributes shall be encrypted>
e attribute is important to security of the key and key block, it shall be considered-a
bute.

key and its attributes in the key block shall have integrity protection steh’ that the
fied without detection.

key block shall contain the entire encrypted key (or component or:share) and any atf
equired according to this document. In addition, either the encryptéd or the unencryyj
e key block may have additional data that is outside the scope of this document.

e a key block that meets the requirements in this subclatuse. ANSI X9.143 is an examp
\ key to create a key block that meets the requirements in this subclause.

Key attributes

key attributes define how the key can_bé used and other pertinent information
psented by values known as key tags, which are distinct constants (e.g. as defined in I
hnd ANSI X9.143 for TDEA). At a minimum, the attributes shall include the following:

Dne or more attributes as set by(the IPD that define the operations for which the key
Kxamples of attributes that define permitted operations include ones that specify f{
an be used only for PIN bleek encryption, only for encrypting other keys or only fo
Message Authentication-Codes (MACs). Other attributes can define sub-categories,
pecifying whether a MA€ key can be used to generate a MAC, to verify a MAC or both.

b)

Security requirements for key attributes are specified in 4.5.1.

4.5.

Dne or more attributes that define the cryptographic algorithm and mode for which th
sed. These attributes are intended to prevent the misuse of a key using a different cr
lgorithm orimede that could facilitate an attack to determine the value of the key.

Integrity of the key block

Fthe secrecy
confidential

y cannot be

ributes that
bted portion

brocess to create the key block is "key wrapping". ISO 20038 is an example of using ap AES key to

le of using a

. These are
0 20038 for

Can be used.
hat the key
r computing
for example

e key can be
yptographic

Before the key in the key block is used, the SCD that will use it shall verify the integrity of the key
block with a cryptographic method that uses a key which is at least equal in strength to the key being
protected. The key in the key block shall only be used if the integrity check passes.

4.5.4 Key and sensitive attributes field

4.5.4.1 Content of the field

At a minimum, the key and sensitive attributes field of the key block shall contain the value of the key
but may also contain other data. For example:

a) Padding that has been used to extend the length of the cleartext key to some desired length before
itis encrypted. One purpose of this is to pad a key to the block size of the algorithm used to encrypt
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it. Another purpose is to hide the true length of the cleartext key, for example by padding so that all
keys have the same encrypted length.

b)
‘)

Information indicating the length and location of the key to assist in parsing.

Any sensitive attributes of that key that need to be kept secret.

4.5.4.2 Encryption of the key and sensitive attributes field

Electronic Code Book mode shall not be used to encrypt this field if the field is longer than one block.

ied in

IEC 19772.

The key and-se
ISO 20038 o IS0/

Methods using TDEA keys to encrypt the key and sensitive attributes field include, but arée hot lithited
to:

— the TDHW method from ANSI X9.102;

— methodf defined in ANSI X9.143.

For further guidance, see ISO/TR 14742.

4.6 Key dreation
4.6.1 Symmetric key creation

4.6.1.1 Random key generation

Keys shall
generated i
be equal to
number gen

Keys shall b

4.6.1.2 Kd

Key derivat
from a sing
key” or "bas
with a varie

be generated by using a random or pseudo-random process that ensures that ng

more probable than any other key. The strength of the random number generator
or greater than the strength of the-key it is generating. For further guidance on raf
eration, see ISO/IEC 18031.

P generated within an SCD.

by derivation

on is a technique.by which a (potentially large) number of keys are created (“deriy
e secret key andChon-secret variable data. The original single key is called a “deriv
e key" and eaclvkey generated from it is called a “derived key”. Key derivation can be
ty of key management methodologies and algorithms. For example, DUKPT allows fo

key
shall
1dom

red”)
htion
used
r the

store
rhere

derivation of a large-number of statistically unique keys from a single key, eliminating the need to
each subsequentderived key. This is useful for an entity that drives a large number of devices, W
each device fistfequired to have unique keys.

Unique key per transaction (UKPT) is an example of a key derivation method used between two
hosts. UKPT is a key management method to generate a session key based on a base key used by two
communication partners exchanging a random value or counter to derive a unique key valid for the
transmission of exactly one message or message exchange. It is up to the two organizations involved
to determine the information that will be used to derive the unique key(s) for the transaction. See
ISO/IEC 11770-6 for guidance.

It shall be infeasible to recover the derivation key from any set of derived keys. The procedure may be
used iteratively, as a key generated from one initial key may subsequently be used as a derivation key to
generate others. The derivation function shall conform to ISO/IEC 11770-6.
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4.6.1.3 Key calculation (variants)

Applying a variant is a reversible technique for obtaining a set of keys from a single key, with each
resulting key having a different key type. This technique provides key separation while eliminating the
need to manage a separate, unrelated key of each required type. Each variant key is calculated from the
original key and one constant from a set of non-secret constants using a reversible process. An example
of such a process is the modulo-2 addition (i.e. XOR) of the key and a non-secret value. The disclosure of
one key calculated in this manner discloses the original key and all other keys calculated from it.

A variant of a key shall be used only for key separation based on usage and the variant(s) of a key shall
only exist in the same SCD that contains the original key.

Where variants are used with double-length TDEA keys, and one variant key is used to-gncrypt data
that will also be available in the clear (e.g. PANs), the original key and associated vaniant Keys shall be
replgced regularly, in accordance with 4.13.

If a kpy is compromised, then all variants of the key are also compromised. If thére-are multjple variants
of a key, and any one of those variant keys is compromised, then all variants and the original key are
also fompromised.

4.6.2 Asymmetric key creation

4.6.2.1 Introduction

The asymmetric key pair generation is the process by which a new pair of keys composed|of a private
key and the related public key is generated for use inca specific asymmetric cryptosystgm. The two
keys|of an asymmetric key pair are mathematicallytelated as defined by the design of the particular
asymmetric cryptosystem. The relationship is such that it is computationally infeasible tp determine
the private key from the public key.

4.6.1.2 Requirements

The following requirements in this(subclause apply regardless of the organization performing the
generation activities.

Asymmetric key pairs shall be\generated:

a) only within an SCD as specified in 4.2;
b) in such a way thatguarantees the secrecy of the private key and the integrity of the puplic key;

c) in accordance with relevant reference(s) (the ISO/IEC 11770 series for RSA and Diffie-Hellman,

transport of the ky pair:

transfer or

— The private key shall not be available in human-comprehensible form, i.e. it shall be encrypted.

— The private key of the key pair and all related secret seed elements shall be deleted from the sending
SCD immediately after the transfer has been confirmed.

— Theintegrity and confidentiality of the private key shall be ensured throughout the transfer process.

— The public key shall only exist in one of the forms in 4.1.3.2.2 and should be delivered within a
certificate if a CA is used.

Unique asymmetric key pairs shall be generated for each function (e.g. encryption versus signature) for
each entity.
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Asymmetric key pairs should have a replacement date to establish their life cycle.

4.7 Key component and key share creation

Both symmetric and asymmetric keys can exist as an m of n key share scheme with a minimum of two
shares. Only a symmetric key can exist as two or more full-length components. The processes to create
components or shares shall be performed using the principles of dual control and split knowledge.
Components can be generated individually and combined to form a key or created from an existing key.
The process to manage a key as shares requires the generation of the key and subsequent creation of

the shares.

Key compor
statistically
series.

Key shares
identified a
theoreticall

ents shall be created by using a random or pseudo-random process such that no ya
more probable than any other from the set of all possible values. See the ISO/IEC1

shall be created using a secret sharing method defined in ISO/IEC 19592-2, whi
5 perfectly information-theoretically confidential (also known as perfectly informg
 secure).

Except by clhance, an individual key component shall only be used in the formation of a single key

the reuse of

Key shares §

a component to form more than one key is not permitted).

ind components for a new or existing key shall be created within an SCD.

If componer]
shall occur i

t creation or fragmentation into shares produces cleatyhuman readable values, the pr
at least a controlled environment as defined in the1SO 13491 series.

During the greation process, cleartext components shall ohly be displayed on or printed by an
Cleartext components produced during creation and displayed on the SCD may be recorded on pap
the assigned key custodian.

If components are to be stored or transported, TEA bags shall be used. TEA bags are not requij
componentd are created, loaded and destroyed.inthe same activity and location.

4.8 Chec

4.8.1 Intn

A check valy
without disq
function wit
CV, itis assu

CV verificat
been met:

values

oduction

le (CV) is used to_verify that a value (e.g. a key, key component or key share) is as exp¢
losing the valueitself. At any time following initial generation of the CV, repeating the

h the same value will produce the same results. If the resulting CV is identical to the i
med that the-value is unchanged.

on canbe used to reasonably establish that one or more of the following conditions

ue is
8033

ch is
tion-

 (i.e.

pCESS

SCD.
er by

ed if

pcted
bame
hitial

have

— Avalue
— Avalue

A value

has been correctly entered Into a cryptographic device.
has been correctly received over a communications channel.

has not been altered or substituted.

For example, an organization receiving a key, component or share from another organization might
wish to have a method to confirm that the values received have been loaded correctly. CVs generated on
keys are called key check values (KCVs). CVs generated on key components are called component check
values (CCVs).

NOTE Because of the limited size of the CV, in a large set of cleartext values (keys, components, shares),
different values can have the same CV (collisions).
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If a KCV is used to verify keys and the calculated KCV does not match the expected KCV, the key shall
not be used until an investigation is performed to determine the cause of the mismatch.

4.8.2 Symmetric key check value calculation

A check value should be calculated with a key or component at the time of generation. When a check
value is calculated for a key or key component, it shall be calculated by a cryptographic process such that
all portions of the key or key component are involved in calculating the check value. It is a significant
security risk to calculate check values on portions of the key individually (e.g. a separate check value
for the right and left halves of a double-length TDEA key). Thus, in the description of this algorithm, the
term “key” always refers to the entire key (e.g. all 112 bits of a double-length TDEA key and all 192 bits
of a friple-length TDEA key).

Anngx A details symmetric key check value calculation. When calculating CVs for AES'keys|A.3 shall be
used} When calculating CVs for TDEA keys, A.2 or A.3 shall be used. When generating’a key|check value
for an HMAC key, it shall be computed according to A.4.

Wheh displaying or recording the component check value or key check value computed gaccording to
A.2, no more than the six hexadecimal digits of the cipher text shall be used.

Wheh displaying or recording the component check value or key chieck value computed gccording to
A.3, no more than the ten hexadecimal digits of the cipher text shall be used.

4.8.3 Asymmetric key check value calculation

For gsymmetric keys, the reference KCV may be computed as the hash of the public key, and optionally
assoc¢iated data, using an algorithm defined in ISO/IEC10118.

For gublic keys, as long as the KCV is distributed ¥ia an integrity-assured channel, the public key can be
distrfibuted via a non-secure channel. Prior to installing the public key for use, the user shdll validate it
by rdcomputing the KCV and comparing it with the reference KCV.

It shall be infeasible to modify or substitute the reference KCV and public key (and associgted data) in
such|a way that the recomputed KCV-of the modified or substituted public key (and assojciated data)
equalls the modified or substituted.réference KCV. This can be achieved by either of the follpwing:

— ¢nsuring the integrity of the KCV (see ISO 16609);

— geparately storing er-distributing the reference KCV in such a way that modification or fubstitution
fthe reference KCV cannot be coordinated with modification or substitution of the public key (and
dssociated data) (e.g. dual controls).

4.9 | Key distribution

4.9.1 ~ Symmetric key distribution

4.9.1.1 Introduction

The distribution process for an encrypted key shall protect against the use of a key that has been
substituted or modified in an unauthorized manner.

Compliant implementation of requirements for secure management of symmetric keys requires (among
other things) unique key relationships and strict enforcement of dual control and split knowledge
processes when handling cleartext keying material. This includes keys deployed to remote devices or
established between communicating pairs. Historically, compliant implementation of key distribution
has been a manually performed, physically on-site process that is difficult to manage, costly and/or
non-existent (i.e. not compliant). An automated rather than manual method of distributing symmetric
keys can address these issues and result in improved security of the financial services environment.
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4.9.1.2 Encrypted with symmetric key

Keys, components, and shares encrypted with symmetric keys and contained in key blocks in
accordance with 4.1.3.1 can be transmitted through unprotected communication channels.

4.9.1.3 Encrypted with asymmetric key

4.9.1.3.1 General

The use of public key cryptography and associated asymmetric key algorithms is one solution for

automated

emote symmetric key distribution, and therefore included in this document. This sol

tion

is referred t

The functiopal roles for SKDAT are described in Annex K.

For SKDAT,
encrypting |
Acquirer ho
that functio
pair for stor

in 4.9.1.2; the second provides the protection and is subject to all the requifements of other symm

p as symmetric key distribution using asymmetric techniques (SKDAT).

two types of symmetric keys can be involved. The first is the symmetric key (e.g
key, PIN encrypting key, DUKPT initial key) to be installed into the KRD and correspor]
st (if applicable) or to be distributed between two hosts. The second is a symmetri
hs as a key encrypting key for purposes of encrypting a private key ef'a public-privat
age in a database or during transport. The first type is the object of protection, as cov

. key
1ding
c key
e key
ered
etric

keys. A SKDAT implementation shall include a method to bind the symmetric key being distributedl to a

particular cryptographic algorithm.

For automated SKDAT, examples of acceptable methods of binding the symmetric algorithm tp the

distributed key include but are not limited to:

— using dryptographically bound mechanisms, for example labels, to indicate the appropriate
algorithm and usage;

— includir}g the symmetric algorithm name or other unique identifier in the key derivation function of
a key agreement scheme.

Keys, comp
transmitted

Atahighlev,
is based on

onents and shares encrypted \with asymmetric keys as described in 4.1.3.1 ca
through unprotected communication channels.

bl, there are three phases 0f SKDAT in typical protocols using a CA. The following descri
h PIN entry device (PED)as the KRD, but the concepts can apply to any KRD.

n be

btion

Bank A
SCD

Vendor X
SCD

om—

3

Figure 3 — Automated SKDAT phases

Phase 1 - KRD initialization: During the manufacturing phase of the KRD (PED), when the device is
initialized (or at a subsequent re-initialization following repair), the KRD vendor will inject data such
that the KRD can be reliably distinguished from a counterfeit device. This data typically consists of a
certificate, which corresponds to the private key of the KRD. The KRD's key pair may be sent to the
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KRD encrypted with a transport key or the KRD may self-generate the key pair and export a certificate
signing request (CSR) to the CA and the CA responds with the certificate.

The KRD vendor will also inject the device with a CA certificate such that the KRD can validate KDH
certificates issued by the same CA.

Phase 2 - KDH initialization: Prior to implementing SKDAT, the same CA certificate that was provided
to the KRD is provided to the KDH. Also, similar to what happened in Phase 1 for the KRD, a KDH-
specific key pair is generated by or installed (encrypted) into the HSM; the public key of that key pair is

signed by the CA and the signed public key is installed in the KDH (host system, not in the SCD).

Phas
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4.9.
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be in
meck
to co
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the |
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The

the authenticity of the request. The request channel to the CA shall be protected against u

subs

loggd
or si

facilitate a forensic investigation.

4.9.1

The
defin

chanhpel.

The

icates. Each will use the CA certificate to verify the authenticity of the received certifi

.3.2 Phase 1 requirements

ase 1, the KRD public key that has not yet been signed shall be protected against
pdification. Sufficient controls shall exist to ensure that it is infeasibleXor a counterf
itialized such that it cannot be reliably distinguished from a genuing device. The C
janisms to ensure that the CSR is received from a valid device.«Obe method of achi
ntain the operations where the unsigned public key is presented to the CA for sign3
od is used, the activity to sign the public key shall occur within a secure environment :
50 13491 series.

re the root level CA is used to sign a subordinate CA that issues certificates to a KDH
rified prior to installation in the secure environment. The integrity of the CA certifi

tained prior to loading into the KRD. Once the CA certificate is loaded into the KRI
bcted against unauthorized modification, substitution or replay.

fequest to generate or sign the KRD cerfificate shall include sufficient data for the C4

Fitution, modification and replay.~AH requests to the CA to generate or sign certificg
d by the requesting entity, including any requests that fail. The CA shall log all request§
bn KRD certificates, retaining, all element in the CSR, and enough information about

.3.3 Phase 2 requirements

ed in 4.4. The"KDH certificate request to the CA should be sent through an integrit

[A public’key shall be distributed as per the appropriate subclause of ISO 21188.

Thei

ntegrity of the CA certificate shall be verified prior to use by the KDH HSM. Once the C

substitution
bit device to
A shall have
bving this is
iture. If this
is defined in

or KRD, the

enticity and integrity of the root CA certificate installed with the signed sub-CA pubjlic key shall

rate shall be
D, it shall be

\ to validate
nauthorized
tes shall be
to generate
the event to

CA shall validate_the KDH CSR in accordance with the registration authority requiirements as

y protected

A certificate

is loaded mfto the KDH, 1t shall be protected against unauthorized modilication, substitutio

n or replay.

Signing of the KDH public key shall be performed in a secure environment as defined in the ISO 13491

serie

S.

Procedural controls shall ensure that only authorized signed KDH public key(s) are installed for use.

4.9.1.3.4 Phase 3 requirements

In Phase 3, prior to transport of a symmetric key to the KRD, the KDH shall verify that this is the
intended KRD (i.e. the KDH has prior knowledge of the identity of the KRD and does not rely only on the
validity of the KRD certificate).
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The KRD shall validate the legitimacy of the KDH prior to accepting the symmetric key and installing it
for future use.

See Annex C for an overview of asymmetric distribution techniques.

49.14

eartext key distribution

4.9.1.4.1 General

Cleartext symmetric keys are distributed as components or shares of the key, or by using an SCD to

transport th

e entire cleartext key.

Regardless ¢f the key distribution method used to transport cleartext components or shares, it'sha

be possible

In some casq
the key from
this type of
that apply w

for any person to ascertain any of the bits of the final key during the distribution procg

s, it is expedient to have authorized individuals carry (i.e. convey) componénts or shaj
one place to another (e.g. from the point of storage to the point of loading)»Requiremen

rhen the transportation of the component(s) or share(s) is not under‘the physical cont

authorized persons at all times (e.g. when mailing).
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Personal conveyance of cleartext components or shares

ying keys, each cleartext component or share not in an\SCD shall be in the physical co
Quthorized Custodian and should be in the possession of the authorized Custodian
[mum practical time required to transport the component or share, enter it into an S(
ind then either securely store or destroy it.

zed custodian physically carrying a componént or share in printed form shall ensurg
bnt or share value is not visible to any unauthorized individual during conveyance.

[ransporting cleartext components or shares in an SCD

y components or shares maybé transported in one or more SCDs. This subclause cover]
a single component or shate-of one or more keys using an SCD (e.g. a single SCD conta
|” components for one ormere keys). Transporting multiple components or shares of a
single SCD shall be gonsidered equal to transporting a cleartext key within the SCD a
2.

ment of a component or share (including the SCD in which the component or share res
dual controland split knowledge of the resulting key:.

t compenents or shares transported within an SCD, that SCD shall meet the follo
s in addition to those in 4.2:

ical controls to limit access to authorized individual(s);

1]l not
SS.

es of
ts for

bituation are covered in 4.9.1.3.1. Subclause 4.9.1.4.3 and Annex B describe the requirenpents

ol of

ntrol
only
D (if

that

s the
ning
riven
nd is

ides)

wing

keys when the number of invalid authentication attempts exceeds a predefined limit.

The process

to transport the SCD shall conform to Annex B.

have logical controls that include protections against attacks (e.g. repeated failed login attempts);

support authentication controls that render the device or user account unusable and/or remove the

4.9.1.4.4 Transporting cleartext components or shares in printed form or on transport media

Transport media refers to any device that is used to contain a component or share that does not meet

the criteria

28

of an SCD (as defined in 4.2), such as an HMD.
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The sender and receiver have equal responsibility for the secrecy of the cleartext components or shares
that are transported in printed form or on transport media. Both parties shall have procedures to
ensure the secure handling of the components or shares throughout the process in accordance with the
principles of dual control and split knowledge as described in 4.1.2.

The process to transport key components or shares that are in printed form or contained in transport

media shall conform to Annex B.

4.9.2

SKDAT asymmetric key distribution

4.9.2.1 __Asymmetric key pair transfer
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hsymmetric key pair transfer is the process by which the key pair and the certificaté
re conveyed to the owner of the key pair. This process occurs when the owneft)does
City to generate their key pair.

whner shall be authenticated prior to being given their key pair.

techniques used for public key distribution are described in 4.9:2.2 and plaintext
ibution is covered in 4.9.2.3.

h the key pair is not generated by the key owner, prior to<he distribution of the pu
ct transfer of the key pair should be verified.

.2 Public key distribution

public key of an asymmetric key pair needs t0.be distributed to, and stored by, (
5 for subsequent use as an encryption key and/or signature verification key, or for

bment mechanism. Public key distribution:is“the process by which a public key is con
F intended to use it. Although this key need not be protected from disclosure, during
thorized recipients or during storage ina key database, it is necessary to ensure the
e public key.

anisms for the distribution of asymmetric public keys are described in ISO/IEC 11770

distribution method (manhual or automated) shall ensure the integrity and authen
c key. The substitution of/a public key during distribution shall be prevented. This can
hintaining the publidkey in the forms described in 4.1.3.2.2.

orrect and authorized. This might require confirmation obtained via a different chan
vhereby thes;information was originally obtained.

br more;of the following techniques shall be used to ensure public key integrity:

bf the public
not have the

private key

blic key the

ne or more
ise in a key
veyed to the
distribution
authenticity

3.

ticity of the
be achieved

idependent comfrmuhication shall be used to verify that the identification of the key and its owner

hel from the

gigh, the public key and associated data using a digital signature system, thereby crea

'ing a public

1
I
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key used only for this purpose;

store the public key in an SCD (see the ISO 13491 series);

public key (e.g. VPN);

create a MAC for the public key and associated data, using an algorithm defined by ISO 16609 and a

distribute the public key over a channel that protects both the integrity and authenticity of the

distribute the public key over an unprotected channel and distribute a KCV of the public key

and associated data over a channel that protects both the integrity and authenticity of the KCV;
asymmetric KCVs are described in 4.8.3;
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rt within a CSR.

4.9.2.3 Private key distribution

If it is necessary to output the private key from the generating SCD (e.g. for transfer to another SCD
where it is to be used or for backup purposes), it shall be protected from compromise by at least one of
the following techniques:

encipherment with another cryptographic key;

— ifnon-encrypted and outside an SCD, as key shares using an acceptable key segmentation algorithm

(seelS
One or more

Create 4
a key ug

Use aut]
Use key
Store afg
Verify t
a trans
transfol

operati
transfol

Key shares
symmetric |

The proces

modification.

The key's id

Where the §
recorded or

4.10 Key 1

4.10.1 Gen

The loading

HEE-19592-25:
of the following techniques shall be used to ensure private key integrity:

MAC for the private key and associated data, using an algorithm defined by-ISO 1660¢
ed only for this purpose.

henticated encryption.
blocks as defined in ISO 20038 for AES or ANSI X9.143 for TDEA.
integrity-protected key shares.

hat the private key and the authenticated public key forta a valid key pair by first app

‘'mation using the other key and then confirming the result against the expected result
n shall be wholly conducted within an SCD and all intermediate and final results d
'mation destroyed.

that will form a private key shall be distributed in conformity with the requirement
tey shares. See 4.9.

5 of transferring encrypted priyate keys shall protect against key substitution

entifier and related data should be transferred together with the private key.

CD that will use the private key is not the SCD that creates it, the private key shall n
retained by the souree’SCD.

pading

eral

of Keys into an SCD shall be performed using one of following techniques:

) and

lying

formation on arbitrary data using one of the keys;ithen applying the complementary

This
f the

s for

and

pt be

manual

ENTry (1.€. typing Cleartext COMponents);

electronic direct loading (e.g. using a KLD or an HMD);

distribution over a network (i.e. SKDAT or master key or session key).

The permissible techniques to load keys into an SCD as a function of the different key forms are

indicated in
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Table 2 — Permissible key distribution and loading techniques

Techniques
Electronic

Key forms Manual Direct Network
Plaintext keys Not permitted Not permitted Not permitted
SP}llzi;l;:Xt key components or Permitted Permitted Not permitted
Encrypted keys Permitted Permitted Permitted
Encrypted key components or . . .
sharbs Permitted Permitteda Permitted

Regardless of the key loading method used, it shall be infeasible for any person to ascertain all or part
of anly final key during the key loading process.

Keys| shall be loaded into an SCD only when it can be ensured that the devide has not begn subject to
priotf tampering which might lead to the disclosure of keys or sensitive data.

Except for sending encrypted values to an SCD that is housed in at ledst a controlled envjronment as
definled in the ISO 13491 series, the key loading process shall be performed according to the principles
of dual control and split knowledge.

A key shall not be reloaded to a transaction-originating SCD, except by chance.

To facilitate the detection of errors in key loading, the check value for key components and{keys should
be vgrified.

Key loading activity shall be recorded in an automated and/or manual log that contains:
a) 4n identifier specific to the physical deviee of any hardware involved (e.g. serial numbdr);
b) the custodian(s) involved;

c) akey identifier (e.g. a key name, K€V, BDK ID);
d) the key type;

e) the identifier of compenént(s) or share(s) loaded, if applicable (e.g. component 1, share B, check
yalue);

f) the date and titheof the activity.

4.10{2 Loading key components or shares

The [ntegrity and authenticity of the physical mechanism protecting a cleartext key cgmponent or
share shall be verified prior to installation into the target SCD. Physical mechanisms includ¢ but are not
limitedto:

— TEAbags;
— transport SCDs.

Cleartext key shares or components shall be loaded into an SCD only when it can be ensured that there
is no active or passive tapping mechanism at the interface that might disclose the transferred shares.

During loading, each cleartext component not in an SCD shall be in the physical possession of only
the authorized custodian and shall be in the hands of the authorized custodian only for the minimum
practical time required to transport the component or share, load it into an SCD and either securely
store or destroy it.
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The authorized custodian physically handling a cleartext component or share in printed form
shall ensure that the component or share value is not visible to any unauthorized individual during
conveyance and entry.

The loading process shall not disclose any portion of a key share to an unauthorized person.

A key component or share shall be entered into a target SCD using one of the following methods:

entered directly into an input mechanism that is integral to (i.e. within the SCD) the target SCD
in such a way as to protect against monitoring (e.g. using the EPP of ATM, or the KLD used to load
components or shares to an HSM);

— inencrypted form as outlined in 4.1.3;

— entered| from a directly connected portable source SCD (i.e. HMD) that was used to transpornt the
comporfents of the key to be loaded into the target SCD as described in 4.9.1.3.2.

Once a cleaftext component or share has been loaded, it shall either be destroyed-immediately or

transported securely for subsequent storage or destruction. Transportation of component(f) or

shares(s) shall conform to 4.14.2. Whether destruction of key component(s) Jor share(s) is |done

immediately or subsequent to secure transport, it shall conform to 4.14.

4.11 Key utilization

4.11.1 General key utilization requirements

Physical and logical controls shall be implemented to preventunauthorized key use.

Keys that arje known (or where their cleartext value is available during any process) or have ever |been

protected by known keys shall not be used in production:

Any key created or protected in equipment that does not meet the requirements of 4.2 shall not befused

in productign.

Any keys uged in a production system shall be handled in accordance with the requirements in this

document.

Any symmefric or asymmetric private key used by a communicating pair (e.g. host-to-host or PED to

host) shall he unique to that keying relationship (other than by chance). While a communicating pair

could be a tfansaction-originating terminal and its host, this requirement is not meant to imply that a

Base Derivation Key (BDK)has to be unique to a PED or a single merchant. A host is a single organization

that may inqlude multiplellocations, systems and devices. Load balancing among HSMs within the fame

host is perntitted.

Any key reqident-in a transaction-originating SCD shall exist only in that device and those facilities

that are auf

hotized to have the key. If the transaction-originating SCD has multiple cryptographic
hic rel hi |

relationship
communicates with Acquirer 1 and Acquirer 2 would have different keys for each Acquirer. In cases
where a PED communicates with an Acquirer with multiple locations, the same key can be used at each
location.

Entities using DUKPT or other key management strategies using derivation methodologies should
incorporate a segmentation strategy (e.g. by financial institution, injection vendor, market segment,
processing platform, sales unit) in their environments to limit the impact of a compromise.

A key shall be used for one purpose only. Policies and procedures shall be in place to support and
require an IPD for each key. The IPD may be a single designation or a set of separate designations that
collectively determine the appropriate use of the key. The use of key blocks as described in 4.5 aids in
the enforcement of the designations.
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SCDs shall provide IPD enforcement for the required IPD classifications as applicable, based on
functionality supported by the SCD.

An SCD shall have a means to ensure the separation of keys according to cryptographic function.
A key shall not be used to encrypt itself.

The authenticity and integrity of the public key shall be verified prior to each use or the public key shall
be maintained in such a manner that the authenticity and integrity are ensured during operational use.

The key encryption key used for the archival process shall not be the same (except by chance) as any of
the key encryption keys used to encrypt active keys.

4.11|2 Additional key utilization requirements for SKDAT

If thg symmetric key is known or accessible during a test process, then that key shall'not bg distributed
with|production certificates used in SKDAT.

If the private key is known or accessible during a test process, then mechanisms shall exist to ensure
that the key pair cannot be used in a production environment and the public key shall npt be signed
using a production CA signing key.

Privdte keys shall only be used at the location where they are intérdded to be used and shall jonly exist in
the minimum number of locations necessary.

Privdte keys shall be used for only one of the following:

— (dlecryption;

— (reating digital signatures;

— key agreement.

Any such key may also be used for self:signing a certificate.

A public key’s authenticity shall be verified and, if it cannot be authenticated, it shall not be|used.
4.12 Key storage

4.12{1 Cleartext key component and share storage

Cleaftext key compenents and shares include written form and those stored within an HMI), regardless
ether thatiedmponent or share is encrypted within the HMD or similar device.

The storage-of cleartext components and shares shall ensure that only the authorized custodians
similarly entrusted with that component or share can obtain access to the component o share. Key
components shall be stored in such a way that unauthorized access (even by an authorizeg custodian)
has ahigh probability of being detected. Each Key component or share siou under dual
control, ensuring that each access is for an authorized activity.

Each component and share shall be stored in its own separate sealed TEA bag.

The chain of custody documentation of a key component or share shall be maintained for the life of the
key.

Each time a TEA bag is placed into or removed from storage, there shall be an inspection for evidence of
tampering and validation that the TEA bag identifier is as expected.
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4.12.2 Public key storage

Protection against substitution of the public key during storage is essential. For example, the
substitution of a public key used for encryption could result in a threat to data secrecy.

One means of protecting a public key against substitution is to implement the same techniques as for a
private key. Another means is to store the public key in a certificate, allowing verification of the key's
integrity and authenticity before use.

If unauthorized key substitution is known or suspected, the public key shall be updated with the correct
public key. See also 4.17.

4.13 Key neplacement

A cryptoperjiod is the time span during which a specific key is authorized for use. Cryptoperiods gerve
to:

a) limit th¢ information (related to a specific key) available for cryptanalysis;
b) limit exposure in the case of compromise of a single key;
c) limitthe use of a particular technology to its estimated effective lifetime;

d) limit the time available for computationally intensive cryptanalytic’attacks (in applications where
long-terjm key protection is not required).

A key rotatipn policy shall exist that defines the cryptoperiod for keys owned by the organization| The
cryptoperiod of a key shall be no longer than the least time& deemed feasible to perform a dictignary
or key exhgustion attack, see ISO/TR 14742 for guidanee on usable key life. This time will depend
upon the splecific implementation and the technology;dvailable at the time of the attack. At or bgfore
the conclusion of the key’s cryptoperiod, it shall be replaced. Considerations for the rotation schedule
include (butjare not limited to):

— Kkeyuse

— Kkey typeg;

-

— key strgngth;

— amount]of data being encrypted;

— key manpagement history;

— key management miethodology (see 5.1).

A key shoul
of a single c

be refired if it has been managed as more than two components or shares and clear higtory
mponent has not been maintained. Key compromised is covered in 4.17.

Public keys, when generated an OT USe, typically hiave an expiry date e key
pair life cycle. Public keys shall not be used beyond their expiry date.

An unauthorized attempt to enter a key or restore a replaced symmetric key (e.g. replay) shall be
precluded or detected.

Key replacement shall be implemented by one of the following methods:
a) Repeating the appropriate key generation, distribution and loading procedure.

b) Transmitting to an SCD a working key encrypted under a key encryption key which has previously
been placed in the device.
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c) Generating a new transaction key within the device as the non-reversible transformation of a
previous key.

iy

One possible objective is to obtain a unique key per transaction in an automatic way. The

transaction key or the data needed to produce the transaction key exists only for the duration

of a single transaction or the time between two consecutive transactions.

2) When such a unique-key-per-transaction technique is used it shall not be possible t
any previous transaction key from the information contained in an SCD after a transaction has

d)

been completed.

mplir‘iﬂy dicfrihnh’ng a new kev by r‘nmpnfing a new transaction l(py within the

o determine

device as a

f

If ke
the fi

If ke
only

If ke
shall

In th

Keys
4.14

4.14

Keys
form|

all kmown forms of the key.

Pape
mate

of paper-based keying material, the following shall apply:

Keyi
or el

The entire piece of\paper on which the component is printed or written shall be const
process.

The keying'material shall be rendered unrecoverable.

unction of a Current Key and transaction data.

F replacement is being performed to prevent a dictionary attack on the encrypted-dat
bur methods may be used.

y replacement is being performed to limit the effect of a future physical\compromisg
methods a) or c) shall be used.

y replacement is being performed because of known or suspectéd-compromise, meth
be used.

e case of key replacement, both the public and the privatekey of a key pair shall be rep

that have been replaced shall not be restored or returned to active use.
Key destruction

1 General

shall be destroyed when they are no longer operationally necessary. Keys can exisf
s in multiple locations and at multiple organizations. The process of destroying a key

r-based keying materials_shall be destroyed by crosscut shredding, burning or pu
rial is burned, the residue.should be reduced to white ash. Regardless of the method of

hg material stored on other media shall be destroyed so that it is impossible to recovel
pCctroniic means.

h, any one of

of the SCD,

ods a) or b)

laced.

in multiple
thall involve

ping. When
destruction

imed by the

by physical

Dest

UCtion Of Reys sitdit be accompiished under conditions of fullaccoumntabiiity, with

records retained for audit trail purposes.

appropriate

SCDs that have been permanently removed from service shall have all symmetric cryptographic
keys within them destroyed. In addition, if the SCD is a PED, all host public keys and identifying host
certificates stored within that PED should be destroyed. In addition, if the SCD is an HSM, all public keys
and identifying certificates of the communicating pairs involved in the exchange of the symmetric keys

shou

1d be destroyed.

SCDs that have been taken out of service for repair or for destruction shall have all symmetric keys and
asymmetric private keys within them destroyed.
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destruction from an SCD

The method of destruction for keys inside an SCD shall be sufficient to ensure that it is infeasible to
recover the keys by physical or electronic means.

All manually initiated destruction activities, including the purposeful initiation of a tamper state, shall
be logged, with appropriate records retained for audit trail purposes.

4.14.3 Des

truction of a key in cryptogram form

In order to destroy the cryptogram form of a key, the destruction process shall include one or more of

the followingr:

removi

destroy

Operational

4.14.4 Component and share destruction

Component;
the compon|
authorized (
to methods

Paper-based
destruction

authorized individual. When material is shredded, all residue shall be reduced to pieces 5 mm by ]

or smaller.
white ash.

4.15 Key i

Key back up

the comprommise of which is not suspected.

Keys maintd

4.16 Key a

An archived
Legal orreg
recovery of

Examples of

fg the key cryptogram(s) from the operational environment(s);

ing all forms of the key used to create the cryptogram.

processes shall ensure that destroyed keys are not reintroduced.

or shares stored on non-paper media shall be destroyed so that it is infeasible to re
ent or share by physical or electronic means. The destruction shall be completed b
omponent holder and be witnessed by another authorizéd individual. For guidance re
specific to media types, see [SO 9564-1:2017, Annex A.

components or shares shall be destroyed by crosscut shredding, burning or pulping
shall be completed by the authorized compohent holder and be witnessed by an

Vhen material is burned, the residue shall be'rendered unreadable, for example reduc

ackup

is storage of a copy for the purpose of reinstating a key that is accidentally destroyed

ined for backup shalt’be managed according to this document.

rchiving

key is an ifiactive key that is being saved in a secure manner for a non-operational pur
nlatory fequirements and forensic investigations are examples of instances that can re
hn archived key.

specific key types that might need to be archived are:

rover
y the
lated

The
bther
mm
ed to

|, but

pose.
Juire

— a public key used for signature verification (it could be needed to validate signatures after its

retirem
— akeyto

NOTE

ent from operational use);

decrypt data that has been encrypted.

For additional information related to archiving keys, see NIST SP 800-57-1.

Archived keys shall be managed in accordance with this document.

Archived keys shall not be restored into the operational environment.

An archived public key shall only be used to verify the legitimacy of transactions that occurred prior to
archiving. After such verification, the instance of the key necessary to perform the verification shall be

destroyed.
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Archived keys shall be securely stored for the life of all data or keys encrypted under such keys.

A key shall be archived in such a way that the risk of exposure of keys that are still in operational use is
not increased.

An archived key shall be retained for no longer than is necessary to meet applicable obligations.
A procedure shall be established for adequate access control to archived keys, components and shares.
Archived keying material shall be stored separately from operational keying material.

The key encryption key used for the archival process shall not (except by chance) be the same as any of
the Key encryption Keys used to encrypt active Keys.

4.17 Key compromise

A key compromise occurs when the confidentiality or integrity of a cryptographie’key can ho longer be
depejnded upon because an unauthorized disclosure of the key or its components or share§ might have
occufred. There need not be any evidence of misuse, nor affirmative confirmation that the [information
actually was exposed, only an inability to demonstrate reasonable assutfance that it remains secret.

An eyent or discovery that leads to potential distrust of the key is known as a suspected compromise.
Examples of a suspected compromise include (but are not limifed to):

a) an SCD showing signs of or displaying an alert that indicates possible tampering;
b) issing SCDs in which keys were loaded;

c) inconsistent key activity logging or a violation-of the security of a system such that an upauthorized
isclosure of the key or information it protécted might have occurred;

d) ¢omponents not stored in sealed TEA bags such that it prevents the disclosure of the contents
yithout noticeable damage to the pdckaging;

e) TEA bags or component storage containers showing signs of tampering attempts;

f) TEA bag records inconsistently maintained, gaps in the TEA bag history for any one cpmponent of
the key or evidence that'a TEA bag has been opened without authorization;

g) apublished vulnerability that might impair security of the key (e.g. CVE, OWASP).

Wheh a suspected‘compromise is detected, an analysis shall be initiated to identify if a fompromise
has ¢ccurred. Thé analysis shall be documented. The documentation shall include, at a mjnimum, the
following infermation:

— asummary of the concern that initiated the analysis;

— steps taken to ascertain if a compromise has occurred;

— aconclusion as to whether the key is compromised (i.e. was reasonable assurance of secrecy of the
key demonstrated by the investigation);

— the rationale upon which the conclusion is based.

If one or more components or shares of a key are compromised and the result is that one person could
have (or have had) knowledge of the resulting key, the key shall be considered compromised. For
example, if the key exists as two components and a single component is lost or exposed, if the legitimate
custodian of the remaining component were to discover it, he or she would then have had access to the
entire key. If the key exists as more than two components or shares and a single component or share
is lost or exposed, then the key is not necessarily considered compromised. Similarly, if one share of a
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key is in question, as long as there is no condition in which a person has access to one fewer than the
number of shares sufficient to form the key, then gaining access to that single share would not expose
the entire key.

In a situation where a single person is not able to gain knowledge of the entire key, but one or more
components or shares of a key have been lost, compromised or suspected compromised, the entire key
should be replaced.

The use of a compromised key and any key protected by a compromised key shall be discontinued. If the
compromised key is a derivation key, then use of any key derived from that key shall be discontinued.
A key and its variants shall be replaced if either the original or a variant key is compromised. If a

shall
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used and shall be replaced only after the compromised master key is securely répl
measures shall be in place to ensure the revocation of any affected digital certificat

se analysis of a CA's private key shall include a determination of whether'siibordinate
ped to have new certificates issued using a new key and distributed to'them or be not
new certificates. If a CA’s or device manufacturer's private key is compromised, the
er shall cease issuing certificates signed by that key. All certificateSrelying on that ke
rust shall be revoked.

ey management relationships and should make best efforts to communicate with
ties.

ate key is compromised, the KDH shall cease usifig the compromised key pair, gener

hll also establish new symmetric keys with allaffected parties.

implementation shall have a method tocprevent delivering new keys to a KRD if the K
s known to be compromised.

ion of a key compromise shall fe communicated to all parties that could be relying o
e compromised key.

tion shall be in accordance with 4.14.

nised key shall be uséd)in the process to create the replacement key.
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bscTibing the master key or transaction key and unique key per transaction, this subc
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b methods of transaction key management. Key management methods used individua

ly or

in combination shall be restricted to the following:

— master keys or transaction keys;

— host-to-

derived

5.2 Meth

host unique key per transaction (UKPT);

unique key per transaction (DUKPT) as described in 5.3.

od: master keys or transaction keys

This method utilizes a key hierarchy whereby a key encryption key (KEK) is considered to be at a higher
level than the key that it encrypts. The simplest is a two-level hierarchy, whereby working keys are
encrypted by KEKs which are themselves stored in a cryptographic device. In a three-level hierarchy,
these KEKs are also managed in an encrypted form using a higher-level KEK (e.g. a master file key).
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In this method, the master key is a key encrypting key (KEK) used for the distribution of new or
replacement key encrypting keys, derivation keys and/or transaction keys. This method is also known
as the master key/session key method. A KEK shall not be used to encrypt its replacement.

The highest-level KEK shall be either physically loaded (see 4.10) or remotely loaded using SKDAT. A key
shall not be used to encrypt itself or its replacement (except as permitted in 4.11).

The effective and minimum strength of an encrypted key (e.g. transaction key) shall be determined
according to 4.1.5. Since the master key is a key encrypting key, it should have cryptographic strength
equal to or greater than the keys it encrypts.

Withi
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This
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TDEA algorithm.
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For

Anngx A is included-in this document as Annex I.
For AES DUKPF, pseudocode notations are given in Annex G and test vectors are given in A}

DUKPT/may be implemented using other approved 16-byte block ciphers in ISO/IEC 1
specifics are not included in this document.

een them using a key that is not of equal or greater strength, that organization sh
ng party. The effective strength of a key shared between two organizations shall’b
e lowest effective strength in either organization. For example, if two organizations §
ES key, one organization encrypts the key under a 112-bit (double-length);TDEA ma
he other organization encrypts the key under an 128-bit AES master filevkey, the str
bd key for both organizations is 112 bits, based on application of the logic in 4.1.5.

1

Derived unique key per transaction

General

document includes AES DUKPT as a method to derive unique initial DUKPT keys
action key(s) from a single base key. Keys that carbé derived include symmetric et
hption keys, authentication keys and HMAC (keyed@hash Message Authentication Cod
PT supports the derivation of AES-128, AES-192;;AES-256 and double- or triple-lengt}
AES-128, AES-192 and AES-256 initial keys.

bmentations using AES DUKPT as described in this document provide for the generati
actions key(s) from an initial DUKPT key, in such a way that (i) the originating dev

completed and (ii) the Hardwape Security Module at the receiving institution ca
e the same transaction key(s) from a BDK with limited information stored in the receiy
is an update to the originalBPUKPT algorithm method based on TDEA. This update is b
pffers a number of otheryseeurity improvements. Keys can be derived for use with eithg

AES implementation-described in this document is recommended for new DUKPT implg
gacy purposesythe original TDEA DUKPT implementation as described in ANSI X

key shared
1 notify the
b equivalent
hare a 128-
ster file key
ength of the

and unique
Icryption or
e) keys. AES
1 TDEA keys

bn of unique
ice does not

brve any information that could beCused to derive the transaction key after the trapsaction has

h efficiently
ying system.
ased on AES
r the AES or

mentations.
0.24-1-2009,

hnex H.

8033-3, but

5.3.2 DUKPT key management

The transaction-receiving SCD (e.g. the HSM) shall determine the current transaction key used by any
transaction-originating SCD from:

a)
b)
The

the non-secret information contained in the transaction's Key Serial Number (KSN);
a Base Derivation Key.
Base Derivation Key:

is used in one or more receiving SCDs (e.g. at the Acquirer);
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does not exist in any transaction-originating SCD (e.g. at the point of sale);

Serial Number;

is used to generate the current transaction key at the receiving SCD;

can be used to generate the unique initial DUKPT keys for many originating SCDs.

is used to generate the transaction-originating SCD's unique initial DUKPT key using a portion of

For DUKPT (AES and TDEA), the bit or byte order is assumed to be such that the leftmost bit, decimal
digit, hexadecimal digit or byte is the most significant and the rightmost bit, decimal digit, hexadecimal
digit or byte is assumed to be the least significant.

The Key Serj
subfields. T
(BDK) appr

The second
Derivation

is the initia
subsequent]
These first {

The third sy
for each traj

Once the trajnsaction counter associated with an initial DUKRT.Key reaches its maximum, the origin

SCD shall cq
computing
verify thatt

The initial

produces th
the transfor
counter can

Observe thg
the Derivat
key providd
Identifiers.

This methoq

ial Number shall utilize a BDK Identifier (BDK ID). The Key Serial Number consistsofA4
he leftmost subfield is a BDK Identifier, which is used to select the Base Deriyation
priate for the SCD originating the transaction ("originating SCD").

[dentifier and value is encrypted using the selected Base Derivation Key. The o

y erased).

wo subfields are collectively known as the Initial Key ID.

nsaction.

ase the use of any keys associated with that initial DUKPT key except for the purpo
he key encrypting key that encrypts a new igitial DUKPT key. The receiving system s}
he originating SCD's transaction counter has increased.

DUKPT key and the transaction cgunter are inputs to a key derivation process
e transaction key used for the cufrent transaction. In the specification of this me
mation process requires no more than 16 derivation cycles even though the transa
have more than a billion different values.

t the initially loaded key\is' a function of the Base Derivation Key, the BDK Identifie]
on Identifier. Therefere;”no two originating SCDs will be given the same initial DU
d that no two originating SCDs with the same BDK Identifier have identical Deriv

| shall operate-at the transaction-receiving SCD, as shown in Figure 4.

hree
Key

subfield is a Derivation Identifier (DID). The BDK Identifier is concatenated with the

esult

DUKPT key that is loaded into the originating SCD at the time of initialization (thpugh

[bfield is a transaction counter. The originating SCD shall increase its transaction cofinter

ating
se of
1ould

that
thod,
ction

"~ and
JKPT
htion
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Figure 4 — DUKPT at transaction-receiving SCD

priginating SCD shall calculate’ and use a current transaction key using the proce
e 5, such that the receiving SCD can determine the current transaction key using
n in Figure 4. The originating SCD shall also erase all record of the current trar
bdiately after completion of the current transaction.

kample of how this method operates at the originating SCD is shown in Figure 5. This

ber of intermediate derivation keys. At the beginning of a new transaction, the transac
Fightmost pertion of the Key Serial Number) is incremented and then is used to select
mediate‘derivation keys as the current transaction key. The selected key is erased fror
ge. Observe that the Key Serial Number is transmitted with the current transaction.

5s shown in
the process
saction key

5CD stores a
tion counter
one of these
n future-key

ntermediate

e completion of the transaction, a number (sometimes none, sometimes one or more) of i

derivation Keys are derived from the current transaction Key as a function of the transaction counter.
These newly generated intermediate derivation keys are then stored into those locations in future-key
storage determined by the transaction counter. The current transaction key is then erased. Therefore,
the SCD retains no information about any key used for any previous transaction.
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During current transaction Key serial number

The derivat
generated, 9
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i
SCD. The orfginating SCD shall ensurethat the transaction counter is set to zero.

5.3.3 Uni

Originating
Key (BDK)
Derivation |
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derivation key L
L . and
then erase l
——»
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Future key transaction
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(

derivation key(s) transaction counter J

Store new future keys

Figure 5 — DUKPT at transaction-originating SCD

ion processes 'A' and 'B' are differeat but related. Intermediate derivation keys

are

tored and selected at the originating"SCD in a manner such that the receiving SCD is alle to

he current transaction key.

ial DUKPT key and the assogiated Key Serial Number shall be loaded into the origin

ue initial keys

SCDs that are initialized with an initial DUKPT key derived from the same Base Deriv
shall not be/initialized using the same Derivation Identifier (DID). When the same
(ey is installed in more than one key loading SCD, and the Derivation Identifier is basq
mmechanism shall exist to ensure that the originating SCDs initialized with an initial D{

ating

htion
Base
bd on
JKPT

key leading SCD do not have the same initial DUKPT key (e.g. using an Derivation Ide

ifier

ch’instance of the key in one or more KLD or varying a portion of the BDK Identifier to

identify eac

h instance of the same key).

f

Initial DUKPT keys that have been injected into a device shall not be reused, even with the same device.

If the Derivation Identifier is a counter that increments at each injection, recovery from backup shall
include a mechanism to ensure that Initial Key IDs that have been injected since the last backup are not

reused.

The initial DUKPT key shall be of the same key size as the BDK from which it is derived.

42

© IS0 2023 - All rights reserved


https://standardsiso.com/api/?name=243d42aa67be36e1bfe0762be53efb4a

ISO 11568:2023(E)

5.3.4 AESDUKPT

5.3.4.1 General

AES DUKPT can generate AES and TDEA keys using an AES key derivation function and can be used to
derive PIN encryption keys, MAC keys, data encryption keys, key encryption keys and key derivation
keys. The technique as described supports all AES key sizes (128, 192, and 256 bits).

The AES version of DUKPT is similar to the original DEA or TDEA based DUKPT algorithms. Changes
take advantage of advances in cryptographic techniques and improvements in computer processing

speeds and memory sizes. The differences between AES and TDEA DUKPT are as follows:

a)

b)

e)
f)
g)

AES

envil
of th
folloy
DEA
mod

q

This
devig
desc
gene

5.3.4

he DEA-based one-way function used for key derivation is replaced with a key derivat
ased on NIST SP 800-108 and using AES-ECBY as the underlying function.

n the AES technique, all keys are derived using the same key derivation function
echnique supports four different key derivation techniques: triple-DEA“for derivin
UKPT Kkey, a one-way function for register keys, variants for PIN and MAC keys and a

f TDEA and variants for deriving data encryption keys.

he Key Serial Number (KSN) is 96 bits rather than 80 bits. The KSN is made up of the |
lus the transaction counter.

he Initial Key ID (IKID) is 64 bits rather than 59 bits. The IKID is made up of a 32-bit
32-bit Derivation ID (DID). Formerly this was knowmas an initial Key Serial Numbe
ade up of a 40-bit key set index and 19-bit device identifier.

The transaction counter (TC) is 32 bits rather than 21 bits.
The algorithm supports transaction-originating devices with either 21 or 32 key regist

$upport for loading a new initial key unider an existing key is included.

DUKPT will sometimes be installed in networks initially designed for DEA DUKP
onments, format changes often need to be minimized, making it undesirable to incrg
e Key Serial Number (KSN, the.concatenation of the Initial Key ID and the transaction c
ving description includes  discussion of a KSN compatibility mode that can use the 8
and TDEA DUKPT. Observe that the block size of AES is twice the size of DEA, so KSN ¢
e does not guaranteelcompatibility with existing network formats.

document describes the AES DUKPT algorithm and specifies functions for transaction
es (e.g. in P@S.terminal) and transaction-receiving SCD (e.g. HSM). Either the met
ibed or itsifunctional equivalent is performed to ensure that the Key Serial Number §
Fated cofrectly.

.2~ “\AES DUKPT description

ion function

. The TDEA
o the initial
rfombination

hitial Key ID

BDK ID plus
 which was

ers.

[. For those
ase the size
punter). The
D-bit KSN of
bmpatibility

-originating
hodology as
ind keys are

DUKPT provides a unique key per transaction where no information about any previous key is retained
in the transaction-originating devices. To aid in understanding DUKPT, a simplified example is provided.
This example describes a system that does not include a full DUKPT implementation. This simplified
system operates as shown in [.4.

When the initial key is injected into the transaction-originating device, it is stored with the Initial Key
ID (the concatenation of the BDK ID and Derivation ID) and a transaction counter, which is initialized to
zero. This counter increments after each transaction. Each time the transaction counter increments, it
is encrypted using the old key and the result becomes the new key. Thus, the new key is a non-reversible
transformation of the old key. Given knowledge of the new key, there is no feasible way to determine the
old key.

1) AESis used as pure block cipher at this point. Since only single blocks are encrypted, this is equivalent to AES-
ECB encryption.
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In every message, the transaction-originating device transmits the concatenation of the Initial Key
ID and the transaction counter. The Acquirer is able to determine the initial key because it uses the
base derivation key in its SCD and knows the device-specific information that is used in the derivation
process. Having done this, the Acquirer is then able to perform the process indicated in Figure 5 with
a counter value (binary) of ...000001, then repeat this process for a counter value of ...000010, then
..000011, etc., up to the value of the transaction counter included in the message. The result of these
multiple passes through the process is the Current Key used to derive PIN, data encryption or MAC keys

as needed.

This procedure, though theoretically possible, is clearly not feasible. The expected life of a transaction-
originating device is a million or more PIN encryptions, so an excessive number of encryption cycles

would be re|
counter had|

At the othe
encrypting
retained in
key that it W

What is ne
calculating
regenerate
device can

quired Dy the transaction-recelving device to derive the Current Key once the transa
reached a reasonably high count.

F end of the scale, the transaction-receiving device could derive each individual kg
the counter with the initial key. But to meet the goal of not having any ,oldkey mat
the transaction-originating devices, this would require it to pre-calculatedand store ¢
ill need in the future, which is infeasible for so many keys.

eded is a "key transformation” technique that the receiving device can follow wit
11 of the intervening keys. That is, the device is able to take "giant steps" forward an
bvery single intervening key to reach the current one, while the transaction-origin
5till step through a number of possibilities between each igiant step” so that the sg

storage reqiiirements are not unduly burdensome.

There are sq
each key dej
for which th

other wordd:

The kd
value:

0000 ]
0000 ]
0011 (

etc.

As aresult,
the keys cor

..0110 (
..0110 (
..0110 (

veral ways in which this objective can be accomplished. The method chosen here is to
ivation a function not (necessarily) of the immedidtely preceding key but rather of th
e transaction counter contained the same bit configuration less the rightmost "one" i

y corresponding to transaction counter *s a non-reversible transformation of the key
corresponding to transaction counter value:
011 0011 0000 1011 0010
011 0010 0000 1011 0000
000 1000 0011 0000 0000
etc.

i number of keys mayall be the non-reversible transformation of the same key. For exal
responding to transaction counter values:

101 0100 0001
101 01000010
1610100 0100

g

ction

y by
erial
very

hout
d not
ating
cure

ake
key
it. In

mple,

..0110 0101 0100 1000

..0110 0101 0101 0000

..0110 0101 0110 0000

are all non-reversible transformations of the key corresponding to transaction counter value:

..0110 0101 0100 0000.

Each of the six listed transaction counter values has a unique key associated with it, even though all six
resulting keys are based on the same key. To describe how this is accomplished, we will define:

K-A as the key associated with

44

..0110 0101 0100 0000.
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and:
K-1 as the key associated with ..0110 0101 0100 0001;
K-2 as the key associated with ~ ...0110 0101 0100 0010;
K-3 as the key associated with ~ ...0110 0101 0100 0100;
K-4 as the key associated with ~ ...0110 0101 0100 1000;
K-5 as the key associated with ~ ...0110 0101 0101 0000;

-1 =..0110 0101 0100 0001 encrypted under K-A;

-2=..0110 0101 0100 0010 encrypted under K-A;
-3=..0110 0101 0100 0100 encrypted under K-A;
-4 =..0110 0101 0100 1000 encrypted under K-A;
-5=..0110 0101 0101 0000 encrypted under K-A;
-6=..0110 0101 0110 0000 encrypted under K-A.

such|intermediate derivation keys. The @umber of intermediate derivation keys that the
originating device stores is equal to the number of binary bits in the transaction counter.

With| this scheme, it is relatively.easy for the Acquirer's security module to derive any K
assog¢iated transaction counter.value. After first deriving the initial key unique to the device
needs to perform only about-as many encryption operations as there are "one" bits in the
counter value. For example, assume that the security module receives an encrypted PIN

he same key,

efore any of
e use before
a number of
transaction-

ey given its
the module
transaction
block along

with|a transaction counter value of 1010 1100 0010. (A shorter-than-actual counter is used to simplify

the example.) Assurmning that the security module determines that the initial key was "K-1",
modtile then proéeeds with the following steps:

a) ¢ncrypts. 1000 0000 0000 using the key K-I;
b) ¢ncfypts 1010 0000 0000 using the result of Step 1;

the security

c) encrypts 1010 TO00 0000 using the result of Step Z;
d) encrypts 1010 1100 0000 using the result of Step 3;
e) encrypts 1010 1100 0010 using the result of Step 4;
f) derives the PIN key from the result of Step 5;

Thus, in this example, the security module has determined the PIN encryption key used to
PIN in question in only six encryption cycles.

The previous DUKPT standard only supported up to 1 million encryptions because a 21-bit

encrypt the

transaction

counter was used with a maximum of 10 one-bits set in the counter value at any time. In many
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environments, a transaction-originating device could process more than a million transactions in its
lifetime. AES DUKPT therefore offers three enhancements for extending the life of the device:

— AES DUKPT includes the option to derive a key encryption key called the DUKPT update key, so that
the host can send a device a new initial key encrypted under that key. A new Initial Key ID is also
sent.

— AES DUKPT includes the option to use transaction counters with up to 16 one-bits, instead of only
transaction counters with 10 or fewer one-bits.

— AES DUKPT increases the size of the transaction counter of 32 bits with a maximum of 16 bits with
value one

Once a devige starts producing transaction keys using one of these settings, it shall continue-tising the
same settings until a new key is loaded.

5.3.5 KSN compatibility mode

This documgnt defines a new format for the KSN, which is 16 bits longer than/the legacy TDEA |KSN.
In cases where network infrastructure and existing software cannot easily, @accommodate the Ignger
value, but designers would still like to take advantage of the increased cryptographic strength offered
by the new Version, this subclause defines an 80-bit KSN that is network-compatible. Observe tha it is
not cryptographically compatible; it uses AES for key derivation, so it will not derive the same Key(s)
even if the same KSN is used.

To recap, the new 96-bit KSN has the following structure:

Initial Key ID (64 bits) |Transacti0n counter (32 bits)

The legacy KSN had the following structure:

|Legacy Initial key ID (59 bits) |Transaction counter (21 bits) |

For KSN compatibility mode, when the KSN is_processed by the originating and receiving SCDs, thg KSN
will have the following internal format:

Padding Legacy Initial key ID ) [Padding Padding Transaction counter
(4 bits) (59 bits) (1 bit) (11 bits) (21 bits)

All padding| bits will be birfayy zero. The Initial Key ID is lined up on a 4-bit boundary so that the
hexadecim1representations can easily be compared.

Observe that the padding transforms the 59-bit legacy Initial Key ID into a 64-bit Initial Key ID and the
legacy 21 bit transaetion counter into a 32-bit transaction counter.

Itisup to thr: implementation whether maximum number of one-bits in the counter is 10 or 16.

Observe that the originating SCD will include the padding bits during the internal processing but will
strip them for transmission. Likewise, the receiving SCD will add them back prior to deriving the initial
DUKPT key.

There is no entirely unambiguous way for the acquiring host to distinguish an AES 80-bit KSN from a
TDEA one. Consequently, the acquiring host will make this determination based on the algorithm of the
BDK identified by the Initial Key ID and supply this information to the HSM.

Where necessary or useful, it is recommended that legacy Initial Key ID starting with the byte “OE”
should be reserved for use with compatibility mode.

EXAMPLE

Key Set Identifier = 0E11111111
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Device ID = 22222

Initial Key ID = 0E1111111122222

Legacy KSN =0E111111112222200000

Internal KSN = 00E111111112222200000000

5.3.6 Derived key OIDs

Somewhere in the transaction message, it may be useful to include information about the type and

length of key that was derived to encrypt the transaction (e.g. AES-128, AES-256, 3-key TDEA). Use of
the fpllowing reserved object identifiers (OIDs) is recommended:

1.3.133.16.840.9.24.1.1 - AES-128
1.3.133.16.840.9.24.1.2 - AES-192
1.3.133.16.840.9.24.1.3 - AES-256
1.3.133.16.840.9.24.1.4 - 2-key TDEA
1.3.133.16.840.9.24.1.5 - 3-key TDEA

IDs indicate
cification in

Relative OIDs (ROIDS) can be used to save space in the transagtion message. Use of these (
the transaction key has the given algorithm and size and was'derived according to the spe
this glocument.

5.3.7 Keys and key sizes

The
thosg

lerivation function is used to derive interni€diate derivation keys from the initial DUK
e intermediate derivations keys are used to generate working keys for transactiong

(PT key, and
. The initial

DUKPT key shall be the same key size as the BDK from which it is derived. Intermediate derjivation keys
(and|the current intermediate derivatien’key) shall be of the same size as the BDK and infitial DUKPT
key from which they are derived. Wotking keys shall be the same strength or weaker than the key from
which they are derived. Legacy TDEA DUKPT did not allow for different working key sizes. Table 3
shows acceptable working key,sizes based on the AES BDK under which they are derived.
Tablé 3 — Working key derivation matrix for AES BDK / IK

Derived Working Key. AES-128 BDK/IK AES-192 BDK/IK AES-256 BDK}IK

2TDEA working key Allowed Allowed Allowed

3TDEA working key Allowed Allowed Allowed

AES{128 working key Allowed Allowed Allowed

AESq1924orking key Not allowed Allowed Allowed

AES{256 working key Not allowed Not allowed Allowed

HMAC-128 working key Allowed Allowed Allowed

HMAC-192 working key Not allowed Allowed Allowed

HMAC-256 working key Not allowed Not allowed Allowed

Working keys shall be interpreted to have a mode of use as defined in Table 4, for each working key with
key usage indicator as indicated in bytes 2 to 3 of Table 5. Observe that unique per-transaction working
keys are not normally stored as key blocks (because they are not stored outside the SCD) but some
implementations may choose to do so. The mode of use is offered as a reference to specifying mode of
use for DUKPT working keys and supporting mode of use enforcement by implementations regardless
of whether key blocks are used.

In Table 4 the transaction-originating SCD is referred to as the client and the transaction-receiving SCD
is referred to as the server or host.

©1S0 2023 - All rights reserved 47


https://standardsiso.com/api/?name=243d42aa67be36e1bfe0762be53efb4a

ISO 11568:2023(E)

Table 4 — Mode of use for working keys

AES DUKPT Key usage Client Server or host
indicator
Working key usage value TR-31 mode of use TR-31 mode of use
. ‘B’ (0x42) ‘B’ (0x42)
Key encryption key 0x0002 Both wrap and unwrap Both wrap and unwrap
. ‘E’ (0x45) ‘D’ (0x44)
PIN encryption 0x1000 Encrypt only Decrypt only
Message authentication #1, client to ‘G’ (0x47) ‘V’ (0x56)
0x2000 ;
server/host Generate only Verify only
Message authentication #2, server to ‘V’ (0x56) ‘G’ (0x47)
; 0x2001 ;
client Verify only Generate-enly
Message authentication #3, bi-direction- 0x2002 ‘C’(0x43) ‘C’(0x43)
al between dlient and server Both generate and verify | Both generate and verify
Data encryption #1, client to server 0x3000 B’ (0x45) D’ (0x44)
Encrypt only Decrypt only
Data encryption #2, server to client 0x3001 D D’ (0x44) B’ (0x45)
ecrypt only Encrypt only
. - . o B’ (0x42)
Data Enc-ryptlon #3, bi-directional be- 0x3002 B’ (0x42) Both encrypt and de-
tween client|and server Both encrypt and.decrypt crypt
Used in DUKIPT derivation function 0x8000
Used in DUKIPT derivation function 0x8001
0000
Reserved forf future ISO use -EFFF not
assigned
Reserved foif proprietary use F000 -FFFF

5.3.8 Helper functions and definitions

5.3.8.1 E'Lumerations

The followi
pseudocode

g enumerations define)some data types used throughout the AES DUKPT funftion

// DerivatjonPurpose ided#ifies if this derivation is to create an initial key

// or any ¢ther key tyge Jto help select which derivation data table to use

enum DerivdtionPurpose

{
_Initial-Key ,
_Derivation-ersWorking-Key

}

// KeyUsage crefirre tire—po ote key—usaoe tiretcar e —dertved

enum KeyUsage

{
_Key-Encryption-Key ,
_PIN-Encryption ,
_Message-Authentication-generation ,
_Message-Authentication-verification ,
_Message-Authentication-both-ways ,
_Data-Encryption-encrypt ,
_Data-Encryption-decrypt ,
_Data-Encryption-both-ways ,
_Key-Derivation ,
_Key-Derivation-Initial-Key

}

// KeyType defines the cryptographic key type being derived
enum KeyType
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_2TDEA_,

_3TDEA_,

_AES128 ,

_AES192 ,

_AES256_
}

5.3.8.2 Key length function

A helper function Key_Length is used to convert the key type into a key length (in bits).

Key_Length (keyType)
{

if (keyType == 2TDEA ) { return 128; }
else if (keyType == 3TDEA ) { return 192; }
ellse if (keyType == AES128 ) { return 128; }
ellse if (keyType == AES192 ) { return 192; }
else if (keyType == AES256 ) { return 256; }

}
5.3.9 Key derivation function algorithm

Subclause 5.3.2 describes the DUKPT key derivation process as an eneryption of the counter to help
simplify understanding of the concept. In fact, AES DUKPT uses the Key Derivation Funiction (KDF)
defined in NIST SP 800-108 in Counter Mode with AES-ECB as thefunderlying function for d¢riving keys.
This|function is illustrated in Figure 6.

. ) Counter (i
Derivation 0
data
(see Tables 5 Other derivation
and 6) data i )
Derivation key M 1 A A
i=1 i=2 i=n
PRF PRF PRF
K(1) K(2) “ o K(n)

Output key (L bits)

Figure 6 — KDF in Counter Mode

NOTE1 See 5.3.10 for details on derivation data.

NOTE 2 PRFisa "pseudo random function". It produces a random appearing value from the input values.
NOTE 3  Output key length can be such that only part of the last block is used.

The following values are inputs to this function.

Derivation data: The non-secret data used to derive a key. This is the data that is encrypted. This data

is defined in 5.3.10.

©1S0 2023 - All rights reserved 49


https://standardsiso.com/api/?name=243d42aa67be36e1bfe0762be53efb4a

ISO 11568:

2023(E)

Derivation key: The secret value used as a key in the derivation function. For this application, the
derivation key is the AES key that encrypts the derivation data. A derivation key may be the result of a

previous cal

] to the derivation function.

Derivation key length: The length of the derivation key.

L, the output key length: The length in bits of the output key (the key being created). This value will be

128,192, or

256. The output is an AES or TDEA key.

"Derive key" (local subroutine): The Derive_Key function takes the derivation key, the desired output
length of the key to be derived and the derivation data (defined in the next subclause) and outputs a

derived key

pqnn] in ]pngfh to the derivation l(py

Derive Key
{
Key |
ceil
(1=]
// Sq
// th
// F]
deriy
result

L:
n:
for

}
derivedH
return (

}
5.3.10 Der]

Derivation (
specify 16 |
used in the |

Table 5 sho|

Table 6 is ud

last 8 bytes.

the last 8 by

the rightmo

derivationKey, keyType, derivationData)

| Length (keyType) ;

(L/128); // number of blocks required to construct the derived key
;i<=n;i++) |

t the value of the derivation data key block counter field equalh™to
e block count being derived.

rst block is 0x01, second block is 0x02.

rationDatal[l] i;
[(i-1)*16..1i*16-1]

AES Encrypt ECB(derivationKey, derivationData);

ey result[0..(L/8)-11;
erivedKey;

ivation data

lata is used with the Derive_Key function to:-derive keys of a specific type. Tables 5 4
ytes of derivation data which fits into a_single block of the AES cryptographic prin
xey derivation algorithm previously defined.

ws the derivation data for creatingthe initial key for a transaction-originating dg
ed for the generation of all other’keys. The main difference between the two tables is i

tes which is needed to provide a unique initial key. For deriving all other keys Table 6
5t 4 bytes of the Initial KeyID plus the 4 bytes of the transaction counter.

Table)5 — Originating SCD key derivation data

nd 6
itive

vice.
n the

For the derivation data used,in creating the initial key Table 5 uses the full Initial Key ID for

uses

Byte # |Fidld name |DeScription Encoding Range of values
0 Veysion Version ID of this table structure. This 2H 0x01
edition is represented as version 1 repre-
sented by 0x01.
1 Key Block A counter that is incremented for each 2H 0x01 - 0x02
Cotinter 16-byte block of keying material generat-
ed for a pair of encryption and MAC keys.
Starts at 1 for each key being generated.
2to3 |Key Usage Indicates how the key to be derived is to 4H 0x8001 = Key Derivation,
Indicator be used. The initial key is always a key Initial key
derivation key.
4to5 |[Algorithm Indicates the encryption algorithm that 4H 0x0002 = AES 128 bit
Indicator is going to use the derived key. 0x0003 = AES 192 bit
0x0004 = AES 256 bit
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Table 5 (continued)
Byte # |Field name |Description Encoding Range of values
6to7 |Length Length, in bits, of the keying material 4H 0x0080 if 128 bits is being
being generated. generated (AES-128)
0x00CO0 if 192 bits is being
generated (AES-192)
0x0100 if 256 bits is being
generated (AES-256)
8to 15 |Initial Key ID |The originating SCD's Initial Key ID, the 16H 0x0000000000000000
lt:leuUDL 04‘ ‘UiLb Uf LllC Kcy SCI ldl I‘Iulll' |49
ber. OxFFFFFEFFFFFFFFFF
Table 6 — Other key derivation data
Bytg # |Field Name |Description Encoding |Range of Values
0 Version Version ID of this table structure. This 2H 0x01
edition is represented as version 1 repre-
sented by 0x01
1 Key Block A counter that is incremented for each 2H 0x01 - 0x02
Counter 16-byte block of keying material generat-
ed for a pair of encryption and MAC keys,
Starts at 1 for each key being generated
2tq 3 |Key Usage Indicates how the key to be derived i5t0 4H Defined in Table 4
Indicator be used
4t95 |Algorithm Indicates the algorithm that is\going to 4H 0x0000 = 2-key TPEA
Indicator use the derived key. 0x0001 = 3-key TPEA
0x0002 = AES 12§ bit
0x0003 = AES 192 bit
0x0004 = AES 254 bit
0x0005 = HMAC
6ty 7 |Length Length, in bits,of the keying material 4H 0x0080 if 128 bitg is being
being generated. generated (AES-128, 2TDEA,
or 128-bit HMAC key)
0x00CO0 if 192 bitgis being
generated (AES-192, 3TDEA,
or 192-bit HMAC Key)
0x0100 if 256 bitgis being
generated (AES-256 or 256-bit
HMAC Kkey)
8 to|11 |Initial’Key ID |The rightmost half of the originating 8H 0x00000000
SCD's Initial Key ID. to
OxFFFFFFFF
12 to 15 Transaction |1 e 3Z-bittransaction counter 8H 0xX00000000
Counter to
OxFFFFFFFF
5.3.11 “Create Derivation Data” (local subroutine)

The Create_Derivation_Data function creates the derivation data according to Table 5 or Table 6
depending on the "derivationPurpose". The inputs of keyUsage and derivedKeyType help define
derivation data for the key being derived, and initialKeyID and transaction counter are also used in the
derivation data block.

Create_Derivation Data (derivationPurpose,
counter)

keyUsage, derivedKeyType, initialKeyID,

{
// Set Version ID of the table structure.
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DerivationData[0] = 0x01l; // version 1

// set Key Block Counter

DerivationData[l] = 0x01; // 1 for first block, 2 for second, etc.
// set Key Usage Indicator
if (keyUsage == Key-Encryption-Key ) {
DerivationData[2..3] = 0x0002; }
else if (keyUsage == PIN-Encryption ) {
DerivationData[2..3] = 0x1000; }
else if (keyUsage == Message-Authentication-generation ) {
DerivationData[2..3] = 0x2000; }
else if (keyUsage == Message-Authentication-verification ) {
Der i yert-enbertatar——r3d—=—~05e2-0-045—
else if|(keyUsage == Message-Authentication-both-ways ) {
DerivationData[2..3] = 0x2002; }
else if|(keyUsage == Data-Encryption-encrypt ) {
DerivyationData[2..3] = 0x3000; }
else if|(keyUsage == Data-Encryption-decrypt ) {
DerivationData[2..3] = 0x3001; }
else if|(keyUsage == Data-Encryption-both-ways ) {
DerivyationData[2..3] = 0x3002; }
else if|(keyUsage == Key-Derivation ) {
DerivationData[2..3] = 0x8000; }
else if|(keyUsage == Key-Derivation-Initial-Key ) {
DerivyationData[2..3] = 0x8001; }
// set Algorithm Indicator and key size
if (derjvedKeyType == 2TDEA ) { // Note: 2TDEA and 3TDEA are included
DeriyationDatal[4..5] = 0x0000; } // as ang¢eption for working keys
else if|(derivedKeyType == 3TDEA ) { // and (shall not be used for
DeriyationDatal[4..5] = 0x0001; } // keyN\derivation keys
else if|(derivedKeyType == AES128 ) {
DerivyationData[4..5] = 0x0002; }
else if|(derivedKeyType == AES192 ) {

DerivationData[4..5] = 0x0003; }
else if|(derivedKeyType == AES256 ) {
DerivyationData[4..5] 0x0004; }

// set length of key material being ‘\geénerated

if (derjvationPurpose == TInitial-Key ) {
DeriYationData[6..7] = 0x00003\%

else if|(derivedKeyType == 2TDEA ) {
DerivationData[6..7] = 0xQ0BO; }

else if|(derivedKeyType =< )3TDEA ) {
DerivyationDatal[6..7] . &m0x00C0; }

else if|(derivedKeyTypEe~== AES128 ) {

DerivationData[6.{ A" = 0x0080; }

else if | (derivedKeglype == AES192 ) {
DeriYationData\#®~ .7] = 0x00CO; }

else if|(derived key type == AES256 ) {
DerivationBata[6..7] = 0x0100; }

// next @.bytes depend on the derivation purpose

if (derilwafionPurpose == Initial-Ke L {
DerivationData[8..15] = initialKeyID[O0..7];
}

else if (derivationPurpose == Derivation-or-Working-Key )
DerivationData[8..11] = initialKeyID[4..7];
DerivationData[l2..15] = counter[0..3];

}

Return DerivationData;

}
5.3.12 Security considerations

{

The key derivation function defined in NIST SP 800-108 requires the use of a pseudo-random function
and approves the use of the CMAC mode of operation for block ciphers to provide this functionality.
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This document, however, uses AES ECB mode instead of using AES CMAC, despite the fact that AES ECB
is not approved by NIST for this usage.

The rationale for this choice is performance. For most applications, keys are derived relatively
infrequently, with the derived key being used for a number of operations once it is created. In DUKPT,
the server derives the working key using an iterative process, with up to 18 calls to the key derivation
function to process a single PIN block. A single host may be communicating with tens of thousands of
input devices, each sending messages of only one or two blocks. Thus, the processing cost of the key
derivation function is critical to the system performance. For an AES-128 key, using CMAC rather than
ECB would cut the performance of the key derivation function roughly in half.

+theN ey Fation etion because
vation applications, with differing|lengths and
single block
s about the

v Cl Cl

limitption allows us to use ECB securely. The following are some frequently asked questio
use df ECB instead of CMAC in this function.

[sn’t ECB a pseudo-random permutation rather than a pseudo-random ftxmnction?

f derivation
distinguish
need to be
tack on the

oth ECB and CMAC are pseudo-random permutations when used Wwith a single block ¢
data, and NIST puts no restrictions on CMAC-based derivations, Further, in order to
hetween a pseudo-random function and a pseudo-random permutation, a key would
reused approximately 264 times, which could only happenwith a very detectable at
qurrent network.

D
D

Isn’t CMAC more secure than ECB?

\s shown in the ISO/IEC 9798 series, ECB is a secure MAC on data when the length of that data is
ixed to a single block length. CMAC’s whitening step on the final block of data was addled solely to

prove security of the arbitrary length data’'use case. For DUKPT, arbitrary data lengths are not
ermitted.

Doesn’t CMAC prevent known plaintext attacks against the key derivation function?

$ince the output of the key derivation function is a key, and that key is never made py

laintext attacks are very difficult with either approach. CMAC could possibly make §

blic, known
uch attacks

arder if the working keys are inappropriately revealed. However, there are no signif
laintext attacks against-AES. If such an attack is found, its impact on PIN block encry
e profound. Protecting DUKPT against this theoretical attack wouldn’t significantly

cant known
ption would
improve the

ecurity of the overall network.
oes CMAC nmrake exhaustive search more difficult?

gain, firstthe attacker would need to compromise (or recover by exhaustive search)

ey. From the working key, exhaustive search for the derivation key is very similar wit}

nd“ECB. For ECB, the attacker simply picks a key and tries encrypting the derivatipn data as a

ingle ECB operation. For CMAC, the attacker picks a key and calculates the CMAC on that derivation
data. The CMAC takes two calls to the AES block operation, so it would take about two times the
effort to recover the key.

the working
| both CMAC

DUKPT derives a large number of keys from very closely related derivation data, and those
theoretically related keys could be used to encrypt the same data or closely related data. Is there a
related key attack here that CMAC could mitigate?

There are no known related key attacks where the keys are related in this manner. Basically, this
implies that the encryption of two related plaintexts would need to result in some relationship in
the ciphertext, which would seem to imply other types of attacks on AES. If this type of attack does
exist, CMAC would not prevent the attack entirely, since, for example, the PIN key, data keys for
multiple directions and MAC key would still be related keys even if the CMAC whitening obscured
some of the related keys in the derivation tree.
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t security module algorithm

5.3.14 General

AES DUKPT is relatively simple to implement at the host side. Observe that the host does not need to
know which transaction counter values the terminal is skipping in order to process a transaction; it
simply calculates the appropriate keys for the value of transaction counter that was sent. Also, the only
time the host needs to know the number of registers in a terminal is when sending a new initial key.
The key encryption key is always derived from the highest transaction counter value supported by the
terminal, which is a transaction counter value that the terminal has not used yet.

For KSN compatibility, the host simply separates the 80-bit KSN into 56 bits of Initial Key I[J and
21 bits of transaction counter. The Initial Key ID is padded to the right with zeros to create 64bits. The
transaction |counter is padded to the left with zeros to create 32 bits.
5.3.15 "Derive Initial Key"
The Derive |Initial_Key function sets the initial key derivation data up according, to Table 5 using the
Initial Key ID and the appropriate constants for the AES size being used.
EXAMPLE 1{For AES-128, Initial Key ID = 0123456789ABCDEF, the derivation data for the Initial ey is
constructed using Table 5 as follows:
. Key Block Key Usage Algorithm .
Version Counter Indicator Indicator Length Initial Key ID
01 01 8001 0002 0080 0123456789ABCIDEF
Where the rlesulting Initial Key derivation data = 01018001000200800123456789ABCDEF.
This derivatiion data would be encrypted with the AES-128 BDK where the result would be the AES|128-
bit Initial Kgy for this Initial Key ID.
EXAMPLE 2[For AES-256, Initial Key ID = FFEEDDCCBBAA9988, the derivation data for the Initial ey is
constructed using Table 5 as follows:
. Key Block Key.Usage Algorithm .
Version Counter Indicator Indicator Length Initial Key ID
01 01 8001 0004 0100 FFEEDDCCBBAA9988
01 02 8001 0004 0100 FFEEDDCCBBAA9988
Where the resulting derivation data is:
1stblock derivation data = 0101800100040100FFEEDDCCBBAA9988.
2nd blogkderivation data = 0102800100040100FFEEDDCCBBAA9988.

The derivation data for each block would be encrypted with the AES-256 BDK where the result would
be two 128-bit data blocks that are concatenated to create the AES 256-bit Initial Key for this Initial Key

ID.

Derive Initial_ Key (BDK, keyType, initialKeyID)

{

derivationData = Create Derivation Data( Initial-Key ,
_Key-Derivation-Initial-Key ,
keyType, initialKeyID, O0);
initialKey = Derive Key (BDK, keyType, derivationData);

return initialKey;
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5.3.16 "Host Derive Working Key"

The Host_Derive_Working_Key function starts with the Base Derivation Key (BDK) and calculates from
that the initial key using the initialKeyID and deriveKeyType (one of _AES128_, _AES192_, _AES256_,
_2DEA_, or _3DEA_). From the initial key the function calculates current derivation key specified by
the transactionCounter by deriving all the intermediate derivation keys in the derivation tree from
the initial key based on the current transactionCounter value. Finally the workingKey is calculated as
derived from the current derivation key.

Host Derive_ Working Key (BDK, deriveKeyType, workingKeyUsage, workingKeyType, initialKeyID,
transactionCounter)

{

ipitialKey = Derive Initial Key(BDK, deriveKeyType, initialKeyID);

/{ set the most significant bit to one and all other bits to zero
mpsk = 0x80000000;

wprkingCounter = 0;

derivationKey = initialKey;

/{ calculate current derivation key from initial key
while (mask > 0) {
if ((mask AND transactionCounter) != 0) {
workingCounter = workingCounter OR mask;
derivationData = Create Derivation Data( Derivatiohzor-Working-Key ,

_Key-Dexivation ,
derivekKevyType, initialKeyID,
workifhgCounter) ;
derivationKey = Derive Key(derivationKey,, deriveKeyType, derivationDatg);
}

mask = mask >> 1;

derive working key from current derivétion key
brivationData = Create Derivation Data\( Derivation-or-Working-Key , workingHeyUsage,
workingKeyType, initialKeyID,
transactionCounter) ;

wprkingKey = Derive Key (derivati&nKey, workingKeyType, derivationData);

0.~

-

bturn workingKey;

5.3.17 Intermediate derivation key derivation data examples

For dn example of derivation data for deriving intermediate derivation keys, set the initigl derivation
datafaccording to Takle'6, and construct the derivation data as follows:

EXAMPLE 1 FoiAES 128 where the Initial Key ID = 0123456789ABCDEF, the derivation |[data for the
intermediate’derivation key where the counter value is 0x00000001 is constructed as follows:

Version Key Block Key Usage Algorithm Length Right half of | Transaction
Counter Indicator Indicator g Initial Key ID Counter
01 01 8000 0002 0080 89ABCDEF 00000001

Where the resulting derivation data = 010180000002008089ABCDEF00000001.

This derivation data would be encrypted with the Initial Key where the result would be the AES 128-bit
intermediate derivation key for counter value 0x00000001.

EXAMPLE 2 For AES 256 where the Initial Key ID = FFEEDDCCBBAA9988, the derivation data for the
two 128-bit blocks used to create the AES 256-bit intermediate derivation key where the counter value
is 0x00000001 is constructed as follows:
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Version Key Block Key Usage Algorithm Lensth Right half of | Transaction
Counter Indicator Indicator g Initial Key ID Counter
01 01 8000 0004 0100 BBAA9988 00000001
01 02 8000 0004 0100 BBAA9988 00000001

Where the resulting derivation data is

1stblock derivation data = 0101800000040100BBAA998800000001.

2nd block derivation data = 0102800000040100BBAA998800000001.

The derivati

on data for each block would be encrypfea With the Initial Key where the result woulld be

two 128-bit|data blocks that are concatenated to create the AES 256-bit intermediate derivation kgy for
counter valye 0x0000001.
EXAMPLE 3 This derivation data is updated with each derivation data calculation, In*~the AE§-128
example, if fhe working counter is 0x00001200, then the derivation data is constructed-as follows
. Key Block Key Usage Algorithm Right-half of | Transactjon
Version Counter Indicator Indicator Length Initial Key ID Counter
01 01 8000 0002 0080 89ABCDEF 00001200

Where the rlesulting derivation data = 010180000002008089ABCDEF00001200.

This deriva
0x0000100
0x0000120
this key is t
This is calcy

5.3.18 Wos

For an exaxq

derivation
derivation d

EXAMPLE 1
counter = 03

ata as follows:

'king key derivation data examples

fion data would be encrypted with the intermediate derivation key for counter yalue
, where the result would be the AES 128-bit intermediate derivation key for counter yalue
.Thereason the intermediate derivation key for&ounter value 0x00001000 is used to derive
hat this is the parent key for intermediate dekivation key for counter value 0x00001200.
lated by masking the rightmost 1 bit of 0x00001200 and the result is 0x00001000.

ple of derivation for deriving working keys from the current derivation key, sef the
ata using the values for the appropriate key usages from Table 6 and construct the

Data Encryption, encrypt key, AES-128, Initial Key ID = 0123456789ABCDEF, transaftion
£00002345. The derivation data is constructed as follows:

Version Key Block Key Usage Algorithm Length Right half of | Transactjon
Countet Indicator Indicator g Initial Key ID Countefr
01 01 3000 0002 0080 89ABCDEF 00002345
Where the rlesulting derivation data = 010130000002008089ABCDEF00002345.

This deriva

ion data would he encrypted with the intermediate derivation key for counter Value

0x00002345 where the result would be the AES 128-bit data encryption, encrypt key for counter value
0x00002345.

EXAMPLE 2 Same device, PIN Encryption key, 2-key TDEA, Initial Key ID = 0123456789ABCDEF,
transaction counter = 0x00002345. The derivation data is constructed as follows:

Version Key Block Key Usage Algorithm Lensth Right half of | Transaction
Counter Indicator Indicator g Initial Key ID Counter
01 01 1000 0000 0080 89ABCDEF 00002345

Where the resulting derivation data = 010110000000008089ABCDEF00002345.
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This derivation data would be encrypted with the intermediate derivation key for counter value
0x00002345 where the result would be the 2-key TDEA PIN Encryption key for counter value
0x00002345.

5.3.19 Transaction-originating device algorithm
5.3.19.1 Algorithm parameters

5.3.19.1.1 KEYLENGTH

This vatue s the tengthof themitiat keyAt keysstored i imtermediate derivatiom key Tegisters will

be the same length as the initial key. PIN, MAC or data encryption keys can have differentkpy lengths.

5.3.19.1.2 NUM_REG

Thisalue is the number of intermediate derivation key registers. In TDEA DUKPT, this valug was always
21. AES DUKPT uses 32 registers. AES DUKPT uses a value of 21 when using backward cpmpatibility
mode.

5.3.19.1.3 MAX_WORK

This|is the maximum number of operations that it takes the“host security module to arrive at the
key flor the current transaction counter value. This factor is.determined by the number of ones in the
trangaction counter. In TDEA DUKPT, this value is always 0. For AES DUKPT the MAX_WOQRK value is
16. AES DUKPT uses a value of 10 when using backwar&compatibility mode.

5.3.19.2 Storage areas

5.3.19.2.1 General

The fransaction-originating device maintains the following storage areas from the time pf the "Load
Initigl Key" command for the life of the'device.

5.3.19.2.2 Initial Key Identifier (64 bits)

This|is defined in the pseudocode notation as the global variable [nitialKeyID. In systgms without
KSN [compatibility requirements, this value is injected as a 64-bit Initial Key ID. In devic¢s with KSN
compatibility, this register will hold the leftmost 64 bits of the initial Key Serial Number injected into
the transaction-@riginating device along with the initial key during the "Load Initial Key[' command.
Observe that these 64 bits include bits from the transaction counter, but since the counteris zero, this
apprpach effectively pads the 59-bit Initial Key ID with zeros on the right. The contents of this register
remdin fiXed for the service life of the device, until another "Load Initial Key" command or until an
“Update.Initial Key” command is received.

5.3.19.2.3 Transaction counter (32 bits)

This is defined in the pseudocode notation as the global variable TransactionCounter. This variable
defines a counter of the number of transactions that have occurred since the initial key was first loaded.
Certain counter values are skipped (as explained) thus this value will not always represent the actual
number of transactions that have been performed. Observe that the maximum value for the transaction
counter is determined by the number of intermediate derivation key registers.

5.3.19.2.4 NUM_REG (32 or 21)

This is the number of intermediate derivation key registers. It is 32, except in compatibility mode where
itis 21.
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5.3.19.2.5 Intermediate derivation key registers (NUM_REG registers of KEYLENGTH)

This is defined in the pseudocode notation as a global array IntermediateDerivationKeyRegister.
IntermediateDerivationKeyRegister is a set of registers used to store intermediate derivation keys.
AES DUKPT defines 32 registers. When operating in backward compatibility mode, there will be 21
registers

5.3.19.2.6 Intermediate derivation key in use (NUM_REG Booleans)

This is defined in the pseudocode notation as an array IntermediateDerivationKeylnUse.
IntermediateDerivationKeylnUse is a set of Booleans used to store whether the corresponding
IntermediatéDerivationKeyRegister has a valid value.

The following storage areas relating to key management are required on a temporary basis.dnd’may be
used for othler purposes by other routines:

5.3.19.2.7 Current derivation key (0..31)
This is defiped in the pseudocode notation as the global variable CurrentDerivationKey. This confains

the index of the Intermediate Derivation Key Register whose contents are beihg used in the cufrent
cryptographic operation.

5.3.19.2.8 Shift register (32 bits)

This is definjed in the pseudocode notation as the global variable ShiftRegister. This is a 32-bit regjister.
This registef normally contains 31 "zero" bits and a single "one?bit. This register is used to select gne of
the intermegliate derivation key registers. Its value is 1 << CurrentDerivationKey.

5.3.19.2.9 Key type injected (KeyType)
This is the key type of the injected initial key, eithier _AES128_, _AES192_, or _AES256_.

5.3.19.3 Processing routines

5.3.19.3.1 (General

Unlike the priginal annex that'défined TDEA DUKPT, this document limits the description of the
algorithm tq the key managenient functions. PIN processing and entry are considered separate systems
that may make use of the PUKPT key management. From this point of view, a device that implements
AES DUKPT]| supports threé key management functions that may be used by other device functions.
These functjons are L.oad_Initial_Key, Generate_Working_Keys and Update_Initial_Key. The procefsing
steps to be gerformedvin each case are indicated. This subclause also contains definitions of subroufines
that are common'te'these functions. Observe that the key derivation function Derive_Key is definged in
5.3.9.

5.3.19.3.2 "Load Initial Key" (key management command)

The Load_Initial_Key function initializes the system from an initial key, the initialKeyID, and a
initialKeyType. The initialKeytype shall be one of _AES128_, _AES192_, or _AES256_ and defines the type
of the derivation keys to use (aka “intermediate derivation keys”).

Load Initial Key(initialKey, initialKeyType, initialKeyID)
{
IntermediateDerivationKeyRegister[0] = initialKey;
IntermediateDerivationKeyInUse[0] = true;
CurrentDerivationKey = 0;
InitialKeyID = initialKeyID;
TransactionCounter = 0;
ShiftRegister = 1;
InitialKeyType = initialKeyType;
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Update Derivation Keys (NUM REG-1);

TransactionCounter++;

}
5.3.19.3.3 “Calculate DUKPT Update Key” (optional local subroutine)

The wrapping key for the Update_Initial_Key function is the key that corresponds to the last counter
value. That counter value shall not be used to calculate transaction keys.

Calculate DUKPT Update Key ()
{

bft—% (NOrMt—REG— 1

Pgister = NUM REG - 1;

-

while ((TransactionCounter & bit) == 1)
{
bit = bit >> 1;
register--;
}
cEr TransactionCounter & ~(bit - 1);

key IntermediateDerivationKeyRegister[register];

while (bit > 0)

ctr = ctr | bit;
derivationData = Create Derivation data( Derivation-or-Working-Key , Key-
Deriyation , InitialKeyType, InitialKeyID, ctr);

key = Derive Key(key, deriveKeyType, deriva@tionData);
register--;

bit = bit >> 1;

derivationData = Create Derivation Data( Derivation-or-Working-Key ,
_Key-Encryption-Key ,
InitialKeyType, InitialKeyID,
ctr) ;

eturn Derive Key(key, InitialMkeyType, derivationData);

-

5.3.19.3.4 "Update Initial Key" (optional key management command)

The Update_Initial_Key‘“function takes a new encrypted initial key wrapped with the last possible key
encryption key derived from the current initial key on the device, decrypts the new initial key with the
key gncryption key'and installs the new encryption key.

The new initialkey shall be protected in a way that complies with the requirements in this{document.

UnwrapKey-shall be implemented in a way that conforms to the requirements in this document [e.g. by
using akey block described in ISO 20038 (for AES) or ANSI X9.143 (for TDEA)].

The wrapping key shall only be used with a single key wrap algorithm and mode.

If TR-31 key blocks are used, the TR-31 key block carrying the initial key should have the following
format:

D nnonn Bl A X 00 N 01 00 KS 14 hhhhhhhhhhhhhhhh

where nnnn is the decimal key block length (including count and header) and hhhhhhhhhhhhhhhh is
the key identifier.

Update_Initial_ Key (encryptedInitialKey, newInitialKeyType, newInitialKeyID)
{

// derive a key encryption key from the last counter value
// for the device

© IS0 2023 - All rights reserved 59


https://standardsiso.com/api/?name=243d42aa67be36e1bfe0762be53efb4a

ISO 11568:

2023(E)

dukptUpdateKey = Calculate DUKPT Update Key();
if (!UnwrapKey (encryptedInitialKey, dukptUpdateKey, newInitialKey))
{
return ERROR;
}
Load Initial Key(newInitialKey, newInitialKeyType, newInitialKeyID);

return SUCCESS;

}
5.3.19.3.5 '

The Generaf‘n Working Kauc function cganaratac 2 warkinag kauv forthao curraont trancactinn
E— VOt Bt yoTore 5eerace v-Or BT o e-cuatrreretraoat

'Generate Working Keys" (key management command)

Working key

Generate_W(

{
// init]
Set shif

// advaf
while (
Tran{

if (1

Cq

i

}
Set
}

// deriy
derivat]

Transactiof
workingH
Update {

return

}
5.3.19.3.6

The Update
Intermediat{

TTOTT DoV V- OTISTTT TToTTT

s shall only be used with a single algorithm and mode and for a single purpose.
rking Keys (workingKeyUsage, workingKeyType)

alize the ShiftRegister and CurrentDerivationKey
t Register();

ce transaction counter until Current Key is valid
!IntermediateDerivationKeyInUse [CurrentDerivationKey] ) ¢{

actionCounter TransactionCounter + ShiftRegister; // (skip over invalid k¢
ransactionCounter >= ((1 << NUM REG) 1)) |

ase Operation(); // this function will cease using{this this key set

turn ERROR;

hift Register();

fe a working key from the Current Key pointer
onData Create Derivation Data( Deritvation-or-Working-Key , workingKeyUsag]
workingKeyType, InitialKeyID,

Counter) ;
ey Derive Key(IntermediateDepivVationKeyRegister [CurrentDerivationKey],
workingKeyType, derivationData) ;

tate for next Transactiony):

forkingKey;

'Update State for next Transaction” (local subroutine)

| State_for_next Transaction function invalidates the Current Key in the register named

InitialKeyiji

Count One

{

bDerivationKeyRegister and its in-use flag and increments the TransactionCoynter.
e is the key(type for the injected initial key.

its,(value)

//

F6p clarity, a simple, straightforward implementation has been chosen.

// There are faster ways Ol computing the value on most platforms.

bits =
mask
while

if

mask

}

return

}

(mask > 0)

0;
1 << (NUMREG -
{
((value & mask) > 0)
bits bits + 1;

mask >> 1;

1);

bits;

Update_State_for next Transaction()

{

oneBits
if

(oneBits <= MAX WORK)

Count One Bits(TransactionCounter);

{

Update Derivation Keys (CurrentDerivationKey);
// erase the current intermediate derivation key
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IntermediateDerivationKeyRegister[CurrentDerivationKey] = 0;
// invalidate the current register
IntermediateDerivationKeyInUse[CurrentDerivationKey] = false;

// increment the transaction counter
TransactionCounter++;

}

else { // number of “one” bits in the transaction counter is greater than MAX WORK

// erase the current intermediate derivation key
IntermediateDerivationKeyRegister[CurrentDerivationKey] = 0;

// invalidate the current register
IntermediateDerivationKeyInUse[CurrentDerivationKey] = false;
// skip transaction counter values with more than MAX WORK bits
TransactionCounter = TransactionCounter + ShiftRegister;

/Y check if transaction counter has exceeded max value

if (TransactionCounter >= ((1 << NUM REG) - 1)) {

Cease Operation(); // this function will cease using this this key)set
return ERROR;

bturn SUCCESS;

[a]

}
5.3.19.3.7 "Update Derivation Keys" (local subroutine)

The [Update_Derivation_Keys function updates the intermediate derivation key registers based on
the ¢urrent values of the ShiftRegister, TranactionCounter,“CurrentDerivationKey, InitialKeyType and

InitiqlKeylID.

The first time this function is called, start = NUM_REG<Dand all the registers are initialized.

Whep it is called after a transaction key is generatéd, start = CurrentDerivationKey.

Update Derivation Keys (start)
{
ipdex = start;

bgisterBit = 1 << start;

baseKey = IntermediateDerfivagtionKeyRegister [CurrentDerivationKey];

while (registerBit != 0) {

derivationData = Create.Berivation Data( Derivation-or-Working-Key ,
_Key-Derivation ,
InitialKeyType, InitialKeyID,
(registerBit OR TransactionCounte

=

IntermediateDekrivationKeyRegister[index] = Derive Key (
baseKey,
deriveKeyType, derivationData) ;
IntermediateDerivationKeyInUse [index] = true;
registeiBit = registerBit >> 1;
index—s" index - 1;

—

bturn SUCCESS;

-

}

5.3.19.3.8 "Set Shift Register" (local subroutine)

The Set_Shift_Register function sets to "one" that bit in the ShiftRegister that corresponds to the
rightmost "one" bit in the TransactionCounter, making all other bits in the ShiftRegister equal zero. For

example:

If Transaction Counter = 0000 0000 0000 0010 1100 1101 1100 0011,
Shift Register becomes: 0000 0000 0000 0000 0000 0000 0000 0001;
If Transaction Counter = 0000 0000 0000 0010 1100 1101 1100 0000,
Shift Register becomes: 0000 0000 0000 0000 0000 0000 0100 0000.
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Set_Shift Register()

{
ShiftRegister = 1;
CurrentDerivationKey = 0;

if (TransactionCounter == 0) {
Return SUCCESS;
}

While ((ShiftRegister AND TransactionCounter) == 0) {
ShiftRegister = ShiftRegister << 1;
CurrentDerivationKey++;

}

Return JUCCESS;

5.3.19.4 Base cipher definitions

All of the ciphers described in this document operate as modes of an underlying bleck cipher, meaning
that the algErithms make calls to some underlying block cipher and base their sgcurity on the security
of that undgrlying cipher. For the purposes of this specification, AES DUKPT fs)specified for use|with
Advanced Encryption Standard (AES). References for the definition of thisxalgorithm can be fouhd in
the ASC X9 §D-34 registry.

Within the following algorithm descriptions, the following constantis used to specify the block size of
the AES alggrithm:

AES BYTES = 16

The following AES operations are used in the function descriptions. The functions assume that AES is
used with a[128-, 192- or 256-bit key:

— AES_Enprypt_ECB(K, Y): given a key K and a 16:byte value Y, return the AES ECB encryption of X as
a 16-byfe array.

— AES_Defrypt_ECB(K, Y): given a key K and a 16-byte value Y, return the AES ECB decryption of X as
a 16-byte array.

5.4 Hostqto-host UKPT

Host-to-host UKPT is similar.te DUKPT, in that:

— the key jused to protectthe information in the message (e.g. PIN or data) is not pre-established;

— informdtion needed by the receiving SCD to determine the correct transaction key is sent in the
transaction message.

However, unplike 'DUKPT, the key(s) used in the transaction are not derived from a base key usjng a
one-way fu%ﬁ-UﬁMMwaﬁ-ﬁMtion-

specific seed value [including variant(s) for key separation if needed] is used to calculate the key(s)
necessary to decrypt (as the first step to translation or verification).

The 16-byte seed value to be combined with the UKPT key may be randomly generated for each
transaction by the SCD or may be a counter, depending upon implementation. Use of random seeds
eliminates the need to store a counter and increment it for each key use. If the data is a counter, the host
application supplies that counter to the encrypting SCD. If randomly generated, the SCD provides the
seed together with the encrypted data in the response back to the host application for inclusion in the
message to the receiving host.

If a counter is used for the seed value, a method to ensure the same seed value is not used for multiple
transactions shall exist.
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The message sent to the receiving host includes the seeds, which the receiving host SCD will need in
order to calculate the correct transaction key(s) to perform the decryption or translation.

Verification shall be performed using the CMAC function as described in the ISO/IEC 9797 series.

All requirements related to a DUKPT BDK apply to the UKPT key.
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Annex A
(informative)

Key and component check values

A.1 General

A check valy
The check v
on the checH

A.2 Lega

The previoy
zero block u
the check v
(six hexaded

There are a
of the entireg
into the sysf{
a single-DE

Even with a
security prg

e is a cryptographic function of the key that is used to verify the correct key or comp

 value algorithm and its usage.

cy approach (deprecated)

s edition of this document recommended computing the check valtie by encrypting a
sing the key or component as the encryption key, see Figure A-» When using this me
lue available outside the SCD is the leftmost n-bits of the result; where n is at most 24
imal digits).

number of known security problems with this approach. First, if the check value con
ciphertext, then it is possible that the check value can be used to enter a known ciphe
em. For example, the check value for a key wrapping key is identical to the ECB key wr
A key with a value of all zeros.

check value of only four or six digits, revealing the partial encryption of all zeros can ¢
blems with some modes of operation, particularly Counter Mode and CMAC.

0000....0000

|

DEA encrypt

K1

K2 DEA encrypt ]

K3

I

DEA encrypt J

1

onent.
alue is not considered a secret parameter, which places significant security requirenpents

n all-
thod,
| bits

sists
rtext
ap of

ause

64

| Truncate I
)

KCV

Figure A.1 — Legacy generation of key check value
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A.3 CMAC-based check values

A.3.1 Algorithm

Check values calculated on an all-zero n-bit block, each bit a binary zero, using the CMAC algorithm as
specified in the ISO/IEC 9798 series and where n is 128 for AES and 64 for TDEA.

The check value shall be the leftmost k-bits of the result, with a length consistent with 4.8.2.
The block cipher used in the CMAC function shall be the block cipher of the key itself.
The GMACvalue s calenlated according Lo -

Data
(TDEA = 64 bits, AES =128 bits)
000....000

Key CMAC algorithm
NIST SP 800-38B

Trincation

KCV

Figure A.2 — CMAC generation of key check value

A.3.2 Examples

Algdrithm |Key Check value

AES{128 1234567890ABCDEFFEDCBA0987654321 3F0[77B8FAA

AES{192 1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF 0C1589E01B

AES{256 0000111122223333444455556666777788889999AAAABBBBCCCCD- F665910B72
DDDEEEEFFFF

TDEA 0123456789ABCDEF FEDCBA9876543210 0A4245
(every 8th bit set for odd parity)

A.4 Check values for HMAC keys

This algorithm should be used to generate and verify check values as shown in Figure A.3 with input
values as shown in Table A.1.

VP = TruncN( SHA256( KA || KT || KL || K)) where:

VP 128-bit verification pattern
TruncN(x) Truncation of the string x to the leftmost N bits

Result shall be truncated to 128 bits at most
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SHA256(x) SHA-256 hash of the string x

KA One-byte constant for the algorithm of key (HMAC 0x03)

KT Two-byte constant for the type of key (MAC 0x0002)

KL Two-byte bit length of the clear key value

K Clear key value left-aligned and padded on the right with binary zeros to byte bound-
ary

Il String concatenation

L bi ddi
2 byte blg endian key bit-value inary zero padding
key bit length b 'Kk to byte boundary
X'nnnn' " b'...000’

X'03' X'0002" | X'nn nn' b'kkk....000’

L Concatenated J

Truncation

|

KCV

Figure A.3 — Key check value generation for HMAC keys

Sample calculations are shown in Table A.1.

Table A.1 — Input values for generating HMAC key check value

Key Key Encoded form KCV
strength
80 bit 00010203040506070809 030002005000010203040506070809 0d4ba604b022ae
222d09786c567
f677e

NOTE 1 All values are hexadecimal.

NOTE 2 Encoded form has the appropriate pre-pend bytes, pre-pended.
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Table A.1 (continued)
Key Key Encoded form KCV
strength
128 bit 000102030405060708090A0BOCODO |0300020080000102030405060708090A0|£fd726aa5b146a8
EQF BOCODOEOF 5¢cf£dc8312bd98

9921c

256 bit 000102030405060708090A0BOCODO [0300020100000102030405060708090A0|d54cae6d23ba8?2
EOF101112131415161718191A1B1C |BOCODOEOF101112131415161718191A |alb44a228c22c
1DI1EL1F 1BICI1DIELF 6aefd

520 bit 000102030405060708090A0BOCODOE |0300020208000102030405060708090A0 |de278e848ef2be
0F101112131415161718191A1B1C1D |BOCODOEOF101112131415161718191A |66942f4ab4e00
TETFZ0Z2122232Z825262 128292ZAZBZC [IBICIDIETFZ0Z1IZ22232425262 728292 |cUe3
2D2E2F303132333435363738393A3B |A2B2C2D2E2F30313233343536373839
3C3D3E3F40 3A3B3C3D3E3F40

NOTIE 1 All values are hexadecimal.

NOTIE 2 Encoded form has the appropriate pre-pend bytes, pre-pended.
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Annex B
(normative)

Split knowledge during transport

B.1 General

When two

of the auth
split knowlg
unauthorize
exposure og

a)

compon

br more items need to remain separate during transport (when not in the posse
brized custodian, which is covered in 4.9.1.3.1) to support management of a\key
bdge, it is necessary to implement a process to detect (and prevent wherecposSsible]
d access during the transportation and provide adequate evidence to demonstrate th
curred. Such items include but are not limited to:

ents or shares of a key (e.g. printed or written on paper, on electronic media, in an HM

used to carry components or shares and the authentication partameters used to enal

)

keys that when used in concert enable an SCD to pérform sensitive key manage

functions (e.g. brass keys).

b) an SCD
access if;

c) physica

This annex

order to den
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meant to pr

Each item n

a) Itshall
opening
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b) The pad

be a con
courier

For items sh

describes the required procedural elements and-the evidence that shall be maintain
honstrate split knowledge during transport.

aging
ng that protects the item during transit includes all barriers put around the item thg
btect it from disclosure. TEA bags are defined in 3.81.

bt contained within an SCDshall be contained in a sealed TEA bag. For written items:

hot be feasible to reveal.the secret, even with manipulation of any interior barrier wit
the TEA bag (e.g. unfolding a trifold piece of paper or opening an unsealed envelope
ained within the TEA bag).

kaging shallbe.sufficient to ensure the value can’t be read through the TEA bag. Thi
hbination of:a'security envelope inside a TEA bag or could depend upon the TEA bag its
mailer is\not sufficient to prevent disclosure.

ippédiwithin transport media:

5sion
with

any
at no

D);

le or

ment

ed in

t are

hout
that

5 can
elf. A

— Packagi
read or
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accessed through the packaging.

t be

— When selecting packaging for transport media, consideration should be given to the fact that it
is possible to access various forms of media through certain types of packaging material without
detection. For example, a magnetic stripe card needs to be protected from being read while

remaini

B.3 Sepa

ng inside the TEA bag.

rate shipment

Items shall be addressed using the name of the authorized custodian rather than the role (e.g. "Eve L.

Mallory", no

68

t "Key Custodian 1").
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Separation of the items shall be achieved by utilizing different communication channels. Examples
include but are not limited to:

— component A shipped using courier company 1 and component B shipped using courier company 2;

SCD shipped with courier company 1 and its associated password communicated via SMS.

When choosing the method with which to separate item shipment, consideration should be given to the
impact if the key were to be compromised during transit (e.g. components for a key already protecting
production information might warrant additional separation by date. A master file key already
protecting other keys might warrant confirmation of receipt for each shipment before the next package

is se

B.4

3

Receipt confirmation

Participation from the sender and receiver is necessary to ensure that the pdckage rec
packpge that was sent, and that it was received intact. The process shall include?

a)

b)

‘)
d)

e)

B.5

designation of the individuals (not roles) authorized to send and regeive items (i.e. “Joh
|Component Holder 1”);

use of a transportation channel(s) that allows for tracking (fer items being shipped);
an inspection by the receiver for signs of tampering;

¢onfirmation that the package was not substituted (eig-the receiver providing the TEA
o be confirmed by the sender);

iif an SCD, verification that it was not substituted using information that was received s¢
the package itself (e.g. confirming the device ’serial number or a cryptographic mean
tthe SCD was not substituted).

Transport logging

Logs| detailing the activities forsshipping and receiving shall be consistent with 4.1.4 an

incl
a)
b)
‘)
d)

e:
items transported;

ethod of transport;
¢vidence thatthe package was not substituted and showed no signs of tamper;

¢videneeindicating the device was not subject to substitution.

eived is the

n Smith” not

bag number

parate from
5 to validate

d shall also
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Annex C
(informative)

Trust models and key establishment

C.1 Introduction

Trust mode

methods conpsist of three trust models (three party, two party, prior trust) and three key establish

protocols (U
can be used

Mechanism§
protocols.

C.2 Trus

C.2.1 Thrn

In a three-p
trust for the
verify the id
issues a dig
have the iss

All public kg
root key pai
in establish]

The CA’s pu
pair shall b
secure envil
integrity of
the appropr

The CA sha
the mechan
requestors.

s and key establishment protocols are used in combination for key management.-1

nilateral key transport, bilateral key transport, key agreement). Any of the)trtist m
with any of the key establishment protocols.

shall exist to establish trust for all public keys used in the key exchange.and key tran

I models

ee-party model using third-party CA

hrty trust model, each party of a communicating pair'will use a third party to establis
ir public keys. This third party is a certificate aathority (CA). Trust is placed on the

entity and integrity of the requestor and the requestor’s public key. Once validated, th
tal certificate for the requestor’s public ke§(signed by the CA’s private key). Partieg
1ing CA’s public key can authenticate the certificate as legitimately issued by the CA.

bys used in this model are validated-by chaining their validity back to the third-party
. The CA does not actively participate in the key transport protocol, but merely particij
ng the foundation that forms thetrust relationship for the exchange of the public keys

blic key is the root key of trust in the key hierarchy. The CA’s root public and privat
e generated and managed in accordance with this document. The CA shall operatg
onment as described in‘the ISO 13491 series that provides secure processing to ensur
the public key infrastructure environment. The CA’s public key shall be distributed a
jate subclause of1SO 21188.

Valid identification is essential in establishing the trust of the public keys in this syste

hese
ment
bdels

sport

h the
CA to
e CA
that

CA’s
hates

e key

in a
e the
5 per

1 have PKl-practices and policies in accordance with ISO 20038. Such policies establish
isms and provide assurance for validating the authentic identification of the certif

icate
m.

In Figure C.

| (party 1 is a third-party CA, party 2 is an organization operating a key distribution

host

(KDH) and

arty 315 a manufacturer of tie Rey Teceiving device (KRD), whichr s typicatty a PED

. The

manufacturer is signing the KRD public key. Trust exists between the CA and the device manufacturer,
so that as device public keys are signed by the manufacturer’s key (which in turn has been signed by the
CA) the chain of trust back to the CA is established. Trust also exists between the CA and KDH to enable
mutual authentication of the KDH and KRD during key distribution process.
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Party 3

Party 2 Party 1

Key
DM device manufacturer

Figure C.1 — Three-party example: key distribution to KRDs
C.2.2 Two-party model - one party acts as CA

In thfis scenario, one party assumes a role simildr to that of the three-party CA in that all

used
part)
apu
be di
stagd
publ
party
the (

in this model are validated by chaining-their validity back to one of the party’s root K
 assuming the role of the CA (CA party)-has a root verification key pair. The other par
lic-private key pair and, via an intégrity-assured channel, sends its public key to the f
gitally signed by the CA party’s{root verification private key (this is done once in an i
.) The CA party generates a public-private key pair for encryption or decipherment a1
c encryption key digitally~signed by its own verification-signing key (self-signed) tdg
. Then, in the course ofthe key transport protocol, all public keys exchanged are val
A party’s root publigverification key.

While

this explanatien®addresses two parties, this method can also be used in a one-to-

public keys
ey pair. The
[y generates
irst party to
nitialization
1d sends the
the second
dated using

many entity

relatfjonship, with Oné party assuming the role similar to that of the CA party. For example, a KRD

man
sign

The
Verlf

facturer (pafty acting as CA) could sign a multiplicity of KRD public keys (same par
he KDHpublic key (second party).

irst.party’s public key (i.e. the CA party’s public key) is the root key of trust in this sg

ty) and also

enario. This
nerated and

catlon key palr w1ll assume the role of the CA root key palr and therefore shall be gel

as described

in the ISO 13491 series that prov1des secure processmg to ensure the 1ntegr1ty of the public key
infrastructure environment. The CA party’s public key shall be distributed as per the appropriate
subclause of ISO 21188.

The CA party shall have PKI practices and policies in accordance with ISO 21188. Such policies establish
the mechanisms and provide assurance for validating the authentic identification of the certificate
requestors. Valid identification is essential in establishing the trust of the public keys in this system.

Examples can be found in Figures C.2, C.3 and C.4.
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Key

DM device manufacturer

NOTE

Key

The manufacturer of KRDs is CA.

Party 1 Party 2
- -
/ DM
o 3 1. () oo

Party 1

\ 7

Figure C.2 — Two-party example: key distribution to KRDs

DM device manufacturer

NOTE

72

KDH is CA:

Party 2

Figure C.3 — Two-party example: key distribution to KRDs
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C.2.3

In ciy
be u{

Ther
auth
and j
mod
and

Party 1 Party 2
2 /
/ / 1 I
KDH 3 @
N

Figure C.4 — Two-party example: key distribution between'host nodes

b Prior trust model - no CA

cumstances where use of a CA is impractical or inappropriate, methods other than use

e shall be a prequalification process to ensure the integrity of the keying matej
enticity of the request and requestor. The parfies establishing manual trust shall h
procedures in place consistent with ISO 21188 for identification and authentication pu
] shall not be used for key exchange to PEDS (since certificate revocation lists are ng
t would be impractical to notify all affected parties in a timely manner in case of

compromise).

The |
to-hd
publ
and ¢

prior trust model can be used where two institutions want to exchange symmetric kej
st communications link without-heed for the use of a CA. The institutions would fiy
c keys using an out-of-band.process that mutually validates the authenticity of the part
nsures that valid public keys are received. Once the public keys are exchanged, one of t

listedl in C.3 may be employed.

Exan

q

q

q

nples for use of thissmodel include, but are not limited to:
bxchange of symmetric keys between vendors to facilitate manufacture of an SCD;

bxchange~of symmetric keys between processors and financial institutions and/or
ervicesproviders;

bxchange of symmetric keys within organisational internal systems. (e.g. between bus

of a CA may

ed to establish trust in the public keys used (e.g. manuallyexchanging media containing the public
keys).

ial and the
ave policies
rposes. This
t applicable
private key

Vs on a host-
st exchange
ies involved
he protocols

third-party

ness units).

C3

Symmetric key establishment protocols

C.3.1 General

This subclause describes the approved asymmetric key methodologies for distributing symmetric keys
to devices. Each method shall use one of the trust models described in C.2 to establish trust between
the communicating pair. These key establishment methods fall into two categories:

— key transport protocol (unilateral key transport or bilateral key transport);

— key agreement protocol.
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C.3.2 Unilateral key transport method

Figure C.5 represents a high-level overview of the steps that occur where a KDH generates the
symmetric key and transports it to the KRD.

la | >

A B
Key
A KRD
B KDH

Figure C.5 — High-level overview of key transporf'method (unilateral)

After the KOH begins communication, the high-level steps invelved in the key transport protocol mgthod
(unilateral Key transport where the KDH generates and seénds the symmetric key) are as follows:

a) If publig¢ keys have not previously been exchanged and stored:
1) the[KDH sends its verification public key,to the KRD;
2) thel|KRD sends its public key(s) to the KDH;
3) each key recipient validates the received public key, for example by validating a certificatq.

b) The KDH generates a symmetric key — unique (except by chance) for this KRD - inside the KDH’s
SCD and retains it (e.g. stéres it in its local database as a cryptogram encrypted under its $CD’s
symmetric master key)“The KDH’s SCD also encrypts the symmetric key under the KRD’s public
encrypffion key. Obsesve'that the symmetric key does not exist anywhere in the clear (except wjithin
the KDH’s SCD). The-KDH signs the cryptogram with the KDH’s signature key and sends it tp the
KRD.

The KDH sehds the cryptogram of the symmetric key encrypted under the KRD’s public encryption
key to théKRD. Only the KRD will be able to decrypt the symmetric key because only the KR has
the corresponding private decipherment Key.

c) The KRD verifies the signature using the KDH’s verification key and decrypts the symmetric key
using the KRD’s private decipherment key.

d) The KDH and the KRD now share a symmetric key.

Many other steps can occur for the actual protocol. Figure C.5 does not contain the protocol messages.
It does not show any of the detailed steps for the generation of the public and private key pairs, any
involvement of a CA to issue certificates or any of the details of digital signature techniques that can be
used to prevent a middleperson attack on this system. It does not show the use of the KDH'’s or KRD’s
signature or verification keys. It is meant to show only the very simplest steps in the process, not the
actual protocol.
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This method is based on the ISO/IEC 11770 series. Implementations shall conform to the requirements

state

d in the ISO/IEC 11770 series, which reference the RSA asymmetric algorithm.

Unauthorized modification, substitution or replay of the transported symmetric key and middleperson

attac

ks shall be prevented or detected.

C.3.3 Bilateral key transport method (both parties generate and share symmetric key -
joint control)

Another form of the key transport method is for bilateral key transport where both the initiator and the
responder each generate a symmetric key within SCDs and send each key to the other party. Figure C.6

repr
depi

Key
A ]

Aftel
(bila

FSENTS a Nigh-level OVerview of the steps that occur. Two Key distribution hosts (1.€. 1]
ted in this example, denoted KDH1 and KDH2.

] 1b
i = EE
)3 O
| |
B
(DH1
KDH2

Figure C.6 — High-leveloverview of key transport method (bilateral)

KDH1 begins communicatien; the high-level steps involved in the key transport prot
teral key transport where_the KDH1 and the KDH2 each generate a symmetric key 4

syminetric key to the other party) are as follows:

a) 1
]

4

b) 1

f public keys haveiot previously been exchanged and stored:

) KDH1 sendsits public keys (verification and encryption) to KDH2;

2) KDH2 sends its public keys (verification and encryption) to KDH1.

KDH1\generates a symmetric key - unique (except by chance) for KDH2 - inside KDH

1

efajns it (e.g. stores it in its local database as a cryptogram encrypted under its SCD’

24 IZE

o PEDs) are

bcol method
nd send the

1’s SCD and
b symmetric

yption key.

Observe that KDH1’s symmetric key does not exist anywhere in the clear (except within KDH1’s
SCD). KDH1 signs the cryptogram with KDH1’s signature key.

KDH1 sends the cryptogram of KDH1’s symmetric key encrypted under KDH2’s public encryption
key to KDH2. Only KDH2 will be able to decrypt the symmetric key because only KDH2 has the
corresponding private decipherment key.

c) KDH2 verifies the signature using KDH1’s verification key and decrypts KDH1’s symmetric key
within its SCD using KDH2’s private decipherment key.

KDH2 generates a symmetric key - unique for KDH1 (except by chance) - inside KDH2’s SCD and
retains it to combine it with KDH1’s contribution for the final symmetric key as explained in step
5. KDH2’s SCD also encrypts the symmetric key under KDH1’s public encryption key. Observe that
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d)

e)

KDH2’s symmetric key does not exist anywhere in the clear (except within KDH2’s SCD). KDH2
signs the cryptogram with KDH2’s signature key.

KDH2 sends the cryptogram of KDH2’s symmetric key encrypted under KDH1’s public encryption
key to KDH1. Only KDH1 will be able to decrypt the key component because only KDH1 has the
corresponding private decipherment key.

KDH1 verifies the signature using KDH2’s verification key and decrypts KDH2’s symmetric key
within its SCD using KDH1’s private decipherment key.

KDH2 and KDH1 now share symmetric keys. If these symmetric keys are to be combined to form a
shared secret 1"‘3_‘,’, then a one-wav function shall be used

Many other [steps can occur for the actual protocol. Figure C.6 does not contain the protocol thessages.
[t does not ghow any of the detailed steps for the generation of the public and private key pairs, of any
involvement of a CA to issue certificates or any of the details of digital signature technigues thak can
be used to prevent a middleperson attack on this system. It does not show the use of the Yesponde|’s or
initiator’s signature or verification keys. It is meant to show only the very simplest steps in the prdcess,

not the actupl protocol.

This method is based on the ISO/IEC 11770 series. Implementations shall conferm to the requirements
stated in thle ISO/IEC 11770 series, which references the RSA asymmetric algorithm or ANSI X9.63

which is EC(.

Unauthoriz¢d modification, substitution or replay of the transported symmetric key and middlepgrson

attacks shall be prevented or detected.

C.3.4 Keylagreement method

Figure C.7 illustrates how the Diffie-Hellman algorithnris used for key agreement. In this method,|both
the host and interfacing device exchange information that is then used to derive the symmetric key. In
a key agreement scheme, both parties contribute information that is used by both to derive a shared

secret key (k = k’ in the following steps).

< !
2
< 3
A B

Key

A ATM

B  host

Figure C.7 — High-level overview of key agreement method

The high-level steps involved in the key agreement protocol method are as follows:

a) The device and the host authenticate each other and then agree upon two shared values (g and
n). This may be done across an open channel. Details of the rules for generating g and n are not
discussed here, but g and n do not have to be secret.
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The device generates within its SCD a private random large integer x and calculates a public value
(X) to send to the host. The public value (X) is equal to g * mod n.

The host generates within its SCD a private random large integer y and calculates a public value (Y)
to send to the device. The public value (Y) is equal to g ¥ mod n.

The device calculates a key k equal to Y * mod n within its SCD.
The host calculates a key k’ equal to X ¥ mod n within its SCD.

Observe that k and k’ are equal to each other but are independently calculated and never have to be
transported from one party to the other.

The host and this device now share the same key and can now establish a PIN encrypting key.

Many other steps can occur. Figure C.7 does not show any of the detailed steps for the genperation of g
and 1 or the special mathematical relationships they have, the public (X and Y) afd private {x and y) key
pairg or any involvement of a CA to issue certificates or any of the details of digital signatur¢ techniques

that

Can be used to prevent a middleperson attack on this system.

Othelr key agreement protocols (e.g. MQV model) may be used but areTot detailed in this document.

Only|ANSI- or ISO/IEC-approved key agreement protocols shall be uséd.

Tabl¢ C.1 identifies the acceptable combinations.

Table C.1 — Trust models and key establishment protocols

Trust models
Three party Two party Prior trufst
Unilateral key v v v
transport
Key establish- :
ment protocol Bilateral key v v v
transport
Key agreement v v v
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Annex D
(informative)

Symmetric key life cycle

The states that make up a key's lifetime are collectively referred to as the key's life cycle. Termination
and archiving should consider all places in which the key exists. An operation that changes a key's state
is referred tp as a life cycle operation. The key life cycle consists of three phases:

a) Pre-usef during which the key is generated and optionally stored prior to its use.
b) Use: during which the key is distributed among communicating parties for operatiocnal use.

In a process where both communicating parties contribute to the generatioh of a new key, key
generatjon and distribution are closely integrated.

Some Key management schemes are designed for transforming Keys automatically dyiring
operatipnal use.

c) Post-use¢: during which a key is archived or terminated.

A key is|considered to be a single object of which multiple instances can exist at different locations
and in different forms. A clear distinction is made betweewthe following operations:

— desfruction of a single key instance;

— delgtion of a key from a given location, which-implies destruction of all instances of this Key at
that location;

— termination of a key, which implies deletion of the key from all locations.
Archivihg requires the destruction of all instances of the key except the instance(s) archived.

Figure D.1 gives a schematic overview/of the key life cycle. It shows how a given operation on & key
changes its gtate.
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PRE-USE BEGIN STATE
GENERATE — :flow
‘ —.——.— :condition
_____ : information
NEW
STORE
OPTIONAL Party 1 and/or 2 or 3
USE Transform Distribute Transform
RESTORE STORE RESTORE STORE
I | I |
DESTROY DESTROY!
I I
DELETE DELETE
Party 1 Party 2
e F -, S R N
POST-USE | Archiie |
e i
Terminate

Figure D.1 — Symmetric key life cycle schematic

Party 1 and/or 2 or 3
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Asymmetric Key life cycle phases

cycle consists of three phases:

The key life
a) pre-use
b) use: duj
private
€) post-usg
terming

A schematig
respectively
The life cycl

A cryptogra
locations an|

distriby

transfel
to genel

Figures E.1

during which the Key palr 1s generated and mignt be transierred;

ing which the public key is distributed to one or more parties for operational usSe 'an
key is retained in an SCD;

: during which the public key of a key pair is archived and the private kéy)of a key p
ted.

overview of the private key (S) life cycle and the public key((PY life cycle are
in Figures E.1 and E.2. The figures show how a given operatiorikon a key changes its §
e of public key certificates can be found in ISO 21188.

phic key is considered to be a single object of which multipledinstances may exist at diff

d in different forms. A clear distinction is made betwegn the following operations:
tion of the public key to a communicating party;

of a key pair to its owner in an implementation where the party does not have the cap|
ate key pairs.

hnd E.2 depict the asymmetric key life‘c€y¢le and public key life cycle, respectively.

d the

Qir is

riven
tate.

brent

acity
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Party 1 or third party

GENERATE (P,S)

New Store| (P, see Figure 2)
(Optional),
TRANSFER (P,S) optional
— ——t USE (P.S)
Use Active -———— -» Party 2
Party 1
<,
S
RETRIEVE (S)  STORE (S) REVOKE (P) 5/5
/8
S
&

| Destroyed |<—————DELETE ) DELETE (8)

: state | Terminated I

VERB operation

— flow

— — —— condition

-<— — — — information
P publi¢key
S privateKey

Figure E.1 — Asymmetric key life cycle schematic
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Party 1 or

Pending active

third party

GENERATE (P, S)

(S, see Figure 1) New

AUTHENTICATE (owner)

Authenticated

Optional

['hird party (CA)

CERTIFY (P)

Certified

TRANSFER AND
ctive STORE (P)

RETRIEVE (P) AND

DISTRIBUTE (P)

Party 1

I

I
USE'(P, S)

Party 2 |

Post-Active

RETRIEVE(P)  ARCHI

FEigure E.2 — Public key life cycle

| Received I *

|
VERIFY (P)\,~+—RETRIEVE (P) AND

Optional
STORE (P)

VE (P)
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Annex F
(normative)

Approved algorithms

General

This
cryp

F.2

F.2.1

annex identifies the algorithms that are approved for use in key management usin
fography.

Approved algorithms

Algorithms approved for public key transport systems

F.2.

NOT

F.2.

SA-based encryption methods as defined in ISO/IEC 18033-2;
CIES-KEM (key encapsulation method) as defined in ISO/AEC 18033-2.

Algorithms approved for public key agreement systems
iffie-Hellman;
C-DH;
C-DHE;
C-MQV;
linded EC-DH.

Algorithms for public key'agreement systems are described in the ISO/IEC 11770 series.

Algorithms approved for digital signatures
SA, see ISO/IEC9796-2;
SA, see ISQ/IEC 14888-3;
CDSAgxsee ISO/IEC 14888-3;
@=SDSA, see ISO/IEC 14888-3.

b public key

F.2.4 Approved hash functions

Approved hash functions are those described in ISO/IEC 10118.
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Annex G
(informative)

AES DUKPT pseudocode notation

G.1 General

The functiops and subroutines in Annex H are described using a simplified pseudocode programming

language. The descriptive pseudocode is intended to describe the algorithms as directly| and

unambiguously as possible. Implementations of AES DUKPT on real systems will involve@ptimizafions

and details (e.g. memory management) that may cause them to look quite different thanthe pseuddcode

version detdiled here.

G.2 Notation syntax

G.2.1 Gerleral

Pseudocode|is distinguished from descriptive text by the use of the‘courier font. The pseudocofe in

this documgnt describes a set of functions that consists of a list-of statements that operate on vdlues.

The following subclauses describe how values, statements andfunctions are written.

G.2.2 Values

There are three types of value in the pseudocode: strings, Booleans and integer.

— Integers$ are scalar, unsigned whole quantitieswith no upper limit on size. Integer variables can also
be assigned the special non-numeric value\ERROR.

— Boolearls can take two defined values; TRUE and FALSE. The special values INVALID and VALID are
treated|as identical to FALSE and(TRUE, respectively.

— Strings pre ordered arrays of integers.

The following operators for string variables are used:

— Length(X) returns_(as-an integer) the number of integers contained in the string.

— Concat([X, Y) returns a string that contains the integers contained in X, followed by the int¢gers
containgd in Y

— X[i], whiere’i is a integer, denotes the ith value of the array X, with the first element referenc¢d by
X[0].

ending with the jth element.

X[i..j], where i and j are integers, with i < j, denotes the substring starting at the ith element, and

The following set of numeric operations are used. The result of any of these operators with any
argument set to ERROR will return the value ERROR.

floor(x)

log(x, y)

84

ceil(x) returns the smallest integer value equal to or larger than x.

returns the largest integer value equal to or smaller than x.

returns the base y logarithm of x.

In2(x) returns the base 2 logarithm of x.
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x+y, X-y, x*y return the sum, difference or product of x and y, respectively.
X++ increments x by 1 and returns the new value.

x mod y returns the remainder of x divided by y.

x y returns x raised to the power of y.

x XOR y returns the exclusive-or of x and y.

x AND y returns the bitwise and of x and y.

-ORyreturnsthebitwiseorof xand-y:

¥ <<y returns the result of a logical shift of x to the left by y bits.

¥ >> y returns the result of logical shift of x to the right by y bits.
following operators for Boolean values are allowed:

3 && b returns TRUE if a and b are TRUE and FALSE otherwise.

a || b returns TRUE if a or b are TRUE, and FALSE otherwise.

following operators take integer values and return Boolean values:

3 == b returns TRUE if a and b are identical values and FALSE otherwise.

a !=b returns TRUE if a and b are different and FAILSE otherwise.

B Statements

Compound statements. Statements can be grouped with curly brackets as follows:
{ <statement1> <statement2> ... <statement n> }

Variable assignment-Statements of the form:

<name>'=<value>

assign theé-specified value to a variable identified by <name>. By convention, nar
with.capital letters are assigned string values and names starting with lower-cas
assigned integer values.

(Conditionals. Statements of the form:

pseudocode defines computational actions by statements. Statements take one of the following
formjs:

nes starting
e letters are

if (<Boolean value>) <statement 1> e1se <statement 2>

evaluate the Boolean value. If TRUE, <statement 1> is executed; otherwise, <statement 2> is

executed. The else clause is optional and can be left off.
Loops. Statements of the form:

for(<statement 1>;<Boolean value>;<statement 2>) <statement 3>

do the following actions. First, execute <statement 1>. Next, evaluate the <Boolean value>. If
<Boolean value> is TRUE, execute <statement 2> then execute <statement 3>. Repeat this process
until <Boolean value> is FALSE; in this case, do not execute either <statement 2> or <statement

3> but continue with the next line of the pseudocode.
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Statements of the form:
while(<Boolean value>) <statement 1>
evaluate <Boolean value> and, if TRUE, execute <statement 1> then repeat this action.
Returns. Statements of the form:
return <value>;

exit from a function and set the value of the function to <value>.

G.2.4 FulJctions

Functions afe sequences of pseudocode statements that take a set of variable parameters andreturn an
integer, Boolean or string. Functions are defined by the following syntax:

<name>(<parameter 1>, ...., <parameter n>)

{

<statement 1>

<statement n>
Functions afe invoked as values of the form:
<name>(<vafue 1>,...,<value n>)

The value of a function is defined by the returg-statement executed within the function.
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Annex H
(informative)

AES DUKPT test vectors

AES DUKPT test vectors for validating an implementation can be found at https://x9.org/standards/
x9-24-part-3-test-vectors/. The counter values are chosen to cover the first eight transactions, the first
“skipped bit” near transaction 131072, a transaction chosen at random from the middle pf the space
(867p309), the last five transaction counters and the DUKPT update key encryptiod key (counter =
OxFHFFFFFF).

The following important use cases are explicitly covered:

— generating 128-bit AES keys from a 128-bit AES BDK/Initial Key;
— generating 128-bit AES keys from a 256-bit AES BDK/Initial Key;
— generating 256-bit AES keys from a 256-bit AES BDK/Initial Key;
— generating 2-key TDEA keys from a 128-bit AES BDK/InitialKey;

— generating 3-key TDEA keys from a 128-bit AES BDK¢/1nitial Key.
Examples of the calculation of AES PIN blocks (Format4) are also given.

Finally, a trace of all the internal calculations forrthe derivation of the first eight transactjon counters
is given, both for the host and terminal sides ofithe algorithm. The inputs and outputs of each function
from| the pseudocode, as well as the values'of all internal variables, are given. This is dgne to aid in
debulgging implementations of this document, to make it easy to spot where a given implementation
divefges from correct behaviour.
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Annex I
(informative)

TDEA-derived unique key per transaction»

ation is provided for compatibility with existing implementations that were basé

d on

versions of ANSI X9.24-1 issued in 2008 and earlier. This description is functionally identicalte_preyious
description§. For new implementations, please refer to the method described in the main.body of this
document.

This annex

lescribes the TDEA DUKPT key management method for PIN entry devices. The techniq

described supports double-length TDEA keys and not triple-length TDEA keys.In addition to deriy

unique PIN
per-transac

Initially, thi
the preferre
PINs. Either

encryption key for each transaction, the method includes the optional derivation of un
fion MAC keys and data encryption keys.

5 annex describes the various preferred PIN entry device‘storage areas and then spe
d PIN entry device functions that are used for the TDEA method of DUKPT of proce
the methodology as described or its functional equivalént is performed to ensure thg

jue as
ing a
que-

Cifies
5sing
t the

Key Serial Number and encrypted PIN block are generated correctly.
In any of the following descriptions, the bit or byte orden is such that the leftmost bit, decimal figit,
hexadecimal digit or byte is the most significant and ¢the rightmost bit, decimal digit, hexade¢imal

digit or bytg
significant g

This annex makes use of the term “initial key:which is equivalent to the term “initial DUKPT key’.

.2 Storg

.2.1 Gen

The PIN ent
storage ared

1.2.2 PIN

The content
given PIN er

is the least significant. In the case of the-Shift Register, this implies that bit #1 is the
nd bit #21 is the least significant bit.

| g€ areas

eral

'y device maintdins certain storage areas only during the PIN-processing operation. (
s are permanéntly maintained.

procesSing

s of the following storage area relating to PIN processing are maintained only dur
cdryption operation.

most

ther

ing a

Account number register (12 decimal digits): The account number register holds the 12 rightmost digits
(excluding the check digit) of the Primary Account Number received from the terminal in the "Request
PIN Entry" command.

1.2.3 Key management

The following storage areas relating to key management are maintained for the life of the PIN entry
device, beginning with the time of the "Load Initial Key" command:

Initial Key Serial Number register (59 bits): The IKSN register holds the leftmost 59 bits of the Key
Serial Number that is initially injected into the PIN entry device along with the initial key loaded during

2) This annex reproduces the original TDEA DUKPT implementation as described in ANSI X9.24-1-2009, Annex A.
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the "Load Initial Key" command. The contents of this register remain fixed for the service-life of the PIN
entry device or until another "Load Initial Key" command is issued. For details regarding the Key Serial
Number, see Figure 1.1.

KSN

10 byte value that uniquely identifies any given key from any giving PED using the same BDK
The KSN is represented using 20 hexadecimal digits (0 - F)

Key set identifier (KSI) Derivation counters
1]2[3]4]5]6[7[8]9]10[11]12[13]14[15[16[17[18]19] 20

Derivation counters

Two derivation counters are used. The first
counter (PED ID) is used by the key loading
device and is 19 bits. The second counter (Key
Counter) is used by the PED and(is 21 bits.

11[12[13]14]15[16][17[18]19] 20
7\

PED 1d Key counter
19 bits. 21 bits

Key loading device derivation

The BDK and the KSI are loaded into a key loading de@ice (KLD). The KLD
generates PED initial keys using a derivation method where a counter
ensures unique Keys. The first 8 bytes of the KSN\are used in the initial key
derivation.

1[2[3]4]5]6]718]9710]11]12[13]14]15]16
N/

PED derivation

The PED derives keys based on the initial key loaded and the transaction
counter.

5]6[7[8]9]10[11]12]13[14[15[16][17]18]19]20

Figure 1.1 — Key Serial Number details

Encryption Counter (2T bits]: A counter of the number of PIN encryptions that have occurred since the
PIN entry device was first initialized. Certain counter values are skipped (as explained below), so that
over one million PIN encryption operations are possible.

NOTE The concatenation (left to right) of the Initial Key Serial Number Register and the Encryption Counter
form the 80-bit (20 hexadecimal digits) Key Serial Number Register.

Intermediate Derivation Key Registers (21 registers of 34 hexadecimal digits each): A set of 21
registers, numbered #1 to #21, that are used to store future PIN encryption keys. Each register includes
an indication as to whether the register contains a key or is empty. In this annex, this is accomplished
using a longitudinal redundancy check (LRC).

The following storage areas relating to key management are required on a temporary basis and may be
used for other purposes by other PIN processing routines:
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Current Key Pointer (approximately four hexadecimal digits): Current Key Pointer contains the address
of the Intermediate Derivation Key Register whose contents are being used in the current cryptographic
operation. ![Current Key Pointer] identifies the contents of the Future Key Register (FKR) whose
address is contained in the Current Key Pointer.

Shift Register (21 bits): A 21-bit register, whose bits are numbered from left to right as #1 to #21.
This register contains 20 "zero" bits and a single "one" bit. This register is used to select one of the
Intermediate Derivation Key Registers. The Intermediate Derivation Key Register to be selected is the
register that corresponds to the bit in the Shift Register that contains the single "one" bit.

Crypto Register-1 (16 hexadecimal digits): A register used in performing cryptographic operations.

Crypto Reg]
operations.

Key Registe

MAC Key Rd
performing

ister-2 (16 hexadecimal digits): A second register used in performing cryptogs

F (32 hexadecimal digits): A register used to hold a cryptographic key.

gister (32 hexadecimal digits): An optional register used to hold a cryptographic kg
message authentication.

MAC Response Key Register (32 hexadecimal digits): An optional register uséd-to hold a cryptogr

key for perf

Data Encryp
key for perf

Data Encry
cryptograp

1.3 Proc

I.3.1 Gen

The PIN en

brming message authentication.

tion Key Register (32 hexadecimal digits): An optional register used to hold a cryptogr
prming data encryption.

tion Response Key Register (32 hexadecimal digits):"An optional register used to h|

ic key for performing data encryption.

pssing algorithms

eral

ry device may receive any of three different commands from the device to which|

attached. These commands are: "Load Ihitial Key", "Request PIN Entry", and "Cancel PIN Entry"

processing 9

Whenever t

teps to be performed in each case are indicated below.

he text indicates thatthe LRC is used, either an LRC or a CRC may be used.

1.3.2 Load key

1.3.21 “L

a) Storeth

Key Reg

pad Initial \Key" (external command)

e initial key, as received in the externally initiated command, into Intermediate Deriv
ister #21.

hphic

y for

iphic

iphic

old a

it is
The

htion

b)

‘)
d)

Generate and store the LRC on this Intermediate Derivation Key Register.

Write the address of Intermediate Derivation Key Register #21 into the Current Key Pointer.

Store the Key Serial Number, as received in the externally initiated command, into the Key Serial

Number Register. (This register is the concatenation of the Initial Key Serial Number Register and
the Encryption Counter.)

f)
g)

90

Clear the Encryption Counter (the 21 rightmost bits of the Key Serial Number Register).
Set bit #1 (the leftmost bit) of the Shift Register to "one", setting all of the other bits to "zero".

Go to "New Key-3".
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1.3.2.2 "New Key" (local label)

a)

b)

c)
d)

e)

1.3.2{3 "New Key-1" (local label)

a)

b)

1.3.2}4 "New Key-3" (local label)

f)
g)

1.3.2}5 "New Key-4" (local label)

a)
b)
‘)
d)

Count the number of "one" bits in the 21-bit Encryption Counter. If this number is less than 10, go to

"New Key-1".

Erase the key at ![Current Key Pointer].

Set the LRC for [[Current Key Pointer] to an invalid value (e.g. increment the LRC by one).

Add the Shift Register to the Encryption Counter. (This procedure skips those counter values that

would have more than 10 "one" bits.)

o to "New Key-2".

of the register.)

¢lse go to “New Key-3".

The Shift Register, right justified in 64 bits, padded-to ‘the left with zeros, OR'ed
fightmost bits of the Key Serial Number Register, is transferred into Crypto Register-1

[Lopy ![Current Key Pointer] into the Key Register.

[all the subroutine “Derivation Process” in:D4.6.

indicated by the position of the single"one" bit in the Shift Register.

Register indicated by the position of the single "one" bit in the Shift Register.
[enerate and store the LRE-On this Intermediate Derivation Key Register.

[0 to "New Key-1".

Erase the’key at ![Current Key Pointer].

$et the'LRC for [[Current Key Pointer] to an invalid value (e.g. increment LRC by one).

Add’one to the Encryption Counter.

$hift the Shift Register right one bit (end-off). (A "zero" is shifted into positioh #1, the|leftmost bit

If the Shift Register now contains all zeros (i.e. the single "one" was-shifted off), go to "[New Key-4",

with the 64

$tore the contents of Crypto Register-1into the left half of the Intermediate Derivation Key Register

$tore the contents of Crypto Register-2 into the right half of the Intermediate Defivation Key

Go to “New Key-2".

1.3.2.6 "New Key-2" (local label)

If the Encryption Counter contains all zeros, cease operation. (The PIN entry device is now inoperative,
having encrypted more than 1 million PINs.) If not all zeros, go to “Exit”.

1.3.2.7 "Exit" (local label)

Return to original calling routine. (Processing of the current externally initiated command is completed,
and the PIN entry device is ready for the next command. The Current Key Pointer, Account Number
Register, Shift Register, and Crypto Pointer may now be used for other purposes.)
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