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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
in liaj i i ely with the

ational Electrotechnical Commission (IEC) on all matters of electrotechnical standardization
Intermational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main task of technical committees is to prepare International Standards. Draft Iinternationpl Standards
adopted by the technical committees are circulated to the member bodies for.voting. Publitation as an
International Standard requires approval by at least 75 % of the member bodies-casting a vote.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rightg. 1SO shall not be held responsible for identifying any or all such patent rights.

ISO 20105 was prepared by the Consultative Committee <for” Space Data Systems (CCSDS) (as
CCSDS 722.1-M-1, March 2014) and was adopted (without maodifications except those stated ip clause 2 of
this International Standard) by Technical Committee ISO/TC 20, Aircraft and space vehicles, Subcommittee
SC 1B, Space data and information transfer systems.
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th¢ Consultative Committee for Space Data Systems (CCSDS A02,12Y-3), and the reqord of
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommendations and are not in
themselves considered binding on any Agency.

CCSOS Recommendations take two forms: Recommended Standards that are prescriptive
the formal vehicles by which CCSDS Agencies create the standards that specify hpw
elemepts of their space mission support infrastructure shall operate and interoperate wjith
othersj and Recommended Practices that are more descriptive in nature and are-intended| to
provide general guidance about how to approach a particular problem associated with space
missidn support. This Recommended Practice is issued by, and represents the consensus pf,
the CCSDS members. Endorsement of this Recommended Practiceis entirely voluntary
and does not imply a commitment by any Agency or organization to implement [its
recommendations in a prescriptive sense.

No later than five years from its date of issuance, this Recommended Practice will |be
reviewed by the CCSDS to determine whether it should: (1) remain in effect without change;
(2) bg changed to reflect the impact of new technologies, new requirements, or new
directions; or (3) be retired or canceled.

In thgse instances when a new version of @ Recommended Practice is issued, existing
CCSDS-related member Practices and implementations are not negated or deemed to be ngn-
CCSDS compatible. It is the responsibility of each member to determine when such Practi¢es
or implementations are to be modified. Each member is, however, strongly encouraged|to
direct|planning for its new Practices and implementations towards the later version of the
Recommended Practice.
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FOREWORD

This document is a technical Recommended Practice for use in developing flight and
ground systems for space missions and has been prepared by the Consultative Committee
for Space Data Systems (CCSDS). The Recommended Practice described herein is
intended for missions that are cross-supported between Agencies of the CCSDS.

This Recommended Practice specifies methods for operating the CCSDS File Delivery
Protocol(CEDP) over the CCSDS Encapsulation-Service.

THrough the process of normal evolution, it is expected that expansion, delétipn, or
madification of this document may occur. This Recommended Practice is therefore gubject
to |CCSDS document management and change control procedures, which are defined|in the
Organization and Processes for the Consultative Committee for $pace Data Systems
(CICSDS A02.1-Y-3). Current versions of CCSDS documents are maintained at the QCSDS
WED site:

http://www.ccsds.org/

Questions relating to the contents or status of this document should be addressed |to the
CCSDS Secretariat at the address indicated on page i.
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At time of publication, the active Member and Observer Agencies of the CCSDS were:
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— Agenzia Spaziale Italiana (ASl)/Italy.

— Canadian Space Agency (CSA)/Canada.

— Centre National d’Etudes Spatiales (CNES)/France.

— China National Space Administration (CNSA)/People’s Republic of China.
— Deutsches Zentrum fir Luft- und Raumfahrt (DLR)/Germany.
— European Space Agency (ESA)/Europe.

— | Federal Space Agency (FSA)/Russian Federation.

— | Instituto Nacional de Pesquisas Espaciais (INPE)/Brazil.

— | Japan Aerospace Exploration Agency (JAXA)/Japan.

— | National Aeronautics and Space Administration (NASA)/USA.
— | UK Space Agency/United Kingdom.

Obseryer Agencies

— | Austrian Space Agency (ASA)/Austria.

— | Belgian Federal Science Policy Office (BFSPO)/Belgium,

— | Central Research Institute of Machine Building (TsNIIMash)/Russian Federation.
— | China Satellite Launch and Tracking Control GeneralBeéijing Institute of Tracking
and Telecommunications Technology (CLTC/BITTT)/China.

— | Chinese Academy of Sciences (CAS)/China.

— | Chinese Academy of Space Technology (CAST)/China.

— | Commonwealth Scientific and Industrial Research Organization (CSIRO)/Australig.
— | Danish National Space Center (DNSC)/Denmark.

— | Departamento de Ciéncia e Tecnologia Aeroespacial (DCTA)/Brazil.

— | European Organization for the Exploitation of Meteorological Satellites
(EUMETSAT)/Europe.

— | European Telecommunications Satellite Organization (EUTELSAT)/Europe.
— | Geo-Informatics and Space Technology Development Agency (GISTDA)/Thailand.
— | Hellenic National Space Committee (HNSC)/Greece.

— | Indian Space Research Organization (ISRO)/India.

— | Institute of Space-Research (IKI)/Russian Federation.

— | KFKI Researchrinstitute for Particle & Nuclear Physics (KFKI)/Hungary.

— | Korea Aerospace Research Institute (KARI)/Korea.

— | Ministry)of Communications (MOC)/Israel.

— | National Institute of Information and Communications Technology (NICT)/Japan.
— | National Oceanic and Atmospheric Administration (NOAA)/USA.

|\|a+| nql Snarn I\nonr\\l af tha Dannhllr\ af Kazalchetan /l\lQI\DI/\II/a-ral hotan

Yational-Space-Agenrey-of-the-Republic-of-Kazakhstan-(NSARK ) Kazakhstan
— National Space Organization (NSPO)/Chinese Taipei.

— Naval Center for Space Technology (NCST)/USA.

— Scientific and Technological Research Council of Turkey (TUBITAK)/Turkey.
— South African National Space Agency (SANSA)/Republic of South Africa.

— Space and Upper Atmosphere Research Commission (SUPARCO)/Pakistan.

— Swedish Space Corporation (SSC)/Sweden.

— Swiss Space Office (SSO)/Switzerland.

— United States Geological Survey (USGS)/USA.
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1 INTRODUCTION
1.1 PURPOSE AND SCOPE OF THIS DOCUMENT

The CCSDS File Delivery Protocol (CFDP—reference [1]) has been designed to support the
transfer of files in a variety of mission scenarios. CFDP offers different qualities of service
ranging from best effort to fully reliable and has been specifically optimized for long delay,

noisy, and disjoint links. CFDP requires a simple minimum service from the underlying
pr tocals, nlnnm'ring Qver any link prn\/iding a pn(‘l{nf communication service

THe purpose of this document is to specify how to operate CFDP over the GQCSDS
Ercapsulation Service (reference [2]) as provided for Earth-to-spacecraft, spacecraft-to-
Eqrth, and spacecraft-to-spacecraft communications. It sets out the, ‘communigations
ar¢hitecture for CFDP operating over the Encapsulation Service. It describes the gervice
expected by CFDP of the underlying layers and reconciles this with the ‘Service provided by
the¢ Encapsulation Service.

=

1.2 APPLICABILITY

THis document applies to any mission or equipment claiming to provide a CCSDS-compliant
CHEDP capability between two endpoints operating gver a single CCSDS space link.

1.3 RATIONALE

THis document is needed to clarify- how CFDP should be used with the CCSDS
Erlcapsulation Service.

1.4 DOCUMENT STRUCTURE

THe document has three-major sections and four annexes:
— this section,Ctontaining administrative information, definitions, and references;

— sectien 2, describing the communications architecture of CFDP operating oyer an
underlying transport protocol,

£+ 'section 3, reconciling the service required of the underlying layer by CFDP wjth the
SErvice provided by the undertying Encapsutation Service,

— annex A, listing informative references;

— annex B, discussing the operation of CFDP over long-haul and planetary CCSDS
space links;

— annex C, discussing options for deployment into ground station networks;

— annex D, expanding abbreviations used in the document.

CCSDS 722.1-M-1 Page 1-1 March 2014
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1.5 CONVENTIONS AND DEFINITIONS
1.5.1 DEFINITIONS
1.5.1.1 General

For the purpose of this document the following definitions apply.

1.5.1.2_Definitions from the Qpen Systems lnterconnection (OQI) Basic Reference

Model

This document is defined using the style established by the Open Systems Interconnection
(OSI) [Basic Reference Model (reference [Al]). This model provides a common framewgrk
for thg development of standards in the field of systems interconnection.

The fagllowing terms, used in this Recommended Practice, are adapted from definitions giyen
in refgrence [Al]:

layer:|Subdivision of the architecture, constituted by subsystems of the same rank.

protog¢ol data unit: Unit of data specified in a protocol-and consisting of protocol-contfol
information and possibly user data.

protog¢ol ID: Identifier that specifies the layer-(N=+1) protocol (type of service data unit)
encapsulated within a protocol data unit at layerN.

servicg: Capability of a layer (service provider) together with the layers beneath it, provided
to the service users.

service data unit, SDU: Set of data that is sent by a user of the services of a given layer gnd
is tranpmitted to a peer service user semantically unchanged.

1.5.1.3 Definitions of-Terms as Used in this Recommended Practice

packet: Delimited;<octet-aligned data unit.

1.6 NOMENCLATURE

1.6.1 "NORMATHVETEXT
The following conventions apply for the normative specifications in this Recommended
Standard:

a) the words “shall’ and ‘must’ imply a binding and verifiable specification;

b) the word ‘should’ implies an optional, but desirable, specification;

c) the word ‘may’ implies an optional specification;

CCSDS 722.1-M-1 Page 1-2 March 2014
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d) the words ‘is’, ‘are’, and ‘will” imply statements of fact.

NOTE - These conventions do not imply constraints on diction in text that is clearly
informative in nature.

1.6.2 INFORMATIVE TEXT

In the normative section of this document (section 3), informative text is set off from the

i HY o 2 =y H + | £ 41 £o011 H lo i ) ol .
normative SHEUITILAUIUTIS TIUITT TITTIULES UT UTIUTT UTIC UT UTT TUTTUWITTY SUUSTELLIUTT TTTauTl gS

Overview;

Background,

Rationale;

Discussion.

1.7 REFERENCES

The following publications contain provisions which, through reference in thig text,
copstitute provisions of this document. At the time of publication, the editions indicated
wgre valid. All publications are subject to revision, and users of this document are
enpouraged to investigate the possibility oftapplying the most recent editions pf the
publications indicated below. The CCSDS.Secretariat maintains a register of currently valid
CCSDS publications.

o

>

[1] CCSDS File Delivery Protecol” (CFDP). Issue 4. Recommendation for Space Data
System Standards (Blue -Book), CCSDS 727.0-B-4. Washington, D.C.. CCSDS,
January 2007.

[2] Encapsulation Service. Issue 2. Recommendation for Space Data System Stapdards
(Blue Book), CESDS 133.1-B-2. Washington, D.C.: CCSDS, October 2009.

[3] Proximity=1Space Link Protocol—Data Link Layer. Issue 5. Recommendatipn for
Space-Data System Standards (Blue Book), CCSDS 211.0-B-5. Washington,| D.C.:
CCSDS, December 2013.

[4] cTC Space Data Link Protocol. Issue 2. Recommendation for Space Data $ystem
Standards (Blue Book), CCSDS 232Z.0-B-2. Washington, D.C.7 CCSDS, September 2010.

[5] TM Space Data Link Protocol. Issue 1. Recommendation for Space Data System
Standards (Blue Book), CCSDS 132.0-B-1. Washington, D.C.: CCSDS, September 2003.

[6] AOS Space Data Link Protocol. Issue 2. Recommendation for Space Data System
Standards (Blue Book), CCSDS 732.0-B-2. Washington, D.C.. CCSDS, July 2006.
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2 OVERVIEW
2.1 GENERAL

The specification of CFDP is provided by reference [1]. The standard is supplemented by
three informational reports, references [A2], [A3], and [A4], and the reader is directed to
these for a more detailed explanation of the protocol and its intended targets.

CEDP js designed to run over an Underlying Transport (UT) service that provides to CFDP
th¢ following primitives:

UNITDATA.request (UT_SDU, UT Address)
UNITDATA.indication (UT_SDU, UT Address)

THis document maps the primitives that CFDP requires onto those provided by the
Erlcapsulation Service (section 3).

2.2 CONTEXT AND GUIDELINES

The protocol configuration for CFDP communication.oyer a CCSDS space link when using
the Encapsulation Service is shown in figure 2-1.

(G (G
e

CCSDS e e N CCSDS
Encapsulation Encapsulation
CCSDS Space | _ _____ ol  CCSDS Space
Link Link

Figure 2-1: CFDP Communication over Encapsulation

In figure 2-1, operation of the CFDP entities is shown over the CCSDS Encapsulation
Service (reference [2]).

CCSDS 722.1-M-1 Page 2-1 March 2014
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3 CFDP-OVER-ENCAPSULATION
3.1 GENERAL

3.1.1 CFDP shall operate, via the CCSDS Encapsulation Service, defined in reference [2],
over CCSDS space links (references [3], [4], [5], and [6]).

3.1.2 CCSDS space links shall support the Encapsulation Service via the primitives defined
in reference [2]

3.2 DISCUSSION—CFDP REQUIRED SERVICE

CEDP defines the service primitives and parameters required to be rprovided Iy the
underlying layer as:

>

UNITDATA.request (UT_SDU, UT Address)
UNITDATA. indication (UT_SDU, UT Address)

NOQTES:

1 The format and contents of the UT Address.parameter depend on the addressing
capabilities and conventions of the .underlying service. Information in the
Management Information Base (MIB) must enable translation between CFDP|entity
names and the corresponding UT addresses.

2 The assumed minimum underlying quality of service is:
— with possible errors in thedelivered UT_SDUs;

— incomplete, with seme UT_SDUSs missing;

3.3 DISCUSSION—<ENCAPSULATION SERVICE

The Encapsulatiefi~Service (reference [2]) provides the following service primitivés and
pafameters:

ENCAPSULATION. request (Data Unit, SDLP_Channel, PVN, EPI)
ENCAPSULATION. indication (Data Unit, SDLP_Channel, PVN, EPI,
Data Unit Loss Flag (optional))

Where:
— Data Unit is the SDU to be transferred.

— SDLP_Channel is part of the SAP address of the Encapsulation Service. It uniquely
identifies the channel of the underlying Space Data Link Protocol (SDLP) through
which the Data Unit is to be transferred. Reference [2] describes the SDLP_Channel
semantics; the exact semantics depend on the underlying SDLP services.

CCSDS 722.1-M-1 Page 3-1 March 2014
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— PVN is part of the SAP address of the Encapsulation Service and is the Packet Version
Number (of the Encapsulation Service, either Encapsulation or CCSDS Packet).

— EPI is part of the SAP address of the Encapsulation Service; depending on the
protocol used to implement the encapsulation service, the EPI is either an Application
Process ldentifier (APID) or the Protocol Identifier.

— The Data Unit Loss Flag is an optional parameter that may be used to notify the user
at the receiving end of the Encapsulation Service that a sequence discontinuity has
been detected and that one or more Data UNitS ave been fost This fiag may be u3ed
only if the Space Packet is used for encapsulation. This parameter, if present,| is
ignored by implementations of this specification.

3.4 EQUIVALENCIES

3.4.1 | To reconcile the service required by CFDP and the service’provided by the
Encapgulation service the following equivalences shall be used:

— | CFDP UT_SDU = Encapsulation Data Unit;

— | CFDP UT Address = Encapsulation SAP Address
= Encapsulation SDLP_Channel + PVN + EPI.

3.4.2 | A CFDP UNITDATA. request shall generate.an ENCAPSULATION.request where

— | The CFDP protocol data unit UT_SDU.\to be transferred shall be the Encapsulation
Data Unit.

— | The CFDP UT Address shall centain SDLP_Channel, PVN, and EPI.

3.4.3 | AENCAPSULATION.indication shall generate a CFDP UNITDATA.indication whete:
— | The CFDP protocol data.unit UT_SDU shall contain the received Encapsulation Data Unit.
— | The CFDP UT Address shall contain the SDLP_Channel, PVN, and EPI.

3.4.4 | The EPI value'shall be either an APID (if the Space Packet is used) or a Protocol ID
(if the|[Encapsulation Packet is used).

3.4.4.1 AheEPI value shall be set to the CCSDS APID for CFDP when the Encapsulatjon
Servige‘uses CCSDS Packets.

3.4.4.2 The EPI value shall be set to the CCSDS Encapsulation Protocol Identifier for
CFDP when the Encapsulation Service uses Encapsulation Packets.

3.4.4.3 If Space Packets are used by the Encapsulation Service used by this specification,
the optional Data Loss Flag shall be ignored by implementations of this specification.

NOTE - The SDLP_Channel, PVN, and EPI fields used by CFDP for encapsulation are
configured as part of the CFDP Remote Entity Configuration Information.
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ANNEX A

INFORMATIVE REFERENCES

(INFORMATIVE)

[A1] Information Technology—Open Systems Interconnection—Basic Reference Model: The
Basic Model. 2nd ed. International Standard, ISO/IEC 7498-1:1994. Geneva: ISO,
1994.

[A2] CCSDS File Delivery Protocol (CFDP)—Part 1: Introduction and Overview. Igsue 3.
Report Concerning Space Data System Standards (Green Book), CCSPS 720.1-G-3.
Washington, D.C.: CCSDS, April 2007.

[A3] CCSDS File Delivery Protocol (CFDP)—Part 2: Implementers-Guide. Issue 3. Report
Concerning Space Data System Standards (Green Book), CCSDS 720.R-G-3.
Washington, D.C.: CCSDS, April 2007.

[A¥4] CCSDS File Delivery Protocol (CFDP)—Part 3: Intéroperability Testing Final Report.
Issue 1. Report Concerning Space Data System Standards (Green Book), GCSDS
720.3-G-1. Washington, D.C.: CCSDS, September 2007.
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ANNEX B
CFDP OPERATION OVER CCSDS SPACE LINKS

(INFORMATIVE)

Figure B-1 shows an example of the CFDP Earth/spacecraft scenario.

o)

N

Figure B-(:)QFDP Earth/Spacecraft Architecture Example

N
The scenario inv@s two elements:
- the d segment;

—«ﬁcecraﬁ such as a LEO or geostationary Earth orbiter or a planetary orbiter.

AIMMWW@WMM for
the purposes of this document to assume that the ground station network is transparent to the
link services, probably operating at the Space Link Extension (SLE) frame level, and that the
Mission Control Centre (MCC) is transparent or it assumes the role of the CFDP end point.

The space data links are designated as in table B-1.
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Table B-1: Link Designations

Name Source Destination CCSDS Recommended Standards
Forward Link Earth Spacecraft Telecommand, AOS
Return Link Orbiter Earth Telemetry, AOS

The pfotocol configuration for direct CFDP transfer between Earth and a spacecraft is shoyvn
in figyre B-2.

MCC Spacecraft

(a> D,
& - - e

Y

v

CCSDS NS N CCSDS
Encapsulation Encapsulation
CCSDSTM /iTC/ |l _ _ ____ ,| CCSDSTM /TC/
AOS AOS

Figure B-2-CFDP Communication between Earth and a Spacecraft

In fighre B-2,{operation of the CFDP entities is shown over CCSDS TC, TM, and AQS
(referances-J4], [5], and [6], respectively). CCSDS standard architecture mandates that
CCSDS-standard Network Layer (and above) protocols operate over CCSDS space links Yia

the CEsbs Encanculation Sarvicae (rafaroance 21 which defines nrotocol identifiars r]d
oto—ERGapStHatioRh—oePHGce{Fetere e WHHehaeHReSpPretoce+taenrtHHers—l

standard data structures to identify the user protocols and to transfer their protocol data units.

CFDP will operate, via the CCSDS Encapsulation Service, in the Earth-spacecraft link over
TC (forward link) and over TM or AQOS (return link).

In the forward direction, CFDP Class-2 is more optimized for reliable data transfer over
long-delay links than is CCSDS Telecommand COP-1, primarily because of:
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— the use of a negative rather than positive acknowledgement;

— the ability to concatenate multiple fragments of lost data into one retransmission
requiring only one retransmission request.

For these reasons it is recommended that CFDP class 2 be used for reliable file transfer in
long-haul forward links.

The same advantages apply in the return direction. Furthermore, TM and AOS have no
infierent reliability mechanism, an IS easily optimized 10 operaté over unbajanced
(hlgh-rate return, low-rate forward) channels.

There is still a case for operating unreliable CFDP in certain circumstances. £or ‘Iinstange, for
the¢ transmission of highly ephemeral emergency commands in the forward direction gnd for
rejurn of highly redundant data in the return direction.

Figure B-3 shows an example of the CFDP proximity scenario.

Figure B-3: CFDP Proximity Physical Architecture Example

The scenario includes two elements:
— the landed segment;

— aplanetary orbiter or free-flying spacecraft.

CCSDS 722.1-M-1 Page B-3 March 2014
© 1SO 2015 — All rights reserved


https://standardsiso.com/api/?name=c105091d13c773c5de21073e10730b1a

	AUTHORITY
	STATEMENT OF INTENT
	FOREWORD
	DOCUMENT CONTROL
	CONTENTS
	1 INTRODUCTION
	1.1 PURPOSE AND SCOPE OF THIS DOCUMENT
	1.2 APPLICABILITY
	1.3 RATIONALE
	1.4 DOCUMENT STRUCTURE
	1.5 CONVENTIONS AND DEFINITIONS
	1.6 NOMENCLATURE
	1.7 REFERENCES

	2 OVERVIEW
	2.1 GENERAL
	2.2 CONTEXT AND GUIDELINES

	3 CFDP-OVER-ENCAPSULATION
	3.1 GENERAL
	3.2 DISCUSSION—CFDP REQUIRED SERVICE
	3.3 DISCUSSION—ENCAPSULATION SERVICE
	3.4 EQUIVALENCIES

	ANNEX A INFORMATIVE REFERENCES (INFORMATIVE)
	ANNEX B CFDP OPERATION OVER CCSDS SPACE LINKS (INFORMATIVE)
	ANNEX C OPTIONS FOR DEPLOYMENT INTO GROUND STATION NETWORKS (INFORMATIVE)
	ANNEX D ABBREVIATIONS (INFORMATIVE)
	Blank Page
	Blank Page



