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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

0.1 History

TPEG technology was originally proposed by the European Broadcasting Union (EBU) Broadcast
Management Committee, who established the B/TPEG project group in the autumn of 1997 with a brief
to develop, as soon as possible, a new protocol for broadcasting traffic and travel-related information in
the multimedia environment. TPEG technology, its applications and service features were designed to
enable travel related messages to be coded, decoded, flltered and understood by humans (v1sually and/

i e 11Se 2 m format,

Subsequently, in March 1999, CEN/TC 278, in conjunction with JSO/TC 204, establishe
comprising members of the former EBU B/TPEG and this working group continued de
waork. Further parts were developed to make the initial set of four'parts, enabling the imple|
of h consistent service. Part 3 (TPEG-SNI, later ISO/TS 18234-3) described the service an
infprmation application used by all service implementations to ensure appropriate referern
ong service source to another.
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't 1 (TPEG-INV, later ISO/TS 18234-1) completed-~the series by describing the other parts

htionship; it also contained the application IDs\used within the other parts. Additionally,

blic transport information application (TPEG=PTI, later ISO/TS 18234-5), was develope
ed TPEG-LOC location referencing method; which enabled both map-based TPEG-decoder

p-based ones to deliver either map-based location referencing or human-readable text in

s issued as ISO/TS 18234-6 to be used in association with the other applications of p4
18234 series to provide location referencing.

The ISO 18234 series has become known as TPEG Generation 1.

0.2 TPEG Generation 2

len the Traveller dnfermation Services Association (TISA), derived from former for
indqugurated in December 2007, TPEG development was taken over by TISA and continued in
applications working group.

It was aboutthis time that the (then) new Unified Modelling Language (UML) was seen as hay
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ing major

adyantages.for the development of new TPEG applications in communities who would not necessarily

haye thébinary physical format skills required to extend the original TPEG TS work. It was al3
thqt the XML format for TPEG descrlbed Wlthm the ISO 24530 series (now superseded) had

orealized
a greater

sighifican
two phys1cal formats in synchronlsm in dlfferent standards ser1es would be rather d1ff1cult

hat keeping

As aresult, TISA set about the development of a new TPEG structure that would be UML-based. This has
subsequently become known as TPEG Generation 2 (TPEG2).

TPEG2 is embodied in the ISO 21219 series and it comprises many parts that cover an introduction,
rules, toolkit and application components. TPEG2 is built around UML modelling and has a core of
rules that contain the modelling strategy covered in ISO 21219-2, ISO 21219-3 and 1SO 21219-4 and the
conversion to two current physical formats: binary (see Annex A) and XML (see Annex B); others can
be added in the future. TISA uses an automated tool to convert from the agreed UML model XMI file
directly into an MS Word document file, to minimize drafting errors; this file forms the annex for each
physical format.
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TPEG2 has a three-container conceptual structure: message management (ISO 21219-6), application
(several parts) and location referencing (ISO/TS 21219-7). This structure has flexible capability and
can accommodate many differing use cases that have been proposed within the TTI sector and wider
for hierarchical message content.

TPEG2 also has many location referencing options as required by the service provider community, any
of which may be delivered by vectoring data included in the location referencing container.

The following classification provides a helpful grouping of the different TPEG2 parts according to their
intended purpose. Note that the list below is potentially incomplete, as there is the possibility that new
TPEG2 parts will be introduced after the pnhlir‘n‘rinn of this document

— Toolk|t parts: TPEG2-INV (ISO 21219-1), TPEG2-UML (ISO 21219-2), TPEG2-UBCR (ISO 21219}3),
TPEGR-UXCR (ISO 21219-4), TPEG2-SFW (ISO 21219-5), TPEG2-MMC (ISO 21219-6), TPEG2-IRC
(1SO/TS 21219-7).

— Specigl applications: TPEG2-SNI (ISO 21219-9), TPEG2-CAI (ISO 21219-10 - this decument), TPE{2-
LTE (ISO/TS 21219-24).

— Locatfon referencing: TPEG2-OLR (ISO/TS 21219-22), TPEG2-GLR (ISO/T8-21219-21), TPEG2-TLR
(1SO 17572-2), TPEG2-DLR (ISO 17572-3).

— Appli¢ations: TPEG2-PKI (ISO 21219-14), TPEG2-TEC (ISO 21219-15))"TPEG2-FPI (ISO 21219-16),
TPEGR-SPI (ISO 21219-17), TPEG2-TFP (ISO 21219-18), TPEG2-WEA (ISO 21219-19), TPEG2-RMR
(ISO/TS 21219-23), TPEG2-EMI (ISO/TS 21219-25), TPEG2-VLKISO/TS 21219-26).

TPEG2 ha$ been developed to be broadly (but not totally) backward compatible with TPEG1 to assisf in
transitionp from earlier implementations, while not hindering’the TPEG2 innovative approach and bejng
able to support many new features, such as dealing with applications with both long-term, unchangjng
content anjd highly dynamic content, such as parking information.

This document is based on the TISA specification technical/editorial version reference:

SP20010_].2_001
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Intelligent transport systems — Traffic and travel
information (TTI) via transport protocol experts group,
generation 2 (TPEG2) —
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bnditional access information (TPEG2-CAI)

Scope

s document defines the TPEG conditional access information (CAI) application. It gllows the
protection of the content of a TPEG service from unauthorized access. 't further sugports the
nagement of subscriber information (e.g. control words and entitlement control messagg, ECM) on

ent devices in order to setup, prolong or revoke a subscription on asgiven client device.
e CAl application defines:

the logical channel for the transmission of the additional‘CAI, and

how the CAl is linked and synchronized to the scrambled content.

s document is related to conditional access applied on the service component level.
pgrated into different conditional access systems:

TE The basic concept behind the CAI applic¢ation is to transport CAl in separate TPEG service ¢

It can be

pmponents

dedicated application type and to define a service and network information (SNI) table that contajins the link

ween scrambled content and related CAIL

Normative references

e following documents are)referred to in the text in such a way that some or all of thdir content
comstitutes requirements ‘of this document. For dated references, only the edition cited applies. For

Hated references, thellatest edition of the referenced document (including any amendment

21219-1, Intelligent transport systems — Traffic and travel information (TTI) via transpo

5) applies.

't protocol

erts group, generation 2 (TPEG2) — Part 1: Introduction, numbering and versions (TPEG2-INV)

21219-9,Intelligent transport systems — Traffic and travel information (TTI) via transpo
erts group, generation 2 (TPEG2) — Part 9: Service and network information (TPEG2-SNI)

't protocol

3

Tazmre—xan-d—d 33343
ITIT IS Aallu UCTIIIIItIvU

For the purposes of this document, the terms and definitions given in ISO 21219-1 and ISO 21219-9
apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/
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4 Abbreviated terms

For the purposes of this document, the abbreviated terms listed in ISO 21219-1, ISO 21219-9 and the

following apply.

AID application identifier

CA conditional access

CRC cyclic redundancy check

ECM entitlement control message
EncID encryption identifier

SCID service component identifier

SNI service and network information

5 Application specific constraints

5.1 Apy

The word
structure,
parking if
called the
applicatio

The AID 1
TPEG cont

5.2 Ver

Version ny
deployme

The versid

Table 1 sh

lication identification

“application” is used in the TPEG specifications to describe specific subsets of the TEH
An application defines a limited vocabulary for a certain type of messages, for examj

application identity (AID). An AID number i&.defined in ISO 21219-1 whenever a n
h is developed.

umber is used within the TPEG2-SNI application (ISO 21219-9) to indicate how to proc
ent. It facilitates the routing of information to the appropriate application decoder.

s5ion number signalling

mbering is used to track theseparate versions of an application through its development 4
t. The differences between/these versions can have an impact on client devices.

n numbering principle)is defined in ISO 21219-1.

bws the currentveérsion numbers for signalling CAI within the SNI application.

Table 1 — Current version numbers for signalling of CAI

Major version number

Minor version number

EG
ble,

formation or road traffic information. Each TPEG-application is assigned a unique number,

nd

5.3 TPEG service component frame

CAI makes use of the “Service Component Frame with dataCRC” according to ISO 21219-4.

6 Conditional access methodology

Conditional access (CA) is specified within ISO 21219-5 and ISO 21219-9 as a function applied on the
service frame or service component level. The method used is indicated via the Encryption Identifier
(EncID) directly in the service frame or for components via the SNI fast tuning table (Guide to the
Services 1). This document is related to conditional access applied on the service component level
(EncID) according to ISO 21219-5.
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Generally, a broadcast-based CA system requires encryption-related data to be transmitted which are
independent from the content, but necessary for decryption and subscriber management.

If a CA system is applied on the TPEG service component level, some service components can be
encrypted using the same encryption key, while others remain unencrypted or use different encryption
keys. Therefore, several service components may share the same CAI if they are supposed to be offered
as one bundle and hence are encrypted with the same keys.

Each of the aforementioned bundles can require CA management messages, which are transmitted
separately from the (encrypted) content in the corresponding service components. The most
j e is the e e service e edicated application

ap ol dl e W J Q N d1NSNO 0 = & DAl QINHponen Q1 a de(l d (]

For each encrypted TPEG service component, a link or reference to the service compofignt cafrying the
relpvant CA information is required. This is handled by ISO 21219-9:2023, Table 6.

Table 2 illustrates the service components that can be contained in a TPEG service.

Table 2 — Examples for Service Component IDs (SCIDs) within a TPEG service

SCID Application
0 SNI
2 TEC
5 TEC (encrypted)
7 TEC (encrypted)
8 PTI
10 PKI (encrypted)
20 CAI
21 CAI
30 CAI

Service components 5 and 7 are erncrypted with key 1, while service component 10 is encrypted using
key 2. Hence, two components with CA-meta information for the corresponding component arp required
in the examples listed as SCID320 and 21. A third CAI component, in example number 30, coptains CA-
mdta information that relates-to all encrypted components, independent of which key is applied.

Thjs document describes/the generic containers for the CAI application. The container cont¢nt will be
proprietary and spgecified individually for each CA-System indicated by the EncID. The linking between
en¢rypted servicecomponents and related CAI-Components is achieved via a reference table within the
TPEG2-SNI (1S@.21219-9) application.

7 | CAEstructure

Unlike' other TPEG applications, TPEG2-CAI does not use an MMC and does not use an LRC; iff only uses
CA system specific message data containers. The binary format and XML format of the TPEG2-CAI
application for use in transmission shall be in accordance with Annexes A and B, respectively.

The following Figure 1 shows the logical structure of the CAI application.

©1S0 2023 - All rights reserved 3
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class CAI /

«External»
CAlIMessage

8 CAIlr

Figure 1 — CAl message structure

nessage components

8.1 CAIMessage

A TPEG2-
container
determing

This is th
format md
in the SNI

d by the encryption indicated for the components in the-SNI.

CAl message includes solely one single container for proprietary CA data. The CAIMessage
is available to carry data, which is defined within the CGA system specific specifications gnd

e proposed TPEG2 definition. However, the definition of the CAIMessage container and|its
y be overridden by CA system specifications, depénding on the encryption indicator signalled
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Annex A
(normative)

TPEG CAIl, TPEG-binary representation

A.t—Genreral

Thjs annex provides the TPEG-binary representation derived via application of the(UML|to binary
conversion rules specified in ISO 21219-3.

A.2 Message components

A.2.1 Listof generic component Ids

Table A.1 shows the identifier (Id) used for the CAIMessage.

Table A.1 — CAIMessage Identifier

Name Id
CAIMessage 1

A.2.2 CAIMessage

Table A.2 shows the structure of the CAlMessage.

Table-A:2 — CAIMessage structure

<(AIMessage(1)>:=

Exfternal : External package is not defined here, but instead in the CA system spegification
<UndefinedPackage(1)>; signalled by the encryption indicator.

The message contents follow directly after the lengthAttr of the CAIMessage.

The CAlMessage is-defined according to the TPEG2 component definition including IntUnLoMB
lerlgthComp and, lehgthAttr indicators (see ISO 21219-3). However, the definition of the CAIMessage
comtainer and;its format may be overridden by CA system specifications, depending on the gncryption
indicator signalled in the SNI.

© IS0 2023 - All rights reserved 5
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