INTERNATIONAL ISO
STANDARD 21324

First edition
2016-11-15

Space data and information-transfe}
systems — Space data link|security
protocol

Systémes de transfert des données et informations spatiales —
Protocole de sécurité de liaison dé données spatiales

— — Reference number

?Isoé 1SO 21324:2016(E)

©1S0 2016


https://standardsiso.com/api/?name=70e2f102a303d27e06c0419c71f6133f

ISO 21324:2016(E)

© 1SO 2016

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form or by any
means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior written permission.
Permission can be requested from either ISO at the address below or ISO’s member body in the country of the requester.

ISO copyright office

Ch. de Blandonnet 8 « CP 401
CH-1214 Vernier, Geneva, Switzerland
Tel. +412274901 11

Fax +41 22 749 09 47
copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO 2016 — All rights reserved


https://standardsiso.com/api/?name=70e2f102a303d27e06c0419c71f6133f

ISO 21324:2016(E)

Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through 1SO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
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STATEMENT OF INTENT

The Consultative Committee for Space Data Systems (CCSDS) is an organization officially
established by the management of its members. The Committee meets periodically to address
data systems problems that are common to all participants, and to formulate sound technical
solutions to these problems. Inasmuch as participation in the CCSDS is completely
voluntary, the results of Committee actions are termed Recommended Standards and are

not co

nsidered binding on any Agency.
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Recommended Standard is issued by, and represents the consensus of, the CCSI
ers.  Endorsement of this Recommendation is entirely voluntary. Endefseme
er, indicates the following understandings:

Whenever a member establishes a CCSDS-related standard, this standard will be
accord with the relevant Recommended Standard. Establishing, such a standa
does not preclude other provisions which a member may develop-

provide other CCSDS members with the following information:
-- The standard itself.
-- The anticipated date of initial operationak'capability.

-- The anticipated duration of operatignal service.

this Recommended Standard nor any ensuing standard is a substitute for
memorandum of agreement.
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In those instances-when a new version of a Recommended Standard is issued, existing

CCSDS-related-.member standards and implementations are not negated or deemed to
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FOREWORD

This document describes a protocol for applying security services to the CCSDS Space Data
Link Protocols used by space missions over a space link.

Attention is drawn to the possibility that some of the elements of this document may be the
subject of patent rights. CCSDS has processes for identifying patent issues and for securing
from the patent holder agreement that all licensing policies are reasonable and non-
discriminatory. However CCSDS does not have a patent law staff_and CCSDS shall not be

held responsible for identifying any or all such patent rights.

THrough the process of normal evolution, it is expected that expansion, .deletipn, or
madification of this document may occur. This Recommended Standard is,'therefore gubject
to|CCSDS document management and change control procedures, which are defiped in
Ornganization and Processes for the Consultative Committee for~Space Data Systems
(CICSDS A02.1-Y-4). Current versions of CCSDS documents are ptaintained at the GCSDS
WED site:

http://www.ccsds.org/

Questions relating to the contents or status of this decument should be sent to the GCSDS
Segretariat at the e-mail address indicated on page, .
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— Naval Center for Space Technology (NCST)/USA.
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1 INTRODUCTION
1.1 PURPOSE

The purpose of this Recommended Standard is to specify the Space Data Link Security
Protocol (hereafter referred as the Security Protocol) for CCSDS data links. This protocol
provides a security header and trailer along with associated procedures that may be used with
the CCSDS Telemetry, Telecommand, and Advanced Orbiting Systems Space Data Link

Protocals (mfnmnr‘ne [1]-['2]) 10 Inm\/idn astructured method for npplying data_authentication

anf/or data confidentiality at the Data Link Layer.

1.2 SCOPE

THis Recommended Standard defines the Security Protocol in terms of:
a) the protocol data units employed by the service provider; and

b) the procedures performed by the service provider.

It gloes not specify:

a) individual implementations or products;

b) the implementation of service interfacesiwithin real systems;

c) the methods or technologies requiredto perform the procedures; or

d) the management activities required to configure and control the service.

THis Recommended Standard, does not mandate the use of any particular cryptographic
algorithm with the Security~Protocol. Reference [4] provides a listing of algorithms
regommended by CCSDS; any organization should conduct a risk assessment efore
chposing to substitute )other algorithms.  Annex E (non-normative) defines baseline
implementations suitable for a large range of space missions.

1.3 APPLICABILITY

THis Recommended Standard applies to the creation of Agency standards and for secure data
communications over space links between CCSDS Agencies in cross-support situationg. The
Recommended Standard includes comprehensive specification of the service for inter-
Agency cross support. It is neither a specification of, nor a design for, real systems that may
be implemented for existing or future missions.

The Recommended Standard specified in this document is to be invoked through the normal
standards programs of each CCSDS Agency, and is applicable to those missions for which
interoperability and cross support based on capabilities described in this Recommended
Standard is anticipated. Where mandatory capabilities are clearly indicated in sections of the

CCSDS 355.0-B-1 Page 1-1 September 2015
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Recommended Standard, they must be implemented when this document is used as a basis
for interoperability and cross support.  Where options are allowed or implied,
implementation of these options is subject to specific bilateral cross support agreements
between the Agencies involved.

1.4 RATIONALE

The goals of this Recommended Standard are to:

a)| provide a standard method of applying security at the Data Link Layer, independgnt
of the underlying cryptographic algorithms employed by any particular- space
mission;

b)| preserve compatibility with existing CCSDS Space Data Link Protocol Transfer
Frame Header and Trailer formats and frame processing implementations so that,
where appropriate, legacy frame processing infrastructure may-continue to be uged
without modification;

d

>

c)| preserve compatibility with the CCSDS Space Link-Extension (SLE) forward 3
return services; and

d)| facilitate the development of common commercial implementations to imprgve
interoperability across agencies.

More fiscussion of the Security Protocol’s goals'and design choices, including its interaction
with other CCSDS services, may be found inteference [D3].

15 POCUMENT STRUCTURE
This document is organized as-follows:

Section 1 presents the purpose, scope, applicability, and rationale of this Recommended
Standard and lists the cenventions, definitions, and references used throughout the documeht.

Section 2 (informative) provides an overview of the Security Protocol.

Section 3 (normative) defines the services provided by the protocol entity.

Section—4_(normative) specifies the protocol data L
procedures employed by the service provider.

Section 5 (normative) specifies the constraints associated with these services for each of the
supported Space Data Link Protocols.

Section 6 (normative) lists the managed parameters associated with these services.

CCSDS 355.0-B-1 Page 1-2 September 2015
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Section 7 (normative) specifies how to verify an implementation’s conformance with the
Security Protocol.

Annex A (normative) provides a Protocol Implementation Conformance Statement (PICS)
proforma for the Security Protocol.

Annex B (informative) provides an overview of security, SANA registry, and patent
considerations related to this Recommended Standard.

Annex C (informative) provides a glossary of abbreviations and acronyms that appear|in the
document.

Annex D (informative) provides a list of informative references.
Annex E (informative) defines baseline implementations suitable for a large range off space
missions.

1.6 DEFINITIONS

Far the purposes of this document, the following definitions apply.

NOTE - Generic definitions for the security.terminology applicable to this and| other
CCSDS documents are provided in teference [D5].

Pdyload: Data input to be processed by a-Security Protocol function.
ApplySecurity Payload: Payload to.the ApplySecurity function.
ProcessSecurity Payload: Payload to the ProcessSecurity function.

Authentication Payload! Part of the Transfer Frame to be authenticated.

1.7 CONVENTIONS
1.7.1 NOMENCLATURE

The following conventions apply for the normative specifications in this Recomnjended
Standard:

a) the words ‘shall’ and ‘must’ imply a binding and verifiable specification;
b) the word ‘should’ implies an optional, but desirable, specification;
c) the word *may’ implies an optional specification;

d) the words ‘is’, ‘are’, and ‘will” imply statements of fact.

CCSDS 355.0-B-1 Page 1-3 September 2015
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NOTE - These conventions do not imply constraints on diction in text that is clearly
informative in nature.

1.7.2 INFORMATIVE TEXT

In the normative sections of this document, informative text is set off from the normative
specifications either in notes or under one of the following subsection headings:

— Overview;
— | Background;
— | Rationale;

— | Discussion.

1.8 REFERENCES

The following publications contain provisions which, through reference in this text,
constifute provisions of this document. At the time of publication, the editions indicated
were palid. All publications are subject to revision,~and users of this document are
encoufaged to investigate the possibility of applying the most recent editions of the
publicptions indicated below. The CCSDS Secretariat maintains a register of currently valid
CCSDS publications.
[1] TM Space Data Link Protocol. Issue- 2. Recommendation for Space Data Syst¢m
btandards (Blue Book), CCSDS::132.0-B-2. Washington, D.C.: CCSDS, Septemiper
2015.
[2] TC Space Data Link Protocol. Issue 3. Recommendation for Space Data Systgm
$tandards (Blue Book);~CCSDS 232.0-B-3. Washington, D.C.. CCSDS, September
2015.
[3] AOS Space Data Link Protocol. Issue 3. Recommendation for Space Data Systgm
btandards (Blue Book), CCSDS 732.0-B-3. Washington, D.C.: CCSDS, Septemiper

1. Recomm

endation for Space Data Systgm

2012
NOTE - Informative references are listed in annex D.
CCSDS 355.0-B-1 Page 1-4 September 2015
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2 OVERVIEW

2.1 CONCEPT OF SECURITY PROTOCOL

The Space Data Link Security Protocol is a data processing method for space missions that
need to apply authentication and/or confidentiality to the contents of Transfer Frames used by
Space Data Link Protocols over a space link. The Security Protocol is provided only at the
Data Link Layer (Layer 2) of the OSI Basic Reference Model (reference [D1]), as illustrated in

figure 2-1. 1t is an extra service of the Space Data Link Protacols defined in references [1]-[3],
anf therefore is to be used together with one of these references. (The Security Rratpcol is
nof applicable for use with the Proximity-1 Space Data Link Protocol.)
OSI LAYERS CCSDS EAYERS

7 Application

3) Presentation

5 Session

4 Transport

3 Network

77777777777777777777 Data Link Protocol Sublayef
 Seoury Protocol
2 NataLink | e L
Synchronization &
Channel Coding Sublayer
1 Physical
Figure 2-1: Security Protocol within OSI Model

CCSDS 355.0-B-1 Page 2-1 September 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=70e2f102a303d27e06c0419c71f6133f

ISO 21324:2016(E)
CCSDS RECOMMENDED STANDARD FOR SPACE DATA LINK SECURITY

2.2 FEATURES OF SECURITY PROTOCOL
2.21 GENERAL

The purpose of the Security Protocol is to provide a secure standard method, with associated
data structures, for performing security functions on octet-aligned user data within Space
Data Link Protocol Transfer Frames over a space link. The maximum length of input data
that can be accommodated is not limited by the Securlty Protocol, but is an attrlbute of the

Link Protocol. The Security Protocol is scalable to operate across any-number of Virtyal
Chanrjels supported by the Space Data Link Protocols. The use andssizes of a Securjity
Headgr and a Security Trailer for a given Global Virtual Channek.or Global Multiplexer
Accesp Point are managed parameters which remain constant for @.given mission.

2.2.2 | DATA LINK LAYER PROTOCOLS

Two sublayers of the Data Link Layer are defined for.CCSDS space link protocols as shoyn
in refgrence [D4]. Each of the three supported Space Data Link Protocols, Telemetry (TM),
Telecommand (TC), and Advanced Orbiting Systems (AQS), correspond to the Data Link
Protoqol Sublayer. Operation of the Security’Protocol is unaffected by the Synchronization
and Channel Coding Sublayer.

Figurq 2-2 shows a simplified representation of Space Data Link Protocol frames and the
effect|of the Security Protocol’s inserting header and optional trailer fields to surround the
frame|data supplied by higher1ayers. The detailed structure of the TM, TC, and AQS
Transfer Frames with the)Security Protocol is given in references [1], [2], and [B],
respedtively, and repeated-below in figures 5-1, 5-2, and 5-3 for reference.

e —mmm e e N — e m TRANSFER FRAME WITHOUT SDLS- = = = = = = = = = — o mm e >
Spgice Link Protocol Space Link Protocol
Arame Headers Frame Data Frame Trailers
(rhay be’multiple} {may be multiple}
P TRANSFER FRAME WITH SDLS- = = = = — oo »

Space Link Protocol B Security | space Link Protocol
Frame Headers ?_'eCLg]ty Frame ,Data ) Trailer Frame Trailers
(may be multiple} €adaer (secured by authentication and/or encryption) (optional) (may be multiple)

Figure 2-2: Security Protocol Interaction with Space Link Frames
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2.2.3 SECURITY SERVICE FOR TM

The relationship of the Security Protocol’s functions to the TM Protocol is shown in
figure 2-3. The figure shows the sending end of a physical channel.

NOTE: TM services not supported by the security protocol are shown greyed-out and italicized

VC_FSH Service
VC_OCF Service

VC Packet Service MC_FSH Service VC Frame Service
VC Access Service MC_OCEF Service MC Frame Service
Data for the Data for auxiliary data fields Almost-completerfrgmes
Transfer Frame Data Field in the frame from external‘seurcds (*)
SRRy FUneion . Select data for Transfer Frame Data Field
b @ e S . Construct a partial Transfer Frame The IFM Protocol also contalns:
Sggmica?i,gn to the frame Pa +(| Multiplexing for VCs
decording to the < R . Call the ApplySecurity function for the frame — Multiplexing for MCs
ecurity Association B ld . Complete the frame
Security Protocol Entity TM Protoco| Entity

Synchronization and Channel Coding

(*) Almost-complete transfer frames are frames without the following fields : Master Framg\Count, Operational Control Field, Frame Error Contrgl Field

A : TM ApplySecurity payload
B : TM ApplySecurity return

Figure 2-3: Security Protacol Support for TM Services

The Security Protocol provides all*its functions (authentication, encryption, and
authenticated encryption) for the data'in the Transfer Frame Data Field of a TM Tiansfer
Frame. It therefore provides fulb protection for the service data of the following TM
Services: the Virtual Channel Racket (VCP) Service and the Virtual Channel Access (VCA)
Seyvice.

THe Security Protocol provides authentication for some fields in the Transfer Frame Pfimary
Hgader and for seme auxiliary data fields in a TM Transfer Frame. It does not provide
engryption for these fields. The Security Protocol can provide authentication protection for
the service data-of the Virtual Channel Frame Secondary Header (VC_FSH) Service.

ThHe Seeurity Protocol provides no protection for data of the other TM Services that use

aukiliary data fields in a TM Transfer Frame: the Virtual Channel Operational Contro| Field
(V OCE) Qar\nr\n tha MNMactar Channal Eramana Sacandanys Haoadar /I\II(‘ ECLI\ Qar\nnb and
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the Master Channel Operational Control Field (MC_OCF) Service. The Security Protocol
also provides no protection for the frames supplied to the TM Protocol by external sources
on the following services: the Virtual Channel Frame (VC Frame) Service and the Master
Channel Frame (MC Frame) Service.

[
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2.24 SECURITY SERVICEFORTC

The relationship of the Security Protocol’s functions to the TC Protocol is shown in
figure 2-4. The figure shows the sending end of a physical channel.

NOTE: TC services not supported by the security protocol are shown greyed-out and italicized

MAP Packet Service
MAP Access Service

VC Packet Service VC Frame Service
VC Access Service COP Management Service MC Frame Service
Data for the Control information for Almost-complete frames
Transfer Frame Data Field COP-1 protocol from external sources\(*)
d . . I
PRI BELTS) (FUmEiTer . Select data for Transfer Frame Data Field The TC ProtaCol,also contains:
. e  Construct a partial Transfer Frame ¢  Multiplexing for MAPs
Apply gncryption and A e  COP41 protocol
:gg;ergihca:f?hf 2 e < . Call the ApplySecurity function for the frame . Multiplexing for VCs
Security ?\ssociation > °~ \Mjiltiplexing for MCs
B e  Complete the frame (&)
Segcurity Protocol Entity TC Protocol Entif

Synchronization and Channel Coding

(*) Almost-complete transfer frames are frames without the following fields : Frame Error Control Field

A : TC ApplySecurity payload
B : TC ApplySecurity return

Figure 2-4: Security ProtocolSupport for TC Services

The PBecurity Protocol provides all.Cits functions (authentication, encryption, gnd
autherjticated encryption) for the datain the Transfer Frame Data Field of a TC Transfer
Framg. It therefore provides full protection for the service data of the following TC Servicgs:
the MIAP (Multiplexer AccessPoint) Packet Service, the MAP Access Service, the Virtpal
Chanrlel Packet (VCP) Service/and the Virtual Channel Access (VCA) Service.

The Security Protocol provides authentication for some fields in the Transfer Frame Primary
Headgr in a TC Transfer Frame. It does not provide encryption for these fields.

Thereare no adxiliary data fields in a TC Transfer Frame. The Security Protocol provides|no

Channel Frame (VC Frame) Service and the Master Channel Frame (MC Frame) Service.

CCSDS 355.0-B-1 Page 2-4 September 2015
© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=70e2f102a303d27e06c0419c71f6133f

ISO 21324:2016(E)

CCSDS RECOMMENDED STANDARD FOR SPACE DATA LINK SECURITY

2.2.5 SECURITY SERVICE FOR AQS

The relationship of the Security Protocol’s functions to the AOS Protocol is shown in

fig

ure 2-5. The figure shows the sending end of a physical channel.

NOTE: AOS services not supported by the security protocol are shown greyed-out and italicized

VC Packet Service

Bitstream Service VC_OCF Service VC Frame Service
VC Access Service Insert Service MC Frame Service

mes
s ()

Data for the Data for auxiliary data fields Almost-complete/fral
Transfer Frame Data Field in the frame from external Seurce

Th
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THh
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Synchronization and Channel Coding

(*) Almost-complete transfer frames are frames without the following fields : Operational Control Field, Frame Error Cor]

A : AOS ApplySecurity payload
B : AOS ApplySecurity return

Figure 2-5: Security Protocol Support for AOS Services

e Security Protocol provides all*-its functions (authentication, encryption
thenticated encryption) for the data.in the Transfer Frame Data Field of an AOS Ti
hme. It therefore provides full protection for the service data of the following
rvices: the Virtual Channel ‘Racket (VCP) Service, the Bitstream Service, and the \
annel Access (VCA) Service.

e Security Protocol provides authentication for some fields in the Transfer Frame P
ader in an AOS Transfer Frame. It does not provide encryption for these fields.

e Security Protocol provides no protection for data of the AOS Services that use au
fa fieldsCin an AOS Transfer Frame: the Virtual Channel Operational Control
C_OCE) Service and the Insert Service. The Security Protocol also provides no prof

the
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2.3 SERVICE FUNCTIONS
2.3.1 SECURITY ASSOCIATIONS
2.3.1.1 General

The Security Protocol provides security associations for defining the cryptographic
communications parameters to be used by both the sending and receiving ends of a
communications session, and for maintaining state information for the duration of the session.
A Sejhrity Association (SA) defines a simplex (one-way), stateful cryptographic session. for
providing authentication, data integrity, replay protection, and/or data confidentiality.

2.3.1.2 Security Association Context

All Transfer Frames that share the same SA on a physical channel ‘constitute a Secure
Chanrjel. A Secure Channel consists of one or more Global Virtual Chanhels or Global MAP
IDs (T|C only) assigned to an SA at the time of its creation.

The Security Parameter Index (SPI) is a transmitted value that uniquely identifies the $A
applicgble to a Transfer Frame. All Transfer Frames having the same SPI on a physigal
channgl share a single SA. The SPI can be considered as a'table index key to an SA data base
that stpres all of the managed information required by €ach of the SAs on a physical channel.

2.3.1.3 Security Association Service Types

Whenlan SA is created, one of the following cryptographic functions is selected to be applied
on spgcified fields for all Transfer Frames using that SA:

a) | authentication;
b)| encryption;
c) | authenticated engryption.

Once an SA is created, the authentication and/or encryption algorithms specified, along wiith
their modes of.eperation, are fixed and cannot be changed for the duration of the SA.

231 Socuritvy Haadar and Trailar
" . " A=AYAvaw D} | l‘] LELAA% %A | CAT T LI %LLAA!

All Transfer Frames using an SA on a physical channel include a Security Header and Trailer
surrounding the Frame Data area of the Transfer Frame. The Security Header carries the SPI,
initialization vector, anti-replay sequence number, length of any block padding used (where
necessary); the Security Trailer carries a Message Authentication Code (MAC).
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The detailed structure of the TM, TC, and AOS Transfer Frames with the Security Protocol is
given in references [1], [2], and [3], respectively, and repeated below in figures 5-1, 5-2, and
5-3 for reference.

Once an SA is created, the lengths of the managed fields in the Security Header and Trailer
are fixed for the duration of that SA.

2.3.1.5 Security Association Management

Bath the sender and the receiver must create an SA, associate it with cryptographic key(s),
an activate it before the SA may be used to secure Transfer Frames on a channél.

SAs may be statically preloaded prior to the start of a mission. SAs may also be greated
dypamically as needed, even while other existing SAs are active. ' The mechanigm for
swiitching from one active SA to another is an Application Layer fupction.

NOTE - Over-the-air negotiation of SA parameters is a (currently undefined) Application
Layer function.
2.3.2 AUTHENTICATION

2.3.2.1 General

The Security Protocol provides for the- use of authentication algorithms to ensure the
infegrity of transmitted data and the authenticity of the data source. The Security Protocol
alqo provides for the use of sequence numbering to detect the unauthorized replay of
previously transmitted data.

2.3.2.2 Message Authentication and Integrity

When the SecurityProtocol is used for authentication, a MAC is computed over the spgcified
Transfer Frame fields, which are the Frame Header, the optional Frame Secondary Header
(TM only), thetoptional Segment Header (TC only), the Security Header (as part pf this
segurity pretocol), and the Frame Data Field. An SA providing authentication also manages
an[authentication bit mask for that SA, enabling the sender and receiver to ‘mask out’ (i.e.,
supstitute zeros in place of) certain bit fields within the headers from the input to thef MAC

computatior—Fransfer—rame—fields—always—execludedfrom—MAC—<computation—re the
optional Insert Zone (AOS only), optional Operational Control Field (OCF), optional Error
Control Field (ECF), and the MAC field itself within the Security Trailer. Transfer Frame
fields always included for MAC computation are the Virtual Channel 1D, Segment Header

(TC only), Security Header (except for the Initialization Vector), and Frame Data Field.

>
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NOTE - The channel coding synchronization marker prepended to a Transfer Frame prior
to transmission—the Attached Sync Mark (ASM) in TM and AOS, or the
Communications Link Transmission Unit (CLTU) Start Sequence in TC—is
always excluded from MAC computation.

2.3.2.3 Replay Protection

2.3.2.3.1 General

When(the Security Protocol is used for authentication, a sequence number is also transmitted
in the| Transfer Frame. As part of an SA providing authentication, both the sénder and
receiver manage the following information:

a)| a sequence number value (current value for the sender, expected ‘value for the
receiver);

b)| a sequence number window for comparison by the receiver;

c)| the location within the Transfer Frame of the sequence fAumber.

2.3.2.3.2 Sequence Number

The sender increments its managed sequence number by one with each transmitted frane
belonging to that SA. With each valid received:frame belonging to that SA, the receiver will
replack its stored sequence number with thea@ceived value on the condition that the received
sequemce number is higher than the stored-sequence number. Additionally, if the receivjed
Sequepce Number differs from the expected value by more than a defined positive value
called|the Sequence Number Window, the receiver discards the frame and neither replages
nor ingrements its stored sequence:number.

NOTH - The interpretation of a sequence number rollover (to zero) is mission-specif
Possible interpretations and problems linked with this rollover are discussed
reference-{D3].

C.
n

2.3.2.3.3 Seguence Number Window

The s¢quence number window is a fixed positive delta value, specified in the SA, for the
receiver to USE 11T comparing the Sequerce Number Teceived to the expected vatue. — A
received frame whose sequence number falls outside this window is discarded. The size of
the selected window accounts for predicted delays and gaps in RF transmission.

2.3.2.3.4 Sequence Number Location

The location of the transmitted Sequence Number in the Transfer Frame is specified in the
SA. Two options are provided:
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a) The Sequence Number can be located in the Sequence Number field of the Security
Header. In this case, its length is a managed SA parameter.

b) For systems that implement authenticated encryption using a simple incrementing
counter as an initialization vector (i.e., as in counter-mode cryptographic algorithms),
the Initialization Vector field of the Security Header can serve also as the Sequence
Number. In this case, the Sequence Number field in the Security Header is zero
octets in length.
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3.3 ENCRYPTION

3.4 AUTHENTICATED ENCRYPTION

e Security Protocol provides for the use of encryption algorithms,te® ensufe the
nfidentiality of transmitted data.

nen the Security Protocol is used for encryption, the data area of the frame (the ‘plaiptext’)
replaced with an encrypted version of the same data (the ‘ciphertext’). An initial{zation
ctor is often used as an input to the encryption process. Depending upon the cryptographic
orithm and mode used, additional fill data may be needed-t6 pad any undersized blogks.

DTE - Encryption used without authentication canprovide a false sense of segurity,
depending upon the specific implementation. Selection of security sgrvices
should be done carefully after considering a mission-specific threat and risk
analysis.

e Security Protocol provides for-the use of authentication and encryption as one combined
ncrypt-then-MAC’) procedure.

nen the Security Protocol is used for authenticated encryption, the frame data suppllied by
user is first encrypted as described in 2.3.3, a current anti-replay sequence nunber is
plied to the Transfer Frame, and lastly a MAC is computed over the resultant Transfer
hime as described in 2.3.2.
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3 SERVICE DEFINITION
3.1 OVERVIEW
This section provides the service definition for the Security Protocol.

The services that the Security Protocol provides to the Space Data Link Protocols are defined
as functions. The ApplySecurity Function is defined for the sending end of a physical
channel and the ProcessSecurity Function is defined for the receiving end. The definitions of
the functions are independent of specific implementation approaches.

THe parameters of the functions are specified in an abstract sense and specify thelinformation
papsed in either direction between the Space Data Link Protocol entity that. calls the function
anf the Security Protocol entity that executes the function. The way. in-which a specific
implementation makes this information available is not constrained by this specificatfon. In
addition to the parameters specified in this section, an implementation may providg other
pafameters on the function interface (e.g., parameters for controlling the service, monjtoring
pefformance, facilitating diagnosis, and so on).

THhis section also defines the Security Association Management Service.

3.2 FUNCTION AT THE SENDING END
3.2.1 OVERVIEW

THe ApplySecurity Function is defined for the sending end of a physical channe]l. The
function processes a Transfer Frame to apply security features to the frame. The Tiansfer
Frame is a protocol (TM, TC, or-AOS) data structure that is in use on the physical chanpel.

THe input parameters ofthe’ function include the ApplySecurity Payload, containing the
paftially formatted frame; and the identifiers of the Virtual Channel and the MAP channel
(fqr TC only). When-the function is called, the Security Protocol applies encryption gnd/or
authentication to-the data supplied in the ApplySecurity Payload. In any given call|to the
ApplySecurityFunction, the processing depends on the settings for the Security Assogiation
ofthe applieable Virtual Channel or MAP.

Whencthe ApplySecurity Function has completed the processing, it returns the resultirjg data
to thecaller in the return parameter, the ApplySecurity Return.

3.2.2 INPUT PARAMETERS
3.2.2.1 Discussion—ApplySecurity Payload

The ApplySecurity Function applies security processing to a partially formatted Transfer
Frame of the Space Data Link Protocol used on the physical channel.
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The input parameter provided by the Space Data Link Protocol consists of an ApplySecurity
Payload, which is one of the following types:

a) TM ApplySecurity Payload;
b) TC ApplySecurity Payload;
c) AOS ApplySecurity Payload.

3.2.2.2 TM ApplySecurity Payload

The TM ApplySecurity Payload shall consist of the portion of the TM Transfer Frame (3ee
reference [1]) from the first octet of the Transfer Frame Primary Header to the"last octet|of
the Transfer Frame Data Field.

NOTHS

1 The TM Transfer Frame is the fixed-length protocol data.unit of the TM Space Data
Link Protocol. The length of any Transfer Frame transferred on a physical channel is
constant, and is established by management.

2 The portion of the TM Transfer Frame contained in the TM ApplySecurity Paylgad
parameter includes the Security Header field.>» When the ApplySecurity Function| is
called, the Security Header field is empty;-iie., the caller has not set any values in the
Security Header.

3.2.2.3 TC ApplySecurity Payload

The T|IC ApplySecurity Payload shall consist of the portion of the TC Transfer Frame (3ee
reference [2]) from the first octet of the Transfer Frame Primary Header to the last octet|of
the Transfer Frame Data Field:

NOTHS

1 The TC Transfer Frame is the variable-length protocol data unit of the TC Space Data
Link Pretocol.

2 Fhe portion of the TC Transfer Frame contained in the TC ApplySecurity Paylgad
parammetertrctudesthe-Sectrity Headerfietd—When-the ApplySectrity Funetion is
called, the Security Header field is empty; i.e., the caller has not set any values in the
Security Header.
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3.2.2.4 AOS ApplySecurity Payload

The AOS ApplySecurity Payload shall consist of the portion of the AOS Transfer Frame (see
reference [3]) from the first octet of the Transfer Frame Primary Header to the last octet of
the Transfer Frame Data Field.

NOTES

1

The AOS Transfer Frame is the fixed-length protocol data unit of the AOS

Space

Data Link Protocol. The length of any Transfer Frame transferred on apl
channel is constant, and is established by management.

The portion of the AOS Transfer Frame contained in the AOS ApplySecurity P
parameter includes the Security Header field. When the ApplySecurity Func
called, the Security Header field is empty; i.e., the caller has not set any values

ysical

nyload
tion is
in the

Security Header.

3.2.25 GLOBAL VIRTUAL CHANNEL (GVCID) ID

The GVCID parameter shall contain the ID of the Global Virtual Channel (see references
[1]-[3]) of the partially formatted Transfer Frame contained in the ApplySecurity Paylgad.

NOTE - The GVCID consists of a Master Channel ID and a Virtual Channel ID.

3.2.26 GLOBAL MULTIPLEXER ACCESS POINT (GMAP) ID

The GMAP_ID parameter shall centain the ID of the Global Multiplexer Access Point (see
reference [2]) of the partialy’ formatted TC Transfer Frame contained in the TC

ApplySecurity Payload.

NOTES

1 The GMAP_ID consists of a GVCID and a TC MAP ID that indicates a| MAP
Channelwithin the Virtual Channel specified by GVCID.

2 The: GMAP_ID is applicable only if the ApplySecurity Payload is fa TC
ApplySecurity Payload and the Virtual Channel specified by the GVCID is| using
Qngmnnf Headers
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RETURN PARAMETER—ApplySecurity Return

The ApplySecurity Return shall consist of the portion of the Transfer Frame starting at the
first octet of the Security Header and ending at the last octet of the Security Trailer, if
present, or the last octet of the Transfer Frame Data Field, if the Security Trailer is not

presen

t.

NOTE - When the ApplySecurity function has completed the processing for the frame that

was input in the ApplySecurity Payload parameter, it returns part of the
processed frame in the ApplySecurity Return parameter.

3.3 FUNCTION AT THE RECEIVING END
3.3.1 | OVERVIEW
The ProcessSecurity Function is defined for the receiving end of a physical channel. The
functipn provides the receiving end security processing for a Transfer Frame belonging to the
underlying protocol (TM, TC, or AOS) that is in use on the physical channel.
The input parameters include the ProcessSecurity Payload, containing the frame, and the
identifiers of the Virtual Channel and the MAP channel*(TC only). When the function| is
called| the Security Protocol always applies verification'and may apply decryption to the data
supplied in the ProcessSecurity Payload. In any given call to the ProcessSecurity Function,
the prpcessing depends on the settings for the Security Association of the applicable Virtyal
Chanrjel or MAP.
When(the ProcessSecurity Function has:completed the processing, it returns the results to the
caller |in the return parameters, which include status indicators and the ProcessSecurjity
Return.
3.3.2 | INPUT PARAMETERS
3.3.2.1 Discussion<+ProcessSecurity Payload
The PyocessSeeurity Function applies security processing to a Transfer Frame of the Spgce
Data LLink Rrotocol used on the physical channel.
The input-parameterprovided-by-the-Space DataLink-Protocel-consistsof-a-PrecessSeeurity
Payload, which is one of the following types:

a) TM ProcessSecurity Payload;

b) TC ProcessSecurity Payload;

c) AOS ProcessSecurity Payload.
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3.3.2.2 TM ProcessSecurity Payload

The TM ProcessSecurity Payload shall consist of the portion of the TM Transfer Frame (see
reference [1]) from the first octet of the Transfer Frame Primary Header to the last octet of
the Security Trailer, if present, or the last octet of the Transfer Frame Data Field, if the
Security Trailer is not present.

NOTE - The TM Transfer Frame is the fixed-length protocol data unit of the TM Space
Data Link Protocol. The length is constrained by the TM Synchronization and
Channel Coding Blue Book (reference [D6]). The length of any Transfer,[Frame
transferred on a physical channel is constant, and is established by management.

3.3.2.3 TC ProcessSecurity Payload

The TC ProcessSecurity Payload shall consist of the portion of the-T€ Transfer Frame (see
reference [2]) from the first octet of the Transfer Frame Primary. Héader to the last oftet of
the Security Trailer, if present, or the last octet of the Transfer Frame Data Field,|if the
Segurity Trailer is not present.

NOTE - The TC Transfer Frame is the variable-length protocol data unit of the TC{Space
Data Link Protocol.

3.3.2.4 AOS ProcessSecurity Payload

THe AOS ProcessSecurity Payload shall consist of the portion of the AOS Transfer [Frame
(sge reference [3]) from the first octetof the Transfer Frame Primary Header to the last octet
of|the Security Trailer, if present,-or the last octet of the Transfer Frame Data Field) if the
Segurity Trailer is not present:

NOTE - The AOS Transfer Frame is the fixed-length protocol data unit of the AOS|Space
Data Link-Protocol. The length is constrained by the TM Synchronizatign and
ChannebCoding Blue Book (reference [D6]). The length of any Transfer [Frame
transferred on a physical channel is constant, and is established by management.

3.3.2.5-GVCID

Tlﬂr\ C\NLCID - _naramoator chall cantain tha 1D Af tha Clahal \ artnal Cha al fean ¥ £ ences
C UvVor 'JUI.IU.III\,L\,I Qllu" LUTITLUNT Uiv 177 UT UI1C UTuuur  virwuan Vllul”l\/l \Q\lb LAY A2

[1]-[3]) of the partial Transfer Frame contained in the ProcessSecurity Payload.

NOTE - The GVCID consists of a Master Channel ID and a Virtual Channel ID.
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3.3.2.6 GMAP ID

The GMAP_ID parameter shall contain the ID of the Global Multiplexer Access Point (see
reference [2]) of the partial TC Transfer Frame contained in the TC ProcessSecurity Payload.

NOTES

1

The GMAP_ID consists of a GVCID and a TC MAP ID that indicates a MAP

Channel within the Virtual Channel specified by GVCID.

2 The GMAP_ID is applicable only if the ProcessSecurity Payload is-a TC
ProcessSecurity Payload and the Virtual Channel specified by the GVCID |is using
Segment Headers.

3.3.3 | RETURN PARAMETERS

3.3.3.1 \Verification Status

The Merification Status parameter supplied by the Security Protacol shall indicate one of the

followling:

— | no failures were detected; or
— | the ProcessSecurity function has detected a failure.
NOTH - In addition to authentication failures, the ProcessSecurity function can detgct
additional failures such as anvinvalid Security Association identification in the
Security Header. If no failure was detected, then the ProcessSecurity functijon
has performed successful authentication or the SA does not inclyde
authentication.

3.3.3.2 Verification Status Code

If the|Verification)Status parameter indicates a failure, then the Verification Status Cdde

paramgter shall.gontain a status code to indicate the type of failure. At a minimum, the

followling failtre conditions shall be supported:
— | no failure;
— invalid Security Parameter Index (SPI);
— MAC verification failure;
— anti-replay sequence number failure;
— padding error.
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3.3.3.3 ProcessSecurity Return

The ProcessSecurity Return shall consist of the portion of the Transfer Frame corresponding
to the ProcessSecurity Payload, starting at the first octet following the Security Header and
ending at the last octet of the Transfer Frame Data Field.

NOTES

1 When the ProcessSecurity function has finished processing the frame that was input
in the ProcessSecurity Payload parameter, it returns part of the processed framg in the
ProcessSecurity Return parameter. If the function has performed decryptien-then the
ProcessSecurity Return contains the decrypted data.

2 If the SA does not include encryption then the ProcessSecurity-function does not
perform decryption. Also, the ProcessSecurity function does not-perform decryption
following a verification failure.

3.4 SECURITY ASSOCIATION MANAGEMENT SERVICE

[

341 OVERVIEW

THe Security Association Management Serviceestablishes the context of an SA|for a
pafticular Global Virtual Channel and/or MAPR:D. This Recommended Standard spgcifies
onlly the service parameters contained in the.Security Association data base. Implementation
of|the services necessary to manage the) parameters contained in the SA data base is a
mission-specific function. Service directives for managing the SA parameters in-lipe are
specified in the CCSDS SDLS Extended Procedures Recommended Standard (reference
[D[14]). At the time of publication of this document, the SDLS Extended Procedures ook is
sti]l under development.

3.4.2 SA MANAGEMENT SERVICE PARAMETERS

3.4.2.1 Overview

Eqch SA isscomposed of the commonly applicable parameters listed in 3.4.2.2 below, gs well
as| those~parameters in 3.4.2.3 and 3.4.2.4 applicable to the cryptographic function(s)
specified in the SA.

3.4.2.2 Security Association Parameters required by all SAs
3.4.2.2.1 Global Virtual Channel 1D

The Global Virtual Channel ID (GVCID) parameter shall contain the ID of the Global Virtual
Channel(s) (see references [1]-[3]) applicable to the SA.
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NOTE - The GVCID consists of a Master Channel ID and a Virtual Channel ID. If the
TC Space Data Link Protocol is used on the physical channel, a single Global
Virtual Channel is applicable to the SA (see requirement 5.2 c) ).

3.4.2.2.2 Global Multiplexer Access Point ID

The Global Multiplexer Access Point ID (GMAP_ID) parameter shall contain the ID of the
Global Multiplexer Access Point(s) (see reference [2]) applicable to the SA.

NOTH - The GMAP_ID consists of a GVCID and a TC MAP ID that indicates-a"MAP
Channel within the Virtual Channel specified by GVCID. The GMAP_ID| is
applicable only if the TC Space Data Link Protocol is used onctheé physigal
channel and Segment Headers are used on the TC Virtual Channel? In all other
cases it is not applicable.

3.4.2.2.3 Security Parameter Index

The Security Parameter Index parameter shall contain an index identifying the SA applicab
to a frame.

e

NOTH - Each SA on a physical channel is identified by a unique SPI.

3.4.2.2.4 SA _service_type
The SA_service_type parameter shall indicate the cryptographic function(s) specified for the
SA: gne of authentication, encryption,-or authenticated encryption.
3.4.2.25 SA length_SN

The SA_length SN parameter shall indicate the length of the Sequence Number field in the

Security Header.

3.4.2.26 SAxlength_IV

The SA“tength IV parameter shall indicate the length of the Initialization Vector field in the
Security Header.

3.4.2.2.7 SA_length_PL

The SA_length_PL parameter shall indicate the length of the Pad Length field in the Security
Header.
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3.42.2.8 SA_length_MAC

The SA_length_ MAC parameter shall indicate the length of the MAC field in the Security
Trailer.

3.4.2.3 Security Association Parameters Specific to Authentication

NOTE - The parameters under this subsection are applicable only if the SA_service_type
parameter 1s Authentication or Authenticated Encryption.

3.4.2.3.1 SA authentication_algorithm

ThHe SA authentication_algorithm parameter shall indicate the applicable authentication
algorithm and mode of operation.

3.4.2.3.2 SA authentication_key

The SA_authentication_key parameter shall indicate the value of a provided authentication
key, or of an index that refers to the actual key.

3.

N

}.2.3.3 SA_authentication_mask

THe SA_authentication_mask parameter<shall indicate the value of a provided bit mask that
is [applied against the Transfer .krame in a bitwise-AND operation to genergte an
Authentication Payload.

3.4.2.3.4 SA_sequence/number
The SA _sequence_number parameter shall indicate the present value of a managed anti-

replay sequence pimber.

3.

[N

}.2.3.5_.SA_sequence_window

ThecSA sequence_window parameter shall indicate the amount of deviation the regeiving
endwittaccept between theexpected anti-reptay sequence mumtbyer and-the sequernce mumber
in the received frame.

3.4.2.4 Security Association Parameters Specific to Encryption

NOTE - The parameters under this subsection are applicable only if the SA service_type
parameter is Encryption or Authenticated Encryption.
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3.4.24.1 SA encryption_algorithm

The SA_encryption_algorithm parameter shall indicate the applicable encryption algorithm
and mode of operation.

3.4.2.4.2 SA _encryption_key

The SA_encryption_key parameter shall indicate the value of a provided encryption key, or
of an index that refers to the actual key.

3.4.2.4.3 SA initialization_vector

The A _initialization_vector parameter shall indicate the present value of a managed
initial{zation vector.

3.4.3 | DISCUSSION—SA MANAGEMENT SERVICE PRIMITIVES

This Recommended Standard specifies only the service parameters contained in the Securjity
Assocjation data base and does not define specific management services or data structufes
for implementation. Service directives for managing.the SA parameters in-line are specified
in the] CCSDS SDLS Extended Procedures Recommended Standard (reference [D14]). At
the time of publication of this document, the SDES Extended Procedures book is still under
develgpment.
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PROTOCOL SPECIFICATION

41 PROTOCOL DATAUNITS

411 SECURITY HEADER

4111 General

4.1.1.1.1 The presence or absence of a Security Header on a Virtual Channel or MAP shall

remain constant throughout a mission.

4.
au
M

4.]

1.1.1.2 The Security Header is mandatory on a Virtual Channel or MAP-wh

thentication, encryption, or authenticated encryption is applied on that Viktual Char
AP.

.1.1.3 The Security Header shall consist of one mandatory field and three oj

figlds, positioned contiguously, in the following sequence:

N(

a) Security Parameter Index (16 bits; mandatory);

c) Sequence Number (octet-aligned, fixed-length<fer the duration of the SA; optio
d) Pad Length (octet-aligned, fixed-length for:the duration of the SA; optional).

1.1.1.4 A Security Header shall consist of-less than or equal to 64 octets.

DTES

The receiver will determine-the presence and length of optional fields in the S¢
Header by using the SPIto reference the corresponding SA.

The format of the Security Header is shown in figure 4-1.

b) Initialization Vector (octet-aligned, fixed-length for the duration of the SA,; optiLonaI);

bnever
nel or

ptional

al);

Curity

e m e N SECURITY HEADER = = — il Y N
e WTALZATON vEGTOR oumes | b
INDEX (Optional) (Optional) (Optiohal)
pits) 16 Managed Managed Managed

Fiqure 4-1: Security Header

4.1.1.2 Security Parameter Index

4.1.1.2.1 Bits 0-15 of the Security Header shall contain the SPI.

4.1.1.2.2 The SPI shall be used as an index to identify an SA.

4.1.1.2.3 The values of “all zeros’ (0) and ‘all ones’ (65535) for this field are reserved by
CCSDS for future use.
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4.1.1.3 Initialization Vector

4.1.1.3.1 The Initialization Vector field shall follow the Security Parameter Index field,
without gap.

4.1.1.3.2 The Initialization Vector field shall contain the initialization vector, or an agreed-
upon portion of it, consisting of an integral number of octets.

4.1.1.3.3 The Initialization Vector field length is managed and is fixed for the duration of
the SA.

4.1.1.3.4 If an initialization vector is not required for an SA, the Initialization Vector fi¢ld

shall e zero octets in length.
4.1.14 Sequence Number

4.1.1.4.1 The Sequence Number field shall follow the Initialization ¥ector field, without gqp.

4.1.14.2 The Sequence Number field, if authentication ©r“authenticated encryption| is
selected for an SA, shall contain the anti-replay sequence-number, consisting of an integyal
numbeér of octets.

NOTH - For systems which implement authenticated encryption using a simple
incrementing counter as an initialization vector (i.e., as in counter-mqde
cryptographic algorithms), the Initialization Vector field of the Security Header
may serve also as the Sequence Number. In this case, the Sequence Number
field in the Security Headeris zero octets in length.

4.1.1.4.3 The Sequence Number:field length is managed and is fixed for the duration|of
the SA.

4.1.1.4.4 If authentication” or authenticated encryption is not selected for an SA, the
Sequepce Number field-shall be zero octets in length.

41.1.% Pad-Length

4.1.1.%.1"~The Pad Length field shall follow the Sequence Number field, without gap.

41.15.2 The Pad Length field shall contain the count of fill bytes used in the
cryptographic process, consisting of an integral number of octets.

4.1.1.5.3 If padding is not required for an SA, the Pad Length field shall be zero octets in
length.
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412 SECURITY TRAILER

4.1.2.1 The presence or absence of a Security Trailer on a Virtual Channel or MAP shall
remain constant throughout a mission.

4.1.2.2 The Security Trailer shall be present on a Virtual Channel or MAP whenever
authentication or authenticated encryption is applied on that Virtual Channel.

4.1.2.3 The Security Trailer, if present, shall consist of a MAC (octet-aligned, fixed-length
for the duration of the SA).

NOTES
1 The length of the Security Trailer is a Managed Parameter (see section 6).
2 This field may be present and unused where it is envisioned.that the service us¢r may

switch between using authenticated SA(s) and not using“them on a given VYirtual
Channel (e.g., if a ‘clear mode’ SA is supported),, An this scenario, it may be
preferable to keep the field lengths constant across all supported operational
configurations.

3 The format of the Security Trailer is shown in figure 4-2.

7 G PP SECURITY TRAILER = = — - m oo i N

MESSAGE AUTHENTICATION CODE (MAC)
(Optional}

(bits) Managed

Figure 4-2: Security Trailer

4.2 SECURITY-PROTOCOL PROCEDURES
421 GENERAL

4.2.1.1 _<The following procedures shall be carried out to perform the operations |of the
acfive'SA.

4.2.1.2 Prior to operation of the Security Protocol, the sending and receiving ends shall
initialize a common SA data base containing all the parameters of the SAs to be used on the
link.

4.2.1.3 Synchronization of the contents of the sender’s and receiver’s SA data bases should
be maintained during operation.
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NOTE - Initialization, modification, and maintenance procedures for those SA data bases
are not part of this Security Protocol but are planned to be developed later by
CCSDsS.

4.2.2 SECURITY ASSOCIATION MANAGEMENT PROCEDURES

4221 General

In ord
receiv

a)
b)

c)

NOTH

42272

4.2.2.

Every
with W

NOTH
1

2

er to use an SA to secure Transfer Frames on a channel, each end (both sending. 8
ng end) of an SA shall:

create the SA;
associate it with cryptographic key(s); and

associate it with the Global Virtual Channel(s) or Global MAP IDswith which it is
be used.

S

It is expected that some missions will choose to define SAs statically and preload/p
activate them prior to the start of the mission.

Specifying the successful implementation* of cryptographic key management
beyond the scope of this document.

Security Association Context
.1 General

SA shall specify one_or-more Global Virtual Channels or Global MAP IDs (TC on
hich the SA is to be'used.

S
The GNYCID consists of a Master Channel ID and a Virtual Channel ID.

The GMAP_ID parameter is applicable only if the TC Space Data Link Protocol

re-

y)

is

used an the phyqiral channel and Segment Headers are used on the TC Virt

1al

Channel. In all other cases it is invalid.

4.2.2.2.2 SA Uniqueness on Virtual Channels and MAPs

At the sending end, only one SA at a time shall be used (i.e., ‘active’) for transferring frames

over a

particular Global Virtual Channel or Global MAP ID.
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4.2.2.2.3 Idle Transfer Frame Virtual Channels

SAs shall not be created for use with Virtual Channels carrying Only Idle Data (OID)
Transfer Frames as defined in references [1] and [3]).

4.2.2.3 Security Parameter Index

Every SA shall be associated with an SPI. The SPI is a transmitted value that uniquely
id¢ntifies the SA applicable to a Transfer Frame. AIl Transfer Frames having the same SPI
on|a Master Channel share a single SA.

4.2.2.4 Security Association Service Type

Every SA shall specify one and only one of the following cryptographi€ functions to perfprm:
a) authentication;

b) encryption;

c) authenticated encryption.

NOTE - Itis possible to create a ‘clear modeX<SA using one of the defined servicg types
by specifying the algorithm as a:\‘no-op’ function (no actual cryptographic
operation to be performed). Such@n SA might be used, e.g., during develgpment
testing of other aspects of data link processing before cryptographic capabilities
are available for integrated-testing. In this scenario, the Security Headgr and
Trailer field lengths are-kept constant across all supported configurationg. For
security reasons, the use of such an SA is not recommended in normal opergtion.

4225 Parameters Common to All SAs

EVery SA shall specify the following:
a) SPI;
b) length of Initialization Vector field in Security Header;

¢), length of Sequence Number field in Security Header;

d) length of Pad Length field in Security Header;
e) length of MAC field in Security Trailer.
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4.2.2.6 Parameters for Authentication SAs

4.2.2.6.1 General

Every

a)
b)

SA providing authentication shall specify the following:
authentication algorithm and mode of operation;

authentication bit mask;

c)
d)

4.2.2.6

Every

b)

managed anti-replay sequence number;

managed sequence number window.

.2 Authentication Bit Mask

SA providing authentication shall initialize its authentication bit.onask as follows:

the mask to be applied shall be greater or equal in length to-the data extending fr
the first octet of the Transfer Frame Primary Header to.the last octet of the Trans
Frame Data Field immediately preceding the MAC field in the Security Trailer;

NOTE - For variable length TC Transfer.®rames, accounting for the larg
expected frame data field will result in a mask suitable for all Trans
Frames.

the mask bits corresponding to the\irtual Channel ID field of the Transfer Fra
Primary Header shall contain “all ones’;

(TM only) the mask bits corresponding to the Master Channel Frame Count field
the Transfer Frame Primary Header shall contain ‘all zeros’ (i.e., the field shall
excluded from the authenticated data);

(TC only) the mask’ bits corresponding to the Segment Header shall contain
ones’;

(AOS only) the mask bits corresponding to the Insert Zone shall contain “all zer
(i.e., the'field shall be excluded from the authenticated data);

the \mask bits corresponding to the Security Header, except for the mask K

DM
fer

bst
fer

ne

of
be

DS’

its

earresponding to the Initialization Vector field, shall contain ‘all ones’;

9)
h)

the mask bits corresponding to the Frame Data Field shall contain *all ones’;

the mask bits corresponding to all other Transfer Frame header fields should contain

‘all zeros’, unless otherwise specified according to mission requirements.
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NOTE

1 Missions desiring to authenticate other fields (e.g., Spacecraft ID, TM Frame
Secondary Header) can include them among the authenticated data merely by
selecting an authentication mask that overrides the defaults listed in paragraph h)
above. Possible security concerns affecting the selection of an authentication mask
are discussed in reference [D3].

2 If the Master (not Virtual) Channel Frame Secondary Header Service (TM only) is
used, the TM Frame Secondary Header is excluded from the authenticated data,

4.2.2.7 Parameters for Encryption SAs

Every SA providing encryption shall specify the following:

a) encryption algorithm and mode of operation;

NOTE - The chosen algorithm and mode also imply other attributes such ps the
required block size and the corresponding’ need to pad undersizedd data
blocks.

b) managed initialization vector.

4.2.2.8 Parameters for Authenticated EAcryption SAs
Every SA providing authenticated encryption shall specify everything required in both
4.2.2.6 and 4.2.2.7 above.

4.2.3 SENDING PROCEDURES
4.2.3.1 Overview

THis subsection, describes procedures at the sending end when a Space Data Link Protocol
entity calls_the-ApplySecurity function for a frame as shown in figures 2-3, 2-4, and 2-5.
(See 3.2 forthe definition of the interface for the ApplySecurity function.)

4 PN Coanpra |
Y aryropy = ocTricTar

4.2.3.2.1 When the ApplySecurity function is called, the function shall use the GVCID
parameter, and the GMAP ID parameter if applicable, to determine the Security Association
that applies to the frame.

4.2.3.2.2 The actions of the ApplySecurity function shall depend on the Security Type of
the Security Association as follows:
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4.2.3.2.2.1 When the Security Type is encryption:

a)

the encryption operations specified in 4.2.3.3 shall be applied to the partial frame

contained in the ApplySecurity Payload parameter;
the Security Header shall be completed;

the Security Header and the encrypted Transfer Frame Data Field shall be returned
the ApplySecurity Return parameter.

in

4232

b)

d)

.2.2  When the Security Type is authentication:

the authentication operations specified in 4.2.3.4 shall be applied to the partial fra
contained in the ApplySecurity Payload parameter;

the Security Header, the unencrypted Transfer Frame Data Field,“and the Secur|
Trailer shall be returned in the ApplySecurity Return parameter,

2.3 When the Security Type is authenticated encryption:

If the cryptographic algorithm requires both plaintext;and Additional Authentical
Data (AAD) as separate inputs, then:

1) the plaintext shall be the Transfer Frame Data,Field, and

2) the AAD shall be the portion from the first octet of the Authentication Payload
the octet immediately preceding the Transfer Frame Data Field;

NOTE - This definitional distinction is common to a class of cryptograp

algorithms known-as-“Authenticated Encryption with Associated Dafa

(AEAD) algorithms:

the encryption operations ‘specified in 4.2.3.3 shall be applied to the partial fra
contained in the ApplySecurity Payload parameter;

the authentication-operations specified in 4.2.3.4 shall be applied to the partial fra
resulting fromthe encryption operations;

the Security Header, the encrypted Transfer Frame Data Field, and the Secur
Trailershall be returned in the ApplySecurity Return parameter.

ne

ity

ed

to

nic

ne

ne

ity

4.2.3.

ENcryption Operations

If encryption is selected for an SA, then for each transmitted frame belonging to that SA, the
sender shall:

a)

encrypt the Transfer Frame Data Field;

b) if the algorithm and mode selected for the SA require the use of fill padding, place the

number of fill bytes used into the Pad Length field of the Security Header.
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4.2.3.4 Authentication Operations

If authentication is selected for an SA, then for each transmitted frame belonging to that SA,
the sender shall:

a) increment the SA’s managed sequence number by one;

b) place the managed sequence number in the Sequence Number field of the Security
Header, unless that SA specifies use of the Initialization Vector field of the Security

Ll | H + |
ricauct 1rioswcau,

NOTE - The interpretation of a sequence number rollover (to zero)~iS mjssion-
specific. Possible interpretations and problems linked with this rollover are
discussed in reference [D3].

c) complete the Security Header as specified in 4.1.1;

d) apply the SA’s authentication bit mask in a bitwise-AND<opération against the partial
frame, thus resulting in the Authentication Payload,;

NOTE - The partial frame supplied in the ApplySecurity Payload consists pf the
portion from the start of the Transfer Frame Primary Header to the end|of the
Transfer Frame Data Field. The result,is used for the masking operation,.

e) compute a MAC over the Authentication‘Payload,;

f) (if necessary) truncate the least-significant bits of the computed MAC, such that the
result is of identical length to the MAC field in the Security Trailer;

g) place the computed MAC in the Security Trailer;

h) if the algorithm and mede selected for the SA require the use of fill padding, place the
number of fill bytes'used into the Pad Length field of the Security Header.

424 RECEIVING PROCEDURES

4241 Overvriew

This subsection describes procedures at the receiving end when a Space Data Link Protocol
enfity ‘calls the ProcessSecurity function for a frame. (See 3.3 for the definition |of the

in'l rfacn fortho ProacnccCocniritng frimatinm
terrave rTur i i IUUL’OJ\JUUUIIL] IUIIULIUII.}

The parameters containing partial frames described in this subsection are defined in an
abstract sense and are not intended to imply any particular implementation approach for the
handling of frames or for the transfer of frame data between the Space Data Link Protocol
entity and the Security Protocol entity.
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4242 General

4.2.4.2.1 When the ProcessSecurity function is called, the function shall verify the Security
Association that applies to the frame as specified in 4.2.4.3.

4.2.4.2.2 If the verification of the Security Association fails, the ProcessSecurity function
shall exit, giving an indication of the failure in the Verification Status and Verification Status
Code return parameters.

4.2.4.2.3 If the verification of the Security Association succeeds, the actions of-the
ProcegsSecurity function shall depend on the Security Type of the Security Association|as
follows:

4.2.4.2.3.1 When the Security Type is authentication:

a) | the authentication operations specified in 4.2.4.4 shall be applied.to the partial frame
contained in the ProcessSecurity Payload parameter;

b)| the Verification Status and Verification Status Code parameters shall be set, and the
ProcessSecurity function shall exit if an authenticationfailure is detected,;

c)| the Transfer Frame Data Field in the ProcessSecurity Return parameter and a succgss
indication in the Verification Status shall .bé>returned, and the ProcessSecurjity
function shall exit if no authentication failure is detected.

4.2.4.2.3.2 When the Security Type is authenticated encryption:

a)| If the cryptographic algorithm reguires both plaintext and AAD as separate inpyts,
then:

1) the plaintext shall be the-Transfer Frame Data Field, and

2) the AAD shall be ‘the portion from the first octet of the Authentication Payload|to
the octet immediately preceding the Transfer Frame Data Field;

NOTE - This” definitional distinction is common to a class of cryptographic
algorithms known as Authenticated Encryption with Associated Dgta
(AEAD) algorithms.

b)| the authentication operations specified in 4.2.4.4 shall be applied to the partial frame
contained in the ProcessSecurity Payload parameter;

c) the Verification Status and Verification Status Code parameters shall be set, and the
ProcessSecurity function shall exit if an authentication failure was detected;

d) the encryption operations specified in 4.2.4.5 shall be applied to the partial frame
contained in the ProcessSecurity Payload parameter;
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e) the decrypted Transfer Frame Data Field in the ProcessSecurity Return parameter and
a success indication in the Verification Status shall be returned, and the
ProcessSecurity function shall exit.

4.2.4.2.3.3 When the Security Type is encryption:

a) the encryption operations specified in 4.2.4.5 shall be applied to the partial frame
contained in the ProcessSecurity Payload parameter;

—b)—thedecrypted—Transfer Frame BataFretcinthe ProcessSecurity Returnparameter and

a success indication in the Verification Status shall be returned,nand the
ProcessSecurity function shall exit.

4.2.4.3 Security Association Verification

Far all frames received over a Global Virtual Channel, the receiver shall:

a) if the received frame has a Security Header, verify that the SA referenced in its{SPI is
associated with that Global Virtual Channel and/or GMAP ID;

b) report an exception to the service user for frames<in which the received frame fails
SA verification, and discard those frames.

NOTE - Discarded frames can be archived<for forensic investigation if desired.

4.2.4.4 Authentication Operations

If puthentication is selected for an SA;’then for each received frame belonging to that A, the
re¢eiver shall:

a) apply the SA’s authentication bit mask in a bitwise-AND operation against the
portion of the partial Transfer Frame in the ProcessSecurity Payload pargmeter,
extending from.the first octet of the Transfer Frame Primary Header to the last octet
of the Transfer Frame Data Field immediately preceding the MAC field |in the
Security Trailer, thus resulting in the Authentication Payload;

b) compute a MAC over the Authentication Payload;

c)« (if necessary) truncate the least-significant bits of the computed MAC, such that the
result is of identical length to the MAC field in the Security Trailer;

d) verify that the computed MAC matches the MAC received in the Security Trailer;

e) report an exception to the service user for frames in which the received frame fails
MAC verification, and discard those frames;

NOTE - Discarded frames can be archived for forensic investigation if desired.
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extract the received sequence number from either the Sequence Number field or the
Initialization Vector field of the Security Header, according to the options specified
for that SA;

compare the received sequence number to the managed sequence number;

report an exception to the service user for frames in which the received sequence
number is lower or equal to the managed sequence number (i.e., the value stored in
the receiver), and discard those frames;

N(
)

N(

k

N—r

4247

If enc
receiv

3)
b

N—r

report an exception to the service user for frames in which the received sequerce
number is larger than the managed sequence number by a value greater-than the
window defined for that SA, and discard those frames;

DTE — Discarded frames can be archived for forensic investigation i desired.

only upon receipt of frames that pass the verification operations-a)—i) above, replace
the managed sequence number with the received sequence number;

DTE — The interpretation of a sequence number raflover (to zero) is mission-
specific. Possible interpretations and problems linked with this rollover are
discussed in reference [D3].

(optionally) if specified for that SA, extract the count of fill bytes used from the Had
Length field of the Security Header and remove those fill bytes from the Frame Data
Field to be returned.

b Encryption Operations

ryption is selected for an SA, then for each received frame belonging to that SA, the
er shall:

decrypt the Transfer Frame Data Field;

(optionally) if-specified for that SA, extract the count of fill bytes used from the Had
Length field-of the Security Header, and remove those fill bytes from the Frame Data
Field to-he returned.
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5 USE OF THE SERVICES WITH CCSDS PROTOCOLS
5.1 TMPROTOCOL

The following restrictions apply to use of the Security Protocol with TM:

a) the Packet and VC Access Services may be used on a Global Virtual Channel with
the Authentication, Encryption, or Authenticated-Encryption Service, and are
protected by each of these services;

b) the VC_FSH Service may be used on a Global Virtual Channel nwith the
Authentication, Encryption, or Authenticated-Encryption Service, and® mpy be
protected by authentication but is not protected by encryption;

c) the VC_OCF, VC Frame, MC_FSH, MC_OCF, and MC Frame- Services afe not
protected by the Authentication, Encryption, or Authenticated;Encryption Sefvices,
but may be used on the same Master Channel.

NOTE - The format of the TM Transfer Frame is defined<n reference [1]. The format of
a TM Transfer Frame using the Security Protocolis shown in figure 5-1.

e TM TRANSFER FRAME- - — = = = = = = - —— oo - |
TRANSPER | geconDaRY SECURITY | © 9
FRAME HEADER SECURITY 29 = m
ERAME DATA TRAILER 30 50
PRIMARY Optional HEADER 2 =Rl =Rl
HEADER (Optionaly (Optional) B 2
octets) 6 2-64 4 2
}4- —-—-—¢—~Encryption is done on Frame Dataonly.--—- —- — - —- — ﬁ
F‘ _ _._._MAC is computed over Primary Header,'Secendary Header, Security Header, and Frame Data. _ ﬁ
MAC is not computéd over ASM (not shown), OCF, or ECF.

F —————————————— TM ApplySecurity Payload - - - - = = = = = = = = — — +

Figure 5-1:-TM Transfer Frame Using the Security Protocol

52 TCPROTOCOL

THhe following restrictions apply to use of the Security Protocol with TC:

ay<.the MAP Packet, MAP Access, VC Packet, and VC Access Services may be uged on
a Global Virtual Channel with the Authentication, Encryption, or Authenticated-
Encryption Service, and are protected by each of these services;

b) the COP Management, VC Frame, and MC Frame Services are not protected by the
Authentication, Encryption, or Authenticated-Encryption Services, but may be used
on the same Master Channel;

c) each SA shall be associated to one VC and one VVC only.
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NOTE - The format of the TC Transfer Frame is defined in reference [2]. The format of a
TC Transfer Frame using the Security Protocol is shown in figure 5-2.

e TC TRANSFER FRAME- = = === >
TRANSFER . e}
FRAME |38 SECURITY STERCALIJLRE'LY tm
PRIMARY |48 HEADER FRAME DATA jonal) |3
HEADER - (Optional} 5
(octets) 5 ‘ 1 ‘ 2
‘lA_ E v i isdon oEramaData onlhs s{
}‘ ________ MAC is computed over Primary Header, Segment Header, Security Header, and Frame Data. ﬁ
MAC is not computed over CLTU Start Sequence (not shown) or ECF.

Figure 5-2: TC Transfer Frame Using the Security Protocol

5.3 AOSPROTOCOL

The fgllowing restrictions apply to use of the Security Protocel with AOS:

a) | the Packet, Bitstream, and VC Access Services«may be used on a Global Virtyal
Channel with the Authentication, Encryption, gtAuthenticated-Encryption Servicgs,
and are protected by each of these services;

b)| the VC_OCF Service, VC Frame, MC-Erame, and Insert Services are not protected
by the Authentication, Encryption, or‘Authenticated-Encryption Services, but may [be
used on the same Master Channel,

NOTH - The format of the AOS Transfer Frame is defined in reference [3]. The format|of
an AOS Transfer Frame using the Security Protocol is shown in figure 5-3.

- - Dy _AOS TRANSFER FRAME -~ — == m e e >
TRANSFER | | ccor SECURITY| @ 9
FRAME SECURITY 2Q g
ZONE FRAME DATA TRAILER e o p
PRIMARY (Optional HEADER . 3T =3 ul
HEADER p! {Optional} 8 8
(octets) 6-8 Managed 4 2
|<- —————— Encryption is done on Frame Dataonly — - — - —- — - — - — >|
|(_ .7 \_MAC is computed over Primary Header, Security Header, and Frame Data. Insert Zone is masked out. _ ’l
MAC is not computed over ASM (not shewn), OCF, or ECF.

}<~ - === === === ———AQS ApplySecurity Payload- - - - - = = = = = — =~ — >{

Figure 5-3: AOS Transfer Frame Using the Security Protocol
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5.4 SUMMARY OF PROTOCOL SERVICES

Table 5-1 provides a summary of which services of the supported Space Data Link Protocols
may be protected using the service functions of the Security Protocol.

Table 5-1: Summary of Protocol and Services Support

Space Data Authenticated
Lihk Protocol Service Authentication Encryption Encryption
™ Packet Protected Protected Protected

VC Access Protected Protected Protected
VC_FSH Protected Not protected | Authentication oply
VC OCF Not protected Not protected. ¢HNot protected
VC Frame Not protected Not protected” | Not protected
MC_FSH Not protected Not protected | Not protected
MC_OCF Not protected Notprotected | Not protected
MC Frame Not protected Not protected | Not protected
T¢ MAP Packet Protected Protected Protected
MAP Access Protected Protected Protected
VC Packet Protécted Protected Protected
VC Access Protected Protected Protected
COP Not protected Not protected | Not protected
Management
VC Frame Not protected Not protected | Not protected
MCFrame Not protected Not protected | Not protected
AQS Packet Protected Protected Protected
Bitstream Protected Protected Protected
VC Access Protected Protected Protected
VC OCF Not protected Not protected | Not protected
VVC Frame Not protected Not protected | Not protected
MC Frame Not protected Not protected | Not protected
Insert Not protected Not protected | Not protected
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6 MANAGED PARAMETERS
6.1 OVERVIEW

In order to conserve bandwidth on the space link, certain parameters associated with the
Security Protocol are handled by management rather than by inline communications
protocol. The managed parameters are generally those which tend to be static for long
periods of time, and whose change signifies a major reconfiguration of the service provider
assci i i issi i included
infany service-provider system that manages Security Associations, but no specification for
such a management system is provided or implied.

6.2 REQUIREMENTS

6.2.1 The managed parameters used for the Security Protocolcshall be those ligted in
talle 6-1.

NOTES

1 These parameters are defined in an abstract sense, and are not intended to imply any
particular implementation of a management system.

2 The majority of managed parameters are'the parameters of the SA data base mgnaged
by both the sending and receiving -ends, which must match one another in ofder to
operate correctly.

6.2.2 All managed parameters of-the Space Data Link Protocol (see references [1], [2], and
[3]) used on the physical channel shall be treated as also applicable to the Security Protpcol.

Table-6-1: Managed Parameters for Security Protocol

Defined In
Managed Parameter Allowed Values Reference
Security Association Data Base Parameters held static
for the duration of the applicable SA:
Segtrity Parameter Index (SPI) 1-65534
Security Association Service Type Authentication
(indicates which cryptographic operations Encryption
are performed for an SA) Authenticated Encryption
Security Association Context GVCID [1], [2], [3]
(identifies the GVVCIDs or Global MAP IDs
with which an SA is used) Global MAP ID [2]
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Defined In
Managed Parameter Allowed Values Reference
Transmitted length of Initialization Vector 1-32 octets
(if used) (SA_length_IV)
Transmitted length of Sequence Number (if | 2-8 octets
used) (SA_length_SN)
Transmitted length of Pad Length (if used) 1-2 octets
(SA_length_PL)
Transmitted length of MAC (if used) 8-64 octets
(SA_length_ MAC)
Autheptication algorithm HMAC, CMAC, GMAC, DSS;[-]4]
RSA, GCM , Agency-specific
Autheptication mask Bit mask
Sequepce number window Integer greater than zero (> 0)
Encryption algorithm AES/Counter Mode, GCM, [4]
Agency-specific
Securjty Association Data Base Parameters held static
while [the applicable SA is active on the channel:
Autheptication key Length (in bits): Algorithm-
specific
Value (Binary)
Encryption key Length (in bits):
128, 192, 256
Value (Binary)
Securjty Association Data-Base Parameters that vary dynamically
while the applicable SA-s active on the channel:
Sequepce number Integer
(senddr’s next framye value, receiver’s

expected valug).

Encry
(sendg

btion initialization vector
riscurrent value)

Algorithm-specific

NOTE - This table has been built taking the authentication and encryption algorithms
allowed by the current version of reference [4]. As such, the allowed values for
the Authentication/Encryption Algorithms and for Key Length refer to those in
the current version of reference [4] and users of this document are encouraged to
investigate the possibility of applying the most recent editions of that publication.
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Moreover, as the protocol defined in this book is quite independent from the
applied algorithms, users would still be able—if needed—to apply this protocol
with other algorithms defined via bilateral agreement (out of CCSDS scope)
among agencies. This is shown by the ‘Agency-Specific’ value.
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7 CONFORMANCE REQUIREMENTS

An implementer of the Security Protocol shall verify conformance with this Recommended
Standard by completing a Protocol Implementation Conformance Statement (PICS) based on
a CCSDS-defined PICS proforma for the protocol.

NOTE - A compliant PICS proforma is provided in annex A of this document.
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ANNEX A

PROTOCOL IMPLEMENTATION CONFORMANCE
STATEMENT (PICS) PROFORMA

(NORMATIVE)

Al
Al

Ta
wh
a s
pr

relevant requirements, and in accordance with the relevant guidance given in ISO/IEC 96

Al

If
fil
an
A

p

=

Al

U9
be

AZ

A2

INTRODUCTION

.1 OVERVIEW

ich capabilities and options have been implemented for a given protocol specification
tatement is called a Protocol Implementation Conformance Statement (PICS). This

.2 CONFORMANCE TO THIS PICS PROFORMA

It is claimed to conform to this Recommended<Standard, the actual PICS proforma
ed in by a supplier shall be technically equivalent to the text of the PICS proforma
nex, and shall preserve the numbering/naming and ordering of the PICS proforma
PICS which conforms to this Recommended Standard shall be a conforming
pforma completed in accordance with-the instructions for completion given in A2.

3 COPYRIGHT

ers of this Recommended Standard may freely reproduce this PICS proforma so that
used for its intended-purpose and may further publish the completed PICS.

INSTRUCTIONS FOR COMPLETING THE PICS PROFORMA

1 OVERVIEW

In

evaluate conformance of a particular implementation, it is necessary torhave a statenpent of

. Such
annex

pvides the PICS proforma for the Space Data Link Security Protocol in compliance wjith the

A6-7.

to be
in this
items.
PICS

it can

order to reduce the size of tables in the PICS proforma, notations have been intrg

duced

that have allowed the use of a multi-column layout, where the columns are headed ‘Status’,
and ‘Support’. The definition of each of these follows.

A2.2 STATUS COLUMN

The *Status’ column indicates the level of support required for conformance to the standard.
The values are as follows:

M

Mandatory support is required.
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Optional support is permitted for conformance to the standard. If implemented
must conform to the specifications and restrictions contained in the standa
These restrictions may affect the optionality of other items.

it
rd.

The item is optional, but support of at least one of the options labeled with the
same number n is mandatory. The definitions for the qualification statements

used in this annex are written under the tables in which they appear.

The item is conditional (where n is the number which identifies the applica

e

n/a

A2.3
The *3
of img
requir
Y

N

A2.4

Each

numbg
uniqug
for su

The m
a)

condition). The definitions for the conditional statements used in this annex
written under the tables in which they appear.

The item is not applicable.

SUPPORT COLUMN

upport’ column shall be completed by the supplier or implementer to indicate the le
lementation of each feature. The proforma has been designed such that the only entr,
ed in the *Support” column are:

Yes, the feature has been implemented.
No, the feature has not been implemented.

The item is not applicable.

ITEM REFERENCE NUMBERS

ine within the PICS proforma which requires implementation detail to be entered
red at the left hand_edge of the line. This numbering is included as a means
ly identifying all possible implementation details within the PICS proforma. The ng
th unique refereaeing has been identified by the testing bodies.

a reference to the smallest subsection enclosing the relevant item;

eans of referencing individual responses should be to specify the following sequencsg:

ire

Vel
es

is
of
ed

b)

a-solidus character, ‘/’;

c)
d)

the reference number of the row in which the response appears;

if, and only if, more than one response occurs in the row identified by the reference

number, then each possible entry is implicitly labeled a, b, c, etc., from left to rig
and this letter is appended to the sequence.

ht,

An example of the use of this notation would be A4/1, which refers to the SDLS
implementation’s support for the TM Space Data Link Protocol.
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A25 COMPLETION OF THE PICS

The implementer shall complete all entries in the column marked ‘Support’. In certain
clauses of the PICS proforma further guidance for completion may be necessary. Such
guidance shall supplement the guidance given in this clause and shall have a scope restricted
to the clause in which it appears. In addition, other specifically identified information shall
be provided by the implementer where requested. No changes shall be made to the proforma
except the completion as required. Recognizing that the level of detail required may, in some

instances_exceed the space availahle for responses. a number of responses Qppr‘ifimlly allow

fo

AJ
AJ

Th
ba
R8

AJ

the addition of appendices to the PICS.

GENERAL INFORMATION
.1 REFERENCED BASE STANDARDS

e Space Data Link Security (SDLS) Protocol (this Recommended Standard) is th
se standard referenced in this PICS proforma. In the tables below, numbers
ference column refer to applicable subsections within this document.

.2 IDENTIFICATION OF THE PICS

e only
in the

Da

fe of statement (yyyy-mm-dd)

PI(

LS version

Sy

tem Conformance Statement cross-reference

Otlner information

NOTE - The System :“Conformance Statement is identified in ISO/IEC 9646-7
(reference-{D13]). It contains a declaration of the layers of the Reference Model
coveredby the implementation to be tested.

A3.3 IDENTIFICATION OF THE SYSTEM SUPPLIER AND/OR

TEST LABORATORY CLIENT

Or all;LatiUll aitic

Contact name

Address

Telephone

E-mail

Other information
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A3.4 IDENTIFICATION OF THE IMPLEMENTATION UNDER TEST

Implementation name

Implementation version

Machine name

Machine version

Operating system name

Operating system version

Special|configuration

Other information

A3.5 [ IDENTIFICATION OF THE PROTOCOL

Protocd| specification / version

Technigal corrigenda implemented

Other amendments implemented (explain)

A3.6 | GLOBAL STATEMENT OFR.CONFORMANCE

Avre all mandatory features implemented? (Yes or No)

NOTH - |If a ‘“No’ answer is given to this question, then the implementation does fot
conform to-the SDLS standard. Non-supported mandatory capabilities are to|be
identifiedin the PICS, with an explanation of why the implementation is ngn-
conforming.

Non-copforming capabilities (explain)
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A4 SUPPORTED SPACE DATA LINK PROTOCOLS

Item Protocol Feature Reference Status Support
1 TM Space Data Link Protocol Reference [1] 0.1
2 TC Space Data Link Protocol Reference [2] 0.1
3 AOS Space Data Link Protocol Reference [3] 0.1
0.1 Support for at least one of [ A4/1| A4/2 | A4/3]is M
A% SUPPORTED SECURITY SERVICES
lfem Protocol Feature Reference Status Support
1 Encryption 4224 0.2
2 Authentication 4224 072
3 Authenticated Encryption 4224 0.2
0.2 Support for at least one of [ A5/1 | A5/2 | A5/3] istM
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Item Protocol Feature Reference Status Support
1 GVCID 34221 M
42221
2 GMAP_ID 34222 C1
42221
3 SPI 3.42.2.3 M
4223
4 SA_service_type 34224 M
4224
5 SA_length_SN 3.42.25 M
4.2.25¢)
6 SA_length_IV 3.4.2.26 M
4.2.25h)
7 SA_length_PL 3.4.2.2.7 M
4.2.2.5d)
8 SA_length_MAC 3.42.2.8 M
4.2.25¢)
9 SA_authentication_algorithm 3.4.2.3.1 C.2
4.2.2.6:1 a)
10 SA_authentication_key 34232 C.2
11 SA_authentication_mask 3.4.2.3.3 C.2
4.2.2.6.1b)
42262
12 SA_sequence_number 34234 C.2
4.2.2.6.1¢)
13 SA_sequence_window 3.4.2.35 C.2
4.2.2.6.1d)
14 SA_encryption-glgorithm 3424 C3
4.2.2.7 a)
15 SA_encryption_key 34242 C3
16 SA«initialization_vector 3.4.24.3 C4
4.2.2.7D)
C.1: if [ A4/2 ] is supported then M, else n/a
C.2: if [ A5/2 | A5/3] is supported then M, else n/a
C.3: if [ A5/1| A5/3] is supported then M, else n/a
C.4: if [ A5/1| A5/3 ] is supported then M, else O
CCSDS 355.0-B-1 Page A-6 September 2015

© 1SO 2016 — All rights reserved


https://standardsiso.com/api/?name=70e2f102a303d27e06c0419c71f6133f

	STATEMENT OF INTENT
	FOREWORD
	DOCUMENT CONTROL
	CONTENTS
	1 INTRODUCTION
	1.1 PURPOSE
	1.2 SCOPE
	1.3 APPLICABILITY
	1.4 RATIONALE
	1.5 DOCUMENT STRUCTURE
	1.6 DEFINITIONS
	1.7 CONVENTIONS
	1.8 REFERENCES

	2 OVERVIEW
	2.1 CONCEPT OF SECURITY PROTOCOL
	2.2 FEATURES OF SECURITY PROTOCOL
	2.3 SERVICE FUNCTIONS

	3 SERVICE DEFINITION
	3.1 OVERVIEW
	3.2 FUNCTION AT THE SENDING END
	3.3 FUNCTION AT THE RECEIVING END
	3.4 SECURITY ASSOCIATION MANAGEMENT SERVICE

	4 PROTOCOL SPECIFICATION
	4.1 PROTOCOL DATA UNITS
	4.2 SECURITY PROTOCOL PROCEDURES

	5 USE OF THE SERVICES WITH CCSDS PROTOCOLS
	5.1 TM PROTOCOL
	5.2 TC PROTOCOL
	5.3 AOS PROTOCOL
	5.4 SUMMARY OF PROTOCOL SERVICES

	6 MANAGED PARAMETERS
	6.1 OVERVIEW
	6.2 REQUIREMENTS

	7 CONFORMANCE REQUIREMENTS
	ANNEX A PROTOCOL IMPLEMENTATION CONFORMANCE STATEMENT (PICS) PROFORMA (NORMATIVE)
	ANNEX B SECURITY, SANA, AND PATENT CONSIDERATIONS (INFORMATIVE)
	ANNEX C ABBREVIATIONS AND ACRONYMS (INFORMATIVE)
	ANNEX D INFORMATIVE REFERENCES (INFORMATIVE)
	ANNEX E BASELINE IMPLEMENTATION MODE (INFORMATIVE)



