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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

tablished by the respecltive organization t0 deal with particular fields of technical aciivity. 1SO
technical committees collaborate in fields of mutual interest. Other international organizations, gové

and IEC
rnmental

nd non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of information

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part P.

he main task of the joint technical committee is to prepare International Standards. Draft Inte

rnational

tandards adopted by the joint technical committee are circulated to national bedies for voting. Publication as

n International Standard requires approval by at least 75 % of the national bedies casting a vote.

IBO/IEC 10118-2 was prepared by Joint Technical Committee ISOIEC JTC 1, Information ted
ubcommittee SC 27, IT Security techniques.

hnology,

his third edition cancels and replaces the second edition )(ISO/IEC 10118-2:2000), which has been
technically revised. It also incorporates the Technical Corrigendum ISO/IEC 10118-2:2000/Cor.2:2007. The
ajor change is that in the second edition the underlying block cipher used in the hash-functions was

ssumed to be Data Encryption Algorithm (DEA), whereas in the third edition it is assumed to be mo
lock ciphers like Advanced Encryption Standard (AES)-and other ciphers included in ISO/IEC 18033

o Q

BO/IEC 10118 consists of the following partsyunder the general title Information technology —
bchniques — Hash-functions:

~

—+ Part 1: General
—+ Part 2: Hash-functions using an-n-bit block cipher
—+ Part 3: Dedicated hash-functions

—+ Part 4: Hash-functions using modular arithmetic

e secure
3.

Security

© ISO/IEC 2010 — All rights reserved
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Introduction

The International Organization for Standardization (ISO) and International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this document may involve the use of patents.

The ISOJand TEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured the ISO and IEC that they are willing to negotiateicence
under repsonable and non-discriminatory terms and conditions with applicants throughout the werld? In th
respect, the statements of the holders of these patent rights are registered with the ISO and IEC..Anformatio
may be gbtained from the ISO/IEC JTC 1 Patent database:

= I IN)

http://www.iso.org/patents

Attention| is drawn to the possibility that some of the elements of this document may.be the subject of patent
rights other than those identified above. ISO and IEC shall not be held responsible for identifying any or dll
such patent rights.
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Information technology — Security techniques —
Hash-functions —

Part 2:

Hash-functions using an n-bit block cipher

1 Scope

gre therefore suitable for an environment in which such an algorithm is already. implemented.

Hour hash-functions are specified. The first provides hash-codes of length less than or equal to n, W
the block-length of the underlying block cipher algorithm used. The second provides hash-codes of le
than or equal to 2n; the third provides hash-codes of length equakto 2n; and the fourth provides hash
I¢ngth 3n. All four of the hash-functions specified in this part ofJSO/IEC 10118 conform to the gene
pecified in ISO/IEC 10118-1.

Normative references
he following referenced documents are indispensable for the application of this document. F
references, only the edition cited applies~ For undated references, the latest edition of the rg
document (including any amendments) applies.

I$O/IEC 10118-1:2000, Information(technology — Security techniques — Hash-functions — Part 1: G

Terms and definitions

or the purposes of this document, the terms and definitions given in ISO/IEC 10118-1 and the follow|

.1

This part of ISO/IEC 10118 specifies hash-functions which make use of an n<bit-block cipher algorithm. They

here n is
hath less
codes of
al model

or dated
ferenced

eneral

ng apply.

[ISO/IEC 18033-3:2005]

33

round function

function ¢ (.,.) that transforms two binary strings of lengths L, and L, to a binary string of length L,

NOTE The round function is used iteratively.

© ISO/IEC 2010 — All rights reserved
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4 Symbols and abbreviated terms

For the purposes of this document, the symbols and abbreviated terms given in ISO/IEC 10118-1 and the
following apply.

B When n is even, the string composed of the n/2 leftmost bits of the block B.
When n is odd, the string composed of the (n+1)/2 leftmost bits of the block B

B° When n is even, the string composed of the n/2 rightmost bits of the block B.
When n is odd, the string compaosed of the (n-1)/2 rightmast bits of the block B

B, When B is a sequence of blocks and each block has m bits, B, (x=0Q)
represents the x-th block of B.

Ed{P) n-bit block cipher algorithm taking the key K and plaintext P as jinput. It is
recommended that the block cipher algorithms specified in ISO/IEC 18033-3
are used in the hash-functions.

K Key for the algorithm E
uaru’ Function which takes as input an n-bit block and gives-as output a key for the
algorithm E.

5 Use of the general model

The hash-functions specified in the next four clauses provide hash-codes H of length L. The hash-function
conform [to the general model specified in ISO/IEC 10118-1. For each of the four hash-functions that follow, |i
is therefgre only necessary to specify

-~ 0

— the parameters L4, Ly, Ly,
— the padding method,

— the ipitializing value 1V,
— the found function ¢,

— the gutput transformation T-

6 Hash-function-1

6.1 General

The hasr!l:-function specified in this clause provides hash-codes of length L, and L, where L, and L, are equT
to n. Sore specific definitions that are required to specify hash-function 1 follow.

NOTE This hash-function is described in [5].

6.2 Parameter selection

The parameters L4, L, and Ly for the hash-function specified in this clause shall satisfy Ly = L, = n, and Ly is
less than or equal to n.

2 © ISO/IEC 2010 — All rights reserved
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6.3 Padding method

The selection of the padding method for use with this hash-function is beyond the scope of this part of
ISO/IEC 10118. As minimum requirements, the padding method shall output a set of q blocks D, D,, ..., Dq
where each block D; is of length n and shall be such that each possible input produces distinct outputs.
Examples of padding methods are presented in ISO/IEC 10118-1:2000, Annex A.

6.4 |Initializing value

Tk 1 $ion £t I AWA PN IWWIE Y W 1 2N kL bhofioatioa o bavaad-th B £ aart tl laYaVilnlaly| 118 The
e oCICULUUIT UT TG TV TUTDN UOoGU VWILIT UTTo TTAOTTTTUTTUUVIT 1O UUyUIIu uare DUUPU VT Uiro 'JClll VT TOVUTITIL VU TV .

1V shall be a bit-string of length n and the value of the IV shall be agreed upon and fixed by, Usgrs of the
Hash-function.

(o))

.5 Round function

Transformation u:

|

efine a mapping u from the ciphertext space.
The round function ¢ combines a padded data block D; (of Ly = n-bits)- with H;4, the previous output of the
round function (of L, = n bits), to yield H;. As part of the round functioriit-is necessary to choose a fynction u,
which transforms an n-bit block into a key for use with the block €ipher algorithm E. The selectipn of the
flinction u for use with this hash-function is outside the scope of this part of ISO/IEC 10118.
Tlhe round function itself is defined as follows:

Set Hy equal to IV

¢ (D), Hi1) = Ex (D)) © D;

where K; = u (H.¢). The round function is shown in Figure 1.
Hj b,
E
p U >
K;
) 4
N
>
H
v

Figure 1 — Round function of hash-function 1

© ISO/IEC 2010 — All rights reserved 3
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6.6 Output transformation

The output transformation T is simply truncation, i.e., the hash-code H is derived by taking the leftmost L bits
of the final output block H,,.

7 Hash-function 2

7.1 General

The hasrl\-function specified in this clause provides hash-codes of length L, and L, where L, is equal to h.an

L,is equ
NOTE 1

NOTE 2
complexit

The only
applicati

7.2 P3

The parz
is less th

7.3 Ps

The sele
ISO/IEC
where e
Examplel

74 In
The sele

ISO/IEC
by users

7.5 Rc

The rour
round fu

transfornmpations,z and uv’. These transformations are used to transform an output block into two suitable Lk hit

keys for

[oX

al to 2n. Some specific definitions that are required to specify hash-function 2 follow.
This hash-function is described in [4].

In [6], theoretical attacks on hash-function 2 have been reported: a collision attack, with"r = 128, which hgs
y 22 and a preimage attack requiring complexity and space about 2".

reason to keep hash-function 2 in this part of ISO/IEC 10118 is for compatibility with the existing
DNS.

rameter selection

meters L4, L, and Ly for the hash-function specified in this clause shall satisfy L; = n, L, = 2n, and L|
an or equal to 2n.

dding method

ction of the padding method for use with this<hash-function is beyond the scope of this part of
10118. As minimum requirements, the padding”method shall output a set of q blocks Dy, Dy, ..., Qg
hch block D; is of length n and shall besuch that each possible input produces distinct outputs.
s of padding methods are presented in ISO/IEC 10118-1:2000, Annex A.

tializing value

—h

ction of the IV (of length 2n) for use with this hash-function is beyond the scope of this part ¢
10118. The IV shall be abit-string of length 2n and the value of the /V shall be agreed upon and fixe
of the hash-function. However, the 1V shall be selected such that u(IVL )and u’ (IVR) are different.

[oN

jund function

d function_'¢~combines a padded data block D; (of Ly = n bits) with Hi4, the previous output of the
hetion (ef\L, = 2n bits), to yield H;. As part of the round function it is necessary to choose twp

Howevel

the™algorithm E. The specification of u and v’ is beyond the scope of this part of ISO/IEC 1011&.
, it.should be taken into consideration that the selection of u and u’ is important for the security of t

hash-fun

ction.

Set Ho" and H," equal to V- and /VF respectively. The round function is defined in the following way, for j = 1

to q:

I—[].:

¢ (D, H)

X = u(Hp4") and Y = u’ (H4%)

Bj=

Ex(D)) @ D;, and B’= Ey(D)) @ D;

© ISO/IEC 2010 — All rights reserved
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Hf =B/ || B and Hf =B || Bf
The round function is shown in Figure 2 where X and Y are replaced with KL,- and KR,- respectively.

7.6 Output transformation

If LH is even, the hash-code is the concatenation of the L./2 leftmost bits of H and the LH/2 leftmost bits of
H If Ly is odd, the hash-code is the concatenation of the (Ly+1)/2 Ieftmost bits of H and the (Ly -1)/2
Ieftmost bits of H

Hj D,
\ 4
Hy* HyF
A4
A 4 A 4
E E R
Hatyl |, LK DL RPN . ¥
) 4 ) 4
MNe »( N
- VUV
\ 4 \
B]‘L B,»R B /jL B /jR
Bf B 'f Bt R
Hf H
Hj

Figure 2 — Round function of hash-function 2
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8 Hash-function 3

8.1 General

The hash-function specified in this clause provides hash-codes of length L, where Ly is equal to 2n for even
values of n. Some specific definitions that are required to specify hash-function 3 follow.

NOTE This hash-function is described in [1].

8.2 Pdrameter selection

The pargmeters L4, L, and Ly for the hash-function specified in this clause shall satisfy L, = 4n, L, 8n), and
Ly=2n.

8.3 P4dding method

The paddling method for use with this hash-function shall be that specified in ISO/IEC 10118-1:2000, A.3, such
thatr=n.

8.4 Initializing value

The selefction of the /V for use with this hash-function is beyond the scope of this part of ISO/IEC 10118. Thie
IV shall pe a bit-string of length 8n and the value of the /V shall be agreed upon and fixed by users of thie

hash-fun
8.5 R
Transfo
Define e
u(C)=u

This can

Additiongl conditions might be imposed upon the mappings u;, for example, to avoid the problems related o

weak ke

Function f:

Define th

f(X.Y) =

Linear mapping'5:

ction.

pund function

mation u:

ght mappings u4, Us,..., ug from the ciphertext-space to the key space, such that:
C), for all i, j from the set {1,2,..., 8}, j&", and for all values of C

be achieved by fixing specific key bits: e.g., One can fix three key bits to the values 000, 001, ..., 111.

s or complementation properties of the block cipher. Let u;; = uf(X;)).

e eight functions-f.as follows:

F. (V)@Y 1<i<8.

Define tH

e dinear mapnina A that takes as input a 2n-bit strina X = .l lxlx. and maps it to a 2n-bit_stri
rr ~ I~ L ~ vl T L

LI | e

Y = yollyilly2llys as follows:

Yo = Xo D X3

Y1:=Xo D X1 D X3

Y215 X1 @ Xz
Y3:= X2 D X3
Here x; and y; are n/2-bit strings.

© ISO/IEC 2010 — All rights reserved
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The round function # has eight parallel encryptions, and eight n-bit chaining variables H; 1, H;,,..., H;s.

In every iteration, four n-bit data blocks, D;1, D;s, D;s, D;4 (of length Ly =4n bits) are combined from the
previous output of the round function, Hi.11, Hi12,..., Hig (Of length L, = 8n bits) to yield H;4, Hjo,..., Hjs
(of length L, = 8n bits).

The round function is based on a linear mapping % , that takes as input 12 n-bit strings Iy, b,..., 11 and maps
them to eight n-bit strings Xj, X,..., Xg and to eight n-bit strings Y3, Y,,..., Ys. The mapping uses eight 2n-bit
auxiliary strings Ry, Ry, My, M;,..., Ms. The mapping 7 is defined by the following steps:

i) SetHogu,..., Hog in the way that Hg4]|...||Hos is equal to IV.
i) fori=0to5do { M} = b ; M= by}
Ry=0;R;:=0;

iii) fori=0to5do{

B:=R1@M,';
Ri:=Ro® B(B);
Ry:=8B;}

iv) fori=1to8do{X;:=1/;;}

Y, = ROL ;
Y, = ROR ;
Y; = R1L ;
Y, = R1R ;

fori=11to 4 do { Yy :=1gs; ;}

© ISO/IEC 2010 — All rights reserved 7
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Hia,e.., Hirg Dj,....Dja
Pl
X1, Xo Yoo Yo
v
E
> Uj1,--,Ujs >
4

v
Hial Y His

Figure 3 — Round function of hash-function 3

[H | He | [ Ha [ e | [ 15 | 16 | { e | e D1|D2 D3|D4

............ /;_/;_;/_n_/;__/_/n__/;n__/;_/;__________ T O
M,
| H1 | H2 I
M,
| H3 | Ha I
M,
| Hs | o |
M
[ 1| Hs |

[
[

|X1 |X2|| X3|X4|| X5|X6||;(7|X8| | Y5| Y6||Y7| Ys| |Y1

Figure 4 — Linear mapping % of hash-function 3
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The round function has the following form (1< < g).
(X1, X2,y Xjs, Y, Yizooos Yig) = W(Hpr1, Hia2,-., Hive, D, D2, Dy, Dja);
fori=1to8do{H ;:=f(Xs V) i}

The round function is illustrated in Figure 3 and the linear mapping 7 in Figure 4.

8.6 Output transformation

fter processing of the padded message, the chaining variables have the values, H, 1, Hg, ..., Hg-g| Perform
bur additional iterations of the round function with the data inputs

= >

Dg+1,=Hg, 1i< 4
Dq+2,i = Hq,i+4, 1<i<4
Dgizi=Hgj, 15i<4

Dq+4’,' = Mg i+4, 1<i<4.

—

he output Ly of the hash-function then consists of Hg.a1 || HgsagyThe output transformation requires 26
ncryptions (in the last iteration only two encryptions need to be performed).

D

9 Hash-function 4

9.1 General

—

he hash-function specified in this clause provides hash-codes of length L, where L is equal to 3n|for even
alues of n.

<

NOTE This hash-function is described.in [2].

9.2 Parameter selection

—

he parameters L, and Ly.and Ly for the hash-function specified in this clause shall satisfy Ly = 3n[L, = 9n,
nd Ly = 3n.

Q

9.3 Paddingamethod

—

he padding method for use with this hash-function shall be that specified in ISO/IEC 10118-1:2000, AA.3, such
that r = n.

9.4 Initializing value

The selection of the /V for use with this hash-function is beyond the scope of this part of ISO/IEC 10118. The
IV shall be a bit-string of length 9n and the value of the /V shall be agreed upon and fixed by users of the
hash-function.

9.5 Round function
Transformation u:

Define nine mappings u4, U, ..., Ug from the ciphertext space to the key space, such that,

© ISO/IEC 2010 — All rights reserved 9
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For all j, j from the set {1,2,...,9}, j # i, u{C) # u,(C) for all values of C

This can be achieved by fixing specific key bits: e.g., One can fix four key bits to the values 0000, 0001, ...,
1000. Additional conditions might be imposed upon the mappings u;, for example, to avoid the problems

related to weak keys or complementation properties of the block cipher.
Function f;:

Define the nine functions f; as follows:

(X,

) = Eipo (Y)® Y, 1<i<9.

Linear mapping £:

See 8.11

The roun

In every
output of
L,=9nh

or specific definitions relevant to this hash-function.

d function @ has nine parallel encryptions, and nine n-bit chaining variables, H; 1, Hj.2,..., H; o.

teration, three n-bit data blocks, D;, D;», D;3 (of length Ly = 3n bits) are conibined from the previous
the round function, Hi1 1, Hi.1, 2,..., Hi1, 9 (Of length L, = 9n bits) to yield K 1, H; »,..., H; ¢ (of length
its).

The rourjd function is based on a linear mapping » , that takes as inputA2 n-bit strings /4, b,..., l12 and maps
them to pine n-bit strings X, X,..., Xo and to nine n-bit strings Y, Y5,.).; Yo. The mapping uses nine 2n-hit
auxiliarystrings Ry, R1, Ro, My, My, ..., Ms. The mapping y is defined by the following steps:
i) SetHg,..., Hoginthe waythat Hg4||...||H oo is equal to IV
iy fori=0to5do { M":=1gu1; MF:= by}
Ry=0;Ry:=0;R,:=0;
i) fori=0to5do{
B=R,®Mi;
U=p5(B);
R, =Ri® U;
Ry =Ry et
Ro:=B;}
iv) fori=1to9do{X,;:=1/;;}
Y, = R.L-
Yz = RoR ;
Y; = R1L ;
Yy = R1R ;
Ys = RzL ;
Ys 1= R

10

fori=11t03do{Ye::=losis}

© ISO/IEC 2010 — All rights reserved
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The round function has the following form (1< < g).
(X1, Xj2owoes Xjo, Yit, Yooy Yio) 1= p6(Hi1,1, Hia 2o, Hivg, Dyt Dj2, Dja);
fori=1to9do{H ;:=£(Xs Y,) i}

The round function is illustrated in Figure 5 and the linear mapping 7 in Figure 6.

H'_1y1 ..... I'Ij_1y9 Dj,11 Dj,21 D/',3

Uj1,.. Ujg E

Figure’5 — Round function of hash-function 4

9.6 Output transformation

fter processing of theypadded message, the chaining variables have the values H, 1, Hg, »,..., Hy, of Perform
pur additional iterations of the round function with the message inputs

= >

Dg+1,i = Hgj 1<i<3

Dq+2,i = Mg i+3, 1<i<3

Dg+3i= Hgjve, 151 <3

Dq+4,f = Hq'iy 1S IS 3.

The output of the hash-function then consists of Hg.s1|| Hgsa2ll Hg+a,3 The output transformation requires 30
encryptions (in the last iteration only three encryptions need to be performed).

© ISO/IEC 2010 — Al rights reserved 11
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|H1|H2IH3IH4|H5IH6IH7IH8|H9| D1 || D2 || Ds
(niam o . mr e 5 .RO. R:‘.‘._ 7" e
A" A A A A A7 A7 A0 A P B P g | 0 0 | | 0 0 | | 0 0 |
Mo 1 E gl A 2n A 2n
|H1 | H2| 2’2 ~ )
" § SH s
|H3IH4| 7 |_|\)
M % =
|H5IH6= 52 :
v G B '
3 i
|H7|Ha= 51" 5 ' E 7/2
i ws [ @21 0y
[Ho}—1od 7 '
v G B
E
|D2ID3= 2/2 : >
[ [ P e [ = . P Sy

[ Toca e o Toce oo o e e | ] ] ] ] 7]

Figure 6 — Linear mapping % of hash-function 4
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Annex A
(informative)

Use of AES

2010(E)

.1 General

his annex presents a way of using the AES (ISO/IEC 18033-3) in conjunction with the hashing o
ecified in this part of ISO/IEC 10118. The parameter for AES is n = 128. And the length of K is 128

.2 Hash-function 1

1V should be equal to ‘52525252525252525252525252525252’ (in hexadecintal notation).

hen Y = u(X) =X.

OTE It is believed that finding collisions for the round functioh and for the hash-function requires
cryptions.

.3 Hash-function 2

should be equal to ‘52525252525252525252525252525252’ (in hexadecimal notation).

should be equal to 25252525252525252525252525252525’ (in hexadecimal notation).

he transformation u should be chosen-as follows. Let X = x4x,...x424 be the binary decomposition of
ring X. Then Y = u(X) is the string obtained after forcing the bit x; to the value ‘0. The

= 0x,X3...X127X128. The transformation u’ should be chosen as follows. Then Y = u'(X) is the string
ter forcing the bit x4 to the yalue ‘“1°. The resultis: Y = 1x,X3...X127X128.

™

\.4 Hash-function 3

~

1, IVs,..., IVg shall be equal to "52525252525252525252525252525252' (in hexadecimal notation).

he transformation u4, u,, ...us shall be chosen as follows. Let X = x4x5...X428 be the binary decompos
28-bit. string X. Then Y = u(X) is the string obtained after forcing the bits x4, x,, X3 to the values|
able 10

- =

perations
Dits.

he transformation u should be chosen as follows. Let X be the binary-decomposition of a 128-bit string.

2% AES

a 128-bit
fesult is:
obtained

ition of a
given in

© ISO/IEC 2010 — All rights reserved
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Table A.1 — Hash-function 3: Values of key bits no. 1, 2, 3 in the eight subfunctions

Subfunction i Subfunction i
1 000
2 001
3 010
% o1t
5 100
6 101
7 110
8 111

A.5 Hash-function 4
V4, IVs, |.. IV shall be equal to "52525252525252525252525252525252' (in hexadecimal notation).
The trangformation u4, u,, ...ug shall be chosen as follows. LetoX = x1x,...X128 be the binary decomposition of

128-bit string X. Then Y = u(X) is the string obtained after:forcing the bits x4, x2, X3, x4 to the values given i
Table 2.

- 0

Table A.2 — Hash-function 4: Values of key bits no. 1, 2, 3, and 4 in the nine subfunctions

Subfunction i Subfunction i
1 0000
2 0001
3 0010
4 0011
5 0100
6 0101
7 0110
8 0111
9 1000
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https://standardsiso.com/api/?name=d3007f7bb6fd3bdcc426114e26df1abc

Annex B

(informative)

Examples

ISO/IEC 10118-2:2010(E)

.1 General

[an—|

lauses 6-9 of this part of ISO/IEC 10118, the block cipher specified in Annex A of this partof-ISO/IE

dnd selected padding methods specified in Annex A of ISO/IEC 10118-1:2000.

Tlhe data string is the 7-bit ASCII code as described in [3] (no parity) for “Now_is_thé _time_for_all_”,

denotes a blank in hexadecimal notation:

‘4e6f77206973207468652074696d6520666f7220616c6c20°

B.2 Hash-function 1

Jee A.2.

Hadding method 1

{ D, Hy. H,
4e6£772069732074 5252525252525252 113fff%9a8dfe9qgcl
68652074696d6520 5252525252525252 6ed8932aff2dfd9e

? 666£7220616c6c20 113f£f£9a8dfed8cl 08851dc2ef0dd 20
0000000000000000 6ed8932aff2dfdle b76972c33761b988

Radding method 2

{ D, Hj. H,
4e6£772069732074 5252525252525252 113f£f£f%9a8dfedqcl
68652074696d6520 5252525252525252 6ed8932aff2dfd9e

2 666£7220616c6c20 113fff%9a8dfed8cl 2bf0£f0e63c36e020
8000000000000000 6edB8932aff2dfd9e 780d4835b98590ea

© ISO/IEC 2010 — All rights reserved
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B.3 Hash-function 2

Padding method 1

Padding

16

D; H' H",
4e6£772069732074 5252525252525252 2525252525252525
68652074696d6520 5252525252525252 2525252525252525
666£7220616c6c20 c84daaccf3eal3dad 5f66afab4d7e2£20
0000000000000000 234c789d2e61f2e3 b4d£f8be09cdcd69b

D; H', B,

c84daaccf3ea3dad 5f66afabdd7e2£20

234c789d2e61f2e3 b4d£8be09cdcd69b

4a56ed8l6ab2calf e88d9cdbcc55850c¢

6d89483b781lec276 e2ced29925a6£f64b
method 2

D; H H",
4e6£772069732074 5252525252525252 2525252525252525
68652074696d6520 5252525252525252 2525252525252525
666£7220616c6c20 c84daaccf3eal3dad 5f66afab4dd7e2£20
8000000000000000 234c789d2e61f2e3 b4d£f8be09cdcd69b

D; H, HE,

c84daaccf3ea3dad 5f66afab4d7e2£20
234c789d2e61f2e3 b4d£f8be09cdcd69b
cal3eafd2bf937bfe £££352b5d02670c6
8cl11b00d4543alcd d2c0d86822aaeed5
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B.4 Hash-function 3

Padding method 3.

Dl,l) D1,2: Dl,3y D1,4

HO, 1 HO, 2 HO, 3 HO, 4

HO, 5 HO, 6 HO, 7 HO, 8

Hl, L Hl,2) Hl,}: H1,4:

Hl,Sy H1,6: Hl,7) HI,S

4e6£772069732074 5252525252525252 218£923b370be%a8
68652074696d6520 5252525252525252 920562614859dEf e
666£7220616c6c20 5252525252525252 8a26575e97be292b
8000000000000000 5252525252525252 daad}ele8206a2f7
0000000000000000 5252525252525252 1230f84cffde57fd
0000000000000000 5252525252525252 988b6063b3b2d3dEt
0000000000000000 5252525252525252 ed5d056582182065
00000000000000c0 5252525252525252 cdfbd£2966b27058
5252525252525252 6ebdbeb7clb2141f
5252525252525252 268ba3326336413b
5252525252525252 c90a43026a380748
5252525252525252 dcc2521dd2cf3e0d
5252525252525252 c9851c64fefll3ad7
5252525252525252 11d1a80le2ac052d
5252525252525252 1e79a495366b8cd9
5252525252525252 caleca9844dc0945

© ISO/IEC 2010 — All rights reserved
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18

Dy 1, Dy 5, Dy 3, Dy 4

Hy , Hy» H 3 Hi g

H, s, H ¢ Hi 7 Hg

H, \, Hy» Hy 5, H, 4

H, s, Hy ¢ H, 7, Hy g

218£923b370be9a8 218£923b370be9a8 €05€2407707£a017
920562614859df7e 920562614859df7e 44e1156£9bald704
8a26575¢97be292b 8a26575e97be292b 2d64d30d47¢1736d0
4aqd7ele8206a2£7 4aai7ele8206a2f7 597e1750720£4247
1230£84cffde57£d 1230£84cffde57£d 01a£4028b2023819
98gb6063b3b2d3ctE 988b6063b3b2d3ctE 40ap2£9056889610
edjd056582182065 ed53056582182065 450cebd815285244
c4fp4£2966b27058 c4fb4a£2966b27058 343%87f2aba57fe8
6ebdbeb7c1b2141f ¢cc71£df4a500dbe
268ba3326336413b 6£c9£91932ec9cdd
c90a430262380748 7332ba30£8c7£ab0
dcc2521dd2cf3e0d 55£859£7c74d4589
c9851c64fefl3ad? 9c8e431285712ab2
11d1a801le2ac052d 675dc2734f1bac40
1e798495366b8cd9 96c578ed26e38a77
daleca9844dc09es d62£10e896523889
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H, \, Hy» Hy 5 H, 4

H, s, Hy ¢ Hy 7, Hy g
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H; \, H3 5, H; 5, H; 4,

H; s, Hy 6, H3 7, H; g

6ebdbeb7cl1b2141f e05e2407707£a017 £9c0dfelc95010b2
268ba3326336413b 44e1156£f9bald704 8f8bcb23eefbdaa2
c90a43026a380748 2d6d30d47c¢1736d0 ealad33cc80231dc
dcc2521dd2cf3e0d 597e1750720£4247 9790b34d5ec03cle
c9851c64fefl3ad? 01af4028b2023819 861lbafceel07b4dd
11dla80le2ac052d 40db2£9056889610 6db£f787a2654dc {7
1e79a495366b8cd9 450cebc815285244 9"h7028407cb93345
caleca9844dc09e5 343f87f2aba57fe8 b163d9e3a005££7E
ccc71£df4a500dbe 5688331e36£098Yc
6£c9£91932ec9cdd 75d83967830d4086
7332ba30£8c7fabl 6196b975ab6feelf3
55£859£f7c74a4589 £££012673153£d487
9c8e431285712ab2 7£021bdfc73£844f
675d¢2734f1bac40 8edB85adfelfaledd
96c578ed26e38a77 6662de8b03a6b6dd
d62£10e896523889 5fbl59fladf26dyd
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20

Dy 1, Dy g, Dy 3, Dy 4

H; \, H3 5, H; 5, H; 4,

H; s, Hy 6, H3 5, H; g

Hy\, Hy o Hy 5 Hy

Hy s, Hy 6 Hy 7, Hy g

218£923b370be%a8 £9c0dfelc95010b2 5a3824dd343clc9l
920562614859df7e 8f8bcb23eefbdaa2 cd5ddb98d4c0dad9
8a26575e97be292b ealad33cc80231dc £929439b08ccf36b
dagd7ele8206a2f7 9790b34d5ec03c0e l4ae2fceld7e2c76
1230£84cffde57£fd 861lbafcee007bdcd ££001505ccb8b3 a6
988b6063b3b2d3ct 6db£f787a2654dc£7 0a3f4674496B91f1
edjd056582182065 977028407cb93345 baa3b2b%746c548e
c4fbd£2966b27058 b163d9e3a005££7f£ 0616aff6595c6ell
5688331e36£098bc 3be7c5a7d47b7bbb
75d83967830d4086 £3£8df583e5633d1
6196b975ab6feell 4a87df6£5892eece
£££012673153£d87 73bf2cd832bfcl81
7£021bdfc73£846fF fead044cd64757ed
8edB85adfelfalbdd 74477d02blecfff2
6662de8b03a6b64d a836d76£f2117elf1l
5£B159fladf26d5d faab5af85c67£5b2
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Hy\, Hy o Hy 5 Hy

Hy s, Hy 6 Hy 7, Hy g
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HS, 1 HS, 2 HS, 3 HS, 4,

HS, 5 HS, 6 HS, T HS, 8

218£923b370be%a8 5a3824dd343clc9l 35af124£4845ebd7
920562614859df7e cd5ddb98d4c0dad9 256a959eb84554e0
8a26575e97be292b £929439b08ccf36b 3b78dd0c4ald9bf3
4aad7ele8206a2f7 l4ae2fceld7e2c76 6c4a4010aa41d8d5
1230£84cffde57£fd ££001505ccb8b3a6b 2cd3c769464dco46
988b6063b3b2d3ct 0a3f4674496b91f1 6beb79285da%e343
ed5d056582182065 baa3b2b7746c548e 0clafc2elfba533[8
c4fb4£2966b27058 0676aff6595c6ell dlae7bf£8£000138
3be7c5a7d47b7bbb 08b7b£8d2761947e
£3£8df583e5633d1 fb950243c0980bg7
4a87df6£5892eecce 683447121ef47b19
73bf2cd832bfc181 b043076c£44d931b
fead044cd64757ed afdfdd6c2e2cf09d
74477d02blecfff2 c73cdlad383d1£f26
a836d76f2117elf1l 6dfaalbfc27b6606
faa55af85c67£5b2 7c88bc330ec79845
ash-code:
'35af124f4845eb47256a959eb84554e03b78dd0c4a1d9bf36c4a4010aa41d8c5’

© ISO/IEC 2010 — All rights reserved
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B.5 Hash-function 4

Padding method 3

22

Dy 1, Di,p, Dy 3 Ho, 1, Ho, 2, Ho, 3 Ho, 4, Hy, 1, Hi o Hy 5 Hiy s
Ho, s, Ho 6, Ho,7, Ho, s, Ho,o H s Hy 6 Hi,7 Hi s Hio
4e6£772069732074 5252525252525252 35373c5888bell3e
68652074696d6520 5252525252525252 685b8cl0alc87af82
664£7220616c6c20 5252525252525252 10322300513de264
80QQ0000000000000 5252525252525252 £478835123060378
00Q0000000000000 5252525252525252 3ccf820k5a6395f1
00Q00000000000c0 5252525252525252 6af97874f3ced2eb
5252525252525252 64dd22a5£c7673d9
5252525252525252 Odeeed557012a0a0
5252525252525252 546cff0e61££9597
5252525252525252 388dbe3bdc3adlaa
5252525252525252 276b38cal6edal0733
5252525252525252 lefcl4b2188b4510
5252525252525252 9943£f2aa62125370
5252525252525252 c7ee32c7e95ed829
5252525252525252 cec2c97el70a75ec
5252525252525252 2604a9fda481lle4b
5252525252525252 70£5c66e35c89830
5252525252525252 3143d2449a614041
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