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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work. |

the field of information technology, ISO and IEC have established a joint technical committee,
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mittee SC 27, IT Security techniques.

rd edition cancels and replaces thessecond edition (ISO/IEC 14888-3:2006), which has bee
lly revised. It also incorporatessthe Amendments ISO/IEC 14888-3:2006/Amd 1:2010 an
14888-3:2006/Amd 2:2012 and-the Technical Corrigenda ISO/IEC 14888-3:2006/Cor 1:200
IEC 14888-3:2006/Cor 2:2009.

Ns

rected version of ISO/IEC 14888-3:2016 incorporates the following corrections:

formula has been changed in 5.1.1.2;

1
” has been changed to “G* " in 6.3.1 and 6.3.3;
nas been«changed to “£’”in 6.7.1, 6.7.4.4 and 6.7.4.5;

Feferénce has been changed in 6.9.1;

the

code for Khas been changed in F9.2.4

Alist of all parts in the ISO/IEC 14888 series can be found on the ISO website.
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Introduction

016(E)

Digital signature mechanisms can be used to provide services such as entity authentication, data
origin authentication, non-repudiation and data integrity. A digital signature mechanism satisfies the

following requirements.
— Given either or both of the following two things:

— the verification key, but not the signature key;

— aset of signatures on a sequence of messages that an attacker has adaptively choseny
it should be computationally infeasible for the attacker

— to produce a valid signature on a new message,

— in some circumstances, to produce a new signature on a previously sighed message, of]
— torecover the signature key;

-+ itshould be computationally infeasible, even for the signer, to find two different messages
same signature.

NOTE1 Computational feasibility depends on the specific security requirements and environment.

=z

OTE2 Insome applications, producing a new signature on@previously signed message without knd
gnature key is allowed. One example of such applications i$\a membership credential in an anonymo
gnature mechanism as specified in ISO/IEC 20008.

wn_n

=

igital signature mechanisms are based on asymmetric cryptographic techniques and invj
bllowing three basic operations:

—-

— a process for generating pairs of keys, where each pair consists of a private signature key
corresponding public verification key;

-+ aprocess that uses the signaturekey, called the signature process;

-+ aprocess that uses the verification key, called the verification process.

—

he following are the two types of digital signature mechanisms:

- when, for a given.signature key, any two signatures produced for the same message ar¢
identical, thesmechanism is said to be deterministic (or non-randomized) (see ISO/IEC 148
further details);

-+ when, fora given message and signature key, any two applications of the signature process
(withhigh probability) two distinct signatures, the mechanism is said to be randomized
deterministic).

with the

wing the

1s digital

olve the

and the

e always
88-1 for

produce
(or non-

Thé.mechanisms specified in this part of ISO/IEC 14888 are all randomized.

Digital signature mechanisms can also be divided into the following two categories:

— when the whole message has to be stored and/or transmitted along with the signat

ure, the

mechanism is termed a "signature mechanism with appendix" (such mechanisms are the subject of

ISO/IEC 14888);

— when the whole message, or part of it, can be recovered from the signature, the mechanism is
termed a "signature mechanism giving message recovery" (ISO/IEC 9796 specifies mechanisms in

this category).

The verification of a digital signature requires access to the signing entity’s verification key. It is, thus,

essential for a verifier to be able to associate the correct verification key with the signing entity,

© ISO/IEC 2016 - All rights reserved
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precisely, with (parts of) the signing entity’s identification data. This association between the signer’s
identification data and the signer’s public verification key can either be guaranteed by an outside entity
or mechanism, or the association can be somehow inherent in the verification key itself. In the former
case, the scheme is said to be “certificate-based.” In the latter case, the scheme is said to be “identity
based.” Typically, in an identity-based scheme, the verifier can calculate the signer’s public verification
key from the signer’s identification data. The digital signature mechanisms specified in this part of
ISO/IEC 14888 are classified into certificate-based and identity-based mechanisms.

NOTE 3  For certificate-based mechanisms, various PKI standards can be used as the basis of key management.
For further information, see ISO/IEC 9594-8 (also known as X.509), ISO/IEC 11770-3 and ISO/IEC 15945.

The secyrity of a signature mechanism is based on an intractable computational problem, i.e. a probleth
for whig¢h, given current knowledge, finding a solution is computationally infeasible, suchyas the
factorizfition problem and the discrete logarithm problem. This part of ISO/IEC 14888 specifies'digital
signatugle mechanisms with appendix based on the discrete logarithm problem, and ISQ/EC 14888-
specifie$ digital signature mechanisms with appendix based on the factorization problent.

NOTE 4 | The first edition of ISO/IEC 14888 grouped identity-based mechanisms into-ISO/IEC 14888-2 an|
certificafe-based mechanisms into ISO/IEC 14888-3, with both parts covering mechanjsms based on both th
discrete |logarithm and the factorization problems. Since the second edition was published, the mechanism
have begn reorganized. ISO/IEC 14888-2 now contains integer factoring-based mechanisms, and this part
[SO/IEC 14888 now contains discrete logarithm based mechanisms.

—- »n D

This part of ISO/IEC 14888 includes 12 mechanisms, two of which were'in ISO/IEC 14888-3:1998, three
of whiclh were from ISO/IEC 15946-2:2002 and three of which were added in ISO/IEC 14888-3:2006.
The Elliptic Curve Russian Digital Signature Algorithm (EC-RDSA) and three mechanisms based oh
Schnorr]|digital signature are added in ISO/IEC 14888-3:2006/Amd.1:2010.

The medhanisms specified in this part of ISO/IEC 14888 usg a collision resistant hash-function to hash
the message being signed (possibly in more than one part). ISO/IEC 10118 specifies hash-functions.

—_—

The Infernational Organization for Standardizdation (ISO) and International Electrotechnics
Commiskion (IEC) draw attention to the fact(that it is claimed that compliance with this part of
ISO/IEC[14888 may involve the use of patents:

The ISOjand IEC take no position concerning the evidence, validity and scope of these patent rights.

[72)

The holdler of these patent rights hasassured the ISO and IEC that he is willing to negotiate licence
under rgasonable and non-discrirminatory terms and conditions with applicants throughout the world.
In this fespect, the statement ef the holder of this patent right is registered with the ISO and IE(.
Informafion regarding relevant patents is given in the following:

Certicorp Corp.
4701 Tahoe Blvd., Building A, Mississauga, ON L4W0B5 Canada.

Attention is drawn to the possibility that some of the elements of this part of ISO/IEC 14888 may be thee
subject ¢f patent rights other than those identified above. ISO and IEC shall not be held responsible fdr
identify{rig-any or all such patent rights.

ISO (www.iso.org/patents) and IEC (http://patents.iec.ch) maintain on-line databases of patents
relevant to their standards. Users are encouraged to consult the databases for the most up to date
information concerning patents.

NOTES5 The mechanisms of EC-DSA, EC-GDSA. EC-RDSA and EC-FSDSA may be vulnerable to a key substitution
attack.[10] The attack is realized if an adversary can find two distinct public keys and one signature such that
the signature is valid for both public keys. There are several approaches of avoiding this attack and its possible
impact on the security of a cryptographic system. For example, the public key corresponding to the private
signing key can be added into the message to be signed.
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Information technology — Security techniques — Digital

signatures with appendix —

Part 3:

D logarithm based mechani

1 Scope

—

his part of ISO/IEC 14888 specifies digital signature mechanisms with appendix-whose se
ased on the discrete logarithm problem.

e eu

his part of ISO/IEC 14888 provides

- ageneral description of a digital signature with appendix mechanism, and

—~ avariety of mechanisms that provide digital signatures with.appendix.

Hor each mechanism, this part of ISO/IEC 14888 specifies

— the process of generating a pair of keys,

— the process of producing signatures, and

- the process of verifying signatures.

2 Normative references

—

he following documents, in whole®©r in part, are normatively referenced in this document
hdispensable for its application. For dated references, only the edition cited applies. For
references, the latest edition of the referenced document (including any amendments) applies.

—

]

50/1EC 10118-3, Information technology — Security techniques — Hash-functions

p—

50/1EC 14888-1:2008, Iriformation technology — Security techniques — Digital signatures with
- Part 1: General

Terms:-and definitions

L)

vl

or thespurposes of this document, the terms and definitions given in ISO/IEC 14888-1
bllowing apply.

-

curity is

and are
undated

ippendix

and the

4

L
finite commutative group
finite set E with the binary operation “*” such that

— forall group elementsa, b € E,a*b € E;
— forall group elementsa, b,c€ E, (a*b)*c=a* (b *c);

— there exists a group element e € £ with e * a = a for all a € E, where e is called the identity
of the group;

— for all group elements a € E, there exists a group element b € Ewith b *a =¢;

© ISO/IEC 2016 - All rights reserved
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— forall group elementsa, b€ E,a*b=b*a

Note 1 to entry: In some cases, such as when E is the set of points on an elliptic curve, arithmetic in the finite set
Eis described with additive notation.

3.2

cyclic group

finite commutative group (3.1), E, of n elements that contains a group element a € E, called the generator,
of order n

3.3
elliptic purve group
cyclic grpup (3.2) defined on the points of an elliptic curve over a finite field

Note 1| to entry: Let F = GF(r) denote the Galois field with cardinality, ,# whery
either | is an odd prime, p, or r is equal to 2m for some positive).‘integer, n
An elliptic curve defined over F can be determined by an affine curve formula, either of the formy?=x3 + a1x + d
(when r # p for some odd prime p) or of the form y2 + xy = x3 + a1x2 + az (when r = 2m for sonte positive integd
m), wherf the coefficients aj and az are (appropriately chosen) elements of F. The corresponding elliptic curve
consists pf a collection of certain affine points from F x F together with a special (non<affine) point “at infinity
An affing point P of E is one that can be represented as an ordered pair (Py, Py) € F »F,such that the selection
x = Pyand y = Py satisfies the given affine curve formula when the indicated arithmetie’is performed in the field,
Let “+” d¢note the binary operation known as “elliptic-curve addition”, defined for.(most) affine points of E by th
well-knojvn secant-and-tangent rules. Once the collection of affine points of Eds'augmented by Og, a special poir
of E “at ipfinity” that serves as the identity element for “+” (but is not repfesented as an ordered pair), the set
together[with the binary operation “+” forms a finite, commutative, elliptic*curve group, E.

LSRN

] —+ @ .1 =

Note 2 tq entry: The cardinality of the elliptic-curve group, E is oné\more than the number of ordered pairs i
F x F that satisfy the affine curve formula for E.

=]

3.4
order (¢f a group element a)
least pofsitive integer n such that a"=e, where e.is the identity element of the group, a” is defined
recursiviely such that a0=e and an=a*am-1 (m>0),(@nd * is the group operation

3.5

pairing
functionl which takes two elements, R and Q, from an elliptic curve group (3.3) over a finite field, G1, 4
input, apd produces an element frem another cyclic group (3.2) over a finite field, G2, as output, an
which has the following two properties (where it is assumed that the cyclic groups, G1 and G have ordg
q, for so]:ne prime g, and for any\two elements P, , the output of the pairing function is written as <P, Q3

— = w»n

— Bilifearity: If P, P1, £2,/Q, Q1, @2 are elements of G1, and a is an integer satisfying 1 <a < q - 1, then

<P1 + Py Q> = <P, Q> * <P Q@
<P, Q1 + Q> = <P, Q1> * <P, Q2> an

[y

<[a]P,@== <P, [a]Q> = <P, Q>a

— Nonl-dégeneracy: If P is a non-identity element of G, <P, P> # 1

3.6

trusted key generation centre

KGC

trusted third party, which, in an identity-based signature mechanism, generates a private signature
key for each signing entity

2 © ISO/IEC 2016 - All rights reserved
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4 Symbols and abbreviated terms

is

abb bitwise exclusive OR of a and b, where a and b are either bits or strings of bits of
the same length, and in the latter case, the XOR operation is performed bit-wise

ay, a elliptic curve coefficients

amod n for an arbitrary integer a and a positive integer n, the unique integer remainder
1,0 <r<(n-1),satisfying r = a - bn, for some integer b.

M, B C) the coefficients of the signature formula, which, for the mechanisms specifiedy
Clause 6, defines how the signature is computed
NOTE 1 The signature formula is specified in 5.2.1.

a parameter which specifies the relationship between the signature-key and the
verification key

H an elliptic curve defined by two elliptic curve coefficients{ajand a;

k: a finite commutative group; for the mechanisms basgd-en a multiplicative
group, the elements of £ are in Z,"; for the mechanjsms based on an additive
group of elliptic curve points, the elements of £ atethe points on an elliptic
curve E over GF(r)

HE the cardinality of E; for the mechanisms.based on a multiplicative group Z,", #£
is p - 1; for the mechanisms based on an.additive group of elliptic curve points,
#E is one more than the number of points on the elliptic curve E over GF(r)
[including Of (the point at infinity}]

R a finite field

Ky a finite field of order p

dcd(N1, N2)  the greatest common'divisor of integers N1 and Ny

t an element of.order g in E

ar(n the finite(ield of cardinality r, where r is a prime power

¢ a cydlic group of prime order g; elements of G1 are points on an elliptic curve
oven GF(r)

d> a cyclic group of prime order g; elements of G are elements of a finite field GF(r]

H1 a hash-function that converts a data string into an element in G1
NOTE 2 The input data string is converted to an integer first, then the integer

ol & S I O 1 H +1 12D £ 3 ifiad s A
CUIIVCTI LCTU tU ad lJUlllL Ul L UVCI Ul Ll) U_y uouls LUIIC 1471 TUILICLIUIL, DPCLIIICL{ ITT ZA111IC .

h, Hy hash-functions, i.e. one of the mechanisms specified in ISO/IEC 10118

ID a data string containing an identifier of the signer, used in Mechanisms IBS-1
and [BS-2

m an embedding degree (or extension degree)

© ISO/IEC 2016 - All rights reserved
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[n]P multiplication operation that takes a positive integer n and a point P on the
curve E as input and produces as output another point Q on the curve E, where
Q=[n]P=P+ P+ ..+ Paddedn -1 times. The operation satisfies [0]P = 0 (the
point at infinity), and [-n]P = [n](-P)

P a generator of G1 which is used in Mechanisms IBS-1 and IBS-2

p a prime number or a power of a prime number

q a primn numberthatisadivisorof #& and the order of Gy and Go

r the size of GF(r); in the mechanisms based on an additive group of elliptic curve

points, r is a prime power, p™m, for some prime p = 2 and integer m = 1.

T the assignment

T1 the first part of the assignment T

T the second part of the assignment T

U the KGC's master private key, generated as a randomly chosen.integer, which is

used in mechanisms IBS-1 and IBS-2

% the KGC's master public key, an element G1, of which iSused in mechanisms
IBS-1 and IBS-2

Zy* the set of integers i with 0 <i < N and gcd (i, N). 51, with arithmetic defined
modulo N
Zy" the set of integers i with 0 <i < p and p a prime number, which is a

multiplicative group

a the bit-length of the prime numbgr (or prime power) p

B the bit-length of the prime nurmber g

y the output bit-length of hash-functions h and H>

I pre-signature

Iy x-coordinate®of [] inwhich [T =([Iy,IIy) is an elliptic curve point

Iy y-coordinate of [] inwhich [] =([Tx,IIy) isan elliptic curve point

11, first element of [7 inwhich [T =([1,,I]}) is an element of an extension field
of degree 2

I, second element of // i which [/ =(//;,/]}) 1s an element of an extension
field of degree 2

(1 the point at infinity on the elliptic curve E

<> a bilinear and non-degenerate pairing

[l X || Yis used to mean the result of the concatenation of data items X and Y in the
order specified.

4 © ISO/IEC 2016 - All rights reserved
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5 General model
5.1 Parameter generation process
5.1.1 Certificate-based mechanisms

5.1.1.1 Generation of domain parameters

016(E)

—

he following parameters:

— £, afinite commutative group;

+ @, aprime divisor of #E;

- G, an element of order g in E.

]

h the group E, multiplicative notation is used. It is worthwhile to note thdt the particular s
hechanism chosen may place additional constraints on the choice of E, ¢,ahd G.

=

3.1.1.2 Generation of signature key and verification key

oy

signature key of a signing entity is a secretly generated ranflom or pseudo-random integer X g
< X < q. The corresponding public verification key Y is ap-element of £ and is computed as

o

Y=GXD

where D is a parameter defined by the mechanisin to be used. The value of D is one of two values,

NOTE An implementation is still considered compliant if it excludes a few integers from conside
possible X values. For example, the value 1x¢éan be excluded because this value results in the user’s ve
Key being the generator, G, which is easilyldetectable.

5.1.2 Identity-based mechanisms

5.1.2.1 Notation

—]

he two identity-based’mechanisms specified in Clause 7 are both based on the use of pairi
[liptic curve groups:"To specify identity-based mechanisms, the additive group notation is use

(0}

3.1.2.2 Generation of domain parameters
The setofidomain parameters includes the following parameters:

—~+ Eya finite commutative group;

gnature

uch that

-1 and 1.

ration as
rification

gs over
d.

— GF(r), the Galois field of cardinality r;

— (1, acyclic group of prime order g;

— Gy, acyclic group of prime order g;

— P, agenerator of Gy;

— @, aprime number — the cardinality of G1 and G;

— <>, abilinear and non-degenerate pairing
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5.1.2.3 Generation of master key

A master private key of a KGC is a secretly generated random or pseudo-random integer U such that
0 < U < q. The corresponding master public key Vis an element of G1 and is computed as

V= [U]P.

5.1.2.4 Generation of signature key and verification key

A signatjre key of a signing entity is an element of G1 and is computed by the KGC as
X=[UlY

where U is the KGC's master private key and Y = H1(ID) is the public verification key, where ID is an
identity|string for the KGC and H1 is a hash-function.

5.1.3 Parameter selection

5.1.3.1 | Selecting parameter size

The bit{lengths of parameters for typical security levels are shown in Table 1. The minimuth
recommended security level is 2112,

NOTE 1 | Security level means the number of steps in the best knowa attack on a cryptographic primitive. [f
2112 stey]s are required in the best known attack on a hash-function, the security level of the hash-function
2112 Forla comprehensive analysis of parameter sizes, see References [25] and [34].

[72)

Itis not hecessary to select @, f and y having the same security level; the security level of an implementefd
signatute scheme is the minimum of the security levels of the parameters.

Table 1 — Parameter sizes'according to the security level

Security level 280 2112 2128 2192 2256
a 1024 2048 3072 7680 15360
B 169 224 256 384 512
Y 160 224 256 384 512

It is recmmended that thesseetrity level of 280 should only be used for legacy applications.

NOTE 2 | Not every mechanism specified in this part of ISO/IEC 14888 provides all of the levels of securitly
specified in this table.Eorexample, DSA in 6.1 only supports the security levels up to 2128,

5.1.3.2 | Selecting a hash-function

Selectioh of hash-functions should be based on those standardized in ISO/IEC 10118-3. That is, h and Hp

Shall be neofthamachanicme cnorifiad in ISO/ITEC 101182 and H. canvartc 4 datq ctring ahtainad N
e O T e e o T o T S O P e eI e O T O U o T T OOt T T Coy Erto o totar ot it g ootarret =04

using one of the mechanisms specified in ISO/IEC 10118-3 into an element in Gy.

The hash-functions used in this part of ISO/IEC 14888 should be collision-resistant.

The security strength for the selected hash-function should meet or exceed the security strength of the
parameters used in key generation. The relationship between the security levels of a hash-function and
the key generation parameters is shown in 5.1.3.1.

Furthermore, implementations that verify digital signatures shall have a way of securely determining
which hash-function was used by the signer. Otherwise, an attacker might be able to convince a verifier
to use a different weaker, hash-function and thus, bypass the intended security level.
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5.1.4 Validity of domain parameters and verification key

The signature verifier may require assurance that the domain parameters and public verification
key are valid, otherwise, there is no assurance of meeting the intended security even if the signature
verifies, and an adversary may be able to generate signatures that verify.

Assurance of the validity of domain parameters can be provided by one of the following:

— selection of valid domain parameters from a trusted published source, such as a standard;

wn =

w0

wn O < N

p—

§
d

——gereratiomrof vatiddomaimparanreters by atrustedthird party; suchasa €A ora K6€;

- validation of candidate domain parameters by a trusted third party, such as a CA or aKGC;
- for the signer, generation of valid domain parameters by the signer using a trusted system
— validation of candidate domain parameters by the user (i.e. the signer or verifier).
ssurance of validity of a public verification key can be provided by one of the following:

- for the signer, generation of the public verification/private signaturekey pair using a trusted

- for the signer or verifier, validation of the public verification kéy'by a trusted third party, 4
CA or a KGG;

— validation of the public verification key by the user (i.e.the signer or verifier).

cope of this part of ISO/IEC 14888.

OTE2  The method of authenticating the signer:is dependent on the real applications, which is g
cope of this part of ISO/IEC 14888.

.2 Signature process

.2.1 General

1l of the signature mechanisms in this part of ISO/IEC 14888 make use of a randomizing
Uhich is used (along with the'message) to produce a witness R (the first part of the signature
ssignment (T4, T2). The signature for the message is the pair (R, S) where S (the second pa
ignature) is computed-as the solution of a signature formula.

h the certificate<based mechanisms, specified in Clause 6, the signature formula is
AK + BXD%€= 0 (mod q),

iven that (4, B, C) is a permutation of (S, T1, T2), X is the private signature key and D is a pa
epénding on the particular mechanism.

system;

uch asa

OTE1 Validation of domain parameters and keys is required. However, how to achieve this is outside the

ut of the

value K,
and an
rt of the

rameter

In the identity-based mechanisms specified in Clause 7, the signature formula is

[K]A + [UP]B + C = O (in G1).

Given that (4, B, C) is a permutation of (S, T1, T7), U is the master private key and D is a parameter
depending on the particular mechanism.

The permutation will be specified or agreed upon when setting up the signature system.
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The signature process and the formation of a signed message consist of the following eight stages (see
Figure 1):

— producing the randomizer;

— producing the pre-signature;

— preparing the message for signing;

— computing the witness;

— Com
meqdg

— Ccom

— Ccon

— Ccon

In this process, the signing entity makes use of its private signature key, its\public verification kely

(optiong

5.2.2

For each
0<K<(

NOTE 1

NOTE 2
integers

5.2.3

The inptits to this stage are the randomizéer‘K and optionally signature key X, with which the signinjg

entity c

based miechanisms specified in Clause.6, it is computed as

I 3

in E. In
mechan

5.2.4

In the pr

[om

puting the assignment (it is not necessary to compute the assignment in the identity-base
hanisms);

puting the second part of the signature;
structing the appendix;

structing the signed message.

1) and the domain parameters.

Producing the randomizer

j=ni

signature, the signing entity freshly generates a secret randomizer which is an integer K wit
. The output of this stage is K, which shall be kept secret and destroyed safely after use.

The randomizer K can be considered as an ephemeralkey.

For the same rationale of 5.1.1.2, an implementation is still considered compliant if it excludes a feyw
'rom consideration as possible K values.

Producing the pre-signature

mputes the pre-signature, [/, by using K and public parameters as input. In the certificatg

GK

the identity-based” mechanisms specified in Clause 7, it is individually specified in thie
sms. The outpatof this stage is the pre-signature, /] .

Preparingthe message for signing

ocess\Of preparing the message, one of M1 and M, becomes message M, the other becomes empty.

5.2.5

Computing the witness (the first part of the signature)

The variables to this stage are the pre-signature [/ from 5.2.3 and M; from 5.2.4. The values of these

variable

s are taken as inputs to the witness function. The output of the witness function is the witness

R. The witness function is specified in the mechanisms.

5.2.6 Computing the assignment

The inputs to the assignment function are the first part of the signature, which is the witness R from

5.2.5, M

2 from 5.2.4, and, optionally, the verification key Y. The output of the assignment function

© ISO/IEC 2016 - All rights reserved


https://standardsiso.com/api/?name=be7e6665196d6916f03e11caaceaf221

ISO/IEC 14888-3:2

016(E)

is assignment T = (Tq, T2). In the certificate-based mechanisms specified in Clause 6, T1 and T are

integers such that

0<|T1]|<q 0<|T2]<q.

In the identity-based mechanisms specified in Clause 7, T1 and T3 are elements of G1. It is not necessary

to compute T in the identity-based mechanisms.

5.2.7 Computing the second part of the signature

The inputs to this stage are the randomizer K from 5.2.1, the signature key X, the assignment
12) from 5.2.6, the permutation (4, B, C) of (S, T1, T2), a variable D in 5.1.1.2 and domainsparam
specified in 5.1.1.1 and 5.1.2.1.

Ih the certificate-based mechanisms, the signing entity forms the signature formitla

AK + BXD + C = 0 (mod q)

and solves the signature formula for S, the second part of the signature, where 0 < S <gq.

p—

h the identity-based mechanisms, the signing entity solves the sighature formula for S, the sec
f the signature such that S € G1. This solution satisfies the signature formula

o

[K]A + [UP]B + C = 0g (in Gy).

—

he pair (R, S) will be called the signature, 2.

§.2.8 Constructing the appendix

—

he appendix is constructed from the signature and an optional text field, text, as [(R, S), t4
bxt field could include a certificate that cryptographically ties the public verification ke
Hentification data of the signing entity:

— =+

adppendix and appending it to‘the message. The general requirement is that the verifier is able
the correct signature to thie,message. For successful verification, it is also essential that pri
erification process, the verifier is able to associate the correct verification key with the signat

<

53.2.9 Constructing’the signed message

The signed message is obtained by the concatenation of message M and the appendix, i.e. M || [(R,

T=(T,
pter g as

bnd part

bxt]. The
y to the

As indicated in ISO/IEC 14888-1,'dépending on the application, there are different ways of forming the

to relate
r to the
ure.

S), text].
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Message, M Signature Key, X

[ Producing Randomizer ]

I\ K
[ Producing Pre-Signature }4
— 3
( 5 v ]
reparing Message
l IC): - : *) "
E SR D[ Computing Witness ]
E R y
(R ->[ Computing Assignment ]47

v I
T :{ Computing Second Part of Signature }1 T

v S

T >{ Constructing Appendix }1
4 (R, S), text]

:{ Constructing Signed Message ]

< MII(R,S), text]

Signed Message

Figure 1 — Signature process with randomized witness (one of M1 and M is M, the other is empty

—F

5.3 Verification process

5.3.1 [General
The verification process consistsof the following six stages (see Figure 2):

— retrjieving the witness;

— preparing messagefor verification;

=

— retrjieving the 'assignment (it is optional to compute the assignment in the identity-base
medhanisms};

— recqmputing the pre-signature;

— recomputing the witness;
— verifying the witness.

In this process, the verifier makes use of the signer’s verification key, KGC's master public key (only for
the identity-based mechanisms specified in Clause 7) and the domain parameters.

5.3.2 Retrieving the witness

The verifier retrieves the signature (R, S) from the appendix, and divides it into the witness R and the
second part of the signature S. Also, the verifier checks the range or the bit length of the signature
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elements, R and S, according to the rule specified by each signature process. If the predefined rule is

violated, the signature shall be rejected.

5.3.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M».

5.3.4 Retrieving the assignment

.3.2, M from 5.3.3, and (optionally) the verification key Y. The assignment T = (T, T2) is x€&c
s the output from the assignment function. In the identity-based mechanisms, it is nof hece
ecompute T.

= O a3

(x|

.3.5 Recomputing the pre-signature

he inputs to this stage are the set of domain parameters, the verification key Y, the ass
= (T1, T7) from 5.3.4, the second part of the signature S from 5.3.2, and 'eptionally R from 5.

erifier assigns to the coefficients (4, B, C) the values (S, T1, T2) accordingto the order specifig

ignature function, and in the certificate-based mechanisms, computes’the element []”.

w_ < —

]

h the certificate-based mechanisms, [/ is computed in £ as

H, =YmGn

Wwhere m = -A-1Bmod q and n = -A-1C mod q.

Ih the identity-based mechanisms, it is individually specified in the mechanisms.

5.3.6 Recomputing the witness

—

he computations at this stage are the same as in 5.2.5. The verifier executes the witness funct
hputs are [/ from 5.3.5 and M from'5.3.3. The output is the recomputed witness, R’.

—

p—

h Mechanism IBS-2 specified® in 7.2, the process of recomputing the witness is comput
erification functions, instead\of computing R".

<

§.3.7 Verifying thewithess

The signature is verified if the recomputed witness, R’, from 5.3.6 is equal to R from 5.3.2.

et

h MechanismABS-2 specified in 7.2, the process of verifying the witness involves checking wh¢
wo verification function values computed in 5.3.6 are identical, instead of verifying whether R =

—

R from
mputed
ssary to

ignment
3.2. The
d by the

ion. The

ing two

ther the
R'holds.
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Message, M

N

[ Preparing Message ]

Signature, X'
v

[ Retrieving witness ]

| R

Verification Key, ¥

N

........ l‘.-’[ Retr|eV|ng ASS|gnment ]‘..

T

A y

[ Retrieving Pre-Signature

H/

N

........ )[ Recomputing Witness

J

R/

A 4

[ Verifying Witness ]4—

N

Yes /:No

6 Certificate-based mechanisms

6.1 General

6.1 6.1 General

In elliptic curvefarithmetic, an elliptic curve point is represented as affine coordinates. That is, a
elliptic qurve peint // has two coordinates: x-coordinate, [/, and y-coordinate, []y . Elliptic curvs

for EC-DSA’ EC-KCDSA, EC-GDSA, EC-RDSA, EC-SDSA and EC-FSDSA are restricted to non-singular an

non-supkrsingular curves

Figure 2 — Verification process with a randomized witness

[Z =]

o0

The hash-function identifier can be used for binding the signature mechanism and the hash-function.

12
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6.2 DSA

6.2.1 General

DSA (Digital Signature Algorithm) is a signature mechanism with E = Z,", p a prime, and q a prime
dividing p — 1. The parameter D of DSA is equal to 1. The message is prepared such that M1 is empty and
M5 is the message to be signed, i.e. M3 = M. The witness function is defined by the formula

R =[] mod g, where J] = Gkmod p for some integer K.

Jnd the assignment function by the formula

(T1, T2) = (-R, -BS2I(y, H)),

<

'here H = h(M) is the truncated hash-code of message M, converted to an idteger according to the
donversion rule given in Annex B.

The coefficients (4, B, C) of the DSA signature formula are set as follows;

(4,B, C)=(S, T1, T7).

Thus the signature formula becomes

SK - RX - BS2I(y, H) = 0 (mod q).

=z

OTE This mechanism is taken from Reference [17]. The notation here has been changed slightly from
eference [17] to conform with the notation used elsewhere in this part of ISO/IEC 14888.

=

§.2.2 Parameters

2 a prime, where 2a-1 < p < 2¢,
q a prime divisor of p -1, whete 261 < g < 28.
¢ a generator of the subgroup of order g, such that 1 < G < p.

Hour choices for the pair (@, ) are allowed in DSA, which are (1024, 160), (2048, 224), (2048, 256), and
(B072, 256). It is recommended that the security strength of the («, ) pair and the y be the sanje unless
n agreement has’been made between participating entities to use a stronger hash function.

he integers /¢, and G can be public and can be common to a group of users.

he paraineters p, g and G are generated as specified in Annex D. If compatibility with the NIST| Federal
sfandaxd is not required then the parameters p and g can be generated by using the prime geperation
techniques given in ISO/IEC 18032.

It is recommended that all users check the proper generation of the DSA public parameters according to
Reference [17].

NOTE If a signer were free to specifically choose the domain parameter g to facilitate a collision between
hash values, then an attack against such an instance of DSA could be mounted in which the required collision
on the underlying hash-function could be found with complexity of 274, 2101, or 2114 (corresponding to y =
160, 224, or 256, respectively), as opposed to the most secure instances, in which the complexity of finding a
collision would be 280, 2112 or 2128 [39] The attack is, however, easily detectable. Furthermore, the attack cannot
be mounted when domain parameters are generated as specified in Reference [17] which includes the method
specified in Annex D. If the use of an appropriate method for the generation of domain parameters cannot be
verified, the attack can also be prevented by using a mechanism of the type specified in 6.3, 6.4 and 6.7.

It is recommended that digital signatures based on SHA-1 should only be used for legacy applications.
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6.2.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < g. The parameter D is 1. The corresponding public verification key Y'is

Y =GXmod p.

A user's

secret signature key X and public verification key Y are normally fixed for a period of time. The

signature key X shall be kept secret.

6.2.4

6.2.4.1

The sign]

6.2.4.2

The inpit to this stage is the randomizer K, and the signing entity computes

H E

6.2.4.3

The mes

6.2.4.4

The sig
signatur

R=

6.2.4.5

The sigl
is largef
H is h(M

assignment (T1, T7) is(-R,~BS2I(y, H)).

6.2.4.6

The sign]

Signature process

Producing the randomizer

ing entity computes a random or pseudo-random integer K such that 0 < K < gq.

Producing the pre-signature

GK mod p.

Preparing the message for signing

sage is prepared such that M; is empty and M is themiessage to be signed, i.e. M = M.

Computing the witness

ning entity computes R = [/ mod q where the witness is simply a function of the pr¢
e. Thus

GK mod p) mod q.

Computing the assignmént

ning entity computes-.the hash-code; if the output bit length of the selected hash-functiop
than [logzql, H isset to the leftmost (most significant) [logzq| bits of h(M3). Otherwisg,
2). Afterwards, His"converted to integer according to conversion rule, BS2I, in Annex B. The

Computing the second part of the signature

atureds (R, S) where R is computed in 6.2.4.4 and

S=(K

—~H(PRC2I(~, LY & YD ynnd o
oozt ) Ty ot

where H = the leftmost (most significant) min(f, y) bits of h(M3).

The value of h(M3) is an y-bit string output of the appropriate hash-function in 6.2.2. For use in

computi

ng S, this string shall be converted to an integer.

It is required to check if R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should be generated

and the

signature should be recalculated (it is extremely unlikely that R = 0 or S = 0 if signatures are

generated properly).

14
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6.2.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.2.4.8 Constructing the signed message
A signed message is the concatenation of a message, M, and the appendix.

M||((R, S), text)

016(E)

.2.5 Verification process

.2.5.1 General

rior to verifying the signature of a signed message, it is necessary that the verifier has truste
fp,q, GandY.

.2.5.2 Retrieving the witness

he verifier retrieves the witness R and the second part of the signafure S from the appendix.
erifier checks to see that 0 < R < g and 0 < S < q. If either condition is violated, the signature
ejected.

.2.5.3 Preparing the message for verification

he verifier retrieves M, = M from the signed message: M1 is empty.

(@1

.2.5.4 Retrieving the assignment

his stage is identical to 6.2.4.5. The inputs to the assignment function consist of the witnes
.2.5.2 and M3 from 6.2.5.3. The assignment T = (T4, T2) is recomputed as output from the ass
inction, 6.2.4.5.

= N =

.2.5.5 Recomputing the pre-signature

The inputs to this stage are-domain parameters, verification key Y, assignment T = (T, T3) fror
and second part of the-signature S from 6.2.5.2. The verifier obtains a recomputed value []" of]

signature using the fermula

[]’ =Y-S-1Tmod q G -S -1T2 mod g mod p.

.2.5.6<—Recomputing the witness

d copies

And, the
shall be

5 R from
ignment

N 6.2.5.4
the pre-

e are the same as in 6.2.4.4. The verifier executes the witness f

WV R'd

6.2.5.7 Verifying the witness

The verifier compares the recomputed witness, R' from 6.2.5.6 to the value of R from 6.2.5.2.
then the signature is verified.

© ISO/IEC 2016 - All rights reserved
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6.3 KCDSA

6.3.1 General

KCDSA (Korean Certificate-based Digital Signature Algorithm) is a signature mechanism with £ = Z," p

-1

a prime, and q a prime dividing p - 1. Verification key Y is G* ; that is, the parameter D is -1. The
message is prepared such that M is empty and M5 is the message to be signed, i.e. M = M. The witness
function is defined by the formula

R=R(IZ2BS(p, 11)).

If y is lopger than S, then the witness function is replaced by the formula
R =12BS| B, BS2I(y, h(I2BS(B, 1] ))) mod 25).

Domain|parameters shall indicate the employed hash-function. The assignment fungtion is defined bly
the formula

(T, [I2) = (V,-1),

where V= BS2I(, R @ H) mod q. The value H is the hash-code from the public key Y and message M.
The coefficients (4, B, C) of the KCDSA signature formula are set as;
(A, B, C) = (T2, S, T1).

Thus th¢ signature formula becomes

-K+[SX-1+ V=0 (mod q).

NOTE This mechanism is taken from Reference [36]. The notation here has been changed slightly from
Referencp [36] to conform with notation used elsewhere in this part of ISO/IEC 14888.

6.3.2 Parameters

aprime, where 2a-1 < p <2¢
a prime divisor of p“, where 21 < q < 28

p
q
F an integer such'that 1 < F<p-land F(p- D/4mod p > 1
G

|

(p -1)/a mod'p, an element of order q in Zy"

~

the input block size (in bits) of the selected hash-function h

Has functionidentifier or OID with on
oo Ha e e O oWt o P

Three choices of the triplet (a, §, h) are allowed in KCDSA, which are (2048, 224, SHA-224), (3072, 256,
SHA-256), and (2048, 224, SHA-256). Among these, (2048, 224, SHA-224) and (3072, 256, SHA-256) are
recommended, while (2048, 224, SHA-256) can be used in the case when only SHA-256 is available and
SHA-224 is not.

The integers, p, q, G and ], can be public and can be common to a group of users.
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6.3.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is -1. The corresponding public verification key Yis

— X-l
Y=G" modp.

A user’s secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

4.3.4 Signature process

4.3.4.1 Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that <K < q.

4.3.4.2 Producing the pre-signature

The input to this stage is the randomizer K and the signing entity computes

[I = GKmod p.

4.3.4.3 Preparing the message for signing

The message is prepared such that M is empty and M» is the message to be signed, i.e. M = M.

4.3.4.4 Computing the witness

—

he signing entity computes witness R = h{I2BS(B, I] )), where the output of H is the hash-cogle of the
it string of length a converted from thépre-signature [/ .If y is longer than S, then, the compufation of
Jitness is replaced by R = I2BS(B, BS2I{y, h(I2BS(B, 11 ))) mod 25).

low

<

The conversion rules, IZBS and BSZ], are given in Annex B.

(@1

.3.4.5 Computing the-assignment

he signing entity computes the assignment (T, T2) = (V, -1) where V = BS2I(, R @ H) mod §, where
[=h(Y'||M3) is the.-hash-code of the concatenation of Y’ = I2BS(I, Y mod 2!) and message M». The|value of
'is a bit stringofdength L. In computing V, the bit string R @ H shall be converted to an integgr before
hodulo reduction with respect to q.

0o e e

]

[y is longer than B, then the computation of H is replaced by H = I2BS(B, BS2I(y, h(Y' [[M2)) mod 25).

NOTE Y'is a fixed value for a user, thus, this value can be kept as a user parameter.

6.3.4.6 Computing the second part of the signature

The signature is (R, S) where R is computed in 6.3.4.4 and

S=X(K-V)mod gq.

6.3.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

© ISO/IEC 2016 - All rights reserved 17


https://standardsiso.com/api/?name=be7e6665196d6916f03e11caaceaf221

ISO/IEC 14888-3:2016(E)

6.3.4.8 Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix.

M||((R, S), text)

6.3.5 Verification process

6.3.5.1 General

[72)

Prior to|verifying the signature of a signed message, it is necessary that the verifier has trustedcopie
of p, q anpd G.

The verifier also acquires the necessary data items for the verification process: for.example, thie
verificafion key Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data itents):

6.3.5.2 | Retrieving the witness

The ver]fier retrieves the witness R and the second part of the signature/S\from the appendix. Thie
verifier then checks whether the following conditions hold or not:

— O0<b<q

-

— Ifthe length of the value y is not longer than S, the bit length,ef\R is equal to the output bit length
the pmployed hash-function h;

— Ifthe length of the value y is longer than f, the bit length of R is equal to £5.

If any of{the above condition does not hold the signature shall be rejected.

6.3.5.3 | Preparing the message for verification

The verifier retrieves Mz = M from the signed'message. M1 is empty.

6.3.5.4 | Retrieving the assignment

-

This stape is identical to 6.3.4.5.The inputs to the assignment function consist of the witness R fror
6.3.5.2 dnd M3 from 6.3.5.3. The-assignment T = (T4, T2) is recomputed as output from the assignmer]
function, 6.3.4.5.

t

6.3.5.5 | Recomputing the pre-signature

B3

The inputs to thisstage are domain parameters, verification key Y, assignment 7' = (T1, T2) from 6.3.5.
and secqnd part'ofthe signature S from 6.3.5.2. The verifier obtains a recomputed value []” of the prg

signature usingthe formula

H’ - S modg g T1 modamodp.

6.3.5.6 Recomputing the witness

The computations at this stage are the same as in 6.3.4.4. The verifier executes the witness function.
The inputis [/’ from 6.3.5.5. Note that My is empty. The output is the recomputed witness R".

6.3.5.7 Verifying the witness

The verifier compares the recomputed witness, R’ from 6.3.5.6 to the value of R from 6.3.5.2. If R' = R,
then the signature is valid.
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6.4 Pointcheval/Vaudenay algorithm

6.4.1 General

The method of Pointcheval/Vaudenay is a variant of the DSA algorithm, with £ =Z,", p a prime, and g a
prime divisor of p - 1. The parameter D is equal to 1. The message is prepared such that My is empty and
M3 is the message to be signed, i.e. M = M. The witness is defined by the formula

R= ][] modgq

Jnd the assignment function is defined by the formula

V

g

T

—

(T1, T2) = (-R, -H)

bhere H = h(IZBS(B, R)||M) is the hash-code of the concatenation of the witness R and the

M. Note that the computation of T above requires the conversion of the hash*code to an inte

onversion function is given in Annex B.
he coefficients (4, B, C) of the Pointcheval/Vaudenay signature formula are set as follows:

(A,B,C) = (S, Ty, T2).

hus, the signature formula becomes

SK-RX- H=0 (mod q).

OTE This mechanism is based on the algorithm designed by D. Pointcheval and S. Vaudenay in Refer
4.2 Parameters

a prime
a prime divisor of p - 1
an integer such that\k< F<p-1and F(r-1)/dmod p > 1
F(r-1)/qa mod p
ash-function identifier or OID with specified hash-function

[ is recommended that all users check the proper generation of the public parameters.

4.3 <Generation of signature key and verification key

he signature key of a signing entity is a secretly generated random or pseudo-random integg

message
ger. The

ence [31].

r X such

0 Yo Thonavramatar NDic1 Tha carracnanding o licgyarificatinn bagy Vi
o T T T = 5

rey T CpoTroiiictor T TICCoOT T o p ot p ootV ST ico tro st y

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.4.4 Signature process

6.4.4.1 Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K < q.

© ISO/IEC 2016 - All rights reserved

19


https://standardsiso.com/api/?name=be7e6665196d6916f03e11caaceaf221

ISO/IEC 14888-3:2016(E)

6.4.4.2 Producing the pre-signature

The input to this stage is the randomizer K and the signing entity computes

Il =GKmod p.

6.4.4.3 Preparing message for signing

The message is prepared such that M1 is empty and M is the message to be signed, i.e. M2 = M.

6.4.4.4 | Computing the witness

The sighing entity computes R = [/ mod q where the witness is simply a function of-the prg
signatufe. Thus

R = ((GK mod p) mod g.

6.4.4.5 | Computing the assignment
The signping entity computes the assignment (T1, T2) = (-R, -BS2I(y, H)),"where H = h(I2BS(f3, R)||M4)

is the hash-code of the concatenation of the witness and message Mz Before the concatenation, thie
witness|shall be converted to a bit string of length |p|.

6.4.4.6 | Computing the signature
The sigrjature is (R, S) where R is computed in 6.4.4.4 and
S =K1(BS2I(y, H) + XR) mod q.

6.4.4.7 | Constructing the appendix

The apppndix will be the concatenation ¢f (R, S) and an optional text field, text, (R, S), text).

6.4.4.8 | Constructing the signedmessage

A signed message is the concatenation of a message, M, and the appendix.

M||({R, S), text)

6.4.5 |erificationprocess

6.4.5.1 | General

Prior to weffying-the-sigrature-ofasigredm

of p, g and G.

i f3
T
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The verifier also acquires the necessary data items for the verification process: for example, the
verification key Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data items).

6.4.5.2 Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier then checks to see that 0 < R < g and 0 < S < q. If either condition is violated, the signature shall
be rejected.
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6.4.5.3 Preparing the message for verification

The verifier retrieves My = M from the signed message. M1 is empty.

6.4.5.4 Retrieving the assignment

016(E)

This stage is identical to 6.4.4.5. The inputs to the assignment function consist of the witness R from

6.4.5.2 and M7 from 6.4.5.3. The assignment T = (T1, T2) is recomputed as output from the ass
function, 6.4.4.5.

4.4.5.5 Recomputing the pre-signature

The inputs to this stage are domain parameters, verification key Y, assignment T = (T4, -T3) frof
and second part of the signature S from 6.4.5.2. The verifier obtains a recomputed valué []” of]
signature by computing it using the formula

I’ =Y-S-1T1mod q G -S -1T2 mod g mod p.

4.4.5.6 Recomputing the witness

_ ]

4.4.5.7 Verifying the witness

—

he verifier compares the recomputed witness, R', from 6.4.5.6 to the value of R from 6.4.5.2.
hen the signature is valid.

—

6.5 SDSA

4.5.1 General

DSA (Schnorr Digital Signature(Algorithm) is a signature mechanism with E = Z,*, p a prime
rime dividing p-1. The parameter D is equal to 1. The message is prepared such that M is the
tp be signed, i.e. M1 = M, and M3 is empty. The witness function is defined by setting R equal t

de. The assignment fugiction is defined by setting T1 = -1 and T3 equal to the negative of thg
hich is obtained by ¢converting R to an integer according to the conversion rule, BSZI, given in
nd then reducing medulo g.

The coefficients (4, B, C) of the SDSA signature formula are set as follows:

(4, B, )E(Tq, T2, S).

Thus.the signature formula becomes

he inputs are [/’ from 6.4.5.5. Note that Mj is empty. The output is the recomputed witness R’.

ignment

n 6.4.5.4
the pre-

he computations at this stage are the same as in 6.4.4.4. The Verifier executes the witness flunction.

’

[f R'=R,

and g a
message
a hash-
e integer
Annex B

—KF T2X¥S=0(mod q).

NOTE SDSA stands for Schnorr Digital Signature Algorithm. The mechanism is taken from References [32]
and [33]. The notation here has been changed from References [32] and [33] to conform with the notation used in

ISO/IEC 14888.
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6.5.2 Parameters

p a prime, where 2a1 < p < 2,
q a prime divisor of p -1, where 25-1 < g < 28.
G a generator of the subgroup of order g, such that 1 < G < q.

Four choices for the pair (a h) are allowed in SDSA, namely (1024, SHA-1),
(2048, SHA-224), (2048, SHA-256), and (3072, SHA-256). Corresponding 8 should be selected accordin
to ain Thble 1.

The intejgers p, g, and G can be public and can be common to a group of users.

The parpmeters p, q and G are generated as specified in Annex D. The parameters p and g can be
generat¢d using the prime generation techniques given in ISO/IEC 18032.

It is rec¢gmmended that all users check the proper generation of the SDSA public parameters according
to Refergnce [17].

It is recgmmended that digital signatures based on SHA-1 should only be usedfor legacy applications.

6.5.3 [Generation of signature key and verification key

The sigrjature key of a signing entity is a secretly generated randém or pseudo-random integer X such
that 0 <[ < g. The parameter D is 1. The corresponding public verification key Y'is

Y =(¢X mod p.

A user's|secret signature key X and public verificationkey Y are normally fixed for a period of time. Thie
signature key X shall be kept secret.

6.5.4 Bignature process

6.5.4.1 | Producing the randomizer

The signjing entity computes a random or pseudo-random integer K such that 0 < K < q.

6.5.4.2 | Producing the pre-signature

The input to this stage isthe randomizer K, and the signing entity computes

Il ¥ GKmod p.

6.5.4.3 | Preparing message for signing

The message is prepared such that My is the message to be signed, i.e. M1 = M, and M is empty.

6.5.4.4 Computing the witness

The signing entity computes the witness R as the hash-code of the pre-signature /] and the first part of
the message My

R=h(I2BS(B, IT) ||M).
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6.5.4.5 Computing the assignment

The value of the witness R is converted to an integer according to conversion rule, BSZl, in Annex B and
then reducing modulo gq. The assignment (T1, T2) is (-1, -BS2I(y, R) mod q).

6.5.4.6 Computing the second part of the signature
The signature is (R, S) where S = (K + BS2I(y, R)X) mod q.

As an option, one may wish to check if R=0 or S = 0. If either R=0 or S = 0, a new value of K should
He generated and the signature should be recalculated (it is extremely unlikely that R = Ocex S = 0 if
signatures are generated properly).

4.5.4.7 Constructing the appendix

The appendix will be the concatenation of (R, §) and an optional text field text.

4.5.4.8 Constructing the signed message
A signed message is the concatenation of the message, M, and the appéendix

M| ((R,S) || text).

4.5.5 Verification process

4.5.5.1 General

—

he verifying entity acquires the necessary data items required for the verification process.

4.5.5.2 Retrieving the witness

—

he verifier retrieves the witness, R-and the second part of the signature S from the appendix. The
erifier checks to see that R is a non-zero string within the range of the hash function and that P < S <gq.

<

4.5.5.3 Preparing message‘for verification

The verifier retrieves M from the signed message and divides the message into two parts Mj|and M,
sjuch that M1 = M and M3 is empty.

4.5.5.4 Retrieving the assignment

The inputte'the assignment function consists of the witness R from 6.5.5.2. The assignment

T =T, T2) = (-1, -BS2I(y, R) mod q).

6.5.5.5 Recomputing the pre-signature

The inputs to this stage are domain parameters, verification key Y, assignment T = (T, T7) from 6.5.5.4
and second part of the signature S from 6.5.5.2. The verifier obtains a recomputed value /]’ of the pre-
signature by computing it using the formula

JI’ =Y(T2 mod q)G(-ST1 mod q) mod p =Y(T2 mod q)G(S mod q) mod p.
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6.5.5.6

Recomputing the witness

The computations at this stage are the same as in 6.5.4.4 and 6.5.4.5. The verifier executes the witness
function. The input is [/’ from 6.5.5.5 and M; from 6.5.5.3. The output is the recomputed witness R’

which is

6.5.5.7

The veri
IfR'=R,

the hash-code of the recomputed pre-signature [/’ and the message M.

Verifying the witness

fier compares the recomputed witness, R'from 6.5.5.6 to the retrieved version of R from 6.5.5.2.

6.6 E(

6.6.1

EC-DSA
The coe

(4, B
where (
integer ¢

SHA-256

Verificaf
is empty

R=1

The con
Thus thg
SK -

NOTE

6.6.2

F

E

HE

thontho cignatiinn 1o unpifing
tHeHttne-Sighataresveriee:

[-DSA

General

(Elliptic Curve Digital Signature Algorithm) is an elliptic curve analogue of the<DSA algorithnp.
ficients (4, B, C) of the EC-DSA signature formula are set as follows

C)=(S T T2)
1, T2) = (-R, -BS2I(y, H)) and H = h(M) is the truncated hash-codéof message M, converted to ap

iccording to the conversion rule given in Annex B. The hash-function h is one of SHA-1, SHA-224,
, SHA-384 and SHA-512 described in ISO/IEC 10118-3.

ion key Y is [X]G; that is, the parameter D is equal to 3:\-The message is prepared such that M
and M3 is the message to be signed, i.e. M = M. The 'witness function is defined by the formul

=

FE2I(r, [y ) mod q.

Version rule, FEZI, is given in Annex B.
 signature formula becomes

RX - BS2I(y, H) = 0 (mod q).
This mechanism is based ‘en’the algorithm described in Reference [7].

Parameters

b finite field
hn elliptiC curve group over field F

thecardinality of £

q
G

3 PR [P £
d PpIc uivisul Ul Lo

a point on the elliptic curve of order g

All these parameters can be public and can be common to a group of users. The security strength of the
hash function used shall meet or exceed the security strength associated with the bit length of q.

Itis recommended that all users check the proper generation of the EC-DSA public parameters according
to Reference [7] or Reference [17].

It is recommended that digital signatures based on SHA-1 should only be used for legacy applications

24
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6.6.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is 1. The corresponding public verification key Y'is

Y = [X]G.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6

—

Q= =t

- O

et

.6.4 Signature process

.6.4.1 Producing the randomizer

he signing entity computes a random or pseudo-random integer K such that 0 <K< q.

.6.4.2 Producing the pre-signature
he input to this stage is the randomizer K and the signing entity computes

I1 =[K]G.

.6.4.3 Preparing message for signing

he message is prepared such that M1 is empty and Mp.Js the message to be signed, i.e. M = M.

.6.4.4 Computing the witness

he signing entity computes R = FE2I(r, [ x)}mod q.

.6.4.5 Computing the assignment

he signing entity computes the_hash-code; if the output bit length of the selected hash-
5 larger than [logaql, H is set-to the leftmost (most significant) [logaql bits of h(M3). Ot
[ is h(M3). Afterwards, His,converted to integer according to conversion rule, BSZl, in Anne
ssignment (T1, T2) is (-R, -BS2I(y, H)).

.6.4.6 Computingthe second part of the signature

he signature-is.(R, S) where R is computed in 6.6.4.4, and

S = (KcYXR + BS2I(y, H))) mod q.

generatedproperly).

function
herwise,
x B. The

bnerated

[ is required to check if R = 0 or § = 0. If either R = 0 or S = 0, a new value of K should be g¢

6.6.4.7 Constructing the appendix

The appendix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).

6.6.4.8 Constructing the signed message

A signed message is the concatenation of the message, M, and the appendix.

MI|((R, S), text)

© ISO/IEC 2016 - All rights reserved
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6.6.5 Verification process

6.6.5.1

General

The verifying entity acquires the necessary data items required for the verification process.

6.6.5.2

Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The

verifier
shall be

6.6.5.3

The verifier retrieves M from the signed message and divides the message into two parts My and M. My

will be 6

6.6.5.4

This sta

6.6.5.2 dnd M3 from 6.6.5.3. The assignment T = (T1, T2) is recomputed assoutput from the assignmer]
function, 6.6.4.5.

6.6.5.5

The inpuits to this stage are system parameters, verification’key Y, assignment T = (T, T2) from 6.6.5.
and secqnd part of the signature S from 6.6.5.2. The verifiéf’obtains a recomputed value [/ of the prg
signatuie by computing it using the formula

HI

6.6.5.6

The computations at this stage are thé same as in 6.6.4.4. The verifier executes the witness function.
The inpyitis [/’ from 6.6.5.5. The olitput is the recomputed witnessR’,

6.6.5.7

The verifier compares theyecomputed witness, R'from 6.6.5.6 to the retrieved version of R from 6.6.5.2.

IfR"=R,

26

tremr firstchecks tosee tirat < R < g and 05 < g if eithrer comdition s viotated the sigmatune
rejected.

Preparing message for verification

mpty and My = M.

Retrieving the assignment

e is identical to 6.6.4.5. The inputs to the assignment function censist of the witness R from

(i

Recomputing the pre-signature

35

= [-S-1T1 mod q]Y + [-S 1T mod q]G.

Recomputing the witness

Verifying the witness

then the signature is verified.
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6.7 EC-KCDSA

6.7.1 General

EC-KCDSA (Elliptic Curve Korean Certificate-based Digital Signature Algorithm) is a signature
mechanism with verification key Y = [X-1]G; that is, the parameter D is equal to -1. The message is
prepared such that M7 is empty and M3 is the message to be signed, i.e. M3 = M. The witness function is

defined by the formula

R— Wh(LE2DRC( JT 1
e =LA U]

11X JJ°

]

F v is longer than S, then the witness function is replaced by the formula

R = I2BS(B, BS2I(y, h(FE2BS(r, Iy ))) mod 25

<

'here §’is 8 *13 / 80l

Jomain parameters shall indicate the employed hash-function. The assighment function is de
he formula

—

(T1F TZ) = (V; '1)

<

here V= BS2I(f, (R @ H)) mod q. The value H is the hash-€ode from public key Y and message
The coefficients (4, B, C) of the EC-KCDSA signature formula are set as follows

(A,B, C)= (T2 S, T1).

Thus the signature formula becomes

-K+SX-1+ V=0 (mod q).

= =z

eference [37] to conform with notation used elsewhere in this part of ISO/IEC 14888.

4.7.2 Parameters

l the input block size (in bits) of the selected hash-function h
K a finite field
k: afi elliptic curve group over field F

HE the cardinality of E

fined by

M.

OTE This mechanism is takeh_from Reference [37]. The notation here has been changed slightly from

T prime aivisor of #&
G a point on the elliptic curve of order g
Hash-function identifier or OID with specified hash-function

All these parameters can be public and can be common to a group of users.

It is recommended that all users check the proper generation of the EC-KCDSA public parameters

according to Reference [37].
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6.7.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < g. The parameter D is -1. The corresponding public verification key Y'is

Y=[X1]G.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.7.4

6.7.4.1

The sign]

6.7.4.2

The inpyit to this stage is the randomizer K and the signing entity computes

H E

6.7.4.3

The mes

6.7.4.4

The sign
than g, t

The con

6.7.4.5

The sign]
H=h(Y"|
bits of a
as much

Signature process

Producing the randomizer

ing entity computes a random or pseudo-random integer K such that 0 < K < gq.

Producing the pre-signature

[K]G.

Preparing the message for signing

sage is prepared such that M; is empty and M is themiessage to be signed, i.e. M = M.

Computing the witness

ing entity computes R = h(FEZBS(r; ][y )), where output of h is the hash-code of [y .Ifyislongg
hen the computation of witness is replacéd by R = I2BS(B’, BS2I(y, h(FE2BS(r, [] x))) mod 28").

Uersion rules, FEZBS, 12BS and BS2[;'are given in Annex B.

Computing the assignment

ing entity computes thé assignment (71, T2) = (V, -1) where V = BS2I(’, R @ H) mod g, wher
M3) is the hash-code of the concatenation of Y’ and message M3. The value of Y'is the leftmost]
bit sequence FE2BS(r) Yx)||[FE2BS(r, Yy). If l is longer than the length of the sequence, 0 is padde
as needed aftef-the sequence. In computing V, the bit string R @ H shall be converted to a

integer

If y is lopger than B, ‘then the computation of H is replaced by H = I2BS(B’, BS2I(y, h(Y' || M2)) mod 28).

NOTE

efore module reduction with respect to q.

Yisafixed value for a user, thus, this value can be kept as a user parameter.

—

> = ~

6.7.4.6 —Computing the second part of the signature

The signature is (R, §) where R is computed in 6.7.4.4 and

S=X(K-"V)modgq.

6.7.4.7

The app

28

Constructing the appendix

endix will be the concatenation of (R, S) and an optional text field, text, ((R, S), text).
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6.7.4.8 Constructing the signed message

A signed message is the concatenation of a message, M, and the appendix.

M| ((R, S), text)

6.7.5 Verification process

751 General

Hrior to verifying the signature of a signed message, it is necessary that the verifier has trusted copies
fE, qandG.

o

The verifier also acquires the necessary data items for the verification process:y for example, the
erification key Y (see ISO/IEC 14888-1:2008, Clause 9 for additional required data-items).

<

4.7.5.2 Retrieving the witness

—

he verifier retrieves the witness R and the second part of the signature S from the appendix. The
erifier then checks whether the following conditions hold or not:

<

+— 0<S<gq;

—+ if the length of the value y is not longer than S, the bitdlength of R is equal to the output bit length of
the employed hash-function h;

-+ if the length of the value y is longer than f, the bit length of R is equal to S.

If any of the above condition does not hold the sighature shall be rejected.

4.7.5.3 Preparing the message for verification

The verifier retrieves My = M from the'signed message. M1 is empty.

€4.7.5.4 Retrieving the assignment

This stage is identical to-6.74.5. The inputs to the assignment function consist of the witnes$ R from
4.7.5.2 and M3 from 6.7.5.3. The assignment T = (T4, T7) is recomputed as output from the assignment
flinction, 6.7.4.5.

4.7.5.5 Recomputing the pre-signature

The inputs-to this stage are domain parameters, verification key Y, assignment T = (T1, T7) from 6.7.5.4
and thessecond part of the signature S from 6.7.5.2. The verifier obtains a recomputed value [|” of the
dre-signature using the formula

++ o HRee-¢1+ a4

6.7.5.6 Recomputing the witness

The computations at this stage are the same as in 6.7.4.4. The verifier executes the witness function.
The inputis [/’ from 6.7.5.5. Note that M7 is empty. The output is the recomputed witness R,

6.7.5.7 Verifying the witness

The verifier compares the recomputed witness R’ from 6.7.5.6 to the value of R from 6.7.5.2. If R’ = R,
then the signature is valid.
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6.8 EC-GDSA

6.8.1 General

EC-GDSA (Elliptic Curve German Digital Signature Algorithm) is a signature mechanism with
verification key Y = [X1]G; that is, the parameter D is equal to —1. The message is prepared such that My
is empty and M3 is the message to be signed, i.e. M3 = M. The witness function is defined by the formula

R =FE2I(r, [] x) mod q.

The coefficients (4, B, C) of the EC-GDSA signature formula are set as follows:
(4 H C)=(T1,S$ T2)

where (11, T2) = (-R, H) and H is the hash-code of the message M.
Thus th¢ signature formula becomes

-RK+ SX'1 + H= 0 (mod q).

NOTE EC-GDSA stands for Elliptic Curve German Digital Signature Algorithm.[16]

6.8.2 Parameters

F h finite field

E hn elliptic curve group over field F

H#E the cardinality of £

q h prime divisor of #E

G h point on the elliptic curve of orderq

Hash-fuhction identifier or OID with $pecified hash-function

All thes¢ parameters can be publi¢-and can be common to a group of users.

It is recgmmended that all users check the proper generation of the public parameters.

6.8.3 [Generation ofsignature key and verification key

The sigrjature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 <|X < q. Theparameter D is -1. Thus, the corresponding public verification key Y'is

Y = [¥A]G.

A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.8.4 Signature process

6.8.4.1 Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K < q.
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6.8.4.2 Producing the pre-signature

The input to this stage is the randomizer K and the signing entity computes

11 =[K]G.

6.8.4.3 Preparing message for signing

The message is prepared such that M; is empty and M is the message to be signed, i.e. M3 = M.

4.8.4.4 Computing the witness

—

he signing entity computes R = FE2I(r, /[y ) mod g where the witness is simply a fufi¢tion of|the pre-

0

ignature.

4.8.4.5 Computing the assignment

—

he signing entity computes the assignment (T4, T2) = (-R, BS2I(y, H)) where H is the hash-codle of the
hessage M.

=

4.8.4.6 Computing the second part of the signature

—

he signature is (R, §) where R is computed in 6.8.4.4 and

S =X(KR - BS2I(y, H)) mod q.

4.8.4.7 Constructing the appendix

—

he appendix will be the concatenation of (R;'S) and an optional text field, text, ((R, S), text).

4.8.4.8 Constructing the signed message

oY

signed message is the concatenation of the message, M, and the appendix

M||((R, S), text).

4.8.5 Verificationprocess

4.8.5.1 General

—

he verifxing entity acquires the necessary data items required for the verification process.

4.8:5:2° Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appendix. The
verifier then first checks to see that 0 < R < g and 0 < S < g; if either condition is violated the signature
shall be rejected.

6.8.5.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M. M
will be empty and M = M.
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6.8.5.4

Retrieving the assignment

This stage is identical to 6.8.4.5. The inputs to the assignment function consist of the witness R from
6.8.5.2 and M; from 6.8.5.3. The assignment T = (T4, T7) is recomputed as output from the assignment
function, 6.8.4.5.

6.8.5.5

Recomputing the pre-signature

The inputs to this stage are system parameters, verification key Y, assignment T = (T, T2) from 6.8.5.4

and secondpartofthe sionature Sfrom 6.8 5 2 The verifier gbhtains arecomputedvalue I’ ofthe nre-
r o e T TT r

signatut

H’

6.8.5.6

The con

The inpyitis /]’ from 6.8.5.5. The output is the recomputed witnessR’,

6.8.5.7

The verifier compares the recomputed witness, R’ from 6.8.5.6 to the retrieved version of R from 6.8.5.2.

IfR'=R,
6.9 E(

6.9.1

EC-RDS/
verificat
empty a
formula

(A, B
where (
in 6.9.4.

The wit]

R = FE2I(r, [] ) %dod q.

Thus th¢ signature formula becomes

e by computing it using the formula

= [(-T1)~1S mod q]Y + [(-T1) ~1T2 mod q]G.

Recomputing the witness

putations at this stage are the same as in 6.8.4.4. The verifier executes the witness function.

Verifying the witness

then the signature is verified.

[-RDSA

General

A\ (Elliptic Curve Russian Digital Signature Algorithm) is a signature mechanism with
ion key Y = [X]G; that is, the parameter P.is equal to 1. The message is prepared such that My is
hd M3 is the message to be signed, i.e, M= M. The coefficients (4, B, C) of the EC-RDSA signature

are set as follows:

, ) = (T, T2,-S)

1, T2) = (H, R) and H = h(M7 is the hash-code of message M, converted to an integer as describefd
.

ness function is defined by the formula

HK 4 R®- S =0 (mod q).

NOTE
Referenc

EC-RDSA stands for Elliptic Curve Russian Digital Signature Algorithm. The mechanism is taken from
e [21]. The notation here has been changed from Reference [22] to conform with the notation used in

ISO/IEC 14888.
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6.9.2 Parameters

p a prime
an elliptic curve group over the field GF(p)
HE the cardinality of E

q a prime divisor of #E

C a point on the elliptic curve of order g

Hash-function identifier or OID with specified hash-function

oY

1l these parameters can be public and can be common to a group of users.

4.9.3 Generation of signature key and verification key

—

he signature key of a signing entity is a secretly generated random or pseddo-random integgr X such
hat 0 < X < q. The parameter D is 1. The corresponding public verificationkey Y'is

Y = [X]G.

—

oy

user’s secret signature key X and public verification key Yare normally fixed for a period of tjme. The
ignature key X shall be kept secret.

(%)

NOTE Reference [21] does not completely specify the process of generation of a user’s secret signatiire key X.
4.9.4 Signature process

4.9.4.1 Producing the randomizer

The signing entity generates a random:er pseudo-random integer K such that 0 < K< q.

4.9.4.2 Producing the pre-signature

The input to this stage is the)randomizer K, and the signing entity computes

II =[K]G.

4.9.4.3 Preparing message for signing

The message is prepared such that M1 is empty and M3 is the message to be signed, i.e. Mz = M.

4.9.4:4 Computing the witness

The signing entity computes R = FE2I(r, [] y) mod g.

6.9.4.5 Computing the assignment

The signing entity computes H = h(M>). H is then converted to an integer according to conversion rule
BS2Iin Annex B. If H is equal to 0 mod g, then H is set to 1. The assignment (T1, T?) is (BS2I(y, H), R), if
BS21(y, H) # 0 (mod q), or (1, R) otherwise.
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6.9.4.6 Computing the second part of the signature
The signature is (R, S) where R is computed as given in 6.9.4.4 and

S=RX+ KHmod q.

The signer should check whether R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should be
generated and the signature should be recalculated.

6.9.4.7 [ Constructing the appendix

—_—

The apgendix will be the concatenation of (R, §) and an optional text field text, i.e. it will\equa
((R, S) ||[texa).

6.9.4.8 | Constructing the signed message
A signed message is the concatenation of the message M and the appendix

M || ((R, S) || text).

6.9.5 |erification process

6.9.5.1 | Retrieving the witness

The ver|fier retrieves the witness R and the second part of\the signature S from the appendix. Thie
verifier then checks whether 0 <R < q and 0 < § < g; if eithePcondition does not hold, the signature shall
be rejected.

6.9.5.2 | Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M». M
will be gmpty and My = M.

6.9.5.3 | Retrieving the assignment

=

This stajge is identical to 6.9.4.5. The inputs to the assignment function consist of the witness R froy
6.9.5.1 ahd M from 6.9.5.2. Thejassignment T = (T1, T2) is recomputed as the output from the assignmer]
function given in 6.9.4.5.

t

6.9.5.4 | Recomputingthe pre-signature

The inpuits to this stage are system parameters, the verification key Y, the assignment T = (T, T?) froy
6.9.5.3, gnd the'sécond part of the signature S from 6.9.5.1. The verifier obtains a recomputed value [/
of the pile-signature by computing it using the formula

=]

I1’ =T-T1 T2 mod q]Y + [T11S mod q]G.

6.9.5.5 Recomputing the witness

The computations at this stage are the same as in 6.9.4.4. The verifier executes the witness function.
The inputis [/” from 6.9.5.4. The output is the recomputed witness, R".

6.9.5.6 Verifying the witness

The verifier compares the recomputed witness, R’ from 6.9.5.5 to the retrieved version of R from 6.9.5.1.
If R"= R, then the signature is verified.
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6.10 EC-SDSA

6.10.1 General

EC-SDSA (Elliptic Curve Schnorr Digital Signature Algorithm) is a signature mechanism with
verification key Y = [X]G; that is, the parameter D is equal to 1. The message is prepared such that M2 is
empty and M1 = M the message to be signed. The witness R is computed as a hash-code of the message
M and a random pre-signature [] = [K]G, by one of two methods, either

arpaal R—h(LEE2BS( JT N1l EFE2DC( JT7T 1l AN
s R=hEE2RS - HFE2BS - HM)
dptimized R =h(FE2BS(r, [1y) || M).

The first method generates the witness by hashing the concatenation of the x-coordinate of| [/, the
ycoordinate of [/ and the message M. The second method omits the y-coordinate from the hash
calculation and thereby improves performance.

The second method is an optimized variant of EC-SDSA (see Reference [30]).
The coefficients (4, B, C) of the EC-SDSA signature formula are setas-follows:
(A,B,C)=(T1, T2, S)

<

rhere (T4, T2) = (-1, -BS2I(y, R) mod q).
Thus the signature formula becomes

-K+ T2X+S = 0 (mod q).

=z

OTE EC-SDSA stands for Elliptic CurveSchnorr Digital Signature Algorithm. The mechanism is taken from
eference [33]. The notation here has been thanged from Reference [33] to conform with the notatioh used in
FO/1EC 14888.

—

4.10.2 Parameters

H a finite field
B elliptic curveé-group over the field F

HE cardinality of E

q prime divisor of #E

t apoint of order g on the elliptic curve

F Adh Foamnbion s dantifine Ax NN th cnncifind bhach £1i0 40
ash-funetionidentifier-or-01b-with-specified-hash-fonet

All these parameters can be public and can be common to a group of users.

It is recommended that all users check the proper generation of the public parameters according to
Reference [7].

6.10.3 Generation of signature key and verification key

The signature key of a signing entity is a secretly generated random or pseudo-random integer X such
that 0 < X < q. The parameter D is 1. The corresponding public verification key Yis Y = [X]G.
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A user's secret signature key X and public verification key Y are normally fixed for a period of time. The
signature key X shall be kept secret.

6.10.4 Signature process

6.10.4.1 Producing the randomizer

The signing entity computes a random or pseudo-random integer K such that 0 < K < q.

6.10.4.1 Producing the pre-signature

The inp{it to this stage is the randomizer K, and the signing entity computes [/ = [K]G.

6.10.4.3 Preparing message for signing

The megsage is prepared such that M; is the message to be signed, i.e. M1 = M, and M3 is*empty.

6.10.4.4 Computing the witness
The sigrling entity computes R = h(FE2BS(r, I x )||FE2BS(r, I1y)||M).
For the ¢ptimized variant of EC-SDSA, the signing entity instead computes R = h(FE2BS(r, [[ y )||M).

6.10.4.§ Computing the assignment

The valye of the witness R is converted to an integer according’to conversion rule, BSZl, in Annex B anfd
then reducing modulo q.

The assignment (71, T2) is (-1, -BSZI(y, R) mod q).

6.10.4.4 Computing the second part of the sighature
The signjature is (R, S) where S = (K + BS2I(;-R)X) mod q.

As an option, one may wish to check if R = 0 or S = 0. If either R = 0 or S = 0, a new value of K should
be generated and the signature should be recalculated (it is extremely unlikely that R =0 or S =0
signatutes are generated properly)-

-

6.10.4.7 Constructing thé-appendix

The appgndix will be the) concatenation of (R, §) and an optional text field, text.

6.10.4.4 Constructing the signed message

A signed message is the concatenation of the message, M, and the appendix

M” (R, S) ii text):

6.10.5 Verification process

6.10.5.1 General

The verifying entity acquires the necessary data items required for the verification process.
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6.10.5.2 Retrieving the witness

The verifier retrieves the witness R and the second part of the signature S from the appen

dix. The

verifier first checks to see that R is a non-zero string within the range of the hash functionand 0 < S<g;

if either condition is violated the signature shall be rejected.

6.10.5.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M
suchthat I|/11 =M and MZ is nmpfy

and Mo,

4.10.5.4 Retrieving the assignment

The input to the assignment function consists of the witness R from 6.10.5.2., The ass
T=(T1, T2) = (-1, -BS2I(y, R) mod q).

4.10.5.5 Recomputing the pre-signature

The inputs to this stage are system parameters, verification key Y, assighinént T = (T4, T7) from
and second part of the signature S from 6.10.5.2. The verifier obtaifis)a recomputed value [}
dre-signature by computing it using the formula

II’ =[-ST1 mod q]G + [T2 mod q]Y = [S mod q]G + [T2 mod/q]Y.

4.10.5.6 Recomputing the witness

—

he computations at this stage are the same as in6:10.4.4 and 6.10.4.5. The verifier executes the
inction from 6.10.4.4. The inputis [/’ from 6.10.5.5. The output is the recomputed witness R’
he hash-code of the recomputed pre-signature [/’ and the message M.

-

—

4.10.5.7 Verifying the witness

The verifier compares the recomputed witness, R’ from 6.10.5.6 to the retrieved version o
6.10.5.2. If R" = R, then the signature is verified.

.11 EC-FSDSA

4.11.1 General

(wul

C-FSDSA (Elliptic Curve Full Schnorr Digital Signature Algorithm) is a signature mechani
erificationtkey Y = [X]G; that is, the parameter D is equal to 1. The message is prepared such t}
mpty and M, = M the message to be signed. The witness R is computed as

o <

R=FE2BS(r, I1y)||FE2BS(r, I1y).

ignment

]
=
ok
=k
[¢°]

witness
which is

" R from

sm with
hat M1 is

The coefficients (4, B, C) of the EC-FSDSA signature formula are set as follows:

(A,B,C) = (T1, T2, 5)

where T = (T1, T?) = (-1, -BS2I(y, h(R||M)) mod q).
Thus, the signature formula becomes

-K+T2X + S =0 (mod q).

© ISO/IEC 2016 - All rights reserved

37


https://standardsiso.com/api/?name=be7e6665196d6916f03e11caaceaf221

ISO/IEC 14888-3:2016(E)

NOTE

EC-FSDSA stands for Elliptic Curve Full Schnorr Digital Signature Algorithm. The mechanism is taken

from Reference [33]. The notation here has been changed from Reference [33] to conform with the notation used

in ISO/IE

C 14888.

6.11.2 Parameters

F a

E a

finite field

n elliptic curve group over the field F

HE t

q al
G al

Hash function identifier or OID with specified hash function

All thesd

It is rec
Referen

6.11.3

The sign]
that 0 <

A user's
signatur

6.11.4

6.11.4.1

The sign]

6.11.4.2

The inpyt to this stage is the4dndomizer K, and the signing entity computes [/ = [K]G.

6.11.4.3

The mes

6.11.4.4

he cardinality of E
prime divisor of #E

point of order g on the elliptic curve E

parameters can be public and can be common to a group of users.

bmmended that all users check the proper generation of the publiC parameters according t
e [7].

[=]

Generation of signature key and verification key

ature key of a signing entity is a secretly generated random or pseudo-random integer X such
X < q. The parameter D is 1. The corresponding public verification key Yis Y = [X]G.

secret signature key X and public verification keyY“are normally fixed for a period of time. Thie
e key X shall be kept secret.

Signature process

Producing the randomizer

ing entity computes a random or pseudo-random integer K such that 0 < K < q.

Producing the pre-signature

Preparing/miessage for signing

sage is ptepared such that M is the message to be signed, i.e. M3 = M, and M1 is empty.

Computing the witness

The signing entity computes R = FE2BS(r, [ x )||FE2BS(r, [y ).

6.11.4.5 Computing the assignment

The signing entity computes the hash code h(R||M). Afterwards, the hash code is converted to an integer
according to conversion rule, BSZI, in Annex B and then reduced modulo g. The assignment (T4, T7) is
(-1, -BS2I(y, h(R||M)) mod q).

6.11.4.6 Computing the second part of the signature

The signature is (R, S) where S = (K+BS2I(y, h(R||M))X mod q).

38
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As an option, one may wish to check if R =0 or S = 0. If either R = 0 or S = 0, a new value of K should
be generated and the signature should be recalculated. (It is extremely unlikely that R = 0 or S = 0 if
signatures are generated properly).

6.11.4.7 Constructing the appendix

The appendix will be the concatenation of (R,S) and an optional text field, text.

6.11.4.8 Constructing the signed message

A signed message is the concatenation of the message, M, and the appendix:

(M |] (R,S) || text).

4.11.5 Verification process

4.11.5.1 General

The verifying entity acquires the necessary data items required for theverification process.

4.11.5.2 Retrieving the witness

The verifier retrieves the witness R and the second partyef the signature S from the appendix. The
verifier first checks to see that R represents a point on E.and 0 < S < g; if either condition is violated the
signature shall be rejected.

4.11.5.3 Preparing message for verification

The verifier retrieves M from the signed mes$sage and divides the message into two parts My|and M,
sjuch that My = M and Mj is empty.

4.11.5.4 Retrieving the assignment

The input to the assignment function is computed as in 6.11.4.5 from the witness R from 6.11.4.4 and
the message M from 6.11.43.The assignment is given by T = (T4, T2) = (-1, -BS2I(y, h(R||M)) mad q).

4.11.5.5 Recomputing the pre-signature

The inputs to thig-stage are system parameters, verification key Y, assignment T = (T4, T2) from|6.11.5.4
and second part.of the signature S from 6.11.5.2. The verifier obtains a recomputed value [[” of the
dre-signatute-by computing it using the formula

[1/=-ST1 mod q]G + [T2 mod q]Y = [S mod q]G + [T2 mod q]Y.

.11.5.6 Recomputing the witness

The computations at this stage are the same as in 6.11.4.4. The verifier executes the witness function.
The inputis [/” from 6.11.5.5. The output is the recomputed witness R’.

6.11.5.7 Verifying the witness

The verifier compares the recomputed witness, R’ from 6.11.5.6 to the retrieved version of R from
6.11.5.2. If R" = R, then the signature is verified.
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7 Identity-based mechanisms

7.1 General

71 7.1 General

The follg
— don
— pub
— sign

— me§y

— hash-function identifier for H; and H3 (optional);

— iden
— othg
The has
The foll

— dom

— pub

— veriffication key Y, which can be derived froman identity string;

— me§

— sign

— hash-function identifier for Hi and H (optional);

NOTE 1
mechani
identifiel

— Ider
— othg

NOTE 2

wingdatattemsare requiredforthresignatureprocess:
ain parameters, E, GF(r), G1, G2, q, P, < >;

ic master key V;

ature key X;

sage M;

tity string ID;

r text (optional).

1-function identifier can be used for binding the signature mechanism and the hash-function.
wing data items are required for the verification process:

ain parameters, E, GF(r), G1, G2, q, P, < >;

ic master key V;

sage M;

ature ) ;

[¢)

The signer and verifier have to agree on the specific hash-functions for h, H; and H used in th
bm. If any of these hash-functions are not uniquely determined by other means, the hash-functio
is required in boththe signature and verification processes (see ISO/IEC 14888-1).

=]

tity string ID;
r text (Optional).

Typical elliptic curves for IBS-1 and IBS-2 are super-singular elliptic curves over GF(r), where r = pm,

S

p =2'and m is an integer >1.

isaprim
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7.2 1BS-1

7.2.1 General

IBS-1 is an identity-based signature scheme on an additive group of elliptic curve points. It takes

(4 B C)=(T1,S T2)

where T1 ==Y, T2 = [R]Y. D = -1. Thus, the signature formula becomes

A
S
B
A
f

/

—]

generated by computing X = [U]Y, which is done by the KGC and given to the signer.

[-K]Y + [U-1]S + [R]Y = Og (in G1).
OTE This mechanism is based on the algorithm designed by Hess in Reference [22].

.2.2 Parameters

he signature mechanism takes place in an environment where the entities(involved share the f
arameters, which have been defined in Clause 4: G1, G, P, q, < >, H1, and Hz.

L is recommended that all users check the proper generation of the(public parameters.

.2.3 Generation of master key and signature/verification Key

bllowing

master key pair of a KGC is (U, V), where U is the mastefprivate key generated by choosing an integer

uch that 0 < U < g at random, and V is the master publickey generated by computing V = [U]P.
ublishes VV and keeps U secret.

signature and verification key pair of a signer is'\(X, Y), where Y'is the public verification key g¢
fom an identity string ID and a hash-function Hj, i.e. Y = H1(ID), and X is the private signa

.2.4 Signature process

.2.4.1 Producing the randomizer

he signer first chooses a.random or pseudo-random integer K such that 0 < K < g. The signer Kk
alue K secret.

.2.4.2 Producingthe pre-signature

The KGC

bnerated
fure key

eeps the

N

he signer takes'K, P and X as input to produce the pre-signature result
J] =<X P>K,
OTE I[ is an element in an extension field of GF(p™) and the extension has degree 4 for char

hcteristic

p

= 2, degree 6 for characteristic p = 3 and degree 2 for characteristic p > 3.

7.2.4.3 Preparing message for signing

The signer prepares the message such that My is empty and My is the signed message M, i.e. M1 = M.

7.2.4.4 Computing the witness

Let [I = ([l, II,). The signer applies the hash-function Hz to M1||FE2BS(r, [1,)||FE2BS(r, I1})
(concatenation of My, FE2BS(r, [I,) and FE2BS(r, I]})) to obtain the witness

© ISO/IEC 2016 - All rights reserved
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R = BS2I(y, H2(Mq]] FE2BS(r, [1,)||FE2BS(r, 1[}))) mod q.
If R = 0, output “invalid” and stop.

For fields of higher extension degree, more terms will appear in the value to be hashed. For example, for
extension degree 3, [/ =([[,,[l,,1].) and the input to H» would be

My || FE2BS(r, IT,) || FE2BS(r, IT}) || FE2BS(r, I1,)-

7.2.4.5 _Computing the assignment

The assignment is T = (T1, T2) as (-Y, [R]Y). However, it is not necessary for the signer to compute thle
assignmlent.

7.2.4.6 | Computing the second part of the signature

The sigrjer computes the second part of the signature as

S=[K-R]X.

The sigrfature is }.' = (R, S).

7.2.4.7 | Constructing the appendix

The signer constructs the appendix that is the concatenation of\(R, S) and an optional text field, text, i.¢.
((R, S), tpxt).

7.2.4.8 | Constructing the signed message

The signler constructs the signed message that is thei€oncatenation of the message, M, and the appendix
i.e. M||((R, S), text).

-

7.2.5 |erification process

7.2.5.1 | General

The verifier first acquires the nécessary data items required for the verification process.

7.2.5.2 | Retrieving the-withess
The verifier retrievesthe witness R and the second part of the signature S from the appendix.

The ver|fier then checks if S € G1 holds; if the condition is violated, the signature shall be rejected.
Otherwise, theVerifier carries out the following steps.

7.2.5.3 [ Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M
such that M5 is empty and M1 is equal to M.

7.2.5.4 Retrieving the assignment

The assignment is T = (T, T2), where T1 = -Y, and T = [R]Y. However, it is not necessary for the verifier
to compute the assignment.
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7.2.5.5 Recomputing the pre-signature

The verifier recomputes the pre-signature value

II" =<8, P>*<Y, V>R,

NOTE The pairing <Y, V> can be pre-computed.

7.2.5.6 Recomputing the witness

T

@

<

he verifier recomputes the witness

R' = BS2I(y, Hz(My|| FE2BS(r, [T, )||FE2BS(r, 1, ))) mod q.

or fields of higher extension degree, more terms will appear in the value to be hashed. For exai
xtension degree 3, [T = [1,, I1,’, I1,") and the input to H, would be

My || FE2BS(r, IT1,') || FE2BS(r, I1,) || FE2BS(r, I1,).

.2.5.7 Verifying the witness

he verifier checks whether R’ = R holds. If it holds, the sigitature is verified; otherwise, it is iny
.3 1BS-2

.3.1 General

BS-2 is an identity-based signature scheme\on an additive group of elliptic curve points. It takd

(4, B,C)=(T1 S, T2)

Uhere T1 = -Y, T2 = [- H]Y, and H-is a hash-code from Hp. D = -1.
hus the signature formula becomes

[-K]Y + [U1]S + [- H}¥ = Of (in G1).
OTE This miechanism is based on the algorithm designed by Cha and Cheon in Reference [15].

3.2 Parameters

he parameters are the same as in 7.2.2.

mple, for

alid.

ES

.3.3 Generation of master key and signature/verification key

This operation is the same as in 7.2.3.

7.3.4 Signature process

7.3.4.1 Producing the randomizer

The signer first chooses a random or pseudo-random integer K such that 0 < K < q. The signer keeps the
value K secret.

© ISO/IEC 2016 - All rights reserved
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7.3.4.2 Producing the pre-signature

The signer takes K and Y as input to produce the pre-signature result

11 =[K]Y.

7.3.4.3 Preparing message for signing

The signer prepares the message such that Mj is empty and M is the signed message M, i.e. My = M.

7.3.4.4 | Computing the witness

The signjer obtain the witness from the pre-signature result

R=J].

7.3.4.5 | Computing the assignment

The assignmentis T = (T, T2) as

T1 =|-Y, and

Ty =|[-H]Y
where H|= BS2I(y, H2(M2||FE2BS(r, [y ))) mod q. However, the signer only needs to compute the value of 4.

7.3.4.6 | Computing the second part of the signatute
The sigrler computes the second part of the signature as

S=[K+H]X.
The sigrfature is }.' = (R, S).

7.3.4.7 | Constructing the appendix

The sigrler constructs the dppendix that is the concatenation of (R, §) and an optional text field, text, i.¢.
((R, S), tpxt).

7.3.4.8 | Constructing the signed message

The signjer constructs the signed message that is the concatenation of the message, M, and the appendix
i.e. M||((R,S), text).

<

7.3.5 Verification process

7.3.5.1 General

The verifier first acquires the necessary data items required for the verification process.

7.3.5.2 Retrieving the witness
The verifier retrieves the pre-signature R and the second part of the signature S from the appendix.

The verifier first checks if R and S € (1 holds; if either condition is violated the signature shall be
rejected. Otherwise, the verifier carries out the following steps.
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7.3.5.3 Preparing message for verification

The verifier retrieves M from the signed message and divides the message into two parts M1 and M

such that M1 is empty and M5 is equal to M.

7.3.5.4 Retrieving the assignment
The assignment is T = (T1, T) as

T1=-Y, and

T, = [-H]Y.

<

bhere H = BS2I(y, Ha(M3||FE2BS(r, []x))) mod g. However, the verifier only needs’to recom
alue of H.

<

1.3.5.5 Recomputing the pre-signature

The verifier retrieves the pre-signature value as

I’ =R.

1.3.5.6 Recomputing the witness

Ihstead of recomputing the witness value R, the verifiefebmputes two pairings <P, S>and <V, []’

.3.5.7 Verifying the witness

The verifier checks if <P, §> = <V, []" + [H]¥>*holds. If it holds, then the signature is verified; ot
is invalid.

—

bute the

+[H]Y>.

herwise,
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Annex A
(normative)
Object identifier
Annex Atists-the-ebjeetidentifiersassigned-to-the-digital sighature-mechanismsspecifiedinthispat
of ISO/IEC 14888, and defines algorithm parameter structures.
DigitalpignatureWithAppendixDL {
iso(|l) standard(0) digital-signature-with-appendix (14888) part3(3)
apnl-module (1) discrete-logarithm-based-mechanisms (0) }
DEFINITIONS EXPLICIT TAGS = BEGIN
-— EXPORTS All; -
IMPORTS
HashFunctions
FROM DedicatedHashFunctions {
iso(l) standard(0) encryption-algorithms (10118) part3(3)
asnl-module (1)
dedicated-hash-functions (0) } ;
OID =| OBJECT IDENTIFIER -- alias
-— Synohyms --
id-dswafdl OID = {
iso(]l) standard(0) digital-signature-with-appendix (14888) part3(3)
allgorithm(0) }
-- Assipgnments --
id-dswafdl-DSA OID ::= { isel(2) member-body(2) s(840) ansi-x9-57(10040)
x9cm (4)|dsa (1) }
id-dswafdl-KCDSA OID = { id-dswa-dl kcdsa(2) }
id-dswafdl-PVS OID ::= { \id-dswa-dl pvs(3) }
id-dswaldl-EC-DSA OID ::= { iso(l) member-body(2) s (840) ansi-x9-62(10045)
signatufes (4) ecdsa-with-Redomflended (2) 1}
id-dswafdl-EC-KCDSA OID = { id-dswa-dl ec-kcdsa(5) }
id-dswafFdl-EC-GDSA OID = { id-dswa-dl ec-gdsa(6) }
id-dswajdl-IBS-1 OLD = { id-dswa-dl ibs-1(7) }
id-dswaldl-IBS-2 oID = { id-dswa-dl ibs-2(8) }
id-dswafdl-EC-RDSA~ QID = { id-dswa-dl ec-rdsa(9) }
id-dswafpdl-SDSA OID = { id-dswa-dl sdsa(10) }
id-dswafdl-EC-3DSA OID = { id-dswa-dl ec-sdsa(11l) }
id-dswafdl-EC=ESDSA OID ::= { id-dswa-dl ec-fsdsa(l12) }
id-dswafdl5EC=SDSA-opt OID = { id-dswa-dl ec-sdsa-opt(13) }
DigitalpignatureWithAppendix = SEQUENCE ({
algorithm ALGORITHM. &id({DSAlgorithms})
parameters ALGORITHM. &Type ({DSAlgorithms}{@algorithm}) OPTIONAL

}

DSAlgorithms ALGORITHM
dswa-dl1-DSA |
dswa-d1l-KCDSA |
dswa-dl-PVS |
dswa-dl-EC-DSA |
dswa-dl-EC-KCDSA |
dswa-dl1-EC-GDSA |
dswa-dl1-IBS-1 |
dswa-dl-IBS-2 |
dswa-dl EC-RDSA |
dswa-dl SDSA
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dswa-dl EC-SDSA |
dswa—-dl EC-FSDSA |
dswa-dl EC-SDSA-opt,

-- Expect additional algorithms --
}

dswa-dl1-DSA ALGORITHM ::= {
OID id-dswa-dl1-DSA PARMS NullParms

swa-dl-_KCDSA ATGORTTHM =« -= {

ISO/IEC 14888-3:2016(E)

OID id-dswa-dl1-KCDSA PARMS HashFunctions

dswa-d1-PVS ALGORITHM ::= {
OID id-dswa-dl1-PVS PARMS HashFunctions

dswa-d1-EC-DSA ALGORITHM ::= {
OID id-dswa-dl-EC-DSA PARMS NullParms

dswa-d1-EC-KCDSA ALGORITHM ::= {
OID id-dswa-dl1-EC-KCDSA PARMS HashFunctions

dswa-d1-EC-GDSA ALGORITHM ::= {
OID id-dswa-dl-EC-GDSA PARMS HashFunctions

dswa-d1-IBS-1 ALGORITHM ::= {
OID id-dswa-dl1-IBS-1 PARMS HashFunctions

dswa-d1-IBS-2 ALGORITHM ::= {
OID id-dswa-dl1-IBS-2 PARMS HashFunctions

dswa-d1-EC-RDSA ALGORITHM ::= ({
OID id-dswa-dl-EC-RDSA PARMS\HashFunctions

QO

swa-d1l-SDSA ALGORITHM =<=4{
ID id-dswa-dl1-SDSA PARMS' HashFunctions

(@)

QO

swa-dl-EC-SDSA AKGORITHM ::= ({
ID id-dswa-dl-E€7-SDSA PARMS HashFunctions

(@)

QO

swa-dl-ECAFSDSA ALGORITHM ::= {
ID id-dswa-dl-EC-FSDSA PARMS HashFunctions

(@)

dswayd1l-EC-SDSA-opt ALGORITHM

I Al o oo e DATNMC
5 vasrey

TG SSwWoa— G TTATTT T

NullParms ::= NULL
-- Cryptographic algorithm identification --
ALGORITHM ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Type OPTIONAL
}
WITH SYNTAX { OID &id [PARMS &Type] }

END -- DigitalSignatureWithAppendixDL --

© ISO/IEC 2016 - All rights reserved
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NOTE1  Alternative OIDs for KCDSA presented in KCAC.TG.OID are as follows:

{iso(l) member-body(2) korea(410) kisa(20004) npki-alg(l) kcdsal(21)}
- KCDSA

{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l) kcdsalWithHAS160(22)}
- KCDSA with HAS160, where the HAS160 is a Korean hash standard algorithm

{iso (1) member-body(2) korea(410) kisa(20004) npki-alg(l) kcdsalWithSHAIL (23)}
- KCDSA with SHA1

NOTE 2 | Alternative OID for EC-KCDSA with HAS160 presented in TTAS.KO-12.0015 is

{iso (1) member-body(2) korea(410) kisa (20004) npki-alg(l) ecc(100) signature (4)
eckpdsa-with-HAS160 (1) }.
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Annex B
(normative)

Conversion functions (I)

| el

o

3.1 Conversion from a field element to an integer: FE2I(r, x)

hput values

r-aprime or a power of a prime.

x - an element of the Galois field GF(r).

lssumptions

When r = p, where p is an odd prime:

X € GF(p) is (already) represented as an integer in {0, 1, ..., p'< 1}.

When r = pm, where p is an odd prime and m is an integer greater than 1:

X € GF(pm) is represented as a p-ary string of lengthun;

X = Xm-1Xm-2 ... X0, where x; € {0, 1,...,p - 1} for,0 < i< m.
When r = 2:

X € GF(2) is (already) represented as an\integer in {0, 1}.
When r = 2m, where m is an integer greater than 1:

X € GF(2m) is represented as @ binary string of length m;

X = Xm-1 Xm-2 ... X0, Wherexp€ {0, 1} for 0 <i<m.

Jutput value

When r = p, whére p is an odd prime:

FE2I(r,x) =X €70, 1, .., p - 1}.

Whenr s pm, where p is an odd prime, m is an integer greater than 1, and x is represente

p-aenstring xm-1 Xm-2 - - - Xo:

FE2I(r,x) =pm 1xpm1 +pMm2xma+...+x0€{0,1,..., pm -1}

When r = 2:
FE2I(r,x) =x € {0, 1}.

d as the

When r = 2m, where m is an integer greater than 1 and x is represented as the binary string x,,; -1

Xm-2...X0:

FE2I(r,x) =2m-1x, 1 +2m2x, >+...+x0€{0,1,...,2m-1}.

© ISO/IEC 2016 - All rights reserved
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B.2 Conversion from an integer to a field element: IZFE(r, x)

Input values

— r-aprime or a power of a prime.

— Xx-anintegerin{0, 1, .. r-1}.

Assumptions

— Wh

Eler
— Wh
Eler
— Wh
Eler
— Wh
Eler
Out
— Wh
12FF
— Wh
I2FH

A p;
zerd

H=prwhere pisanedd-prime:

hents of GF(p) are represented as integersin {0, 1,...,p - 1}.

bn = pM, where p is an odd prime and m is an integer greater than 1:
hents of GF(p™) are represented as a p-ary strings of length m.

b1 1 = 2:

hents of GF(2) are represented integers in {0, 1}.

b1 = 2M, where m is an integer greater than 1:

hents of GF(2M) are represented as a binary strings of length,m(

but value

bn 1 = p is an odd prime:

'(nx)=x€{0,1,...,p-1}.

bn = p™M, where p is an odd prime and m is,an;integer greater than 1:
(1, X) = Xm-1 Xm-2 - - - X0-

ary string whose m components (representing a base p expansion of x, padded with leadinig

s, if necessary, to attain the desired length) can be computed as follows.
a:=x;
i:=0;

While(i<m)do{

b:= la/p];
xi=a- (p)(b);
a:=b;
T=i+1]

— Whenr=2:

I2FE(r, x) =x € {0, 1}.

— When r = 2m, where m is an integer greater than 1:

I2FE(1, X) = Xm-1 Xm=2 - - - X0,

a binary string whose m components (representing a base 2 expansion of x, padded with leading
zeros, if necessary, to attain the desired length) can be computed as follows.

50
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a:=x;
i:=0;
While (i<m)do{

b:= la/2];
xi:=a - (2)(b);
a:=b;
i=i+1)

|l

hput values

- r-aprime or a power of a prime.

-+ x-anelement of the Galois field GF(r).
Assumptions

—+ When r = p, where p is an odd prime:

X € GF(p) is represented as an integer in {0, 1, ..., p"1}.

X € GF(pm) is represented as a p-ary string-of length m;

X = Xm-1Xm-2 .. X0, where x; € {0, 1, ..y p - 1} for 0 <i<m.
4+ Whenr=2:

X € GF(2) is represented as aninteger in {0, 1}.

1+ When r=2m, where m@syan integer greater than 1:

X € GF(2m) is represented as a binary string of length m;

X = Xm-1 Xm-20G-X0, where x; € {0, 1} for 0 <i < m.

o

Jutput valué

— FE2BS(r,x) =12BS( g, FE2I(1, x) ),

Wwhere g =8 [logzse(r) 1.

B.3 Conversion from a field element to a binary string: FE2BS(r,X)

4+ When r=pm, where p is an odd prime and m js-an integer greater than 1:

B.4 Conversion from a binary string to an integer: BS2I (g, x)
Input values

— g - apositive integer, indicating the length of the input string.

— X=Xg-1Xg-2...X0 - abinary string of length g.

Output value

— BS2I(g,x)=291x4-1+292x42+...+x0€{0,1,...,29-1}.

© ISO/IEC 2016 - All rights reserved
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B.5 Conversion from an integer to a binary string: 12BS(g, x)
Input values

— g - apositive integer, indicating the length of the output string.

— Xx-anintegerin{0, 1, ..., 29 - 1}.

Output value

— 12BStg-9=*g=r¥xg=r—%0-

A binary string whose g components (representing a base 2 expansion of x, padded with leadinig
zergs, if necessary, to attain the desired length) can be computed as follows.

While (i<g)do{

b:= la/2];
xi:=a - (2)(b);
a:=b;
i=i+1}

B.6 Ctnversion between an integer and an.octet string: I20S(h, x) & 0S21(h, M)
):

Input values

120S(h,

— h - g positive integer, indicating the length of the output octet string.

— x-4nintegerin{0, 1, .., 256h =4}

Output palue

— Conjpute a string of integers, x;-1 xp—2 ... X0, where x; € {0, 1, ..., 255} for 0 <i < h, representing a bas|

256|expansion of x-padded with leading zeros, if necessary, to attain length, h. The x; values can b
confputed as follows.

D

While (i<h)do{
b:= la/256];
xi:=a- (256)(b);
a:=b;
i=i+1}
— 120S( h,x) = Mp-1 Mp—2 ... My,

where octet M; is equivalent to the 8-long binary string I2BS(8, x;).
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0S2I(h, M):

Input values

— h-apositive integer, indicating the length of the input octet string.

— M= My 4 My, o Mg = an octet ering nflpngfh h

ISO/IEC 14888-3:2016(E)

A

o

<

lssumption

- For 0 <i<h, M;isrepresented as an 8-long binary string.
Jutput value

—  Compute the string of integers, xp-1 Xp-2 . . . X0,

here x; = BS21(8, M;) €{0, 1, ..., 255} for0 <i<h.

S2I( h, x) = 256h-1xp_1 + 256h2xp_ 2 +...+x0€{0,1,...,256h — 1)
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Annex G
based si

This fur
an integ
current
also use
reason,

Given a
as input
T = I2P(]
field ele
specific

a) Set
mod

b) Set

c Ifri
the

1y
2)
3)

Annex C
(informative)

Conversion functions (II)

bnature mechanisms in Clause 7.

ction is believed to hold the properties of the randomness and onewayness, i.e. conyertinig
er to a point such that the point is randomly distributed in the selected group and that give
knowledge, recovering the integer from the point is computationally infeasible. This'function is
d by IEEE P1363. However, there is no formal security proof of this function published. For this
his function is recommended as informative.

set of elliptic curve domain parameters (r, q, aj, az), Function I2P opetates on an integer |

and produces a point T of order g on the curve E over GF(r) as output, which is specified as
/). In the following specification, the operations of addition and multiplication between finite
ments follow the specification in ISO/IEC 15946-1, and the operation of KDF1 follows t
tion in ISO/IEC 18033-2.

) = BS2I(8 [logase(r) 1, KDF1y2 (120S(['log2s6( u )1, u), ength in bytes of representation of r))
r. If v =0, output "invalid" and stop.

L = u mod 2.

—

s a prime (r = p) and the curve E is Y2 = X3 + a3:X + az defined over GF(p), compute the point T'i
following way:

Let x have the value of v.
Compute the field element ¢ = x3 +@drx + az mod p. If ¢ = 0, output "invalid" and stop.

Find a square root d of ¢ madulo p (i.e. an integer d with 0 < d < p such that d2 = ¢ mod p) g
determine that no such square roots exist.

—

i) To determine the-exiStence of the square root, compute 6 = c(P-1/2 mod p. If § = 1, d exists,
otherwise, d dogs-nhot exist.

ii) Ifd# 1, compute u=u+1and go to Step a).
iii) If 6 =1 find d.

The gpération of finding two field elements d such that d2 = ¢ mod p is given in Reference [4
and\Reference [23]. In order to make the result unique, if the application of this mechanism ha

—_

v

a“specific requirement on which value should be chosen, follow the requirement. Otherwise,

<)

d) Ifri
Y2 =

1y
2)

54

smallest absolute value modulo p is recommended.
iv) Sety=(I2FE(r,p - 1))A x d.
v) Setpoint T = (x,y), compute T=[#E/q]T, and output T.

s an odd prime power (r=pm, p > 2, m = 2) and the curve E is Y2 = x3 + a1x2 + az (when p = 3) and
x3 + a1x + az (when p > 3) defined over GF(p™), compute the point T in the following way:

Setx = I2FE(r, v).

If (p = 3),setc=x3 + ayx2 + ap in GF(p™m). If c = 0, output "invalid" and stop.
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3) If(p>3),setc=x3+aix+azin GF(pm).If c =0, output "invalid" and stop.

4) Find a square root d of c in GF(p™) [i.e. a GF(p™) element d such that d 2 = ¢ in GF(p™)] or
determine that no such square roots exist. If the result is no such square roots existing, Set
u=u+1and go to Step a).

NOTE1 The operations of determining the existence of and finding a square root of a field element are
given in References [4] and [23]. In order to make the result unique, if the application of this mechanism has
a specific requirement on which value should be chosen, follow the requirement. Otherwise, compare the
maximum degrees of the results, and select d with smaller degree. If the maximum degree of the values are
SATE, e SEtect d WitiT STITatter absotute value coet ficientof the degree. (T botiT the degree amd the cpefficient
are same, then compare the second largest degree and select d with smaller absolute value coeffiCignt of the
degree. Repeat this process until the unique d is selected.

5) Sety=(I2FE(r,p - 1))Ax d.
6) Setpoint T = (x,y), compute T = [#E/q]T, and output T.

g Ifris a prime power of 2 (r = 2m, m = 2) and the curve E is Y2 + XY =.X3 + a1 X2 + ay defihed over
GF(2m), compute the point T in the following way:

1) Setx=I2FE(r, ).
2) Setc=x+ay+azx(2) in GF(2m). If ¢ = 0, output "invalid"-and stop.

3) Find a field element d satisfying d2 + d = c in GF(2™)or determine that no such integerg exist. If
the result is no such integers existing, Set u = u +<¥ and go to Step a).

NOTE 2  The operations of determining the existence’of and finding a field element d such that g2 + d = ¢
in GF(2m) is given in References [4] and [23]. In_order to make the result unique, if the applicati¢n of this
mechanism has a specific requirement on which*%alue should be chosen, follow the requirement. Otherwise,
compare the maximum degrees of the results,'and select d with smaller maximum degree. If the maximum
degree of two values are same, then comparé the second largest degree and select d with smallgr second
largest degree. Repeat this process until.the unique d is selected.

4) Sety=(d+ I2FE(r, A)) x x.
5) Setpoint T = (x, y), compute T=[#E/q]T, and output T.
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Annex D
(normative)

Generation of DSA domain parameters

D.1 G

The priy
to const
used to
congrue|
given in

Let h be
in bits. [

Steqd
inb

Steqd

Steqd
tol

Steqd

is ofle where the probability of a non-prime nunibeér passing the test is at most 2-5/2).

Steqd
Steqd
Steqd

Step
X=

Stey
Step
Steqd

eneration of the prime p and q

he generation scheme starts by using the appropriate hash-function and a user supplied SEE
ruct a prime g, in the range 261 < g < 2B. Once this is accomplished, the same SEED value i
construct an X in the range 2@-1 < X < 2a, The prime p is then formed by roundingXté a numbg
nt to 1 mod 2q as described below. Conversion functions between integer and sequence ar
Annex B.

D = nn \J

the appropriate hash-function for the (@, ) pair, and let m (= y) be the length of its output block
et a-1 = n*m + b, where b and n are integers,and 0 < b < m.

()

1. Choose an arbitrary sequence of at least [ bits and call it SEED.Let s be the length of SEE.
ts.

2. Compute U = h(SEED) mod 25.

(s

3. Form g from U by setting the most significant bit(the 27 - 1 bit) and the least significant b
In terms of Boolean operations, g = U OR 28-1 0R4, Note that 28-1 < g < 25.

t

4. Use a robust primality testing algorithm to\teést whether q is prime (a robust primality tes

5.1f g is not a prime, go to Step 1.
6. Let counter = 0 and offset = 1.
7.Fork=0,...,nlet

Vk = h((SEED + offset + k).mod 25).

8. Let W be the intéger W= V0 + V1 * 2m + ... + Vn-1 * 2(0-1)*m + (Vn mod 2b) * 2n*m and I4
W/ + 2a-1, Note that 0% W < 2a-1 and hence 2a-1 < X < 2¢,

—

9.Letc=Xmod'2q and set p = X - (c - 1). Note that p is congruent to 1 mod 2g.
10. If p €281, then go to Step 13.

11,Perform a robust primality test on p.

Ste

12 If ppasses the test performed in Sten 11 goto Step 15
r I r r 7O Ir

Step 13. Let counter = counter + 1 and offset = offset + n + 1.

Step 14. If counter 24« go to Step 1, otherwise (i.e. if counter <4a) go to Step 7.

Step 15. Save the value of counter and optionally the value of SEED for use in certifying the proper
generation of p and q.

NOTE

56

This procedure is taken from Reference [17], Appendix A.
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D.2 Generation of the generator G

D.2.1 Unverifiable generation of ¢

This method is used to determine the generator G when the validation of G is not required. The
G is determined from p and q.

Step 1.e = (p-1)/q.

Step 2. Set F = any integer, where 1 < F < p-1, and F differs from any value previously tried.

value of

Step 3. G=Femod p.
Step 4.1f G = 1, then go to Step 2.
I).2.2 Verifiable generation of G

or this method, the generator G is based on the values of p, q, index and SEED. The index is a bit

_—

—

be the appropriate hash-function for the (a, §) pair. Note that this.method supports the gene
hultiple values of G for specific values of p and g. The use of differentvalues of G may be used to
ey separation by providing different values for index.

— =~

ere, “ggen” is an ACSII byte string 0x6767656E, and count.is a 16-bit counter (i.e. an unsigned
defined module 216).

Step 1.e = (p-1)/q.

Step 2. count = 1.

Step 3. U= SEED || “ggen” || index || count.
Step 4. W= h(U).

Step 5. G = We mod p.

Step 6. If G < 2, then incretent count and go to Step 3.

string of

ength eight that represents an unsigned integer. index can be used to produce different values of G from
he same (p, q) pair. The value of SEED is the final saved value from thealgorithm described in D.1. Let

ration of
support

| integer
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Annex E
(informative)

The Weil and Tate pairings

E.1 General

The Weil pairing and Tate pairing are both functions <P, Q> of pairs P, Q of points on an elliptic'curve 4
They ar¢ used in the two identity-based mechanisms specified in Clause 7.

Let G1 and G denote two groups of prime order g, where G1, with an additive notatign;’ denotes t
group of points on an elliptic curve E; and G, with a multiplicative notation, denotes.a’Subgroup of t
multiplitative group of a finite field.

A pairing is a computable bilinear map between these two groups. Two pairings have been studie
for cryptographic use. They are Weil pairingl2Z][35] and a modified (versionlll] and a modifie
version |of Tate pairing.[18]1[19] In this part of ISO/IEC 14888, < > denotesa general bilinear map, i.¢.
< >: G1 § G1 = G2, which can be either a modified Weil pairing or Tate, pdiring.

[oVpen

The modified Weil pairing and Tate pairing have the following twe'properties:

— Bilipear: If P, P1, P2, Q, Q1, Q2 are points of a cyclic group of prime order q and a satisfying1 <a<q -]

<Pi[t P2, Q> =<P1, Q>* <P, Q>;
<P, @1 + Q2> = <P, Q1> * <P, Q2>;
<[a]p, @> = <P, [a]Q> = <P, Q>%;

— Nonfdegenerate: If P is a non-identity pa@int of the cyclic group, <P, P> # 1.

E.2 The functions f, g and d
The follgwing three functions akeused to compute the Weil and Tate pairings.
— Let E be an elliptic cury¥ewith the formula y2 + a1*x*y + az*y = x3 + ap*x2 + as*x + ae.

— |Given three finite points (xo, o), (x1, 1), (u, v) on E, define the function f((xo, yo), (x1, y1), (1, v)) b

<<

if (xo, y0) = O and (%1, y1) = Of then f=1

else if (X, ¥6) € O then f=u-x1
else if X5,y =90F thren f=u-xo
else if xg # x1 then f=(x1-x0)*v-(y1-yo) *u-x1*yo+x0*y1
elseifyg #y1 then f=u-xo
Else f=(a1*yo-3*x02 - 2*ax* xo - as) * (u - xo) +

(2*yo + a1* xo + az) * (v - yo)
=-(v-y0)2- (u-x0) *(ar* (v-yo) -

(u-x0) *(2*x0+az +u))
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— Given points A, B,Con E, let g(A, B, C) =f(A,B,C) /f(A+ B, - (A + B), C).

NOTE Dependent on the value r defined in Clause 4 and the curve E, the above function f might be
simplified. The following are a few widely used examples, which do not cover every possible case. If r is a
prime (r = p) and the curve E is y2 = x3 + asx + ag defined over GF(p), or if r is an odd prime power (r = pm, p >
3, m=2) and the curve E is y2 = x3 + as*x + ag defined over GF(pm), the function fcan be written as f= (-3*xg?2
-as) * (u-x0) + 2 *yo* (v-yo) =- (v-y0)2 + (u - x0)2* (2*xo + u). If r is a prime power of 2 (r=2m, m = 2) and
the curve E is y2 + x*y = x3 + a*x2 + ag defined over GF(2m), the function fcan be written as f= (yo + x92) * (u
+x0) +x0* (V+y0) = (v+yo?2) + (u+x0)*(v+yo+ (u+x0)* (u+az)). Ifrisapower of 3 (r=3m m=2) and the
curve E is Y2 =x3 + apx 2 + ag defined over GF(3™), the function f can be written as f= 2*yo*(v - yo) - 2*az*xo *

L A
—=X07-

— Given two points D and C on E and one integer 1 > 2, the Weil function d(D, C, 1) iscomputed via
the following algorithm.

d) SetA=D,f=1.Letl=(ng ..., no) be the bit representation of  such that / = }; ni2band n; # Q.

H) fori=t-1,t-2,..,0do{

f=1*f*g9(A A C);

A=A+4;

if n; # 0 then {
f=*g(4,D,C);
A=A+D;

}
Setd(D, C, 1) = fand output d(D, C, I).

Q

(mitting the parameter [, d(D, C, I).is'denoted as d(D, C).

E.3 The Weil pairing

—

et [ > 2 be prime, and let’P and Q be points on E with [I]P = [I]Q = O, the Weil pairing < P, Q p can be
omputed in the following steps:

(@)

- choose some.random point T on E (such that Og, Q, T, P + T are all distinct), then

- computesp, Q>=((d(P,Q-T)/d(P,-T)) / (d(Q,P+T)/d@Q T))).

I during-thie computation of the pairing, a division by zero is attempted, then the computation should
He restarted with a new point T.

]

E.4 The Tate pairing

Let !> 2 be prime, and let P and Q be points on E with [I]P = Og, the Tate pairing < P, Q > can be computed
in the following steps:

— choose some random point T on E, then

— compute<P,Q>=(d(P,Q-T) /d(P,-T)).
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If during the computation of the pairing, a division by zero is attempted, then the computation should
be restarted with a new point T.

NOTE More detailed information of the Weil and Tate pairing implementation can be found in References
(8], [21] and [30].
E.5 The reduced Tate pairing

Let !> 2 be prime, and let P and Q be points on E with [I] P = O, the pairing <P, Q> can be computed in the
following STEPS:

— chogse some random point T on E;
— compute <P, Q>=(d(P,Q-T) /d(P,-T)) (pk-1)/1;

where K is the dimension of the extension field (e.g. k = 2) and pk is the number of €léments in t
extensidn field. If during the computation of the pairing, a division by zero is attempted, then t
computgdtion should be restarted with a new point T.

NOTE 1 | More detailed information of pairing implementation can be found in References [4] and [23].

NOTE 2 | The reduced Tate pairing is used in numerical examples of F.11 and F4.2:
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Annex F
(informative)

Numerical examples

016(E)

F1 General

[e—

[ is recommended that digital signatures based on SHA-1 and RIPEMD-160 should only be
bgacy applications.

f—

F.2 DSA mechanism

H2.1 Example 1: 2048-bit Prime P, SHA-224

H2.1.1 General

jary

complete explanation of the generation of all values is given in Reference [17]. This example i
alue for DSA with a = 2048 and f = 224. All hashing;including generation of domain param
erformed with SHA-224.

= <

H2.1.2 Parameters

a = 2048
B = 224
SEED = 0CO88E11l 2F88BT86 90421876 5614496E C2AF9770 C71DOA56 87F4
F=2
P = B4865EFC 44BFBACB 7EE034F0 EAESA72D 25897819 9BFOBA2S 8461

19¥33272 CO10A11B 33BCE4ES8 481B6EC7 AB1229D9 FCT7BEA43 8059
F1E28FAC 33716089 DCED277F 9036440A 887D4B22 CACSBABD ECDY
A1731594 20371025 BAABSF18 DSFDE928 CE4F5EE4 5352785F 2007

2C20756E 171CBDD8 1CEBS32A EOF29109 5CFFD9C2 3A07AC6B C2FS

Ih Annex F, unless otherwise explicitly stated, all the values are expressed in hexadecinialnotation.

used for

5 sample
eters, is

89B6

FDS7
907F
A1B3
7782

250B

BO9F8E2E6 5AF85215 6ES8EEBF8 31CO098FB 010057BD 425132B8 0A46BBS5C

E801E241 05058E58 091383F1 6F124894 FB6DEOCD 3BCC4C6E 64901743

AF8F47C3 5CC2177E B15ED172 B4969174 FE3F645A 9D3BEFC6 811A9074

BF702024 98E5E157 ECDBED3C 1FDF3C4F OODAB43A CBA49802 79392E18

B515851F

Q = B4D0963C 40D74138 69F42710 BBEF73CB C6ClC4E6 35C6BI9F3 CEFT7A6255
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Counter

G

24

A92434D5

8F37C34A

EAQA25A2

E6A8ADS50

6752B028

15444006

CAF73A0C

2510B4CA

CEF11954E

9A8B17ES

68C7DC48

C42528B7

OF3B1BED

4BEFT7FB82

093374A3

BCA0993C

8804EB74

TDEFE959

CD1F2250

C959C630

8DEED793

428BA0CC

8EF05038

61D7BA3A

E2932E80

1F3B2B8E

9EB8AES58C

885E9C6D

F2.1.3

F2.1.4

CAGEAE44

FAD461DE

010841CC

AB8E692A

2740D6ED

57ABA465

Y = 31246FAl

3AFD496A

B9512D1B

184B2733

A642DE61

F7D27677

B292B5FD

469360A9

DFC56601

2E9BO2E6

E2D3C050

8B55F033

9F416A6F

9336DB36

3E3DBI9BF

X = A279D0A3 A4243A2B

CB8D1430

F12EASCC

9E4AABAB

9114E39E

D808DCFO

08A0313E

5C5EDHIC

48F61B4D

1B4F7DD9

Per message data

A236645F

DB7EQCB4

E109A40A

697E6CT75

A629390A

Signature key and verification key

16909C9E

BDCDEBFO

D80D8916

72B99005

FED6B90OB

22876077

42255286

1BF9567A

1CDCAT791

61A7EBBS

FBDE4BAG6

DASE115F

823874F0

5B0243CA

6A517FBO

0BBFEC32

5BB8C 9%/

62AFB9B3

256127129

8D7BA182

1E22AA42

0D184F18

E1E40CC5

1BB64070

74923C59

1ECEB17B

FEFCD416D

EDD92F45

EBB61A38

B50D02EZ2

058 9E4DF

D24E6728

C2023212

EAB2CCS8E

3E3512D3

26997E41

C4890ED3

F85F5B7D

94D9A78B

2458D43D

941F85E9
5A8BCIOCD
738918AC
79EABARG

57118145

1BDDAE72
BA5C900C
08943D85
66B6E09C
EB82F720
EA142BAD
A6CE8134
1A09AAAL
A34EDY943

F171CB81

C5234A28
9DAAGREL6
@CB925E7
AC53F166

AF964626

3BA7353B
50852741
5D7EA110
49341ABF
76C2815D
BFD00011
E1647DDC
08CFCFEZ2
97057791

698ABT/EE

M

0

h(M)=

ASCII form of "abc” = 61 62 63

2973C724 TFOBD6DB 3CO8CD7A

23097D22 3405D822 8642A477

F.2.1.5 Signature

R =

S=

62

1DFAAAGF 87DA6148 6529A2F3

4A3E6377 DOSA4CD6 67BA9SFOC

1DA427DF

BDA255B3

4EBC7D89

E3982EB9

6780A7DD

2AADBCE4

3D42F405

Cl1AAGES0
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1DFAAAGF 87DA6148 6529A2F3 4EBC7D89 3D42F405 F8DCBB33 93CC1A00

F.2.2 Example 2: 3072-bit Prime P, SHA-256

F.2.2.1 General

This example is sample value for DSA with a = 3072 and 8 = 256. All hashing, including generation of

d

omain parameters, is performed with SHA-256.

2.2.2 Parameters

a

B
SEED

3072

256
193AFCA7
C2D9BD47
2
90066455
AT795A1C
4B9B2140
04AF7042
90340222
E8AT78ES54
2C59EFD1
FE1IFCB19
BES8CDS40
2C2¥F941D
3F9383EA
E97C2C56

0D15C3F3

Cl1E77B3C

B5CFC38F
TAD46076
E1EB523F
OEEFD6EA
9F491D8D
2DT7BA3SY
B1EB6651
FESF9996A
2415A014
AD179C54
1C08504F
0OEA878DE

E3FCOA83

1ECC618C

9CAA4A4S8

982CEG6BB

009D20AJ

11EEZDAL

8485261C

C21EA8DS

1A5A0FBF

8EAQFCCD

51A84047

0C1C8CEO

BOBF3215

87C11E3D

35617055

81322E47

B428hHR29

956936C6

E7880E4E

29F58835

D068699B

F1D29F5D

615B766C

E5381752

6B2FCEBO

30D460C4

03EFE434

597F1FEA

ACO1328E

B8B8BI9I/

2C260FEE

AB4DCFEO

5BFA690F

FES56B89F

6BA58A1D

5D159394

5862D0BD

38FC8BOE

E388D30D

D983BEYSA

88310DD8

742D73EE

C22B50FC

C9C83515

FO1FD610

S5E678458

1B9004A2

AAB637BCY

DBBEF6DB

87TE27F44

8A3FETAQ

E6F29AF7

4B376C37

BOB20F69

DC77EC5B

C7F37BE4

15B941D3

C59dcC446

37E36258
694(CA54
7811CD99
AC2HFAAB
51E4FE34
16B(CA63
EODAOFB2
F644773E
FE4(1C2A
144d1AE1
8349B8BF

3949EF1A

D1644CD8

Counter

G

8BC25F3E

CFA0478A

FCCFB11D

20

5E5CBA99

4D521E37

941FDDC6

54717B08

2EO0A680D

F84A4BDD
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CE64805B

885EB903

5B06B097

1BFEC416

7T6ES5B142

AEAT8E4A

0CC2D2BB

B4B2CB73

49A77TA48

45746910

B715F7B8

38469DF7

3D448EDE

2846F9A0

F7DC9Y987E

3B7ACCCS

C393914cC

63


https://standardsiso.com/api/?name=be7e6665196d6916f03e11caaceaf221

ISO/IEC 14888-3:2016(E)

F2.2.3

64

T92E6A92

3DFCB5D3

AAD1AA94

E5B9C9B6

3D3DO3DF

3E2117AB

B7332AA1

85FD8F4A

EFEF642B

AD1078BA

805276A9

9275AFAl

60126FEB

C48351C4

21DA4251

T5AADB52

F8ECOB60

2CF05DB8

6FB171B9

98F07D24

61D91673
FB6F66CC
ATFOF09B
BFAOEF17

81622BCE

EASAAFFE

23AE4870

3397F393

A961CE96

45969D9C

ECBFA618

791D5982

TF2E90BS

CTETATCC

4D6063D7

2AB7AO0FO0

9AC3AE3B

B66B5B4B

E58259B0

E3B98856

74C1D2C2

DA1ABBRF

8B2F49A7

EOC6B6CA

9BAGE2F7

90489ACS

7TA88126B

ATAFBO6A2

BF25CAEQ

CC6AF335

CEF8289A

84660896

E62363CD

914D7828

9799620F

5A13F812

Signature key and verification key

X

3ABC1587 297CE7BY9 EA1AD665

0OEBB8764

8B891C86

TTF9FAOD

D2A4282F

2B5C36C3

BA88T74AE

44343442

5B52D6ZE

7DEA3E94

PSB61056

9FDBCY941

92D3DE87

EF6074E7

FAAO8A48

F8FCO4ER

A9F 93600

FA3DB7DE

954E1376

Cl1A2E7TA

97C2556B

FA679CAS8

5879390F

AT7624121

CDB47TE1A

7B8B6I9FE

6AEB448B

618C5E2D

DB8DDB52

4FBE3830

79BB4D7E

2F5F78B7

E08C4720

2E2873D5

AFF387D9

F82CFD8E

E2B63A6D

00E11C33

E34563F9

1CF2BC4D

2098B26F

224A5958

6FCB5CFEB

FEOCF3E1

CD005D18

A064573E

4FFCOD46

71FA36D2

781CEBB3

461B2404

E31476B6
8E51E029
2844CCB8
F2A427AB
TEDO747E
787FTDED

9410E%3B

TF92ED25

BECCA6BO
96ABD4CD
393EF35A
FCO5CFAT
EC3562A3
61E6D558
9DF97879
ATEC8AS3
D4866ADS

DB883D21

7299E231

CAFBD55E

B6947549

CD65750B

C59EOQEOQOA

3B30E1A2

CABC8553

75535DCE

A56B2CEF

FSDF9131

13B3435B

3D04CF25

1BFB694A

2EE44173

88FE1C4F

25A5E830

SF4EQ0676

F8BD90B3

6841489A

GRE19DA2

506F56DD

23CE7D8A

2D09F1FB

F567D1B4

6B0C8625

B942E025

02BB303C

2656E913

C8D3D698

23AC87FD

8E5DBO5A

79888A99

84607228

CEF549395

0OAC55916

4578F28B

92AB7701

1BB48CAS

97BFEAS8D

3ABC1587

2AFEBC11

CBFI9F310

1EE6ECO1

297CE7TB9

008985A8

98FD3FD3

6B89BAS1

EOB34CEO

21CD2D97

854C49A6

CAFB5FOC

545DA462

8CTEGFET

5D920174
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84C989FA

66FD77F6

499D1AAF

4AACES40

117375E9

2D8F2CEE

8DE632C2

354974F9
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F.2.2.4 Per message data

M = ASCII form of "abc" =61 62 63
K = A6902C1E 6E3943C5 62806158 8A8B007B CCEASIDB F1291548 3F04B24A
BO678BEE
h(M) = BA7816BF 8F01CFEA 414140DE 5DAE2223 BO0361A3 96177A9C B410FF61
F20015AD
R2.2.5 Signature
R = SF184E64 5A38BESF B4A6871B 6503A9D1 2924C7AB E04BY¥41 0064qC2EC
AGE3BE3E
S = 91EBOC7B A3D4B9B6 0B825C3D 9F2CADA8 A2C9DJ72 3267B033 CBCICESS
03DB9C18
R2.2.6 Verification
R' = 5F184E64 5A38BESF B4A6871B 6503A9D1 2924C7AB E04B7141 0064C2EC
AGE3BE3E

F.3 KCDSA mechanism
H3.1 Example 1: 2048-bit Prime B;-224-bit Prime Q, SHA-224

H3.1.1 General

This example uses SHA-224 asithe hash-function h. The hash-code is simply the value of SHA-224.

H3.1.2 Parameters

20071.e. 512 in decimal)
2048

BY= 224

8DABCI1B5

C95D11BE

46661DF5

8CO9F803E

B729B800

DD92751B

3A4F10C6

3FF5000C

380709EA

828B4F8F

0C1160A0

3233444F

A5448E9F

FF235694

2E1C416B

BO6EOES0

E66D4ES5D

98763C5A
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3BCOES16

94351CFE

51A5CDFC

57F7FAQF

2A18AD17

1E829C76

FO42E399

A5529EA3

7593B18B

93BB0397

A811E70B

4CF36ADB

B34AF9BE

47DCF43F

TE3788D5

031FE7D5

14F4F431

56980BD4

E582CCFC

302F5894

1BO9CCOAE

OA6828DA

12028260

C54BBE29
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F3.1.3

66

TET790228

13403B8B

AFCCSOF50

F384C97C

864F1884

4292D75C

93B711C3

55D8B713

91B58C31

1EC103CD

A3600FF4

03A2182B

6COEBDOS8

DEES655E

FDIBE7FE

59310B09
6E6397E0
C5CF0B38
CBF3FAL3

E54650F2

291CBEFB

83380BF2

888CD115

2A3BB997

C721528A

886AF3B9

72787F6D

537F32CC

T9A51F53

OE9BELFS8

67A6F61C

854FD93C

F7704E99

F36618F7

5BC72556

E7DB16FC

167B9434

3D1704EE

2784AFE4

F2CODEA3

7TA414D16

0D00C14A

1B2DFBOA

0B954F25

6C62F4EC

T4EF4839

BD9BE354

9147EEAF

F2317F45

1A7B45C8

5E3734E7

TA9A5A96

TA225044

3EA302D2

BADASDAG

F3480183

22C6A3F9

E281F7FE

85CC9OCE2

185C8258

3B9CBE48

9B64673F

Signature key and verification key

2F1991C1 AF401872 8ALA431B

0EC6BC65

04EDE5C6

582F76A%

18921494

FD4FTD35

3577A71D

TEX29297

F22B8B1B

TF6239B6

B788FE95

3B7F085D

ABCACBG6B

32230BCS

C6CE7CO9B

B2D5885D

J71E9A1D4

8BO79E4A
B6EYEBO3
367E4ECT
2BAEBG6FO
69850A56
9D3C3C6hF
7813D054
E81661F3
387ETECY
F8127CB4

85681C4E

9B5459DF

DE6F4666
8F06B768
C2D230E8
8C8FAEAS

7815C73F

D385A357

68C1EB57

2F6ETEES

6953C0C8

17C999DB

358896C4

24ED1912

21512D5D

79C04707

400BESEY

B16F6D25

AEA27D10

F8102B49

9A40BEE2

1C90BE4C

AQ8T7ACAA

3EDB21AA

B24B45CD

EATF800L

5104AD03

EY8BAL17D

E63C605E

B5C7653A

2C0580B0

EF546241

6AC5DE17

6797FES57

3DD1ESES

FAICAESE

C33A8861

EE2784E3

BO9FCB565

5ACS9570E

6ADBOFD7

47999350

1BDOCOFO

8216ESAQ

70EB5B84

6852BE7C

6D613561

8059FA52

EQO7CB5F1

99C205B2

EED9760E

9COAECEA

B1DB364B

441FA90D

EE4FF405

9B8746D8

A60578BF

8BD9AATS
BDCY9AFD3
DFESAQF2
23591F17
65E1AF6D

08852898

A44FC314

CE8F5F17

AOB9192F

8A4FC7CB

903E5A1L3
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TE733E90

E3E71203

E2220C08

5065F6A3

8004910B
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F.3.1.4 Per message data

M =

ISO/IEC 14888-3:2016(E)

ASCII form of "This is a test message for KCDSA usage!” =

54 68 69

65 73 73

20 75 73

73 20 69

61 67 65

61 67 65

73 20 61

20 66 6oF

21

20 74 65

72 20 4B

73 74 20

43 44 53

6D

41

R

Y =

h(Y"|[M)

49561994

566DED80

1BDOCOFO

8216E9A0

70EB5B84

B3F921C1

059A3575

5E4E4BEC

6AFTEC24

3.1.5 Signature

R

95
Il

FD2BADSE

EQ7CB5F1

99C205B2

EED9760E

8DDD06B6

B42ED14C

410CAlC1

EE4FF405

9B8746D8

A60578BF

09D02BD5

1F00AS8C

5C3FD3F1

23591F17

65E1AF6D

08852898

916F180E

DO77&881

2ET70263F

8A4FCTCB

903E5AL3

5DEBTOCS

D65E6GFLA

2820AD5C

5065E6A3

8004910B

9FEC063D

50D7ACD1

EDB76A2D 39F3D7FA 16DQB8Z59 4118BOCF 8BA57692 CEF3BAAEC

6F6DD951

5260A2DF 2ES23DE8 77B130AC 8B5SESB17 63973B88 D5D4627A

DEFBACF52

3.1.6 Verification

R' =

EDB76A2D 39F3D7FA 16D08259 4118BOCFEF 8BA57692 CE3BAAEC

6F6DD951

.3.2 [Example 2: 3072-bit Prime P, 256-bit Prime Q, SHA-256

32.1 General

This example uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256.

F.3.2.2 Parameters

P~
Il

R
Il

200 (i.e. 512 in decimal)

3072

256

CBAEACE3 677E98AD B2E49C00 2B8BOF43 4143B466 515839BF

© ISO/IEC 2016 - All rights reserved
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68

813B097D

3ECC8887

702AB6EF

E891933C

8475A422

2D1EE681

Cl16DFBI1C

0919B7ES

1007E017

62D7EB79

5008C27A

FB77DC4C

402FC89B

EDD40818

5F08D161

3415BC22

3F3571CC

35D0SA0E

7E4114B6

1055EFEA

31609874

EEFD4291

5040E309

BE5548D7

8A6AEB20

S5E5844F3

8F6C48C3

1EE4674B

8DB58B84

EBOF1C22

FOO2A2ES

5D6117B8

F400C42B

02CD7A31

5841F198

115A9FEE

CB4ADS8F

D96982C9

DDA226C7

F23E3E02

C2A8CAF4

5D9B872F

17A1C1le7

EO26F1F3

4E33AD89

613FA35D

119ECCDE

BCB3DJEE

EZR00F81

4F4F8515

195BCBBA

5DOCA66C

A0C9940A

9EESES61

EBE43218

BAS84A2B

172F2648

692E0DDB

BDOEO6DF

C4D65E06

87180079

A760A401

AF836CCS8

87133749

B7C3DT9A

BY9CAF18F

0778863F

CO9B6D5AY

5B69C16C

BAF9A850

830B8461

3FDAA347

32600443

Al12A3625

2639616F

73784334

E1D62D05

B6615508

C72594A3

1B619B04

66F2EC13

5149BE43

A4B1BBA4

5409268B

791C2729

FCB9C259

373127A2

5D17289C

D11DDAO0Y

3531BDDS

6E97ADCD

3B6D3001

594020C2

6ATFI9BD7

DE7737EE

8539AC7T8

83ED66GFE7

87C676A3

E83A328E

4FEABA3CB

63F1BB4F

C23252A4

FBA82B45

A4B014BC

31FCD33A

121E37D9

4CC37E71

55BC30FA

EC71E5A9

05A1F490

28BF930F

40DBA3BE

434F0534

3704535F

3D032D18

AABBCESF

CA06A300

C55ECAQ6

BO7F31A8

0010848F

C86F31E2

814E4352

T9A85A90

6706E5FE

8A840330

9B856298

5B16792D

TA9DCCC6

2BD04B92

484EAA63

BD8A4T75]

8FJELDB3

CA2F4904

33D2BY9AA

F0663A0A

62BE1D85

9EB85603

F2667ACB

C9B678B4

1E8ACACB

0C09D631

CD541037

1F495BBS8

258DBFCE

D4E1574E

673A3BLF

41512FC3

6F574504

DDOFFC3D

9729E8CO

667C07D8

EB89452D

2BFF804F

95C1lEOB1

88F6DFI1

8EBOOF4C

51509F97

B7482796

98184D73

5645E060

FES59D32E

4D878B48

612B746F

523656A0

922A4AF3

5F545012

2D2AD2ED

E8D70A83

6431BC52

EDD63047

C566516B
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AED51403 31F29528 B30FC8BS

9FBFF84B 64BF0238 AATE2AF2

240A5E64 5A6469CY9 B002215D

F.3.2.3 Signature key and verification key

7C28569A

94B46FAT7

45C8D306

A9371C28

ECADC15A

9A91C2A4

AD7DC189

ISO/IEC 14888-3:2016(E)

18017B09

1CO6DADC

ED2FB547

96CEQ046E

53A84FFC
F1IF2E7B1

A942D777

EBE04383

M

8391C232

2574E10E

DF21DCDB

B98C47C2

D41533A9

EC75A24C

D4500092

CB670CTF

9415B1AA

E66786C5

483B2257

2EQ0D9712

D722AFBA

9DSEODY9A

A7743B08

8B626GECF

FOBD4DEA

078DBO5A

806F1C42

AT72073F6

B2F6FCOF

558AB932

FF26247C

09F5E449

3B95BFD7

97264B90

CCE0378C

DBOCE35D

B42C4897

T8EFA858

CB4BOAOSC

A219E764

4422221

30F250A6

R3.2.4 Per message data

58F7CF8F

5565506D

504FA4FB

OA154CAE

F297D293

AQOA659B

CF236A0A

4167850A

CB49920B

C737€980

BAET7C684

C4D10F19

A90D0551

EAOA3AZ2A

8EEF487C

A5C86178

A4A6CF2B

A3DF98D5

C7F411E2

CC544E43

7T47ECCO5

637CE139

6F3CH3BE

&194CT780

855558F4

1A261A02

D3D35BC5S

72112CES8

1803845D

617661C1

Cl101DBFB

83EAQOF87

EB177DBE

A6CBEEE®6

3EAA3B18

0008889A

B3483647

QF6487AC

8DI9CF591

BE4527DF

DAC4C42F

BDF718C2

726CE899

FEFD39792

7C670BCF

6A372FEQ

715BC33A

3E7A4651

ASCII form of "This is a test message for KCDSA usage!” =

60E4ECAY
1B6BSP8S8
TX353DAE
2C899373
A87BCBBS
AT0F9CO00
C9D30686
FEB67BE6
92DD229B
FD4D69C5
2696B044
49BF14E4
1B066497
58B547A2
B85928EC

98C46448B

54 68 09

65 73 73

20 75 73

83F3008F

B3EF79B2

EAQOA3A2A

13 20 69 73 20 61 20 74 65

61 67 65 20 66 6F 72 20 4B

61 67 65 21

CEBAEST7E CT7A64A3A FTEE6EEL

F8F3DD53

617661C1 6A372FEQ 58B547A2
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43 44 53

9CC197A6

8B626ECF

6D

41

D5SEBA3AS

442222E1
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8EEF487C C101DBFB 715BC33A B85928EC FOBD4DEA 30F250A6
AS5C86178 83EAQOF87 3ET7A4651 98C4644B
h(Y'||M) = 4DAF2A9B 83446B62 F571A669 FACB2D30 7ADE18DE 1A3FFB87
649ABA4E 606A0751
V = 1935B399 849AB60F OAEG62FAD 82B281E9 1A098A8F 51E6ETD6
BA581801 F02604A0
F.3.2.5 | Signature
R = 547A9902 0O7DEDD6D FF9789C4 7879ACDY9 60D79251 4BD91CS51
DEC2A24F 904CO03F1
S = 1668797B 26641E72 94AA68D3 8562EAE3 CAA842D0 F446949C
4268AE3D 0392434F
F.3.2.6 | Verification
R' = 547A9902 07DEDD6D FF9789C4 7879ACDY 60D79251 4BD91C51
DEC2A24F 904CO03F1
F3.3 Example 3: 2048-bit Prime P, 224-bit-Prime Q, SHA-256
F.3.3.1 | General
This exgmple uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256.
FE3.3.2 | Parameters
[ = 200 (i.e. 512Gn decimal)
a = 2048
= 224
=\8DA8C1B5 C95D11BE 46661DF5 8CO9F803E B729B800 DD92751B
3AAFI1QCA ASA4Q8FOF 3RCOEQ16 FQ42E300 RIAAFORE ESQ2CCEC
3FF5000C FF235694 94351CFE A5529EA3 47DCF43F 302F5894
380709EA 2E1C416B 51A5CDFC 7593B18B 7E3788D5 1B9CCOAE
828B4F8F BO6EOESO 57F7FAOF 93BB0397 031FE7D5 0A6828DA
0C1160A0 E66D4ESD 2A18AD17 A811ET70B 14F4F431 1A028260
3233444F 98763C5A 1E829C76 4CF36ADB 56980BD4 C54BBE29
T7E790228 4292D75C A3600FF4 59310B09 291CBEFB C721528A
70 © ISO/IEC 2016 - All rights reserved
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13403B8B

AFCCIOF50

F384C97C

864F1884

79A51F53

93B711C3

55D8B713

91B58C31

1EC103CD

03A2182B

6COEBDO8

DEE5655E

FDIBE7FE

6E6397E0

C5CFOB38

CBF3FAL3

E54650F2

ISO/IEC 14888-3:2016(E)

83380BF2

888CD115

2A3BB997

886AF3B9

72787F6D

537F32CC

OE9BELFS8
67A6F61C
854FD93C
F7704E99
F36618F7
5BC72556
E7DB16FC
167B9434
3D1704EE
2784AFE4

F2C9DEA3

2F1991C1
OEC6BC65
04EDE5C6
582F7.0K2
8921494
FD4F7D35
3577A71D

SAC9570E

7TA414D16

0DO0OC14A

1B2DFBOA

0B954F25

6C62F4EC

T4EF4839

BD9BE354

9147EEAF

F2317F45

1A7B45CS8

5E3734E7

AF401832

FEA29297

F22B8B1B

TF6239B6

B788FE95

3B7F085D

6852BE7C

TASA5A96

TA225044

3EA302D2

BADASDAG

F3480183

22C6A3F9

E281F7FE

85CC9OCE2

185C8258

3B9CBE48

9B646¥3F

3.3.3 Signature key and verification key

8A5A431B

ABCACBG6B

32230BC5

C6CE7C9B

B2D5885D

71E9A1D4

9COAECEA

8BO79E4A

B6E9EBO3

367E4ECT

2BAEBGFO

69850A56

9D3C3CoF

7813D054

E8166ZES

38FETECO

E9127CB4

85681C4E

9B5459DF

DE6F4666

8F06B768

C2D230E8

8C8FAEAS

7815C73F

8BDI9AATS

D385A357

68C1EB5S7

2F6ET7EES

6953C0C8

17C999DB

358896C4

27ED1912

21512D5D

79C04707

400BESE9

Bl16F6D25

AEA27D10

F8102B49

9A40BEE2

1C90BE4C

AO87ACAA

A44FC314

3EDB21AA
B24B45CD
EATE8002
5104ADO03
E68BAL17D
E63C605E
B5C7653A
2C0580B0
EF546241

6AC5DE17

6797FES57

3DD1ESE9
FAICAESE
C33A8861
EE2784E3
BO9FCB565

JTE733E90

6ADBOFD7

4A999350

1BDOCOFO

8216E9A0

70EB5B84

6D613561

8059FA52

EQ7CB5F1

99C205B2

EED9760E
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B1DB364B

441FA90D

EE4FF405

9B8746D8

A60578BF

BDCOAFD3

DFE9AQF2

23591F17

65E1AF6D

08852898

CE8F5F17

AOB9192F

8A4FCTCB

903E5A13

E3E71203

E2220C08

5065F6A3

8004910B
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F3.3.4 Per message data

M = ASCII form of "This is a test message for KCDSA usage!” =
54 68 69 73 20 69 73 20 61 20 74 65 73 74 20 6D
65 73 73 61 67 65 20 66 6F 72 20 4B 43 44 53 41
20 75 73 61 67 65 21
K = 49561994 FD2BADSE 410CA1C1 5C3FD3F1 2E70263F 2820ADS5C
566DED80
Y’ = 1BDOCOFO EQ7CBS5F1 EE4FF405 23591F17 8A4FCT7CB 5065F6A3
8216E9A0 99C205B2 9B8746D8 65E1AF6D 903E5A13 80049108
70EB5B84 EED9760E A60578BE 08852898
12BS(B, BS2I(y, h(Y' ||M2)) mod 2P) =
894315A9 A68EF862 7DO15AAE 4EBB41B3 FEDS8SAAA 9614CC67
09DE2B47
V = 489142E8 F4A1ACEl 4F693AFD 632A6FB7NDOA8392AD E61F8A26
3F665A1B
F.3.3.5 | Signature
R = C1D25741 522F5483 326860588 2D912E04 A45B1807 700B4641
36B8715C
S = OAFAEAG63 929428282 86BOFO9E1 9ECIBC13 BFA29B54 5747F262
ODA3AFC1
F.3.3.6 | Verification
R' = C1D2§7J471 522F5483 32686053 2D912E04 A45B1807 700B4641

F4 Pq

3€BB8715C

pintcheval-Vaudenay mechanism

F4.1 Example 1: 2048-bit Prime P, SHA-224

F4.1.1 General

This example uses SHA-224 as the hash-function h. The hash-code is simply the value of SHA-224.

72
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F4.1.2 Parameters

200 (i.e. 512 in decimal)

2

EEADFD4F

39B25F76

9CC4EFF7

083743F1

F5B3F5D9

826919FE

047399E1

D5C750F5

ISO/IEC 14888-3:2016(E)

00E6DO1D

BC6ADOC1

6DE30E40

COBY9E229

695F306C

A2EET7BB4

F1AE412B

E7B38648

BA2C2111

B0235223

50D67BFB

95BET7E9%4

76COFD6E

C3E87841

ASFEF99D

BC376597

ABAQF6CB

A15193A9

2EAD2E4A

5F657KDA

E5B31614

37683EE2

AGE49A82

9C76C8A4

1AE9F631

E6C38A8F

128ECF26

6190B6A4

821C3EES

44B45E72

469278F0

FO01lCc274cC

33537111

9B4463CE

C582A659

60596837

6CAT27E3

2EY/CT760A

64CDOBFF

997FF1CA

427BA8C

9C9F27E9

DABFDB3D

TEC4ACY94

2A4C1C30

DB9DBD74

0211E61F

BDD1BBC2

AB2A54A7

TE6F5CO3

B3291116

78C33059

4FBAT73B6

0/1ZA5F1A

661C1734

A9DSF32E

61E86750

A3B2B228

6E87790A

O6FFC4EC

87812CD2

48D351F5

74FD88F9

1FEC7149

C91CBDCA

FS5F767C2

E4C89E5A

A3787C59

2785FA22

40544989

6F25CF05

022498A0

2839A1DF

DFC2BBOB

B20E9760

D8B3CFEDC

88299DE3

3C8B551B

17504261

8A15EEAA

8B870F9F

714798E6

1356AD5A

4ED4CEA4F

31F9FDEF

5C54DC16

6A38AAT6

2E635460

38824CC9

EAS51A6BS

594BOAE2

9FT756AA3

178862DF

3D00A46A

100F58B7

82606A1C

E99DE627

36391E67

609AE941

2FD2D865

87449AFFR

43AC277T0

FES99F47

0167A8D6

3589852C

65E5E1D5

55D802CE

050E79BB

12627447

44AD8ADD

C154A308

E787A3DE

CD593D82

BC80ACD2

8FOEFT77B

3042E8A2

FFASAA2D

886045F9

395F0CFEC

SEE9B836

99E36A65

9E1C9545

AFB8C269

F.4.1.3 Signature key and verification key

X

26534136 393884D5 885F924C

118E1BIA

D88E9870 78469EBY B6296190
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BC18D60C

522352A0

188C83AC

64BF87C8

AETF56AE

860A2560

1F5BFFD3

8A24B387

17B323B4

88CO3ABS
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F.4.1.4

F4.1.5

C6C2048E

27F26DF2

3659BB68

3FOE40FA

D0867B95

5B8D087C

CCBFDB4A

FES50F61C

9198D358

DSAB1ASE

8C1D7ASF

4351E2BA

31573684

F2BD39F4

2A8377A9

E2D3394E

42866D82

E93B19C5

DDC4CC5E

8189FEF4

F567CA43

72DB1BB2

F3F832C5

BD670CB1

0B24150B

8AC89B5A

422157D5

01B6CDOF

677F4F8F

2FTEAD42

R

R|

h(R|IM)

BBD61A86

0577EB51

AB964428

117B9EDS

386947FE

717548D2

236214D0

787CEDES

4943FD61

C6150431

196E0021

872EE96D

401511ED

BD4CBE9B

Per message data

2CTFAFTE

BD149C67

ASCII form of "abc" = 61

Signature

AF246E82

EBOD97E7

AF246E82

EBOD97E7

74F24075

T4E24075

616263

87614940

431C94DB

A99E3576

43AC10BF

1FC3D785

BE1BD5DC

45C83654

62 63

345014D5

343014D5

435E55DB

D746800A

0613D279

1E1F7450

C937D5CE

AD2C2E47

E1F9B4A2

FC648CEOQ

FC648CEOQ

55CAOQOF37

F1B4F23E

2FC3E8AS8

01ABS1CF

5DA789D5

C736D584

09771BDO

09771BDO

Co6F06142
86F40B57
0CDD1877

842EF9383

68CHE081

ECD4ACE4

48DF1438

48DF1438

5986F3F E1D8BF68 2BDS8FE31 25065C4C DY9A77CDD 73EELES8S

0LD29EF2

370F4FD9

3E761FD9

B97DC37D

4DADT75E2

4EF3A6FD

3D5ACOF1

80 /ATE33

F4.1.6 Verification

74

H,

18A358C2

COBBC507

AAQ042C69

EE3A90AD

2635ABE3

A8T790BA9

07D39346

64DB83E9

85E18D55

0CDOAS3D

D909753C

T7CI91EACS

AF94B75B

C92E4736

4C91024F

CDC41AA0

36EC2FAE

E5A050BD

DC12D5AA

D383B3BA
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8E8TEA24

DA2BF62E

5A98FETE

094BOA5S
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C64BF470

EEF740DE

59DFA542

24E7TE658

CF1CDI9F5

0FC81437
C7984657
A688FODE
368FF8C1

41ECCCFE7

BADIA15D

D4B0BE24

3C5D67EB

E10A3F80

TE6A6147

3FD61B53

9DB622E1

C5A37ED4

BE42B30C

B79FE310

ISO/IEC 14888-3:2016(E)

25E2991E

0936BES55

C5A3D0OF1

6255B2AE

09C8172D

D841D159

2AE4005A

CAF1BS8FC

15F0251C

BDOCD110

R

K
a

R

R =

5281 6FA7

94A3ET764

AF246E82

EBOD9S7E7

04FADDA3

4ED385FF

74F24075

.5 SDSA mechanism

.5.1 Example 1: 2048-bit Prime P, SHA-224

5.1.1 General

or this example, the ‘2048-bit MODP group with 224<bit'prime order subgroup‘ in RFC-5114
s the group. SHA-224 is used exclusively for the hash-function, so the hash-code is simply the
§HA-224, converted according to Annex B to the apppopriate data item.

5.1.2 Parameters

2048

224

ADIO7E1E

B54B1597

EB3D638A

90$7CIOED

C9F98D11

B3BF8A31

278273C7

9123A9D0
B61D0A75
309C180E
EFDA4DFS8
ED34DBF6
70918836

DE31EFDC

5C73E38F

E0O1D85BD

343014D5

D660FAAT

E6FA141D

1DE6B85A

DI91ESFEF

C6BAOB2C

81286130

7310F712

9C6BD8BA

AQ15FB6C

FC648CEOQ

9559C51F

FO95A56DB

1274A0A6

55B7394B

8BBC27BE

BC8985DB

1FD5A074

131A2073

09771BDO

A20D64ES

AF9A3C40

6D3F8152

7AD5B7DO

6A00EOAQ

1602E714

15987D9A

191D9D64

48DF 14738

683B9FD1

7BA1DF15

AD6AC212

B6C12207

B9C49708

415D9330

DCOA486D

CDF93ACC

BE60OE69C

CI9B53DCF

CFI9DES38

AC4032EF

74866A08

44328387
C928B2B9
4BA8B0A29
4E71B81C
4F2DY9AE3

CFE4FFE3
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315D75E1

C52172E4

E3FB73C1

OAC4DFFE

9DF30B5C

A6824A4E

98C641A4

13042E9B

6B8E75B9

0Cl0E64F

8FFDACS50

10B9A6GFO

80CD86AL

23F10BOE

TEF363E2

6CDEBE7B

DD921F01

BOES87ES

16E79763

FFA31F71

89998CAF

AT0C4AFA

is used
value of

75
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AB739D77

Cl1766910

E2471504

F180EB34

BB77A86F

00C29F52
1999024A
22EA1ED4
118E98D1

OC1AB15B

C57DB17C

F4D02727

09939D54

19529745

051AE3D4

620A8652

5AC1348B

DA7460CD

D6F83456

28C8F8AC

BESES001

B8AT762D0

B5F6C6B2

6E3025E3

B70A8137

A8D66AD7

521BCY98A

50717CBE

16A330EF

150B8EEB

F.5.1.3

X

~<
1

10E183ED

B539CCE3

EDFE72FE

81BCO87F

801C0D34

B36371EB

D19963DD

409D13CD

9B6AA4BD

2AT7065B3

C58D93FE

DO9E263E4

566AFBB4

T7B5A0F1C

84B890D3

99717710

Signature key and verification key

602FE736 80BEFCB2 A8B46779

D7D371A9

A7DBB446

14AD2013

9D60E7AB

F434548D

748DAD56

8958A107

DD202405

1CE715E9

10B63FOA

1P582280

2EBF1698

FD8C4B82
2EFC8B7D
E3BDI9FEZ2
44B278E0
429596DR
B11B3ES7
823A2AE7
6ACO8EBO
5BA73FE3
DF71A27D

B1884697

61BE026D

7CTFF05D

B458A96D

4CIFA6D5

9259C45C

384118E0

AO8AFAS1

93EB331F

6995BD17

5191E4AB

9EDCA15D

770589EF

8D6C0191

7T1CFFF4C

191F2BFA

1F80535A

35FF652B

94EADB4T

DOB902C4

F4783408

E0C41990

21B71A5E

19897C48

09D2CF6A

EBEC88D6

1B9D7D35

42BE27A3

DC8F86DC

6AA21ETF

81E1BCFE

19C418E1l

4738CEBC

2NN3F4DE

74B17110

EF736831

0AA93CAF

CEF37940

A4EF099A

E734F069

OFF546FA

1DF546E2

9EEB3D7D

1180F537

S5F2FF381

94B30269

F6EC0179

BEF389A99

46725D07

CABC0944

61C1F9A3

09673967

66015ED4

06DACT737

E717E23A

38A8735D

DCOE8465

B801F382

CABACOD1

F5.1.4 Per message data

<
I

=
[

-~
I

76

ASCII form of "abc" = 616263

TBFA2DD5 6B31BB27 FFCODIAE

S5EFDI1ELS

60FCB613 40799851 BS5E2DC3A

1ABAASOF

3865BC21

AOBB9379

29100D38
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6F0C873B

85F8A578

4DF4A141

F39B1987

FDSE7862

442BEBDS

A5717098

DFE717DC

97DAQOECT

17016E91

5904CD09

FA2A601F

16DA3BOD

E9EE994A

03C5F139

A4C6A29E

D9183CDD

438B1lEAS

4C0352D8

2C1D3C01

ISO/IEC 14888-3:2016(E)

OCD1111E

DSFF1586

4976523F

271D186A

B974BADC

BO9E65F82

AB255E1D

1D73351B

ODEASABO

88184905

065F8DAS

08548EF5

D0680C63

B838BDBD

3FE41463

CC192C12

316AD681

5.1.5 Signature

CCl92C12

316AD681

4C776699

FE2DSF1F

5.1.6 Verification

60FCB613

6F0C87/3B

85F8A578

4PF4A141

F39B1987

FDSE7862

55656BAF

A34966B9

ODC69BFF

EE6OEO3B

CC18128B

72872367

72872367

9F9D52E1

40799851

442BEBDS

A5717098

DFE717DC

97DAQECT

17016E91

B3B1EDBC

0123FC81

BA67D89F

AET773475

AFAGE661

48346281

48346281

52B4@E29

BSE2DC3A

5904CD09

FA2A601F

16DA3BOD

E9EE994A

03C5F139

4C14A969

72472B44

F17CA52A

42435BD9Y

6F6CAT44

4DF721E5

4DB721E5

335E548F

3865BC21

A4C6A29E

D9183CDD

438B1lEAS

4C0352D8

2C1D3C01

2AEA1AT1

06D0C2E6

6BOF164F

09D021DD

DO9BZAGS1

D9B2A651

A3B90625

29100D38

OCD1111E

DSFF1586

4976523F

271D186A

B974BADC

D85117F4

77C3C21D

5452 H17TD

FO7602E0

OD9S7F3D3

0D97F3D3

C55FC9A4

4B1COA94

BO9E65F82

AB255E1D

1D73351B

ODEABABO

88184905

065F8DAS

08548EF5

D0680C63

B838BDBD

55656BAF

A34966B9

ODC69BFF

EE60E03B
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B3B1EDBC

0123FC81

BA67D89F

AE773475

4C14A969

72472B44

F17CA52A

42435BD9S

2AEA1AT1

06D0C2E6

6BOF164F

09D021DD

D85117F4

77C3C21D

5452777D

F97602E0
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E5.2 Example 2: 2048-bit Prime P, SHA-256

3FE41463 CC18128B AFA6E661 6F6CAT44

R' = CC192C12 72872367 48346281 4DF721E5 D9B2A651 0D97F3D3

316AD681

F.5.2.1 General

For this
astheg
SHA-254

F.5.2.2

example, the 2048-bit MODP group with 256-bit prime order subgroup‘ in RFC-5114 isuse
foup. SHA-256 is used exclusively for the hash-function, so the hash-code is simply thevalue ¢

, converted according to Annex B to the appropriate data item.

Parameters

a

B

2048

256

87A8E61D

5D2CEED4

16C3D911

5A8ASD30

6C5BFC11

4FDB70C5

F13C6D9A

67E144E5

COB857F6

T5F26375

69387 7FA

3FB3229B

0YEAT793A

BE3A6C1B

B4B6663C

435E3B00

34096FAA

6BCF67ED

D45F9088

81B23F76

51BFA4AB

14056425

89962856

D7014103

D7EF09CA

73134D0B

1A0BA125

0C6B47B1

FEBBD19C

EOODF8F1

3BF4296D

91F9E672

B941F54E

B63ACAEL

3AD8B477

ICCACBS83

DED4010A

A4B54330

DBO94AE9

2E775066

10DBC150

BC3773BF

65195999

D61957D4

830E9ATC

5B4758C0

B1lES9BBS

CAA6B790

96524D8E

E6B486F6

BDOBE621

Cl198AF12

1E1A1597

60EDBD48

7T71BE463F

TE8C6F62

8CEEF608
FARZDF45
209E0C64
22E0BlEF
BC39A0BF
2D525267
F6A167B5
B3CA3F79
C3A3960A

6116D227

4CATB1S8F
FF4FED4A

901228F8

660DDOF2

61B2AA30

97517ABD

42°75BF7B

12307F5C

35488A0E

A41825D9

71506026

54E710C3

6E11715F

21EF2054

ACOBB555

C28CBB18

78

AS55AE313

T7T7TDE62A

1D14348F

A4BDIBFF

C8484B1E

B3353BBB

41000A65

AABBABG62

6F2F9193

E83B9C80

052588B9

64E0EC37

0196F931

8AC376D2

B5045AF2

D052B985

B7D2BBD2

7TFD02837

CTTASTF2

82D6ED38

767164E1

D182EAOQA

DF016199

0DF92B52

DDF463E5

64E67982

DFC967C1

DB2A3B73

ECDO6E15

C7891428

E9EC144B

428EBC83

FB3F2EbL5

13D3FE14

57CD0915

CDC67EB6

=)
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q:

184B523D 1DB246C3 2F630784

5E2327CF EF98C582 664B4COF

8CF83642 AT09A097 B4479976

A308BOFE

64F5FBD3

F.5.2.3 Signature key and verification key

90FO00EFS8

6CC41659

40129DA2

ISO/IEC 14888-3:2016(E)

D647D148

99B1A47D

D4795451

1EB3750B

X

~
1

73018895

B7DC23AF

57A17258

8DC1DD5D

80B149C4

40A05BDB

DEF2EB4D3

1D64796C

E222407A

6161145E

8BOF0689

FB63C624

E88C417D

20D47AAQ

69006B88

D4A3F47C

35CE42FF

64E176EB

9D6875AB

D9424E57

A598480D

CE058972

F2927CDB

1E408083

F32E66B0

2E577.97B

5.2.4 Per message data

<
I

=
I

=
h

55995BA1

4545AD51

3A9F225E

FO3BA651

3F4817EC

D964398D

FDD9580E

D34952AE

C55BBD56

TET6E057

§FC31C5D

8F55A2FF

ASCII formof "abc" = 616263

2B3EEEE

23BB8EBSA

41979DBA

027D79AC

3A7C0168

EEC63305

19606871

35EE887C

6CA556E0Q

A25BBB51

460C2689

DS8FCD701

F3109C5D

DE650212

0D8206C9

3A65A665

BE1C6362

55085345

2BH05C53

4AAE8DE4

BC6CBSBAC

FFB25FA9

C6EE4DDB

FABED74A

665AD584

3D7FFC59

6EA62E09

B41B7878

6408FCB1

20F6BIEO

B788ECBB

659C6BD8

Cl15E34D6

2243BE39

BA4500A7

18FD4320

2D4D00E2

C8D1FDA4

9511D125

OF317B7A

18892E07

T79FOEES3

BAEA2231

9392E6C8

447188C7

55C1D3ES5

A33A2F43

4B222329

FA432FE7

7582032A

BOD4F721

AD3D503F

8CO077E93

2CO01FCB4

3667E373

08A895D6

0C02BE30

C0899526

27FEQ78F

292B5F4E

F8F2D239

3F8AATEA

B8FD4A54

7186C43E

CD9C8297

225AAC64
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0C950BAF

564AA5DE

Al67E114

98B5E62E

4AFF1DDE

FC904AB3

972E6E0B

6104920A

OlFEE171

9CE5C344

5AF18E4C

40A88B76

00A79416

S5E9F687F

EF284811

646950EF

A3E3787F

40F2D436

9696CC95

469BC831

6146CC69

F57B1490

66D15D23

D2840185
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077EACA4 EE75113E 95B26149 F7C6D2CD 554463F9 26E48F09
AD3C99B8 5S5EA3EC39 ET795FEAE C90C8293 FBOD0506 OFE2BF91
S5FO00E2FB 7C17B2E8 7C462EDO D49B8EZF

R = CDAC932A 758FCFCE 7E549903 FD891F41 FB5410CB DDD246F3

D6DBOCE6 EOED696E

F.5.2.5 | Signature

R = CDAC932A 758FCFCE 7E549903 FD891F41 FB5410CB DDD246F3
D6DBOCE6 EOED696E
S = 3505AEA2 EO039E18F DDC6580A E89E1SDE 0103FB45 C1BB763E

DA4EEGF5 F01783CE
F.5.2.6 | Verification

[’ = 41979DBA 19606871 A25BBB51 665AD584 9514D125 8CO077E93

~

027D79AC 35EE887C 460C2689 3D7FFC59 OF317B7A 2CO1FCB4
3667E373 F8F2D239 0CO950BAF 972EQEOB 00A79416 9696CC95
08A895D6 3F8AATEA 564AA5DE 6104920A S5E9F687F 469BC831
0CO02BE30 B8FD4A54 Al67E114“01FEE171 EF284811 6146CC69
C0899526 7186C43E 98BSE62E 9CE5C344 646950EF F57B1490
27FEO78F CD9C8297 4AFF1DDE 5AF18E4C A3E3787F 66D15D23
292B5F4E 225AAE64 FCO04AB3 40A88B76 40F2D436 D2840185
077EACA4 EE4ADI13E 95B26149 F7C6D2CD 554463F9 26E48F09
AD3C99B8 . SEA3EC39 ET795FEAE C90C8293 FBOD0506 OFE2BFI91
S5FO0EZ¥B 7C17B2E8 7C462EDO D49B8EZF

R' = CDACS32A 758FCFCE 7E549903 FD891F41 FB5410CB DDD246F3

D6DBOCE6 EOED696E

F.6 EC-DSA mechanism

F.6.1 General

For the following examples, SHA-1 is used exclusively for the hash-function, so that the hash-code is
simply the value of SHA-1, converted according to Annex B to the appropriate data item.

From a security viewpoint, it is important to avoid cryptographically weak curves (e.g. it should be
ensured that a particular curve is not vulnerable to attacks on special instances of the elliptic curve
discrete logarithm problem).
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F.6.2 Example 1: Field F;m, m =191, SHA-1

F.6.2.1 Parameters

The field Fom is represented as polynomials modulo the irreducible polynomial x191 + x9 + 1.

The elliptic curve is: Y2+ XY= X3 + a X2 + b over Fpm,

ISO/IEC 14888-3:2016(E)

a = 2866537B 67675263 6A68F565 54E12640 276B649E F7526267
b = 2E45EF57 1F00786F 67B0081B 9495A3D9 5462F5DE OAA185EC
G = (Gx, Gy)
Gy = 36B3DAF8 A23206F9 C4F299D7 B21A9C36 9137F2C8 4AELAAOD
Gy = 765BE734 33B3F95E 332932E7 0EA245CA 2418EAQOE E98018FB
Q = 40000000 00000000 00000000 04A20E90 C3906ZC8“93BBBI9AS
R6.2.2 Signature key and verification key
X = 340562E1 DDA332F9 D2AEC168 249B569% ‘EE39DOED 4D03760F
= (Yx, Yy)
Yy = S5DE37E75 6BD55D72 E3768CB3 9QFFEB96 2614dEA4 CE28AZET
Yy = 55COEOEO 2F5FB132 CAF416EEr 85B229BB B8E13520 03125BAl
K6.2.3 Per message data
M = ASCII form of "abc" = 61562 63
K = 3EEACE72 B4919P99 1738D521 879F787C B590AFF8 189D2B69
1 = (Iy.IIy).
]]X = 438ESAU1 FB55E4C6 5471DCD4 9E266142 A3BDF2BE 9D5772D5
HY = 2ADB03A0 5BD1D177 649F9167 E6F475B7 E2FF590C 85AF15DA
h(M)~-5A9993E36 4706816A BA3E2571 7850C26C 9CDOD89D
K6.2:4/ Signature
R = U3BEDAIL IBOOEAC6 54 71DCDZ 998457B1 EUZDBAF/7 U99BBI30
S = 0CY9A08C3 4468C244 B4ESD6B2 1B3C6836 28074160 20328B6E
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F.6.2.5 Verification

I = (Il 1)
]]% = 438E5A11 FB55E4C6 5471DCD4 9E266142 A3BDEF2BFE 9D5772D5
]]; = 2AD603A0 5BD1D177 649F9167 E6F475b7 E2FF590C 85AF15DA
R' = 038E5A11 FB55E4C6 5471DCD4 998452B1 EO02D8AF7 099BB930
F.6.3 Example 2: Field Fp, 192-bit Prime P, SHA-1
F.6.3.1 | Parameters
The field is Fp where P is in hexadecimal
P = FFFFFFFF FFFFFFFE FEFFFFFFEF FEFFFFFFE FFFFFEFF FEFFPEEFEF
The elliptic curve is: Y2=X3 + a X + b over Fp.
a = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE FFFFEEEFEF FEFEFFFEC
b = 64210519 ES59C80E7 OFATESAB 72243049 FEBSDEEC C146B9B1
G = (Gx Gy)
7x = 188DA80E BO3090F6 7CBF20EB 43A1l8800 F4FFOAFD 82FF1012
Gy = 07192B95 FFC8DA78 631011ED £B24CDD5 73F977A1 1E794811
Q = FFFFFFFF FEFFFFFFF FFFFFFEEF 99DEF836 146BCO9B1 B4D22831
F.6.3.2 | Signature key and verification key
X = 1A8D598F CI15BFOEFD, 89030B5C B1111AEB 92AE8BAF 5EA475FB
Vx = (Y Yy)
Yy = 62B12D60 690CDCF3 30BABAB6 E69763B4 71F994DD 702D16A5
'y = 63BEFSECO 8069705F FFF65E5C A5C0D697 16DFCB34 74373902
F.6.3.3 | Per méssage data
M- =."ASCII form of "abc" = 616263
h(M) = A9993E36 4706816A BA3E2571 7850C26C 9CDOD89D
K = FA6DE297 46BBEB7F 8BBlE761 F85F7DFB 2983169D 82FA2F4E
1T = (Ix.Iy).
HX = 88505238 OFF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD
HY = 9CFOFA1C BEFEFB91 7747A3BB 29C072B9 289C2547 884FD835.
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F.6.3.4 Signature

88505238 OFF147B7 34C330C4 3D39B2C4 A89F29B0 FT749FEAD

=
1

E9ECC781 06DEF82B F1070CF1 D4D804C3 CB390046 951DF686

95)
1
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F.6.3.5 Verification

e
Ik
IIy

Y

(Ix 11y ).

88505238 0FF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD

9CF9FAL1C BEFEFB91 7747A3BB 29C072BS 289C2547 884FD835

88505238 0FF147B7 34C330C4 3D39B2C4 A89F29B0 F749FEAD

F.6.4

F6.4.1

The field F2m is represented as polynomials modulo the irreducible polynomial x283 + x@2¥ x7 + x5 + 1

The elliptic curve is:Y2 + XY = X3 + aX2 + b over Fom.

Parameters

Example 3: Field F,m, m =283, SHA-256

a=1
b = 027B680A C8B8596D ASA4AF8A 19A0303F CA9TFR76 45309FA2
A581485A F6263E31 3B79A2F5
G = (Gx, Gy)
(x = 05F93925 8DB7DD90 E1934F8C 70BODFEC 2EED25B8 557EACOC
80E2E198 F8CDBECD 86B12053
Gy = 03676854 FE24141C B98FE6D44B20D02B4 516FF702 350EDDBO
826779C8 13FO0DF45 BE8IL2F4
Q = O3FFFFFF FFFFFFFF REFFFFFF FFFFFFFF FFFFEF90 399660FC
938A9016 5BO42AFC EFADB307
F.6.4.2 | Signature key and(verification key
X = 010652B3/7BOA9DB6 4D4033AC 6549CD1D F37E1EED E2612C23
6325/C6A FEF6C8CB5 DCB63648
Vx =(¥X Yy)
'y = 0390858E 9327A714 C74AF0C3 ADEDF4E6 C75CAFDC C46507A4
9E415B13 8A094B6F 43E882AC
Yy = 00D4A65D 973CD150 A5221BED F872A4BA 207FF442 TTDFFFD48
27C5BF16 9E719162 504D0631
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F.6.4.3 Per message data
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M = ASCII form of "Example of ECDSA with B-283"
h(M) = FOBF4AEF 3F694EBD DEOA7944 5C897ADB 2430B918 77C772DA
9B7362CB 03AEA87F
K = 0100EC32 1393E6DD 6C4D47BE 5AE189ES5 E3540857 9D086217
8F94CCBB A3C4049A 4D88EZ297
11 = (Ilx.Iy).
Iy = 077CB284 AC41E72E DA2A93EB 8D6DFF58 620F6C69 D528DFE9
0DS09AA5 CABCO3A3 4ESD5SAT6
H6.4.4 Signature
R = 037CB284 AC41ET72E DA2A93EB 8D6DFF58 620F7CD9 9B927EEC
7A060A8F 6FB7D926 SEAFAT6F
S = 00A37AC1 OAEBFC22 FCG6EG6EE2 2E8FZ35E 3EEB0555 AOFOF9DA
92D9FFAT7 34AD7679 56D27F23
H6.4.5 Verification
I = (Ily.My)
]]} = (077CB284 AC41E72E DA2A93EB 8D6DFF58 620F6C69 D528DFEO
ODS09AA5 CABCO3A3 4ESD5SAT6
R' = 037CB284-AC41ET72E DA2A93EB 8D6DFFE58 620F7CD9 9B927EEC
TAO6PQA8F 6FBT7D926 SEAFAT6F

H6.5.1 .Parameters

R b el e e e o e

faWaWal

TheAfield is Fp where P is in hexadecimal

H6.5 Example4: Field Fp, 256-bit Prime P, SHA-256

Rk e e e e

P_

Trrrrrrr

FFFEFFEFEE

o =l
UUUUUUU L

JaWaWaWaWaWaWaWal
UUUUUUUU

The elliptic curve is:Y2 = X3 + aX + b over Fp.

a

FFFFFFEFEF 00000001 00000000 00000000 00000000 FFFFFFFEF

FFFFFFEFE

FFFFFFFEC

5AC635D8 AA3AS3E7 B3EBBD55 769886BC 651D06B0 CC53BOF6

3BCE3C3E

27D2604B
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G = (Gx, Gy)
Gy = 6B17D1F2 E12C4247 F8BCEG6ES 63A440F2 77037D81 2DEB33A0
F4A13945 D898C296
Gy = 4FE342E2 FE1ATFO9B S8EET7EB4A 7COF9El6 2BCE3357 6B315ECE
CBB64068 37BES1FS
Q = FFFFFFFEF 00000000 FFFFFFFE FEFFFFFFF BCEGFAAD A7179E84
F3BI9CAC2 FC632551
F.6.5.2 | Signature key and verification key
X = C477F9F6 5C22CCE2 0657FAA5 B2D1D812 2336F851 A508ANED
04E479C3 4985BF96
Y = (Yx, Yy)
'y = B7TEO8AFD FE94BAD3 F1DC8C73 4798BA1C 62B3X0AD 1E9EA2A3
8201CD08 89BC7A1S
'y = 3603F747 959DBF7A 4BB226E4 19287200 63ADCTAE 43529E61
B563BBC6 06CC5E09
F.6.5.3 | Per message data
M = ASCII form of "Example of ECDSA with P-256"
h(M) = A41A41A1 2A799548 211C410C 65D8133A FDE34D28 BDD542E4
B680CF28 99C8ABC4
K = 7TA1ATES2 797F€8CA AA435D2A 4DACE391 58504BF2 O4FBELOSF
14DBB42 - \FAEES50AE
IT = (I d17).
Hy = 2B42F576 DOT7F4165 FF65D1F3 B1500F81 E44C316F 1FOB3EFS
7325B69A CA46104F
F.6.5.4 Signature
R = 2B42F576 DO7F4165 FF65D1F3 B1500F81 E44C316F 1FOB3EF5
7325B69A CA46104F
S = DC42C212 2D6392CD 3E3A993A 89502A81 98C1886F E69D262C
4B329BDB 6B63FAF1

86
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F.6.5.5 Verification

(I, Iy)

ISO/IEC 14888-3:2016(E)

2B42F576 DOT7F4165 FF65D1F3 B1500F81 E44C316F 1FOB3EFDS

7325B69A CA46104F

2B42F576 DOT7F4165 FF65D1F3 B1500F81 E44C316F 1FOB3EFDS

7325B69A

R7.1.1 General

H7.1.2 Parameters

The field is Fp where P is

CA46104F

H.7 EC-KCDSA mechanism

H7.1 Example 1: Field Fp, 224-bit Prime P, SHA-224

This example uses SHA-224 as the hash-function h. The hash-code is-simply the value of SHA-22

P = FFFFFFFF FFFFFFFF FFFFFFFF BEVFFFEFEF 00000000 00000000

00000001
The elliptic curve is: Y2 =X3 + a X + b over Fp.

a = FFFFFFFF FFFFFEFFE, FFFFFEFFEF FFFFFFEFE FFFFFFEFE FEFEFFEE
FFFFFFFE

b = B4A4050A85 0€Q4B3AB F5413256 5044B0B7 D7BFD8BA 270B3943
2355FFBA4

G = (Gx, &Y)

Gy =/BUOEOCBD 6BB4BF7F 321390B9 4A03C1D3 56C21122 343280D6
115C1D21

Gy = BD376388 BOLOFT723FB 4C22DFE6 CD4375A0 5A074764 44D58199

Q = FFFFFFFF FFFFFFFF FEFFFFEFFF FFFEF16A2 EOB8S8FO3E 13DD2945
5C5C2A3D
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F7.1.3 Signature key and verification key

88

X = 562A6F64 E162FFCB 51CD4707 774AE366 81B6CEF2 O5FE5D43
912956A2

Y = (Yx Yy)

Yy = B574169E 4FCEF1AF 3429D8BB 5481FF7D FA978690 492E1098
B80A5579

'y = 1576819B DOF0B685 19EE844A FE88CCEB 2AD574A5 6472D954

1461AE7E
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F.7.1.4 Per message data

ISO/IEC 14888-3:2016(E)

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =
54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 76
61 6C 69 64 61 74 69 6F 6E 2E
K = 7T6A0AFC1 8646D1B6 20A079FB 223865A7 BCB447F3 CO3A35DS§
78EA4CDA
II' = Gk=(Ix.Iy).
]YX = F887C158 65203FF7 2C69C113 A457DF64 4F62780F DFFO9DI1B
CCB49C2D
]YY = ADE18B5B B7118745 017631E5 E54B36C0()332D70B3 CAA8FBI10
728B66EQ
Y' = B574169E 4FCEF1AF 3429D8BB &481FF7D FA978690 492E1098
B80A5579 1576819B DOFOBGSS 19EE844A FE8S88CCFEFB 2AD574A5
6472D954 1461AET7E 00000000 00000000
h(Y'||M) = 8C5CB967 71166477«EF84D281 DB766201 2F842138 BAAGFCOS5
282E2E03
R7.1.5 Signature
R = EEA58COI~EOCDCEBS 799B00D2 412D928F DD23122A 1C2BDF43
C2EBDAFA
S =¢(AFBAB53C T7A44A8B2 2F35FDBY9 DE265F23 B89F65A6 9A8B7BD4
061911A6
R7:1.6 Verification

R' = EEA58CS1 EOCDCEBS 799B00D2 412D928F DD23122A 1C2BDF43

C2F8DAFA

E7.2 Example 2: Field Fp, 256-bit Prime B, SHA-256

F.7.2.1 General

This example uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256.

© ISO/IEC 2016 - All rights reserved
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F.7.2.2 Parameters

The field is Fp where P is
P = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFF
FFFFFFFE FEFFEFFEFEFE
The elliptic curve is: Y2 = X3 + a X+ b over Fp.
a = FFFFFFFF 00000001 00000000 00000000 00000000 FFFFFFFEF
FFFFFFFE FEFFEFFEC
b = SAC635D8 AA3A93E7 B3EBBDL5 769886BC 651D06B0O CC53BOF6
3BCE3C3E 27D2604B
G = (Gx, Gy)
(x = 6B17D1F2 E12C4247 F8BCE6ES5 63A440F2 77037D81(ZDEB33A0
F4A13945 D898C296
(y = 4FE342E2 FEI1ATF9B S8EET7EB4A 7COF9E16 2BCGE3357 6B315ECE
CBB64068 37BELS1FS
Q = FFFFFFFF 00000000 FFFFFFFEF FFFEFBEFF BCEGFAAD A7179E84
F3B9CAC2 FC632551
F.7.2.3 | Signature key and verification key
X = 9051A275 AA4D9843 9EDDED13 FAIC6CBB CCE775D8 CC9433DE
E69C5984 8B3594DE
Y = (Yx Yy)
Yy = 148EDDD3 Z34FD5F1 5987579F 516089A8 COFEF4AB 76B59D7B
8AO01CDCS™ 6C4EDFEDF
Vy = A4E2E42C B4372A6F 2F3F71A1 49481549 F68D2963 539C853E
46B94696 569E8D61
F.7.2.4 —Permessage data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =

54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D

65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53

41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 76

61 6C 69 64 61 74 69 6F 6E 2E
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K = 71B88F39 8916DA9C 90F555F1 B5732B7D C636B49C 638150BA
Cl1BFO5C FE16596A
11 = Gk=(IIx.Ily).
]]X = EC3847B0 CA52038A 823D0230 14546B41 4946EF0A 6EE09228
38948459 5F30E26C
]]Y = 0640451D 36932442 4ABC681D 65653986 6AD9C494 D26FAC1l4
69FC2A08 D945F130
Y' = 148EDDD3 734FD5F1 5987579F 516089A8 COFEF4AB 76B59R7B
8AQ01CDCS5 6C4EDFDF A4E2E42C B4372A6F 2F3FT71A1 49481549
F68D2963 539C853E 46B94696 569E8D61
h(Y'||M) = 681C8ED8 9ES8BOEIB C369AA10 6F6B9813 E6388F0C 54BES77A
87623492 52F9BEDF
R7.2.5 Signature
R = OEDDF680 601266EE 1DA83ES5 A6D9445F CT781DAEB 14C765E7
ES5DOCDBA F1F14A68
S = 9B333457 661C7CF7 41BRDBCO 835553DF BB37EE74 F53DB699
EOA17780 C7B6F1DO
R7.2.6 Verification
R' = OEDDF680 60L266EE 1DA83ES55 A6D9445F CT781DAEBR 14C765E7
ESDOCDBAF1F14A68

R73.2

H7.3.1 Géneral

Parameters

H7.3 Example3: Field F;m, m=233, SHA-224

This example uses SHA-224 as the hash-function h. The hash-code is simply the value of SHA-22

The field Fym is represented as polynomials modulo the irreducible polynomial x233 + x74 + 1.

The elliptic curve is: Y2 + XY= X3 + a X2 + b over Fpm,

a

b

1

0066 647EDE6C 332C7F8C 0923BB58 213B333B 20E9CE42

81FE115F

(Gx, Gy)

TD8F90AD
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Gy = OOFA CODFCBAC 8313BB21 39F1BB75 S5FEF65BC 391F8B36
F8F8EB73 71FD558B
Gy = 0100 6A08A419 03350678 E58528BE BFS8AOBEF F867ATCA

36716F7E 01F81052

Q = 0100 00000000 00000000 00000000 0013ES74 E72F8A69

22031D26 O03CFEOD7

E.7.3.3 | Signature key and verification key

X = 00BF 83825505 3DBF499C BE190DE3 5BC14AFC 1EA142F3
5EE69838 5B48D688

Y = (Yx, Yy)

'y = 01F4 85A65EL9 B336E140 1C8A311F 01C92626 C663E6IF
12A627E5 3E8F0675

Yy = 01BF 338CE75A DFBO7DEB D962E1D8 0C104587 269AC995

1B40422B 12E9DA3E
F.7.3.4 | Per message data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =
54 68 69 73 20 69 73 Y0 61 20 73 61 6D 70 6C 65 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 706C 65 6D 65 6E 74 61 74 69 6F 6E 20 76
61 6C 69 64 61 74 69 6F 6E 2E
K = 00F4 FO88¥92E 8EB1CD8B 4ECB3A53 33746B40 EBF16966

A213BI8A 176B2F62

H = Gk (HX,Hy)-

j]X = 00E4 5041E7AA 060B8B1A 02A7ACAC DB4EI9S5EF F61F33CO

BB8D6EC2 F1C68BA1
Iy = 0155 B3A1DA61l F81E04D5 80DO7E92 93DF3D4C TFE34686
BD157374 4D8D3F18
Y' = 01F485A6 L5E59B336 E1401C8A 311F01CS 2626C663 E69F12A6

27E53E8F 067501BF 338CE75A DFBO7DEB D962E1D8 0C101587
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269AC995 1B40422B 12E9DA3E 00000000
h(Y'||M) = E74B3C74 72F2E97E C31861CA 1773472E 58828A98 026277CB

00EF36AC

F.7.3.5 Signature

R = 82EF9427 4ACT70A3D AC231E38 AEOFOD31 8FD8E189 EE40A3EQ
61EC80BF
S = 00A8 CD7F7573 BAC3C4C4 O0OF65FDC CCD46F58 EBFC54CE

45571075 FD7704DB

R7.3.6 Verification

R' = 82EF9427 4ACT70A3D AC231E38 AEOF0D31 8FDSELS89 EE40A3EO

61EC80BF

H7.4 Example 4: Field Fzm, m=233 (Koblitz Curve),-SHA-224

H7.4.1 General

—

his example uses SHA-224 as the hash-function.h.Phe hash-code is simply the value of SHA-424. This
xample uses a Koblitz curve as an elliptic curve.

(o)

KH7.4.2 Parameters
The field Fpm is represented as polynomials modulo the irreducible polynomial x233 + x74 + 1.

The elliptic curve is: Y2 + XY = X3\+)a X2 + b over Fom,

a=20

b =1

G = (GxA46y)

Gy = 0172 32BA853A TET731AF1l 29F22FF4 149563A4 19C26BF5

OA4CO9D6E EFAD6126

Gy 01DB 537DECE8 19B7F70F 555A67C4 27A8CD9B F18AEBI9B

56E0C110 56FAE6A3
Q = 80 00000000 00000000 00000000 00069D5B B915BCD4

6EFB1AD5 F173ABDF
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F.7.4.3 Signature key and verification key

X = 0073 6439374F 72B1C723 AE611CB3 DFBCAOA8 E2C5096B
DBOC2D37 21167B49
Y = (Yx Yy)

Yy = 01E9 1DEFBD41 AE655105 EO46EO3E Cl13E3860 0E9A2CH

920B8E75 53721605
'y = 0112 9C2706D1 9D134891 C7BAD84A 5600C2AF F86068C4

7497F5BD 498D0OB76
F.7.4.4 | Per message data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =
54 68 69 73 20 69 73 20 61 20 73 61 6D 70 665 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43,2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61/94 69 6F 6E 20 76
61 6C 69 64 61 74 69 6F 6E 2E

K = 0061 7AAO0B7A8 197A2B81 01500BEE: 55D5322A 7149E275
FO91ADBC7 E30128E4

I = Gk=(HX,Hy).

]]X = 01BB 9CDB150A 2E5669ED C491320C 3F84E28A 7D6631BC

51127677 A2CF2EEF

J7y = OODA E917793€/ 12DE8S86AA 6727C396 A3131B69 33344EDD
B621DD29N\BC09B648

Y' = O1lE9QDDEF BD41AE65 5105E046 EO3EC13E 38600E9A 2C9A920B
8k /55372 16050112 9C2706D1 9D134891 C7BAD84A 5600C2AF

F86068C4 7497F5BD 498D0B76 00000000

h(Y'|[M)

FCT12972 T727661DE BO46ES0A Bo93/DB/7 DO9E61IAS6 DESCEABO6

044BFF25
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F.7.4.5 Signature
R = B164A12F 615CC661 Cl0B78CB 6EQ1CO9DE 46337C50 CO36FACS
51178752
S = 004A 2109081E B3ADFO95C 19FFAE89 5D303B83 147B27C6
EFAE8536 2BFAB89A
R7.4.6 Verification

51178752

H7.5.1 General

R7.5.2 Parameters

H7.5 Example 5: Field F;m, m=283, SHA-256

R' = B164A12F 615CC661 Cl10B78CB 6EOLCO9DE 46337C50 CO36FAES

This example uses SHA-256 as the hash-function h. The hash-code issimply the value of SHA-2]

6.

The field Fom is represented as polynomials modulo thelirreducible polynomial x283 + x12 + x7 4 x5 + 1.
The elliptic curveis: Y2 + XY= X3 + a X2 + b over Fp1t:
a=1
b = 027B680A C8B8596D ASA4AFS8A 19A0303F CA97FD76 45309FA2
A581485A F6263E3@,"3B79A2F5
G = (Gx, Gy)
Gy = 05F93925 (8DB7DDO0 E1934F8C 70BODFEC 2EED25B8 557EACOC
80E2ET93 F8CDBECD 86B12053
Gy = 03676854 FE24141C B98FE6D4 B20D02B4 516FF702 350EDDBO
826779C8 13F0DF45 BES8112F4
Q"= O3FFFFFF FFFFFFFF FEFFFFEFFF FFFEFFFEE FFFFEF90 399660FC
938A9016 5B042A7C EFADB307
F.7.5.3 Signature key and verification key
X = 00D64BEC 51F1ADAO 5BBD4F2B 53405B0C E8A1B99C D8DB6309
76A47F76 FO8F205E EFC3FBDS8
Y = (Yx Yy)
Yy = 04313C7E 9C4Fr80D2 6A287B37 FETFAA96 BE31F116 2E18BDB4
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70CF43D4 DB28DE10 8BOO7ESF

Yy = 0342CCF6 F502F9DF EC208170 24326C26 E867ELFB EC6634CB

17023CA0 222D6112 EOBFA1O06

F7.5.4 Per message data

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =

54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 786
61 6C 69 64 61 74 69 6F 6E 2E
K = 00D18E44 CB7F75F8 01277FA5 CEF31A268 8CC2F322 2EAOF26E
E8598126 AFEEE4E3 8DDOEOSE
II' = Gk= (I, Iy ).
1y = 0lEBE1E7 8BAFOEF6 833189B3 ACCS5B3DCA83788292 E0006D90
F8A4E2AE C3027F28 BE47FACA
Iy = 0721C5B3 4A038EE1l 1DEE2FAE DA84FD46 CBCEF37BA 676677BB
AB731AE8 8C52833B AB776F435
Y' = 04313C7E 9C4F80D2 6A287B37 FETFAA96 BE31F116 2E18BDB4
70CF43D4 DB28DE10 8BOO7ESF 0342CCF6 F502F9DF EC208170
24326C26 EB6T7EIFB EC6634CB 17023CAOQ
h(Y'||M) = 148DF2CD 1A4®E5437 69F5F0B4 FEO7A87A D630C512 A3978248
5B8BBALA\EA50D662
F.7.5.5 | Signature
R =_8AY3BA73 B29A9010 ACD1E231 3BY9A252C E209CTBF 3643926F
A7BF8C87 A8C76D40
S = 03AA4FFF F1F4C3EE BF9C8798 2E717572 71CB7662 BA03463B
8B5F97B0 5C7F7C2C 88A31799
F.7.5.6 Verification
R' = 4A23BA73 B29AS010 ACD1E231 3B9A252C E209CT7BF 3643926F
A7BF8C87 A8C76D40
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F.7.6 Example 6: Field F;m, m=283 (Koblitz Curve), SHA-256

F.7.6.1 General

This example uses SHA-256 as the hash-function h. The hash-code is simply the value of SHA-256. This
example uses a Koblitz curve as an elliptic curve.

F.7.6.2 Parameters

The fteld F27 IS Tepresented as polynomiats modulo the irreducibie potynomial X283+ xXT2+x7 1 x5 + 1.

The elliptic curve is: Y2 + XY= X3 + a X2 + b over Fom,

a=20
b =1
G = (Gx, Gy)

Gy = 0503213F 78CA4488 3F1A3B81 62F188E5 53CDP265F 23C1l567A
16876913 BOC2AC24 58492836

Gy = 01CCDA38 OF1C9E31 8DY90F95D 07E5426%F E87E45CO E8184698
E4596236 4E341161 77DD2259

Q = OlFFFFFF FFFFFFFF FEFFFFFEF (EFFFFFFEF FEFFEOAE 2ED07577

265DFF7F 94451E06 1E163€61

R7.6.3 Signature key and verificatiomkey

X = 014930E6 ©6B51F08F EEBBAFFC 9111C5CF 8AE406C9 35AC9618
FOA613B9 6DQ7F7DB 8F0oEBA74
Y = (Yx Yy)

Yy = 078A6ACD DSF779F2 5E8AB413 965E217F E6BlE63D 4717EEF5
ODC8C59D FT7B1A095 BC3027AE
Yy 507B6D962 5F2D9DDF 516B5037 E1E7B115 26E12AC4 E65AD498

CD85D65A 9E915D58 6976CO0F

Par maccsaca datn
e HReS5age-aata

N
Sl\
£y

M = ASCII form of “This is a sample message for EC-KCDSA implementation validation.” =
54 68 69 73 20 69 73 20 61 20 73 61 6D 70 6C 65 20 6D
65 73 73 61 67 65 20 66 6F 72 20 45 43 2D 4B 43 44 53
41 20 69 6D 70 6C 65 6D 65 6E 74 61 74 69 6F 6E 20 76

61 6C 69 64 61 74 69 6F 6E 2E
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K = O1EA8FBS5 72B7B2DA 7149DCD8 78101ECFEF 3F296400 E13A0D65
C8B6ES58 C0237C6D A55268A1
[T = Gk=(Ily Ily).
IYX = 0227BDFF E74468EE 3A327AAC 7078252F F545113A 1DD9A2EOQ
7A0D238B AE601410 34D91C33
IYY = 02F519CC EOSF4ACC 40AB4323 45DD0F09 408E1346 SE0L/832
94DE4128 4E24D02B D6916937
Y' = 078A6ACD D5SF779F2 5E8AB413 965E217F E6B1E63D 4717EEFS
0DC8C59D F7B1A095 BC3027AE 07B6D962 5F2DO9DDF 516B503/
E1E7B115 26E12AC4 E65AD498 CD85D65LA
h(Y'||M) = 23893E3F 87BA26BB BOSEOE9B F83A40B0 14EFB9S5SB(CB7B3AF4
C34902D6 12C8A2B4
F.7.6.5 | Signature
R = E214F3CF 8BBB6E92 F779E6C8 A3424BA8" 64734002 S5EB49EED
C6016746 81B14AFD
S = 0014CCOB B9245B7A 8BC3C6EQ. @Y92AAACE DCED8A61 9D9676E9
73D5244D T7F45EQ01D B425A98E
F.7.6.6 | Verification
R' = E214F3CF 8BBBOES2 'F779E6C8 A3424BA8 64734002 5EB49EED
C6016746 B81BI4AFD
F8 EC-GDSA mechanism
F.8.1 (eneral
For the followiing examples Brainpool curves and SHA-2 are used.
F8.2 Examplet:FieldEp192-bitPrime B SHA-256—

F.8.2.1 Parameters

The field is Fp where P is in hexadecimal

P

C302F41D 932A36CD AT7A34630 93D18DB7 8FCE476D E1A86297

The elliptic curve is: Y2=X3 + a X + b over Fp.

98
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a = 6A911740 76B1lEOE1l 9C39C031 FE8685C1 CAEO40E5 C69A28EF
b = 469A28EF T7C28CCA3 DC721D04 4F4496BC CATEF414 6FBF25C9
G = (Gx, Gy)
Gy = COAO647E AAB6A487 53B033C5 6CBOF090 OA2F5C48 53375FD6
Gy = 14B69086 6ABDSBB8 8BLF4828 C1490002 E6773FA2 FA299B8F
Q = C302F41D 932A36CD ATA3462F 9E9E916B 5BE8F102 SAC4ACCl
K8.2.2 Signature key and verification key
X = 40F95B49 A3B1IBF55 311A56DF D3B5061E E1IDF6439 84D4IE35
= (Yx Yy)
Yy = 754A8F6C 30D28AE9 A63443C9 T7DEC844A 15F797P0 B78FEEQ3
Yy = 63EC81B4 6A9F3833 025037DF E7DCDDE7 AFZHQCS5E7 C6733C35
H8.2.3 Per message data
M = ASCII form of "brainpoolP192r1" =
62 72 61 69 6E 70 6F 6F 6C 50 31 39 32 72 31
K = 5A966260 96288CC4 69F17Q04E CO5F44D1 EC18BD32 CEBO2D5B
11 = (Iy.Ily).
]]X = AOOBOAA2 5DB6ABS5E:21B86300 DOBCO99F5 6E9DDIB7 F1DC4774
IIy = 58COF50E 2E1F6B01 AL0E280E 6DB71637 AE9579BC 1565F369
h(M) = 2AE5880D.(c1FCA83B 2D4C9281 356B9FD2 F7C21359 BAT789FBF
D7068AEZ FS9A101EC
H = 2AE5880D 61FCA83B 2D4C9281 356B9FD2 F7C21359 BAT789FBF

K8.2.4- Signature

(H is the truncated SHA-256 hash-code of message M to the same bit length as q.)

R — AQQBQAA2 SDREABSC 21BI4300Q DORCIIES gEODDIRY EF1DCA774

S

634635EF 813247D7 20245C94 09FB20A2 67C560C8 8EB2BO7B

F.8.2.5 Verification

Rr

AOOBOAA2 5DB6AB5C 21B86300 D9BCIO99F5 6EO9DD1B7 F1DC4774
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F.8.3 Example 2: Field Fp, 224-bit Prime P, SHA-224

F.8.3.1 Parameters

The field is Fp where P is in hexadecimal

P = D/C134AA 26436686 2A183025 75D1D787 BO9F0757 97DA89F5
TEC8COFF
The elliptic curve is: Y2=X3 + a X + b over Fp.
a = 68A5E62C A9CE6CIC 299803A6 C1530B51 4E182AD8 BO042A59
CAD29F43
b = 2580F63C CFE44138 870713B1 AS2369E3 3E2135D2 66DBBB/2
386C400B
G = (Gx, Gy)
(x = D9029AD2 CT7ESCF43 40823B2A 87DC68CY9 E4CE3D174 ClE6EFDE
E12C07D
((y = D8AAL6F7 72C0726F 24C6B89E 4ECDACZ4354BOESY CAA3F6D3
761402CD
Q = D/C134AA 26436686 2A183025. @pDOFB98 D116BC4B 6DDEBCA3
ASAT939F
F.8.3.2 | Signature key and verification key
X = 7TE75BC2C D573B38A*ED0977AD 611763DD 57FB29B2 20883344
B81DF037
Y = (Yx, Yy)
Vy = 8B29B268 866CEDCD AL28F443 CAE7BO7B F82BDC59 1A4BA29A
CSEJBAA4E
V'y/< CD7746C1 4DEEA220 EAIBF164 C203C46E 60AF6699 CE6E1448
U76B5807
F.8.3.3 Per message data
M = ASCII form of "brainpoolP224r1" =
62 72 61 69 6E 70 6F 6F 6C 50 32 32 34 72 31
K = 5B604F2C 35ED0401 FCA31E88 0OCB55C2A 7456E71A 5CBAASDF

100

2FCO3CA9
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11 = (y.Ily).
]]X = 60FBB2B1 5F055CD1 D482ED6D C5069C8F 624A3405 B67D11B3
B65E0234
]YY = 2C4359F0 ASA69F5A 29D1C1F3 86C1DCA6 5A47D160 DA1FBFB2
BASA2FDB
h(M) = AC2AC36A D5SDAF131 951BA30B 330722C7 4BCFFF79 0617D1F0
908E06AF
8.3.4 Signature
R = 60FBB2B1 5F055CD1 D482ED6D C5069C8F 624A3405 BE7D11B3
B65E0234
S = S5A050F05 AFOB106B A3F14696 E6162CA4 6FBABD2C 144419DB
B5BFBDCO
8.3.5 Verification
R' = 60FBB2B1 5F055CD1 D482ED6D ,C5069C8F 624A3405 B67D11B3
B65E0234
.8.4 Example 3: Field Fp, 256-bit Prime B SHA-256
8.4.1 Parameters
he field is Fp where P is in hexadecimal
P = A9FB57DB-RAI1EEASBC 3E660A90 9D838D72 6E3BF623 D5262028
2013481D 1F6E5377
he elliptic curye(is: Y2 = X3 + a X + b over Fp.
a~="/D5A0975 FC2C3057 EEF67530 417AFFE7 FB8055C1 26DC5C6C
E94A4B44 F330B5D9
b = 26DC5C6C E94A4B44 F330B5D9 BBDT77CBF 95841629 5CFT7EICE
6BCCDC18 FF8CO7B6
G = (Gx, Gy)
Gy = 8BD2AEBY9 CBT7ELT7CB 2C4B482F FC81B7AF BO9DE27E1 E3BD23C2
3A4453BD 9ACE3262
Gy = S547EF835 C3DACA4FD 97F8461A 14611DC9 C2774513 2DEDS8E5L4
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5C1D54C7 2F046997
Q = A9FB57DB AlEEAO9BC 3E660A90 9D838D71 8C397AA3 B561A6E7
901EQOE82 974856A7
F.8.4.2 Signature key and verification key
X = 52B929B4 0297437B 98973A2C 437ES8F03 A231EB61 EOCD38FD
AD802F00 D55A13A3
Y = (Yx Yy)
Yy = 90A53E95 D88397AC 76C7C128 297134D9 4BB52866 AD6474Cl
3690A5E1 6848ACOD
'y = OC31FOOF OB3EAC60 A92A19AD 96E9BA31 3A43E100 D4DGSFFEFE
2B8F1D8C D6790714
F.8.4.3 | Per message data
M = ASCII form of "brainpoolP256r1" =
62 72 61 69 6E 70 6F 6F 6C 50 32,35 36 72 31
K = E6421272 DDAB9C20 7B119BDD 1Q0C03861 005752EE ABB3ACY97
513041AD E6286D9
IT = (Iy.Iy).
]]X = 829349E3 B6E1F3ES .15EB9581 BEOF958D CCAAA6B6 8D83BAT7
01DD7A08 67E44EAY
Iy = 0E927978 FEUPF907 68B68COE 572D33EC 2F8D8FCY9 D577D743
8FDEE63D)27CE9763
h(M) = DB7AS981C 4E37DDEO AEA27A34 E3179BD6 DF307204 75A7993A
FA93DF1D AT7EC9910
F.8.4.4 [ Signature
R = 829349E3 B6E1F3E5 15EB9581 BEOF958D CCAAAGBG6 8D83BAT7
01DD7A08 67E44EAT
S = 3DC2F103 296A793E 50DC2266 657470A4 0D2CO9EA1 CAT797DEA
610042B7 730BBDCE
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F.8.4.5 \Verification

R' = 829349E3 B6E1F3E5 15EB9581 BEOF958D

01DD7A08 67E44EA7

F.9 EC-RDSA mechanism

X
TI7XOr LY

ISO/IEC 14888-3:2016(E)

CCAAAGBG6

8D83BA77

91 Example1: Eield Ep, 256-bit Prime

H9.1.1 General

o =

Q. D

iscrete logarithm problem).

H9.1.2 Parameters

The field is Fp where P is in hexadecimal

or the following example, SHA-256 is used exclusively for the hash-function, so thehash-code i
he value of SHA-256, converted according to Annex B to the appropriate data iterf:

P = 80000000 00000000 00000000 000OG0OO0 00000000 00000000
00000000 00000431
The elliptic curve is: Y2 = X3 + aX + b over Fp.
a="7
b = S5FBFF498 AA938CE/N39B8E022 FBAFEF40 563F6E6A 3472FC2A
514COCEY9 DAE23B7E
G = (Gx, Gy)
Gy = 2
Gy = O08E2ABAQ E65147D4 BD631603 0E16D19C 85C97F0A 9CA26712
2B96ABBC EATES8FCS
@v= 80000000 00000000 00000000 00000001 SOFEBAI8 92976154
C59CFC19 3ACCF5B3
F.9.1.3 Signature key and verification key
X = 7A929ADE 789BBI9BE 10ED359D D39A72C1l 1B60961F 49397EEE
1D19CE98 91EC3B28
Y = (Yx Yy)
Yy = 7F2B49E2 70DB6D90 D8595BEC 458B50C5 8585BA1D 4E9B788F
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6689DBD8 ES56FD80B
Yy = 26F1B489 D6701DD1 85C8413A 977B3CBB AF64D1C5 93D26627
DFFB101A 87FF77DA
F9.1.4 Per message data
M = ASCII form of "abc" = 616263
h(M) = BA7816BF 8F01CFEA 414140DE 5DAE2223 BO0361A3 96177A9C
B410FF61 F20015AD
K = 77105C9B 20BCD312 2823C8CF 6FCC7B95 6DE33814 E95BT7FEG
4FED9245 94DCEAB3
IT = (Ily.11y)
Hy = 41AA28D2 F1AB1482 80CDY9EDS 6FEDA419 740535520A42767B8
3AD043FD 39DC0493
Iy = 489C375A 9941A304 9E33B343 61DD2041 92AD98C3 E5916DE2
7695D22A 61FAE46E
F.9.1.5 | Signature
R = 41AA28D2 F1AB1482 80CDSEPO 6FEDA419 74053554 A42767BS8
3AD043FD 39DC0493
S = OATBA472 2DA5693F *229D175F ABG6AFB85 7EC2273B 9F88DA58
92CED311 7FCEI1E36
F.9.1.6 | Verification
I = (I .4y
]]} = 41AA28D2 F1AB1482 80CDSED5 6FEDA419 74053554 A42767B8
3AD043FD 39DC0493
]]; = 489C375A 9941A304 9E33B343 61DD2041 72AD98C3 E5916DE2
7695D22A 61FAE46E
R' = 41AA28D2 F1AB1482 80CD9EDS5 6FEDA419 74053554 A42767BS8
3AD043FD 39DC0493
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