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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.
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The maipn changes compared to the-previous edition are as follows:
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fument was prepared by Joint TechnicalCommittee ISO/IEC JTC 1, Information technolog]
mittee ISO/IEC JTC 1/SC 27, Information'security, cybersecurity and privacy protection.

-~

—

d edition cancels and replaces the“second edition (ISO/IEC 15946-5:2017), which has bee
lly revised.

curves have been added-to Clause 7;

2]

irity background-for’pairing-friendly curves has been added to Annex B, including the exTNF|
ck that affectsthe’security of numerical examples of BN curves;

pt for BN _crrves, all other curves have been moved to Annex C;

ciatediimerical examples (Annex D) and properties (Annex E) have been updated.

A list of

hilparts in the ISO/IEC 15946 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

Some of the most interesting alternatives to the RSA and F(p) based systems are cryptosystems
based on elliptic curves defined over finite fields. The concept of an elliptic curve based public-key

cryptosystem is rather simple.

“«w,n

— Every elliptic curve over a finite field is endowed with an addition operation “+”, under
forms a finite abelian group.

which it

- The group law on elliptic CUTVES EXTENdS IN a Natural way to a - diSCIete eXponentiation on |
group of the elliptic curve.

4+ Based on the discrete exponentiation on an elliptic curve, one can easily derivelellipt
analogues of the well-known public-key schemes of Diffie-Hellman and ElGamal type.

—

he security of such a public-key system depends on the difficulty of determining-discrete logar
he group of points of an elliptic curve. With current knowledge, this problem.is much harder
hctorization of integers or the computation of discrete logarithms in a finite field. Indeed, sin
nd Koblitz independently suggested the use of elliptic curves for public<key cryptographic
in 1985, the elliptic curve discrete logarithm problem has only beefi shown to be solvable in
specific and easily recognizable cases. There has been no substaiitial progress in finding an

ethod for solving the elliptic curve discrete logarithm problem.on arbitrary elliptic curves,
i$ possible for elliptic curve based public-key systems to usé,much shorter parameters than
slystem or the classical discrete logarithm-based systems that make use of the multiplicative gi
finite field. This yields significantly shorter digital signatures and system parameters.

-

he purpose of this document is to meet the increasing interest in elliptic curve based pt
technology by describing elliptic curve generatien‘methods to support key management, en
nd digital signatures based on an elliptic curve.

he point

ic curve

ithms in
than the
e Miller
systems
certain
efficient
Thus, it
the RSA
oup of a

iblic-key
Cryption
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Scope

he ISO/IEC 15946 series specifies public-key cryptographic techniques based.-on ellipti
escribed in ISO/IEC 15946-1.

his document defines elliptic curve generation techniques useful for implementing the ellipt
ased mechanisms defined in ISO/IEC 29192-4, ISO/IEC 9796-3, ISOMEG 11770-3, ISO/IEC
50/1EC 18033-2 and ISO/IEC 18033-5.

his document is applicable to cryptographic techniques based«on elliptic curves defined ov
elds of prime power order (including the special cases of pritme order and characteristic tw
ocument is not applicable to the representation of elements: of the underlying finite field (i.
asis is used).

Normative references

he following documents are referred to in the text in such a way that some or all of their
onstitutes requirements of this document:For dated references, only the edition cited apq
ndated references, the latest edition of the referenced document (including any amendments)

50/1EC 15946-1, Information technalogy — Security techniques — Cryptographic techniques |
Iliptic curves — Part 1: General
Terms and definjtions

or the purposes of this) document, the terms and definitions given in ISO/IEC 15946-1 and the fi

50 and IEC maintain terminology databases for use in standardization at the following address

- ISO Online browsing platform: available at https://www.iso.org/obp;

— IECElectropedia: available at https://www.electropedia.org/.

curves

ic curve
14888-3,

er finite
o). This
e. which

content
lies. For
applies.

based on

bllowing

1

C

ryptographic hash function

function that maps octet strings of any length to octet strings of fixed length, such that it is
computationally infeasible to find correlations between inputs and outputs, and such that given one
part of the output, but not the input, it is computationally infeasible to predict any bit of the remaining
output

[SOURCE: ISO/IEC 18033-2:2006, 3.11, modified — Deleted the last phrase, "The precise security

r

equirements depend on the application.]

3.2
definition field of an elliptic curve
field that includes all the coefficients of the formula describing an elliptic curve

© ISO/IEC 2022 - All rights reserved
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3.3

hash-function

function which maps strings of bits of variable (but usually upper bounded) length to fixed-length
strings of bits, satisfying the following two properties:

— for a given output, it is computationally infeasible to find an input which maps to this output;

— for a given input, it is computationally infeasible to find a second input which maps to the same
output.

Note 1 tgfentry: Computational feasibility depends on the Specilic Security requirements and environment. Rerd
to ISO/IHC 10118-1:2016, Annex C.

=

[SOURCE: ISO/IEC 10118-1:2016, 3.4]

34
nearly prime number
positive|integer, n =m-r, where m is a large prime number and r is a small smooth integer'(3.6)

Note 1 tq entry: The meaning of the terms large and small prime numbers is dependent.onthe application and
based on|bounds determined by the designer.

%)

3.5
order of an elliptic curve E(F)
number|of points on an elliptic curve, E, defined over a finite field, E

3.6
smoothjinteger
integer, I, whose prime factors are all small, i.e. less than some defined bound

4 Symbols and conversion functions

4.1 Symbols

O zero elementin a field F

a b elliptic curve parameters

B embedding degree, the smallest B such that number #E(F(q)) is a divisor of g5-1

E elliptic curve; given by an equation of the form Y2 = X3 + aX + b over the field F(p™) for p > 3,

by an equation of the form Y2 + XY = X3 + aX? + b over the field F(2™), or by an equation of t
form Y2 <3+ aX? + b over the field F(3™), together with an extra point Oy referred to as t
pointatinfinity; the curve is denoted by E/F(p™), E/F(2™), or E/F(3™), respectively

F finite field

F(p)* multiplicative group of F(p)

L, m positive integers

mod modulo, a mod b means a residue of a modulo b for integers a and b (b is positive)
N number of points on an elliptic curve E over F(q), #E(F(q))

n prime divisor of #E(F(q))

Og elliptic curve point at infinity

p prime number

2 © ISO/IEC 2022 - All rights reserved
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q prime power, p™ for some prime p and some integer m = 1
r cofactor, thatis #E(F(q)) = rn
u positive integer
v positive integer
A positive integer
(i) polynomial of i
AE(F(q)) order of an elliptic curve E(F(q))
X1 smallest integer greater than or equal to the real number x
[ x| largest integer smaller than or equal to the real number x
U or
| concatenation
€ element is included in a set

4.2 Conversion functions

HS2IP bit string to integer conversion primitive

HS20SP bit string to octet string conversion<primitive

[RPBSP integer to bit string conversionprimitive

(S2FEP octet string to finite field &lement conversion primitive

NOTE Refer to ISO/IEC 15946-1:2016, Clause 7 for detailed conversion functions.

5 Conventions for eliptic curves
3.1 Definitions of elliptic curves

5.1.1 Ellipti€curves over F(p™)

—

et F(p™) be¢a definition field of an elliptic curve, where F(p™) is a finite field with a prime p 3

Q-

quation”, that is an equation of type

Y2 = X3 + oX + hwith a h e F(p™m)

such that 4a3 + 27b% # 0 holds in F(p™).

NOTE1 The above curve with 4a3 + 27b2 = 0 is called a singular curve, which is not an elliptic curve.

© ISO/IEC 2022 - All rights reserved
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The set of F(p™)-valued points of E is given by Formula (1):

E(F(p™) ={Q = (xg.yg) € F(p™) x F(p™)yo® = x* + axg + b} U {0} (M

where Oy is an extra point referred to as the point at infinity of E.

NOTE 2  Inapplications not based on a pairing, E/F(p) or E/F(2™) is preferable from an efficiency point of view.
In applications that use a pairing, E/F(p) is preferable from an efficiency point of view.

5.1.2 Elipticcurvesover F2#

Let F(2) for m = 1 be a definition field of an elliptic curve. In this document, it is assumed that'E is
describgd by an equation of the type

Y2 +[XY = X3 + aX? + b with a, b € F(2™)

such thgt b # Oy holds in F(2™M).
For crygtographic use, m shall be a prime to prevent certain kinds of attacks omn\the cryptosystem.
NOTE The above curve with b = 0 is called a singular curve, which is not an.elliptic curve.

The set ¢f F(2™)-valued points of E is given by Formula (2):

E(F(R™) ={Q = (xg.yo) € F(2™) x F(2™)|y* + xqvq = Xo* + axg# b} U {Op} @)
where 0 is an extra point referred to as the point at infinity of E.

5.1.3 Elliptic curves over F(3™)

Let F(3") be a definition field of an elliptic curve, where F(3™) is a finite field with a positive integer np.
In this document, it is assumed that E is descrjibed by an equation of the type

Y2 =|X3 + aX? + b with a, b € F(3™)

such thgt a, b # 0 holds in F(3™).
NOTE The above curve with-q 0t b = O is called a singular curve, which is not an elliptic curve.

The set ¢f F(3™)-valued points of E is given by Formula (3):

E(F(B™) ={Q = (3-yp) € F(3™) x F(3M)|yy? = x> + axy* + b} U {0} (3

R

where 0 is an‘extra point referred to as the point at infinity of E.

5.2 Group law on elliptic curves

Elliptic curves are endowed with the addition operation +: E x E — E, defining for each pair (Q;, Q,)
of points on E a third point Q; + Q,. With respect to this addition, E is an abelian group with identity
element Og. The kth multiple of Q is given as kQ, where kQ = Q + ...+ Q (k summands) if k > 0, kQ = (-k)
(-Q) if k<0, and kQ = O if k = 0. The smallest positive k with kQ = O is called the order of Q.

In order to use an elliptic curve for a cryptosystem, it is necessary to compute group law on an elliptic
curve. ISO/IEC 15946-1 shall be referred to for methods of group law on elliptic curves.

4 © ISO/IEC 2022 - All rights reserved
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6 Framework for elliptic curve generation

6.1 Trustin elliptic curve

If an elliptic curve is poorly or maliciously generated, this can enable an adversary to break a
cryptosystem that uses it. There are a number of ways in which a user can obtain trust in the provenance
of an elliptic curve, including the following:

— The curve can be obtained from an impartial trusted source (e.g. an international or national

. 1 Y
Stdliudiuj.

- The curve can be generated and/or verified by a trusted third party.

— The curve can be generated and/or verified by the user.
NOTE1 Refer to Annex A for background information on elliptic curves.

NOTE 2  Refer to Annex B for background information on elliptic curve cryptography.

6.2 Overview of elliptic curve generation
There are three main ways to generate elliptic curves:

-+ by applying the order of counting algorithms to a (pseudo-)randomly chosen elliptic ¢urve as
specified in Clause 7;

-+ by applying a complex multiplication method as specified in Clause 8;

- Dby lifting an elliptic curve over a small finitefield over a reasonably large field as spefified in
Clause 9.

NOTE1 Refer to Annex A for background information on elliptic curves.

NOTE 2  Refer to Annex B for background information on elliptic curve cryptography.

y

1 Verifiably pseudo-random elliptic curve generation

7.1 General

The generation of vérifiably pseudo-random elliptic curves focuses on curves over prime and binary
flelds.

1.2 Constructing verifiably pseudo-random elliptic curves (prime case)

1.2.1 Construction algorithm

Tthefollowing algorithm produces a set of elliptic curve parameters over a field F(p) selected (pseudo-)
randomly from the curves of appropriate order, along with sufficient information for others to verify
that the curve was indeed chosen pseudo-randomly.

NOTE1 The algorithm is consistent with I[EEE P1363-2000.
NOTE 2  Methods of choosing a prime number p (pseudo) randomly are described in ISO/IEC 18032.
It is assumed that the following quantities have been chosen:

— alower bound, n,,;,,, for the order of the base point;

min’

— acryptographic hash function, H, with output length Ly, bits;

© ISO/IEC 2022 - All rights reserved 5
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— the bitlength, L, of inputs to H, satisfying L = Ly, .

The following notation is adopted below:

— v=[log,pl;
— §= |—(V - 1)/LHashJ;

— w=v-sly,g, -1

rime number n; lowerboundn . forn: atrial division bound ]

ITITTT IMdX

a bit string X; EC parameters g, b, n, and G.

pse an arbitrary bit string X of bit length L.

pute h =H (X).

|V, be the bit string obtained by taking the w rightmost bits of h.
= BS2IP(X).

i from 1 to s, do the following:

Let X; = I2BSP(Z + i mod 21).

Compute W;=H (X)).

V= Wy || Wy || - || W

r = OS2FEP [BS20SP (W))].

F Op or 4c + 27 = Op, then go to step a).

Fantees the conditions hold, and this_choice is recommended.

anteed.

E5  Thewnecessity of near primality is described in B.2.2

If #E(F(p)) = p, then go to step a).

NOTE 6

Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

Generate a point G on E of order n using the algorithm specified in 7.2.3.

Output X, a, b, n, G.

Input: a
Output:
a) Cho
b) Conl
c) Let
d) Let
e) For
iy
2)
f) Let
g) Let
h) Ifc
i) Cho
gua
NOT|
NOT
gual
j)  Con
k) Test
NOT
1) Che
that
m)
n)
0)
p)
NOTE 7
6

Methods to compute the order #E(F(p)) are described in References [12], [31] and [32].

© ISO/IEC 2022 - All rights reserved

pse finite field elements a, b € F(p) sueh that b # 0, and cb? - a3 = 0. Choosing a = b =

E 3  Itis possible that choosing a/= b= c is not optimal from a performance perspective.

E 4  If the default values are chosen as suggested, the randomness of the generated curve is explicitl

pute the order #E(F(p))-of the elliptic curve E over F(p) given by y2 = x3 + ax + b.

whether #E(F(p)J\s a nearly prime number using the algorithm specified in 7.2.2. If so, thie
output of the algorithm specified in 7.2.2 consists of integers r, n. If not, then go to step a).

Lk if E(E(p)) satisfies the MOV-condition specified in B.2.3, that is the smallest integer B suc
ndivides g5 - 1 ensures the desirable security level. If not, then go to step a).

This check is performed in order to protect against the attack specified in B.2.2.
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7.2.2 Test for near primality

Given a lower bound n;, and a trial division bound I
near primality.

the following procedures test N = #E(F(p)) for

max’

Input: positive integers N, [, and n ;.

max’

Output: if N is nearly prime, output a prime n with n_;, < n and a smooth integer r such that N=rn. If N
is not nearly prime, output the message “not nearly prime”.

Fa i AL 4
OCL /T = IV, T — 1.

) Forlfrom2tol do the following:

max’
1) [Iflis composite, then go to step 3).
2) While (I divides n)

i) Setn=n/landr=rl

if) Ifn<n;,, then output “not nearly prime” and stop.
3) Nextl
d Testn for primality.
d) Ifnisprime, then output r and n and stop.
g) Output “not nearly prime”.

NOTE Methods to test for primality are described@n1SO/IEC 18032 and Reference [11].

71.2.3 Finding a point of large prime order

]

Fthe order #E(F(q)) of an elliptic curve E:is nearly prime, the following algorithm efficiently prpduces a
hndom point in E(F(q)) whose orderis the large prime factor n of #E(F(q)) = rn.

—

p—

hput: an elliptic curve E over thefield F(q), a prime n, and a positive integer r not divisible by .

[an)

utput: if #E(F(q)) = rn, a point G on E of order n; if not, the message “wrong order.”
d) Generate a randompoint P (not Og) on E.

h) SetG=rP.

d IfG=0g<€hen go to step a).

d) Set @=nG.

g A Q # Og, then output “wrong order” and stop.

fy—Outrpute:

7.2.4 Verification of elliptic curve pseudo-randomness

The following algorithm determines whether or not an elliptic curve over F(p) was generated using the
method of 7.2.1. The quantities Ly, L, v, 5, and w, and the hash-function H, are as in 7.2.1.

Input: a bit string X of length L, EC parameters q = p, a, b, n, and G = (x;, ), and a positive integer n,; ..
Output: “True” or “False”.

a) Compute h =H (X).

© ISO/IEC 2022 - All rights reserved 7
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b) Let W, be the bit string obtained by taking the w rightmost bits of h.
c) LetZ=BS2IP(X).
d) Forifrom 1 tos, do the following:

1) LetX;=I12BSP(Z +imod 21).

2) Compute W;=H (X)).

¢ LletW=W UW | Jw

1

f) Conpert W to a finite field element c = OS2FEP [BS20SP (W))].

g) Verify the following conditions.
1) In2ny,,.

2) |nisaprime.

3) lc#0p

4) l4c+27 #0p

5) |b#0p

6) |[cb?-ad=0p

7) |G # Op.

8) 2;=x3;+ax;+D.

9) |nG= 0.

h) If al] the conditions in step g) hold, then output “True”; otherwise output “False”.
7.3 Constructing verifiably pseudo-random elliptic curves (binary case)

7.3.1 [onstruction algorithm

The follpwing algorithm produces a set of elliptic curve parameters for a pseudo-random curve ove
a field F(2™), along with sufficiént information for others to verify that the curve was indeed choseh
pseudo-randomly. See Annex)D for additional information.

—

NOTE 1 | The algorithin.s consistent with IEEE P1363-2000.
It is assymed thatthe following quantities have been chosen:

— afidld E(2m;

— alowerhound n . forthe order of the hase point;

— acryptographic hash function H with output length Ly, bits;
— the bitlength L of inputs to H, satisfying L > Ly, .

The following notation is adopted below:

— 5= Lm=1)/ Lyae

— w=m-SLy,q

Input: a field F(2™); a lower bound n_;,, for n; a trial division bound /.

8 © ISO/IEC 2022 - All rights reserved


https://standardsiso.com/api/?name=01d0693f23d01756004686d032b923fd

ISO/IEC 15946-5:2022(E)

Output: a bit string X; EC parameters g, b, n, and G.

a) Choose an arbitrary bit string X of bit length L.

b) Compute h =H (X).

c) Let W, be the bit string obtained by taking the w rightmost bits of h.

d) LetZ=BS2IP(x).

e)—Farifrom1tos dothe Fn]lnwing-
1) LetX;=12BSP(Z + i mod 2L).
2) Compute W, =H (X)).

f) LetW=W,|| Wi ..|| W

g) Letb=0S2FEP [BS20SP(W)].

H) Ifb =0 then go to step a).

i} Let a be an arbitrary element in F(2™). Choosing a = 0y guarantees the conditions hold, pnd this
choice is recommended.
NOTE 2  Itis possible that the default values are not chosenbecause of performance reasons.
NOTE 3  Ifthe default values are chosen as suggested,.the randomness is explicitly guaranteed.

j] Compute the order #E(F(2™)) of the elliptic curye E over F(2™) given by y2 + xy = x3 + ax? + .
NOTE 4 Methods of computing the order #E(F(2™)) are described in References [12], [31] and [3#].

K) Test whether #E(F(2™)) is a nearly prime number using the algorithm specified in 7Z.2.2. If so, the
output of the algorithm specified in 7:2.2 consists of integers r, n. If not, then go to step a).

1) Check that E(F(2™)) satisfies thedMOV-condition specified in B.2.3. If not, then go to step a)

m) Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, or ECDHP with'auxiliary inputs as in B.1.5. If not, then go to step a).

1) Generate a point G on E of order n using the algorithm specified in 7.2.3.

d) OutputX,aq,b, ni-G:

NOTES5  Thegecessity of near primality is described in B.2.2.

7.3.2 Verification of elliptic curve pseudo-randomness

TheAollowing algorithm verifies the validity of a set of elliptic curve parameters. In addition, it

determines whether an elliptic curve over F(2™) was generated using the method of 7.3.1. T

The quantities Ly, L, s, and w, and the hash-function H, are as in 7.3.1.

Input: a bit string X of length L, EC parameters q = 2™, a, b, n, and G = (x;, y), and a positive integer n;,.

Output: “True” or “False”.

a)
b)

c)

Compute h = H (X).
Let W, be the bit string obtained by taking the w rightmost bits of h.

Let Z = BS2IP(x).
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d) Forifrom 1 tos, do the following:

1) LetX;=12BSP(Z +imod 2L).
2) Compute W;=H (X)).
&) LetW=W, || Wyl .|| W,

f) Letb’ = 0S2FEP [BS20SP(W)].

g) Ver'fy the Fn]ln\/ving canditions:

iy
2)
3)
4)
5)
6)
7)

h) Ifal] the conditions in step g) hold, then output “True”; otherwise output “False”.

8 Constructing elliptic curves by complex multiplication

8.1 Geéneral

This doqument defines how to construct two types of elliptic curves by complex multiplication: Barretd
Naehrig|(BN) curves and Barreto-Lynn-Scott, (BLS) curves. Methods for constructing more curves ar
presenté¢d in Annex C. Numerical examples’and curve properties are given in Annex D and Annex K,

respectiyvely.

8.2 BIrreto-Naehrig (BN) curve

The foll
useful fqr cryptosystems based on bilinear pairings. The embedding degree is described in B.2.2.

NOTE 1

NOTE 2

for the

Input: t%e approximate desired size m of the curve order (in bits) and upper bound (odd integer) p,,.

nznmin

n is a prime

b#0p

b=>b'

G#0g

V2. +X Yo=Xx3+ax%.+b

nG = Og

wing algorithm produces an elliptic curve E over F(p) with embedding degree B = 12, which i

Detailed information is given in Reference [13].

This methed always generates at most one curve for a given value of m.

efifiition field.

e

>

Output: prime p, curve parameters of elliptic curve E/F(p), prime divisor n and basepoint G.

a) LetP(u) =36u*+36u3+24u? + 6u+ 1.

b) Compute the smallest u ~ 2m/4 such that [log, P(-u)1 =m.

c) Whilep<p, ..

1y
2)
3)

10

t=6u?+1;
p=Pu)andN=p+1-t;

if pand N are prime, then go to step e);
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4) p=Pu)andN=p+1-¢
5) ifpand N are prime, then go to step e);
6) u=u+1andgo tostep 1).

d) Stop and output “fail”.

e) Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based

on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

f) Setan elliptic curve E: y2 =x3 + bwith b = 1.
1) Test whether E has order n. If not, then b = b +1 (mod p).
g xo=1
1) ifxy3 + b does not have square roots, then x;, = x, + 1 and go to 1);
2) compute y, = V(x,3 + b) mod p:
i) Setthe basepoint G = (x,,y,) € E;

ii) IfnG # Og, thenx,=x,+ 1and go to 1).

=

) Outputp, E, n, and G.

oD

.3 Barreto-Lynn-Scott (BLS) curve

he following algorithm produces an elliptic cirve E over F(p) with embedding degree B =12,
Uhich is useful for cryptosystems based oma bilinear pairing. The embedding degree is desd

< ]

=z

OTE1 Detailed information is giveninf33] and(36l,

NOTE 2  This method always generdtes at most one curve for a given value of m.

et

hput: the approximate desixed size m of the curve order (in bits) and upper bound (odd integ
fpr the definition field.

Qutput: prime p, curve parameter of elliptic curve E/F(p), prime divisor n and base point G.
a) SetB=12,240r48.

1) If£B&12,then L(u) = (u * - u?+ 1) and the smallest u = 2"/ for [ log,L(-u)1 =m.

2)>Jf B = 24, then L(u) = (u 8 - u*+ 1) and the smallest u = 2m/8 for [ log,L(-u)1 =m.

NOTE 3 A technique for speeding up a protocol based on abilinear pairing is described in Reference [13

24 or 48
ribed in

er) pmax

3) If B=48, then L(u) = (u !¢ - u8+ 1) and the smallest u = 2"/16 for [ log,L(-u)1 = m.

b) SetP(u)=(u-1)2L(u)/3+uandR(u) = (u-1)%/3.
c) Whilep<p, .

1) t=u+1;

2) p=P(-u),n=L(-u)and r = R(-u);

3) ifpand nare primes then go to step e);

4) p=P(u),n=L(u),and r = R(u);

5) if p and n are primes, then go to step e);

© ISO/IEC 2022 - All rights reserved
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6)

u=u+1and go to step 1).

d) Stop and output “fail”.

e) Testwhether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

f) Setan elliptic curve E: y2 =x3+ b with b = 1.

Test whether E has order n. If not, then b = b +1 (mod p).

1y
g) xp=
h) Wh
iy
2)
i) Stop
j)  Out

9 Constructing elliptic curves by lifting

The foll
NOTE 1

Input: s
order of]

Output:
a) Cou
b) Set
c) Set

Fing

1.
le x, < p:
if x,3 + b does not have square roots, then x, = x, + 1 and go to 1);
compute y, = V(x,3 + b) mod p.
i) PutG,=(xqYy,) EE.
ii) IfrG=0gthenx,=x,+1andgoto1).
iii) Set G =rG,.
iv) If nG # Og, thenx,=x,+1and go to 1).
and output “fail”.

but p, E, n and G.

wing algorithm produces an elliptic curve E over F(p™) by lifting an elliptic curve E over F(p)
The algorithm is based on Reference([33].

mall finite field F(p), elliptic,curve E over F(p), lower and upper bound N,;, and N, for the

elliptic curve (in bits). e
extension degree m, order N,, = #E(F(p™)), basepoint G, and order n of G.

ht the order of N = #E(F(p)), which is easily executed since F(p) is small.

F = p + 1 - N and compute algebraic integers a and £ that satisfy t =a + fand p = afs.
m=1.

| a triple of (m, N, n) as follows:

1y

Compute N, =pm +1- (@™ + ™) and g = p™, which is an integer.

2)
3)
4)

5)

IfN, <N

min’

then m=m + 1 and go to Step 1).
IfN,, >N

max’

then stop and output “fail”.

Test whether N,, is a nearly prime number using the algorithm specified in 7.2.2. If so, the
output of 7.2.2 consists of the integers r and n. If not, then m = m + 1 and go to step 1).

Check whether E(F(q)) satisfies the MOV-condition, that is the smallest integer B such that n
divides q® - 1 ensures the desirable security level. If not, then m = m + 1 and go to step 1).

NOTE 2  See the MOV-condition in B.2.3.

12
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e) Generate a point G on E(F(q)) of order n using the algorithm specified in 7.2.3.

f) Outputan extension degree m, the order N,, = #E(F(q)), a basepoint G and the order n.

© ISO/IEC 2022 - All rights reserved 13
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Annex A
(informative)

Background information on elliptic curves

A.1 j-invariant

Let F(q)|be a finite field with g = p™, where prime p > 3. Let E be an elliptic curve over F(q) giyen by thie
short Weierstrass equation:

Y2 =[X3 + aX + b with a, b € F(q),

where the inequality 4a3 + 27b2 # 0 holds in F(q). Then, the j-invariant is defined as

j=1|728-(4a3)/(4a3 + 27b?)

Let F(2M), for some m = 1, be a finite field. Let E be an elliptic curve oyef.F(2™) given by:

Y2 +[XY = X3 + a X2 + b with a, b € F(2™),

where b|# 0. Then, the j-invariant is defined as:

j=1yb

Let F(3M), for some m = 1, be a finite field. Let E be an elliptic curve over F(3™) given by:

Y2 =[X3 + aX? + b with a, b € F(3™)

such thgt a, b # 0. Then, the j-invariant is defined as:

j= /b

A.2 Hijlbert class polynomial

The conptruction_of-€lliptic curves by complex multiplication uses the theory of imaginary quadratic
fields Q:\/—D). lirthe case of the imaginary quadratic field Q(\/—D), the Hilbert class field K is t
extensidn field>of Q(\/—D), which is the unramified abelian extension of Q(\/—D). The Hilbert clags
polyno

NOTE1 These facts are described in References [14] and [17].

NOTE 2  Online databases of Hilbert class polynomials are available in Reference [22].

A.3 Cryptographic pairing

A cryptographic pairing e, satisfies the conditions of non-degeneracy, bilinearity, and computability. A
pairing e, is defined over < G; > x < G, > as follows:

en:<G1>x<Gz>—>yn
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where

<G;>and <G, > are the cyclic groups of order n;

Uy, is the cyclic group of the nth roots of unity.

A pairing e, is realized by restricting the domain of the Weil, Tate pairings or optimal Ate pairings[3Z].

A.4 Pell equation

The Pell equation is of the form:

T2-dU? = 1

<

here d is a fixed integer. In the construction of elliptic curves by complex multiplication,|the Pell
quation with a positive integer d that is not a perfect square is used. Thefy, all positive integer dolutions
f (T, U) are given by using the least positive solution (T, U,) with the-smallest U, > 0 as follow:

T+ U\Jd = (Ty + UgJd)k

o @

where k=1, 2, ....

NOTE These facts are described in Reference [29].

NS

1.5 Diophantine equation, x2 - dy2=n

h the construction of elliptic curves by complex multiplication, the Diophantine equation, x2 4 dy? = n,
5 used where n is an integer and d is a-positive integer that is not a perfect square. The nymber of
hteger solutions of this formula is zero-or infinite. An infinite number of integer solutions (l, y) are
iven by using the least positive solution (T, Ujy) with the smallest U; > 0 of the related Pell eqyiation of
2-du?=1.

— Qe —

=z

OTE Details are described-in Reference [29].
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Annex B
(informative)

Background information on elliptic curve cryptosystems

B1 D

B.1.1

For an ¢
curve di
such thg

The sec
discrete]

B.1.2

For an 9
computs

The secu
elliptic d

B.1.3

For an €
decision

The sectirity of some elliptic curve cryptosystems is based on the believed hardness of the decisional

elliptic ¢

B.1.4

The bilinear Diffie-Hellman-problems are described in two ways according to the corresponding

cryptog
— For
< G:
comnl

— For

pfinition of cryptographic problems

Elliptic curve discrete logarithm problem (ECDLP)

[liptic curve E/F(q), the base point G € E(F(q)) with order n, and a point PEE(F(q));’the ellipti
screte logarithm problem (with respect to the base point G) is to find the integer x € (0, n-1
t P = xG if such an x exists.

@)

R

irity of elliptic curve cryptosystems is based on the believed hardness of the elliptic cury
logarithm problem.

[}

Computational elliptic curve Diffie-Hellman problem (EEDHP)

Iliptic curve E/F(q), the base point G € E(F(q)) with orderu; and points aG, bG € E(F(q)), thie
tional elliptic curve Diffie-Hellman problem is to compute abG.

—_—

rity of some elliptic curve cryptosystems is based on‘the believed hardness of the computationd
urve Diffie-Hellman problem.

Decisional elliptic curve Diffie-Hellman,;problem (ECDDHP)

[liptic curve E/F(q), the base point G €.E(F(q)) with order n, and points aG, bG, Y € E(F(q)), the
al elliptic curve Diffie-Hellman problémis to decide whether Y = abG or not.

urve Diffie-Hellman problem,

Bilinear Diffie-Hellmanproblem (BDHP)

Faphic bilinear niaps.

X

two groupsi<-G; > and < G, > with order n, a cryptographic bilinear map e, : < G; >
> - pa6;, bG; € < G; >, and aG,, cG, € < G, >, the bilinear Diffie-Hellman problem is t
pute ex(Gy, G,)abe.

O

a~group < G; > with order n, a cryptographic bilinear map e, : < G; > x < G; > - p,, and

aGy

b&. cG. €< (G > thebilinear Diffie-Hellman problem is to compute e (G. G.)abc
Tt — r r /Al e v

The security of some elliptic curve cryptosystems is based on the believed hardness of the elliptic curve

bilinear

Diffie-Hellman problem.

B.1.5 Elliptic curve discrete logarithm problem with auxiliary inputs (ECDLP with
auxiliary inputs)

The security of some cryptosystems is based on the elliptic curve discrete logarithm problem with
auxiliary inputs.

— ECDLP with additional inputs x2G, x3G, ..., XXG.

16
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— ECDHP with additional inputs a2G, a3G, ..., akG.
— BDHP with additional inputs a2G,, a3G,, ..., akG,.

Three examples of elliptic curve problems with auxiliary inputs are as follows (the notation follows
from the original definitions of the problems in B.1.1, B.1.2, and B.1.4).

B.2 Algorithms to determine discrete logarithms on elliptic curves

.2.1 Hardness of ECDLP

he hardness of ECDLP depends on the selected elliptic curves E/F(q) and the size nf_the [order of
the base point G. The size of n should be chosen large enough to achieve the desired level’of sefurity in
yptosystems based on the hardness of the ECDLP, but cannot be less than 160 bits:

he elliptic curve E/F(q) should be chosen to meet the defined security objectives‘against the fpllowing
lgorithms to solve ECDLP. The size of n should be set to meet the defined security objectived against
he baby-step-giant-step algorithm and various variants of the Pollard-p algorithm.

—

B.2.2 Overview of algorithms

o |

he following techniques are available to determine discrete logarithms on an elliptic curve.

-+ The Pohlig-Silver-Hellman algorithm. This is a divide-and-conquer method which redtices the
discrete logarithm problem for an elliptic curve E defined over F(q) to the discrete logarithm in the
cyclic subgroups of prime order dividing #E(F(q)).

1+ The baby-step-giant-step algorithm and varieus+ariants of the Pollard-p algorithm.
NOTE 1 Different variants of the Pollard-p.algorithm are described in Reference [34].

+ The algorithm of Frey-Riick[20] and.the Menezes-Okamoto-Vanstone algorithm[24] which both
transform the discrete logarithm problem in a cyclic subgroup of E with prime order | to the
smallest extension field F(q?) ofE(q) such that n divides (¢ - 1), where B is called the embedding
degree. The Frey-Riick algorithm runs under weaker conditions than the algorithm publjshed by
Menezes-Okamoto-Vanstene.

+ The algorithm of Araki’Satoh,[301 Smart[33] and Semaev[32] which solves the discrete ldgarithm
problem for an elliptie’curve E defined over F(p™) in the case #E(F(p™)) = p™.

—

nlike the situation 6f the discrete logarithm in the multiplicative group of some finite field, there is no
nown “index-calculus” available in the case of elliptic curves. As for attacks using covering fof special
ype of coverseg. the Weil descent attack, the GHS attack, see Chapter 22 of Reference [12].

o =

=z

OTE 2 .SThe Pohlig-Silver-Hellman and baby-step-giant-step algorithms generally work on all kinds pf elliptic
urves.wihile the Frey-Riick, the Menezes-Okamoto-Vanstone, Araki-Satoh, Smart, and Semaev algorithms work
only/@n‘curves with special properties.

(@]

B.2.3 MOV-condition

Let n be as defined in the set of elliptic curve domain parameters, where n is a prime divisor of #E(F(q))
and q is a power of a prime p. A value B, used for the MOV-condition, is given as the smallest integer
such that n divides q# - 1. As mentioned above, the Frey-Riick and Menezes-Okamoto-Vanstone
algorithms reduce the discrete logarithm problem in an elliptic curve over F(q) to the discrete logarithm
in the finite field F(q?) for some B > 1. By using the attack, the difficulty of the discrete logarithm
problem in an elliptic curve E/F(q) is related to the discrete logarithm problem in a finite field F(g?).
The subfield-adjusted MOV-condition describes the degree B that ensures the security level of the
discrete logarithm
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problem in an elliptic curve by the discrete logarithm problem in finite field. For some applications
based on the Weil and Tate pairing, a reasonably small value of B such as 6 or more is preferable.

NOTE

Information on the degree B is described in Reference [21].

B.2.4 Condition of prime divisor, n

For some cryptosystems based on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5, the prime
divisor n should satisfy the following conditions: there is no divisor d of n - 1 such that (log n)2 < d < n1/2
and there is no divisor e of n + 1 such that (log n)2 < e < n'/2, The divisors d and e are possibly composite.

NOTE
exceedin|

B.2.5

Because
by both
of the d

techniques are available to determine discrete logarithms on a quotient of the’ multiplicative group

F(qP):
— the
finit

— the
Morj
logd

The exT]
security

that a characteristic p of BN and BLS of embedding 'degree 12 should be 461 bits or large to reach the

128-bit
possibil
the com
Referen

The size of d is related with k in B.1.5, which is the maximum of the largest divisor of n =1 mqt
b the minimum of k and \/n. Further detailed information on d and e is given in Reference [15].

Pairing-friendly curves

of the existence of the MOV reduction, the security of pairings defined over F(q)is determinefd
the hardness of ECDLP on a subgroup or quotient group of the elliptic curve and the hardnegs
iscrete logarithms problem on a quotient of the multiplicative group ‘F(q5). The following

hlgorithm of Barbulescu-Gaudry-Joux-Thomé[32] which solves the discrete logarithm problem i
e fields of small characteristics;

—

algorithm Joux-Pierrot,[43] Barbulescu-Gaudry-Kleinjung,[40] Barbulescu-Gaudry-Guillevig-
ain,[41] Sarkar-Singh,[4Z] Kim-Barbulescul44] and Kim-Jeong[42] which solves the discrete
rithm problems in the non-prime finite fields.

NFS attack proposed by Kim et all44] affects the security level for BN and BLS. Thus, the
parameter should be chosen considering this attack. For example, Reference [39] suggest]

wn

security level. Also, already existing etirves are affected by the exTNFS attack, so there is p
ty that these curves no longer satisfy'their previous security levels. Another precise analysis gf
plexity of the discrete logarithm-problem over various pairing-friendly curves can be found ip
e [42].

18
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Annex C
(informative)

Background information on constructing elliptic curves by

complex multiplication

—]

o, —

.1 General construction (prime case)

he following algorithm produces an elliptic curve E over F(p) with the given numberof ration

OTE1 The algorithm is based on Reference [18] which is applied to the primality proving Reference

hput: the prime p, the definition field F(p) and the number of points N =«f/where n is the large
ivisor of N and ris a cofactor.

utput: curve parameters of elliptic curve E with #E(F(p)) = N arid base point G.

Test whether the prime divisor n satisfies the condition-d€scribed in B.2.4 for cryptosyster
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in’B\.5. If not, then execute a new inpy

Sett=p+1-N.

Choose a pair of integers (D,V) such that 4p <= DVZ,
Construct the Hilbert class polynomial Pg{X).

Find a solution j, in F(p) of Pp(X) = OGnod p.

Choose c € F(p)* and constructdwelliptic curve EDJo ¢ over F(p) with the j-invariant j, cq
¢, and Pp(X).

1) EDJO c :y2 =x3+ [3c2j0 / (1728 - j,)]x + 2C3jo / (1728 - jo) (if j # 0p, 1 728).
2) ED,jo,c:yz=X3+C(ifj0=01:)-

3) Ep,j, . ¥As%3 +cx(ifjo=1728).

Constructarandom point G on Ep ;- . [F(p)] such that G # Opand rG # Op.

Set G=1G.

i nG = Og, output curve parameters of E, Joc and the base point G. If nG # O, goto step f) t

hl points
P [11].

st prime

s based
t.

efficient

b choose

L

axnat r o
daruciici ..

NOTE 2  Any pair of integers (D,V) such that 4p - t2 = DV2 can be used in step c).

NOTE 3  The definition of the Diophantine equation used in step c) is given in A.5.

NOTE 4 The definition of the Hilbert class polynomial P, (X) is given in A.2.

© ISO/IEC 2022 - All rights reserved
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Cz2 M

iyaji-Nakabayashi-Takano (MNT) curve

The following algorithm produces an elliptic curve E over F(p) with embedding degree B = 6. The
pairing and the embedding degree are described in A.3 and B.2.2 respectively.

Some information and an algorithm for generating an MNT curve with B = 3 are given in Reference

MNT curves can be constructed, not only with B = 6, but also with B =3 and 4.

A | 1 L h . = =) A | Il 4=l A e VI I e T o). A |
wtl dlIu Uppel poulitd (UUU THCSCL ) Ui dllU Uiy 5 1TUTTHIT UCTHITHUUIT HETU THT DILS J a1t upp I
max for size of D.

prime p, curve parameters of elliptic curve E/F(p), the order n = #E(F(p)), and basepoint.é.
pse a small positive integer D < D, ., such that D = 3 (mod 8) and go to step c).
ch D does not exist, then stop and output “fail”.

| a pair of integers (T,U) with the smallest U > 0 that satisfies T2 - 3DU? z,+asing the continuefd
tion algorithm.

apair of integers (x, y) that satisfies x2 - 3Dy2 = -8 and 0 < x < 2Uy {2D), 2V (2/D) <y < 2TV (2/D
g the algorithm of Lagrange. If not, go to step a).

<

a pair of primes (p,n) as follows:

Compute integers x; and y; such that x; +y1-\/ (3D) =qx + yV (3D)] [T+ UV (3D)]".
NOTE 3 Not all solutions can be derived in‘this way.
If x; = 1(mod 6), then s = (x; - 1)/6 and p =4s2 + 1;

i) orifx;=-1(mod 6), then s = (x; #3)/6 and p = 4s2 + 1;
ii) or,i=1+1and go tostep 1).

If p<ppip theni=1i+1andgo to step 1).

If p > p. then go tostep a).

If p is prime, thenviy = 4s2 + 25+ 1 and n, = 452 - 25+ 1;
If p is not prinmie;/then i =i+ 1 and go to step 1).

If x; = 1{mod 6), then n = ny;

i) «orn=n,.

NOTE 1
[25].
NOTE 2
Input: lg
bound D
Output:
a) Cho
b) Ifsy
c) Find
frac
d) Fir_lc
usir
e) i=(.
f)  Find
1
2)
3)
4)
5)
6)
7)
8)

Ifricnrimao than anta cton o).
S PHHRE e - £6-+0-5te P55

i) or,i=i+1andgotostep1).

g) Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

h) Con

struct the Hilbert class polynomial Pp(X).

i) Find a solution j, in F(p) of Pp(X) = 0 mod p.

20
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j)  Choose c € F(p)* and construct an elliptic curve over F(p) with the j-invariant j,.

1)
2)
3)

EDJO c :y2=x3+[3c¢%, /(1728 -jy)x + 2c3j, / (1 728 - j) (if j, 2 05 1 728).
Ep jy.c: Y2 =x3+c(ifjo=0p).

EDJO P cy2=x3+cx (ifjo=1728).

k) Construct a random point G on EDJo ¢ [F(p)], not equal to the point at infinity Op.

D IfnG= f)ﬂ’ output p En andG

NOTE 4
NOTE 5
NOTE 6

NOTE 7

@ =]

NOTE 1

b~ —

1)

m) IfnG # O, go to step j) to choose another ¢ € F(p)*.

The definition of the Hilbert class polynomial Pj(X) is given in A.2.
The continued fraction algorithm in step c) is given in Reference [28].

The algorithm of Lagrange in step d) is given in References [23] and [26].

A technique for speeding up a protocol based on a bilinear pairing js‘described in Reference [13

(.3 Freeman curve (F curve)

he following algorithm produces an elliptic curve E over-#(p) with embedding degree B =
mbedding degree is described in B.2.2.

Detailed information is given in Reference [19]¢

hput: lower and upper bound p,;, and p,,,,, for thessize of the definition field (in bits) and upp¢4
max for size of D.

d) Choose a small positive integer Di< D .. such that D = 43 or 67 (mod 120) and 15D is squ
and go to step c).

H) Ifsuch D does not exist, theh.stop and output “fail”.

d Find a pair of integers (T)U) with the smallest U > 0 that satisfies T2 - 15DU?2 = 1 using the c¢
fraction algorithm.

d) Letg=T- UV 15D).

d) Find a pairofintegers (x, y) that satisfies x2 - 15Dy2 = 20 and 0 < x < 10UV(3D), 2V1/(3D) < |
(3D) using the algorithm of Lagrange. If not, go to step a).

f) Forsthe current solution (x, y).

Ifx=%5 (mod 15), then:

2)
3)
4)
5)

i) Lets=(-5%x)/15.

ii) Letp=25s*+ 2553+ 2552+ 10s + 3.
iii) Letn=25s*+ 2553 + 1552 + 55 + 1.

or, go to step 6).

If p > pax 80 to step a) to choose a new D.
orif p < p.,;n, then go to step 6).

If p and n are primes, go to step g).

© ISO/IEC 2022 - All rights reserved

10. The

r bound

(Qutput: prime p, curve parameters of elliptic'curve E/F(p), the order n = #E(F(p)), and basepoint G.

are-free

ntinued

<2TV1/
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6)

7)

Find a pair of integers (x', ') such that x’ + y' V15D = (x + yV15D)-g.
NOTE 2 Not all solutions can be derived in this way.

Letx = x"and y =y’ and return to step 1).

g) Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

h) Construct the Hilbert class polynomial Pj(X).

i)  Fing
i) Cho
1y
2)

3)

k) Con
1) If nd
m) or,d
NOTE 3
NOTE 4
NOTE 5

NOTE 6

C.4 Cocks-Pinch (CP) curve

The follq
embedd

NOTE 1
Input: a
Output:
a) Cho
b) Find

| a solution j, in F(p) of Pp(X) = 0 mod p.
pse ¢ € F(p)* and construct an elliptic curve E over F(p) with j-invariant j:
ED.jo c :y2=x3+[3¢%, / (1728 - j)]x + 2c3j, / (1 728 - jiy) (if jo # 0p 1 728).
Ep.j, :y2=x3+ ¢ (ifj, = 0p).
Ep.jo.c :y2 =x3 +cx (if j, = 1 728).
truct a random point G on ED,jo ¢ [F(p)], not equal to the point at infinity O.
f = Op, output p, E, n, and G.
o to Step j) to choose another c € F(p)*.

The definition of the Hilbert class polynomial Pj(X) in step i}.is given in A.2.

The continued fraction algorithm in step c) is given in Reference [28].

The algorithm of Lagrange in step f) is given in References [23] and [26].

A technique to speed up a protocol based on@bilinear pairing is described in Reference [13].

wing algorithm produces an elliptic curve E over F(p) with arbitrary embedding degree B. The
ng degree is described in B:2\2.

Detailed information is'given in Reference [14].
positive integer B.and a set R of prime numbers n (n-1 is divisible by B).
prime p, curveé.parameters of elliptic curve E/F(p), the order n-r = #E(F(p)), and basepoint G.
pse a small'square-free positive integer D and n in R such that -D is a square mod n.

| a B-th-primitive root of unity z in F(n).

 t'=

ASE

d) y'=

(t'-2)/ vV (-D) (mod n).

e) Let tbe an integer such that t is equal to t' mod n, and let y be an integer such that y is equal to y'
mod n.

f) p=(+Dy>)/4
NOTE2 t=t"andy=y' canbe used.

g) If pisnot prime, then go to step a).

22
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h) Test whether the prime divisor n satisfies the condition described in B.2.4 for cryptosystems based
on ECDLP, ECDHP, or BDHP with auxiliary inputs as in B.1.5. If not, then go to step a).

i) Construct the Hilbert class polynomial Pp(X).
j)  Find a solution j, in F(p) of Pp(X) = 0 mod p.
k) Choose c € F(p)* and construct an elliptic curve over F(p) with the j-invariant j,.

1) EDJo c :y2=x3+[3c¢%, /(1728 - jy)lx + 2c3j, / (1 728 - ) (if j, 2 05 1 728).

2) ED']-O'C:y2 =x3 + ¢ (ifj, = 0p).

3) ED']-O'C:y2 =x3 +cx (ifj, =1 728).

1) Setacofactorr=(p+1-t)/n.

m) Constructarandom point G on EDJo ¢ [F(p)] such that G # O and rG # O,
n) SetG=rG.

d) IfnG= 0y, outputn, G, and the elliptic curve E.

d) or, go to step k) to choose another ¢ € F(p)*

NOTE 3  The definition of the Hilbert class polynomial P, (X) instép c) is given in A.2.

NOTE4 A technique for speeding up a protocol based on a.bilinear pairing is described in Reference [13].
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Annex D
(informative)

Numerical examples

D.1 Npmerical examples of verifiably pseudo-random elliptic curves

D.1.1 General

The parameters are chosen from a seed using SHA-1.

NOTE A hash-function used in these examples requires only pre-image and second-pre-image resistand

propertyl Parameters are explained in Reference [9].

D.1.2 Elliptic curve over a prime field (192 bits)

¢

p FEFFEFFf FEFFFFFf FEFEFFFINFEfffffe FEEFFFFf FEFEFFE|F

2192_964_J1

a FEFFEFFf FECFEEEENRFICFFff fEFfffffe FEEFFFff fEFFEFFflC

b 64210519 e59c8@e7 O0fa7e9ab 72243049 feb8deec cl46b9bl

(seed) X 3045ae6f c8422f64 ed579528 d38120ea e12196d5

(comprgssed) G 03 188dg80€ b03090f6 7cbf20eb 43a18800 f4ffOafd 82ff101P

(uncompressed) G 04.:188da80e b03090f6 7cbf20eb 43a18800 f4fflafd 82ff101p

07192b95 ffc8da78 63101led 6b24cdd5 73f977al 1e79481fL

n fEFEEEEF FEEFFFEE FEEEFFEE 99defB836 146bc9bl bad2283f

(cofactof) r L
D.1.3 Elliptic curve ever a prime field (224 bits)

p fEEEEELf

fEFEEEEF FEEFEEEE FEEEEEEE 00000000 00000000 0000000f

2224_9964]1

a FEFEFFFE

fEFEEEEf FEEFEEEf fEfffffe fEEEEEFf fEFEEEEf fEEFfffe

b b4050a85

0c04b3ab £5413256 5044b0b7 d7bfd8ba 27003943 2355ffb4

(seed) X bd713447 99d5c7fc dc45b59f a3b9ab8f 6a948bcs

(compressed) G 02 b70e0cbd

6bb4bf7f 321390b9 4a03cld3 56c21122 343280d6 115c1d21
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04

b70e0cbd 6bb4bf7f

115c1d21 bd376388

44458199 85007e34

fEFEFEFSF

13dd2945 5c5c2a3d

321390b9 4a03cld3 56c21122 343280d6
b5f723fb 4c22dfe6 cd4375a0 5a074764
n
fEEFFFFf fEEFFFFFf fFFf16a2 e0b8f03e
(cofactor) r
D.1.4 Elliptic curve over a prime field (256 bits)
i FEEELEEE
00000000 00000000 00000000 fEFEFEfENEFFFFEEE f
%224 (232-1) +2
a fEEEEFEE
00000000 00000000 0000000\ FEEEEEEE FEFEEEEE f
I 5ac635d8 4
b3ebbd55 769886b¢, 651d06b0 cc53b0f6 3bce3c3e 2
(beed) X c49d36D8 8670493 6a6678el 139d26b7 §
(fompressed) G 03 6b17d1f2 d
£8bcegéd 63a440f2 77037d81 2deb33al0 £4al3945 (
(bncompressed) G 04 6b17d1f2 el2c4247 f8bcebe5
77037d81 2deb33a0+,£f4al13945 dB898c296 4fe342e2 fela7f9b 8eeTebda 7
2bce3357 6b315ece cbb64068 3
7 FEEEFFFE
fEFEEEEf fEEEEEEf becebfaad a7l79e84 £3b9cac2 f

(fofactor) r

D.1.5 Elliptic curveover a prime field (384 bits)

2 8 5 i o i o A o G o e e . e

fEEEEEFf fEfffffe fEEEFEEE 00000000 00000000

2384_7128_1

a fEEEEEFf FEFEEEEE FEEFEEEf FEFEFEEE FEEFEFFE A
fEEFfEEff fEfffffe fEEEEEEE 00000000
b p3312fa7 e23ee7e4 988e056b e3£82d19
0314088f 5013875a ¢656398d 8a2ed19d
(seed) X a335926a a319%a27a 1d00896a
(compressed) G 03 aa87ca22 be8b0537 8eblc7le f£320ad74
59f741e0 82542238 5502f25d bf55296c

© ISO/IEC 2022 - All rights reserved

1

0000001
fEfffff

924096_1

0000001
ffffffc

a3a93e7
7d2604b

19£7e90

12c4247
898c296

3a440f2

c0f9%el6
Tbf51£5

0000000
c632551

1

fffffff
fffffff

9612321

fffffff

00000000 fffffffc

181d9coe fe814112

2a85c8ed d3ec2aef

6773a482 Tacdac73

6e1d3b62 8ba79b98

3a545e38 72760ab’7
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(uncompressed) G 04 aa87ca22 be8b0537 8eblc7le £320ad74 6e1d3b62 8ba79b98

59f741e0 82542a38 5502f25d bf55296c 3a545e38 72760ab7 3617deda 96262c6f
5d9e98bf 9292dc29 £f8f4ldbd 289%9al4d47c e€9da3113 b5f0b8c0 0a60blce 1d7e819d
7a431d7c 90eale5f

n ffffffff fff£f£f£ff fEfEEfE£f fEEEEFfEf fEEL££EFf fELEEEEF
c7634d81 £4372ddf 581a0db2 48b0a77a ececl96a ccc52973

(cofactor) r 1

D.1.6 Elliptic curve over a prime field (521 bits)

p OLff ffffffff fEffffff fEFFFFFEVELLLLLS

i s 4 0 R i i i O i i i i i i i A s i i 0 R i i O i i i i i i i e s i W o A o s i i s i
B e O i i i e i s 59 0 i A s i i i i

Hh

= Hh

2521}

a OLff ffffffff fEfLELLELf fEEFfFfFfff fEEEE£E1

i i s R A i i O s i i s i i A A s i i i D i i O 0 3 A i R s s i i i i A i s i i s i
B i 2 i e i i i i i A s i i i i

Hh

Q Fh

b 0051 953eB961 8elc9alf 929%a2lal b68540ek

a2da725b 99b315f3 b8b48991 8efl09%el 56193951 ec7e937b 1652cObd 3bblbf0
3573df88 3d2c34fl ef451£fd4 6b503£0

[GIEN)

@eed)x' d09e8@00 291cb853 96cc6717 393284aa aldacdbl

(compressed) G 0200c6 858e06b7 0404e9cd 9el3ech66 2395b44pR

9c648139 053fb521 f828afel*6bd4d3dba aldbbe77 efe75928 feldcl27 a2ffa8d
3348b3cl 856a429b £97e7e31 c2e5bdf

o O

(uncompressed) G 04 00c6858e 06070404 e9cd9el

cb662395 b4429c64./8139053f ©b521£f828 af606bdd 3dbaaldb 5S5e77efe7 5928fel
cl27a2ff a8deB8348 b3cl856a 429bf97e 7e31c2e5 bd660118 39296a78 9a3bc00
5c8abfbd 2¢idPod9 98£f54449 57904468 17afbdl7 273e662c 97ee7299 5efd264

c550b901 3fad0761 353c7086 a272c240 88be9476 9fdl665

[G S ETEONEN()]

n 01ff ffffffff fEfffffff fEfEfffff fEEEFES

fEEERTEEf fEfFEFFff fEEFFFfFf fffffffa 51868783 bf2f966b 7fcc0148 £709a5d
3bb5c9b8 899c47ae bbb6fb7le 9138640

™

O O

(cofactof) r 1

D.2 Npmerical examples of BN curve

D.2.1 General

All of the following examples are chosen so that p is the prime satisfying p = 3 (mod 4) and p =4 (mod 9)
or p =1 (mod 9) for the parameter u with low Hamming weight of the non-adjacent form, allowing the
extension field F(p?) to be represented as F(p)[i]/(i? + A) with a positive integer and the extension field
F(p?m) to be represented as F(p?)[z] /(z™ - v(i)) with a polynomial v(i) for m = 2, 3, 6. Computation of
square (or cube) roots needed for point and/or pairing compression is also simplified in both F(p) and
F(p?). Furthermore, the curve equation has the form E: y2 = x3 + b and the sextic twist E'/F(p?) of the
form E": y'2=x"3+ b/vor E": y'2 = x"3 + bv contains a subgroup of order n and cofactor h = 2p - n. Finally,
the isomorphism yi: E'/F(p?) —» E/F(p12) takes the form Y(x', y') = (x'vz4, y'vz=3) or Y(x, y') = (x'v1z4
y'v1z3), with z6 = v-1 or z6 = v, respectively. These properties effectively facilitate the implementation
of the (plain or compressed) Tate or Weil pairing e: E x E' —» F(p?™), with optimal pairings especially
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benefiting from the sparse form of u. A detailed information on these examples is given in Reference

[13].

D.2.2 Elliptic curve over a prime field (446 bits)

p 24000000 00000000
00240000 0002d000 00000d80 0000021c 00000018 00000000
87000000 0b040000 0057c000 00015c00 00001320 00000067
u 210+ 236 + 1
a O
h 1d
(fompressed) G 02 13fbccdb 460511F0
87aeell3e 7£60130f 2092aa3e L0¢g28b6b 4120ef8d (14340b4
0461£fd63 43257d87 55b9%ebdV\6d82b03b 2b8c6170 Y6053d4a
(hncompressed) G 04 13fbccdb 460511£0
87aeell3e 7£60130f 2092aa3e 06e28b6b 4120ef8d (14340b4
0461£fd63 43254387 55b9%ebd7 6d82b03b 2b8c6170 Y6053d4a
210e6d3b 923a4f44
95494£02»8274c2c2 4531435e Tcdbclee fbc9cl9e f812£f3e9
49d3270f 08d200df ac31fda8 ccd3f42c 5bd3ecld 19eef088
n 24000000 0000000
00240000 00024000 00000480 0000021c 00000017 40000000
87000000 0ad40000 0054c000 00015600 00001260 JOO0O006L
(fofactor) r 1
NOTE This curve paranieter first appeared in Reference [46]. The complexity of the discrete Ipgarithm
problem over the curve wass further analysed in Reference [42].
D.2.3 Elliptic curve over a prime field (462 bits)
12 2404 80360120 (23fffff
fffff6ff Ocfeb7d9 bfcal000 00000048 12908f41 d8020fff
fffffffe ffoofcof £687£640 00000000 2401b008 40138013
u 211442101_214_1
a O
b 5
(compressed) G 0221a6 d67ef250 191fadba

34a0a301 60b9%ac92 64b6f95f 63b3edbe
bde69a4l 6alble79 239c0372 e5cd7011
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c3cfdb2e 689dblbb
3c98d91f 36b6980d
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