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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respeciive organizafion 1o deal with particular fields of technical acfivity. SO and
IEC techhical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field ¢
informatipn technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

—h

Internatignal Standards are drafted in accordance with the rules given in the ISO/IEC Directivesy Part 2.

The maip task of the joint technical committee is to prepare International Standards. ‘Draft International
Standards adopted by the joint technical committee are circulated to national bodies for.voting. Publication ds
an Internfational Standard requires approval by at least 75 % of the national bodies casting a vote.

Attention| is drawn to the possibility that some of the elements of this documentimay be the subject of patent
rights. ISO and IEC shall not be held responsible for identifying any or all suchpatent rights.

ISO/IEC|19784-1 was prepared by Joint Technical Committee ISO/NEC JTC 1, Information technolog)
Subcommittee SC 37, Biometrics.

ISO/IEC|19784 consists of the following parts, under the general title Information technology — Biometri
applicatipn programming interface:

)

— Partl1: BioAPI specification
— Parfl2: Biometric archive function provider intetface
This is the first ISO/IEC standard on BioAPI: Previous versions were published by ANSI and the BioAH

Consortitim. As the last official non-ISO release was designated Version 1.1, this ISO/IEC 19784-1 version s
designated Version 2.0. This is to distinguish the versions of BioAPI products in the marketplace.
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Introduction

This part of ISO/IEC 19784, the BioAPI specification, provides a high-level generic biometric authentication
model suited to most forms of biometric technology. No explicit support for multimodal biometrics is currently
provided.

n architectural model is described which enables components of a biometric system to be(provided by
ifferent vendors, and to interwork through fully-defined Application Programming Interfaces (ARIS).

mponents (provided by different vendors, and potentially running concurrently),using the BigAPI API
ecification. The BioAPI Framework provides this support by invoking (through a Service Provider Interface,
PI1) one or more biometric service provider (BSP) components (provided by different vendors, and pptentially
running concurrently) which can be dynamically loaded and invoked as required\by an application component.

key feature of the architecture is the BioAPI Framework, which supports calls by one.er more a(;{plication

t the lowest level there is hardware or software that performs biometric_functions such as capture, matching,
r archiving. These parts of the architecture are called BioAPI Units, and’can be integral to a BSP gr can be
pplied as part of a separate BioAPI Function Provider (BFP) compenent.

Interactions (through the BioAPI Framework) can occur betwegen BSPs from different vendors provided data
sfructures used to record information from the BioAPI Units they access conform to other Intgrnational
Standards, and in particular to ISO/IEC 19794 [5].

—

he final component of the BioAPI architecture is theecognition that a BSP can provide its biometrici services
ither:

D

a) by the use of BioAPI Units that are integral to (that is, directly managed by) the BSP, or

b) by invoking, through the BioAR}Function Provider Interface (FPI), one or more BFP components
(provided by different venders)that manage BioAPI Units that are integral to the BFP.

NOTE: A BioAPI Unit may_consist of software only, or a combination of software and hardware (e.g., a| biometric
sensor, archive, or algorithmy:

-

or each type of BioAPtWnit supported by a BSP (or BFP) there may be one or more BioAPI Units of|that type
hich can be dynamicCally inserted and removed from the system. Insertion and removal generates events that
an be signalled (through the BSP and the BioAPI Framework) to an application.

Q<

he BioAPI specification covers the basic biometric functions of Enrollment, Verification, and Identification
see Annex C), and includes a database interface to allow an application to manage the storage of piometric
pcordsthrough an archive BioAPI Unit managed by a BSP or BFP. This provides for optimum performance
p.g.¢« when performing the biometric Identification function within a large population) of the archiving and
ioametric search processes.

o = —~

The interface to the application provides primitives that allow it to manage the capture of biometric samples
from a biometric sensor by accessing the corresponding BioAPI Unit, and the use of those biometric samples
for Enrollment (storage in an application-controlled or BSP-controlled BIR database), and subsequent
Verification or Identification against those stored records.

This part of ISO/IEC 19784 also specifies the content of a biometric component registry (information about the
biometric components that have been installed on the biometric system). It also provides a component registry
interface for the management and inspection of that registry.

This part of ISO/IEC 19784 uses the C programming language (see ISO/IEC 9899) to specify the data
structures and function calls that form the BioAPI interfaces.
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Clause 6 describes the BioAPI architectural model and its components, and the interfaces that are specified

between

these components.

Clause 7 defines the data structures used in the BioAPI.

Clause 8 defines the function calls initiated by an application and supported by a conforming BioAPI
Framework that are either handled internally by the BioAPI Framework (for example enumeration of installed

BioAPI ¢

omponents) or mapped to a function provided by a BSP.

Clause 9 defines the function calls supported by a conforming BSP (and invoked by the BioAPI Framework in

response to a call from a biometric application).

Clause 1
Clause 1

Annex A
the vend
biometrig

NOT]
speg

Annex B
in accord
ISO/IEC
and tran

Annex C

Annex D
impleme

|0 specifies the form of the biometric component registry and the component registry interface’
1 defines the handling of events and error returns.
is normative, and specifies details of conformance requirements and proformas thab can be used b

or of a BioAPI Biometric Application, Framework, or BSP component to identify those functions an
record formats that must be supported.

Q<

F: A future International Standard (ISO/IEC 24709) will address conformance testing for this BioAR
fication. [7]

is normative, and specifies the BioAPI biometric information record (BIR) as a CBEFF Patron FormIt
ance with ISO/IEC 19785-1. It provides a description of the biometric record specified in this part ¢f
19784, together with the platform-independent bit-pattern representation of such a record for storage
fer.

is informative, and provides a general tutorial on a;humber of aspects of the BioAPI specification.

is informative, and provides example codé to illustrate calling sequences and to provid
htation guidance.

[0

viii
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Information technology — Biometric application programm
interface —

Part 1:

ing

BioAPI specification

1 Scope

his part of ISO/IEC 19784 defines the Application Programming Interface .(APl) and Service

terface (SPI) for standard interfaces within a biometric system that support the provision of that

ystem using components from multiple vendors. It provides interworking betwéen such component
gdherence to this part of ISO/IEC 19784 and to other International Standards.

= —

he BioAPI specification is applicable to a broad range of biometric teehnology types. It is also applid
ide variety of biometrically enabled applications, from pefsonal devices, through network
dpplications, to large complex identification systems.

his part of ISO/IEC 19784 supports an architecture .inv'which a BioAPl Framework supports

Provider
biometric
through

able to a
security

multiple

multaneous biometric applications (provided by different vendors), using multiple dynamically installed and

Ipaded (or unloaded) biometric service provider (BSP) components and BioAPI Units (provided
different vendors), possibly using one of an alternative set of BioAPI Function Provider (BFP) cor
(provided by other vendors) or by direct management of BioAPI Units.

NOTE: Where BioAPI Units are provideddy a different vendor fom a BSP, a standardised BioAP| Functio
Interface (FPI) may be needed. This is‘Quiside the scope of this part of ISO/IEC 19784, but is specified by
for the different categories of FPI.

his part of ISO/IEC 19784 is, net required (and should normally not be referenced) when a
hiometric system is being procured from a single vendor, particularly if the addition or interchange of
ardware, services, or applications is not a feature of that biometric system. (Such systems are sq

referred to as "embedded Systems".) Standardisation of such systems is not in the scope of thip

IBO/IEC 19784.

by other
hponents

N Provider
ater parts

complete
biometric
metimes
part of

I{ is not in the sCopeé of this part of ISO/IEC 19784 to define security requirements for biometric applications

gnd biometric ‘service providers.

NOTE; MSO 19092 provides guidelines on security aspects of biometric systems. [3]

pvide the

he performance of blometnc systems (partlcularly in reIatlon to searches of a Iarge populatron to pr

|nteroperab|I|ty and performance are not in the scope of th|s part of ISO/IEC 19784

between

This part of ISO/IEC 19784 specifies a version of the BioAPI specification that is defined to have a version

number described as Major 2, Minor 0, or version 2.0.

NOTE: Earlier versions of the BioAPI specification were not International Standards.
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2 Conformance

2.1 Annex A specifies the conformance requirements for BioAPl components claiming conformance to this
part of ISO/IEC 19784.

2.2 This part of ISO/IEC 19784 uses the C programming language (see ISO/IEC 9899) to specify the
interfaces that it defines. A BioAPI component can conform to this part of ISO/IEC 19784 by the provision or
use of that interface with languages other than the C programming language, provided that the component on
the other side of such an interface can use the interface through the detailed C programming language
specification given in this part of ISO/IEC 19784 (See also clause 7.1.)

3 Normative references

Q.

The follgwing referenced documents are indispensable for the application of this documeént. For date
referencgs, only the edition cited applies. For undated references, the latest edition of \the referenced
document (including any amendments) applies.
ISO/IEC[9834-8, Information technology — Open Systems Interconnection — Proceddres for the operation ¢f
OSI Regjistration Authorities: Generation and registration of Universally Unique [dentifiers (UUIDs) and thejr
use as ASN.1 Object Identifier components

ISO/IEC19899:1999, Programming Languages — C

ISO/IEC|10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS)

ISO/IEC|19785-1, Information technology — Common BiometricExchange Formats Framework — Part {:
Data eleinent specification

ISO/IEC|19785-2, Information technology — CommonsBiometric Exchange Formats Framework — Part 2:
Procedufes for the operation of the Biometric Registration Authority
4 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

=

NOTEE: Function names and data element names are not included here, but are defined within the body of this part
ISO/|EC 19784.

4.1
adaptatipn

templat¢ adaptation
use of a BIR proddced from a newly captured and verified biometric sample to automatically update or refres
a refererce temptate

=y

NOTECAThis procedure is used to minimize the effects of template aging.

4.2

attach session

temporary association between an application, a single BSP, and a set of BioAPI Units that are managed
either directly or indirectly by that BSP
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4.3
BioAPI component

component of the BioAPI architecture with a defined interface that can be supplied by a separate vendor and

which is subject to conformance testing
NOTE: BioAPI components include BioAPI applications, the BioAP| Framework, BSPs, and BFPs.

4.4

BioAPI Function Provider

BFP

component that manages one or more BioAPI Units of a specific category

NOTE 1: Interfaces to BioAPI Function Providers are standardized in subsequent parts of ISO/IECA9784.

45
BioAPI Unit
gbstraction of a hardware or software resource that is directly managed by a BSP.or BFP

NOTE: BioAPI Units are categorized (see clause 6.2.2) and include sensoriunits, archive units, matching
units and processing algorithm units.

.6
iometric (adj.)
rtaining to the field of biometrics

.7

iometric data block
BDB

lock of data with a defined format that contains éne or more biometric samples or biometric template

O

NOTE 1: ISO/IEC 19784 does not support BDB formats that are not an integral multiple of eight bits.
NOTE 2: There is no requirement that.a BDB format be self-delimiting.

NOTE 3: Each part of ISO/IEC 19794 standardises one or more BDB formats. Vendor specific formats c4
specified and identified.

NOTE 4: Within BioAPI;-the BDB is “opaque” to the application and is therefore sometimes referred to as 4
biometric data block.

.8
iometric information record
IR
ta structure containing one or more BDBs, together with information identifying the BDB form
ssibly further information such as whether a BDB is signed or encrypted (see ISO/IEC 19785-1)

NOTE 2: BFPs are categorized according to the categories of BioAPI Units that they manage (see clause §.

2.4).

algorithm

[

n also be

n opaque

ats, and

NOTE: This part of ISO/IEC 19784 defines a BIR format (see clause 7.4) that supports only a sir]

gle BDB.

ISO/IEC 19785-1 defines a more general BIR format that supports multiple BDBs within the BIR, and the above

definition is used in common by the two International Standards. When the term BIR is used in th
ISO/IEC 19784, it normally refers to the specific BIR format defined by BioAPI (see Annex B), not to an arb
The term BioAPI BIR is used where clarity is needed.

4.8.1
reference BIR
BIR whose BDB(s) contain one or more biometric templates

4.8.2

sample BIR
BIR whose BDB(s) contain only biometric samples that are not templates

© ISO/IEC 2006 — Al rights reserved
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49
biometric sample
information obtained from a biometric sensor, either directly or after further processing

NOTE: See also raw biometric sample, intermediate biometric sample, and processed biometric sample.

491

biometric template

biometric sample or combination of biometric samples that is suitable for storage as a reference for future
comparison

4.9.
intefmediate biometric sample
bionpetric sample obtained by processing a raw biometric sample, intended for further processing

4.9.
pro¢essed biometric sample
bionpetric sample suitable for comparison

4.9.
raw|biometric sample
bionpetric sample obtained directly from a biometric sensor

[

NOTE: The formats for raw biometric samples are not currently standardised, and depend on the nature of th
biometric device and the vendor of that device. They may in the)future be standardised as part of th
standardisation of specific biometric devices.

[

49.%
reference template
biometric template that has been stored

4.10
biometric sensor
biometri¢ hardware used to capture raw biometric.samples from a subject

NOTE: The term ‘biometric device’ is used.pterchangeably with this term.

411
biometric service provider
BSP
compongnt that provides biometric services to an application through a defined interface by managing one or
more BidAPI Units directly;orthrough interfaces to BioAPI Function Providers

412
biometrics (noun)
automated recoghition of individuals based on their behavioural and biological characteristics

413
callback
mechanism by which a component that exposes an API invokes a function within a component that uses that
API, where the address of that function has been previously passed as an input parameter of an API function
call

NOTE: This mechanism enables a BioAPl component to communicate with another BioAPI component other than by
invoking an API function, usually in response to an event or interrupt.

414

component registry

information maintained by the BioAPI Framework concerning the BioAPI components that are available on a
biometric system
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4.15

encrypt

encryption

(reversible) transformation of data by a cryptographic algorithm to produce ciphertext; that is, to hide the
information content (protect the confidentiality) of the data

NOTE 1: Encryption algorithms consist of two processes: encryption (or encipherment) which transforms plaintext
into ciphertext, and decryption (or decipherment) which transforms ciphertext to plaintext.

NOTE 2: Encryption may be used for either security or privacy reasons.

ﬁ.16
nroliment

rocess of collecting one or more biometric samples from an individual, and the subsequent ‘construgtion of a
iometric reference template which can then be used to verify or determine the individual’s identity

o e]

NOTE: The reference template would normally be stored by a biometric application, @) BSP supporting gan archive
BioAPI Unit, or both.

17
alse Match Rate
MR
easure of the probability that a biometric matching process will incorrectly identify an individual or Will fail to
bject an impostor

—

NOTE 1: Within BioAPI, FMR is used as a means of specifying/scores and thresholds (see clause C.4).

NOTE 2: Historically, False Acceptance Rate (FAR) has‘also been used with a similar definition, but FMR is the
preferred term in International Standards. Similarly for False Rejection Rate (FRR), as opposed to the prefefred False
Non-Match Rate (FNMR).

.18

andle
rameter returned by a BioAPI function, (A-say) that can be used by the BioAPI application in a subsequent
nction call to identify a BioAPl component or data element within the component A

—h

NOTE: Types of handles include:
BIR_Handle, generated by a BSP to select or access a BIR within that BSP.
BSP Attach Sessjon Handle, for an attach session.

DB_Handle€,)generated by a BSP to select or access a BIR database controlled by that BSP.

.19

identify
identification
ne-to-many process of comparing a submitted biometric sample against a reference population to determine
hether the submitted biometric sample matches any of the reference templates in that reference pppulation
in order fo determine the identity of the enrollee whose femplate was matched

NOTE: This is often called an "identification match" or "identifymatch".

4.20

match

matching

one-to-one process of comparing a submitted biometric sample against a single biometric reference template
and scoring the level of similarity.

NOTE 1: An accept or reject decision would then normally be based upon whether this score exceeds a given
threshold.
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NOTE 2: Matching algorithms and their effect on False Match Rate and False Non-Match Rate scores are currently
not standardised.

NOTE 3: See also identify (4.19) and verify (4.28).

4.21

payload

data, provided at the time of enrollment and associated with a reference template, which can be released
upon a successful biometric verification.

NOTE: Examples of payloads Include USer names, accounts, passwords, cryptographic Keys, or digital certificatg
(see|clause C.5).

[

4.22
score
scoring
value indicating the degree of similarity or correlation between a biometric sample and a biometric reference
template

4.23
security|block
SB
block of glata with a defined format that contains security information (for example, related to encryption or
integrity)|related to a BIR (see ISO/IEC 19785-1)

4.24
self-contained device
combination device which includes a biometric sensor and all or part of the BSP functionality

NOTH: A self-contained device may include the ability to not-only capture a biometric, but also to process, match,
and/of store it. This functionality is typically implemented in-hardware/firmware.

4.25

signatu
digital s|gnature
data appended to, or a cryptographic transformation of, a data unit that allows the recipient of the data unit fo
prove the origin and integrity of the data unit and protect against forgery, e.g. by the recipient

NOTE: Digital signatures may be-used for purposes of authentication, data integrity, and non-repudiation

4.26
threshor

predefingd value which establishes the degree of similarity or correlation (that is, a score) necessary for a
biometri¢ sample to be deemed a match with a biometric reference template

universally unique identifier

and over time

4.28

verify

verification

one-to-one process of comparing a single submitted biometric sample against a biometric reference template
to determine whether the submitted biometric sample matches the reference template

NOTE: This is often called a "verification match" or "verifymatch".
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5 Symbols and abbreviated terms

API — Application Programming Interface

BDB — Biometric Data Block

BFP — BioAPI Function Provider

BIR — Biometric Information Record

ISO/IEC 19784-1:2006(E)

F

(7))

(7))

(¢)]

SP — Biometric Service Provider

BEFF — Common Biometric Exchange Formats Framework
MR - False Match Rate

Pl — Function Provider Interface

sUl — Graphical User Interface

D — |dentity/Identification/Identifier

NOC — Match on Card

ID — Product ID
B — Security Block

BH — Standard Biometric Header

Pl — Service Provider Interface

UID — Universally Unique Identifier

NOTE: This term and abbreviation is imported\from ISO/IEC 19785-1.
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6 The BioAPI architecture

6.1.1

NOTE: The structure below the SPI is simplified in Figurex1. The options (and standardized interfaces) for th

inter|

6.1.2

interactigns between three sorts of BioAPI components: the BioAPI Framework, applications, and monolith

BSPs.

NOTE: Standardized interfaces to allow the functions of a BSP to be provided by independent BioAPI componen
are described in 6.2.

6.1 The BioAPI API/SPI Architectural Model

The BioAPI incorporates an API/SPI model, illustrated in Figure 1.

Biometric Application Biometric Application

BioAPI Framework

BSP BSP BSP
g T Ol
Device Device De‘1"°e De;'ce

Figure 1 — BioAPI API/SPI:Model

hal structure of the BSPs are presented in Figure 2.

A BioAPI system consists of BioAPI compenents providing standardized interfaces. Figure 1 show

[’

]

6.1.3 The API specifies theTinterface between the BioAPl Framework and a biometric application. The
applicatipn is written to invoke)the functions in the API specification (see clause 8). The BioAPI Framework
supports|the functions in the)API specification.

6.1.4 [The SPI preyides the interface between the BioAPl Framework and BSPs. The BioAPI Framework
invokes the functions in the SPI specification (see clause 9). The BSP supports the functions of the SRI
specification.

6.1.5

an API functiontoam SPHunction addressed to the appropriate BSP:

6.1.6

6.1.7

NOTE:

The BioAPI Framework provides for management of BSPs and for the mapping of function calls fror|n

An application can access the functionalities of a BSP (through the BioAPI Framework) only after the
BSP has been loaded and attached (see clauses 8.1.5 and 8.1.7). When the application no longer requires
the use of the BSP, it is detached and unloaded (see clauses 8.1.6 and 8.1.8).

An application may load (and attach to) more than one BSP at a time. A BSP may be attached to
more than one application at a time.

Interactions between an application and an attached BSP are normally independent of other interactions

between that application and other BSPs, or between that BSP and other applications, except when there is
contention for a physical device managed by the BSP.
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6.1.8  The functions specified in this part of ISO/IEC 19784 support the presence in a biometric system of:

a) a singleBioAPI Framework with an associated component registry; and

b) dynamic execution and termination of multiple simultaneous biometric applications interworking with

that BioAPI| Framework; and

¢) the dynamic installation, deinstallation (and associated loading and unloading) of multiple BSPs

interworking with that BioAPI Framework; and

events related to the dynamic connection and disconnection of BioAPIl Units (see cl
managed by that BSP.

NOTE: It is expected that the most common use of this API will be for a single application to ¢entrol one B
most one BioAPI Unit of each biometric category accessed through that BSP. However, support for an app
access multiple BSPs, each capable of managing multiple BioAPI Units (but only one ©f,each category f
attached session) will facilitate such applications as physical access control, especially'when networked d
employed.

6.2 The BioAPI BSP Architectural Model

D

.2.1 BioAPI Units are the abstraction of biometric devices and are the basic building blocks pre
n application by a BSP. They encapsulate and hide software @nd hardware resources (of various
ensor device, archive device, etc.).

N _Q

6.2.2 Each BioAPI Unit models or encapsulates a single (or none) piece of hardware and any n
spftware. The following are the currently defined categories of BioAPI Unit:

Sensor unit,

Archive unit,

Matching algorithm unit, and
Processing algorithm unit

NOTE: It is likely, but not required, that the first two units will be associated with detachable hardware, ar]
last two units will not have any assoCiated hardware.

6.2.3 A BioAPI Unit may(be 'managed internally by a BSP (direct management of the BioAPI Uni
be managed by an associatéd BioAPI Function Provider (BFP) (indirect management of the BioAPI U
BioAPI Function Provider)lnterfaces (FPIs) are specified in subsequent parts of ISO/IEC 19784.

6.2.4 A BFP can’manage multiple BioAPI Units of a given category (but not more than one in a
session for a given application). BFPs are categorized according to the categories of the BioAPI |
they can mafiage. The following are the current categories of BFPs:

Sensor BFP,
Archive BFP,

d) signaling from a BSP to the BioAPl Framework (and hence to running biometric applicgtions) of

use 6.5)

SP with at
lication to
br a given
bvices are

sented to
types —

ecessary

d that the

) or may
nit). The

ny attach
Inits that

Matching algorithm BFP, and

Processing algorithm BFP.

6.2.5 The BioAPI FPIs for each of the categories of BFP are specified in other parts of ISO/IEC 1

9784. All

FPIs support access to one or more (but not more than one in any attach session for a given application)

BioAPI Units in the addressed BFP.
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BioAPI BSP
internal BSP Functions External BSP Functions
s P Processing| | Matching | | SFPI AFPI PFPI MFP!
. Al ; il Algorithm | | Algorithm | |
Cleiel Cleiel Function Function | | 2 .
t } Frocessing Matching
| sensor Archive Algorithm Algorithm
___________________________________________________________________ SULIN Lo = L == < L =
S a1 '
L— ) 2y pavise]

Figure 2 — lllustration of BSP architecture

6.2.6 [A BSP that supports multiple BioAPI Units (either directly managed or threugh’ BFPs) supports th
SPI interface that enables an application to select a particular BioAPI Unit (one of each’category) for an attac
session. |The application may indicate BioAPI_DONT_CARE for the BioAPI Unit.of a particular category, i
which case the BSP selects the BioAPI Unit to be used.

- 5 O

6.2.7 If the implementer of a BSP claims (see clause 7.47) to supporta particular category of BioAPI Unit,
then the |BSP is required either to be able to manage a BioAPI Unit.ef.that category directly or to be able t
interact With a BFP of a corresponding category through an associated (standardized) FPI.

O

6.2.8 [There is a BioAPI API function and corresponding SPI function (and in some cases FPI functiong)
(see clayses 8.1.12 and 9.3.1.7) that allow an application te'send/request control/status information to/from fa
BioAPI Unit using the BioAPI API and SPI (and FPI). This is in addition to the normal biometric operations.
The pargmeters of the control functions are not standardized. If either the BSP or BFP (if involved) does n¢t
support this control function, an error is returned (seeclause 6.6 for further details).

6.2.9 When a BSP attach session is established, at most one BioAPI Unit of each category is selected
(see clayse 8.1.7).

NOTIE: This architecture requires that'the FPI interfaces allow the BSP to pass to a BFP the identification (providgd
throygh the BioAPI and the BioSP[ interface) of the precise BioAPI Unit that is to be used. This implies the particular
camera, scanner, storage devicé, etc. that is to be used. Subsequent parts of ISO/IEC 19784 define the necessafy
funcfions of the FPI for each category of BFP.

6.3 The Component Registry
6.3.1 The component registry contains information about installed BSPs and BFPs.

6.3.2 [In the.BioAPI model, there is a single BioAPI Framework and a single associated component registiy
in a biometric.system.

NOTE: In a real computer system, there may be multiple component registries, either supported by the same
(shared) BioAPI Framework code, or by different BioAPl Framework code (perhaps old and new versions of the
Framework). This is modelled as multiple biometric systems in a single real computer system.

6.3.3 It is a BioAPI requirement that there shall be no interaction or interference between different
biometric systems implemented in a single, real computer system.

NOTE: Where a real computer system contains multiple biometric systems, the possible sharing of code and the
means by which an application is bound to one or other biometric system is an implementation matter.

6.3.4  The following information can be obtained by an application from BioAPI Framework functions that
return information in the component registry (see clauses 8.1.3, 8.1.4, and 8.1.10):
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a) information about the BioAPI Framework itself,
b) details of all installed BSPs, and
c) details of all installed BFPs.

NOTE: Information about installed BFPs can also be obtained by a BSP through a callback mechanism.

6.3.5 The following information can be obtained by an application from BioAPI Framework functions that
are passed via the SPI to a specific BSP (see clauses 8.1.11 and 8.1.9).

6

a) details of all the installed BFPs that are supported by that BSP, and

b) details of all BioAPI Units that are in the inserted state and are accessible through that BSP (either
directly or through a supported BFP).

.3.6  The information listed in clauses 6.3.4 and 6.3.5 can be obtained by an,application using functions
that can be called at the following times:

a) information about the framework itself can be obtained at ,any“time after BioAPI_lnit (see
clause 8.1.3).

b) details of all installed BSPs can be obtained at any time after' BioAPI_Init (see clause 8.1.4).
c) details of all installed BFPs can be obtained at any time after BioAPI_Init (see clause 8.1.10)

d) details of all the installed BFPs that are supported by each BSP can be obtained at any tjme after
BioAPI_BSPLoad (see clause 8.1.11) of that BSP.

NOTE 1: Multiple BSPs can be simultaneously loaded by an application.

NOTE 2: This implies that when a BioAPI_BSPLoad occurs, the BSP uses the FPI to load all the BFPs that it
is capable of using.

e) details of all BioAPI Units thatare in the inserted state and that are accessible through epch BSP

(either directly or through.a“supported BFP) can be obtained (by quoting the BSP UUID) at|any time
after BioAPI_BSPLoad\(sée clause 8.1.9) of that BSP.

6.4 BSP and-BFP Installation and De-installation

6.4.1 On installation of a BSP or BFP, a UUID is required (a parameter of BioAPI_Util_InstaliIBSP
and BioAPI-Util_InstalIBFP) to identify the BSP or BFP. If there is an attempt to install a BSF or BFP
with the same UUID as an already installed BSP or BFP, then the install shall fail (return an errpr). If the
same BSP-or BFP is installed on multiple biometric systems, then it may or may not (but should)|have the
same UUID on all systems. The UUID is required to be distinct across all BSPs and BFPs in|a single
biometric system.

6.4.2 The installation of a BSP is done by calling a BioAPl Framework function (see clause 10.2.1)

and supplying details of the BSP (the BSP schema, specified in clause 7.16).

NOTE: This function call is standardized, but its invocation is typically from an installation wizard application
rather than a normal biometric application.

6.4.3 When a BSP is newly installed, it will typically be activated by the installation process using
implementation-dependent mechanisms and can then use a callback mechanism (see clause 9.2.2) in
order to obtain information from the Framework about installed BFPs.

NOTE: This function can be called at any time to enable a BSP to update any internal information that it might
maintain. The format and content (and even the existence) or such internal information is not standardized and
is purely a matter for the BSP.
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6.4.4  After successful installation or de-installation of a BSP or BFP, the next call from any application
or BSP retrieving information from the component registry shall return correct information related to a
newly installed BSP or BFP and no information about an uninstalled BSP or BFP (see clauses 8.1.4 and
8.1.10).

6.4.5 There are no mechanisms to inform an installed BSP (whether currently in use or not) about the
installation of new BFPs or the de-installation (see also clause 6.4.6) of existing BFPs. Responsibility for
determining what BFPs are installed resides solely with the BSPs using the BFP Enumeration Handler
callback (see clause 9.2.2).

example, a de-installation wizard) to inform the BioAPIl Framework that a BSP has been uninstalled, [h
BioAPI Framework will update the component registry. There are no standardized functions to“infori
BSH instances in the working memory of running applications about the de-installation of a BFP that it is
using, and the effect of uninstalling a BFP that is in use by a BSP is implementation-dependént.

6.4. There is a BioAPI API function (see clause 10.2.1) that can be called by an application (fjé

NOTE: The de-installation of a BFP will not normally uninstall related hardware or drivers‘for'BioAPI Units, 4
such drivers and hardware may also be under the control of other installed BFPs. Thistarea is outside th
standardization of BioAPI, and is again implementation-dependent.

[OJN7)

6.5 BSP Load and BioAPI Unit Attachment
6.5.1 The actions of an application wishing to perform biometric operations are (in order):
a) ipitialize access to the BioAPI Framework (see clause 8.1.1);
b) identify and load one or more BSPs (see clauses 8.1.4vand 8.1.5), optionally specifying a callbadk
vent handler to receive callbacks when defined events (see clause 7.26) occur related to that BSP
mor example, insertion or removal of a BioAPI Unit'that can be accessed through that BSP). When
¢allback event handlers are specified, the application will receive notifications about all insertions gr

rremovals that the associated BSPs become aware of;

c) Ittach a BSP together with at most one“BioAPI Unit of each category (either directly or indirectly
ccessed by that BSP);

NOTE: ‘attach a BSP’ means ‘establish an attach session to a BSP’.

d) following the attach, the other)BioAPI function calls can be made with reference to the attached BSR,
and will be handled by the.attached BSP using the identified BioAPI Units of the required category.

NOTE 1: It is_possible for an application to establish multiple simultaneous attach sessions with different
BSPs (or even-with the same BSP).

NOTE 2:,/Annex D provides sample calling sequence code.
6.5.2 Loading-a BSP (see clause 8.1.5) enables the application to subsequently obtain full information

about the BieAPI Units that can be accessed (directly or indirectly) through that BSP, either through a
Framewirk query or by a callback notification from the BSP (or both).

6.5.3 A BioAPI Unit can be used if and only if any hardware or software resource that it depends on is
currently available in the system. This is modeled by saying that the BioAPI Unit is in the inserted state.

6.5.4  When an application attaches a BSP it may indicate that the BioAPI Unit to be selected for any
particular BioAPI Unit category should be determined by the BSP. This is called "selecting a default BioAPI
Unit using BioAPI_DONT_CARE".

NOTE: The only difference between selecting a specific BioAPI Unit (that is in the inserted state) of a given category
and selecting the default BioAPI Unit using BioAPI_DONT_CARE is that the decision on which BioAPI Unit to use is
taken by the BSP. There is no other difference.
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6.5.5 The event notification about each inserted BioAPI Unit includes its schema.

NOTE: Itis possible that the physical insertion of some piece of hardware (for example, a smartcard that can support
both archiving and matching) might produce two separate and different event notifications. The application may not
be able to relate these two events to the same physical device.

6.5.6 On BioAPI_BSPAttach, the application is required to select at most one BioAPI Unit of each
category that is currently in an "inserted" state (or to select BioAPI_DONT_CARE) and is managed by that
BSP or by an associated BFP. The BSP then either accesses that BioAPI Unit (for directly managed BioAPI
Units), or else interacts with the associated BFP in order to access that BioAPI Unit.

6.5.7  The information content of removal notification includes (see clause 7.28):

a) The BioAPI Unit ID
b) Event type (remove)
c) Callback context

6.5.8  The occurrence of a removal event notification for a BioAPI Unit that forms part of the set x]f BioAPI
nits used in an attach session requires that the application issue no furthér function calls other than
ioAPI_BSPDetach and BioAPI_GetBIRFromHandle.

-

6.6 Controlling BioAPI Units

D

.6.1 A function (see clauses 8.1.12 and 9.3.1.7) is availableia the BioAPI API, SPI, and FPIs that enable
n application to control a BioAPI Unit through a BSP. A BSR.is not required to support this function, and
dentifies such support in its schema (see clauses 7.16 and7.46).

o Q

6.6.2  This function contains specific control codes,buffer contents, and return values, but the fofmat and
rmeaning of these are identified by a UUID and may<be vendor specific. There are no standardized YUIDs for
this function in this version of this part of ISO/IEC_19784.

6.7 BIR Structure and Handling

6.7.1 BIR Structure

Tlhe BIR that crosses the APItand SPI is a C data structure stored in memory using pointers t¢ various
dlements. The BIR structure,"\recommended for storage and transfer between computer systgms is a
serialization of that C data ;structure and is shown graphically in Figure 3 below. In addition to the fields
specified in the C structure, length fields are included in the recommended storage and transfer formgt.

NOTE: Annex®B~specifies the BioAPI Patron Format which is recommended for storage and transmissjon of the
BioAPI BIR, Representation of the BioAPI BIR in the APl and SPI uses the datastructure specified in clause|7.4.
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- Header (SBH) o Ol @ Security
x o Biometric Data Block (BDB) m Block (SB)
Fomat 1D e Product ID
Header | BIR Data Quality |Purpose| — o=
PITIEISt | Version | Type | guner | Type i i TYP® | Gwner | Type
4 1 1 2 2 1 1 4 2
A
~ \
. . o SB Fomat
Creation | Creation Subtype Expiration Iridex
Date Time Date Owner | Type {(UUID)
4 3 1 4 2 2 16

Figure 3 — Biometric information record (BIR)

The Starjdard Biometric Header (SBH) contains information describing the contents of the following BDB.

The BDH contains the biometric sample whose format is defineéd by the Format ID field of the SBH. This may
be a standard or proprietary format.

NOTE: Standard BDB formats are defined in ISO/IEC 19794.

The seclrity block (SB) is optional (its absence is.indicated by a zero length field), and contains parametefs
associatéd with the signing and/or encryption~of the BIR. The format of the SB is determined by the S
Format fleld of the SBH. The BIR Data Type“indicates whether the BIR is signed and/or the BDB is encrypte
(see clayse 7.9).

o W

The first length field is the length of the\entire BIR, not including this length field itself. The second length field,
which is [located after the header @nd’before the BDB, is the length of the BDB (not including the length field
itself). The third length field, which is located after the BDB and before the SB, is the length of the SB (n¢t
including the length field itself)-

6.7.2 HIR Data Handling

When a BSP creates a new BIR, it returns a “handle” to it. Most local operations can be performed without
moving the BIRut’of the BSP. (BIRs can be quite large, so this is a performance advantage.) However, if the

BioAPI_GetBIRFromHandle). If just the header information is needed, it can be retrieved using
BioAPI_GetHeaderFromHandle.

Whenever an application needs to provide a BIR as input to a BioAPI function, it can be done in one of three
ways:

a) by reference to its handle (if it is in the BSP being invoked);

b) by reference to its key value (UUID) in an open BIR database (controlled by the BSP being invoked);
or

c) by supplying the BIR itself using the C structure BioAPI_BIR.
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7 BioAPI types and macros

7.1 BioAPI

Definition of the BioAPI calling conventions.

#ifdef WIN32

#define BioAPI _ stdcall
#felse

#define BioAPT

2006(E)

Hendif

NOTE: Interworking of C programs from different vendors in general depends on choices made (S
selectable by statements in the C header) on the in-core representation (for example, padding betv
elements, parameter passing mechanisms, and use of registers or stacks). On many operating systems,
well understood default for such choices that is in common use, which should be used. Whete‘there is no ri
default, the option that represents data structures without padding between data elements should be used.

7.2 BioAPI_BFP_LIST_ELEMENT

7.21 Identifies a BFP, giving its category and UUID. A list is returned by a BSP when querie
mstalled BFPs that it supports.

tlypedef struct biocapi bfp list element {
BioAPI CATEGORY BFPCategory;
BioAPIiUUID BFPUuid;

} BioAPI BFP LIST ELEMENT;

7.2.2 Definitions
BFPCategory — Defines the category of the BioAPI Unit that the BFP supports.

BFPUuid — UUID of the BFP in the.component registry.

7.3 BioAPI_BFP_SCHEMA

7.3.1 Information about a BRP, maintained in the component registry.

tfypedef struct bioapibfp’ schema {

BioAPIiUUID BFPUuid;

BioAPI CATEGQRY BFPCategory;

BioAPI STRING BFPDescription;

uint8 £ 7 *FPath;

BioAPA\VERSION SpecVersion;

BioAPT STRING ProductVersion;

BAOAPI STRING Vendor;

Bi6API BIR BIOMETRIC DATA FORMAT *BFPSupportedFormats;
uint32 t NumSupportedFormats;

BioAPI BIR BIOMETRIC TYPE FactorsMask;

ometimes
een data
there is a
bcognized

d for the

BioAPI UUID BFPPropertyID;

BioAPI DATA BFPProperty;
}BioAPI BFP SCHEMA;

7.3.2 Definitions
BFPUuid — UUID of the BFP.
BFPCategory — Category of the BFP identified by the BFPUuid.

BFPDescription — A NUL-terminated string containing a text description of the BFP.

© ISO/IEC 2006 — All rights reserved
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7.41
optional [SB. The BDB may contain raw sample data, partially processed (intermediate) data, or complete
processqd data. The BioAPI_BIR may be used‘to enroll a user (thus being stored persistently), or may b
used to Verify or identify a user (thus beingUsed transiently).

7.4.2 [The BDB and SB are an integral number of octets and are of variable length, up to 2**32-1 octets.
the SB cpntains a signature, it is calculated on the combined BioAPI_BIR _HEADER and BDB.

typedef| struct biocapi bix\{

} BioAP[[ BIR;

16

Path — A pointer to a NUL-terminated string containing the path of the BFP file, including the filename.
The path may be a URL. This string shall consist of ISO/IEC 10646 characters encoded in UTF-8
(see ISO/IEC 10646:2003, Annex D).

NOTE: When BioAPI_BFP_SCHEMA is used within a function call, the component that receives the call
allocates the memory for the Path schema element and the calling component frees the memory.

SpecVersion — Major/minor version number of the FPI specification to which the BFP was
implemented.

NOTE: FPI specifications will be issued as subsequent, additional parts of ISO/IEC 19784.
ProductVersion — The version string of the BFP software.
Vendor — A NUL-terminated string containing the name of the BFP vendor.

BFPSupportedFormats — A pointer to an array of BioAPI_BIR _BIOMETRIC_DATACFORMAT
structures specifying the supported BDB formats.

NumSupportedFormats — Number of supported formats contained in BFPSupportedFormats.
FactorsMask — A mask which indicates which biometric types are supported by the BFP.

BFPPropertylD — UUID of the format of the following BFP propetty.

[oN

BFPProperty — Address and length of a memory buffer containing the BFP property. The format an|

content of the BFP property can either be specified by“a vendor or can be specified in a related
standard.
7.4 BioAPI_BIR

A container for biometric data. A BioAPI BIR consists of a BioAPI_BIR_HEADER, a BDB, and a

P S

—

BioAPI BIR HEADER _Header;
BioAPI DATA BieometricData;
BioAPI DATA ~SegcurityBlock; /* SecurityBlock.Data=NULL if no SB*/

NOTE 1: TheBioAPI BIR contains the information needed for a CBEFF Patron Format as defined in the Commg
Bionjetric Exchange Formats Framework (CBEFF), ISO/IEC 19785-1. See Annex B for the specification of the BioAlP
BIR Patron Format, including internetworking and storage formats.

— 3

NOTE 2: The format of the BiometricData and SecurityBlock are determined by the
BioAPI_BIR_BIOMETRIC_DATA _FORMAT and BioAPI_BIR_SECURITY_BLOCK_FORMAT elements of the
BioAPI_BIR_HEADER respectively.

NOTE 3: CBEFF (ISO/IEC 19785-1) allows the possibility of different BIR formats from that supported by BioAPI.
Conversion between the BioAPI BIR format and other BIR formats is specifed in ISO/IEC 19785-1.
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7.5 BioAPI_BIR_ARRAY_POPULATION

An array of BIRs, generally used during identification operations (as input to BioAPI_Identify or

BioAPI_IdentifyMatch as part of BioAPI_IDENTIFY_POPULATION).

typedef struct biocapi bir array population {

uint32 t NumberOfMembers;

BioAPI BIR  *Members; /* A pointer to an array of BIRs */
} BioAPI BIR ARRAY POPULATION;

7.6 BioAPI_BIR_BIOMETRIC_DATA_FORMAT

|

efines the format of the data contained within the “opaque” biometric data block (BDB) of the'BioAPI
iometricData element.

jwu]

tlypedef struct biocapi bir biometric data format {
uintl6 t FormatOwner;

uintl6 t FormatType;

}| BioAPI BIR BIOMETRIC DATA FORMAT;

ormatOwner values are assigned and registered by the CBEFF Registration Authority (see ISO/IE
). Format Type is assigned by the Format Owner and may optionally be-registered.

N T

NOTE 1: The BioAPI BIR Biometric Data Format corresponds to a,combination of the “CBEFF_BDB_form|
and “CBEFF_BDB_format_type” in ISO/IEC 19785-1.

functions that capture biometric data.

7.7 BioAPI_BIR_BIOMETRIC_PRODUCT _ID

Ea]

rovides the product identifier (PID) for the BSP-that generated the BDB in the BIR (the BiometricDat
lement).

(0]

tlypedef struct biocapi bir biome€txic product ID {
uintl6 t ProductOwner;

uintl6 t ProductType;

}| BioAPI BIR BIOMETRIC PRQDUCT ID;

#define BioAPI NO (PRODUCT OWNER AVAILABLE (0x0000)
#define BioAPI WO, PRODUCT TYPE AVAILABLE (0x0000)

—

he condition NO ¥ALUE AVAILABLE shall be indicated by setting the value of all components to Z

<

ource and have been transformed into a BioAPI BIR. BSPs shall not use this value.

0

roduct<OQwner values are assigned and registered by the CBEFF Registration Authority as
rganization identifiers (see ISO/IEC 19785-2). Product Type is assigned by the Product Owner

O O

BIR,

C 19785-

at_owner”

NOTE 2: This structure is primarily used within a BIR header; however, it is also used as an input pargmeter for

ero. This

alue shall be used only for BIRs that are not originally generated by a BioAPI BSP, but originate fronj another

Biometric
and may

ptionally be registered.

NOTE 1: Product IDs are analogous to Format IDs and the registration process is the same. A single vendor can

register for one Format/Product Owner value (a Biometric Organization identifier) that can be used in both fi

elds.

NOTE 2: The BioAPI BIR Biometric Product ID corresponds to the “CBEFF_BDB_product owner” and

“CBEFF_BDB_product_type” in ISO/IEC 19785-1.

© ISO/IEC 2006 — All rights reserved
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A mask
BSP.

7.8 BioAPI_BIR_BIOMETRIC_TYPE

that describes the set of biometric types (factors) contained within a BioAPI BIR or supported by a

typedef uint32 t BioAPI BIR BIOMETRIC TYPE;

#define BioAPI NO TYPE AVAILABLE (0x00000000)
#define BioAPT TYPE MULTIPLE (0x00000001)
#define BioAPT TYPE FACTIAL FEATURES (0x00000002)
#de fimeBioART TvpE Uorop (53c60-60-60-64+
#define BioAPT TYPE FINGERPRINT (0x00000008)
#define BioAPT TYPE IRIS (0x00000010)
#define BioAPI TYPE RETINA (0x00000020)
#define BioAPT TYPE HAND GEOMETRY (0x00000040)
#define BioAPT TYPE SIGNATURE DYNAMICS (0x00000080)
#define BioAPT TYPE KEYSTOKE DYNAMICS (0x00000100)
#define BioAPI TYPE LIP MOVEMENT (0x00000200)
#define BioAPT TYPE THERMAL FACE IMAGE (0x00000400)
#define BioAPI TYPE THERMAL HAND IMAGE (0x00000800)
#define BioAPT TYPE GAIT (0x00001000)
#define BioAPI TYPE OTHER (0x40000000)
#define BioAPT TYPE PASSWORD (0x80000000)

NOTE 1: BioAPI_TYPE_MULTIPLE is used to indicate that the biometric samples contained within the BDB (BI
BionjetricData) include biometric samples from more than one type of biemetfic sensor unit (e.g., fingerprint an
facigl data). Location of the individual samples within the BDB is specified by:the Format Owner and identified by tH
valu¢ of the Format Type.

NOTE 2: The condition NO VALUE AVAILABLE is indicated by setting the value to zero. BIRs that are not original
creajed by BioAPI BSPs should use this value when transforméd into a BioAPI BIR if Biometric Type information
not gvailable in the original source record. Transformed BIRs*whose biometric type does not correspond to one of the
defined types shall use the value for OTHER.

NOTE 3: The BioAPI BIR Biometric Type corresponds to the “CBEFF_BDB_biometric_type” in ISO/IEC 19785-1.

7.91

a)

b)

c)

NOTEE: If the.BIR has been encrypted by a BSP, it may not be readable by an application or by another BSP.

7.9.2
BIR dat

o A

[

n <

7.9 BioAPI_BIR_DATA_TYPE
This data type is used for three different purposes:

if identifies the type of bjometric sample (raw, intermediate, or processed) that is contained in the
BDB;

if identifies whether the BioAPI BIR is encrypted and/or signed;

if identifies whether or not an index value is included as part of the BIR header.

Exactly one of the three flags "raw", "intermediate" and "processed" shall be set. If a BIR carrying
fypp with. mnlfiplp flngc set s paccpd to_the BioAP| Framework in a parameter of a function call,

[V

BioAPIERR_INVALID_BIR error shall be returned.

NOTE: BIRs that are not originally created by a BioAPI BSP but have been transformed from another data format
and for which sample type information is not available may not have set a flag. (BioAPI BSPs set one of the three
flags.)

7.9.3

18

Each of the flags "encrypted" and "signed" may or may not be set.

© ISO/IEC 2006 — All rights reserved


https://standardsiso.com/api/?name=a46dc05e016c85c1f9ccfb86a69c7570

ISO/IEC 19784-1:2006(E)

7.9.4 The ‘index’ flag shall be set if an index is present in the BIR header and not set if no index is present
in the BIR header.

typedef uint8 t BioAPI BIR DATA TYPE;

#define BioAPI BIR DATA TYPE RAW (0x01)
#define BioAPI BIR DATA TYPE INTERMEDIATE (0x02)
#define BioAPI BIR DATA TYPE PROCESSED (0x04)
#define BioAPI BIR DATA TYPE ENCRYPTED (0x10)
#define BioAPI BIR DATA TYPE SIGNED (0x20)
#defineBioAPI BIR INDEX PRESENT (0x80)

S 5

«+

handle to refer to a BioAPI BIR that exists within a BSP.

ypedef int32 t BioAPI BIR HANDLE;

ypedef struct biocapi bir header {

BioAPI BIR HEADER;

NOTE: The BioAPl BIR Data Type corresponds to a combination of the “CBEFF_BDB_processed_level”,
“CBEFF_BDB_encryption_options”, and “CBEFF_BIR _integrity_options” in ISO/IEC 19785-1.

7.10 BioAPI_BIR_HANDLE

NOTE: A handle that identifies a BIR is a positive non-zero value. Other values of BioAPI_BIR_HANDLE are
reserved for exception indications (currently only -1 and -2).

#define BioAPI INVALID BIR HANDLE (-1)
#define BioAPI UNSUPPORTED BIR HANDLE (-2)

7.11 BioAPI_BIR_HEADER

tandard information which describes the content of the opaque biometric data (BDB) that follgws. This
mformation is readable by the application and is pravided to allow it to make processing and routing ¢lecisions
pgarding the BIR. The header is not encrypted.by the BSP.

BioAPI VERSION HeaderVersion;
BioAPI BIR DATA TYPE Type;

BioAPI BIR BIOMETRIC DATA FORMAT Format;
BioAPI QUALITY Qualitys
BioAPI BIR PURPOSESPuUrpose;

BioAPI BIR BIOMETRIC TYPE FactorsMask;
BioAPI BIR BIOMETRIC PRODUCT ID ProductID;
BioAPI DTG CfteationDTG;

BioAPI BIR (SUBTYPE Subtype;

BioAPI DATE'ExpirationDate;

BioAPI‘BIR SECURITY BLOCK FORMAT SBFormat;
BioAPLUUID Index;

N@IE 1: The BioAPI BIR Header corresponds to the SBH in CBEFF, ISO/IEC 19785-1.

NOTE 2: Expiration date corresponds to the ‘Valid to’ portion of the “CBEFF_BDB_vaIidity_;Period” in

ISU/MEC TY765-T. The IndeX Tield corresponds 10 the "UBEFF_BUB_Index™ In ISU/MTEC TY765-1.

NOTE 3: It is possible that a BioAPI BIR may exist that has not been created by a BioAPI BSP but has been
transformed from another data format. In this case, some of the header fields that are optional in CBEFF
(ISO/IEC 19785-1) but required by BioAPI may not be present. For this reason, NO_VALUE_AVAILABLE or default
values have been identified for these fields (within their corresponding data structures). However, all BIRs created by
BioAPI BSPs shall include valid data for these fields and shall not use the NO VALUE AVAILABLE value. (The
exceptions to this are BioAPI_QUALITY and BioAPI_BIR_SUBTYPE, which are optional in the BioAPI BIR header.) If
such a non-BioAPI generated BIR is provided as an input parameter to a BioAPI BSP, the BSP may return an “Invalid
BIR” error.

NOTE 4: The storage format for the BIR includes explicit length fields, which are not necessary in the C structure.
See Annex B for the BIR storage format.
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7.12.1

7.12 BioAPI_BIR_PURPOSE

A value which defines the purpose for which the BioAPI BIR is intended (when used as an input to a

BioAPI function) or is suitable (when used as an output from a BioAPI function or within the BIR header).

typedef

#define BioAPI PURPOSE VERIFY
#define BioAPI PURPOSE_IDENTIFY
#define BioAPI PURPOSE_ ENROLL

#de

uint8 t BioAPI BIR PURPOSE;

£ RPaicoldRl DIIDDACT TNDATT D IJ0DD TIT N T AN AT

#de
#de
#del

NOT
BIRY
trang

7.12.2

applicati
perform
use is w
purpose
the data
enhance
is to be
enrollme|

NOT]
The

7.12.3
a) 1

b) A

et P e s A S A S A e e o B o i . pmp o e e T O T

fine BioAPT PURPOSE_ENROLL FOR IDENTIFICATION ONLY
fine BioAPT PURPOSE_AUDIT
fine BioAPTI NO PURPOSE AVATILABLE

O oYU WN
—_—_ a3 — — —

E: The condition NO VALUE AVAILABLE is indicated by setting the value to zero. This value_isyUsed only for
that are not originally generated by a BioAPl BSP, but originate from another source “and have begn
formed into a BioAPI BIR. BSPs shall not use this value.

The Purpose value is utilized in two ways. First, it is used as an input parameter to allow th
bn to indicate to the BSP the purpose for which the resulting BIR is intended;.thus allowing the BSP

the appropriate capturing and/or processing to create the proper BIR for this purpose. The secon
thin the BIR header to indicate to the application (or to the BSP duringZsubsequent operations) what
the BIR is suitable for. For example, some BSPs use different BDB.formats depending on whethgr
is to be used for verification or identification, the latter generally including additional information fo
speed or accuracy. Similarly, many BSPs use different data formats depending on whether the dafa
used as a sample for immediate verification or as a reference template for future matching (i.¢],
nt).

F: The BioAPI BIR Purpose in a BIR header corresponds.to the “CBEFF_BDB_purpose” in ISO/IEC 19785-1.
hames differ slightly since the BioAPI BIR contains a single'BDB, but the semantics are the same.

Restrictions on the use of BIR data of a particular purpose include:

\ll purposes are valid in the BIR header,

Purposes of BioAPI_PURPOSE_VERIFY and BioAPI_PURPOSE_IDENTIFY are only valid as inpdt
p the BioAPI_Capture function.

c) |

d)

Purposes of BioAPI_PURPOSE_ENROLL,
ioAPI_PURPOSE_ENROEL_FOR_VERIFICATION_ONLY, an
ioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION_ONLY are only valid as input to th
ioAPI_Capture, BioAPI_Enroll, and BioAPI_Import functions.

he BioAPI_RURPOSE_AUDIT purpose is not valid as input to any function, but is only used in th
IR header,

he BioAPI_Process, BioAPIl_CreateTemplate, and BioAPI_ProcessWithAuxData functions d
ot‘have Purpose as an input parameter, but read the Purpose field from the BIR header of the inp{t
apturedBIR.

f) The BioAPI_Process function may accept as input any intermediate BIR with a Purpose of
BioAPI_PURPOSE_VERIFY or BioAPI_PURPOSE_IDENTIFY, and shall output only BIRs with the
same purpose as the input BIR.

g) The BioAPI_CreateTemplate function may accept as input any intermediate BIR with a Purpose of
BioAPI_PURPOSE_ENROLL, BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY, or
BioAPI_PURPOSE_ENROLL_FOR_IDENTFICATION_ONLY, and shall output only BIRs with the
same Purpose as the input BIR.
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h) If a BIR is suitable for enroliment for either subsequent verification or subsequent identificat
the output BIR shall have a Purpose of BioAPI_PURPOSE_ENROLL.

7.13 BioAPI_BIR_SECURITY_BLOCK_FORMAT

2006(E)

ion, then

Defines the format of the data contained within the security block (SB) of the BioAPI BIR (SecurityBlock

e

t

lement).

ypedef struct biocapi bir security block format ({
uintl6_t SecuritvFormatOwner;

}

I

- =

[aWaNd))

7
V

7

7

hen the SecurityFormatOwner and SecurityFormatType are each set to 0x0000 andne security|

may not be set (zero, one,orboth).

uintl6 t SecurityFormatType;
BioAPI BIR SECURITY BLOCK FORMAT;

neither the ‘encrypt’ or ‘signed’ flags are set within the BioAPI_BIR_DATA TYPE field of‘thé BIR
resent.

ecurityFormatOwner values are assigned and registered by the CBEFF Registration Authority as
rganization identifiers (see ISO/IEC 19785-2). Security Format Type is assigned by the Securit
wner (the Biometric Organization) and may optionally be registered.

NOTE 1: Security Format IDs are analogous to Format IDs and the registration process is the same. A sin
can register for one Format/Product/Security Owner value (a Biometric @rganization identifier) that can be
associated fields.

NOTE 2: The content of the security block itself may include)avdigital signature or message authenticg
(calculated on the BIR Header + BDB), BDB encryption parameters (e.g., encryption algorithm, key lengt
BIR integrity parameters (e.g., algorithm ID, keyname, version).

NOTE 3: The BioAPlI BIR security block xkormat in a BioAPlI BIR header correspondg
“CBEFF_SB_format_owner” and “CBEFF_SB_format_type” in ISO/IEC 19785-1.

7.14 BioAPI_BIR_SUBTYPE

.14.1 This identifies a subtype withinvthe BDB type (specified in the BioAPI_BIR_BIOMETRIC_T|
alues and their meaning are definéd by the specifier of that BDB type.

.14.2 Each of the feature flags' BioAPI_BIR_SUBTYPE_LEFT and BioAPI_BIR_SUBTYPE_RIGHT

.14.3  Either none or:exactly one of the five finger subtypes may be set.

ypedef uint8¢t\BioAPI BIR SUBTYPE;

#defindBIoAPI BIR SUBTYPE LEFT (0x01)
#deffnd BioAPI BIR SUBTYPE RIGHT (0x02)
#de€tne BioAPI BIR SUBTYPE THUMB (0x04)
#d€fine BioAPI BIR SUBTYPE POINTERFINGER (0x08)
#define BioAPI BIR SUBTYPE MIDDLEFINGER (0x10)

Header,
block is

Biometric
Format

le vendor
ised in all

tion code
h), and/or

to the

YPE). Its

may or

#N fine BiolAPT BIR SUBTYDPE RINGEINGER (0201

#define BioAPI BIR SUBTYPE LITTLEFINGER (0x40)
#define BioAPI BIR SUBTYPE MULTIPLE (0x80)

#define BioAPI NO SUBTYPE AVAILABLE (0x00)

NOTE 1: The condition NO VALUE AVAILABLE is indicated by setting the value to zero. BIRs that are not
originally created by a BioAPI BSP but have been transformed from another data format and for which subtype
information is not available may use this value.

NOTE 2: The BioAPI BIR Subtype corresponds to the “CBEFF_BDB_biometric_subtype” in ISO/IEC 19785-1.

NOTE 3: This structure is primarily used within a BIR header; however, it is also used as an input parameter for
functions that capture biometric data. The BioAPI_NO_SUBTYPE_AVAILABLE value is used in the BIR header
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when either this field is not applicable or information is not available. BioAPI_NO_SUBTYPE_AVAILABLE is
also used as a function parameter when the application allows the BSP to determine which subtype is to be

captured.
7.15 BioAPI_BOOL
This data type is used to indicate a true or false condition.

typedef uint8 t BioAPI BOOL;

#de f+ Read T AT O P
e fre—PieoR PF—FARSE o

#define BioAPI TRUE (!BioAPI FALSE)

7.16 BioAPI_BSP_SCHEMA

7.16.1 [Information about a BSP, maintained in the component registry.

typedef| struct bioapi bsp schema {
BioAPI UUID BSPUuid;

BioAPI STRING BSPDescription;
uint8 t *Path;

BioAPI VERSION SpecVersion;
BioAPI STRING ProductVersion;
BioAPI STRING Vendor;

uint32 t NumSupportedFormats;
BioAPI BIR BIOMETRIC TYPE FactorsMask;
BioAPI OPERATIONS MASK Operations;
BioAPI OPTIONS MASK Options;
BioAPI FMR PayloadPolicy;

uint32 t MaxPayloadSize;

int32 t DefaultVerifyTimeout;
int32 t DefaultIdentifyTimeout;
int32 t DefaultCaptureTimeout;
int32 t DefaultEnrollTimeout;
int32 t DefaultCalibrateTimeouty
uint32 t MaxBSPDbSize;

uint32 t MaxIdentify;

}Bi¢API BSP SCHEMA;

7.16.2 |Definitions

BSPUuid — UUID of the'BSP.

BioAPI BIR BIOMETRIC DATA FORMAT *BSPSupportedFormats;

BSPDescription~A NUL-terminated string containing a text description of the BSP.

Path — A peinter to a NUL-terminated string containing the path of the file containing the BS
executable) code, including the filename. The path may be a URL. This string shall consist ¢f
ISO/IEE 10646 characters encoded in UTF-8 (see ISO/IEC 10646, Annex D).

D

NOTE: When BioAPI_BSP_SCHEMA is used within a function call, the component that receives the ca

allocates the memory 1or the Fath schema element and the calling component irees the memory.

SpecVersion — Major/minor version number of the BioAPI specification to which the BSP was

implemented.

ProductVersion — The version string of the BSP software.

Vendor — A NUL-terminated string containing the name of the BSP vendor.

BSPSupportedFormats — A pointer to an array of BioAPI_BIR_BIOMETRIC_DATA_FORMAT

structures specifying the supported BDB formats.
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NumSupportedFormats — Number of supported formats contained in BSPSupportedFormats.
FactorsMask — A mask which indicates which biometric types are supported by the BSP.
Operations — A mask which indicates which operations are supported by the BSP.

Options — A mask which indicates which options are supported by the BSP.

PayloadPolicy — Threshold setting (maximum FMR value) used to determine when to release the
payload after successful verification.

MaxPayloadSize — Maximum payload size (in bytes) that the BSP can accept.

DefaultVerify Timeout — Default timeout value in milliseconds used by the BSP for BioAPI_Verify
operations when no timeout is specified by the application.

Defaultlidentify Timeout — Default timeout value in milliseconds used by the BSP for BioAPI_|dentify
and BioAPI_IdentifyMatch operations when no timeout is specified by-the application.

DefaultCapture Timeout — Default timeout value in milliseconds used by the BSP for BioAPI |Capture
operations when no timeout is specified by the application.

DefaultEnrollTimeout — Default timeout value in millisecond$ used by the BSP for BioAPI_Ehroll
operations when no timeout is specified by the application.

DefaultCalibrate Timeout — Default timeout value. in milliseconds used by the BSP fof sensor
calibration operations when no timeout is specifiedby the application.

MaxBSPDbSize — Maximum size of a BSP*Controlled BIR database.
NOTE 1: Applies only when a BSP is only-capable of directly managing a single archive unit.

NOTE 2: A value of zero means that' no information about the database size is being provided for pne of the
following three reasons:

a) databases are not supported,

b) it is capable’of managing multiple units (either directly or through a BFP interface), each of which may
have a different “maximum size” and information about these units will be provided as part of| the insert
notification (part of Unit Schema), or

c) afe“archive unit is supported, but the information is not given here — it will be provided in|the insert
notification.

Maxldentify — Largest population supported by the identify function. Unlimited = FFFFFFFF.

7.16.3\~See clause 10.1.2 and 10.2.1 for further explanation of schema elements and for BSP ingertion of
irrformation into the component registry.

7.17 BioAPI_CANDIDATE

One of a set of candidates returned by BioAPI_Identify or BioAPI_IdentifyMatch indicating a successful
match.

typedef struct bioapi candidate {
BioAPI IDENTIFY POPULATION TYPE Type;
union {
BioAPI UUID *BIRInDataBase;
uint32 t *BIRInArray;
} BIR;
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BioAPI FMR FMRAchieved;
} BiOAPI_CANDIDATE;

7.18 BioAPI_CATEGORY

This bitmask describes the category of BFP or BioAPI Unit. A BFP or BioAPI Unit shall belong to exactly one
category.

typedef uint32 t BioAPI CATEGORY;

#define| BLoAPI CATEGORY ARCHIVE (0x00000001)
#define| BioAPI CATEGORY MATCHING ALG (0x00000002)
#define| BLoAPI CATEGORY PROCESSING ALG (0x00000004)
#define| BioAPI CATEGORY SENSOR (0x00000008)

The highlst significant bit is reserved and does not indicate a category of BFP or BioAPI Unit.

7.19 BioAPI_DATA

7.19.1 |[The BioAPI_DATA structure is used to associate a length, in bytes, with thevaddress of an arbitrafy
block of gontiguous memory.

typedef| struct bioapi dataf{
uinf32 t Length; /* in bytes */

voifl *Data;
} BioAP[iDATA;

7.19.2 [Definitions
Length — Length of the data buffer in bytes.

pata — A pointer to the start of an arbitrary length’data buffer.

7.20 BioAPI_DATE

Defines the date when the BIR was created-er when it is no longer valid.

typedef| struct biocapi date ({

uingl6 t Year; /* valid fange: 1900 - 9999 */

uing8 t Month; /* valiesrdnge: 01 - 12 */

uing8 t Day; /* vakid/range: 01 - 31, consistent with associated month/year */
} BioAP[iDATE;

#define BioAPI¢NOYYEAR AVAILABLE (0)
#define BioAPT»NO MONTH AVAILABLE (0)
#define BigAPT NO DAY AVAILABLE (0)

=

DTG withir-a BIR header, if no date information is available, then the NO_DATE_AVAILABLE value shall b
used.

[¢)

The con;I:ition NO VALUE AVAILABLE is indicated by setting all fields to zero. When used within the Creatio

NOTE 1: The year 2000 AD is represented by a Year value of 2000.

NOTE 2: When used for ExpirationDate in a BIR header, corresponds to the “Valid to” portion of the
“CBEFF_BDB_ validity_period” in ISO/IEC 19785-1.

NOTE 3: Date formats are consistent with ISO 8601 [2].
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7.21 BioAPI_DB_ACCESS_TYPE

This bitmask describes a biometric application's desired level of access to a BSP-controlled BIR database.

The BSP may use the mask to determine what lock to obtain on the BIR database.

typedef uint32 t BioAPI DB ACCESS TYPE;
#define BioAPI DB ACCESS READ (0x00000001)
#define BioAPI DB ACCESS WRITE (0x00000002)

handle to a BIR database marker.

marker is an internal (not standardized) data structure managed by a BSP, which dynamically pd

ints to a

record in an open BSP-controlled BIR database. A marker handle is created and returned to a piometric
pplication by the functions BioAPI_DbOpen and BioAPI_DbGetBIR. The internal-state of th¢ marker

imcludes the open database handle and also the position of a record in that open database. All mar}
their handles) held by a biometric application to an open BIR database become-invalid when the da
dosed by the biometric application.

tlypedef uint32 t BioAPI DB MARKER HANDLE;

7.23 BioAPI_DB_HANDLE

>

pplication to address the database through the BSP.

QD

tflypedef int32 t BioAPI DB HANDLE;

#define BioAPI DB INVALID HANDLE 1)
#define BioAPI DB DEFAULT HANDLE (0)
#define BioAPI DB DEFAULT UUID PTR (NULL)

7.24 BioAPI_DBBIR_ID

Qo

atabase.

tfypedef struct bioapi ‘dbbir id ({
BioAPI DB HANDLE DbHandle;
BioAPI UUID KeyValue;

} BioAPIiDBBIRﬁID;

NOTE: This type is used as an element of BioAPI_INPUT_BIR.

7.25 BioAPI_DTG

Defines the date and time when the BIR was created.

typedef struct bioapi DTG ({
BioAPI DATE Date;
BioAPI TIME Time;

} BioAPI DTG;

ers (and
abase is

handle to an open BIR database initially provided by a BSP. to"a biometric application and later usgd by that

structure providing the handle’to a BIR database controlled by a BSP and the UUID of a BIR in that

NOTE: The BioAPI DTG in a BIR header corresponds to the “CBEFF_creation_date” in ISO/IEC 19785-1.
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25


https://standardsiso.com/api/?name=a46dc05e016c85c1f9ccfb86a69c7570

ISO/IEC 19784-1:2006(E)

7.26 BioAPI_EVENT

This enumeration defines the event types that can be raised by a BSP, BFP, or BioAPI Unit. Biometric
applications can define event handling callback functions of type BioAPI_EventHandler to receive and
manage these events. Callback functions are registered using the BioAPI_BSPLoad function. Example
events include the addition (insertion) or removal of a biometric sensor. Events are asynchronous.

BioAPI_NOTIFY_SOURCE_PRESENT and BioAPI_NOTIFY_SOURCE_REMOVED events are generated by
devices (sensor units) that can detect when the user may be available to provide a biometric sample (e.g., the
user has placed a finger on a fingerprint device). BioAPI_NOTIFY_SOURCE_PRESENT indicates that a
sample y
no longer available. There is no requwement that these events must occur in pairs; severdl
BioAPI_INOTIFY_SOURCE_PRESENT events may occur in succession.

typedef| uint32 t BioAPI EVENT;

#define BioAPI NOTIFY INSERT (1)
#define BioAPI NOTIFY REMOVE (2)
#define BioAPI NOTIFY FAULT (3)
#define BioAPI NOTIFY SOURCE PRESENT (4)
#define BioAPI NOTIFY SOURCE REMOVED (5)

7.27 BioAPI_EVENT_MASK

This typg defines a mask with bit positions for each event type. The mask is used to enable/disable event
notificatipn, and to indicate what events are supported by a BSP.

typedef|uint32 t BioAPI EVENT MASK;

#define BioAPI NOTIFY INSERT BIT (0x00008001)
#define BioAPI NOTIFY REMOVE BIT (0x08000002)
#define BioAPI NOTIFY FAULT BIT (0x60000004)

#define BioAPI NOTIFY SOURCE PRESENT BIT +(0%00000008)
#define BioAPI NOTIFY SOURCE REMOVED BIT~Y0x00000010)

=3

NOTEE: It may be impossible to mask an INSERT event coming from an attach session of a BSP, because the evefp
may|occur just after a BioAPI_BSPLoad call, before any BioAPI_EnableEvents call has had any chance to b
procgssed. This is because BioAPI_EnableEvents requires a handle which is provided by BioAPI_BSPAttach, an
BioAPI_BSPAttach itself shall follow BioAPI_BSPLoad. An INSERT event will be raised by the BSP on tH
BioAPI_BSPLoad call if a BioAPI Wnit is already "inserted", and this event will reach the application before th
application can call BioAPI_EnabléEyvents.

® O Q O

7.28 BioAPI_EventHandler

D

7.28.1 |[This is the event-bandler interface that an application is required to support if it wishes to receivj
asynchrgnous notification.of events such as the availability of a biometric sample or a fault detected by a BSH.
The event handler function is registered with the BioAPI Framework as part of the BioAPI_BSPLoad function.
This is tihe caller’s _event handler for all general BSP events over all of the caller's attach sessions with th
loaded BSP. General event notifications are processed through the BioAPI Framework.

The eveptthandler function and any functions invoked (directly or indirectly) by that function shall not issu
BioAPI callS-These circular calls may resu
be implemented without using BioAPI services (however, enumeration functlons can be used at any time).

The BioAPI_EventHandler can be invoked multiple times in response to a single event occurring in the
associated BSP. The event handler and the calling application shall track receipt of event notifications and
ignore duplicates. An event notification provides the following information:

typedef BioAPI RETURN (BioAPI *BioAPI EventHandler)
(const BioAPI UUID *BSPUuid,
BioAPIiUNITilD UnitID,
void* AppNotifyCallbackCtx,
const BioAPI UNIT SCHEMA *UnitSchema,
BioAPI EVENT EventType);
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7.28.2 Definitions
BSPUuid — The UUID of the BSP raising the event.

UnitID — The unit ID of the BioAPI Unit associated with the event.

2006(E)

AppNotifyCallbackCtx — A generic pointer to context information that was provided in the call to

BioAPI_BSPL oad that established the event handler.

UnitSchema — A pointer to the unit schema of the BioAPI Unit associated with the event.

EventType — The BioAPI_EVENT that has occurred.

{the EventType is BioAPI_NOTIFY_INSERT, then a unit schema shall be provided (that is, UnitSch¢
point to a variable of type BioAPI_UNIT_SCHEMA). Otherwise, UnitSchema shall be NULL.

<

Vhen the application receives a call to an event handler that carries a unit schema,the application
all BioAPI_Free to free the memory block containing the unit schema or a memoryblock pointed to
s members.

= O

7.29 BioAPI_FMR

>

32-bit integer value (N) that indicates a probable False Match Rate ‘of N/(231-1). The larger the v
orse the result. Negative values are used to signal exceptional conditions. The only negative value
efined is minus one.

Q<

fypedef int32 t BioAPI FMR;
#define BioAPI NOT_ SET (-1)

NOTE: FMR is used within BioAPI as a means of setting thresholds and returning scores (see clause C.4).

7.30 BioAPI_FRAMEWORK_. SCHEMA

tlypedef struct biocapi frameworK schema {
BioAPI UUID FramewerkUuid;
BioAPI STRING EwRescription;
uint8 t *Pathg
BioAPI VERSION “~“SpecVersion;
BioAPI STREING/ ProductVersion;
BioAPI STRING Vendor;
BioAPI~UUID FwPropertyld;
BioAPIVDATA FwProperty;

} BioAR L. FRAMEWORK SCHEMA;

7.30.2. “Definitions

7.30.1 The framework schema entry for a BioAPI Framework as recorded in the component registry.

ma shall

shall not
by any of

alue, the
currently

FrameworkUuid — UUID of the Framework component.

FwDescription — A NUL-terminated string containing a text description of the Framework.

Path — A pointer to a NUL-terminated string containing the path of the file containing the Framework
executable code, including the filename. The path may be a URL. This string shall consist of

ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646, Annex D).

NOTE: When BioAPI_FRAMEWORK_SCHEMA is used within a function call, the component that receives
the call allocates the memory for the Path schema element and the calling component frees the memory.

© ISO/IEC 2006 — All rights reserved
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SpecVersion — Major/minor version number of the BioAPI specification to which the Framework was
implemented.

ProductVersion — The version string of the Framework software.

Vendor — A NUL-terminated string containing the name of the Framework vendor.
FwPropertylD — UUID of the format of the following Framework property.
FwProperty — Address and length of a memory buffer containing the Framework property. The format

and content of the Framework property can either be specified by a vendor or can be specified in@
related standard.

7.30.3 [See clause 10.1.1 for further explanation of framework schema elements.

7.31 BioAPI_GUI_BITMAP
7.31.1 [This structure provides a graphic for display by the application.

typedef| struct bioapi gui bitmap {
uing32 t Width; /* Width of bitmap in pixels (number of pix€ls’ for each line) */
uin{32 t Height; /* Height of bitmap in pixels (number of Jdiwes) */
BioAPI DATA Bitmap;

} BioAP[ GUI BITMAP;

7.31.2 |Definitions

Bitmap - a series of 8-bit grayscale pixels (where ‘00’ = black and ‘FF’ = white), read from left to right,
tpp to bottom, as follows:

Table 1 — GULBitmap Format

Byte Position Meaning Description

0 line O, pixel O first pixel of first line

1 line Ogpixel 1 second pixel of first line
width-1 line 0, pixel(width-1) last pixel of first line
width line 1, pixel 0 first pixel of second line
(width>*-height) - 1 line (width — 1), pixel (height — 1) last line, last pixel

NOTE: This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK and
BioAPI_GUI_STREAMING_CALLBACK descriptions under 7.36 and 7.37.

7.32 BioAPI_GUI_MESSAGE

This structure provides a message for display by the application.
typedef uint32 t BioAPI GUI MESSAGE;

NOTE: This is used with the application-controlled GUI option. See BioAPI_GUI_STATE_CALLBACK description
under 7.36.
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7.33 BioAPI_GUI_PROGRESS

A value that indicates the percentage progress (% complete) for an in-progress BSP operation to the
application for display purposes.

typedef uint8 t BioAPI GUI PROGRESS;

NOTE: This is used with the application-controlled GUI option. See BioAPl_GUI_STATE_CALLBACK description
under 7.36.

>

g

=~

—

.36.1

.36.2 _Function

ypédef BioAPI RETURN (BioAPI *BioAPI GUI STATE CALLBACK)

7.34 BioAPI_GUI_RESPONSE

eturn value from the biometric application during a callback operation.

ypedef uint8 t BioAPI GUI RESPONSE;
#define BioAPI CAPTURE SAMPLE (1) /* Instruction to BSP tolé¢apture samplg */
#define BioAPI CANCEL (2) /* User cancelled operation */
#define BioAPI CONTINUE (3) /* User or application)selects to procged */
#define BioAPI VALID SAMPLE (4) /* Valid sample reg&ived */
#define BioAPI INVALID SAMPLE (5) /* Invalid samplgneceived */

NOTE: This is used with the application controlled GUI option. See BioAPI_GUI_STATE_CALLBACK description
under 7.36.

7.35 BioAPI_GUI_STATE

mask that indicates GUI state, and also what other parameter values are provided in the GUI State|Callback
(fhis information is provided by the BSP through the GUVState Callback to the application).

ypedef uint32 t BioAPI GUI STATE;
#define BioAPI SAMPLE AVAILABLE ~ (0x0001) /* Sample captured and available *
#define BioAPI MESSAGE PROVIDED ™ (0x0002) /* BSP provided message for display */
#define BioAPI PROGRESS PROVIDED (0x0004) /* BSP provide progress for display */

NOTE: This is used with the application-controlled GUI option. See BioAPl_GUI_STATE_CALLBACK description
under 7.36.

7.36 BioAPI-GUI_STATE_CALLBACK

This structure“is a function pointer type — a callback function that an application supplies to pllow the

iometric service~provider to pass GUI state information to the application through the Framework, and to
pceive responses back.

(void *GuiStateCallbackCtx,

BioAPI GUI STATE GuiState,
BioAPI GUI RESPONSE *Response,
BioAPI GUI MESSAGE Message,
BioAPI GUI PROGRESS Progress,

const BioAPIiGUliBITMAP *SampleBuffer) ;

Return of a value different from BioAPI_OK will make the calling function (e.g., BioAPI_Enroll) to immediately
return to the caller with that value as its error code.
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7.36.3

Parameters

GuiStateCallbackCtx (input) - A generic pointer to context information that was provided by the
original requester and is being returned to its originator.

GuiState (input) — an indication of the current state of the BSP with respect to the GUI, plus an
indication of what others parameters are available.

Response (output) — A pointer to the response from the application back to the biometric service
provider on return from the Callback.

NOT]

7.371

BSP to
Framewqd
7.37.2

typedef

Return o
return to

7.37.3

[oN

Message (input/optional) — The number of a message to display to the user. Message numbers ‘an
message text are not standardized, and are BSP dependent. GuiState indicates if a MeSsage
provided; if not, the parameter is NULL.

[

Progress (input/optional) — A value that indicates (as a percentage) the amount of\progress in th
development of a Sample/BIR. The value may be used to display a progress bar. Not all BSH
support a progress indication. GuiState indicates if a sample Progress value is-provided in the call; |i
not, the parameter is NULL.

[¢]

=0

SampleBuffer (input/optional) — The current sample buffer for the application to display. GuiStafe
indicates if a sample Buffer is provided; if not, the parameter is NULL.

E: See also clause C.7 on User Interface Considerations.

7.37 BioAPI_GUI_STREAMING_CALLBACK

This is a function pointer type — a callback function.that a biometric application supplies to allow
stream data for display, in the form of a sequéence of bitmaps, to the application through th
rk.

[CIEY)

Function

BioAPIiRETURN (BioAPI *BiOAPI_GUIisTREAMING7CALLBACK)
void *GuiStreamingCallbackCfXx,
onst BioAPI GUI BITMAP *Bitmdp);

f a value different from BioAP) ' OK will make the calling function (e.g., BioAPI_Enroll) to immediately
the caller with that value ‘aglits error code.

Parameters

GuiStreamingCallbackCtx (input) — A generic pointer to context information that was provided by the
original requester and is being returned to its originator.

Bitmap(input) — a pointer to the bitmap to be displayed.

NOT]

E-_See also clause C.7 on User Interface Considerations.

A unique

typedef

30

7.38 BioAPI_HANDLE

identifier, returned on BioAPI_BSPAttach, that identifies an attached BioAPI BSP session.

uint32 t BioAPI HANDLE;
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7.39 BioAPI_IDENTIFY_POPULATION

A structure used to identify the set of BIRs to be used as input to a BioAPI_Identify or BioAPI_IdentifyMatch
operation.

typedef struct biocapi identify population {
BioAPI IDENTIFY POPULATION TYPE Type;
union {
BioAPI DB HANDLE *BIRDataBase;
BioAPIiBIRiARRAYiPOPULATION *BIRArray;

1 RIR
ST

}| BLoAPI IDENTIFY POPULATION;

I{ BioAPI_PRESET_ARRAY_TYPE is specified in Type, BIRArray shall be selected and shall be set tq NULL.

7.40 BioAPI_IDENTIFY_POPULATION_TYPE

>

value indicating the method of BIR input to a BioAPI_Identify or BioAPI_IldentifyMatch operation| whether
ifis via a passed-in array or a pointer to a BIR database.

fypedef uint8 t BioAPI IDENTIFY POPULATION TYPE;
#define  BioAPI DB TYPE (1)

#define  BioAPI_ ARRAY TYPE (2)
#define  BioAPI PRESET ARRAY TYPE  (3)

7.41 BioAPI_INDICATOR_STATUS

his type is used by a biometric application to get and set device (BioAPI Unit) indicators supported by a BSP.
he precise physical form of these indicators (and:their availability) is implementation-dependent.

==

fypedef uint8 t BioAPI INDICATOR_STATUS;

#define  BioAPI INDICATORNACCEPT (1)
#define  BioAPI INDICATOR REJECT (2)
#define  BioAPI_ INDICATOR READY (3)
#define  BioAPI INDECATOR BUSY (4)
#define  BioAPI_ JFNDICATOR FAILURE  (5)

7.42 BioAPI_INPUT_BIR
A structure usedte input a BioAPI BIR to the API. Such input can be in one of three forms:
a) aBIR’Handle;

b)sa-key to a BIR in a database controlled by the BSP. If the DbHandle is zero, a database selected by
the BSP is assumed. (A DbHandle is returned when a BIR database is opened);

c) a BioAPI BIR structure.

typedef struct biocapi input bir {
BioAPI INPUT BIR FORM Form;
union {
BioAPI DBBIR ID *BIRinDb;
BioAPI BIR HANDLE *BIRinBSP;
BioAPIiBIR *BIR;
} InputBIR;
} BioAPI INPUT BIR;
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A value indicating the form/method by which a BIR is provided.

typedef

7.43 BioAPI_INPUT_BIR_FORM

uint8 t BioAPI INPUT BIR FORM;

#define BioAPI DATABASE ID INPUT (1)
#define BioAPI BIR HANDLE INPUT (2)
#define BioAPI FULLBIR INPUT (3)

NOT,

. This type is used as an element of BiocAPI _INPUT BIR

Specifies

typedef

#defi

#de

#det

A structlire which contains additional information regarding

installatiq

typedef
Bioj
Bioj
} BioAP

A mask that indicates what operations are supported by the biometric service provider.

typedef

7.44 BioAPI_INSTALL_ACTION

uint32 t BioAPI INSTALL ACTION;
ine BioAPI INSTALL ACTION INSTALL

fine BioAPI INSTALL ACTION REFRESH
ine BioAPI INSTALL ACTION UNINSTALL

7.45 BioAPI_INSTALL_ERROR

n operation.

struct install error(
\PT RETURN ErrorCode;
\PI STRING ErrorString;
[ INSTALL ERROR;

7.46 BioAPI_OPERATIONS_MASK

the action to be taken during BSP installation operations.

an error)state

>

that has occurred during 4

uint32 t BioAPI OPERATIONS MASK;
#define BioAPI ENABLEEVENTS (0x00000001)
#define BioAPI SETGUICALLBACKS (0x00000002)
#define BioAPI CARTURE (0x00000004)
#define BioAPI (CREATETEMPLATE (0x00000008)
#define BioARI,"PROCESS (0x00000010)
#define BioABI PROCESSWITHAUXBIR (0x00000020)
#define BIOAPI VERIFYMATCH (0x00000040)
#define~BioAPI IDENTIFYMATCH (0x00000080)
#defineVvBioAPI ENROLL (0x00000100)
#defiinme BioAPI VERIFY (0x00000200)
#define BioAPI IDENTIFY (0x00000400)
#36fine RioAPT IMPQRT (0x00000800)
#define BioAPI:PRESETIDENTIFYPOPULATION (0x00001000)
#define BioAPI DATABASEOPERATIONS (0x00002000)
#define BioAPI SETPOWERMODE (0x00004000)
#define BioAPI SETINDICATORSTATUS (0x00008000)
#define BioAPI GETINDICATORSTATUS (0x00010000)
#define BioAPI CALIBRATESENSOR (0x00020000)
#define BioAPI UTILITIES (0X00040000)
#define BioAPI QUERYUNITS (0x00100000)
#define BioAPI QUERYBFPS (0x00200000)
#define BioAPI CONTROLUNIT (0X00400000)

NOTE: This type is used as an element of BioAPI_BSP_SCHEMA.

32
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7.47 BioAPI_OPTIONS_MASK

A mask that indicates what options are supported by the biometric service provider. Note that optional
functions are identified within the BioAPI_OPERATIONS_ MASK and not repeated here.

typedef uint32 t BioAPI OPTIONS MASK;

#define BioAPI RAW (0x00000001)
If set, indicates that the BSP supports the return of raw/audit data.

define BioAPI QUALITY RAW (0x00000002)
I{ set, the BSP supports the return of a quality value (in the BIR header) for raw biometric data.

define  BioAPI QUALITY INTERMEDIATE (0x00000004)
set, the BSP supports the return of a quality value (in the BIR header) for intermediate biometric data.

define  BioAPI QUALITY PROCESSED (0x00000008)
I{ set, the BSP supports the return of quality value (in the BIR header) for processed biometric data.

#define BioAPI APP GUI (0x00000010)
I set, the BSP supports application control of the GUI.

#ldefine  BioAPI STREAMINGDATA (0x0Q0000020)
I{ set, the BSP provides GUI streaming data.

#ldefine BioAPI SOURCEPRESENT (0x00000040)
I{ set, the BSP supports the detection of the presence a hiometric characteristic at the biometric sensq

=

define BioAPI PAYLOAD (0x00000080)
I{ set, the BSP supports payload carry (accepts payload during BioAPI_Enroll or BioAPI_CreateTemplate
nd returns payroll upon successful BioAPI_Verify or BioAPI_VerifyMatch).

define BioAPI BIR SIGN (0x00000100)
I{ set, the BSP returns signed BIRs.

define BioAPI BIR ENCRYPT (0x00000200)
I{ set, the BSP returns encrypted‘BIRs (BDB portion).

define BioAPI TEMPLATEUPDATE (0x00000400)

I{ set, the BSP updates any provided input reference template as part of the enrollment or template creation
peration.

define B320API ADAPTATION (0x00000800)
I{ set, the BSP-supports BIR adaptation in the return parameters of a Verify or VerifyMatch operation.

define BioAPI BINNING (0x00001000)
I{ seti.the BSP supports binning (in BioAPI_Identify and BioAPI_IdentifyMatch operations).

#define B1oAPI SELFCONTAINEDDEVICE (0x00002000)
If set, the BSP supports a self-contained device.

#define BioAPI MOC (0x00004000)
If set, the BSP directly supports matching on a smartcard.

#define BioAPI SUBTYPE TO CAPTURE (0x00008000)
If set, the BSP supports specification by the application of which biometric subtype to capture and will act on it.

#define  BioAPI SENSORBFP (0x00010000)
If set, the BSP supports management of a sensor unit through a BFP.
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#define  BioAPI ARCHIVEBFP (0x00020000)
If set, the BSP supports management of an archive unit through a BFP.

#define BioAPI MATCHINGBEFP (0x00040000)
If set, the BSP supports management of a matching algorithm unit through a BFP.

#define BioAPI PROCESSINGBEFP (0x00080000)
If set, the BSP supports managment of a processing algorithm unit through a BFP.

#define BioAPI COARSESCORES (0x00100000)

If set, thd

An enun
try to use.

typedef

NOT

/* All functions available */

#de

/* Able to detect (for example) insertion/finger on/pefson present type of events */

#de

/* Minimum mode. All functions off */

#de

7.49.1

typedef

7.49.2

y
accepted definition of quality does nofiexist, BioAPI specifies the following structure with the goal of relatively
quantifyi S
reported
BioAPI_PURPOSE_ENROLL; BioAPI_PURPOSE_VERIFY, BioAPI_PURPOSE_IDENTIFY, etc.). Additional
the dem
particula
demandi

7.49.3

Valde,of “-1”: BioAPI_QUALITY was not set by the BSP (reference the BSP implementer

doclumentation for an pxplnnntinn)

BSP returns scores which are coarsely quantized (see clause C.4.6).

E: This type is used as an element of BioAPI_BSP_SCHEMA.

7.48 BioAPI_POWER_MODE

eration that specifies the types of power modes the BSP and its attached devices (BioAPI Units) wl

uint32 t BioAPI POWER MODE;

fine BioAPI POWER NORMAL (1)

fine BioAPI POWER DETECT (2)

Fine BioAPI POWER SLEEP (3)
7.49 BioAPI_QUALITY
A value indicating the relative quality of the"biometric data in the BDB.

int8 t BioAPI QUALITY;
The performance of biometrics varies with the quality of the biometric sample. Since a universal

ng the effect of quality on-usage of the BIR (as envisioned by the BSP implementer). The scores &
by the BSP are based.on’the purpose (BioAPI_BIR_PURPOSE) indicated by the application (e.g,

o=

bnds upon the biemetric vary based on the actual customer application and/or environment (i.e.,
- application usage may require higher quality samples than would normally be required by leg
hg applications):

[72]

Quality_ measurements are reported as an integral value in the range 0-100 except as follows:

[

Value of “-2”; BioAPI_QUALITY is not supported by the BSP.

7.49.4

34

c)

There are two objectives in providing BioAPI_QUALITY feedback to the biometric application:

The primary objective is to have the BSP inform the application how suitable the biometric sample is
for the purpose (BioAPI_PURPOSE) specified by the application (as intended by the BSP
implementer based on the use scenario envisioned by that BSP implementer).

The secondary objective is to provide the application with relative results (e.g., current sample is
better/worse than previous sample).
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7.49.5 Quality scores in the range 0-100 have the following general interpretation:

0-25:

26-50:

UNACCEPTABLE: The BDB cannot be used for the purpose specified by the application
(BioAPI_PURPOSE). The BDB needs to be replaced using one or more new biometric
samples.

MARGINAL: The BDB will provide poor performance for the purpose specified by the
application (BioAPI_PURPOSE) and in most application environments will compromise the
intent of the application. The BDB needs to be replaced using one or more new biometric
samples.

§1-75:

76-100:

NOTE: The BioAPI Quality corresponds to the “CBEFF_BDB_quality” in ISO/IEC\19785-1.

7.50 BioAPI_RETURN

7.50.1 This data type is returned by all BioAPI functions. The pefmitted values include:

+ BioAPI_OK

« All Error Values defined in this specification

«  BSP-specific error values defined and returned-by a specific biometric service provider

« All Error Values defined for lower level components

» BioAPI Unit-specific error values definéd“and returned by a specific biometric service provide

tfypedef uint32 t BioAPI RETURN;

#define BioAPI OK (0)
7.50.2 Definitions

BioAPI_OK — Indicates operation was successful

7:51 BioAPI_STRING

ADEQUATE: The biometric data will provide good performance in most\application
environments based on the purpose specified by the application (BioAPI_PURPOSE). The
application should attempt to obtain higher quality data if the application developer anticipates
demanding usage.

EXCELLENT: The biometric data will provide good performance forthe purpose spegcified by
the application (BioAPl_BIR_PURPOSE).

All other values = Indicates the operation was unsuccessful and identifies the specific, detedted error
that resulted,in the failure. (See clause 11 for the list of standardised error codes.)

7.51.1This is used by BioAPI data structures to represent a character string inside of a fixed-length buffer.
Tlhecharacter string shall be NUL-terminated.

typedef uint8 t BioAPI STRING [269];

7.51.2 This string shall consist of ISO/IEC 10646 characters encoded in UTF-8 (see ISO/IEC 10646,

Annex D).
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7.52 BioAPI_TIME

Defines the time when the BIR was created.

typedef struct biocapi time {
uint8 t Hour; /* valid range: 00 - 23, 99 */
uint8 t Minute ; /* valid range: 00 - 59, 99 */
uint8 t Second ; /* valid range: 00 - 59, 99 */

} BioAPI TIME;

#de

faVWa)

#del
#de

The condlition NO VALUE AVAILABLE shall be indicated by setting all fields to the value 99 (decimal). Whe

used wi
BioAPI_|
BioAPI_|

NOT

A BioAP
the BioA

typedef

#define
#define

7.54.1
session.

typedef

} B
7.54.2
Unit

Unit
uniq

e —
fine BioAPT NO MINUTE AVAILABLE (99)
fine BioAPI NO SECOND AVAILABLE (99)

=}

thin the Creation DTG within a BIR header, if no time information is available, then th
NO HOUR_AVAILABLE, BioAPI_NO_MINUTE_AVAILABLE, an|
NO SECOND_AVAILABLE values shall be used.

[e NN ()

E: Time formats are consistent with ISO 8601 [2].

7.53 BioAPI_UNIT_ID

Unit ID is a 32-bit integer assigned to a BioAPI Unit by a BSP-that manages (directly or indirectly
Pl Unit.

~

uint32 t BioAPI UNIT ID;

BioAPI DONT CARE (0x00000000)
BioAPI DONT INCLUDE  (0xFFFFFFFF)

7.54 BioAPI_UNIT_LIST_ELEMENT

Indicates a BioAPI Unit by category and ID. A list of these elements is used to establish an attach

struct biocapi_unit list element {
BioAPI CATEGORY UnitCafegory;
BioAPI UNIT ID UnitIlds

OAPI UNIT LIST ELEMENT);

Definitions
Category — Defines the category of the BioAPI Unit.

d — TheJD of a BioAPI Unit to be used in this attach session. This will be created by the BSP
uely.

7.55.1

typedef

36

| -7 55 BioAPL UNIT SCHEMA
A BioAPI Unit schema indicates the specific characteristics of the BioAPI Unit.

struct bioapi unit schema {
BioAPIiUUID BSPUuid;

BioAPI UUID UnitManagerUuid;
BioAPI UNIT ID UnitId;

BioAPI CATEGORY UnitCategory;
BioAPI UUID UnitProperties;
BioAPI STRING VendorInformation;
uint32 t SupportedEvents;

BioAPI UUID UnitPropertyID;
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BioAPI DATA UnitProperty;
BioAPI STRING HardwareVersion;
BioAPI STRING FirmwareVersion;
BioAPI STRING SoftwareVersion;
BioAPI STRING HardwareSerialNumber;
BioAPI BOOL AuthenticatedHardware;
uint32 t MaxBSPDbSize;
uint32 t MaxIdentify;

} BioAPI UNIT SCHEMA;

NOTE: The BioAPl Unit Schema is used as a function parameter (by BioAPI_QueryUnits and
BioAPI_EventHandler), but is not stored in the component registry.

7.55.2 Definitions
BSPUuid — UUID of the BSP supporting this BioAPI Unit.

UnitManagerUuid — UUID of the software component directly managing the BioAP| Unit (may be gither
the BSP itself or a BFP).

Unitld — 1D of the BioAPI Unit during this attach session. This will be created by the BSP uniquely.
UnitCategory — Defines the category of the BioAPI Unit.

UnitProperties — UUID indicating a set of properties of the BioARDUnit. The indicated set can either be
specified by each vendor or follow a related standard.

VendorInformation — Contains vendor proprietary information.

SupportedEvents — A mask indicating which types(of events are supported by the hardware.
UnitPropertylD — UUID of the format of the following Unit property structure.

UnitProperty — Address and length of a-memory buffer containing the Unit property describing thie BioAPI
Unit. The format and content of the Unit property can either be specified by the vendor or be spegified in a

related standard.

HardwareVersion — A NUL-terminated string containing the version of the hardware. Empty if not
available.

FirmwareVersion —A NUL-terminated string containing the version of the firmware. Empty if not gvailable.
SoftwareVersjorr="A NUL-terminated string containing the version of the software. Empty if not ayailable.

HardwareSerialNumber — A NUL-terminated string containing the vendor defined unique serial number of
the hardware component. Empty if not available.

AuthenticatedHardware — A boolean value that indicates whether the hardware component has been
authenticated.

MaxBSPDbSize — Maximum size database supported by the BioAPI Unit. If zero, no database exists.

Maxldentify — Largest identify population supported by the BioAPI Unit. Unlimited = FFFFFFFF.
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7.56 BioAPI_UUID

A universally unique identifier used to identify and address components (BSPs, BFPs, BioAPI Units, and the

BioAPI F
typedef
NOT!

NOT

ramework), to identify BIR databases, and as a database index for BSP-controlled BIR databases.
uint8 t BioAPI UUIDI[16];
E 1: UUIDs are defined in ISO/IEC 9834-8.

E 2: The BioAPI UUID within a BIR header corresponds to the “CBEFF_BDB_index” in ISO/IEC 19785-1.

7.57.1
data hav
the comyg

The vers
correspo

typedef
NOT]

NOT]
ISO/

7.57.2

The Bio
represen

Bio

where n

7.57 BioAPI_VERSION
This type is used to represent the version of the BioAPI or FPI specification to which components qr
e been implemented. The primary use of this value is within the BIR header and withinxschemas o¢f
onent registry.

ion corresponding to this part of ISO/IEC 19784 has an integer value of (degimal) 32, or (hex) 20,
hding to a Major value of 2 and a Minor value of zero.

uint8 t BioAPI VERSION;
E 1: This type is not used for product versions, which are generally represented by strings.

E 2: The BioAPI Version used within the BIR header corresponds\to the “CBEFF_patron_header_version”
EC 19785-1.

>

Definitions

APl Version is a concatenation of the major and minor version values such that first hex digit
ts the major version and the second hex digit-represents the minor version:

APT VERSION Oxnm

= MajorVersion and m=MinorVersion:

38
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8 BIioAPI functions

8.1 Component Management Functions

2006(E)

The following functions are handled by the BioAPl Framework. Some are handled internally and others are
passed through to a BSP via the SPI.

8.1.1 BioAPI_lInit

B

o O

O MmN < O

—

10API RETURN BioAPI BioAPI Init
(BioAPI VERSION Version);

.1.1.1 Description

his function initializes the BioAPI Framework and verifies that the version of the BioAPl_Framework
y the application is compatible with the version of the BioAPI Framework on the syStem. This functig
e called at least once by the application.

ny call to BioAPI_Init which occurs while there are previous calls to BioAPI\ Init that have not been
y a corresponding call to BioAPI_Terminate will be handled as follows: The BioAPI Framework wil
ith either BioAPI_OK (if and only if the handling of the proposed\version number by the fram
ompatible with the handling of the version number that was proposed by the previous BioAPI_In
iOAPIERR_INCOMPATIBLE_VERSION, but will not reinitialize. A count of the number of s
ioAPI_Init calls will be maintained by the Framework, which.will hot terminate until a corresponding
f BioAPI Terminate calls have been issued.

his function is handled internally within the BioAP| Framework and is not passed through to a BSP.
.1.1.2 Parameters

Version (input) — the major and minoriversion number of the BioAPI specification that the
application is compatible with.

.1.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. T|
BioAPI_OK indicates success. All other values represent an error condition.

.1.1.4 Errors
BioAPIERR) INCOMPATIBLE VERSION

See als@-BioAPI Error Handling (clause 11).

bxpected
n should

followed
respond
ework is
t call) or
iccessful
number

biometric

he value
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8.1.2 BioAPI_Terminate
BioAPI RETURN BioAPI BioAPI Terminate (void);
8.1.2.1 Description

This function terminates a biometric application's use of the BioAPI Framework. The Framework can cleanup
all internal state associated with the calling application.

correspo
there ar¢ any outstanding calls to BioAPI_Init (i.e., calls to BioAPI_Init that have not been followed b
corresponding calls to BioAPI_Terminate).

correspo
this fun
corresponding call to BioAPI_BSPUnload, the actions relative to the missing cCorresponding call
BioAPI_BSPUnload shall be implicitly performed by the Framework (as though the/corresponding functio
had been called at that time), followed by the actions relative to BioAPI_Terminate.(i.e, the Framework shdll
unload ahy BSPs prior to terminating).

This fungtion is handled internally within the BioAPl Framework and is not{passed through to a BSP, except
where a BioAPI_BSPUnload is implied, as specified above.

8.1.2.2 |Parameters
None.
8.1.2.3 |Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The valug
BioAPI_OK indicates success. All other.values represent an error condition.

NOTE: A BioAPI_Terminate operation is typically not expected to fail; however, should an anomally
condition occur, the application js not required to take any further action.

8.1.2.4 |Errors

See BioAPI Error Handling (clause 11).
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8.1.3 BioAPIl_GetFrameworkinfo

BioAPI_RETURN BioAPI BioAPI_GetFrameworkInfo
(BioAPI FRAMEWORK SCHEMA *FrameworkSchema) ;

8.1.3.1 Description

2006(E)

This function returns information about the BioAPI Framework itself. Since multiple frameworks may exist on a

computer, applications will need information about them in order to choose the one to use.

8.1.3.2 Parameters
FrameworkSchema (output) — A pointer to memory where the schema information will'beretu
8.1.3.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular efror condition. T|
BioAPI_OK indicates success. All other values represent an error condition.

8.1.3.4 Errors

See BioAPI Error Handling (clause 11).

rned.

he value
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8.1.4 BioAPI_EnumBSPs

BioAPI_RETURN BioAPI BioAPI_EnumBSPs
(BioAPI_BSP_SCHEMA **BSPSchemaArray,
uint32 t *NumberOfElements);

8.1.4.1 Description

This function provides information about all BSPs currently installed in the component registry. It performs the
following actions (in order):

a) illocates a memory block large enough to contain an array of elements of-\\type
ioAPI_BSP_SCHEMA with as many elements as the number of installed BSPs; .

b) fjlls the array with the BSP schemas of all installed BSPs; and

c) returns the address of the array in the BSPSchemaArray parameter and the number of elements ¢f
the array in the NumberOfElements parameter.

This fungtion shall only be called if there is at least one call to BioAPI_Init for which a corresponding call o
BioAPI_[Terminate has not yet been made.

This fungtion is handled internally within the BioAPI Framework and is not passed through to any BSP.

The merory block containing the array shall be freed by the application via a call to BioAPI_Free (see
clause 8{7.2) when it is no longer needed by the application. The ‘'memory block pointed to by the Path
member|within each element of the array shall also be freed by the-application via a call to BioAPI_Free when
it is no lgnger needed by the application.

8.1.4.2 |Parameters

BSPSchemaArray (output) — A pointer_te the address of the array of elements of the type
BioAPI_BSP_SCHEMA (allocated by the framework) containing the BSP schema information.

NumberOfElements (output) — A pointer to the number of elements of the array (which is also the
number of BSP schemas in the .component registry).

8.1.4.3 |Return Value

A BioAPI_RETURN alde indicating success or specifying a particular error condition. The valug
BioAPI_OK indicates.success. All other values represent an error condition.

8.1.4.4 |Errors

$ee BioAPY Error Handling (clause 11).
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8.1.5 BioAPI_BSPLoad

BioAPI_RETURN BioAPI BioAPI_ BSPLoad
(const BioAPI UUID *BSPUuid,
BioAPI EventHandler AppNotifyCallback,
void* AppNotifyCallbackCtx) ;

8.1.5.1 Description

Tl -"i a—BSt HSHYe TE Bio = - =-oad stattse 931 " inClUdeS
registering the application’s event handler for the specified BSP and enabling all events. The application can
choose to provide an event handler function to receive notification of events. Many applicatjons can
imdependently and concurrently load the same BSP, and each application can establish its own.even{ handler.

hey will all receive notification of an event. The same or different event handlers_can be uded if an
dpplication loads multiple BSPs.

An application may establish as many event handlers as it wishes, for ‘a _-given BSP, by calling
BioAPI_BSPLoad one or more times for that BSP. An event handler is identified by a combination of address
gnd context.

hen an event occurs in a BSP, the BSP may send an event notification to the Framework by calling the
Hramework's event handler.

hen the Framework receives an event notification from a BSP,\it shall send one notification to egch event
andler established by each application for which that event@otification is enabled for that BSP. Thgrefore, a
ngle event notification callback made from a BSP to the.Framework may result in zero or more gallbacks
ade by the Framework to zero or more applications.

hen the framework receives an event notification from a BSP, it shall call all the event handlers esfablished
by each application for that BSP. If an application-has set up multiple event handlers, they shall be called one
gt a time (in any order chosen by the Framework) rather than concurrently.

Hvent notification may occur at any time, either during a BioAPI call (related or unrelated to the event) or while
there is no BioAPI call in execution. Application writers should ensure that all callbacks are properly ahd safely
andled by the application, no matter when the application receives them.

NOTE: This usually requiresithe use of thread synchronization techniques and discipline in the actions performed by
the application code placed.in event handlers.

here is a “use count” on the establishment of event handlers; they have to be de-establihed (by
BioAPI_BSPUnload)-ds many times as they were established. When a BSP is loaded (BioAPI_BSRLoad), it
all raise an “insert” event immediately for each present BioAPI Unit. This will indicate to the piometric
dpplication thaf-it"'can go ahead and do a BioAPI_BSPAttach. If the hardware component for 4 specific
flinctionality, is*not present, the “insert” event cannot be raised until the hardware component Has been
plugged_in:

his function shall only be called if there is at least one call to BioAPI_Init for which a correspondifg call to
RioAPI Terminate has not yet been made. The function BioAPI BSPAttach can be invoked multiple times

for each call to BioAPI_BSPLoad.

The BioAPI_BSPLoad function is not to be called unless the BSP has been installed using
BioAPI_Util_InstalIBSP. A determination of installed BSPs can be made through a «call to
BioAPI_EnumBSPs.
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8.1.5.2 Parameters
BSPUuid (input) — the UUID of the BSP selected for loading.

AppNotifyCallback (input/optional) — the event notification function provided by the caller. This defines
the callback for event notifications from the loaded (and later attached) biometric service provider.

AppNotifyCallbackCtx (input) — A generic pointer to context information. When the selected biometric
service provider raises an event, this value is passed as input to the event handler specified by
AppNotifyCallback.

8.1.5.3 |Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. 'The valug
BioAPI_OK indicates success. All other values represent an error condition.

8.1.5.4 |Errors

BioAPIERR BSP_LOAD FAIL
BioAPIERR INVALID UUID

See|also BioAPI Error Handling (clause 11).
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8.1.6 BioAPI_BSPUnload

BioAPI_RETURN BioAPI BioAPI_BSPUnload
(const BioAPI UUID *BSPUuid,
BioAPI EventHandler AppNotifyCallback,
void* AppNotifyCallbackCtx) ;

8.1.6.1 Description

The nction  de- e k he alle dentified b
BioAPI_BSPUnload is the analogue call to BioAPI_BSPLoad. If all callbacks registered with (Bi
removed, then BioAPI unloads (for that biometric application) the BSP that was loaded\.by
RioAPI_BSPLoad.

he BioAPl Framework uses the three input parameters; BSPUuid, AppNotifyCallba
AppNotifyCallbackCtx to uniquely identify registered callbacks.

his function shall only be called (for a given BSP UUID) if there is at least onecall to BioAPI_BSPI
that BSP UUID) for which a corresponding call to this function has not yet beefyniade.

his function should not be called by the application if there is a call-to’ BioAPI_BSPAttach for
dorresponding call to BioAPI_BSPDetach (for a given BSP handle) has'hot yet been made. Howevg
this function be called while the BSP is still attached, then for edch call to BioAPI_BSPAttach

corresponding call to BioAPI_BSPDetach, the actions relative to the missing corresponding
BioAPI_BSPDetach shall be implicitly performed by the BioAPI Framework (as though the corre
flinction had been called at that time), followed by the -actions relative to BioAPI_BSPUnload,

Hramework will detach the BSP prior to unloading it).

This includes the case in which the actions relativexto a missing call to BioAPI_BSPUnload are
performed by the BioAPI Framework during a call.to BioAPI_Terminate (see clause 8.1.2).

8.1.6.2 Parameters
BSPUuid (input) — the UUID of the BSP selected for unloading.

AppNotifyCallback (input/optional) — the event notification function to be deregistered. The
shall have been provided‘by the caller in BioAPI_BSPLoad.

AppNotifyCallback€tx (input/optional) — A generic pointer to context information that was pr
the corresponding call to BioAPI_BSPLoad.

8.1.6.3 Return/Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. T|
BioAPI_OK indicates success. All other values represent an error condition.

8.1:6.4" Errors

2006(E)
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BioAPIERR INVALID UUID
BioAPIERR BSP_NOT LOADED

See also BioAPI Error Handling (clause 11).
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8.1.7 BioAPI_BSPAttach

BioAPI_RETURN BioAPI BioAPI_BSPAttach
(const BioAPI UUID *BSPUuid,
BioAPI VERSION Version,
const BioAPI_UNIT_LIST_ELEMENT *UnitList,
uint32 t NumUnits,
BiOAPI_HANDLE *NewBSPHandle) ;

8.1+

This funption initiates a BSP attach session and verifies that the version of the BSP expected (by-'th
applicatipn is compatible with the version on the system. The caller shall specify a list of zero or more BioAR

Units th

This fungtion shall only be called (for a given BSP UUID) if there is at least one call to BioAPI_BSPLoad (fc
that BSH UUID) for which a corresponding call to BioAPI_BSPUnload has not yet been/made. The functio
BioAPI_BSPAttach can be invoked multiple times for each call to BioAPI_BSPLoad (prior to a call
BioAPI_BSPUnload), for the same BSP, creating multiple invocations of that BSP.

8.

46

the BSP is to use in the attach session being created.

1.7.2 Parameters
BSPUuId (input) — a pointer to the UUID structure containing the global unique identifier for the BSP.

ersion (input) — the major and minor version number of thexBioAPI specification that the applicatio]
is expecting the BSP to support. The BSP shall determine whether it is compatible with the require]
Jersion.

UnitList (input) — a pointer to a buffer containing\a*list of BioAPI_UNIT_LIST_ELEMENT structurg

The structures contain the ID and category ofieach BioAPI Unit. The application may specify one
the following for each category of BioAPI Uhit:

a. Select a specific BioAPI Unit:T0 specify a particular BioAPI Unit to use for this attach sessio
the ID and category of that BieAPI Unit will be provided for that element.

b. Select any BioAPIUnit: When the UnitID is set to BioAPI_DONT_CARE in a particulg
element, the BSP willy,choose which BioAPI Unit of that category to use, or will give an errg
return if it does net'support any BioAPI Units of that category. If a particular category is not liste
the BSP will likéwise choose a BioAPI Unit of that category to use if it supports a BioAPI Unit
that category_{hiowever, there is no error return if it does not).

c. Select ho BioAPI Unit: When the UnitID is set to BioAPI_DONT_INCLUDE, the BSP w
explicitly not attach a BioAPI Unit of the given category, even if it supports one of that category.

NOTE: Any subsequent calls requiring use of a BioAPI Unit of this category will fail with an err
return.

indicating to the BSP which BioAPI Units (supported by the BSP) it is to use for this attach sessio:l:.
f

—=

O 5 5

[© N

[

=

NumUnits (input) — The number of BioAPI Unit elements in the list that the pointer UnitList is pointin

g

to. If this parameter contains “0”, the BSP selects the BioAPI Unit for all categories of BioAPI Units

that the BSP manages directly or indirectly.

NOTE: Only one BioAPI Unit of each category can be attached by a biometric application for each BS
attach session at any time.

P

NewBSPHandle (output) — a new handle that can be used to interact with the requested biometric

service provider. The value will be set to BioAPIERR_FRAMEWORK_INVALID_BSP_HANDLE if th
function fails.

e
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8.1.7.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.1.7.4 Errors

BioAPIERR INCOMPATIBLE VERSION
BioAPIERR BSP_NOT LOADED
RBioAPTERR TNVATLTD UNTT TD

BioAPIERR INVALID UUID
BioAPIERR UNIT IN USE
BioAPIERR INVALID CATEGORY

See also BioAPI Error Handling (clause 11).
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ioAPI_BSPDetach

BioAPI_RETURN BioAPI BioAPI_BSPDetach
(BioAPI HANDLE BSPHandle);

8.1

.8.1 Description

This function detaches the biometric application from the BSP invocation.

invalidatg

This fung

once for the same BSP handle created by the call to BioAPI_BSPAttach.

8.1

E

8.1

B

8.1

Seq

bd. This is especially important for BIR, BSP, and database handles. At this time, all set callback
¢d with the BSP attach session shall become invalid.

BSPHandle (input) — the handle that identifies the BSP attach session to beterminated.

A\ BioAPI_RETURN value indicating success or specifying a-particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

D dllioCdlell TesS0U C U i cU wi c D C . PDE cclu U CIT Slomeulg

[

>

tion shall only be called after BioAPI_BSPAttach has been called, and shall not be called more tha

.8.2 Parameters

.8.3 Return Value

.8.4 Errors
BioAPIERR INVALID BSP HANDLE

also BioAPI Error Handling (clause 11).
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8.1.9 BioAPI_QueryUnits

BioAPI_RETURN BioAPI BioAPI QueryUnits

(const BioAPI UUID *BSPUuid,
BioAPI UNIT SCHEMA **UnitSchemaArray,
uint32 t *NumberOfElements);

8.1.9.1 Description

(

mc o -

Q —
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entified by the given BSP UUID and are currently in the inserted state. It performs the followingGa
rder):

he memory block containing the\array shall be freed by the application via a call to BioAPI_F
ause 8.7.2) when it is no lenger needed by the application. The memory block pointed tg
nitProperties member within,each element of the array shall also be freed by the application via
ioAPI_Free when it is nglanger needed by the application.

a) determines the set of BioAPI Units that are managed directly or indirectly by, the BSP
currently in the inserted state;

b) allocates a memory block large enough to contain an array. -of elements
BioAPI_UNIT_SCHEMA with as many elements as the number of BioAP}, Units determined i

c) fills the array with the unit schemas of all BioAPI Units determinedin\(a); and

d) returns the address of the array in the UnitSchemaArray parameter and the size of the arr
NumberOfElements parameter.

NOTE: When the Framework calls the function BioSPI_QueryUnits of a BSP, the BSP allocates memg
data to be returned to the Framework. In some implementation architectures, the Framework will simply p
application the data and the addresses exactly as returned by the BSP because the application will int
addresses in the same way as the BSP and will be @ble to access the data that the BSP has placed
addresses. In other implementation architectures, the framework will need to move all the data returned b
to newly allocated memory blocks accessible to the-application, and will call BioSPI_Free after copying ead|
block but before returning from the BioAPI_QueryUnits call. In the former case, when the applicg
BioAPI_Free, the Framework will make a-eorresponding call to BioSPI_Free. In the latter case, th
BioAPI_Free will be handled internallyxby the framework. However, such differences in the behav
Framework are not visible to the application.

8.1.9.2- ‘Parameters

the BSP
ctions (in

and are

of type
h (a);

ay in the

ry for the
pss to the
erpret the
at those
the BSP
h memory
tion calls
e calls to
or of the

ree (see
by the
a call to

his function shall only,be called after BioAPI_Load has been called for the specified BSP, and shall not be
alled after BioAPI_-Unload has been called for the BSP.

BSPUuiId (input) — The unique identifier for the BSP for which the unit information is to be returned.
UnitSchemaArray (output) — A pointer to the address of the array of elements |of type
BioAPT_UNIT_SCHEMA (allocated by the BSP - but see note above) containing the unit schema
information.
NumberOfElements (output) — A pointer to the number of elements in the array.
8.1.9.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.1.9.4 Errors

BioAPIERR BSP NOT LOADED
BioAPIERR INVALID UUID

See also BioAPI Error Handling (clause 11).
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8.1.10 BioAPI_EnumBFPs
BioAPI_RETURN BioAPI BioAPI_EnumBFPs

(BioAPI_BFP_SCHEMA **BFPSchemaArray,
uint32 t *NumberOfElements);

8.1.10.1 Description

:2006(E)

This function provides information about all BFPs currently installed in the component registry. It performs the

f Ll H ' L <l AV
priowirty avuurtos (ImrmurucTt J.

a) allocates a memory block large enough to contain an array of eleménis
BioAPI_BFP_SCHEMA with as many elements as the number of installed BFPs;

b) fills the array with the BFP schemas of all installed BFPs; and

the array in the NumberOfElements parameter.

o=

ioAPI_Terminate has not yet been made.

—

dause 8.7.2) when it is no longer needed by the application:

—

8.1.10.2 Parameters

BFPSchemaArray (output) —~ A pointer to the address of the array of elements
BioAPI_BFP_SCHEMA (allocated by the framework) containing the BFP schema information

number of BFP schemas in the component registry).

8.1.10.3 Return Value

BioAPI20OK indicates success. All other values represent an error condition.

8.1.10.4 Errors

See BioAPI Error Handling (clause 11).

Tfhis function is handled internally within the BioAPI Framework and is’not passed through to any BSH.

of type

c) returns the address of the array in the BFPSchemaArray parameter and'the number of elgments of

his function shall only be called if there is at least one call to BioAPI_Init,for which a correspondifg call to

he memory block containing the array shall be freed by the" application via a call to BioAPI_Free (see

he memory blocks pointed to by the Path and BFRProperty members within each element of the afray shall
gdlso be freed by the application via a call to BioAPI_Free when they are no longer needed by the apglication.

of type

NumberOfElements (output) — A pointer to the number of elements of the array (which is|also the

A BioARIWRETURN value indicating success or specifying a particular error condition. The value

© ISO/IEC 2006 — Al rights reserved
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8.1.11 BioAPI_QueryBFPs

BioAPI_RETURN BioAPI BioAPI_ QueryBFPs

(co
Bio
uin

nst BioAPI UUID *BSPUuid,
API_BFP_LIST_ELEMENT **BFPList,
t32 t *NumberOfElements) ;

8.1.11.1 Description

This fun

the BSP

O

R

Addition
analyzin

This fun
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identified by the given BSP UUID. It performs the following actions (in order):
Hetermines which among all currently installed BFPs are supported by the BSP;

bllocates a memory block large enough to contain an array of elements of type
BioAPI_BFP_LIST_ELEMENT with as many elements as the number of BFPs determined in (a);

fills the array with identification information (category and UUID) about the BEBs determined in (a
and

=)

returns the address of the array in the BFPList parameter and the nuniber of elements of the array |
the NumberOfElements parameter.

NOTE: When the Framework calls the function BioSPI_QueryBFPs ofa-BSP, the BSP allocates memory for the
ata to be returned to the Framework. In some implementation architecCtures, the Framework will simply pass {o
he application the data and the addresses exactly as returned by~the BSP because the application will interprgt
he addresses in the same way as the BSP and will be able td<access the data that the BSP has placed at thos
ddresses. In other implementation architectures, the framework will need to move all the data returned by the
SP to newly allocated memory blocks accessible to the‘application, and call BioSPI_Free after copying eagh
emory block but before returning from the BioAPI_QueryBFPs call. In the former case, when the applicatign

o

e

[

alls BioAPI_Free, the Framework will make a corresponding call to BioSPI_Free. In the latter case, the calls
ioAPI_Free will be handled internally by the framework. However, such differences in the behavior of th
rramework are not visible to the application.

| information about the supported~BFPs can be retrieved by calling BioAPI_EnumBFPs and
the BFPSchemaArray at the mateching BFPUuids.

tion shall only be called after"BioAPI_Load has been called for the specified BSP, and shall not be

called af

The merory block containing,the array shall be freed by the application via a call to BioAPI_Free (see
clause 8/7.2) when it is nodenger needed by the application.

8.1.11.2 Parameters

er BioAPI_Unload has héen’called for the BSP.

SPUuid (input) — The unique identifier for the BSP for which the BFP information is to be returned.

FPList (outpuf) — A pointer to he address of the array of elements of type

BioAPl_BFP_LIST_ELEMENT (allocated by the BSP - but see note above), a buffer containing the
BFP identification information.

NumberOfElements (output) — A pointer to the number of elements in the array.

8.1.11.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.
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8.1.11.4 Errors
BioAPIERR INVALID BSP HANDLE

See also BioAPI Error Handling (clause 11).
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8.1.12 BioAPI_ControlUnit

BioAPI RETURN BioAPI BioAPI_ ControlUnit
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitID,
uint32 t ControlCode,
const BioAPI DATA *InputData,
BiOAPI_DATA *QutputData) ;

8.1
This fung
from tha
specified
The fung
applicati
structure

The men
(see clal

8.1
£
L
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|
d

Q. _—h o) -~

8.1

H

8.1

3

-12-1-Deseription
tion sends control data from the application to the BioAPI Unit and receives status or operation da
unit. The content of the ControlCode, the send (input) data, and the receive (output) datalwill

in the related interface specificationfor this BioAPI Unit (or associated FPI, if present).

tion allocates a memory block large enough to contain the output data that are to be\returned to th
bn, fills the memory block with the data, and sets the fields Length and Data~of the OutputDa
to the size and address of the memory block (respectively).

hory block returned by the BioAPI function call shall be freed by the application using BioAPI_Fr
se 8.7.2).

.12.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.
UnitlD (input) — ID of the BioAPI Unit.

ControlCode (input) — The function code in the BiogAP1 Unit to be called.

=

hputData (input) — A pointer to a BioAPI-DATA structure containing an address and length of a buffg
ontaining the data to be sent to the BioARIWnit related to the given Control/Code.

[

DutputData (output) — Pointer to a BioAPI_DATA structure. On output, this shall contain the addreg
nd length of a data buffer containing the data received from the BioAPI Unit after processing th
Linction indicated by the Contfe/Code. If no memory block has been allocated by the function, th
ddress shall be set to NULL and the length shall be set to zero.

D D

.12.3 Return Value

A\ BioAPI_RETURN’ value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

.12.4 Errors

1LoAPIERR BIOAPI UNIT NOT INSERTED

1APTERR TNVATTD UNTT TD

BioAPTERR _UNIT IN USE

BioAPIERR INVALID BSP HANDLE

See also BioAPI Error Handling (clause 11).
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8.2 Data Handle Operations

8.2.1 BioAPI_FreeBIRHandle
BioAPI RETURN BioAPI BioAPI_FreeBIRHandle

(BioAPI HANDLE BSPHandle,
BioAPI BIR HANDLE Handle);

8.2.1.1 Description

his function frees the memory and resources associated with the specified BIR Handle. The associgted BIR
no longer referenceable through that handle. If necessary, the biometric application can store\the BIR into a
SP-controlled BIR database (using BioAPI_DbStoreBIR) before calling BioAPI. _FreeBIRHandle.
Iternatively, the application can call BioAPI_GetBIRFromHandle (which will retrieve the BIR and free the
andle) instead of calling BioAPI_FreeBIRHandle.

- =

7y

=2 >

his function shall only be called after BioAPI_BSPAttach has been called, .and shall not be called after
ioAPI_BSPDetach has been called for the BSP handle created by the call tor BioAPI_BSPAttach.

oo |

8.2.1.2 Parameters
BSPHandle (input) — The handle of an attached BSP.
Handle (input) — The BIR handle to be freed.

8.2.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.2.1.4 Errors

BioAPIERR INVALID BIRMNHANDLE
BioAPIERR INVALID BSR/HANDLE

See also BioAPI Error Handling (clause 11).
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8.2.2 BioAPI_GetBIRFromHandle

BioAPI RETURN BioAPI BioAPI_GetBIRFromHandle
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_HANDLE Handle,

BioAPI_BIR *BIR) ;

8.2.2.1 Description

Dol

This fung
BSP bef

8.2

i

f

f

8.2

i

i
i

See

pre the function returns.

.2.2 Parameters

Handle (input) — The handle of the BIR to be retrieved.

BIR (output) — Pointer to the retrieved BIR.

.2.3 Return Value

.2.2.4 Errors

i0oAPIERR INVALID BIR HANDLE
i0oAPIERR INVALID BSP HANDLE

hlso BioAPI Error Handling (clause 11).
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BSPHandle (input) — The handle of the attached biometric service provider.

A\ BioAPI_RETURN value indicating success or specifying a-particular error condition. The value
BioAPI_OK indicates success. All other values represent an erfor condition.
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8.2.3 BioAPI_GetHeaderFromHandle

BioAPI_RETURN BioAPI BioAPI_GetHeaderFromHandle
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_HANDLE Handle,
BioAPI_BIR_HEADER *Header) ;

8.2.3.1 Description

Tdast £ 'H dacs +lo 2RI <l £ 4l PRI UH - N Ll oLl Tl Rl oLl + + £ ol o th BSP
NS TUTIGCUUTT TTUTT VT O UWIT DITN TITAUTT UT UTC DITN TUTTIUTNICU Uy 71'1aridic. TTIC DITN TIdTTUIC 1o TTUL TTTTU Uy e .

8.2.3.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.
Handle (input) — The handle of the BIR whose header is to be retrieved.

Header (output) — The header of the specified BIR.

8.2.3.3 Return Value

A BioAPI_RETURN value indicating success or specifying)a particular error condition. The value
BioAPI_OK indicates success. All other values representan error condition.

8.2.3.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BSP HANDLE

See also BioAPI Error Handling (clause 11).
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8.3 Callback and Event Operations

8.3.1 BioAPI_EnableEvents

BioAPTI RETURN BioAPI BioAPI_ EnableEvents
(BioAPI_HANDLE BSPHandle,
BioAPI_EVENT_MASK Events) ;

8.3

.1.1 Description

This fungtion enables the events specified by the Event Mask coming from all the BioAPI Units selected inth

BSP attd
Events fi

attach sgssions but not selected in the specified attach session) are not affected.

In some fases, INSERT events cannot be suppressed (see clause 7.27).

8.3

See BioAPI Error Handling (clause 11).

BSPHandle (input) — The handle of the attached biometric service provider-
Events (input) — A mask indicating which events to enable.

.3.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The valug
BioAPI_OK indicates success. All other values represent an error condition.

.3.1.4 Errors

D

ch session identified by the BSP Handle, and disables all other events from those BioARNUnits.
om other BioAPI Units directly or indirectly managed by the same BSP (possibly selected .ih othe

=

.1.2 Parameters:
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8.3.2 BioAPIl_SetGUICallbacks

BioAPI_RETURN BioAPI BioAPI_SetGUICallbacks

a —]

[

Q.

his function allows the application to establish callbacks so that the application may controlcthe’ “I
bel” of the biometric user interface by receiving from the BSP a sequence of bit-map images,.called g
ata, for display by the biometric application as well as state information.

(BioAPI_HANDLE BSPHandle,
BiOAPI_GUI_STREAMING_CALLBACK GuiStreamingCallback,
void *GuiStreamingCallbackCtx,

BioAPI GUI STATE CALLBACK GuiStateCallback,
void *GuiStateCallbackCtx) ;

NOTE: Not all BSPs support the provision of streaming data.

8.3.2.2 Parameters:

BSPHandle (input) — The handle of the attached biometric service(phovider.

pok-and-
treaming

GuiStreamingCallback (input) — A pointer to an application callback to deal with the presentation of

biometric streaming data.

GuiStreamingCallbackCtx (input) — A generic pointer{o context information that was providgd by the

application and will be presented on the callback,

GuiStateCallback (input) — A pointer to an application callback to deal with GUI state changeg.

GuiStateCallbackCtx (input) — A generic* pointer to context information that was providefl by the

application and will be presented on thecallback.

NOTE 1: Function sub-types for BioARI_.GUI_STATE_CALLBACK and BioAPI_GUI_STREAMING_CALLBACK are

defined in clauses 7.36 and 7.37 respeetively.

NOTE 2: See also clause C.7:0n User Interface Considerations.

8.3.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK-indicates success. All other values represent an error condition.

8.3.2.4 -Errors

BioAPIERR INVALID POINTER
BioAPIERR INVALID BSP HANDLE

See also BioAPI Error Handling (clause 11).
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8.4 Biometric Operations

8.4.1 BioAPIl_Capture

BioAPI_RETURN BioAPI BioAPI_Capture
(BioAPI HANDLE BSPHandle,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR SUBTYPE Subtype,

con
Bio
int
Bio

8.4

This fun
BIR (if t
recorded
The funo
use of th
to a sery

By defaJ
applicati
BioAPI_
Capture

losers W
functiong
(BioAPI_|

The BIR
when it i

8.4
A

A

R

(

st BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,

BioAPI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

PFRIRTANDEFE—*CapturedBiRy
32 t Timeout,
API BIR HANDLE *AuditData);

.1.1 Description

ttion captures samples for the purpose specified, and the BSP returns either an fintermediate” typ|
ne BioAPI_Process function needs to be called), or a “processed” BIR (if not). The Purpose
in the header of the CapturedBIR. If AuditData is non-NULL, a BIR of type “raw” may be returned.
tion returns handles to whatever data is collected, and all local operations ¢an’be completed through
e handles. If the application needs to acquire the data either to store it in(a BIR database or to send |it
br, the application can retrieve the data with the BioAPI_GetBIRFromHandle function.

n O

It, the BSP is responsible for providing the user interface associated with the capture operation. Th
bn may, however, request control of the GUI “look-and-feel” <y providing a GUI callback pointer i
SetGUICallbacks. See clause C.7 for additional explanationof user interface features.

> O

Serializes use of the sensor device. If two or more biometric applications are racing for the sensor, th
Il wait until the operation completes or the timeout-expires. This serialization takes place in gl
that capture data. The BSP is responsible for sefrializing. It may do this by either returning ‘bus
UNIT_IN_USE) or by queuing requests.

~ — O

Handle returned by the function shall be released by the application (via BioAPI_FreeBIRHandl¢)
5 no longer needed.

1.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.
Purpose (input) — A value indicating the purpose of the biometric data capture.

bubtype (input/optional) — Specifies which subtype (e.g., left/right eye) to capture. A value of

NOTE:) Not all BSPs support the capture of specific Subtypes. Actual Subtypes captured will be reflected |n
the-header of the returned CapturedBIR.

DatputFormat (input/optional) — Specifies which BDB format to use for the returned CapturedBIR, |if

t

he BSP supports more than one format. A NULL pointer value indicates that the BSP Is 1o select the

format.

CapturedBIR (output) — A handle to a BIR containing captured data. This data is either an

intermediate” type BIR (which can only be used by either the BioAPI_Process,

BioAPI_CreateTemplate, or BioAPI_ProcessWithAuxData functions, depending on the purpose),
or a “processed” BIR (which can be used directly by BioAPI_VerifyMatch or BioAPI_IdentifyMatch,
depending on the purpose).
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Timeout (input) — An integer specifying the timeout value (in milliseconds) for the operation. If this
timeout is reached, the function returns an error, and no results. This value can be any positive
number. A ‘-1’ value means the BSP’s default timeout value will be used.

AuditData (output/optional) — A handle to a BIR containing raw biometric data. This data may be used
to provide human-identifiable data of the person at the sensor unit. If the pointer is NULL on input, no
audit data is collected. Not all BSPs support the collection of audit data. A BSP may return a BIR
handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not supported, or a
value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

8.4.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.4.1.4 Errors

BioAPIERR USER CANCELLED
BioAPIERR UNABLE TO CAPTURE
BioAPIERR TOO MANY HANDLES
BioAPIERR TIMEOUT EXPIRED
BioAPIERR PURPOSE NOT SUPPORTED
BioAPIERR UNSUPPORTED FORMAT
BioAPIERR UNIT IN USE

See also BioAPI Error Handling (clause 11).
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8.4.2 BioAPI_CreateTemplate

BioAPI RETURN BioAPI BioAPI CreateTemplate
(BioAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *CapturedBIR,
const BioAPI INPUT BIR *ReferenceTemplate,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR HANDLE *NewTemplate,
const BioAPI DATA *Payload,
BioAPI UUID *TemplateUUID);

8.4.2.1 Description

This fungtion takes a BIR containing biometric data in intermediate form for the purpose of creating a ne
enroliment template. A new BIR is constructed from the CapturedBIR, and (optionally) it may*‘perform a
update bpsed on an existing ReferenceTemplate. The old Reference Template remains unchanged.

o <

The optipnal input ReferenceTemplate is provided for use in creating the NewTemplate,;if the BSP supporis
this cappbility. When present, use of the input ReferenceTemplate by the BSR;,to create the outpyt
NewTemplate is optional.

If the BYP supports an internal or BSP-controlled BIR database (e.g., smattcard or identification engine), |it
may optlonally return the UUID assigned to the newly created NewTemplate as stored within that BSH
controllefl BIR database. The UUID value shall be the same as that included in the BIR header, if present.

The BIR|handle returned by the function shall be released by thelapplication (via BioAPI_FreeBIRHandl¢)
when it is no longer needed. The BIR may be retrieved by calling’ BioAPI_GetBIRFromHandle, which alsp
releases|the handle.

8.4.2.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.

CapturedBIR (input) — The captured.BIR or its handle.

)

Reference Template (input/optional) — Optionally, the existing template to be updated, or its key in
BIR database, or its handle or,NULL if a reference template does not exist yet or is not intended to be
ypdated.

=S

OutputFormat (inputfoptional) — Specifies which BDB format to use for the returned NewTemplate, |i
the BSP supports@nore than one format. A NULL pointer value indicates that the BSP is to select the
format.

AJ

NewTemplate (output) — A handle to a newly created template that is derived from the CapturedBl
and (optionally) the Reference Template.

Pdyload (input/optional) — A pointer to data that will be stored by the BSP. This parameter is ignored |if

NUtE

NOTE 1: Not all BSPs support storage of payloads.
NOTE 2: See clauses A.4.6.2.6 and C.5 for additional information regarding payloads.
TemplateUUID (output/optional) — A pointer to a 16-byte memory block where the BSP-assigned

UUID associated with the ReferenceTemplate (as stored internally in a BSP-controlled BIR database)
will optionally be returned. The pointer shall be set to NULL to indicate that no UUID is being returned.
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8.4.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.4.2.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BIR

RBioAPTERR BRTR STGNATIRE FATTIRE
BioAPIERR_TOO MANY HANDLES
BioAPIERR UNABLE TO STORE PAYLOAD
BioAPTERR INCONSISTENT PURPOSE
BioAPIERR PURPOSE NOT SUPPORTED
BioAPIERR UNSUPPORTED FORMAT
BioAPIERR_RECORD NOT FOUND
BioAPIERR QUALITY ERROR

See also BioAPI Error Handling (clause 11).
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8.4.3 BioAPIl_Process

BioAPI RETURN BioAPI BioAPI_ Process
(BioAPI_HANDLE BSPHandle,

con
con

st BioAPI INPUT BIR *CapturedBIR,
st BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,

BioAPI BIR HANDLE *ProcessedBIR);

8.4.3.1 Description

This fung
verificati
builds a
BioAPIE
This fun

handle t
memory

8.4

A

(

f

8.4

B

8.4

tion processes the intermediate data captured via a call to BioAPI_Capture for the purpose of githsg
bn or identification. If the processing capability is supported by the attached BSP invocation, the'BS
processed biometric sample” BIR; otherwise, ProcessedBIR is set to NULL, and this function|return
RR_BSP_FUNCTION_NOT_SUPPORTED.

tion results in the creation of a BIR by the BSP. The application can retrieve the BIR using the BI
hrough a call to BioAPI_GetBIRFromHandle, which also frees the handle, or-can release th
associated with the BIR handle only through a call to BioAPI_FreeBIRHandle!

.3.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service pravider.
CapturedBIR (input) — The captured BIR or its handle.

DutputFormat (input/optional) — Specifies which BDB format to use for the returned ProcessedBIR,
he BSP supports more than one format. A NULL pointer'alue indicates that the BSP is to select th
brmat.

ProcessedBIR (output) — A handle for the newlyceonstructed “processed” BIR.

.3.3 Return Value

A BioAPI_RETURN value indicating~success or specifying a particular error condition. The valu
BioAPI_OK indicates success. All-other values represent an error condition.

.3.4 Errors

BioAPIERR INVALIBD/BIR HANDLE
BioAPIERR INVALFD BIR
BioAPIERR BIR-SIGNATURE FAILURE
BioAPIERR{POO MANY HANDLES
BioAPIERR™INCONSISTENT PURPOSE
BioAPTERR PURPOSE NOT SUPPORTED
BioARIERR UNSUPPORTED FORMAT
BiOAPIERR RECORD NOT FOUND

»w U3

A

if

BigAPIERR FUNCTION NOT SUPPORTED

See

64

BioAPIERR QUALITY ERROR

also BioAPI Error Handling (clause 11).
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8.4.4 BioAPI_ProcessWithAuxBIR

BioAPI_RETURN BioAPI BioAPI_ ProcessWithAuxBIR
(BioAPI_HANDLE BSPHandle,
const BioAPI INPUT BIR *CapturedBIR,
const BioAPI INPUT BIR *AuxiliaryData,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OQutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

i

BioAPI use within the overall MOC process.
I{ the processing with auxiliary data capability is supported by the attached BSP invocation, the BSH
“processed biometric sample” BIR, otherwise, ProcessedBIR is set to~NULL, and this function
BioAPIERR_BSP_FUNCTION_NOT_SUPPORTED.

Tlhis function results in the creation of a BIR by the BSP. The application can retrieve the BIR using

memory associated with the BIR handle only through a call to/BioAPI_FreeBIRHandle.

8.4.4.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.
CapturedBIR (input) — A BIR obtained.from the BioAPI_Capture function previously called.
AuxiliaryData (input) — A BIR structure containing auxiliary data used in the processing operaf
NOTE 1: An example of auxiliary data is information related to the enrollment template which
processing operation to properly crop an input image to maximize the possibility of a subsequ

(e.g., to ensure thatithe processed BIR for verification and the enrollment template are derived
same portion of afinger). Another would be passing of biometric algorithm parameters.

NOTE 2;~The content and format of the auxiliary data are specified by the BIR Biometric Data F
in the auxiliary BIR header and may be specific to a BSP.

OutputFormat (input/optional) — Specifies which BDB format to use for the returned Process
the BSP supports more than one format. A NULL pointer value indicates that the BSP is to S
fermat.

ProcessedBIR (output) — A handle for the newly constructed “processed” BIR.

Tfhis function processes the intermediate data previously captured via a call to BioAPI_Capture in-cohjunction
ith auxiliary data, creating processed biometric samples for the purpose of subsequent wverification or
dentification. It enables implementations that require the input of auxiliary data to the process operatipn.

NOTE: This capability may be used to support biometric match-on-card (MOC). See clduse C.8 for a description of

builds a
returns

the BIR

handle through a call to BioAPI_GetBIRFromHandle, which~also frees the handle, or can relgase the

ion.

bllows the
ent match
from the

rmat field

edBIR, if
elect the

8.4.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

8.4.4.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BIR
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TOO MANY HANDLES
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BioAPIERR INCONSISTENT PURPOSE
BioAPIERR PURPOSE NOT SUPPORTED
BioAPIERR UNSUPPORTED FORMAT
BioAPIERR RECORD NOT FOUND
BioAPIERR FUNCTION NOT SUPPORTED

See also BioAPI Error Handling (clause 11).
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8.4.5 BioAPI_VerifyMatch

BioAPI_RETURN BioAPI BioAPI VerifyMatch

(BioAPI_HANDLE BSPHandle,

BioAPI FMR MaxFMRRequested,

const BioAPI INPUT BIR *ProcessedBIR,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI_BIR_HANDLE *AdaptedBIR,

BioAPI_BOOL *Result,

BioAPI_FMR *FMRAchieved,

2006(E)

=i = Eon |

BioAPI DATA *Payload);

8.4.5.1 Description

his function performs a verification (1-to-1) match between two BIRs: the ProcéssedBIR
Peference Template. The ProcessedBIR is the “processed” BIR constructed specifically for this ve
he ReferenceTemplate was created at enroliment.

he application shall request a maximum FMR value criterion (threshold) for.asuccessful match. The
esult indicates whether verification was successful or not, and the FMRAchieved is a FMR valu

mdicating how closely the BIRs actually matched.

NOTE: See clause C.4 for information on the use of the FMR concept for normalized scoring and threshold

y setting the AdaptedBIR pointer to an address other than NULL, the application can request that

and the
rification.

Boolean
b (score)

ng.

b BIR be

pnstructed by adapting the ReferenceTemplate using the\ProcessedBIR. A new handle is return¢d to the

S > Q m

q

daptedBIR. If the match is successful, an attempt may be made to adapt the ReferenceTemp

ate with

formation taken from the ProcessedBIR. (Not all BSPs perform adaptation). The resulting AdaptedBIR

ould now be considered an optimal enroliment template, and be saved in the BIR database. (It is

pplication whether it uses or discards this data:)Jilt is important to note that adaptation may not oc
ses. In the event of an adaptation, this function stores the handle to the new BIR in the memory p
the AdaptedBIR parameter.

a Payload is associated with the ReferenceTemplate, the Payload may be returned upon s
rification if the FMRAchieved is s(fficiently stringent; this is controlled by the policy of the BSP and
its schema.
NOTE 1: Not all BSPs support return of payloads.
NOTE 2: See clauses A.4.6.2.6 and C.5 for additional information regarding use of payloads.
he memory bloek™returned by the BioAPI function call shall be freed by the application as soon a

nger needed)using BioAPI_Free (see clause 8.7.2). If an adapted BIR is returned, its handlg
bleased through a call to BioAPI_FreeBIRHandle.

8.4.5.2 Parameters:

up to the
cur in all
ointed to

iccessful
Specified

5 it is no
can be

BSPHandle (inpllf) — The handle of the attached biometric_service prn\/idnr

MaxFMRRequested (input) — The requested FMR criterion for successful verification
matching threshold).

ProcessedBIR (input) — The BIR to be verified, or its handle.

(i.e., the

ReferenceTemplate (input) — The BIR to be verified against, or its key in a BIR database, or its handle.

AdaptedBIR (output/optional) — A pointer to the handle of the adapted BIR. This parameter can be
NULL if an adapted BIR is not desired. Not all BSPs support the adaptation of BIRs. The function may
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return a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate that adaptation is not
supported or a value of BioAPI_INVALID _BIR_HANDLE to indicate that adaptation was not possible.

Result (output) — A pointer to a Boolean value indicating (BioAPl_TRUE/BioAPI_FALSE) whether the
BIRs matched or not according to the specified criteria.

FMRAchieved (output) — A pointer to an FMR value indicating the closeness of the match (i.e., the
match score).

Payload (output/optional) — If a payload is associated with the ReferenceTemplate, it is returned in an
dllocated BioAPI_DATA structure if the FMRAchieved satisfies the payload policy of the BSP.

8.4.5.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition® The value
BioAPI_OK indicates success. All other values represent an error condition.

8.4.5.4 Errors

BioAPIERR INVALID BIR HANDLE
BioAPIERR INVALID BIR
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR INCONSISTENT PURPOSE
BioAPIERR BIR NOT FULLY PROCESSED
BioAPIERR RECORD NOT FOUND
BioAPIERR QUALITY ERROR

Seelalso BioAPI Error Handling (clause 11).
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8.4.6 BioAPI_ldentifyMatch

BioAPI_RETURN BioAPI BioAPI_IdentifyMatch
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ProcessedBIR,
const BioAPI IDENTIFY POPULATION *Population,
uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,
uint32 t MaxNumberOfResults,

uint32 t *NumberOfResults,
BioAPI CANDIDATE **Candidates,
int32 t Timeout);

8.4.6.1 Description

m -

IRs. The ProcessedBIR is the “processed” BIR captured specifically for this identification. The p
that the match takes place against can be presented in one of two ways:

a) In a BIR database identified by an open database handle;
b) Inputin an array of BIRs;

NOTE: When using a BSP-controlled BIR database, this database must previously have been ope
BioAPI_DbOpen.

here is an opton to wuse an arrayy, of BIRs, which <can be speci
ioAPI_IDENTIFY_POPULATION_TYPE in the BioAPI_IDENTIFY_POPULATION structure. If it is
s BioAPI_PRESET_ARRAY_TYPE (3), the .array of BIRs which had been previously se
ioAPI_PresetldentifyPopulation call will be:dsed. The preset array of BIRs will be freed internal
SP when BioAPI_BSPDetach is called.

O mO m -

—

he function performs the following actions (in order):
a) determines the set of candidates from the population that match according to the specified cri

b) allocates a memory'block large enough to contain an array of elements of type BioAPl_CAN
with as many elements as the number of candidates determined in (a);

c) fills the array~with the candidate information for all candidates determined in (a), inclU
FMRAchieved of each candidate; and

d) returns'the address of the array in the Candidates parameter and the size of the arra
NumberOfResults parameter.

NOTE: See clause C.4 for information on the use of the FMR concept for normalized scoring and threshold

his function performs an identification (1-to-many) match between a ProcessedBIR and a set of feference

bpulation

ned using

fied in
specified

in the
y by the

teria;

DIDATE

ding the

y in the

ng.

The memory block returned by the BioAPI function call shall be freed by the application using BioAPI_Free

(see clause 8.7.2).

8.4.6.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.

MaxFMRRequested (input) — The requested FMR criterion for successful identification
matching threshold).

ProcessedBIR (input) — The BIR to be identified.
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8.4.6.3 Return Value

4.6.4 \Errors

Population (input) — The population of reference BIRs (templates) against which the identification is to
be performed (by this BSP).

TotalNumberOfTemplates (input) — Specifies the total number of templates stored by the application
in the population. A value of zero indicates that the application is not providing a number.

NOTE: If the total population is distributed over several databases/partitions, then the total size of the
population will be greater than the population seen by the BSP. The BSP may map the FARRequested to
its internal matching threshold based on this total population size.

binning (input) — A Boolean Indicating whether 5inning Is on or off.

NOTE 1: Binning is a search optimization technique that the BSP may employ. It is based on searching
subset of the population according to the intrinsic characteristics of the biometric data. While”it mg
improve the speed of the Match operation, it may also increase the probability of missing a candidate (du
to the possibility of mis-binning and as a result, searching a bin which should, but does’net, contain th
matching BIR).

O 0< Q

NOTE 2: Additional information regarding binning is located in clause A.4.6.2.10.

flaxNumberOfResults (input) — Specifies the maximum number of match gandidates to be returned gs
a result of the 1:N match. A value of zero is a request for all candidates:

NumberOfResults (output) — A pointer to the number of candidates.returned in the Candidates arrgy
as a result of the 1:N match.

Candidates (output) — A pointer to the address of an array of elements of type BioAPI_CANDIDAT
g¢ontaining information about the BIRs identified as alresult of the match process (i.e., indice
ssociated with BIRs found to meet the match threshold). This list is in rank order, with the be
coring (closest matching) record being first. If no\matches are found, no array is allocated and
ULL address is returned. If the Population was presented in a BIR database (i.e., the value ¢
ioAPI_IDENTIFY_POPULATION_TYPE is BioAPI_DB_TYPE), the array contains pointers to UUID
orresponding to BIR’s stored in the BSP-controlled BIR database. If the Population was presented 3

passed-in array of BIRs, then , BioAPI_IDENTIFY_POPULATION TYPE has the valu
ioAPI_ARRAY_TYPE and the array.contains pointers to relative indices into the passed-in array.

—~ 0 11

O v n 50

imeout (input) — An integer specifying the timeout value (in milliseconds) for the operation. If th
meout is reached, the function returns an error, no array is allocated, and a NULL address
turned. This value can be\any positive number. A -1’ value means the BSP’s default timeout valu
ill be used.

O »w n

BioAPI_RETURN value indicating success or specifying a particular error condition. The value
ioAPI_OKuindicates success. All other values represent an error condition.

B1OAPIERRK INVALID BIK HANDLE
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TIMEOUT EXPIRED
BioAPIERR NO INPUT BIRS

BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR INCONSISTENT PURPOSE
BioAPIERR BIR NOT FULLY PROCESSED
BioAPIERR_RECORD NOT FOUND
BioAPIERR QUALITY ERROR

BioAPIERR FUNCTION FAILED
BioAPIERR PRESET BIR DOES NOT EXIST
BioAPIERR INVALID DB HANDLE
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See also BioAPI Error Handling (clause 11).

NOTE 1: Not all BSPs support 1:N identification. See your BSP programmer’s manual to determine if the
BSP(s) you are using supports this capability.

NOTE 2: Depending on the BSP and the location and size of the database to be searched, this operation could
take a significant amount of time to perform. Check your BSP manual for recommended Timeout values.

NOTE 3: The number of match candidates found by the BSP is dependent on the actual FMR of the matching
algorithm at the MaxFMRRequested threshold setting.
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8.4.7 BioAPI_Enroll

BioAPI_RETURN BioAPI BioAPI_Enroll
(BioAPI HANDLE BSPHandle,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR SUBTYPE Subtype,

con
con

st BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
st BioAPI INPUT BIR *ReferenceTemplate,

BioAPI BIR HANDLE *NewTemplate,

con

st BioAPT DATA *Payload,

int
Bio
Bio

8.4

This fun
Processé
BioAPI |
BioAPI |

The opti
the temp
output N,

If the BS
may opti
controlle

The BSH
The app
BioAPI |

Since th
applicati
This seri
do this b

The mer
longer 1
BioAPI_

BIR throyigh BioAPI_FreeBIRHandle.

8.4

A

32 t Timeout,
APT BIR HANDLE *AuditData,
APT UUID *TemplateUUID) ;

.7.1 Description

ction captures biometric data from the attached device (sensor unit) for the purpose of creating p
bdBIR for the purpose of BioAPI(PURPOSE_ENROLL,
PURPOSE_ENROLL_FOR_VERIFICATION_ONLY, or

PURPOSE_ENROLL_FOR_IDENTIFICATION ONLY (i.e., a reference template).

bnal input Reference Template is provided for use in creating the NewTemplate, if the BSP support
late update capability. When present, use of the input Reference Template by the BSP to create the
bwTemplate is optional.

[Z

P supports an internal (or BSP-controlled) BIR databasex(e.g., smartcard or identification engine), |it
bnally return the UUID assigned to the newly created RéferenceTemplate as stored within that BSH
] BIR database. The UUID value shall be the same as‘that included in the BIR header, if present.

is responsible for providing the user interface associated with the enroliment operation as a defaulf.
lication may request control of the GUI “look-and-feel” by providing a GUI callback pointer i
SetGUICallbacks. See clause C.7 for additional explanation of user interface features.

=)

e BioAPI_Enroll operation includes-a_capture, it serializes use of the sensor device. If two or more
bns are racing for the device, the I0sers will wait until the operation completes or the timeout expires.
plization takes place in all functions that capture data. The BSP is responsible for serializing. It mgy
y either returning ‘busy’ (BioARL"UNIT_IN_USE) or by queuing requests.

hory block returned by _the/BioAPI function call shall be freed by the application as soon as it is n
eeded using BioAPI_Free (see clause 8.7.2). Output BIRs can be retrieved by a call f
GetBIRFromHandle;~which releases the handle, or the handle can be released without retrieving th

® O O

.7.2 Parameters:

BSPHandle (input) — The handle of the attached biometric service provider.

Purpose—inptt) A—valte—indicating—the—desired—purpose—(BicAPPURPROSE—ENROH.
BioAPI_PURPOSE_ENROLL_FOR_VERIFICATION_ONLY, or

BioAPI_PURPOSE_ENROLL_FOR_IDENTIFICATION ONLY).

Subtype (input/optional) — Specifies which subtype (e.g., left/right eye) to enroll. A value of
BioAPI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the subtype(s).

72

NOTE: Not all BSPs support the capture of specific Subtypes. Actual Subtypes captured will be reflected in
the header of the returned NewTemplate.
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OutputFormat (input/optional) — Specifies which BDB format to use for the returned NewTemplate, if
the BSP supports more than one format. A NULL pointer value indicates that the BSP is to select the

format.

Reference Template (input/optional) — Optionally, the BIR to be adapted (updated), or it's key
database, or its handle.

NewTemplate (output) — A handle to a newly created template that is derived from the
samples and (optionally) the Reference Template.

in a BIR

new raw

Payload (input/optional) — A pointer to data that will be stored by the BSP. This parameter is
NULL.

NOTE 1: Not all BSPs support storage of payloads.
NOTE 2: See clauses A.4.6.2.6 and C.5 for additional information regarding payloads.

Timeout (input) — An integer specifying the timeout value (in milliseconds) for the operatia
timeout is reached, the function returns an error, and no results. This' value can be any
number. A ‘-1’ value means the BSP’s default timeout value will be used.

AuditData (output/optional) — A handle to a BIR containing raw\biemetric data. This data may
to provide a human-identifiable data of the person at the sensor unit. If the pointer is NULL
no audit data is collected. Not all BSPs support the collection of audit data. A BSP may rety
handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not suppo
value of BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

TemplateUUID (output/optional) — A pointer to a 16-byte memory block where the BSP-
UUID associated with the Reference Templaté(as stored internally in a BSP-controlled BIR d
will optionally be returned. The pointer shall be set to NULL to indicate that no UUID is being

8.4.7.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. T
BioAPI_OK indicates success»All other values represent an error condition.

8.4.7.4 Errors

BioAPIERR USER’ CANCELLED
BioAPIERR-UNABLE TO CAPTURE
BioAPIERR-INVALID BIR HANDLE
BioAPFERR TOO MANY HANDLES
BioAPTERR UNABLE TO STORE_PAYLOAD
BiOAPIERR TIMEOUT EXPIRED
R4GAPIERR PURPOSE NOT SUPPORTED
BioAPIERR UNSUPPORTED FORMAT
BioAPIERR RECORD NOT FOUND

gnored if

n. If this
positive

be used
on input,
rn a BIR
ted, or a

pssigned
atabase)
eturned.

he value

BioAPTERR QUALITY ERROR

BioAPIERR UNIT IN USE

See also BioAPI Error Handling (clause 11).
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8.4.8 BioAPI_Verify

BioAPI_RETURN BioAPI BioAPI Verify
(BioAPI_HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ReferenceTemplate,
BiOAPI_BIR_SUBTYPE Subtype,
BiOAPI_BIR_HANDLE *AdaptedBIR,
BioAPI_BOOL *Result,
BioAPI_FMR *FMRAchieved,
BioAPI_DATA *Payload,
intB2 t Timeout,
BiOAPI_BIR_HANDLE *AuditData) ;

8.4.8.1 Description

[¢]

This fungtion captures biometric data from the attached device (sensor unit), and compares it against th
Referenge Template.

The appljcation shall request a maximum FMR value criterion (threshold) for a sugcessful match. The Boolea
Result indicates whether verification was successful or not, and the FMRAchieved is a FMR value (scorg
indicating how closely the BIRs actually matched.

- D

NOTE: See clause C.4 for information on the use of the FMR concept for nofmalized scoring and thresholding.

By setting the AdaptedBIR pointer to non-NULL, the application«¢an request that a BIR be constructed b
adapting|the Reference Template using the ProcessedBIR. A new handle is returned to the AdaptedBIR. If th
match is| successful, an attempt may be made to adapt the ReferenceTemplate with information taken fro
the ProcpssedBIR. (Not all BSPs perform adaptation). The«resulting AdaptedBIR should now be consider:
an optimil enrollment template, and be saved in the BIRdatabase. (It is up to the application whether it us
or discailds this data). It is important to note that adaptation may not occur in all cases. In the event of
adaptatign, this function stores the handle to the-new BIR in the memory pointed to by the AdaptedBI
parameter.

O <

If a Payload is associated with the ReferenceTemplate, the Payload may be returned upon successfi
verificatipn if the FMRAchieved is sufficiently stringent; this is controlled by the policy of the BSP and specifig
in its schema.

[oX

1: Not all BSPs support return of payloads.
2: See clauses A.4.6.2.6 and C.5 for additional information regarding use of payloads.
is responsible for providing the user interface associated with the verify operation as a default. Th

applicatipn may request control of the GUI “look-and-feel” by providing a GUI callback pointer i
BioAPI_|SetGUICallbacks. See clause C.7 for additional explanation of user interface features.

- O

Since th¢ BioAPI_Verify operation includes a capture, it serializes use of the sensor device. If two or more
applicatipns are racing for the device, the losers will wait until the operation completes or the timeout expires.
This serialization takes place in all functions that capture data. The BSP is responsible for serializing. It may
do this by either returning ‘busy’ (BioAPI_UNIT _IN_USE) or by queuing requests.

The memory block returned by the BioAPI function call shall be freed by the application as soon as it is no
longer needed using BioAPI_Free (see clause 8.7.2). Output BIRs can be retrieved by a call to
BioAPI_GetBIRFromHandle, which releases the handle, or the handle can be released without retrieving the
BIR through BioAPI_FreeBIRHandle.
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8.4.8.2 Parameters:

BSPHandle (input) — The handle of the attached biometric service provider.

MaxFMRRequested (input) — The requested FMR criterion for successful verification (i.e., the
matching threshold).

Reference Template (input) — The BIR to be verified against, or its key in a BIR database, or its handle.

value of BioAPI_NO_SUBTYPE_AVAILABLE (0x00) |nd|cates that the BSP is to select the;s
NOTE: Not all BSPs support the capture of specific Subtypes.

AdaptedBIR (output/optional) — A pointer to the handle of the adapted BIR. This”parametg
NULL if an adapted BIR is not desired. Not all BSPs support the adaptation of\BIRs. The fung
return a handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate that adaptati
supported or a value of BioAPI_INVALID BIR_HANDLE to indicate that.adaptation was not p

Result (output) — A pointer to a Boolean value indicating (BioAPI_TRUE/BioAPI_FALSE) wh
BIRs matched or not according to the specified criteria.

FMRAchieved (output) — A pointer to an FMR value indicatifng the closeness of the match
match score).

allocated BioAPI_DATA structure if the FMRAchigved satisfies the policy of the BSP.

Timeout (input) — An integer specifying the timeout value (in milliseconds) for the operatia
timeout is reached, the function returnssan error, and no results. This value can be any
number. A ‘-1’ value means the BSP’s :default timeout value will be used.

AuditData (output/optional) — A handle to a BIR containing raw biometric data. This data may
to provide human-identifiable data of the person at the sensor unit. If the pointer is NULL on
audit data is collected. Not-all* BSPs support the collection of audit data. A BSP may retu
handle value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not suppo
value of BioAPI_INVALID. BIR_HANDLE to indicate that no audit data is available.

8.4.8.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. T
BioAPI_OK-indicates success. All other values represent an error condition.

8.4.8:4¢ Errors

BioAPIERR USER CANCELLED
BioAPIERR UNABLE TO CAPTURE

r can be
tion may
bNn is not
pbssible.

ether the

(i.e., the

Payload (output/optional) — If a payload is associated ‘with the ReferenceTemplate, it is returped in an

n. If this
positive

be used
input, no
'n a BIR
ted, or a

he value

R 7\'DT'LT"DD TNSZAT Tﬁ 'DT'D U7\T\TﬁT'LT‘

SO T TNV YT T

BioAPTERR BIR SIGNATURE FATILURE
BioAPIERR TOO MANY HANDLES
BioAPIERR TIMEOUT EXPIRED
BioAPIERR INCONSISTENT PURPOSE
BioAPIERR UNSUPPORTED FORMAT
BioAPIERR RECORD NOT FOUND
BioAPIERR QUALITY ERROR
BioAPIERR UNIT IN USE

See also BioAPI Error Handling (clause 11).
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8.4.9 BioAPI_ldentify

BioAPI RETURN BioAPI BioAPI_ Identify

(Bi
Bio
Bio
con
uin
Bio
uin
uin
Bio
int
Bio

8.4.9.1 Description

This fungtion captures biometric data from the attached device (sensor unit), and compares it against a set ¢f
referenc¢ BIRs (the Population).

The poplilation that the match takes place against can be presented in one of two-ways:

a) i

b) i

NOTE: When using a BSP-controlled BIR database, this database must previously have been opened using
BioAPI_DbOpen.

There
BioAPI_|
as Bio

BioAPI_PresetldentifyPopulation call will be used. The preset array of BIRs will be freed internally by th
BSP when BioAPI_BSPDetach is called.

The appl

The function performs the following. actions (in order):

e)

oAPI HANDLE BSPHandle,

API FMR MaxFMRRequested,

API BIR SUBTYPE Subtype,

st BioAPI IDENTIFY POPULATION *Population,
t32 t TotalNumberOfTemplates,
API BOOL Binning,

£32_t MaxNumberOfResults,
£32 t *NumberOfResults,

API CANDIDATE **Candidates,
32 t Timeout,

API BIR HANDLE *AuditData);

h a BIR database identified by an open database handle;

hput in an array of BIRs;

is an option to use an array -%of BIRs, which can be specified i
ENTIFY_POPULATION_TYPE in the BioARIAADENTIFY_POPULATION structure. If it is specifie
PI_PRESET_ARRAY_TYPE (3), the array of BIRs which had been previously set in th

(OO =]

cation shall request a maximum ‘FMR value criterion for a successful match.

Captures a sample and.processes it as appropriate;

Hetermines the set-of candidates from the population that match according to the specified criteria;

bllocates a. miemory block large enough to contain an array of elements of type BioAPI_CANDIDAT
with as miany elements as the number of candidates determined in (b);

fills” the array with the candidate information for all candidates determined in (b), including th
FMRAchieved of each candidate; and

D

returns the address of the array in the Candidates parameter and the size of the array in the
NumberOfResults parameter.

NOTE: See clause C.4 for information on the use of the FMR concept for normalized scoring and thresholding.

By default, the BSP is responsible for providing the user interface associated with the identify operation. The
application may, however, request control of the GUI “look-and-feel” by providing a GUI callback pointer in

BioAPI_

76

SetGUICallbacks. See clause C.7 for additional explanation of user interface features.
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Since the BioAPI_Identify operation includes a capture, it serializes use of the sensor device. If two or more
biometric applications are racing for the sensor, the losers will wait until the operation completes or the
timeout expires. This serialization takes place in all functions that capture data. The BSP is responsible for
serializing. It may do this by either returning ‘busy’ (BioAPI_UNIT_IN_USE) or by queuing requests.

The memory block returned by this BioAPI function call shall be freed by the application using BioAPI_Free

(see clause 8.7.2). Output BIRs can be retrieved by a call to BioAPI_GetBIRFromHandle, which releases the
handle, or the handle can be released without retrieving the BIR through BioAPI_FreeBIRHandle.

8492 Parameters:

BSPHandle (input) — The handle of the attached biometric service provider.

MaxFMRRequested (input) — The requested FMR criterion for successful identification [(i.e., the
matching threshold).

Subtype (input/optional) — Specifies which subtype (e.g., left/right eye) toicapture for identification. A
value of BioAPI_NO_SUBTYPE_AVAILABLE (0x00) indicates that the BSP is to select the slibtype(s).

NOTE: Not all BSPs support the capture of specific Subtypes.

Population (input) — The population of Reference BIRs (templates) against which the identifjcation is
to be performed (by this BSP).

TotalNumberOfTemplates (input) — Specifies the totalyhumber of templates stored by the application
in the population. A value of NULL is used if not specified.

NOTE: If the total population is distributed over several databases/partitions, then the total sfze of the
population will be greater than the population:seen by the BSP. The BSP may map the FARRequelsted to its
internal matching threshold based on this total population size.

Binning (input) — A Boolean indicating whether binning is on or off.

NOTE 1: Binning is a search ©ptimization technique that the BSP may employ. It is based on sgarching a
subset of the population aceording to the intrinsic characteristics of the biometric data. While it may improve
the speed of the Match operation, it may also increase the probability of missing a candidate (que to the
possibility of mis-binning and as a result, searching a bin which should, but does not, contain the| matching
BIR).

NOTE 2: Additional information regarding binning is located in clause A.4.6.2.10.

MaxNumberOfResults (input) — Specifies the maximum number of match candidates to be refurned as
a result 6f'the 1:N match. A value of zero is a request for all candidates.

NumberOfResults (output) — A pointer to the number of candidates returned in the Candidafes array
as.a result of the 1:N match.

Candidates (output) — A pointer to the address of an array of elements of type BioAPI CANDIDATE

containina infarmatinn Aot the DIDA iAAntfinA on o et AF thha paotnbh e~~~ oe IndICES

Corar g o aaor oot e Do 1aormmtt—as—a Festht—et+—the—maten PToCC oS \I\.r,

associated with BIRs found to meet the match threshold). This list is in rank order, with the best
scoring (closest matching) record being first. If no matches are found, no array is allocated and a
NULL address is returned. If the Population was presented in a BIR database (i.e., the value of
BioAPI_IDENTIFY_POPULATION_TYPE is BioAPI_DB_TYPE), the array contains pointers to UUID’s
corresponding to BIRs stored in the BSP-controlled BIR database. If the Population was presented as
a passed-in array of BIRs, then BioAPI_IDENTIFY_POPULATION_TYPE has the value
BioAPI_ARRAY_TYPE and the array contains pointers to relative indices into the passed-in array.

Timeout (input) — an integer specifying the timeout value (in milliseconds) for the operation. If this
timeout is reached, the function returns an error, no array is allocated, and a NULL address is
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78

8.493 ReturnValue

8.4.9.4 Errors

Seelalso BioAPI Error Handling (clause 11).

returned for the Candidates parameter. This value can be any positive number. A -1’ value means the
BSP’s default timeout value will be used.

AuditData (output/optional) — a handle to a BIR containing raw biometric data. This data may be used
to provide human-identifiable data of the person at the sensor unit. If the pointer is NULL on input, no
audit data is collected. Not all BSPs support the collection of audit data. A BSP may return a handle
value of BioAPI_UNSUPPORTED_BIR_HANDLE to indicate AuditData is not supported, or a value of
BioAPI_INVALID_BIR_HANDLE to indicate that no audit data is available.

A BioAPI_RETURN value indicating success or specifying a particular error condition. The~value
BioAPI_OK indicates success. All other values represent an error condition.

BioAPIERR USER CANCELLED
BioAPIERR UNABLE TO CAPTURE
BioAPIERR TOO MANY HANDLES
BioAPIERR BIR SIGNATURE FAILURE
BioAPIERR TIMEOUT EXPIRED
BioAPIERR NO_ INPUT BIRS
BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR INCONSISTENT PURPOSE
BioAPIERR RECORD NOT FOUND
BioAPIERR QUALITY ERROR
BioAPIERR UNIT IN USE
BioAPIERR PRESET BIR DOES NOT EXIST
BioAPIERR INVALID DB HANDLE

NOTE 1: Not all BSPs support 1:N identification. See your BSP programmer’s manual to determine if the
BSP(s) you are using supports this capability.

NOTE 2: Depending on the BSP andthe location and size of the database to be searched, this operation cg
take a significant amount of time.to\perform. Check your BSP manual for recommended Timeout values.

=]

NOTE 3: The number of match candidates found by the BSP is dependent on the actual FMR of the matching
algorithm at the MaxFMRRequested threshold setting.
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8.4.10 BioAPIl_Import

BioAPI_RETURN BioAPI BioAPI Import
(BioAPI_HANDLE BSPHandle,
const BioAPI DATA *InputData,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *InputFormat,
const BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OQutputFormat,
BiOAPI_BIR_PURPOSE Purpose,
BioAPI BIR HANDLE *ConstructedBIR);

2006(E)

8.4.10.1 Description

his function passes raw biometric data obtained by a biometric application by any means, and req
pecified BSP attach session to construct a BIR for the purpose specified. InputData identifies the
uffer containing the raw biometric data, while InputFormat identifies the form of the raw’biometric ¢
nputFormats that a particular BSP will be prepared to accept are determined by the BSP (see
ioAPIERR_UNSUPPORTED_FORMAT). The function returns a handle to the~ConstructedBIf

an  retrieve the data with the BioAPI_GetBIRFromHandle functiony,or store it direct
ioAPI_DbStoreBIR.

MmO O M=o » -

he output ConstructedBIR can be retrieved by a call to BioAPI_GetBIRFromHandle, which rele
andle, or the handle can be released without retrieving the BIR through BioAPI_FreeBIRHandle.

= —]

8.4.10.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.

InputData (input) — A pointer to image/streant data to import into a Processed BIR. The imag
conforms to the standard identified by /npttFormat.

InputFormat (input) — The format of(the InputData.

OutputFormat (input/optional).<-Specifies which BDB format to use for the returned Construc
the BSP supports more than.one format. A NULL pointer value indicates that the BSP is to s
format.

Purpose (input) — A value indicating the purpose of the ConstructedBIR.

ConstructedBIR (output) — A handle to a BIR constructed from the imported biometric data.
may be either an Intermediate or Processed BIR (to be indicated in the header).

8.4.10:3-Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. T
BioAPI_OK indicates success. All other values represent an error condition.

lests the
memory
ata. The
the error
R. If the

pplication needs to acquire the BIR either to store it in a database or to send’it to a server, the application

y using

ases the

e/stream

edBIR, if
elect the

This BIR

he value

8.4.10.4 Errors

BioAPIERR UNSUPPORTED FORMAT
BioAPIERR UNABLE TO IMPORT
BioAPIERR TOO MANY HANDLES
BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR PURPOSE_NOT SUPPORTED

See also BioAPI Error Handling (clause 11).
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ioAPI_PresetldentifyPopulation

BioAPI RETURN BioAPI BioAPI PresetIdentifyPopulation
(BioAPI HANDLE BSPHandle,
const BioAPI IDENTIFY POPULATION *Population);

8.4.11.1 Description

This function provides the population of BIRs to the BSP, as specified in the BSPHandle. The enroliment

populatig

a) in a BIR database identified by an open database handle;

b) ipputin an array of BIRs;

The BSH
format (r]
this fund

specifying BioAPI_PRESET_ARRAY_TYPE in the BioAPI_IDENTIFY_POPULATIGN structure. The BS

keeps th

8.4

8.4

See

BSPHandle (input) — The handle of the attached biometric service provider.

fPopulation (input) — The population of BIRs against which the identification is performed (by this BSR).

A BioAPI_RETURN value indicating success.'or specifying a particular error condition. The valuge
BioAPI_OK indicates success. All other values‘represent an error condition.

.4.11.4 Errors

o b tabadl H + =N E -0~ £ 4 -
T O ot TTITaAto Mo U aygan St AT G PTreSTImMCUTT T UTTC UT WO Way Se

allocates a memory block and transfers the population of BIRs to the memoryblock with a da
ot standardized) which is supported by the currently attached matching algorithm,BioAPI Unit. Aft
tion is called successfully, an application can call BioAPI_Identify or ,BioAPI_IdentifyMatc

L

U

s memory block until another BioAPI_PresetldentifyPopulation or BioAP]. BSPDetach is called.

.11.2 Parameters:

~

.11.3 Return Value

1i0APTIERR INVALID BIR HANDLE
1i0APTIERR BIR SIGNATURE\FAILURE
i0APIERR_NO_INPUT BIRS
i0APIERR_FUNCTION NOT SUPPORTED
10APTIERR_ INCONSISTENT PURPOSE
10APIERR BIR_ NQP FULLY PROCESSED
10APTIERR REEORD NOT FOUND
i0APTIERR QUALITY ERROR
i0APTERRFUNCTION FAILED

also BioAPI Error Handling (clause 11).

N

[

NOTE: Depending on the size of the database to be transferred and the degree of transformation required, th

operation could take a significant amount of time to perform.

80

© ISO/IEC 2006 — All rights reserved


https://standardsiso.com/api/?name=a46dc05e016c85c1f9ccfb86a69c7570

ISO/IEC 19784-1:2006(E)

8.5 Database Operations

The database operations provide application access to BIR databases on archive BioAPI Units (eithe
managed by a BSP or implemented via a BFP).

NOTE 1: See clause C.6 for an explanation of the context for and usage of the database functions.

NOTE 2: Authorization mechanisms to control a biometric application's right to create or delete or write to a
are outside the scope of this part of ISO/IEC 19784 (but may be addressed in 19784-2, Information tech
Biometric application programming interface — Part 2: Biometric archive function provider interface).

8.5.1 BioAPI_DbOpen

HioAPI RETURN BioAPI BioAPI_ DbOpen

(BioAPI HANDLE BSPHandle,

const BioAPI UUID *DbUuid,
BioAPI DB ACCESS TYPE AccessRequest,
BioAPI DB HANDLE *DbHandle,
BioAPI DB MARKER HANDLE *MarkerHandle);

8.5.1.1 Description

Tlhis function opens a BIR database maintained by the currently-attached archive of the identif

— =

b the first record in the BIR database, and a handle for that marKer is returned.

O QO (N

arameter.
NOTE: Every call to this function should be followed at some point by a call to BioAPI_DbFreeMarker, tg
allocation of some resources that cannat be automatically freed (otherwise it would be impossible to itera

should call BioAPI_DbFreeMarker-itnmediately, otherwise it should do so after terminating the iteration.
8.5.1.2 Parameters

BSPHandle (input)— The handle of an attached BSP invocation.

DbUuid (input)— A pointer to a UUID identifying the BIR database to be opened. If this valug
NULL, then-the BSP shall select the BIR database to open.

AceessRequest (input) — An indicator of the requested access mode for the BIR d
BioAPI_DB_ACCESS_READ or BioAPI_DB_ACCESS WRITE. On a single system, ¢
application at a time is allowed to open a target database in BioAPI_DB_ACCESS_WRITE m

r directly

database
nology —

ied BSP

mvocation, using the access mode specified by the AccessRequest. A new marker is created and set to point

ome BSPs may only support a single BIR database or‘may have a preferred database. The application can
llow the BSP to select the BIR database to open by’using a NULL pointer value for the database UUID

allow the

marker resources to be released. Applications should be aware that every call to BioAPI_DbOpen resuilts in the

e through

the database using the returned marker;handle). If the application doesn’t want to iterate through the BIR database, it

is set to

atabase,
nly one
bde.

DbHandle {(output) — A handle for the opened BIR database The value will bd

set to

BioAPI_DB_INVALID_HANDLE if the function fails.

MarkerHandle (output) — A marker handle that can be subsequently used by the application to iterate

through the BIR database from the first record.

8.5.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

© ISO/IEC 2006 — Al rights reserved
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8.5.1.4 Errors

See

BioAPIERR UNABLE TO OPEN DATABASE
BioAPIERR DATABASE IS OPEN
BioAPIERR DATABASE IS LOCKED
BioAPIERR DATABASE DOES NOT EXIST
BioAPIERR INVALID UUID
BioAPIERR INVALID ACCESS REQUEST
BioAPIERR DATABASE IS CORRUPT

also BioAPI Error Handling (clause 11).
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8.5.2 BioAPI_DbClose
BioAPI_RETURN BioAPI BioAPI_DbClose

(BioAPI HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle);

8.5.2.1 Description

This function closes an open BIR database. All markers currently set for records in the database are freed and

tln I Ll lo H Lial
T TIaridics DTCLUTTIT TTTvaitd.

NOTE: A database opened in BioAPI_DB_ACCESS_WRITE mode can be damaged if it is left unclosed-

8.5.2.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.

DbHandle (input) — The DB handle for an open BIR database controlled by the BSP. This
the open database to be closed.

8.5.2.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. T
BioAPI_OK indicates success. All other values representan error condition.

8.5.2.4 Errors
BioAPIERR UNABLE TO CLOSE DATABASE
BioAPIERR INVALID DB HANDLE
BioAPIERR DATABASE IS CORRUPT

See also BioAPI Error Handling (clause 11).

specifies

he value
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8.5.3 BioAPI_DbCreate

BioAPI RETURN BioAPI BioAPI DbCreate
(BioAPI_HANDLE BSPHandle,

const BioAPI UUID *DbUuid,

uint32 t NumberOfRecords,
BioAPI DB ACCESS TYPE AccessRequest,
BiOAPI_DB_HANDLE *DbHandle) ;

This fungtion creates and opens a new BIR database on the currently attached archive unit of the identified
BSP invgcation. The identification of the new database is specified by the input parameter DbUuid which shall
be creat
that archjve unit, whether currently open or not. The newly created BIR database is opened underthe
specified access mode.

84

8.5:3-

NOTE: This function is used create a new BIR database. It does not transport any information to the archive uri
aboJt the new database except its UUID and access conditions. There are archives which’are only able to deal wit
stati
smaftcards storing templates in transparent or structured files, which might have- a-static size dependent on th
chargacteristics of the smartcard operating system). Archives may need size information to create a new BI
datapase. Because the calling application might not have the knowledge abouttypical or maximum template sizes
bytes, the number of records to be stored at maximum in the database will be provided. Archives which are able
deal

8.3.3.2 Parameters

8.3.3.3 Return Value

8.3.3:4 " Errors

AccessRequest (input) — An indicator of the requested access mode for the BIR database, such 3

d by the biometric application, and shall be distinct from any current database UUID supported by

=

database sizes or where much higher effort will be needed to manage a database with dynamic size (e.g

oS Ao

with database sizes dynamically may ignore the NumberOfRecords parameter.

BSPHandle (input) — The handle of the attached biometric service provider.
DbUuid (input) — A pointer to a UUID that will idéntify the BIR database to be created.

NumberOfRecords (input) — The maximum.number of records to be stored at in the BIR database.

O »

nead or write. On a single system, ohly one application at a time is allowed to open a target databas|
in BioAPI_DB_ACCESS_WRITE.mode.

DbHandle (output) — The\handle to the newly created and open database. The value will be set o
ioAPI_DB_INVALID_HANDLE if the function fails.

D

BioAPI_RETURN value indicating success or specifying a particular error condition. The valu
ioAPI_OK/indicates success. All other values represent an error condition.

BioAPIERR UNABLE TO CREATE DATABASE
BioAPIERR DATABASE ALREADY EXISTS
BioAPIERR INVALID UUID
BioAPIERR INVALID ACCESS REQUEST

See also BioAPI Error Handling (clause 11).
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5.4 BioAPI_DbDelete

BioAPI_RETURN BioAPI BioAPI DbDelete

(BioAPI_HANDLE BSPHandle,
const BioAPI UUID *DbUuid);

8.5.4.1 Description

This function deletes all records from the specified BIR database and removes all state information associated

V

8.5.4.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.

DbUuid (input) — A pointer to a UUID identifying the BIR database to be deleted.

8.5.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying acparticular error condition. T
BioAPI_OK indicates success. All other values represent an errar‘condition.

8.5.4.4 Errors

BioAPIERR DATABASE IS OPEN
BioAPIERR INVALID UUID

See also BioAPI Error Handling (clause 11).

he value
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8.5.5 BioAPI_DbSetMarker

BioAPI_RETURN BioAPI BioAPI_ DbSetMarker
(BioAPI_HANDLE BSPHandle,
BioAPI_DB_HANDLE DbHandle,
const BioAPI UUID *KeyValue,
BiOAPI_DB_MARKER_HANDLE MarkerHandle) ;

8.5.5.1 Description

The marker identified by the MarkerHandle is set to point to the record indicated by the KeyValue in the BIR
identified by the DbHandle. A NULL value will set the marker to the first record in the databasé:

: When an error occurs, the position of the marker does not change.

8.9.5.2 Parameters

SPHandle (input) — The handle of the attached biometric service provider.

bHandle (input) — A handle to the open BIR database on the attached archive BioAPI Unit.
eyValue (input) — The key into the database of the BIR to which the-marker is to be set.

arkerHandle (input) — The handle of the marker that is t6 be set. This marker handle can bge
ubsequently used by the application to iterate through the BIR database from the new position.

8.9.5.3 Return Value

BioAPI_RETURN value indicating success or.specifying a particular error condition. The valug
ioAPI_OK indicates success. All other values.fepresent an error condition.

8.3.5.4 Errors

BioAPIERR INVALID DB HANDIE
BioAPIERR RECORD NOT FOUND

Seelalso BioAPI Error Handling(clause 11).
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8.5.6 BioAPI_DbFreeMarker
BioAPI_RETURN BioAPI BioAPI_DbFreeMarker

(BioAPI HANDLE BSPHandle,
BioAPI_DB_MARKER_HANDLE MarkerHandle) ;

8.5.6.1 Description

Frees memory and resources associated with the specified marker and invalidates the MarkerHandle.

8.5.6.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.

MarkerHandle (input) — The handle of the BIR database marker to be freed.

8.5.6.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error.cendition.

8.5.6.4 Errors
BioAPIERR MARKER HANDLE IS INVALID

See also BioAPI Error Handling (clause 11).
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8.5.7 BioAPI_DbStoreBIR

BioAPI RETURN BioAPI BioAPI DbStoreBIR
(BioAPI HANDLE BSPHandle,
const BioAPI_INPUT_BIR *BIRToStore,
BioAPI DB HANDLE DbHandle,
BioAPI UUID *BirUuid);

8.5.7.1 Description

The BIR identified by the BIRToStore parameter is stored in the open BIR database identified by\th
DbHandle parameter. If the BIRToStore is identified by a BIR Handle, the input BIR Handle is freed:\If'th
BIRToStpre is identified by a database key value, the BIR is retrieved and stored in (copied to) the ope
databasg. A new UUID is assigned to the new BIR in the database, and this UUID can be used as a key valu

to access$ the BIR later.

D S5 DO D

8.3.7.2 Parameters

SPHandle (input) — The handle of the attached biometric service provider.

=

IRToStore (input) — The BIR to be stored in the open BIR database (either the BIR, or its handle, g
e index to it in another open database).

bHandle (input) — The handle to the open BIR database.
irUuid (output) — A UUID that uniquely identifies the new BIR in the BIR database. This UUID canngt
e changed. To associate a different BIR with the user, it'is necessary to delete the old one, store p

ew one in the BIR database, and then replace thevold UUID with the new one in the application
ccount database. The BIR is added to the tail end of the database.

8.3.7.3 Return Value

A BioAPI_RETURN value indicating sticcess or specifying a particular error condition. The valug
BioAPI_OK indicates success. All other values represent an error condition.

8.3.7.4 Errors
BioAPIERR INVALID,DB-HANDLE

See plso BioAPI Error-Handling (clause 11).
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8.5.8 BioAPI_DbGetBIR

BioAPI_RETURN BioAPI BioAPI_DbGetBIR
(BioAPI HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle,
const BioAPI UUID *KeyValue,
BioAPI BIR HANDLE *RetrievedBIR,
BioAPI DB MARKER HANDLE *MarkerHandle);

2006(E)

Tlhe BIR identified by the KeyValue parameter in the open BIR database identified by the DbHandle p
$ retrieved. The BIR is copied into BSP storage and a handle to it is returned. A marker is created an
oint to the record following the retrieved BIR in the BIR database (or to the first record in the databas
ptrieved BIR is the last), and a handle for the marker is returned.

= T =

he memory block returned by the BioAPI function call shall be freed by the application using BioA
bee clause 8.7.2).

—~

8.5.8.2 Parameters
BSPHandle (input) — The handle of the attached biometric service provider.
DbHandle (input) — The handle to the open BIR database)
KeyValue (input) — The key into the database of the'BIR to retrieve.
RetrievedBIR (output) — A handle to the retrieved BIR.

MarkerHandle (output) — A marker handle that can be subsequently used to iterate through
database from the record following theretrieved BIR.

8.5.8.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. T
BioAPI_OK indicates success. All other values represent an error condition.

8.5.8.4 Errors

BioAPIERR\RECORD NOT FOUND
BioAPLERR’ INVALID DB HANDLE

See also/BioAPI Error Handling (clause 11).

Brameter
1 set to
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\PI|_Free
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8.5.9 BioAPI_DbGetNextBIR

BioAPI_RETURN BioAPI BioAPI DbGetNextBIR
(BioAPI HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle,
BioAPI DB MARKER HANDLE MarkerHandle,
BioAPI BIR HANDLE *RetrievedBIR,
BioAPI UUID *BirUuid);

The BIR]identified by the MarkerHandle parameter is retrieved. The BIR is copied into BSP storage and p

The marker is updated to point to the next record in the database.

NOTE: If there are no more records left in the BIR database, the marker points to an invalid position,

8.9.9.2 Parameters

SPHandle (input) — The handle of the attached biometric service provider.
bHandle (input) — The handle to the open BIR database.

arkerHandle (input/output) — A marker handle indicating which tecord to retrieve.
etrievedBIR (output) — A handle to the retrieved BIR.

irUuid (output) — The UUID that uniquely identifies theretrieved BIR in the BIR database.

9.3 Return Value

BioAPI_RETURN value indicating suceess or specifying a particular error condition. The valug
ioAPI_OK indicates success. All other-values represent an error condition.

8.3.9.4 Errors
BioAPIERR END OF DATABASE

BioAPIERR MARKER HANPLE IS INVALID
BioAPIERR INVALID.DB HANDLE

Seelalso BioAPI Error-Handling (clause 11).
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8.5.10 BioAPI_DbDeleteBIR

BioAPI_RETURN BioAPI BioAPI_DbDeleteBIR
(BioAPI HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle,
const BioAPI UUID *KeyValue);

8.5.10.1 Description

Tda 2RI A P+ N +lo L Aol + + +lo RIDR _daotal el U+ +lo ImY N oLl t
NS DTNV TUTTIUNCU Uy T I\Cy varduc padraltiCicl T Uic UPTIT DITY UdldudotT TUTTIUNCU Uy UIC LU Idirturc J rame er

¢ deleted from the database. If there is a marker set to the deleted BIR, then:

a) if that BIR was not the last BIR in the database, then the marker is moved to the next-sequeniial BIR;

b) otherwise, the marker points to an invalid position. However, its marker handlecremains valid and can
be used in a subsequent call to BioAPI_DbSetMarker to set the marker to point.to a different fecord.

8.5.10.2 Parameters
BSPHandle (input) — The handle of the attached biometric service\provider.
DbHandle (input) — The handle to the open BIR database.

KeyValue (input) — The UUID of the BIR to be deleted.

8.5.10.3 Return Value

A BioAPI_RETURN value indicating success' or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

8.5.10.4 Errors

BioAPIERR RECORD NOT FQUND
BioAPIERR INVALID DB( HANDLE

See also BioAPI Error Handling (clause 11).
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8.6 BioAPI Unit operations

8.6.1 BioAPI_SetPowerMode

BioAPTI RETURN BioAPI BioAPI_SetPowerMode
(BioAPI HANDLE BSPHandle,
BioAPI UNIT ID UnitId,
BioAPI POWER MODE PowerMode);

8.6.1.1 Description

This fungtion sets the currently attached BioAPI Unit of the referenced BSP attach session to the requested
power mpde if the BioAPI Unit supports it.

8.6.1.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.

Unitld (input) — The ID of the BioAPI Unit for which the power mode is to be set. The
ioAPI_DONT_CARE option is not valid for this function.

owerMode (input) — A 32-bit value indicating the power mode to set'the BioAPI Unit to.

8.6.1.3 Return Value

D

BioAPI_RETURN value indicating success or specifying a particular error condition. The valu
ioAPI_OK indicates success. All other values represent an error condition.

8.6.1.4 Errors

10APTIERR_FUNCTION NOT SUPPORTED
1i0APIERR INVALID UNIT ID
i0APIERR _UNIT NOT INSERTED
i0APTIERR _UNIT IN USE

(e ]

Seelalso BioAPI Error Handling-(Clause 11).
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8.6.2 BioAPI_SetIndicatorStatus

BioAPI_RETURN BioAPI BioAPI_SetIndicatorStatus
(BioAPI_HANDLE BSPHandle,
BioAPI UNIT ID UnitlId,
BioAPI_INDICATOR_STATUS IndicatorStatus) ;

8.6.2.1 Description

Tdat
1

it. After

"o ful Ibt;UII acto thc OU:CbtUd B;UAP: UI I;t tU thc |cqucotcd ;I Id;batul otatuo ;f thc B;UAP: UI I;t ouppuu
ioAPI_INDICATOR_ACCEPT or BioAPI_INDICATOR_REJECT is set in the IndicatorStatus paran
tatus will not be changed until the application sets another value.

w_m

8.6.2.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider:

Unitld (input) — The ID of the BioAPI Unit for which the indicator status is to be
BioAPI_DONT_CARE option is not valid for this function.

IndicatorStatus (input) — A value to which to set the indicator status of the BioAPI Unit.

8.6.2.3 Return Value

A BioAPI_RETURN value indicating success or.specifying a particular error condition. T
BioAPI_OK indicates success. All other values represent an error condition.

8.6.2.4 Errors

BioAPIERR FUNCTION NOT SUPPQRTED
BioAPIERR INVALID UNIT ID
BioAPIERR UNIT NOT INSERTED
BioAPIERR UNIT IN USE

See also BioAPI Error Handling (clause 11).

eter, the
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ioAPI_GetIndicatorStatus

BioAPI RETURN BioAPI BioAPI_ GetIndicatorStatus
(BioAPI_HANDLE BSPHandle,
BioAPI UNIT ID UnitlId,
BioAPI_INDICATOR_STATUS *IndicatorStatus) ;

8.6.3.1 Description

This fung

8.¢

8.¢

8.¢

See
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.3.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.

Unitld (input) — The ID of the BioAPI Unit for which the indicator status is to(be' obtained. The
BioAPI_DONT_CARE option is not valid for this function.

IndicatorStatus (output) — A value for the indicator status of the BioAPI Unit,

.3.3 Return Value

A BioAPlI_RETURN value indicating success or specifying a-particular error condition. The value
BioAPI_OK indicates success. All other values represent an.errer condition.

.3.4 Errors

BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR INVALID UNIT ID
BioAPIERR UNIT NOT INSERTED
BioAPIERR UNIT IN USE

also BioAPI Error Handling (clause 11).
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8.6.4 BioAPI_CalibrateSensor
BioAPI_RETURN BioAPI BioAPI CalibrateSensor

(BioAPI_HANDLE BSPHandle,
int32 t Timeout);

8.6.4.1 Description

This function performs a calibration of the attached sensor BioAPI Unit if that sensor unit supports it.

8.6.4.2 Parameters:
BSPHandle (input) — The handle of the attached biometric service provider.

Timeout (input) — An integer specifying the timeout value (in milliseconds) forthe operatign. If this
timeout is reached, the function returns an error. This value can be any positive number. A |-1’ value
means the BSP’s default calibration timeout value will be used.

8.6.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying a.particular error condition. The value
BioAPI_OK indicates success. All other values represent an“error condition.

8.6.4.4 Errors

BioAPIERR FUNCTION NOT SUPPORTED
BioAPIERR UNIT IN USE

BioAPIERR INVALID UNIT ID
BioAPIERR UNIT NOT INSERTED
BioAPIERR CALIBRATION NOT SUECEESSFUL
BioAPIERR TIMEOUT EXPIRED

See also BioAPI Error Handling (clause 11).
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8.7 Utility Functions

8.7.1 BioAPI_Cancel

BioAPI RETURN BioAPI BioAPI_ Cancel
(BiOAPI_HANDLE BSPHandle) ;

8.7.1.1 Description

This fun

return until all blocking calls have been cancelled.

8.1.1.2 Parameters

8.1.1.3 Return Value

8.1.1.4 Errors

See

Ction shall cancel any presently blocked calls associated with BSPHandle. The function shall -ngt

BSPHandle (input) — The handle of the attached BSP.

A BioAPI_RETURN value indicating success or specifying a particulaf error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

BioAPI Error Handling (clause 11).
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8.7.2 BioAPI_Free

BioAPI_RETURN BioAPI BioAPI_ Free
(void* Ptr);

8.7.2.1 Description

2006(E)

This function causes the memory block pointed to by Ptr to be deallocated. If Pfris NULL, no action occurs.
Otherwise, if Ptr does not match a pointer earlier returned by the BioAPI functions, or if the memory block

here are some BioSPI functions in which the BSP allocates a memory block which is to be\free

pplication, it makes the application responsible for deallocating the memory block., In 'such czg
pplication will simply call BioAPI_Free, and the Framework (on reception of that call)'must either
emory block or call BioSPI_Free on the appropriate attach session of the appropriate. BSP.

NOTE: The Framework may be implemented in such a way that the BSP allocatedjpointers are not pas
application. The Framework will in this case move the data returned by the BSR¢, newly allocated memor
call BioSPI_Free after copying the memory, but before returning back to the-application. However, such d
in the behaviour of the Framework are not visible to the application.

I other cases, the Framework itself allocates a memory block and passes it to the application. In suq
not call BioSPI_Free on any BSP.
Tlhis mechanism requires that the Framework keep track.of which memory blocks it has allocated

which memory blocks it has received from a BSP. For ¢he latter, it must keep track of the BSP and t
ession from which the Framework has received the<memory block.

(7))

8.7.2.2 Parameters
Ptr (input) — A pointer to the memory to free.
8.7.2.3 Return Value

A BioAPI_RETURN™value indicating success or specifying a particular error condition. T
BioAPI_OK indicatessuccess. All other values represent an error condition.

8.7.2.4 Errors

See BioAPI'Error Handling (clause 11).

d by the

ramework by calling BioSPI_Free. Whenever the Framework passes one such memory: block yp to the

ses, the
free the

sed to the
y, and will
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h cases,

when the application calls BioAPI_Free, the Framework must simply deallocate the memory block, and must

tself and
ne attach
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9 BioAPI Service Provider Interface

9.1 Summary

The service provider interface (SPI) is the programming interface that a BSP shall present in order to
interwork with the BioAPI Framework. In general, the SPI is a one-to-one mapping of a function call from a
biometric application to the BioAPI Framework (using the BioAPI API specified in clause 8) down to an attach
session. The BioAPl Framework routes API calls down to the corresponding SPI of the specified BSP (as
identified by the BSP handle parameter in the API function). The following conventions have been adopted in
this clauges:

a) where an SPI function has parameters that are identical to those of an API function of the same-namie
part from the omission of the BSP handle), all that is presented in this clause is the signature of the
PI1 function, with no further explanation. The reader can then refer to the corresponding APhdefinition
r the details;

b) Wwhere the parameters of an SPI function differ from those of an API function of the'same name, a fyll
efinition of the SPI function is presented;

c) INot all API functions have a corresponding SPI function; those functions\that do not are handled
ompletely by the BioAPI Framework.

9.2 Type Definitions for Biometric Service Providers
9.21 ioSPI_EventHandler

The BioAPI_EventHandler function prototype (clause 7.28) is used to define the event handler interface that
enables fhe BioAPI Framework to receive asynchronous natification of events of type BioAPl_EVENT from p
BSP. Example events include insertion or removal of a BioAR} Unit or a fault detection.

The addfess of a BioSPI_EventHandler function is passed to the BSP during BioSPI_BSPLoad. This is the
single eyent handler that a BSP should call to notify the BioAPI Framework of event types that occur in
loaded BSP.

There is |only one event handler for any given BSP that is loaded as a result of a BioAPI_BSPLoad from onge
or more gpplications. It is the responsibility. of the BioAPI Framework to notify the (possibly multiple) biometric
applicatipn event handlers for applications that have loaded the BSP in which an event occurs. Where an
insert event has been notified to the-Framework before a given biometric application loads the BSP (but aftgr
another biometric application has leaded it), the Framework remembers that event and notifies that biometric
applicatipn's event handler immediately after the load by the biometric application.

The BioAPI FrameworK\forwards events to the biometric application that invoked the correspondin
BioAPI_BSPLoad fufiction. The handler specified in BioSPI_EventHandler can (but need not) be invoke|
multiple {imes in response to a single event.

O Q

typedef| BioAPE RETURN (BioAPI *BioSPI EventHandler)
censt BioAPI_UUID *BSPUuid,

ioAPIiUNITilD UnitID

const BioAPI UNIT SCHEMA *UnitSchema,
BioAPI EVENT EventType) ;

9.2.1.1 Definitions

BSPUuid — The UUID of the biometric service provider raising the event.
UnitID — The ID of the BioAPI Unit associated with the event.
UnitSchema — A pointer to the unit schema of the BioAPI Unit associated with the event.

EventType — The BioAPI_EVENT that has occurred.
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If the EventType is BioAPI_NOTIFY_INSERT, then a unit schema shall be provided (that is, UnitSchema shall

point to a variable of type BioAPl_UNIT_SCHEMA). Otherwise, UnitSchema shall be NULL.

When the framework receives (from a BSP) a call to an event handler that carries a unit schema, the
framework shall not call BioSPI_Free to free the memory block containing the unit schema or a memory block

pointed to by any of its members.

9.2.2 BioSPI_BFP_ENUMERATION_HANDLER

the BioAPI function BioAPI_EnumBFPs.

Tlhe address of the BioSPI_BFP_ENUMERATION_HANDLER callback is provided by“the Framew
BSP as an input parameter of the BioSPI_BSPLoad function.

9.2.2.1 Definition

tlypedef BioAPI RETURN (*BioSPI_BFP_ENUMERATION_HANDLER)
(BioAPI_BFP_SCHEMA **BFPSchemaArray,
uint32 t *NumberOfElements);

his callback provides information about all BFPs currently installed in the component registry. It pert
pllowing actions (in order):

= —]

a) allocates a memory block large enough’ to contain an array of elements
BioAPI_BFP_SCHEMA with as many elements as the number of installed BFPs;

b) fills the array with the BFP schemas of\all installed BFPs; and

c) returns the address of the arrayLin'the BFPSchemaArray parameter and the number of el¢g
the array in the NumberOfElements parameter.

he memory block containing the array shall be freed by the BSP via a callback to the framework's|
eallocation handler (see clause*9.2.3) when it is no longer needed by the BSP.

Q —

Tlhe memory blocks pointed to by the Path and BFPProperty members within each element of the a
Iso be freed by theBSP via a callback to the framework's memory deallocation handler (see clau
hen they are no longer needed by the application.

= Q

9.2.2.2- ‘Parameters

BFPSchemaArray (output) — A pointer to the address of the array of elements
BioAPI_BFP_SCHEMA (allocated by the framework) containing the BFP schema information.

ork to a

orms the

of type

ments of

memory

ray shall
se 9.2.3)

of type

NumberOfElements (oUipui] — A pointer 1o the number of elements of the array (which 1S
number of BFP schemas in the component registry).

9.2.2.3 Return Value

also the

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

9.2.2.4 Errors

See BioAPI Error Handling (clause 11).
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9.2.3 BioSPI_MEMORY_FREE_HANDLER

This is also called a memory deallocation handler. It is a callback that the BioAPI Framework exposes to the

BSPs to

enable them to request the deallocation of a memory block that was allocated by the framework to

return data to the BSP during a prior callback. Such allocations occur when a BSP calls the framework's BFP
enumeration handler (see clause 9.2.2). A memory deallocation handler is similar to the BioAPI function
BioAPI_Free (see clause 8.7.2), but unlike that function, it is not part of the BioAPI API, and thus it is not

exposed

The add
an input

9.2.3.1 Definition

typedef BioAPI RETURN (*BioSPI MEMORY FREE HANDLER)

(vo

This call

no action occurs. Otherwise, if Ptr does not match a pointer earlier returned by a callback, or if the memor
block already has been deallocated by an earlier call to the memory deallocation, handler, the behavior

undefine

NOTE: Unlike in the function BioAPI_Free, no requests made to a memory deallocation handler result in a call {o
Bio§PI_Free.

9.2.3.2 Parameters

9.2.3.3 Return Value

See

.2.3.4 Errors

to applications.

ress of the BioSPI MEMORY FREE HANDLER callback is provided by the Framework to a BSP as
barameter of the BioSPI_BSPLoad function.

id* Ptr);

back causes the memory block pointed to by Ptr to be deallocated by the framework. If Ptris NULL

0 <

.

Ptr (input) — A pointer to the memory block to free.

A BioAPI_RETURN value indicating suc€ess or specifying a particular error condition. The value
BioAPI_OK indicates success. All otherfvalues represent an error condition.

BioAPI Error Handling (clause 11).
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9.3 Biometric Service Provider Operations
9.3.1  SPI Component Management Operations

9.3.1.1 BioSPI_BSPLoad

BioAPI_RETURN BioAPI BioSPI_BSPLoad
const BioAPI UUID *BSPUuid,
BioSPI EventHandler BioAPINotifyCallback,

2006(E)

BioSPI_BFP_ENUMERATION_HANDLER BFPEnumerationHandler,
BioSPI MEMORY FREE HANDLER MemoryFreeHandler);

9.3.1.1.1 Description

—

his function completes the component initialization process between BioAPI and ‘the biometri

Mmoo

ioSPI_BSPUnload.

Tlhe BSPUuid identifies the invoked BSP.

—

he BioAPINotifyCallback defines a callback used to notify the(BioAPI Framework of events
ioAPI_EVENT in any ongoing, attached sessions. The BSP shall retain this information for later use

jwu]

—

he BFPEnumerationHandler is the address of the BFP enumeration handler callback provide
ramework to the BSP. The BSP shall retain this information for later use. The BSP can use the
henever it needs to obtain information about the BFPs installed in the Framework.

= T

ramework to the BSP. The BSP shall retain thistinformation for later use. The BSP shall use the
henever it needs to deallocate a memory bloek’that was allocated by the Framework during a prior
b the BFP enumeration handler.

a < T

NOTE: This is a sister function to BioAPI_ BSPLoad (see clause 8.1.5).

9.3.1.1.2 Parameters

check.

BioAPINotifyCallback (input) — A function pointer for the BioAPI event handler that manages
type BioARF EVENT.

BEREnumerationHandler (input) — A function pointer to the Framework’s BFP enumeratior
thatreturns BFP schema information for all the installed BFPs.

MemoryFreeHandler (input) — A function pointer to the Framework's memory deallocation har

service

rovider. The function BioSPI_BSPLoad shall not be called more than once withoub a correspondifg call to

of type

j by the
callback

he MemoryFreeHandler is the address of the memory deallocation handler callback provided by the

callback
callback

BSPUUuid (input) —The UUID of the invoked biometric service provider, provided as a consistency

bvents of

handler

dler.

9.3.1.1.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value

BioAPI_OK indicates success. All other values represent an error condition.

9.3.1.1.4 Errors

See BioAPI_BSPLoad (clause 8.1.5).
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1.2 BioSPI_BSPUnload

BioAPI_RETURN BioAPI BioSPI_BSPUnload
(const BioAPI UUID *BSPUuid);

9.3.1.21

Description

This function disables events and de-registers the event-notification function. The biometric service provider
may perform cleanup operations, reversing the initialization performed in BioSPI_BSPLoad.

NO

9.3.1.2.2

9.3.1.2.3

9.3.1.2.4

: This is a sister function to BioAPI_BSPUnload (see clause 8.1.6).

Parameters

SPUuid (input) — The UUID of the invoked biometric service provider.

Return Value

BioAPI_RETURN value indicating success or specifying a particular-etror condition. The valug
ioAPI_OK indicates success. All other values represent an error condition.

Errors

$ee BioAPI_BSPUnload (clause 8.1.6).
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9.3.1.3 BioSPI_BSPAttach

BioAPI_RETURN BioAPI BioSPI_BSPAttach
(const BioAPI UUID *BSPUuid,
BioAPI VERSION Version,
const BioAPI UNIT LIST ELEMENT *UnitList,
uint32 t NumUnits,
BiOAPI_HANDLE BSPHandle) ;

his function is invoked by the Framework once for each invocation of BioAPI_BSPAttach(specifying the
SP identified by BSPUuid.

he biometric service provider shall verify compatibility with the version level specified' by Versign. If the
rsion is not compatible, then this function fails. The BSP should perform all initializations required t¢ support
the new BSP invocation.

Tlhe BSP shall attach the specified BioAPI Units if they are supported.

NOTE: This is a sister function to BioAPI_BSPAttach (see clause 8.1.7),

9.3.1.3.2 Parameters
BSPUuid (input) — a pointer to the UUID of the invokeéd biometric service provider.

Version (input) — The major and minor version number of the BioAPI specification that the application
is expecting the BSP to support. The BSP shall determine whether it is compatible with the|required
version.

UnitList (input) — a pointer to a buffer containing a list of BioAPI_UNIT_LIST_ELEMENT dtructures
indicating to the BSP which BioARI Units (supported by the BSP) it is to use for this attach|session.
The structures contain the ID and-category of each BioAPI Unit. One of the following will be specified
for each category of BioAPI Unit:

a. Selection of a\specific BioAPI Unit: The particular BioAPIl Unit to be used in this attach
session is spegified by inclusion of its ID and category.

b. Selection of any BioAPI Unit: When the UnitID is set to BioAPI_DONT_CARE in a particular
element,the BSP will choose which BioAPI Unit of that category to use, or will give|an error
returd-ifiit does not support any BioAPI Units of that category. If a particular category is pot listed,
the .BSP will likewise choose a BioAPI Unit of that category to use if it supports a BioAIPI Unit of
that category (however, there is no error return if it does not).

c. Selection of no BioAPI Unit: When the UnitID is set to BioAPI_DONT_INCLUDE, [the BSP
will explicitly not attach a BioAPI Unit of the given category, even if it supports ong of that
category.

NOTE: Any subsequent calls requiring use of a BioAPI Unit of this category will fail with an error
return.

NumUnits (input) — The number of BioAPI Unit elements in the list that the pointer UnitList is pointing
to. If this parameter contains “0”, the BSP selects the BioAPI Unit for all categories of BioAPI Units
that the BSP manages directly or indirectly.

BSPHandle (input) — The BioAPI_HANDLE value assigned by the Framework and associated with the
attach session being created by this function.

NOTE: Only one BioAPI Unit of each category can be attached for each attach session at any time.
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9.3.1.3.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an error condition.

9.3.1.3.4 Errors

See BioAPI_BSPAttach (clause 8.1.7).
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9.3.1.4 BioSPI_BSPDetach

BioAPI_RETURN BioAPI BioSPI_BSPDetach
(BioAPI HANDLE BSPHandle);

9.3.1.41 Description

This function is invoked by the BioAPI Framework once for each invocation of BioAPI_BSPDetach specifying
the attach session identified by BSPHandle. The biometric service provider shall perform all cleanup

b HIR | sl '+ b ol 1
MTTAlUUINS dossULIAlTU WILIT UTT SPTUITNTU atlallT T1ariuic.

NOTE: This is a sister function to BioAPI_BSPDetach (see clause 8.1.8).
9.3.1.4.2 Parameters

BSPHandle (input) — The handle associated with the attach session being terminated by this function.

9.3.1.4.3 Return Value

A BioAPI_RETURN value indicating success or specifying a particular error condition. The value
BioAPI_OK indicates success. All other values represent an errer‘condition.

9.3.1.4.4 Errors

See BioAPI_BSPDetach (clause 8.1.8).
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9.3.1.5 BioSPI_QueryUnits

BioAPI RETURN BioAPI BioSPI_ QueryUnits
(const BioAPI UUID *Uuid,
BioAPI UNIT SCHEMA **UnitSchemaArray,
uint32 t *NumberOfElements);

NOTE: Details of the function definition are located in clause 8.1.9, BioAPI_QueryUnits.

9.34-6—BioSPI_QueryBFPs

BioAPI |[RETURN BioAPI BioSPI_QueryBFPs
(cohst BioAPI UUID *BSPUuid,
BipAPI BFP LIST ELEMENT **BFPList,
uipt32 t *NumberOfElements);

NOTE 1: On an incoming call to this function, the BSP can use the BFP Enumeration Handler callback (se
clauge 9.2.2) to obtain information about all installed BFPs, and can then create the list of all supported BFPs Hy
chedking each entry of the array returned by the callback.

[

NOTE 2: Details of the function definition are located in clause 8.1.11, BioAPI_QueryBFPs.

9.3.1.7 BioSPI_ControlUnit

BioAPT [RETURN BioAPI BioSPI_ControlUnit
(BipAPI HANDLE BSPHandle,
BipAPI UNIT ID UnitID,
uiht32 t ControlCode,
cophst BioAPI DATA *InputData,
BipAPI DATA *OutputData);

NOTE: Details of the function definition are located jn clause 8.1.12, BioAPI_ControlUnit.
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9.3.2 SPI Data Handle Operations

9.3.2.1 BioSPIl_FreeBIRHandle
BioAPI RETURN BioAPI BioSPI_FreeBIRHandle

(BioAPI_HANDLE BSPHandle,

BioAPI_BIR_HANDLE Handle) ;

NOTE: Details of the function definition are located in clause 8.2.1, BioAPI_FreeBIRHandle.

9.3.2.2 BioSPI_GetBIRFromHandle

HioAPI RETURN BioAPI BioSPI_GetBIRFromHandle
(BioAPI_HANDLE BSPHandle,
BioAPI_BIR_HANDLE Handle,

BioAPI_BIR *BIR) ;

9.3.2.3 BioSPI_GetHeaderFromHandle

HioAPI RETURN BioAPI BioSPI_GetHeaderFromHandle
(BioAPI_HANDLE BSPHandle,

BioAPI_BIR_HANDLE Handle,

BioAPI_BIR_HEADER *Header) ;

NOTE: Details of the function definition are located in clause 8.2.2, BioAPI_GetBIRFromHandle.

NOTE: Details of the function definition are located in clause 8.2.3, BioAPI_GetHeaderFromHandle.
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9.3.3 SPI Callback and Event Operations

9.3.3.1 BioSPI_EnableEvents
BioAPI_RETURN BioAPI BioSPI_EnableEvents
(BLoAPI HANDLE BSPHandle,
BioAPI EVENT MASK Events);

NOTE: Details of the function definition are located in clause 8.3.1, BioAPI_EnableEvents.

9.3.3.2 BioSPI_SetGUICallbacks

BioAPT [RETURN BioAPI BioSPI_SetGUICallbacks
(BipAPI HANDLE BSPHandle,
BiofAPI GUI STREAMING CALLBACK GuiStreamingCallback,
void *GuiStreamingCallbackCtx,
BiopPI GUI STATE CALLBACK GuiStateCallback,
void *GuiStateCallbackCtx);

NOTEE: Details of the function definition are located in clause 8.3.2, BioAPI_SetGUICallbacks.
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9.3.4 SPI Biometric Operations

9.3.4.1 BioSPI_Capture

BioAPI RETURN BioAPI BioSPI_Capture
(BioAPI HANDLE BSPHandle,
BioAPI BIR PURPOSE Purpose,
BioAPI BIR SUBTYPE Subtype,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,

Do A1 DT D IIANDT T b.aal i R T
Tt5TT T TN

Bi-oAhi— — SptgredRtRy
int32 t Timeout,
BiOAPI_BIR_HANDLE *AuditData) ;

NOTE: Details of the function definition are located in clause 8.4.1, BioAPI_Capture.

9.3.4.2 BioSPI_CreateTemplate

HioAPI RETURN BioAPI BioSPI_CreateTemplate

(BioAPI HANDLE BSPHandle,

const BioAPI INPUT BIR *CapturedBIR,

const BioAPI INPUT BIR *ReferenceTemplate,

const BioAPI BIR BIOMETRIC DATA FORMAT *OutputEormat,
BioAPI BIR HANDLE “*NewTemplate,

const BioAPI DATA *Payload,

BioAPI UUID *TemplateUUID);

9.3.4.3 BioSPI_Process

HioAPI RETURN BioAPI BioSPI_Process

(BioAPI_HANDLE BSPHandle,

const BioAPI INPUT BIR *CapturedBIR,

const BiOAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

9.3.4.4 BioSPl-ProcessWithAuxBIR

HioSPI_RETURN )BioAPI BioSPI_ProcessWithAuxBIR
(BioAPI_HANDLE BSPHandle,

consg~B1oAPI INPUT BIR *CapturedBIR,

constvBioAPI INPUT BIR *AuxiliaryData,

comst BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OQutputFormat,
BioAPI BIR HANDLE *ProcessedBIR);

NOTE: Details of the function definition are located in clause 8.4.2, BioAPI_CreateTemplate.

NOTE: Details of the fupction definition are located in clause 8.4.3, BioAPI_Process.

NOTE: Details of the function definition are located in clause 8.4.4, BioAPI_ProcessWithAuxBIR.

9.3.4.5 BioSPI_VerifyMatch

BioAPI_RETURN BioAPI BioSPI_VerifyMatch
(BiOAPI_HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
const BioAPI INPUT BIR *ProcessedBIR,
const BioAPI INPUT BIR *ReferenceTemplate,
BioAPI_BIR_HANDLE *AdaptedBIR,
BiOAPI_BOOL *Result,
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BioAPI_FMR *FMRAchieved,
BioAPI DATA *Payload);

NOTE: Details of the function definition are located in clause 8.4.5, BioAPI_VerifyMatch.

9.3.4.6 BioSPI_ldentifyMatch

BioAPI_RETURN BioAPI BioSPI_IdentifyMatch
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,

conpt BioAPI INPUT BIR *ProcessedBIR,

congt BioAPI IDENTIFY POPULATION *Population,
uin32 t TotalNumberOfTemplates,

BioAPI BOOL Binning,

uinft32 t MaxNumberOfResults,

uinft32 t *NumberOfResults,

BiopPI CANDIDATE **Candidates,

intB2 t Timeout);

NOTEE: Details of the function definition are located in clause 8.4.6, BioAPI_IdentifyMatch:

9.3.4.7 BioSPI_Enroll

BioAPI [RETURN BioAPI BioSPI_Enroll
(BiDAPI_HANDLE BSPHandle,
BioAPI_BIR_PURPOSE Purpose,
BiopPI BIR SUBTYPE Subtype,
conpt BioAPI_BIR_BIOMETRIC_DATA_FORMAT *OutputFormat,
conpt BioAPI INPUT BIR *ReferenceTemplats,
BioAPI_BIR_HANDLE *NewTemplate,
congt BioAPI DATA *Payload,
intB2 t Timeout,

BioAPI_BIR_HANDLE *AuditData,
BiopAPI UUID *TemplateUUID);

NOTEE: Details of the function definition aredecated in clause 8.4.7, BioAPI_Enroll.

9.3.4.8 BioSPI_Verify

BioAPI |RETURN BioAPI BioSPI_Verify
(BipAPI HANDLE BSPHandle,
BiopAPI FMR MaxEFMRRequested,
conpt BioAPI ZNPUT BIR *ReferenceTemplate,
BiopPI BIR SUBTYPE Subtype,
BiofPI BIR HANDLE *AdaptedBIR,
BiofAPI BEOL *Result,
BiofAPJ EMR *FMRAchieved,
BiopRE DATA *Payload,

int32—t—TImeout;
BiOAPI_BIR_HANDLE *AuditData) ;

NOTE: Details of the function definition are located in clause 8.4.8, BioAPI_Verify.

9.3.4.9 BioSPI_ldentify

BioAPI_RETURN BioAPI BioSPI_Identify
(BioAPI HANDLE BSPHandle,
BioAPI FMR MaxFMRRequested,
BioAPI BIR SUBTYPE Subtype,
const BioAPI IDENTIFY POPULATION *Population,
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uint32 t TotalNumberOfTemplates,
BioAPI BOOL Binning,

uint32 t MaxNumberOfResults,
uint32 t *NumberOfResults,
BioAPI CANDIDATE **Candidates,
int32 t Timeout,
BioAPI BIR HANDLE *AuditData);

NOTE: Details of the function definition are located in clause 8.4.9, BioAPI_Identify.

9.3.4.10 BioSPI_Import

HioAPI RETURN BioAPI BioSPI_Import

(BioAPI HANDLE BSPHandle,

const BioAPI DATA *InputData,

const BioAPI BIR BIOMETRIC DATA FORMAT *InputFormat,
const BioAPI BIR BIOMETRIC DATA FORMAT *OutputFormat,
BioAPI BIR PURPOSE Purpose,

BioAPI BIR HANDLE *ConstructedBIR);

NOTE: Details of the function definition are located in clause 8.4.10, BioAPI Import.

9.3.4.11 BioSPI_PresetldentifyPopulation

HioAPI_RETURN BioAPI BioSPI_PresetIdentifyPopulation
(BioAPI HANDLE BSPHandle,

const BioAPI IDENTIFY POPULATION *Population);

NOTE: Details of the function definition are located inClause 8.4.11, BioAPI_PresetldentifyPopulation.
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9.3.5 SPI Database Operations

9.3.5.1 BioSPI_DbOpen

BioAPTI RETURN BioAPI BioSPI_DbOpen
(BioAPI HANDLE BSPHandle,
const BioAPI UUID *DbUuid,
BioAPI DB ACCESS TYPE AccessRequest,
BioAPI DB HANDLE *DbHandle,

B' Aplu s DR _MADLT D I ANNT T AN 1 I P~ )
1 O ST T DT
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NOTEE: Details of the function definition are located in clause 8.5.1, BioAPI_DbOpen.

9.3.5.2 BioSPI_DbClose

BioAPI |RETURN BioAPI BioSPI_DbClose
(BipAPT HANDLE BSPHandle,
BiopPI DB _HANDLE DbHandle);

NOTEE: Details of the function definition are located in clause 8.5.2, BioAPI_DbClose:

9.3.5.3 BioSPI_DbCreate

BioAPI [RETURN BioAPI BioSPI_DbCreate
(BiaAPI_HANDLE BSPHandle,
conpt BioAPI UUID *DbUuid,
uinfE32 t NumberOfRecords,
BioRAPI DB ACCESS TYPE AccessRequest,
BiOAPI_DB_HANDLE *DbHandle) ;

NOTEE: Details of the function definition are located in.clatse 8.5.3, BioAPI_DbCreate.

9.3.5.4 BioSPI_DbDelete

BioAPI“RETURN BioAPI BioSPI_DbDelete
(BiDAPI_HANDLE BSPHandle,
conpt BioAPI UUID *DbUuid);

NOTE: Details of the function-definition are located in clause 8.5.4, BioAPI_DbDelete.

9.3.5.5 BioSPI_DbSetMarker

BioAPI“RETURN BioAPI BioSPI_DbSetMarker
(BipAPI HANDLE BSPHandle,
BioRPI DB-HANDLE DbHandle,
conpt BI¥OAPI UUID *KeyValue,
BioAPI_DB_MARKER_HANDLE MarkerHandle) ;

NOTE: Details of the function definition are located in clause 8.5.5, BioAPI_DbSetMarker.

9.3.5.6 BioSPI_DbFreeMarker
BioAPI_RETURN BioAPI BioSPI_DbFreeMarker
(BiOAPI_HANDLE BSPHandle,
BioAPI_DB_MARKER_HANDLE MarkerHandle) ;

NOTE: Details of the function definition are located in clause 8.5.6, BioAPI_DbFreeMarker.
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9.3.5.7 BioSPI_DbStoreBIR

BioAPI RETURN BioAPI BioSPI_DbStoreBIR
(BioAPI HANDLE BSPHandle,
const BioAPI INPUT BIR *BIRToStore,
BioAPI DB HANDLE DbHandle,
BioAPI UUID *BirUuid);

NOTE: Details of the function definition are located in clause 8.5.7, BioAPI_DbStoreBIR.

9.3.5.8 BioSPI_DbGetBIR

HioAPI_RETURN BioAPI BioSPI_DbGetBIR
(BioAPI HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle,

const BioAPI UUID *KeyValue,
BioAPI BIR HANDLE *RetrievedBIR,
BioAPI DB MARKER HANDLE *MarkerHandle);

NOTE: Details of the function definition are located in clause 8.5.8, BioAPI_DbGetBIR.

9.3.5.9 BioSPI_DbGetNextBIR

HioAPI RETURN BioAPI BioSPI_DbGetNextBIR
(BioAPI HANDLE BSPHandle,
BioAPI DB HANDLE DbHandle,
BioAPI DB MARKER HANDLE MarkerHandle,
BioAPI BIR HANDLE *RetrievedBIR,
BioAPI UUID *BirUuid);

9.3.5.10 BioSPI_DbDeleteBIR

EioAPI_RETURN BioAPI BioSPI_DbDeleteBIR
(BioAPI_HANDLE BSPHandIe,
BioAPI_DB_HANDLE DkHandle,

const BioAPI UUID( frKeyValue);

NOTE: Details of theé function definition are located in clause 8.5.10, BioAPI_DbDeleteBIR.

NOTE: Details of the function definition are locatéd in clause 8.5.9, BioAPI_DbGetNextBIR.
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9.3.6 SPI BioAPI Unit operations

9.3.6.1 BioSPI_SetPowerMode

BioAPTI RETURN BioAPI BioSPI_SetPowerMode
(BioAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitId,
BioAPI_POWER_MODE PowerMode) ;

NOTE:

9.3.6.2 BioSPI_SetindicatorStatus

BioAPT [RETURN BioAPI BioSPI_SetIndicatorStatus
(BiaAPI_HANDLE BSPHandle,
BioAPI_UNIT_ID UnitId,
BiopPI INDICATOR STATUS IndicatorStatus);

NOTE: Details of the function definition are located in clause 8.6.2, BioAPI_SetIndicatorStatus.

9.3.6.3 BioSPI_GetindicatorStatus

BioAPI |[RETURN BioAPI BioSPI_GetIndicatorStatus
(BiDAPI_HANDLE BSPHandle,
BiopPI UNIT ID UnitlId,
BioAPI_INDICATOR_STATUS *IndicatorStatus) ;

NOTE: Details of the function definition are located in clause 8:6:3, BioAPI_GetIndicatorStatus.

9.3.6.4 BioSPI_CalibrateSensor

BioAPI [RETURN BioAPI BioSPI_CalibrateSensor
(BiOAPI_HANDLE BSPHandle,

int32 t Timeout);

NOTEE: Details of the function definition.are located in clause 8.6.4, BioAPI_CalibrateSensor.
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9.3.7 SPI Utility Functions

9.3.7.1 BioSPI_Cancel

BioAPI_RETURN BioAPI BioSPI_Cancel
(BiOAPI_HANDLE BSPHandle) ;

NOTE: Details of the function definition are located in clause 8.7.1, BioAPI_Cancel.

9.9.7.2 DBIoSPI_Free

EioAPI_BETURN BioAPI BioSPI_Free
(void* Ptr);

NOTE: Details of the function definition are located in clause 8.7.2, BioAPI_Free.
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10 Component registry interface

The component registry provides a registry for static information describing the capabilities of BioAPI
components. The component registry may be queried by biometric applications to obtain this information. The
component registry is part of the BioAPI Framework.

An application (such as an installation wizard) that installs a BioAPl component (BioAPI Framework, BSP, or
BFP) posts mformatlon about that component into the component reglstry This mformatlon is used by a

J

use this |nformat|on dynamlcally in |ts deC|S|on Ioglc For example it can deC|de whether or not to make
specific {optional) function call to a given BSP depending on whether the registry entry for that BSP indicate
that the ¢all is supported. Additionally, the component registry provides information regarding the BDB format
supported by a BSP (see clause 6.7 and Annex B) and default values of a BSP for variouss»¢ommog
parameters (such as timeouts).

S50 0w D

NOTE: Information regarding BioAPI Units is not stored in the component registry but is obtained upon loading
BSP|(as an insert event) or in response to a query (BioAPI_QueryUnits).

Q

[¢)

The component registry is designed to be platform independent and does not necessarily (but could) use th
built-in registry of any specific operating system (such as the Microsoft Windows™-registry).

The megns of posting information to the component registry is defined in clatse 10.2.

10.1 BioAPI Registry Schema
The varipus components of a BioAPI-based biometric system are’represented by records in the component
registry. [These records are operating system independent..Fhe following sub-clauses define the information
that is hgld in the registry for each component of a BioAPI-based biometric system.

NOTE: All string types defined as elements of the.éomponent schemas are character encoded as specified Hy
ISO/|EC 10646 (UTF-8 transformation) unless otherwise specified in the data structures of clause 7.

10.1.1 FAramework Schema

This schéma contains attributes of the BioAPI Framework itself.

Table 2 — Framework Schema Elements

Field Name Field Data Type | Description

FrameworkUWID,~"| UINT8_T [16] UUID uniquely identifying the BioAPI Framework.

Description STRING The BioAPI Framework product description, in text.

Path STRING Path (including filename) of the executable code of the
BioAPI Framework

Spec Version UINT8_T The BioAPI Specification Version that is supported

Product Version STRING The BioAPI Framework product version

Vendor STRING The BioAPI Framework vendor name, in text.

FW Property ID UINT8_T [16] UUID identifying the format of the Framework Properties

element (assigned by the vendor)

FW Property DATA Vendor specified information about the Framework

NOTE: See also clause 7.30.
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This schema describes the capabilities of a BSP. There is one BSP Schema for each BSP that has been
installed on the biometric system.

Table 3 — BSP Schema Elements

Field Name Field Data Type Description

BSPUUID UINT8_T [16] UUID uniquely identifying the BSP

Description STRING Text descriptive name of the BSP

Path STRING Path where the BSP executable is located, including the filename|for the
executable code of the BSP (may be a URL)

bpec Version UINT8_T The BioAPI Specification version that is supported

Product Version STRING The BSP product version

endor STRING The BSP vendor name, in text

BSP Supported MULTIUINT32_T An array of 2-byte integer pairs. Each pair'specifying a supported |BDB

Formats format.
See BioAPI_BIR_BIOMETRIC_DATA,\FORMAT

Number of Supported |UINT32_T Integer specifying the number of BDB formats supported by the BEP

Formats (Number of 2-byte integer pairs.in BSP Supported Formats)

Factors Mask UINT32_T A mask which indicates what forms of authentication are supported by the
BSP
(See BioAPI_BIR_BIOMETRIC_TYPE)

Dperations UINT32_T Operations (functions) supported by the BSP
(See BioAPIOPERATIONS_MASK)

Dptions UINT32_T Options_supported by the BSP
(See BioAPI_OPTIONS_MASK)

Payload Policy UINT32_T Threshold setting (maximum FMR value) used to determine when|to
release a payload
(See BioAPI_FMR)

Max Payload Size UINT32_T Maximum size in bytes of a payload

Default Verify Timeout | INT32_T. Default timeout value (in milliseconds) used by the BSP for verify
operations when no timeout is set by the biometric application

Default Identify INT32_T Default timeout value (in milliseconds) used by the BSP for identify

Timeout operations when no timeout is set by the biometric application.

Default Capture INT32_T Default timeout value (in milliseconds) used by the BSP for captuie

Timeout operations when no timeout is set by the biometric application.

Default EnrollFimeout | INT32_T Default timeout value (in milliseconds) used by the BSP for enroll
operations when no timeout is set by the biometric application.

Default-Calibrate INT32_T Default timeout value in milliseconds used by the BSP for sensor

Timéeout calibration operations when no timeout is specified by the applicafion.

IAX. BSP DB size WINT32-T Maximum-size-of a BIR database.lENULL _no BSP database exists for
this BSP."

Max Identify UINT32_T Largest population supported by the Identify function.”

Population Unlimited = OXFFFFFFFF.

(part of Unit Schema).

1 Applies only when a BSP is only capable of directly managing a single archive unit. Value=0 means it is capable of managing
multiple units (either directly or through a BFP interface) & information about these units will be provided as part of the insert notification

NOTE: See also clause 7.16.
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10.1.3 BFP Schema

This schema describes the capabilities of a BFP. There is one BFP Schema for each BFP that has been
installed on the biometric system.

118

Table 4 — BFP Schema Elements

Field Name Field Data Type | Description

BFP UUID UINT8_T [16] UUID uniquely identifying the BFP

BFP Category UINT32_T Category of the BFP identified by the BFP UUID

Description STRING Text descriptive name of the BFP

Path STRING Path where the BFP executable is located, including
the filename for the executable code of the BFP-(may
be a URL)

Spec Version UINT8_T The BioAPI FPI Specification version supported1

Product Version STRING The BFP product version

Vendor STRING The BFP vendor name, in text

BFP Supported Formats

MULTIUINT32_T

An array of 2-byte integer pairs~Each pair specifying a
supported BDB format.

See BioAPI_BIR_BIOMETRIC_DATA_FORMAT

Number of Supported UINT32_T Integer specifying the number of BDB formats

Formats supported by the\BFP (Number of 2-byte integer pairs
in BFP Supported Formats)

Factors Mask UINT32_T A mask which indicates what forms of authentication
are supported by the BFP
(SeeBioAPI_BIR_BIOMETRIC_TYPE)

BFP Property ID UINT8_T [16] UUID identifying the format of the BFP Properties
element (assigned by the vendor)

BFP Property DATA Vendor specified information about the BFP

Function Provider Interface (FPI) Specifications will be published as separate parts of ISO/IEC 19784.

NOTE: See also clause 7.3.
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The following component registry utility functions are provided to ease the development of BioAPI compatible

applications and BSPs.

Installation functions are provided so that a BSP or BFP implementer can populate the BSP or BFP schema
within the component registry. The component registry is independent of the operating system.

10.2.1 BioAPI_Util_InstallIBSP

10.2.1.1 Description

HioAPI RETURN BioAPI Util InstallBSP (
BioAPI INSTALL ACTION Action,

BioAPI INSTALL ERROR *Error,

const BioAPI_BSP_SCHEMA *BSPSchema) ;

—

o cC

SP within that schema.

10.2.1.2 Parameters

Value
BioAPI_INSTALL _ACTION_INSTALL

BioAPI_INSTALL_ ACTION_REFRESH

BioAPI_INSTALL_ACTION_UNINSTALL

BSPSchema parameter.

Action (input) — Installation action'to be performed. Valid values are:

Description
Install BSP (add entry)

Refresh the information in the component

Uninstall the BSP (remove entry)

Error (output) — A pointer to a BioAPI_INSTALL_ERROR structure. If the function fails, the s
containsvadditional information regarding the error state.

BSPSchema (input) — A pointer to elements of the BSP schema (defined in 7.16) descr
features and characteristics of the BSP to be installed. When the function is called with Act
BioAPI_INSTALL_ACTION_UNINSTALL, it is only necessary to set the BSPUuid eleme

This function installs, updates (refreshes), or removes the references to a BSP in the component regisgtry.

pon initiation of this function for an install, the BioAPI Framework shall create the BSP schema enfry in the
component registry and populate it with the content of the input BSP schema.

pon initiation of this function for a refresh, the BioAPI Framework shall replace the existing entrigs for the
SP schema in the component registry with the content of thetinput BSP schema, based on the UUID of the

Upon initiation of this function for a deinstallation, the BioAPI Framework shall remove the BSP schema entry
in the component registry for the BSP indicated by the ' BSPUuid within the input schema.

egistry.

ructure

bing the
on set to
nt of the

10.2.1.3 Return Values

If the function is successful, it returns BioAPI_OK. If the function fails, it returns a valid BioAPI error
code (see clause 11). The parameter Error contains additional error information.
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10.2.2 BioAPI_Util_InstallBFP

10

.2.2.1 Description

This function installs, updates (refreshes), or removes the entries for a BioAPI BFP in the component registry.

BioAPTI RETURN BioAPI_Util InstallBFP (
BioAPI INSTALL ACTION Action,
BioAPI INSTALL ERROR *Error,

con

10

Acti

Erro
cont

BFF

characteristics of the BFP to be installed (see clause 7.3). When the function is called with Action set

BioA
BFF

10

If the fun
clause 1

T 1 e s e s W e W B e W .Y N o e m W RO
C DIOIIL L DL L OCIIoLrIzT DrroclIeic/ v

2.2.2 Parameters

bn (input) — Installation action to be performed. Valid values are:
Value Description
BioAPI_INSTALL_ACTION_INSTALL Install BFP (add entry)

BioAPI_INSTALL_ACTION_REFRESH Refresh the information in thejeomponent registry.
BioAPI_INSTALL_ACTION_UNINSTALL Uninstall the BFP (remove_entry)

' (output) — A pointer to a BioAPI_INSTALL_ERROR structure. If the function fails, the structure
ains additional information regarding the error state.

Schema (input/output) — A pointer to component registry ‘elements describing the features and

O

PI_INSTALL_ACTION_UNINSTALL, it is only necessary to set the BFPUuid element of th
Schema parameter.

[0

2.2.3 Return Values

ction is successful, it returns BioAPI_OK. If the function fails, it returns a valid BioAPI error code (see
). The parameter Error contains additional error information.
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11 BioAPI error handling

All BioAPI functions return a value of type BioAPI_RETURN. The value BioAPI_OK indicates that the function
was successful. Any other value is an error value. Allowance has been made for returning error values
originated from the BioAPI Framework and also error values that originate from a BSP or from a BioAPI Unit
attached to a BSP.

11.1 Error Values and Error Codes Scheme

[ - W £ F—t) . QAD doct N AL S
ITOT vdaiuc ITITIS WU UIT TIUTT oL=UIL DIUATT_TNLC

Hrror Code refers to the low-order 24 bits of the Error Value, and identifies the actual error situation.

—

he 8 high-order bits of the Error Value identify the source of the error, as follows:
a) The BioAPI Framework
b) ABSP

c) A BioAPI Unit attached to a BSP

11.2 Error Codes and Error Value Enumeration

11.2.1 BioAPI Error Value Constants
define BIOAPI FRAMEWORK ERROR (0x00000000)
define BIOAPI BSP ERROR (0x01000000)
define BIOAPI UNIT ERROR (0x62000000)

—

1.2.2 Implementation-Specific Error Codes
Tlhe error codes 0x000000 — 0x0000ff are reserved for implementation-specific use.

11.2.3 General Error Codes

#{define BioAPIERR INTERNAL ERROR (0x000101)

General system error; indicates that an operating system or internal state error has occurred and thg system
nmay not be in a known state.

#define BioAPIERR MEMORY ERROR (0x000102)

A memory errof. occurred.

#ldefine BioAPIERR INVALID POINTER (0x000103)

Anlinput/output function parameter or input/output field inside of a data structure is an invalid pointer.

#define BioAPIERR INVALID INPUT POINTER (0x000104)

An input function parameter or input field in a data structure is an invalid pointer.

#define BioAPIERR INVALID OUTPUT POINTER (0x000105)

An output function parameter or output field in a data structure is an invalid pointer.

#define BioAPIERR_FUNCTION NOT SUPPORTED (0x000106)

The function is not implemented by the biometric service provider.
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#define BioAPIERR OS ACCESS DENIED (0x000107)

The operating system denied access to a required resource.

#define BioAPIERR FUNCTION FAILED (0x000108)

The function failed for an unknown reason.

#define BioAPIERR_INVALID UUID (0x000109)

An input GHB-s-rrvatic:

(May ocgur if a component requested by this UUID is not present on the system or cannot be found.)

#defing¢ BioAPIERR INCOMPATIBLE VERSION (0x00010a)
Version incompatibility.

(May ocgur if the called component cannot support the version of the BioAPI specification-expected by th
application.)

D

#defin¢ BioAPIERR INVALID DATA (0x00010b)

The datd in an input parameter is invalid.

#defin¢ BioAPIERR UNABLE TO CAPTURE (0x00010c)

The assqciated BSP is unable to capture raw samples from the requested BioAPI Unit.

#defin¢ BioAPIERR TOO MANY HANDLES (0x00010d)

The assqciated BSP has no more space to allocate BIR handles.

#defin¢ BioAPIERR TIMEOUT EXPIRED (0xQ0010e)

The fundtion has been terminated because the(timeout value has expired.

#defing BioAPIERR INVALID BIRW(0x00010f)

The inpuf BIR is invalid for the purpose required.

#defin¢ BioAPIERR BIRCSIGNATURE FAILURE (0x000110)

The assqciated BSP could, not validate the signature on the BIR.

#defing BioAPL{ERR UNABLE TO STORE PAYLOAD (0x000111)

The assqciate@BSP is unable to store the payload.

define B1oAPIERR NO INPUT BIRs (UxXUUULLZ)

The identify population is NULL.

#define BioAPIERR UNSUPPORTED FORMAT (0x000113)

The associated BSP does not support the BDB format requested.

#define BioAPIERR UNABLE TO IMPORT (0x000114)

The associated BSP was unable to construct a BIR from the input data.
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#define BioAPIERR INCONSISTENT PURPOSE (0x000115)

The purpose recorded in the BIR and/or the requested purpose are inconsistent with the function being
performed.

#define BioAPIERR BIR NOT FULLY PROCESSED (0x000116)

The function requires a fully processed BIR.

#define BioAPIERR PURPOSE NOT SUPPORTED (0x000117)

Tlhe BSP does not support the requested purpose.

#idefine BioAPIERR USER_CANCELLED (0x000118)

User cancelled operation before completion or timeout.

#idefine BioAPIERR UNIT IN USE (0x000119)

BSP (or BioAPI Unit attached to BSP) is currently being used by another biomi€tric application.

#define BioAPIERR INVALID BSP_HANDLE (0x00011la)

Tlhe given BSP handle is not valid.

#{define BioAPIERR FRAMEWORK NOT INITIALIZED .(0%00011b)

A function has been called without initializing the BioAPI Framework.

#define BioAPIERR INVALID BIR HANDLE (0x00011c)

BIR handle is invalid (does not exist or has been‘released).

#idefine BioAPIERR CALIBRATIONNOT SUCCESSFUL (0x00011d)

Tlhe attempted calibration of a sensorjunit was not able to be successfully completed.

#idefine BioAPIERR PRESET BIR DOES NOT EXIST (0x0001le)

No preset BIR population has been established.

#define BioAPYERR BIR DECRYPTION FAILURE (0x00011f)

Tlhe BSP couldmnot decrypt an input BIR (and thus was unable to use it for the requested operation).

11.2.4°Component Management Error Codes

I o e D
O LTl DIOZY

A reference to the file for the component being loaded cannot be found.

#define BioAPIERR BSP LOAD FAIL (0x000202)

Framework was unable to successfully load the BSP.

#define BioAPIERR BSP NOT LOADED (0x000203)

BSP for which an action was requested is not loaded.
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#define BioAPIERR UNIT NOT INSERTED (0x000204)

BioAPI Unit for which an action was requested is not in the inserted state.

#define BioAPIERR INVALID UNIT ID (0x000205)

An invalid BioAPI Unit ID was requested.

#define BioAPIERR INVALID CATEGORY (0x000206)

An invali

d r‘afngnry of BEP or BicAP| Unit was rnqnncfnd

11.2.5 Database Error Values

#defing
Invalid d

#defing

The assq

#defing
The data

#defing

The speq

#defing

Create f4

#defing
Invalid d

#defing

No recor

#defing

The speq

#defing
The data

 BioAPIERR INVALID DB HANDLE (0x000300)

htabase handle.

b BIOAPIERR UNABLE TO OPEN DATABASE (0x000301)

ciated BSP is unable to open the specified database.

p BIOAPIERR DATABASE IS LOCKED (0x000302)

b BIOAPIERR DATABASE DOES NOT EXIST (0x000303)

ified database does not exist.

b BIOAPIERR DATABASE ALREADY EXISTS(0x000304)

iled because the database already exists.

b BiOAPIERR INVALID DATABASE.NAME (0x000305)

htabase name (UUID).

b BioAPIERR RECORD NOT/ FOUND (0x000306)

i exists with the requested key.

t BioAPIERR (MARKER HANDLE IS INVALID (0x000307)

ified marker-hiandle is invalid.

b BiGAPIERR DATABASE IS OPEN (0x000308)

base is already open.

base cannot be opened for the access requested because it isdocked.

#define BioAPIERR INVALID ACCESS REQUEST (0x000309)

Unrecognized access type.

#define BioAPIERR END OF DATABASE (0x00030a)

End of database has been reached.

#define BioAPIERR UNABLE TO CREATE DATABASE (0x00030b)

The associated BSP cannot create the database.
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#define BioAPIERR UNABLE TO CLOSE DATABASE (0x00030c)

The associated BSP cannot close the database.

#define BioAPIERR UNABLE TO DELETE DATABASE (0x00030d)

The associated BSP cannot delete the database.

#define BioAPIERR DATABASE IS CORRUPT (0x00030e)

The specified database is corrupt.

11.2.6 Location Error Values

Im various biometric technologies like fingerprint, face, iris, retina or others, biometric devices (sengor units)
ve three dimensions from the user’s viewpoint. The error codes in this clause descfibg the errors|that can
caused by improper placement of a user's biometric feature on the biometric device when attempting to
pture their biometric sample. Figure 4 below shows an example of a fingerprint sensor, which can be
ounted vertically (Case a) or horizontally (Case b). When the placement of thé biometric feature is improper,
rror codes are required to provide appropriate user feedback. If the sensor.is placed vertically, the words
forward’ and ‘backward’ will be the expressions of intensity of the ¢ontact or distance, and |[f placed
rizontally, these words will be the expressions of lengthwise distances:-

I{ the BSP or BioAPI Unit generating the error code knows whether'the biometric device is oriented |vertically
r horizontally, it can then choose an error code that describesdhe user’s situation appropriately. If it loes not,
then a more general error code has to be used.

NOTE: These errors can be returned>)from BioAPI_CreateTemplate, BioAPI|Process,
BioAPI_ProcessWithAuxBIR, BioAPI_VerifyMatch, and BioAPI_IdentifyMatch. The BSP controlled GUI in
the other biometric operations (BioAPI_Capture, BioAPI_Enroll, BioAPI_Verify, and BioAPI_ldgntify) will
instruct the user to capture a correct sample.
All the positions are described fion( All the positions are described from
the user's viewpoint. the user's viewpoint.
Crosswise Locations Crozswise Locations
f— — e Too Mearor 'I_FD FI?J JILE— . ﬁ: =
Too Left Too Right Lo loran - Too Left Too Right
- = Too High o | Biometeic semer - T Forgrard
a N oo 3
U& g -Face Be cognition Ug':. N
# T -Iris Becognition S E
2 | e e g |5 Distance 5
o G _ gl | I:
o Instance ] ] =} = 5
‘gr Crossarise g'_ 1
g. Taa Lowr g l
w = Lix]
= Teo Backwrard
Too Faror Too Hearor e e
Too Backowrard Too Lavr
Caze a) A sensor placed vertically. Case b) A sensor placed horizontally.

Figure 4 — Biometric Sample Locations (Example of a fingerprint sensor)
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Biometric applications can use these error codes for user feedback to obtain better samples regardless of
what kind of biometric technology they are using, as long as it has three dimensions. The error codes are
specified below.

If the BSP or BioAPI Unit generating the error code is not certain about the orientation of the sensor, it can
return generic error codes.

11.2.6.1 General location error codes

: Pl PNENE =L R AT W~ C R —F ¢ ~-C 4
#deflnt DIUADILONRNIN LUCALTIUIN LININUIN (UAUUUTUU)

A generdl location error.

#defin¢ BioAPIERR OUT OF FRAME (0x000401)

Invalid horizontal or vertical position.

#defin¢ BioAPIERR INVALID CROSSWISE POSITION (0x000402)

Invalid cfosswise position.

#defin¢ BioAPIERR INVALID LENGTHWISE POSITION (0x000403)

Invalid lgngthwise position.

#defin¢ BioAPIERR INVALID DISTANCE (0x000404)

Invalid distance.

11|2.6.2 Specific location error codes

#defin¢ BioAPIERR LOCATION TOO RIGHT %(0x000405)

The posifion was too far to the right.

#defin¢ BioAPIERR LOCATION TOQ _LEFT (0x000406)

The posifion was too far to the left,

#defin¢ BioAPIERR LOCABION TOO HIGH (0x000407)

The posifion was too high:

#defing BioAPZBRR LOCATION TOO LOW (0x000408)

The posifion was-too low.

#definceBIToAPTERR TOCATTION—TOO—FAR —(OX000409)

The position was too far away.

#define BioAPIERR LOCATION TOO NEAR (0x00040a)

The position was too near (close).

#define BioAPIERR_LOCATION TOO FORWARD (0x00040b)

The position was too far forward.
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#define BioAPIERR LOCATION TOO BACKWARD (0x00040c)

The position was too far backward.

11.2.7 Quality Error Codes

#define BioAPIERR QUALITY ERROR (0x000501)

Sample quality is too poor for the operation to succeed.

NOTE: Quality errors can be returned from any function which receives a BioAPI BIR input.
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A11

A1.2

in clauses A.2, A.3, and A .4, respectively.

NOTE: Conformance of BFPs is not addressed in this part of ISO/IEC 19784, but is specified in subsequent parts ¢f

this

A.2.1
function
shall be

A.2.2
applicati

A.31
applicati
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Annex A
(normative)

Conformance

A.1 General

Conformance to this part of ISO/IEC 19784 falls into the following three classes:
BioAPI conformant biometric application

BioAPI conformant BioAPI Framework

BioAPI conformant BSP, comprising one of the following sub-classes:

BioAPI conformant Verification BSP

BioAPI conformant Identification BSP

BioAPI conformant Capture BSP

BioAPI conformant Verification Engine
BioAPI conformant Identification Engine

O O O O O

Conformance requirements for biometric applications, BioAP} Frameworks, and for BSPs are defined

multi-part standard. Interfaces to BioAPI Units are not standardized.

A.2 BioAPIl Conformant Biometric Application
To claim compliance to the BioARl specification, a biometric application shall, for each BioARI
call utilized, invoke that operation consistently with this specification. That is, all input parameters
bresent and valid. The application shall accept all valid output parameters and return values.

There is no minimum_set of functions that are required to be called. However, the biometric
bn shall conform to the.call dependencies identified for the functions.
A.3 BioAPLConformant Framework

The BioAPI Framework component is the middleware infrastructure between BioAPl conformanmt
pbns and*BSPs. It serves the following general purposes:

) nocpl PUH Py |
a) Do Tuaunigrattavimy

b) BSP and BFP management
c) Component registry maintenance and management
d) Function call pass-through/API-SPI translation

e) Handling of event notifications from BSPs, and sending those event notifications to (possibly
multiple) event handlers in applications that have loaded that BSP.
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f) Supporting API calls related to the installation or de-installation of BioAPI components, with
appropriate update of the component registry.

g) Supporting queries from a BSP about installed BFPs
A.3.2 To claim conformance to the BioAPI specification, a BioAPI Framework shall;
a) Provide component management functions as specified in clause 8.1.

b) Provide component reqistry services in accordance with clause 10.

c) Perform translation of API functions specified in clause 8 into the corresponding -SPI™ functions
specified in clause 9.

d) Conform to the data structures as defined in clause 7 and the error codes as \défined in ¢lause 11
when implementing a) through c), above.

e) Handle event notifications and callbacks as defined in clauses 7.28, 8.3,and 9.2.

h -

.3.3 A conformant BioAPI Framework is required to support ALL options“identified in this standgrd, since
fl will provide services to applications and BSPs that may implementsany of those options. No sdibsets of
ponformant Framework functions are defined.

o =

A.4 BioAPI Conformant BSPs

Tlo claim conformance to the BioAPI specification, BSPs shall implement mandatory functions |for their
onformance sub-class, as defined below, in accordance with the SPI defined in clause 9. BSPs claim
conformance to one of the conformance sub-classes specified in clause A.1.1.

Q

BSPs shall accept all valid input parameters and return valid outputs. Optional capabilities and returnjs are not
required to claim conformance; but any. optional functions or parameters that are implemented |shall be
mplemented in accordance with the spegification requirements. Additional parameters shall not be refjuired.

Tlhe BSP installation process shall perform the population of all required component registry entries.
BSPs shall possess a valid andiunique UUID that is associated with a specific BSP product and versipn.

NOTE: The UUID may. be self-generated (see 1SO 9834-8) and should (but need not) be the same oh multiple
systems where the”same BSP product/version is installed.

jwu]

IRs generated<bythe BSP shall conform to the data structures defined in clause 7 (they shall bg BioAPI
IRs). BSPs_shaltl only return BioAPI_BIR data containing a registered FormatOwner with an associgted valid
ormatType\(See clause 7.6 and Annex B).

Myl

BSPs shall perform error handling as defined in clause 11.

LD hall HaBaaekb H Carmpaanant-ManaaarmantLalat
M oOouVl o Ol " OoUPYPUIL VAo UUITTPYUTITTTU VIAT Ty It (Lidu ot

and Utility (clause 9.3.7) operations. Callback (clause 9.3.3.2), Da
(clause 9.3.6) operations are optional.

Q 4 Ll Q2 9\ Lot
. T

|andlc (UIGUOU J.J.& ], I_V‘UIIL (9.3-3-1)

base (clause 9.3.5), and BioAPI Unit

)
1A
t

The following table is a summary of BSP conformance requirements by subclass of BSP. Details are provided
in the following sub-clauses. Clause A.4.6 addressed conformance with respect to optional capabilities.
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Table A.1 — BSP Conformance Sub-Classes

Verification |ldentification |Capture BSP |Verification Identification
Function BSP BSP Engine Engine
Component Management
Functions
BioSPI_BSPLoad X X X X X
BioSPI_BSPUnload X X X X X
BioSPI_BSPAttach X X X X X
BioSPI_BSPDetach X X X X X
BioSPI_QueryUnits X X X
BioSPI_QueryBFPs
BioSPI_ControlUnit
Handle Functions
BioSPI_KreeBIRHandle X X X X X
BioSPI_GetBIRFromHandle X X X X
BioSPI_GetHeaderFromHandle X X X X X

CallbacK and Event Functions
BioSPI_HEnableEvents X X X X X
BioSPI_$etGUICallbacks

Biometric Functions
BioSPI_Capture X
BioSPI_(reateTemplate X X
BioSPI_Rrocess X
BioSPI_RrocessWithAuxBIR
BioSPI_YerifyMatch X X
BioSPI_lpentifyMatch X
BioSPI_Enroll X X
BioSPI_Verify
BioSPI_lIfentify. X
BioSPI_Import

BioSPI_PresetldentifyPopulation

Database Functions
BioSPI_DbOpen
BioSPI_DbClose
BioSPI_DbCreate
BioSPI_DbDelete
BioSPI_DbSetMarker
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Verification
BSP

Identification
BSP

Capture BSP

Verification
Engine

Identification
Engine

Function

BioSPI_DbFreeMarker

BioSPI_DbStoreBIR

BioSPI_DbGetBIR

BioSPI_DbGetNextBIR

BioSPI_DbDeleteBIR

BioAPI Unit Functions

BioSPI_SetPowerMode

BioSPI_SetIndicatorStatus

BioSPI_GetlndicatorStatus

BioSPI_CalibrateSensor

Utility Functions

BioSPI_Cancel X X X X

BioSPI_Free X X X X

A.4.1 BioAPI Conformant Verification BSPs

\ferification BSPs are those which are capable -6f* performing 1:1 matching (or authentication), bu
dentification matching.

NOTE: 1:few (one-to-few) matching may, be-supported as a series of 1:1 calls.
A BioAPI conformant Verification BSP'shall support the following biometric functions:
e BioSPI_Verify

e BioSPI_Enroll

2D

owever, the BSP shall return that supported value (FMRAchieved). (The BSP shall indicate in the cg
pgistry whethér-it'implements coarse scoring.)

—

NOTE:\See clause C.4 for an explanation of use of FMR for scoring and thresholding.

Aceeptance and use of Subtype is optional.

not 1:N

.4.1.1 BioSPI_Verify. Only the nearest, better supported MaxFMRRequested is required to be slipported;

mponent

Return of Payload is required only if one is associated with the input ReferenceTemplate and if the score
sufficiently exceeds the FMRAchieved (the BSP shall post minimum FMR required to return payload in the

component registry).

Return of AdaptedBIR is optional. Return of raw data (AuditData) is optional.

All BSPs shall provide any necessary user interface (as a default user interface) associated with the capture

portion of the Verify operation. Support for application control of a GUI is optional.
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A.4.1.2 BioSPI_Enroll. The Purpose value BioAPI_ PURPOSE_ENROLL_FOR_VERIFICATION_ONLY shall
be accepted. If a different purpose value is requested but not supported, an error condition shall be set as a
BioAPI_RETURN.

Acceptance of Payload is optional (i.e., if a payload is provided, it doesn’t have to be accepted if the BSP does
not support payload carry).

Acceptance and use of Subtype is optional.

If a BSP supports more than one output BIR data format (as indicated in the BSP schema in the component
registry) jt shall accept the input OutputFormat and return the NewTemplate in that format.

Use of the input Reference Template, when provided, to create the output NewTemplate is optional.
Return of raw data (AuditData) is optional.

All BSPq shall provide any necessary user interface (as a default user interface) associated)with the captun
portion of the Enroll operation. Support for application control of a GUI is optional.

D

A.4.2 BioAPI Conformant Identification BSPs

Identificgtion BSPs are those which are capable of performing both 1:N identification matching as well as 1:[1
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A.4.2.1 [BioSPI_Verify. Only the nearest, better stipported MaxFMRRequested must be supported; howeve,
the BSP| shall return that supported value (FMRAchieved). (The BSP shall indicate in component registiy
whether |t implements coarse scoring.)

NOTE: See clause C.4 for an explanationof the use of FMR for scoring and thresholding.

Acceptance and use of Subtype is‘optional.
Return gf Payload is requirédyonly if one is associated with the input ReferenceTemplate and if the scor

sufficienfly exceeds the FMRAchieved (the BSP shall post minimum FMR required to return payload in th
compongnt registry).

O O

Return of AdaptedBIR is optional. Return of raw data (AuditData) is optional.

As a default; all’ BSPs shall provide any GUI associated with the capture portion of the Verify operation.
However, support for application control of the GUI is optional.

A.4.2.2 BioSPI_Identify. Only the nearest, better supported MaxFMRRequested must be supported. Return

of matching Candidates is required; however, the BSP may return values for the FMRAchieved field as next

nearest step/increment. (The BSP shall indicate in component registry whether it implements coarse scoring.)
NOTE: See clause C.4 for an explanation of the use of FMR for scoring and thresholding.

Acceptance and use of Subtype is optional.

Support of binning is optional.

Return of raw data (AuditData) is optional.
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