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Foreword

ISO (the International Organization for Standardization) and |IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establish
technica
and non
technolo

Internatipnal Standards are drafted in accordance with the rules given in the ISO/IEC Directives,/Part 2.

The mai
Standardg
an Intern

Attention
rights. IS

ISO/IEC

Subcommittee SC 37, Biometrics.

This sec
which ha

ISO/IEC
interchar

—  Pan

—  Pan

—  Pan

—  Pan

—  Pan

—  Pan

—  Pan

ed Dy the respective organization to deal with particular fields of technical activity. SO and JEL
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

h task of the joint technical committee is to prepare International Standards. ‘Draft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication as
ational Standard requires approval by at least 75 % of the national bodies castihg a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O shall not be held responsible for identifying any or all such patent-rights.

19794-9 was prepared by Technical Committee I[SO/TC JTC1, Information technolog)

bnd edition cancels and replaces the first edition (ISQ/IEC 19794-9:2007), Clause 8 and Annex A of
ve been technically revised.

19794 consists of the following parts, under the’general title Information technology — Biometric daf
ge formats:

[W)

1: Framework

2: Finger minutiae data

3: Finger pattern spectral data
4: Finger image data

5: Face image data

6: Iris image data

7: Signature/sign time series data

— Pa

8- Fingnr p::ffnrn skeletal data

— Part 9: Vascular image data

—  Part

—  Part

—  Part

—  Part

10: Hand geometry silhouette data
11: Signature/sign processed dynamic data
13: Voice Data

14: DNA data
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Introduction

Vascular biometric technologies have existed for many years. Additionally, new technologies employing

vascular images obtained from various parts of the human body are emerging or under co

ntinuous

improvement as a result of new, state-of-the-art imaging devices. Some of them are being widely adopted as

reliable biometric modalities.

o0

evices from different vendors. This is due in part to the lack of standardized formats for infermation g
that would ensure interoperability among the various vendors.

Tlhe purpose of this part of ISO/IEC 19794 is to define a standard for the exchiange of human

viascular biometric images and certain attributes, a sample record, and conformance criteria.

his part of ISO/IEC 19794 is intended for applications requiring the exchange of raw or processed

mpromise or a trade-off between the resources required for data storage or transmission and the
for improved data quality/accuracy. Basically, it is to enable variods algorithms to identify or verify the

téchnologies that may utilize this part of ISO/IEC 19794 forsimage exchange are technologies tha

ack of the hand, palm, and finger.

rious different recognition or verification algorithms: Accordingly, data from the captured vascular
age offers the developer more freedom in choosing or combining a comparison subsystem.

iometric images. It is intended for applications not limited by the.amount of storage required.

urrently however, little vascular biometric image information is being exchanged between the equipfnent and

xchange

vascular

biometric image information. It defines specific attributes, a data record format for storing and trapsmitting

vascular
It is a
potential
vascular

iometric image data transferred from other image sources. Currently available vascular piometric

use the

he use of captured source images can provide jnteroperability among and between vendors re¢lying on

biometric
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2011(E)

Information technology — Biometric data interchange
formats —

Part 9:

Vascular image data

=

Scope

his part of ISO/IEC 19794 specifies an image interchange format for biometric person identifi

cation or

rification technologies that utilize human vascular biometric images and_may’be used for the exchange and

mparison of vascular image data.

I{ specifies a data record interchange format for storing, recording, and transmitting vascular
imformation from one or more areas of the human body. It defines the contents, format, and
measurement for the image exchange. The format consists\of mandatory and optional items,
scanning parameters, compressed or uncompressed image.specifications and vendor-specific inform

nformation compiled and formatted in accordance with this part of ISO/IEC 19794 can be rec
hachine-readable media or may be transmitted by data communication facilities.

=

Conformance

N

I

biometric data record conforms to this part of ISO/IEC 19794 if it satisfies all of the normative requin
blated to:

—

q) its data structure, data values, and the relationships between its data elements, as specified th
Clause 9 for the Vasculardimage Record Format of this part of ISO/IEC 19794, and

was generated; as specified throughout Clause 9 for the Vascular Image Record Format of th
ISO/IEC 19794

A system that'produces biometric data records is conformant to this part of ISO/IEC 19794 if all biom
records that it outputs conform to this part of ISO/IEC 19794 (as defined above), as claime
I pIementation Conformance Statement associated with that system. A system does not need to bg

biometric
units of

including

ation.

prded on

ements

roughout

b) the relationship between its data values and the input biometric data from which the biometric data record

s part of

ptric data
d in the
capable
,| but only

A system that uses biometric data records is conformant to this part of ISO/IEC 19794 if it can read,

(ICS).

and use

for the purpose intended by that system, all biometric data records that conform to this part of ISO/IEC 19794

(as defined above), as claimed in the Implementation Conformance Statement associated with that s

ystem. A

system does not need to be capable of using biometric data records that cover all possible aspects of this part

of ISO/IEC 19794, but only those that are claimed to be supported by the system in an ICS.
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3 Normative reference

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10918-1, Information technology — Digital compression and coding of continuous-tone still images:
Requirements and guidelines

ISO/IEC

15444-1 _Information technology — JIPFG 2000 image coding system- Core coding system

ISO/IEC
images:

ISO/IEC

4 Tern
For the ¢

41
centroid
centre of

NOTE
assumed

4.2
dorsal

14495-1, Information technology — Lossless and near-lossless compression of continuous-tone-st
Baseline

19794-1:2011, Information technology — Biometric data interchange formats — Part 1-Framework

ms and definitions

urposes of this document, the terms and definitions given in ISO/IEC 197941 and the following app

gravity

In this part of ISO/IEC 19794, it is used to define a unique.location within a silhouette image that can b
as the origin of a coordinate system.

back sid¢ of a finger or a hand

4.3

vascula
captured
recogniz

4.4

vascula
informati
ISO/IEC

4.5
ventral
palm sid

biometric image
raw or processed image that represents physical characteristics or traits of vascular pattern used f
e the identity or verify the claimed identity of an individual

image header record
bn contained in the header data structure of the vascular image data format as specified in this part g
19794

b of a finger or a hand

<

O

=Y

5 Abbreviatedterms

nm

ppcm

VIR

RGB

nanometre
pixels per centimetre
vascular biometric image record

red, green, blue color model

© ISO/IEC 2011 — All rights reserved
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6 Data conventions

6.1 Byte and bit ordering

The quantities in all records and vascular biometric image elements (pixel data), if represented as multibyte
quantities, are represented in big-endian format. That is, the more significant bytes of any multibyte quantity
are stored at lower addresses in memory than are the less significant bytes. The order for transmission shall
also be the most significant byte first and the least significant byte last. Within a byte, the order of transmission
shall be the most significant bit first and the least significant bit last. All numeric values are unsigned integer

Y £.6 U | o
Udimiucs UT TTATUSITTTYLUT.

.2 Scan sequence

raw vascular image data conforming to this part of ISO/IEC 19794 is a two dimensional bit-mapped data
that scans an object from the upper left corner to the lower right corner within a region-of interest of @ human
ody. This standard defines the scan direction of an imaging sensor as being alongthe positive x aphd y-axis
hich is defined in clause 7.9 for each vascular biometric technology, assuming,thetarget human bodly (finger,
ack of the hand, or palm, etc.) is positioned in standard pose. The standardpese is defined in clause 7.8. If
n image is scanned in a standard pose, the x and y-axis of the object coordinate system is in parallg] with the
and y-axis of the image coordinate system. The x-direction of the image\coordinate system is defingd as the
an line from left to right and the y-direction as being from the top to the-bottom of the image. Additipnally, in
standard pose, the object z-axis is assumed to be in a direction parallel with the z-axis of the imaging device.

he scan sequence shall be raster scan order; that is, image pixels are acquired along the x-axis from top to
ottom in the y-direction. In order to map the object coordinate system to the image coordinate system without
further translation, each vascular biometric image data may.define the x and y-axis origin which is not|the pixel
Ipcation of the upper-left corner of the image. If the ,origin is not specifically defined, it shall be [the pixel
Ipcation of the upper-left corner of the image.

71 Image capture requirements

7.1 Spatial sampling rate

age capture requirements are_dependent on various factors such as the type of application, the javailable
mount of raw pixel informatien:to be retained or exchanged, and the targeted performance. Another factor to
nsider as a requirement for vascular biometric imaging is that the physical size of the target bpdy area
here an application capturés an image for the extraction of vascular pattern data varies substantially (unlike
her biometric modalities). For example, a finger vein biometric device may require higher spatial sampling
rate than a palm yein~device due to difference size of the observed biometric characteristic. Therefore, this
andard does notyspecify the requirement of minimum spatial sampling rate. However, the spatial sampling
rate of the captured image shall be represented in terms of pixels per centimetre.

.2 Bit-depth

he-image shall have a dynamic range spanning at least 128 gray scale levels, allocating at least pne byte
€ image may utilize
two or more bytes per gray scale value instead of one.

7.3 lllumination

For the capture of vascular biometric images, the skin is typically illuminated using near-infrared wavelengths
in the range of approximately 700 to 1200 nm. The angle from the light source to the tangent plane of the
skin’s surface is not defined in VIR because technologies that use a reflectance image may use diffuse
illumination instead of direct illumination for the purpose of avoiding specular reflectance. Instead, this
standard specifies that the image is either based on transparency or reflectance of the observed biometric

© ISO/IEC 2011 — All rights reserved 3
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characteristic. Two or more wavelengths of illumination light source may be specified in the case that multiple
different light sources are used for background masking.

7.4 Pixel aspect ratio

The default pixel aspect ratio is 1:1. If the image is not of square pixels, the aspect ratio shall be described.

7.5 Normalization of projection

The capfured image shall be an orthographic projection of the body area being imaged. IT the original ra
image is| not orthographic to the body area, it shall be converted to an orthographically projected oner An
major gepmetric distortion caused by the optical system shall also be eliminated prior to creation of the,VIR.

< <

7.6 Image storage format

The caplured vascular image shall be transmitted and stored in one of several possible formats described in
the following paragraphs.

7.6.1 Raw format

The image is represented by a rectangular array of pixels with specified numbers of columns and rows. Eac
pixel haq at least 8 bits of information. There is no image header, and each-pixel in a monochrome image
represented by one or more bytes. Color images are represented as threé samples per pixel, each comprise
of one @r more bytes, representing red, green, and blue (RGB)dntensities, in that order. The image
organizef in row-major order, with the lowest address corresponding to the upper left corner of the image. |f
the pixellintensity value is represented by more than one byte, the \bytes shall be stored in big-endian order.

7.6.2 Liossless compression format

If lossless compression is used the image data shall be ‘compressed in accordance with the JPEG-LS lossles
comprespgion algorithm specified in ISO/IEC 144951 or the JPEG2000 compression algorithm specified in
ISO/IEC |15444-1.

[

7.6.3 Liossy compression format

If lossy pompression is used the ifmage shall be compressed in accordance with the JPEG compressio]
algorithm specified in ISO/IEC 10918-1 or the JPEG2000 compression algorithm specified in ISO/IEC 154441.
If one of these compression algorithms is used, a compression factor of 4:1 or less is recommended.

]

7.6.4 ultichannel image format

Images may be acquired utilizing more than three colors or channels utilizing multichannel cameras. In this
case, pidel valuesmay not be directly related to specific colors, rather they may be related to certain physical
charactefisticssImages captured with more than three sensing channels shall be stored in accordance with
the JPEG2000 ‘compression algorithm as specified in ISO/IEC 15444-1.

7.7 Imaging area

Vascular pattern biometric technologies obtain images from different locations of the human body. The
technologies currently available employ images from the finger, back of the hand, and palm side of the hand.
The location used for imaging shall be specified in the format. Also, the direction (left/right) of hand and/or
finger index (thumb, index, middle, ring, and little) shall be specified. This part of ISO/IEC 19794 reserves
fields for future development of technologies that may utilize different parts of human body.

4 © ISO/IEC 2011 — All rights reserved
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7.8 Standard pose

2011(E)

This part of ISO/IEC 19794 defines the standard poses to capture raw images of target body areas. Based on
these standard poses, object (target area of the human body) coordinate systems are defined as described in

clause 7.9.

7.8.1 Back of the hand

The standard pose for the back of the hand shall be to posmon the hand W|th the dorsal S|de toward the

e-space to

groduce an orthograph|c image of the back of the hand An example of the standard pose of the back of the
and is shown in Figure 1. In the standard pose, the camera’s direction is parallel to the z-axis ef'th¢ back of

the hand coordinate system defined in clause 7.9.1.

.8.2 Palm

he palm area shall not be bent and each finger boundary shall be exposed to the.Camera. Fingerq shall be

straight. An example of the standard pose of a palm is shown in Figure 2. In the standard pose, the
direction is parallel to the z-axis of the palm coordinate system defined in clause’7.9.2.

.8.3 Finger

camera’s

he standard pose is a straight finger. For clarity, the “frontal side’”is defined as the ventral side of edch finger.

An example of the standard pose of a finger is shown in Figure'3.

.8.4 Standard poses for future modalities

he format shall reserve standard pose definitions of\future technologies that may utilize different p
human body.

Yy

Left hand Right hand

art of the

Figure 1 — Standard pose and object coordinate system of the back of the hand vascular biometrics.

The Euclidean direction is right-handed.

© ISO/IEC 2011 — All rights reserved
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&/

Figure

Figure |

2 — Standard pose and object coordinate system of palm vascular biométrics. The Euclidean
direction is right-handed.

z
y X
z-axis: (minus) nermal to the frontal side
\ x-axis: the direction from root to tip

frontal side

B — Standard pose and object coordinate system of finger vascular biometrics. The Euclidear
direction is right-handed.

7.9 Object coordinate system

The vas
vascular
coordina
right-han

791 B

cular image header record provides an optional field that specifies the degree of rotation of th
image out of the-standard pose. To effectively specify the rotation angle, the object (target body
le system for’each vascular technology is defined in this clause. All of the coordinate systems ar
ded Euclidian-coordinate systems.

ack ofthe hand

The y-axis

O —= O

is of 3 back of the hand nhunr\f is alnnn the nppned’a direction-of the middle ﬁngnr while the x-axis

S

perpendicular to the y-direction along the tangent plane on the back of the hand as shown in Figure 1. The z-
axis shall be orthogonal to both the x-axis and the y-axis. The positive z-axis direction is away from the
imaging device, which follows the right-handed Euclidean coordinate system. The origin of the object
coordinate system is defined as the centroid of the hand silhouette image.

7.9.2 Palm

The y-axis of a palm object is along the opposite direction of the middle finger, while the x-axis is
perpendicular to the y-direction on the palm plane as shown in Figure 2. The z-axis shall be determined by the
right-handed Euclidean coordinate system; thus the positive direction of z-axis is away from the imaging
device. The origin of the object’s coordinate system is defined as the centroid of hand silhouette image.

© ISO/IEC 2011 — All rights reserved
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7.9.3 Finger

The x-axis is defined as the direction from the root to the tip of a finger as shown in Figure 3. The z-a

2011(E)

Xis is the

direction perpendicular to the x-axis and away from the frontal side. The y-axis is perpendicular both to the x
and the z-axes with the direction following the right-handed Euclidean coordinate system. The origin of the

finger coordinate system is defined as the centroid of the finger silhouette image.

7.9.4 Coordinate systems for future modalities

The format-shall resenze nhjnrf coordinate cycfnm definitions-for future fnr\hnnlnginc that may. utilize different
parts of the human body.
7.10 Occlusion by opaque artifacts
Jome opaque artifacts, such as rings, tattoos, bandages, etc. may occlude vascular,patterns. Using images
imcluding occlusions should be avoided.
8 Vascular image format specification
8.1 Biometric Data Record
Tlable 1 shows the basic structure of the vascular image biometric.data record. A single data block sjarts with
gq General Header, which contains general information on thevdata block such as the identification of the
image capture device and the format version. One or more\vascular image blocks follow the record header.
Hach image block consists of an image header and rfaw or compressed image data. The imagé¢ header
contains all the image specific information such as thesody location, rotation angle, and imaging canditions.
Hach image header data shall be stored in big-endian-format, where bit-level data definitions are spegified as:
Hit 1 shall be interpreted as the least significant bit{LSB).
Table 4— Biometric Data Record
Description Length Note
Header used by all vascular biometric image providers.
Seneral Header 15 bytes Information on format version, capture device 1D, numper of
representations contained in the VIR, etc.
Representation 40 bytes + 5*(#QualityBlocks) _Re.pr.esent.atlon headejr. fqr the flrgt representation. Coptains all
header individual image specific information
S
*(B‘ . s
c |Image data {Representatlop length} — size Representation body
o of Representation header
[0)
0] Extended data { Extended Data Block Extended data block
o Length} + 4
[ ] [ ]
[ ] [ ]
Eeeapézfentatlon 40 bytes + 5*(#QualityBlocks) | Representation header for the last representation
c
kel
ko) {Representation length} — size .
§ Image data of Representation header Representation body
()
%) Extended data { Extended Data Block Extended data block
o Length } + 4
© ISO/IEC 2011 — All rights reserved 7
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8.2 General Header
The General Header defines general information on the vascular images contained in the data block, such as

the format version number, total length of the record block, capture device identification, and the number of
images contained in the data block. The record header format is shown in Table 2.

Table 2 — General Header

Description Length Valid value Note
Format Identifier 4 bytes | 56495200 Hex 'V''I''R' 00nex (Vascular Image Record )
Verslon number 4 bytes | 30323000kex This number indicates the second version of this
part of ISO/IEC 19794 used for constructing 'the
(‘0" '2"'0" 00Hex) iris image data record and shall be placed-in four

bytes. This version number shall congist’of three
ASCII numerals by a zero byte as d@ NULL string

terminator
Length of record 4 bytes | 00000000nex to Total length of data record,in\bytes
FFFFFFFFhex
Numper of representations 2 bytes | 0000uex to Number of images that'a vascular image record
FFFFHex block contains
Certification flag 1 byte 00Hex This field indicates if each representation has a

certification block (zero or more certifications).
00Hsx no certification available

8.2.1 Format identifier

The fornmpat identifier shall be recorded in four bytes:The format identifier shall consist of three characters
"VIR" followed by a zero byte as a NULL string terminator.

8.2.2 ersion number

The nunjber for the version of that part.of ISO/IEC 19794 used for constructing the BDIR shall be placed i
four bytgs. This version number shall‘Consist of three ASCIl numerals followed by a zero byte as a NUL
string tefminator. The first and second character will represent the major version number and the thir
charactef will represent the minor revision number. Upon approval of a specification, the initial version numbg
will be “020” — Version 2 revision 0.

= QI =3

8.2.3 ngth of record

The length (in bytés) of the entire BDIR shall be recorded in four bytes. This count shall be the total length of
the BDIR including the general record header and one or more representation records.

8.2.4 umber of Representations

The total number of representation records contained in the BDIR shall be recorded in two bytes. A minimum
of one representation is required.

8.2.5 Certification flag

The one-byte certification flag shall indicate whether each Representation Header includes a certification
block. A value of 004 shall indicate that no representation contains a certification block. A value of 014¢, shall
indicate that all representations contain a certification block. As this part of ISO/IEC 19794 does not support
certifications this field shall be 00 Hex.

8 © ISO/IEC 2011 — All rights reserved
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8.3 Representation header

8.3.1

Overview

ISO/IEC 19794-9:2011(E)

Each image contained in the Biometric Data Record is associated with a Representation header describing
individual image-specific information. The header structure is summarized in Table 3.

Table 3 — Representation header

Description Length Valid Value Note
Representation length 4 bytes 00000000Hex to | The representation-length field denotes-the Igngth in
FFFFFFFFrex | bytes of the representation including,the
representation header fields.

Capture date and time The capture date and timejin/Coordinated Universal
Calendar year 2 bytes 1 to 65534 Til\r/r:] |(r:JITSC(:))/II|Eté \1/3I7u§4_s1hall be encoded in|the form
Month 1 byte 1t0 12 9 '

Day 1 byte 1to 31
Hour 1 byte 1t023
Minute 1 byte 1to 59
Second 1 byte 1to 59
Millisecond 2 bytes 0 to 999,
FFFFrex
Capture device technology ID |1 bytes 00wex to FFrex | T€chnology type used by capture device. A value of 0
indicates “unknown or unspecified”.
CAPTURE_DEVICE_TECHNOLOGY_UNDEF = 0 (00 pex)
Capture device vendor ID 2 bytes 0000Hex t0 ID of the biometric organization that owns the]product
FFFFex that created the biometric record. It shall be r¢gistered
with the IBIA or other approved registration alithority.
A value of all zeros shall indicate that the capjure
device vendor is unreported.
CAPTURE_DEVICE_VENDOR_UNDEF = 0(P000Hex)
Capture device type ID 2 bytes 0000Hex to The product type that created the BDIR. A value of all
FFFFhex zeros shall indicate that the capture device¢ type is
unreported.
CAPTURE_DEVICE_TYPE_UNDEF = 0(0000Hex)
Number of quality blocks 1 byte 0to 255 This field is followed by the number of 5-byte Quality
Blocks reflected by its value.
A value of zero (0) means that no attempt was made
to assign a quality score. In this case, np Quality
Blocks are present.
Duality~Quarity score 1 byte 01to 100,255 |Quality Score is a quantitative expressiop of the
Block predicted comparison performance of the|vascular
image data
0: lowest
100: highest
255: failed attempt to assign a quality score
quality algorithm 2 bytes 0000Hex to ID registered by IBIA or other approved registration
vendor identifier FFFFhex authority as a CBEFF biometric organization.
a quality algorithm 2 bytes 0000Hex to ID optionally registered with IBIA or other approved
identifier FFFFhex registration authority as a CBEFF Product Code.
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Image type 2 bytes Oto4 TYPE_UNDEF = 0 (0O0Hex)
TYPE _HAND_BACK =1 (01pex)
TYPE _PALM = 2 (024ex)
TYPE _FINGER_BACK = 3 (03Hex)
TYPE_FINGER_FRONT = 4 (04ex)
Image width 2 byes 0000Hex to Raw image width in pixels.
FFFFhex
Image height 2 bytes 0000Hex to Raw image height in pixels.
HFrmex
Bit-depth 1 bytes 71016 Bit-depth per pixel; bits per color.
Image pgsition and property bit |2 bytes Bit 1 to 2: Bit 1 to 2: Hand
field Oto2 HAND_UNDEF = 0
Bit 3 to 5 HAND_RIGHT =1
Oto5 HAND_LEFT =2
Bit 6 to 7- Bit 3 to 5: Finger index
Oto2 F_UNDEF =0
. ) F_THUMB =1
BgtStj 10: F_INDEX =2
0 F_MIDDLE = 3
F_RING =4
F_LITTEE=5
Bit 6 to7: Imaging method
IMAGING_UNDEF =0
IMAGING_TRANSPARENCY =1
IMAGING_REFLECTANCE =2
Bit 8 to 10: Image flip
FLIP_UNDEF =0
FLIP_NONE =1
FLIP_HORIZONTAL =2
FLIP_VERTICAL =3
FLIP_VERTICAL_HORIZONTAL =4
Rotation pngle 2 bytes 00004ex to Image rotation angle around the z-axis out of a
FFFFhex standard pose. The unit is degree normalized to 16-bi
unsigned integer,
(unsigned short) round (65536*(angle%360)/360)
Refer to clause 7.9
Image fofmat and compression |2 bytes 0to9 Image type and compression format:

IMAGE_COMP_UNDEF = 0 (004ex)
IMAGE_MONO_RAW = 1 (0001 4ex)
IMAGE_RGB_RAW = 2 (0002ey)

IMAGE_MONO JPEG=3(0003r:x)
IMAGE_RGB_JPEG = 4 (0004+icy)
IMAGE_MONO_JPEG_LS = 5 (0005ex)
IMAGE_RGB_JPEG_LS = 6 (00061cx)
IMAGE_MONO_JPEG2000 = 7 (0007 6x)
IMAGE_RGB_JPEG2000 = 8 (00084cx)
IMAGE_MULTI_JPEG2000 = 9 (00094ex)

10
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lllumination type 1 byte Oto7 The illumination type shall be one or a combination of

the following:

ILLUM_UNDEF = 0 (00ex)

ILLUM_NIR = 1 (01Hex)

ILLUM_MIR = 2 (024ex)

ILLUM_VISIBLE = 4 (04nex)
If applicable, two or more illumination types may be
specified by OR condition.

TTage-backgroumd defimiton Hoyte o The Flag to_indicate har\lzgrr\nnd definition. |If the
background is processed and set to mohofone, this
field shall be set to IMAGE_BACKGROUNO_MONO;
otherwise this field shall have the value,

IMAGE_BACKGROUND_UNDEF = 0(004ex)
IMAGE_BACKGROUND_MONO = 1(011kx)
Horizontal scan resolution 2 bytes 0000kex to Horizontal scan resolutiongin ppcm
FEFFres H_SCAN_RES_UNDEF=07(0000Hex)
ertical scan resolution 2 bytes 0000ex to Vertical scan resoldtion’in ppcm
FEFF i, V_SCAN_RES_UNDEF= 0 (00004ex)
Pixel aspect ratio 2 bytes 00004ey tO Pixel aspect-ratio. The first byte specifies y|distance
FFFFhex and the s€cond byte x distance. For examplg, 0304 ex
means,an’aspect ratio of 3:4. If this field is yndefined
00Q0kuex, the default aspect ratio is assumed which is
4.
ASPECT_RATIO_UNDEF = 0 (0000Hex)
8.3.2 Representation length

he representation-length field denotes the length in bytes of the representation including the representation

eader fields.

.3.3 Capture date and time

he capture date and time field\shall indicate when the capture of this representation started in Co¢rdinated

niversal Time (UTC). The. capture date and time field shall consist of 9 bytes. Its value shall be erjcoded in

the form given in ISO/IEC 19794-1.

.3.4 Capture device technology ID

he capture device technology ID shall be encoded in one byte. This field shall indicate the class of capture

evice technology used to acquire the captured biometric sample. A value of 00y indicates unknown or

nspecifiedtechnology. See Table 4 for the list of possible values.
Table 4 — Capture device technology ID
Capture device technology ID Class of device technology
0 Unknown or not specified
1 CCD/CMOS camera
© ISO/IEC 2011 — All rights reserved 11
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8.3.5 Capture device vendor ID

The capture device vendor identifier shall identify the biometric organization that owns the product that
created the BDIR. The capture device algorithm vendor identifier shall be encoded in two bytes carrying a
CBEFF biometric organization identifier (registered by IBIA or other approved registration authority). A value
of all zeros shall indicate that the capture device vendor is unreported.

8.3.6 Capture device type ID

the regi ered product owner or other approved reglstratron authorlty A valueof all zeros shaII |nd|cate tht
the captdre device type is unreported. If the capture device vendor identifier is 0000, then also the eapture
device type identifier shall be 0000.

8.3.7 Quality block

8.3.7.1 | Number of quality block

This field is followed by the number of 5-byte Quality Blocks reflected by its value. ‘A.value of zero (0) mean
that no atempt was made to assign a quality score. In this case, no Quality Blocks _are present.

[Z

8.3.7.2 | Quality score

Quality gcore, as defined in ISO/IEC 29794-1, shall be a quantitative)expression of the predicted verification
performgnce of the biometric sample. Valid values for Quality Scere are integers between 0 and 100, whene
higher vllues indicate better quality. A value of 255 is to handleta special case. An entry of 255 shall indicafe
a failed attempt to calculate a quality score. Multiple quality scores calculated by the same algorithm (samp
vendor ID and algorithm ID) shall not be present in a single répresentation.

8.3.7.3 | Quality algorithm vendor ID

-

Quality Algorithm Vendor ID shall be registered, with IBIA or other approved registration authority as a CBEF
biometri¢ organization. Refer to CBEFF vendor ID registry procedures in ISO/IEC 19785-2. A value of gl
zeros shall indicate that the value for this fi€ld is unreported.

8.3.7.4 | Quality algorithm ID

Quality Algorithm ID may be optionally registered with IBIA or other approved registration authority as
CBEFF Product Code. Refer’te "CBEFF product registry procedures in ISO/IEC 19785-2. A value of all zerg
shall indicate that the valué-for this field is unreported.

[

8.3.8 Image type

This field specifies various body locations where vascular images have been captured. The following figur
shows sTveraI examples of image location on the hands.

[0
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TYPE_FINGER_BACK TYPE_FINGER_FRONT

e

TYPE_HAND
_BACK

\ —

TYPE _HAND_BACK: The image is a scan of back of the hand.
TYPE _PALM: The image is a scan of palm!
TYPE_FINGER_FRONT: The image is a scan of fingér/from frontal side
TYPE_FINGER_BACK: The image is a scan of-finger from back side

Figure 4 — Image type specification

8.3.9 Image width and height

hese two fields specify the horizontal and verticakimage size in pixels, in two bytes for each field.

8.3.10 Bit-depth

his field represents the number of\bits per pixel in a gray scale image or the number of bits per color
components per pixel in an RGB image.

8.3.11 Image position and(property bit field

his field is a mandatory field specifying the position, direction, and properties of the object. The firsf two bits
specify the directionnof’organ (toward the left or the right). If the image type is “finger”, then bits 3 through 5
specify which finger/is captured among the thumb, index, middle, ring, or little finger. Bit 6 and 7 [specifies
hether the image has been captured by transparent or reflectance illumination. Bits 8 through 10 specify if
the contained’image is flipped or not, and if flipped how the image has been flipped.

g.3.12 Rotation angle

his” field is optiona vhich ma Speci he rotation angle o he image around = =b dls e ObjeCt
coordinate system. The unit is degree normalized to 16-bit signed integer as (unsigned short) round
(65536*(angle%360) /360). Refer to clause 7.9.

8.3.13 Image format
This two-byte field specifies whether the image is monochrome or color components and how the image has

been compressed if applicable. Currently allowed compression standards are JPEG, JPEG_LS, and
JPEG2000.

© ISO/IEC 2011 — All rights reserved 13


https://standardsiso.com/api/?name=c54765480352e7c1b34634d681de9631

ISO/IEC

19794-9:2011(E)

8.3.14 lllumination type

This field is an informative optional field that specifies the capture device’s illumination source. The defined
types are near infrared (NIR), midrange infrared (MIR), and visible light source. The type of illumination shall
be categorized based on the wavelength of illumination source; that is, the wavelength of visible illumination is
in the range of 400 nm through 750 nm, the wavelength of NIR is in the range of 750 nm through 5,000 nm,
and the wavelength of MIR is in the range of 5,000 nm through 25,000 nm.

8.3.15 Image background

This field
been prq
(01 Hex); ¢
may be ¢

8.3.16 H

This fielg
not spec

8.3.17 Vertical scan resolution

This field
specified

8.3.18 Plixel aspect ratio

This two
distance
aspect ra

8.3.19 Mascular image header constants

The sign

specifies whether the background of the image has been processed or not. If the background ha
cessed and set to monotone, then this field shall have the value IMAGE_BACKGROUND_MON
therwise this field shall have the value IMAGE_BACKGROUND_UNDEF (004x). Other valid value
efined in future versions of this standard.

»n Un

orizontal scan resolution

specifies the scan resolution in the horizontal direction in ppcm. If the horizéntal scan resolution is
fied, this field shall contain the value H_SCAN_RES_UNDEF= 0 (00004ex).

—

specifies the scan resolution in the vertical direction in ppcmIf the vertical scan resolution is ng
, this field shall contain the value V_SCAN_RES_UNDEF= 0.(0000y).

X

Lbyte field specifies the pixel aspect ratio. The first byte specifies y distance and the second byte
For example, 03041« means an aspect ratio of\3:4. If this field is undefined (00004ex), the defaul
tio is assumed which is 1:1.

—

ficance of specific constants within the header structures are as follows:

Tablé 5 — Image header constant definitions

Constaht Description
UNDEF| Usage in any constant indicates that the parameter is undefined.
TYPE_HAND_BACK The location of the captured image is the back of a hand.
TYPE_RALM The location of the captured image is palm.
TYPE_FINGER“BACK The location of the captured image is the dorsal side of a finger.
TYPE_FINGER _FRONT The location of the captured image is the frontal side of a finger.
HAND RIGHT The right hand is scanned. Applicable for finger, palm, and back of the hand
- scans.
HAND_LEFT l’:aenlse.ft hand is scanned. Applicable for finger, palm, and back of the hand
F_THUMB
F_INDEX
F_MIDDLE Identifies the scanned finger.
F_RING
F_LITTLE
14 © ISO/IEC 2011 — All rights reserved
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IMAGING_TRANSPARENCY The type of imaging method is transparency imaging.
IMAGING_REFLECTANCE The type of imaging method is reflectance imaging.

FLIP_NONE SHtZ:zc;r:;aLg;;/.erﬁcal orientation is not changed from the one imaged from
FLIP_HORIZONTAL Horizontal orientation is opposite from the one imaged from standard pose.
FLIP_VERTICAL Vertical orientation is opposite from the one imaged from standard pose.

Horizontal and vertical orientation is opposite from the one imaged from
standard pose.

FHPVYERTICALHORIZONTAL

The image is in raw format, with the width and height in pixels specified by the
raw image width and height, respectively. This format has no.header. Hach
pixel is one intensity value and the lowest address corresponds to the dpper
left corner of the image, in row-major order.

IMAGE_MONO_RAW

The image is in raw format, with the width and heightlin pixels specified by the
raw image width and height, respectively. This format has no header. Hach
IMAGE_RGB_RAW pixel is at least three consecutive bytes, représenting values of red, grgen, and
blue intensity. The lowest address corresponds to the upper left corner|of the
image, row-major order.

The image is monochrome and compressed using the JPEG algorithm|as

IMAGE_MONG_JPEG specified in ISO/IEC 10918.

The image is color and compressed using the JPEG algorithm as specffied in

IMAGE_RGB_JPEG ISO/IEC 10918.

The image is monochreme and compressed using the JPEG-LS algorithm as

IMAGE_MONO_JPEG_LS specified in ISOANEG14495.

The image is-golor and compressed using the PEG-LS lossless compréssion

IMAGE_RGB_JPEG_LS algorithm as-specified in ISO/IEC 14495.

The image is monochrome and compressed using the JPEG2000 algotithm as

IMAGE_MONO_JPEG2000 speeified in ISO/IEC 15444.

Fhe image is color and compressed using the JPEG2000 algorithm as

IMAGE_RGB_JPEG2000 specified in ISO/IEC 15444.

The image has more than three channels (multi-channel) and compresged

IMAGE_MULTI_JPEG200Q using the JPEG2000 algorithm as specified in ISO/IEC 15444.

The image is captured utilizing near infrared illumination. The wavelength

ILLUM_NIR range of near infrared illumination is defined as 700 nm through 5,000 pm.
The image is captured utilizing midrange infrared illumination. The wavglength

ILLUM_MIR range of midrange infrared illumination is defined as 5,000 nm through [25,000
nm.

ILLUM»VISIBLE The image is captured utilizing visible range illumination.

IMAGE_BACKGROUND_MONO The background of the image has been processed and set to monotong.

8.4 Extended data

8.4.1 Extended data Block Function

This clause of the vascular representation is open to placing additional data that may be used by the
comparison system. The size of this section shall be kept as small as possible, augmenting the image data
stored in the standard image data section. The extended data for each vascular representation shall
immediately follow the standard image data for that vascular representation and shall begin with the Extended
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Data Block Length field. More than one extended data area may be present for each vascular representation.
The individual extended data length fields are used as indices to parse the extended data.

NOTE

The extended data area cannot be used alone, without the standard portion of the Image record.

While the extended data area allows for inclusion of proprietary data within the image format, this is not

intended

to allow for alternate representations of data that can be represented in open manner as defined in

this part of ISO/IEC 19794. The intention of this part of ISO/IEC 19794 is to provide interoperability.

8.42 H

8.4.2.1

All vasclilar records shall contain the extended data block length:(This field will signify the existence (¢

extendeq
continue
starting

length of

8.4.2.2

This field
is preser
byte, foll
format d
are speg
specified
Area Ty

——————————————————Fable-6—Extended-Data-Strueture

Field Size Notes

Extended Data Block Length 4 bytes Segmentation, annotation,
comment, or vendor data)

-5 Type Identification Code 2 bytes v

S % Values >0100neydare

E fo Length data 4 bytes vendor definedextended

x

a3 Data section Length data bytes data

xtended data Block Structure

Extended Data Block Length

data. A value of all zeros will indicate that there is no extended data and that the file will end ¢
with the next vascular representation. A nonzero valuewill indicate the length of all extended dat
vith the next byte. The block length will then be followed by the type identification code (8.4.2.2
data field (8.4.2.3) and the data section (8.4.2.4),

OS5

Type Identification Code

shall have a length of two bytes. It shall-identify the format of the extended data area when this area
t. A value of zero in both bytes is a‘reserved value and shall not be used. A value of zero in the firgt
pwed by a non-zero value in the second byte, shall indicate that the extended data section has p
pfined in this part of ISO/IEC 19794, currently, only segmentation, annotation, and comment formats
ified (refer to clauses 0, 8.4.4; and 8.4.5). A non-zero value in the first byte shall indicate a vendof-
format with a code maintained by the vendor. Refer to Table 7 for a summary of the Extended Data
e ldentification Codes|

Table 7 — Extended Data Area Type Codes

16

First byte Second byte Description

00 Hex 00 Hex Reserved SC37 — do not use
00 Hex 01 Hex Segmentation

00 Hex 02 Hex Annotation

00 Hex 03 Hex Comment

00 Hex 04 Hex to FF Hex Reserved SC37

01 Hex to FF hex | 00 Hex to FF Hex | Vendor defined extended data
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