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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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IT Security techniques — Entity authentication —

Part 2:
Mechanisms using authenticated encryption

1| Scope
T

his document specifies entity authentication mechanisms using authenticated encryption algorithms.
Four of the mechanisms provide entity authentication between two entities where‘'no trusged third
party is involved; two of these are mechanisms to unilaterally authenticate one gntity to another, while
tHe other two are mechanisms for mutual authentication of two entities. Théremaining me¢hanisms
rgquire an on-line trusted third party for the establishment of a common, segret key. They algo realize
mjutual or unilateral entity authentication.

Ahnex A defines Object Identifiers for the mechanisms specified in this<document.

2| Normative references

The following documents are referred to in the text imsuch a way that some or all of theil content
cgnstitutes requirements of this document. For dated. references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 9798-1, Information technology — Security techniques — Entity authentication — Part 1: General

3| Terms and definitions

For the purposes of this documerit,”the terms and definitions given in ISO/IEC 9798-1| and the
fgllowing apply.

[0 and IEC maintain terminglogical databases for use in standardization at the following addfesses:

—t ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropegdia;-available at http://www.electropedia.org/

311
anthenticated encryption
(reversible) transformation of data by a cryptographic algorithm to produce ciphertext (3.2) that
cgnnotibe altered by an unauthorized entity without detection, i.e. it provides data confidentiglity, data
ir1tegrity, and data origin authentication

[SOURCE: ISO/IEC 19772:20009, 3.1]

3.2
ciphertext
data which has been transformed to hide its information content

[SOURCE: ISO/IEC 10116:2017, 3.2]

3.3
claimant
entity that is, or represents, a principal for the purposes of authentication

© ISO/IEC 2019 - All rights reserved 1
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3.4
time stamp

time variant parameter which denotes a point in time with respect to a common time reference

[SOURCE: ISO/IEC 18014-1:2008, 3.12]

3.5

trusted third party

TTP

security authority, or its agent, trusted by other entities with respect to security related activities

[SOURCE: ISO/IEC 18014-1:2008, 3.20]

4 Symbols and abbreviated terms

A B Labels used for the entities participating in a mechanism.

dg An authenticated decryption process using secret key K.

ex An authenticated encryption process performed using secret key-K.

ex(X) The result of the encryption process for data X with an authenticated encryption algorithim
using a key K.

ly A distinguishing identifier of entity U.

K A secret key used with the encryption and decryption processes.

Kyy A secretkey shared between entities U and V'used only in authenticated encryption techniqugs.

Ny A sequence number issued by entity Y.

P A symbol used to represent the tfusted third party.

Ry A random number issued by.entity U.

SIDiy, Constant uniquely identifying the mechanism m and the instance of authenticated encryp-
tion (number i) within-the mechanism.

TNy A time variantparameter originated by entity U which is either a time stamp Ty or a se-
quence numberNy.

Tokenyy A tokendgeiit from entity U to entity V.

Ty A tithe stamp issued by entity U.

TVPy A'time variant parameter originated by entity U which is a time stamp Ty, a sequence nuip-
ber Ny or a random number Ry

X||Y The result of the concatenation of data items X and Yin the order specified. In cases where
the result of concatenating two or more data items is encrypted as part of one of the mech-
anisms specified in this document, this result shall be composed so that it can be uniquely
resolved into its constituent data strings, i.e. so that there is no possibility of ambiguity in
interpretation.
NOTE This latter property can be achieved in a variety of ways, depending on the application.
For example, it can be guaranteed by a) fixing the length of each of the substrings throughout
the domain of use of the mechanism, or b) encoding the sequence of concatenated strings using a
method that guarantees unique decoding, e.g. using the distinguished encoding rules defined in
ISO/IEC 8825-1[2].

2 © ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=a905891b647c16d3fdd2bafceb6df624

5

ISO/IEC 9798-2:2019(E)

General

In the authentication mechanisms specified in this document, an entity to be authenticated corroborates
its identity by demonstrating its knowledge of a secret authentication key. This is achieved by the entity
using its secret key to encrypt specific data. The encrypted data can be decrypted by anyone sharing
the entity's secret authentication key. The decrypted data shall include a time variant parameter. The
parameter can be verified in the following ways.

a)

[f it is a random number, then the recipient should make sure it is identical to the random challenge
previously sent to the claimant. For guidance on the creation and use of random numbers, see ISO/

ol

6

a)

IEC 18031.

If it is a time stamp, the recipient should verify the validity of the time stamp. Guidance on the use
and verification of time stamps is provided in ISO/IEC 9798-1:2010, Annex B.

If it is a sequence number, then the recipient shall be able to compare it with previously refceived or
stored sequence number(s) to make sure it is not a replay. Guidance on the use and verifjcation of
sequence numbers is provided in ISO/IEC 9798-1:2010, Annex B.

The mechanisms specified in this document use time variant parameters\such as time stamps, fequence
nimbers, or random numbers to prevent valid authentication informmdtion from being accepted at a
later time or more than once.

Iflno trusted third party is involved and a time stamp or seqience number is used, one pass is needed
fogr unilateral authentication, while two passes are needed/to achieve mutual authentication. If no
trjusted third party is involved and a challenge and response method employing random nymbers is
used, two passes are needed for unilateral authentication, while three passes are required tp achieve
tual authentication. If a trusted third party is inyolved, the additional communication befween an
ity and the trusted third party requires two extra passes in the communication exchange.

Ahnex A defines the Object Identifiers which.8hall be used to identify the mechanisms specifigd in this
dpcument. Annex B shows the information on the use of text fields. Annex C shows the main pfoperties
of the entity authentication mechanisms'specified in this document.

Requirements

The authentication mechanisims have the following requirements. If any of these is not met,|then the
aythentication process canbe compromised or not implementable.

A claimant authenticating itself to a verifier shall share a common secret authentication |key with
that verifier, imwhich case the mechanisms of Clause 7 apply, or each entity shall sharq a secret
authentication key with a common trusted third party, in which case the mechanisms of| Clause 8
apply. Sueh keys shall be known to the involved parties prior to the beginning of any particular
occurfence of an authentication mechanism. The method by which this is achieved is bgyond the
scope of this document. Guidance on the management of shared secret keys is providefl in ISO/
JEC'11770-1 and ISO/IEC 11770-2.

d)

It a trusted third party 1s 1nvolved, 1t shall be trusted by both the claimant and the verifier.

The secret authentication key shared by a claimant and a verifier, or by an entity and a trusted
third party, shall be known only to those two parties and, possibly, to other entities which they
both trust not to misuse the key, e.g. to masquerade as one of the parties.

NOTE1 The authenticated encryption algorithm and the key lifetime must be chosen so that it is
computationally infeasible for a key to be deduced during its lifetime. In addition, the key lifetime must be
chosen to prevent known plaintext or chosen plaintext attacks.

The tokens used in the mechanisms shall be unforgeable even with the knowledge of old tokens. In
other words, old tokens shall not be reusable in any way (in part or in full) to construct new tokens.
For every possible secret key, K, the authenticated encryption function, ek, and its corresponding

© ISO/IEC 2019 - All rights reserved 3
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f)

g)

7

7.1 General

In these puthentication mechanisms, the entities A and B shall share a common secret authenticatigon

decryption function, dg, shall have the following property. The decryption process, dg, when
applied to a string, ex(X), shall enable the recipient of that string to detect forged or manipulated
data, i.e. only the possessor of the secret key, K, shall be capable of generating strings which are
“accepted” when subjected to the decryption process, dk.

NOTE 2 In practice, this can be achieved in many ways. The most common approach is to use the
secret key, K, with an authenticated encryption technique that provides both confidentiality and integrity
protection, as standardized in ISO/IEC 19772.

The mechanisms in this document require the use of time variant parameters such as time stamps,
e et s orTranaomamoers—mePpProper ieso ““i;‘;"““‘ Fatrtte ar—tra .iS

unlikely for them to repeat within the lifetime of a secret authentication key, are importantfpr
the security of these mechanisms. For additional information, see ISO/IEC 9798-1:2010, Anfiex B.

The |data strings decrypted at various points in an authentication mechanism shall not be
posed so that they can be interchanged. To help achieve this requirement;-the mechanisms fn

e mechanisms specified in Clause 8, the holder of a key K4p (or Kgp) shall always use it in the
samg way, i.e. acting either as the TTP P or as the entity A (or B). That is, no entity shall act as the
TTP |in one instance of a protocol and act as4 or B in another instance of the protocol, and use the
samg key in both cases.

The |initialization vector (IV) for.thé authenticated encryption algorithm shall be generat¢d
according to the requirements efithat algorithm. In many cases this implies that the IV should e
uniqpe across multiple executions of the authenticated encryption algorithm performed using the
samg key.

Meghanisms notinvolving an on-line trusted third party

key, K4p,[or'two unidirectional secret keys, K4p and Kpy, prior to the commencement of any particular
occurrence=ofthe authentication mechanisms_ In the latter case, entity 4 always uses the unidirectionial
key, Kap, for encryption, while B always uses it to decrypt (and conversely for key, Kp4).

All text fields specified in the following mechanisms are available for use in applications outside the
scope of this document (they may be empty). Their relationship and contents depend on the specific
application. See Annex B for information on the use of text fields.

7.2 Unilateral authentication

7.2.1 General

Unilateral authentication means that only one of the two entities is authenticated by use of the
mechanism.

4
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7.2.2 Mechanism UNL.TS — One-pass authentication

In this authentication mechanism, the claimant A4 initiates the process and is authenticated by the
verifier B. Uniqueness/timeliness is controlled by generating and checking a time stamp or a sequence
number (see ISO/IEC 9798-1:2010, Annex B). The authentication mechanism is illustrated in Figure 1.

(a) Token,g

A 4

5 (b)

Figure 1 — Mechanism UNLTS — One-pass authentication

The form of the token, Tokengp, sent by the claimant A to the verifier B is:

Token 45 =Text; llex ,, (SIDgnirs ITN 4 |5 Il Texct )

where the claimant, 4, uses a time variant parameter, TN4, which jisla)time stamp, Ty, or a pequence
nyumber, Ng. The choice depends on the technical capabilities of the\claimant and the verifier s well as
ol the environment.

The inclusion of the distinguishing identifier Ip in Tokenyp is.optional.
NPTE Distinguishing identifier I is included in Tokengp'te prevent the reuse of Tokengp on entify A by an
adversary masquerading as entity B. Its inclusion is made optional so that it can be omitted in environments where
sych attacks cannot occur. The distinguishing identifier,dg,)can also be omitted if a unidirectional key isjused.

The following is a description of Mechanism UNETS — One-pass authentication:

a) A generates and sends Tokengp to B.

b] On receipt of the message containing Tokengp, B verifies Tokengp by decrypting the epcrypted
part in the authenticated moderand by checking the SID. Next, B checks the correctngss of the
distinguishing identifier, I, if present, as well as the time stamp or the sequence number.

7)2.3 Mechanism UNL.ER — Two-pass authentication

In| this authentication‘mechanism, the claimant A is authenticated by the verifier B that inifiates the
process. Uniqueness/timeliness is controlled by generating and checking a random numbef, Rp (see
IJ0/IEC 9798-1:2010, Annex B). The authentication mechanism is illustrated in Figure 2.

(a) Re || Text,

A

(b) Token,g

(e}

Figure 2 — Mechanism UNI.CR — Two-pass authentication

© ISO/IEC 2019 - All rights reserved 5
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The form of the token, Tokengp, sent by the claimant A to the verifier B is:

1
TOkenAB =TeXt3 ”eKAB (SIDUNICR ”RB ”IB IITeth)

The inclusion of the distinguishing identifier I in Tokengp is optional.

NOTE 1

NOTE 2

adversary masquerading as entity B. The inclusion of the distinguishing identifier Ip is made optional se that
can be onpitted in environments where such attacks cannot occur. The distinguishing identifier, I, can‘also
omitted ifla unidirectional key is used.

The follojving is a description of Mechanism UNI.CR — Two-pass authentication:
a) B geIerates arandom number Rp and sends it and, optionally, a text field Textyto A.
b) Age

c) On receipt of the message containing Tokengp, B verifies Tokengp by -decrypting the encrypt¢
in the authenticated mode and by checking the SID. Next, B¢checks the correctness of the
distinguishing identifier, Ip, if present, and that the random number, Rp, sent to A in step a), agre
with|the random number contained in Tokengp.

part

7.3 Mutual authentication

7.3.1

Mutual a

The mechanisms described in 7.2.2 and A2:3 are adapted in 7.3.2 and 7.3.3, respectively, to achie
mutual ajithentication. In both cases, this.céquires one more pass and results in two more steps.

7.3.2

In this au

The authpntication me¢hanism is illustrated in Figure 3.

In order to prevent the possibility of a chosen plaintext attack, i.e. a cryptanalytic attack where the
cryptanalyst knows the complete plaintext for one or more ciphertext strings, entity A can include a random
number R4 in Text.

Distinguishing identifier Ip is included in Tokengp to prevent the reuse of Tokensp on entity A by

erates and sends Tokenyp to B.

(eneral

Mechanism MUT.TS — Tworpass authentication

(a) Token,g

A 4

@ B B (b)

pthentication means that the two communicating entities are authenticated to each other by
use of th¢ mechanism.

thentication mechanisSm, uniqueness/timeliness is controlled by generating and checking time
stamps o sequence numbers(see [SO/IEC 9798-1:2010, Annex B).

e

N

ye

(c) Tokeng,

Figure 3 — Mechanism MUT.TS — Two-pass authentication

© ISO/IEC 2019 - All rights reserved
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The form of the token, Tokengp, sent by A to B, is identical to that specified in 7.2.2:

1
Token 45 =Text; llek ,, (SIDjyr.rs TN 4 |15 Il Texct )

The form of the token, Tokenpgy, sent by B to 4, is:

ag

0(

N
b
al

N
sd

T
C4

T

If

7

In

Their inclusion is made optional so that one or both can be omitted in environments wheneysuch attad

and the approptiate key is used in step d).

Token g, =Texty llex,, (SIDfur.rsITN 4 IITN g |11 1| Texct )

14, in Tokenpgy are indeped

entifier, ently) optional.

DTE1  Distinguishing identifier Ip is included in Tokengp to prevent the reuse of Tokengp‘on entif

cur. The distinguishing identifiers, I4 and Ip, can also be omitted if unidirectional keys (see below) af
DTE 2 If the required TNy were to be omitted in Tokenpg, the two messages(of this mechanism
bound together in any way, other than implicitly by timeliness. The mechanism no longer achiev|
thentication.

DTE 3 Textl cannot be reliably authenticated if A reuses TNy4. A should\thus always use a unique TN
ssion.

he choice of using either time stamps or sequence nuwnbers in this mechanism depend
pabilities of the claimant and the verifier as well as on:the environment.

he following is a description of Mechanism MUT.TS s—Two-pass authentication:
A generates and sends Tokengp to B.

On receipt of the message containing.Tokengp, B verifies Tokenap by decrypting the e
part in the authenticated mode and(by checking the SID. Next, B checks the correctne
distinguishing identifier Ip, if present, as well as the time stamp or the sequence number.

B generates and sends Tokengy 10 A.

On receipt of the message“containing Tokenpy, A verifies Tokenpq by decrypting the e
part in the authenticated mode and by checking the SID. Next, A checks the correctne
distinguishing identifier 14, if present, as well as the time stamp or the sequence numb
verifies that the reeeived TNy is identical to the one sent in Tokengp.

unidirectionalkeys are used, then the key K4p in Tokenpy is replaced by the unidirectional

3.3 Mechanism MUT.CR — Three-pass authentication

this authentication mechanism, uniqueness/timeliness is controlled by generating and

iguishing

y A by an

versary masquerading as entity B. For similar reasons, the distinguishing identifier I4 is' present im Tokenpg.

ks cannot
e used.

lvould not
ps mutual

4 in every

s on the

hcrypted
ss of the

hcrypted
ss of the
br. A also

key Kpa,

checking

Ira

ndonms niebhare (can ICA/IEC Q70Q 1:92010 Annasy P
IO

TTOUTT Tt CTr o (OCCToOYU/ T T U TU, T Cx Dys

The authentication mechanism is illustrated in Figure 4.

©

(a) Rg || Text,

A

v

(¢) A (b) Token,g B (c)

A

(d) Tokeng,

Figure 4 — Mechanism MUT.CR — Three-pass authentication
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The tokens are of the following form:

Toke

Toke

The inclu

NOTE

1
n g =Textzlleg,, (SIDMur.cr IR 1R 1115 I Text,

sion of the distinguishing identifier I in Tokenyp is optional.

Dictinaniching idantifior To ic includad in Tolon tonravant tha ranca of Tol-op en-entitvA-byvan
geeRHHerrpiserdaeath—ro1eR VeRtttRe-—eus +—1OECRAR-OH—Eeht By—

adversary

can be onpitted in environments where such attacks cannot occur. The distinguishing identifier, I, can-also

omitted if

The follo

Tyt ¥ Rk

AD 9 P* ey
masquerading as entity B. The inclusion of the distinguishing identifier /g is made optional so that

unidirectional keys (see below) are used.

ving is a description of Mechanism MUT.CR — Three-pass authentication:

a) B geIerates arandom number, Rp, and sends it and, optionally, a text field Text; toA:

b) Age
c) On
part

disti
with

d) B generates and sends Tokenpg to A.

e) Onr

sent

If unidirg

and the gppropriate key is used in step e).

8 Mec

8.1 Ge

erates a random number, R4, and generates and sends Tokengp to B.

eceipt of the message containing Tokengp, B verifies Tokenap by-decCrypting the encrypts

hguishing identifier, I, if present, and that the random number, Rp, sent to A in step a), agre
the random number contained in Tokengp.

to B in step b), agrees with the random numben contained in Tokenp4.

ctional keys are used, then the key K4p in*Tokenpy is replaced by the unidirectional key Kz

hanisms involving an on-line trusted third party

neral

prior to

with whi
one of th
the mech

The autiintication mechanjsis in Clause 8 do not make use of a secret key shared by the two entiti

NOTE
bidirectio

e authentication‘process. They do, however, make use of a trusted third party (denoted by
h the entitiesA\and B each share a secret key, K4p and Kpp, respectively. In both mechanisn
e entities requests a key K4p from the trusted third party. This is followed by an adaptation
anisms deseribed in 7.3.2 and 7.3.3, respectively.

If unidirectional keys are used, requirement h) in Clause 6 is automatically satisfied. However,
halkeys are used, this requirement can be enforced through policy rules external to the mechanism itse

in the authenticated mode and by checking the SID. Next, B checks the correctness of the

bceipt of the message containing Tokenpy, A verifies, Tokenpy by decrypting the encrypted pafrt
in thle authenticated mode and by checking the SID:Next, A checks that the random number, R

it
he

ed

S

A)

b
P)
S,
of

if
If.

As described below, certain passes may be omitted from each mechanism 1f only unilateral
authentication is required.

All text fields specified in the following mechanisms are available for use in applications outside the
scope of this document (they can be empty). Their relationship and contents depend on the specific
application. See Annex B for information on the use of text fields.

8.2 Mechanism TP.TS — Four-pass authentication

The auth

entication mechanism is illustrated in Figure 5.
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P
A
(@) TVP, || I || Text,
(b) Tokenp,
(d) Token,g

(c) - > 5 (e

A <
(9) () Tokeng,

Figure 5 — Mechanism TP.TS — Four-pass authentication

ne form of the token, Tokenpy, sent by P to 4, is:

Token py =Texty lle ,, (SIDtprs ITVP4 IK ag | 15 | Texts Jliex,, (SIDFprs 1TN 11K 45 11

he form of the token, Tokengp, sent by A to B, is:

Token 45 =Text llek, SIDFp.1s 1 TNp 1K 45 1l L WTexty Jlley, (SIDFps TN 4 Il Texcts )

he form of the token, Tokenpy, sent by B to 4, is:

TOkenBA :TeXt8 ||eKAB (SID'ZI%PTS ||TNB ||TeXt7)

he choice of using either time(stamps or sequence numbers in this mechanism depend
pabilities of the entities involved as well as on the environment.

he use of the time variantparameter TVPy in steps a) to c) of Figure 5, as specified below, is s
fferent from its normal-use. It allows A to associate the response message b) with the
quest a). The important property of the time variant parameter here is its non-repeatabilit)
e possible reuse,of.a’previously used Tokenpy.

DTE Thefimeé variant parameter TVP4 can be a random number. However, unlike the random
ed in certaip~of the mechanisms in this document, it is not necessary that TVP4 be unpredictable
rty, and.anon-repeating counter value would be equally appropriate.

he following is a description of Mechanism TP.TS — Four-pass authentication:

" ||Text2)

s on the

bmewhat
message
U to limit

numbers
to a third

©

A + A3 H + 4+ Tl D A | da it 1 sila 21 diats -, g |
A gCIICT AtTS atTIIC vdal idiit pdr alirctcl 1 v T 4, dITU STITUS T, dTUTT g WITI T UTC UTS HTIITg U TS ITITE TUT

and, optionally, a text field, Text1, to the trusted third party, P.

tifier, Ip,

The trusted third party, P, generates a random key, K45, and generates and sends Tokenpg to A.

On receipt of the message containing Tokenpy, A verifies Tokenpy by decrypting the data encrypted
under Kzp in the authenticated mode and by checking the SID. Next, A checks the correctness of the
distinguishing identifier, I, and that the time variant parameter, sent to P in step a), agrees with

the time variant parameter contained in Tokenpy. In addition, A retrieves the secret authe

ntication

key Kap. A then extracts ey, (SID%P.TS ITNp ||K 45 1114 ||Text2) from Tokenps and uses it to

construct Tokengp.
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d) A generates and sends Tokengp to B.

e)

f)
g)

Steps f) gnd g) may be omitted if only unilateral authentication of A to B is required.

8.3 Me¢chanism TP.CR — Five-pass authentication

In this mutual authentication mechanism, uniqueness/timeliness is controlled” by using random
numbers|(see ISO/IEC 9798-1:2010, Annex B). The authentication mechanism is.ilustrated in Figure 6.

The forn of the token, Tokenp), sent by P to 4, is:

The forn of the token, Tokengp, sent by A to B, is:

On receipt of the message containing Tokenyp, B verifies Tokensp by decrypting the encrypted
parts in the authenticated mode and by checking the SID. Next, B checks the correctness of the
distinguishing identifier I4 as well as the time stamp(s) or the sequence number(s). In addition, B
retrieves the secret authentication key Kgp.

B generates and sends Tokenpg to A.

encrypted
2wt 11 e

On receipt of the message containing Tokenpg, A verifies Tokengg by decrypting the
part pr-the-authenticated-mode by-echeekingthe A eircheekins-the-correcthe
stan]p or the sequence number.

P
A
() Ry || Ry I || Text, (c) Token,
(@ Rg || Text,
g «
(d) . ) (f)
(h) A g (e) Token,

(g) Tokeng,

Figure 6 —Mechanism TP.CR — Five-pass authentication

Token py =Texts ey, (SIDTp.cr I1R4 11K 45 1|15 1 Texty Jllex, (SIDFp.cr IIRg 1K 45 1114 1| Texts)

Tokdn zn =Text- |le,. {CIDE.‘ o IRAIUK oI, IIprfﬁ\Hlp, (Cmén o IRV IR Text \
AD 7TTRBp TT.CR T D T AD T A T NAB TE.CR T A D1t G/

9

The form of the token, Tokenpgy, sent by B to 4, is:

Token g, =Textglle,, (SIDp.cr IR} [ Textg )

The following is a description of Mechanism TP.CR — Five-pass authentication:

a)
b)

10

B generates a random number, Rp, and sends it and, optionally, a text field, Textq, to A.

A generates arandom number, R4, and sends it, the random number, Rp, the distinguishing identifier,
I, and, optionally, a text field, Textp, to the trusted third party, P.

© ISO/IEC 2019 - All rights reserved


https://standardsiso.com/api/?name=a905891b647c16d3fdd2bafceb6df624

ISO/IEC 9798-2:2019(E)

c) The trusted third party, P, generates a random key, K4p, and generates and sends Tokenpg to A.

d) On receipt of the message containing Tokenpy, A verifies Tokenpy by decrypting the data encrypted
under K4p in the authenticated mode and by checking the SID. Next, A checks the correctness of the
distinguishing identifier, Ip, and that the random number Ry, sent to P in step b), agrees with the
random number contained in Tokenpy. In addition, A retrieves the secret authentication key, K4p. A

then extracts ey, (SID%P_CR [IRg 1K 45 1141l Text3) from Tokenpy and uses it to construct Tokengp.

e) A generates a second random number, R4, and generates and sends Tokenyp to B.

f)] On receipt of the message containing lokenap, B verities Tokengp by decrypting the ehcrypted
parts in the authenticated mode and by checking the SID. Next, B checks the correcthgss of the
distinguishing identifier, /4, and that the random number, Rp, sent to 4 in step a), agrees With both
copies contained in Tokengp. In addition, B retrieves the secret authentication key) K4 p.

g] B generates and sends Tokenp4 to A.

h] On receipt of the message containing Tokenpg, A verifies Tokenpy by deerypting the encrypted part
in the authenticated mode and by checking the SID. Next, A checksthat the random numnber, R,
sent to B in step €), agrees with the random number contained in Tokenp,.

Stleps g) and h) may be omitted if only unilateral authentication of A\to B is required.
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Annex A
(normative)

Object Identifiers

Annex A

efines Object Identifiers for the mechanisms specified in this document.

A.1 Formal definition

EntityAuthenticationMechanisms-2 {

isofl) standard(0) e-auth-mechanisms (9798) part2(2)
hsnl-module (0) object-identifiers(0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN
-—- EXPQRTS All; --
-—- IMPQRTS None; --
OID - OBJECT IDENTIFIER -- alias
-— Syn¢nyms —-
18979812 OID ::= { 1so(l) standard(0) e-auth=mechanisms (9798)

mechanism OID ::= { 1s9798-2 mechanisms-2019 (2) }

/*

Unilate¢ral and mutual entity authentildation mechanisms not involving a

trusted third party
*/
nottp-mechanism OID ::= { mechahism nottp(l) }

nottp-@ini-mechanism OID ::= { “Wottp-mechanism uni (1)
nottp-thut-mechanism OID ::=\{ nottp-mechanism mut (2)

uni-ts|OID ::= { nottp-uniymechanism 1 }
uni-cr|OID ::= { nottp-tni-mechanism 2 }
mut-ts|OID ::= { nottp-mut-mechanism 1 }
mut-cr|OID ::= { nottp-mut-mechanism 2 }

-- Mutthal entitWw
party -

ttp-me¢hanism OID ::=
ttp—-mut- QID ::=
ttp-mut<€2, OID

{ mechanism ttp(2) }
{ ttp-mechanism 1 }
{ ttp-mechanism 2 }

part2 (2)

}
}

authentication mechanisms involving a trusted third

}

END -- EntityAuthenticationMechanisms-2 --

A.2 Use of subsequent object identifiers

Each of the entity authentication mechanisms uses a symmetric authenticated encryption technique.
Therefore, the entity authentication mechanism object identifier may be followed by an object identifier
specifying the encryption technique used, for example an identifier for one of the mechanisms specified
in ISO/IEC 19772 and any associated parameters (e.g. the block cipher encryption mechanism identifier,

the block cipher mode of operation and/or MAC algorithm as further specified in ISO/IEC 19772).

12
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