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Foreword

ISO/IEC TR 13335-1:1996(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members
of ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work.

In th
JTC

The
circu
follo

e field of information technology, ISO and IEC have established a joint technical committee}’}
1.

main task of technical committees is to prepare International Standards, -but in exc
mstances a technical committee may propose the publication of a Technical,'Réport of on
wing types:

—type 1, when the required support cannot be obtained for the publication of an International
Standard, despite repeated efforts;

— type 2, when the subject is still under technical development 6t where for any other reason t
the future but not immediate possibility of an agreement on-an International Standard;

— type 3, when a technical committee has collected data-of a different kind from that which is
normally published as an International Standard (“state of the art”, for example).

Technical reports of types 1 and 2 are subject to reviéew within three years of publication, to decide wj
can be transformed into International Standards. Technical reports of type 3 do not necessarily have to

they
be r¢

ISO
ISO

ISO
Guid

bviewed until the data they provide are considered to be no longer valid or useful.

SO/IEC

eptional
e of the

here is

hether

IEC TR 13335, which is a Technical Réport of type 3, was prepared by Joint Technical Commitfee

IEC JTC 1, Information technology; Subcommittee 27, IT Security techniques.

IEC TR 13335 consists of the folowing parts, under the general title Information technology —
lelines for the management of IT Security:

— Part 1: Conceépts and models for IT Security
— Part 2: Managing and planning IT Security
— Part 3. Techniques for the management of IT Security

Additional parts may be added to this Technical Report in the future.

iii


https://standardsiso.com/api/?name=9539ac8a5247173758dec74d3bcee424

ISO/IEC TR 13335-1:1996(E)

Introduction

The purpose of this Technical Report (ISO/IEC TR 13335) is to provide guidance, not solutions, on

management aspects of IT security. Those individuals within an organization that are responsible for IT
security should be able to adapt the material in this report to meet their specific needs. The main objectives
of this Technical Report are:

ISO/IEC TR 13335 is organized into multiple parts. Part 1 provides an overview of the fundameéntal con
and modlels used to describe the management of IT security. This material is suitable for managers
responsjble for IT security and for those who are responsible for an organization's overall,security
progranmyme.

Part2 d

Part 3 d

Further pparts may be added to address specific topicswas required.

iv

to define and describe the concepts associated with the management of IT security,

© ISO/IEC

to identify the relationships between the management of IT security and management of IT in general,

topresent severat modets whichcamrbeused toexptamm It security; amd——————————————)

to provide general guidance on the management of IT security.

T managers who are responsible for overseeing the design, implementation, testing, procuremen

pperation of IT systems, or
managers who are responsible for activities that make substaftial use of IT systems.

escribes management and planning aspects. It is relevant to managers with responsibilities relatin
an organization’s IT systems. They may be:

Cepts

g to

[, or

escribes security techniques appropriate for use by those involved with management activities during
a projedtt life-cycle, such as planning, designing, implementing, testing, acquisition or operations.
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Information technology — Guidelines for the management of IT Security —

Part 1:
Concepts and models for IT Security

1. Scope
ISO/IEC TR 13335 contains guidance on the management of IT security. Part 1 of ISO/IEC TR 13335
presents-the basic management concepts and models which are essential for an introduction into the
manpgement of IT security. These concepts and models are further discussed and developed in theremaining
parts to provide more detailed guidance. Together these parts can be used to help identify and manage all
aspegts of IT security. Part 1 is necessary for a complete understanding of the subsequent parts.of ISQ/IEC
TR 13335.

2. Reference
ISO|7498-2:1989, Information processing systems - Open Systems Interconnection - Basic Reference Model
- Payt 2: Security Architecture.
3. Definitions

The|following definitions are used in the three parts of ISO/IEC TR 13335.

3.1 accountability: the property that ensures that the'actions of an entity may be traced uniquely fo the
entify (ISO 7498-2: 1989).

3.2 | asset: anything that has value to the organization.

3.3 | authenticity: the property that ensures that the identity of a subject or resource is the one claimed.
Authenticity applies to entities such as.users, processes, systems and information.

3.4 | availability: the property:of being accessible and usable upon demand by an authorized entity (ISO
7498-2: 1989).

3.5| baseline contrels:’a minimum set of safeguards established for a system or organization.

3.6 | confidentiality: the property that information is not made available or disclosed to unauthoriged
indiyiduals, entities, or processes (ISO 7498-2: 1989).

3.7| data integrity: the property that data has not been altered or destroyed in an unauthorized mgnner
(IS() 7498-2: 1989).

3.8 impact: the result of an unwanted incident.
3.9 integrity: see data integrity and system integrity.

3.10 IT security: all aspects related to defining, achieving, and maintaining confidentiality, integrity,
availability, accountability, authenticity, and reliability.
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3.11 IT security policy: rules, directives and practices that govern how assets, including sensitive
information, are managed, protected and distributed within an organization and its IT systems.

3.12 reliability: the property of consistent intended behaviour and results.
3.13 residual risk: the risk that remains after safeguards have been implemented.

3.14 risk: the potential that a given threat will exploit vulnerabilities of an asset or group of assets to
cause loss or damage to the assets.

3.15 risk analysis: the process of identifying security risks, determining their magnitude, and identifying
areas negding safeguards.

isk management: the total process of identifying, controlling, and eliminating or mihimizing
events that may affect IT system resources.

3.17 gafeguard: a practice, procedure or mechanism that reduces risk.

3.18 gystem integrity: the property that a system performs its intended function in an unimpaired mariner,
free fromn deliberate or accidental unauthorized manipulation of the system.

3.19 threat: a potential cause of an unwanted incident which may result in harm to a system or
organization.

3.20 yulnerability: includes a weakness of an asset or group of assets which can be exploited by a thrgat.

4. Structure

This patt of ISO/IEC TR 13335 is structured as:follows: Clause 5 outlines the aim of this report and Clayse 6
provide$ information on the background requirements for the management of IT security. Clause 7 presgnts
a genergl overview of the concepts and models for IT security, and Clause 8 examines the elements of I'
security} Clause 9 discusses the processes used for the management of IT security, and Clause 10 presents a
general discussion of several models that are useful in understanding the concepts presented in this repof
Finally,|Part 1 is summarized if Clause 11.

-

5. Aim

ISO/IECQ TR 13335'is intended for a variety of audiences. The aim of Part 1 is to describe the various topics
within the management of IT security and to provide a brief introduction to basic IT security concepts and
models.
suitablelforsenio managers-within-an-organization-who-are nsible for secy and give 3
to IT security for others interested in the remaining parts of the report. Parts 2 and 3 provide more
comprehensive information and material suitable for individuals who are directly responsible for the
implementation and monitoring of IT security. This is based on the concepts and models presented in Part 1.

tion

It is not the intent of this report to suggest a particular management approach to IT security. Instead the
report begins with a general discussion of useful concepts and models and ends with a discussion of specific
techniques and tools that are available for the management of IT security. This material is general and
applicable to many different styles of management and organizational environments. This report is organized
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in a manner which allows the tailoring of the material to meet the needs of an organization and its specific
management style.

6. Background

Government and commercial organizations rely heavily on the use of information to conduct their business
activities. Loss of confidentiality, integrity, availability, accountability, authenticity and reliability of
information and services can have an adverse impact on organizations. Consequently, there is a critical need
to p%(])tect information and to manage the security of information technology (11) systems within

organizations. This requirement to protect information is particularly important in today's enviroament
becquse many organizations are internally and externally connected by networks of IT systems:

IT s¢curity management is a process used to achieve and maintain appropriate levels of cenfidentialify,
integrity, availability, accountability, authenticity and reliability. IT security management functions include:

determining organizational IT security objectives, strategies and policies,
determining organizational IT security requirements,

identifying and analyzing security threats to IT assets within the organization,
identifying and analyzing risks,

specifying appropriate safeguards,

monitoring the implementation and operation of safeguards that are necessary in order to cost
effectively protect the information and services withintlie organization,
developing and implementing a security awareness programme, and
detecting and reacting to incidents.

In ofder to fulfil these management responsibilitiesfor IT systems, security must be an integral part ¢f an
orggnization's overall management plan. As a result, several of the security topics addressed in this r¢port
hav¢ broader management implications. This.teport will not attempt to focus on the broad managem¢nt

issugs, but rather on the security aspects of the topics and how they are related to management in general.

7. Concepts for the Management of IT Security

The|adoption of the concepts that follow needs to take into account the culture and the environment jn which
the prganization operates, as these may have a significant effect on the overall approach to security. In
addijtion, they can haveZan impact on those that are responsible for the protection of specific parts of the
orggnization. In some’/instances the government is considered to be responsible and discharges this
respjonsibility by.the enactment and enforcement of laws. In other instances it is the owner or managgr who is
congidered responsible. This issue may have a considerable influence on the approach adopted.

7.1| ~Approach

A systematic approach is necessary for the identification of requirements for IT security within an
organization. This also is true for the implementation of IT security, and its ongoing administration. This
process is referred to as the management of IT security and includes the following activities:

development of an IT security policy,

identifying roles and responsibilities within the organization,

risk management, involving the identification and assessment of:
- assets to be protected,
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- threats,
- vulnerabilities,
- impacts,
- risks,
- safeguards,
- residual risks, and
- constraints,
configuration management,
change management,
ontingency planning and disaster recovery planning,
afeguard selection and implementation,
ecurity awareness, and
ollow up, including:
- maintenance,
- security audit,
- monitoring,
- review, and
- incident handling.

7.2 Objectives, Strategies and Policies

Corporate security objectives, strategies and policies (see Figure 1) neéd to be formulated as a basis for
effectivg IT security in an organization. They support the businessof the organization and together they
ensure gonsistency between all safeguards. The objectives identify what shall be achieved, strategies identify
how to gchieve these objectives, and the policies identify what'needs to be done.

Objectiyes, strategies and policies may be developed hierarchically from the corporate to the operational
level of the organization. They should reflect organjzational requirements and take into account any
organizgtional constraints, and they should ensure'that consistency is maintained at each level and
throughout all levels. Security is the responsibility of all levels of management within the organization and
occurs ih all phases of a systems life cycle. The objectives, strategies and policies should be maintained 4nd
updated|based on the results of periodicsecurity reviews (e.g., risk analysis, security audits) and changes|in
businesg objectives.

[

The corporate security policy@ssentially comprises the security principles and directives for the
organizgtion as a whole. Corporate security policies must reflect the broader corporate policies, including
those that address individualrights, legal requirements and standards.

The corporate IT security policy must reflect the essential security principles and directives applicable fto
the corpprate security policy, and the general use of IT systems within the organization.

An IT systém security policy must reflect the security principles and directives contained within the
corporafe IT security policy. It should also contain details of the particular security requirements and
safeguards to be implemented and how to use them correctly to ensure adequate security. In all cases it is
important that the approach taken is effective in relation to the business needs of the organization.
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Corporate
Objectives - Strategy - Policy

v U

|
Corporate Financial \
Objectives - Strategy - Policy I
1

Corporate Security
Objectives - Strategy - Policy

Y v o

Corporate IT Security
Objectives - Strategy - Policy

1
Corporate Personnel Security :
Objectives - Strategy ~ Policy !

]

v v

IT System Security (1) IT System Security (n)
Objectives - Strategy - Policy Objectives - Strategy - Policy

Figure 1: Hierarchy of Objectives, Strategies and Policies

IT system security objectives, strategiessand policies represent what is expected from the IT system ip terms
of s¢curity. They are normally expressed using a natural language, but there may be a requirement to|express
therh in a more formal way using some mathematical language. They should address IT security congerns,

such as:

confidentiality,
integrity,
availability;
accountability,
authenticCity, and
reliability.

The dbjectives, strategies and policies will establish the level of security for the organization, the thrgshold
for risk acceptance, and the organization's contingency requirements.

8. Security Elements

The following sub-clauses describe at a high level the major elements that are involved in the security
management process. Each of the elements is introduced, and the major contributing factors identified. More
detailed descriptions and discussions of these elements and their relationships are contained in other parts of
this report.
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8.1 Assets

The proper management of assets is vital to the success of the organization, and is a major responsibility of
all management levels. The assets of an organization include:

physical assets (e.g., computer hardware, communications facilities, buildings),
information / data (e.g., documents, databases),
software,

¢ - . .
pFople, and
intangibles (e.g., goodwill, image).

Most or all of these assets may be considered valuable enough to warrant some degree of protection. An
assessmgnt of the risks being accepted is necessary if the assets are not protected.

From a security perspective, it is not possible to implement and maintain a successfulsecurity programmg¢ if
the assetp of the organization are not identified. In many situations, the process of identifying assets and
assigning a value can be accomplished at a very high level and may not require.a costly, detailed, and tim
consumihg analysis. The level of detail for this analysis must be measured in-terms of time and cost versy
the valug of the assets. In any case, the level of detail should be determined-on the basis of the security
objectivgs. In many cases, it is helpful to group assets.

19"

2]

Asset attributes to be considered include their value and/or sensitivity, and any inherent safeguards. The
protection requirements of assets are influenced by their vulnerabilities in the presence of particular threats.
If these gspects are apparent to the asset owner, they should be'captured at this stage. The environments ahd
cultures the organization operates in may affect assets and their attributes. For example, some cultures
consider(the protection of personal information as very, important while others give a lower significance tp
this issu¢. These environmental and cultural variations can be significant for international organizations and
their use|of IT systems across international boundaries.

8.2 Threats

j=a

Assets afe subject to many kinds of threats. A threat has the potential to cause an unwanted incident whic|
may resylt in harm to a system or Organization and its assets. This harm can occur from a direct or indired
attack or] the information being handled by an IT system or service, e.g., its unauthorized destruction,
disclosute, modification, corruption, and unavailability or loss. A threat needs to.exploit an existing
vulnerabijlity of the asset imrorder to successfully cause harm to the asset. Threats may be of natural or huan
origin arld can be accidental or deliberate. Both accidental and deliberate threats should be identified and
their lev¢l and likelihood assessed.

—
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Examples of threats are:

ISO/IEC TR 13335-1:1996(E)

Human Environmental

Deliberate Accidental

Eavesdropping Errors and omissions Earthquake

Information modification File deletion Lightning

SystenT hacking IncorrectTouting Fioods

Malicious code Physical accidents Fire

Theft
Statfstical data is available concerning many types of environmental threats. This data should be pbtained
and jused by an organization during the threat assessment process. Threats may.impact specific parts of an
orgdnization, for example the disruption to personal computers. Some threats may be genergl to the

surr

The

vl

punding environment in a particular location in which a system or organization exists, for

of the destruction of an asset.

The

Suc

amount of harm caused by a threat can vary widely for €ach occurrence. For example:

a software virus may cause different amounts.oftharm depending on its actions, and
earthquakes in a particular location may havie different strengths on each occasion.

h threats frequently have a measure of severity associated with them. For example:

a virus may be described as destiuctive or non destructive, and
the strength of an earthquake hiay be described in terms of the Richter Scale.

example

age to buildings from hurricanes or lightning. A threat may arise~ffom within the organization, for
ple sabotage by an employee or from outside, for example malic¢ious hacking or industrial egpionage.
harm caused by the unwanted incident may be of a temporary nature or may be permanent as in| the case

Sonpe threats may affect moresthan one asset. In such cases they may cause different impacts depepding on

whi

locd

imp
cau

ch assets are affected. For-example, a software virus on a single personal computer may have a |

se. If the harm.cauised by the threat is consistent, a generic approach can be taken. However, if

varies widely, adnote specific approach for each threat occurrence is appropriate.

Thr

bats have“characteristics which provide useful information about the threat itself. Examples

infgrmation include:

mited or

lized impact. Howeyer, the same software virus on a network based file server may have widespread
act. Other threats, orthe same threat in a different location, may be consistent in the amount of harm they

the harm

of such

source, 1.e., insider vs. outsider,

motivation, e.g. financial gain, competitive advantage,
frequency of occurrence, and

threat severity.

The environments and cultures in which the organization is situated can have a significant bearing and
influence on how the threats to the organization are dealt with. In extreme cases, some threats may not be
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considered harmful in some cultures. Aspects of environment and culture must be considered when
addressing threats.

8.3 Vulnerabilities

Vulnerabilities associated with assets include weaknesses in physical layout, organization, procedures,
personnel, management, administration, hardware, software or information. They may be exploited by a
threat that may cause harm to the IT system or business objectives. A vulnerability in itself does not cause
harm; a vulnerability is merely a condition or set of conditions that may allow a threat to affect an asset.
Vulnerapilities arising from different sources need to be considered, for example those intrinsic to the-asset.
Vulnerapilities may remain unless the asset itself changes such that the vulnerability no longer applies-

Vulnerapilities include weaknesses in a system that can be exploited and may lead/te undesitable
consequgnces. They are opportunities which may allow a threat to cause harm. For example, the lack qf an
access cpntrol mechanism is a vulnerability which could allow the threat of an intrusion 16 occur and agsets
to be lopt. Within a specific system or organization not all vulnerabilities will be/susceptible to a tﬁeat.
Vulnerapilities which have a corresponding threat are of immediate concern. However, as the environient
can chamge dynamically, all vulnerabilities should be monitored to identify these-that have become exppsed
to old of new threats.

Vulnerapility analysis is the examination of weaknesses which may be_exploited by identified threats. [This
analysis|must take into account the environment and existing safeguards. The vulnerability of a parti¢ular
system Qr asset to a threat is a statement of the ease with which the)system or asset may be harmed.

8.4 Impact
Impact 1s the consequence of an unwanted incident, causéd either deliberately or accidentally, which affects
the assefs. The consequences could be the destruction, 0f certain assets, damage to the IT system, and logs of
confidentiality, integrity, availability, accountability, authenticity or reliability. Possible indjirect
consequences include financial losses, and the loss of market share or company image. The measurement of
impacts|permits a balance to be made between the results of an unwanted incident and the cost of the
safeguailds to protect against the unwanted-incident. The frequency of occurrence of an unwanted incident
needs tq be taken into account. This is particularly important when the amount of harm caused by pach
occurrerjce is low but where the aggregate effect of many incidents over time may be harmful. | The
assessmgnt of impacts is an important element in the assessment of risks and the selection of safeguards.

Quantitdtive and qualitative measurements of impact can be achieved in a number of ways, such as:
establishing the)financial cost,

assigning an<mpirical scale of severity, e.g., 1 through 10, and
the use of adjectives selected from a predefined list, e.g., low, medium, high.

8.5 Risk

Risk is the potential that a given threat will exploit vulnerabilities to cause loss or damage to an asset or
group of assets, and hence directly or indirectly to the organization. Single or multiple threats may exploit
single or multiple vulnerabilities.

A risk scenario describes how a particular threat or group of threats may exploit a particular vulnerability or
group of vulnerabilities exposing assets to harm. The risk is characterized by a combination of two factors,
the probability of the unwanted incident occurring and its impact. Any change to assets, threats,
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vulnerabilities and safeguards may have significant effects on risks. Early detection or knowledge of changes
in the environment or system increases the opportunity for appropriate actions to be taken to reduce the risk.

8.6 Safeguards

Safeguards are practices, procedures or mechanisms which may protect against a threat, reduce a
vulnerability, limit the impact of an unwanted incident, detect unwanted incidents and facilitate recovery.
Effective security usually requires a combination of different safeguards to provide layers of security for
assets. For example, access control mechanisms applied to computers should be supported by audit controls,
persltnnel procedures, training and physical security. Some safeguards may exist already as paft of the
environment, or as an inherent aspect of assets, or may be already in place in the system or organizat{on.

Safgguards may be considered to perform one or more of the following functions: detection, deterrence,
prevention, limitation, correction, recovery, monitoring, and awareness. An apptopriate selection of
safepuards is essential for a properly implemented security programme. Many safeguards can serve|multiple
fundtions. It is often more cost effective to select safeguards that will satisfy) multiple function}s. Some
examples of areas where safeguards can be used include:

physical environment,

technical environment (hardware, software and communicatiens),
personnel, and

administration.

Secyrrity awareness is a safeguard and is relevant to the personnel area. However, due to its importange it will
be discussed in Clause 9.6. The environments and cultures the organization operates in may have g bearing
on the safeguards selected and on the security awareness of the organization. Certain safeguards send a
stropg and clear message with regard to the organization's attitude towards security. In this reggrd, it is
impprtant to select safeguards which are not g¢ffensive to the culture and/or the society the organization
opefates in.

Examples of safeguards are:

network firewalls,

network monitoring and analysis,
encryption for confidentiality,
digital signatures,

anti virus software,

back-up eopies of information,
reserve power supplies, and
access ‘control mechanisms.

8.7 Residual Risk

Risks are usually only mitigated partially by safeguards. A partial mitigation is all that is usually possible to
achieve, and the more that is to be achieved the greater the cost. This implies that there are usually residual
risks. Part of judging whether the security is appropriate to the needs of the organization is the acceptance of
the residual risk. This process is known as risk acceptance.

Management should be made aware of all residual risks in terms of impact and the likelihood of an event
occurring. The decision to accept residual risks must be taken by those who are in a position to accept the
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consequences of the impact of unwanted incidents occurring and who can authorize the implementation of
additional safeguards if the residual risk levels are not acceptable.

8.8 Constraints

Constraints are normally set or recognised by the organization's management and influenced by the
environments within which the organization operates. Some examples of constraints to be considered are:

nrg;mi zational_
inancial,
nvironmental,
ersonnel,
ime,
egal,
echnical, and
ultural/social.

All thesg factors must be considered when selecting and implementing safeguatds. Periodically, existing|{and
new constraints must be reviewed and any changes identified. It should also be noted that constraints|can
change with time, geography, and social evolution, as well as organizatienal culture. The environment|and

culture the organization operates in can have a bearing on several security elements, especially threats, rjsks,
and safeguards.

9. rocesses for the Management of IT Security

The management of IT security is an ongoing process” consisting of a number of other processes. Spme
processes such as configuration management and change management have applicability to disciplines dther
than secprity. One process that experience has shown to be very useful in the management of IT security is
risk management and its sub-process of risk analysis. Several aspects of the management of IT security,

including risk management, risk analysis, change management, and configuration management, are showjn in
Figure 2

9.1 Configuration Management

Configuration managementis-the process of keeping track of changes to the system and can be done fornjally
or inforrally. The primary security goal of configuration management is to ensure that changes to the sygtem
do not rgduce the effectiveness of safeguards and the overall security of the organization.

The secyrity goalof configuration management is to know what changes have occurred, not to use secyirity
as a megns of preventing changes to IT systems. In some cases, there may be reasons for making chapges
which willreduce security. In these situations, the decrease in security should be assessed and a managerpent
decision made which i based on all relevant factors. In other words, changes to a system must adequately
address security concerns. Another goal of configuration management is to ensure that changes to the system
are reflected in other documents, such as disaster recovery and contingency plans. If the change is a major
one it may be necessary to analyse some or all of the system safeguards again.

10
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Management of
IT Security

| Change Management

Configuration Management

Risk Management

[ Monitoring
| security Awareness

Risk Analysis

Figure 2: Aspects of the Management of IT Security

9.2 Change Management

Charjge management is the process used to help identify new security requirements when IT systems (changes
occuf.

IT systems and the environment in which they operate are constantly changing. These changes are a result of
the gvailability of new IT features and services, or the discovery of new threats and vulnerabilities. Changes
to IT| systems include:

new procedures,

new features,

software updates,

hardware(revisions,

new<sers to include external groups or anonymous groups, and
additional networking and interconnection.

When 2 g
change will have on the security of the system. If the system has a configuration control board or other
organizational structure to manage technical system changes, the IT security officer should be assigned to the
board and be given the responsibility to make decisions about whether the change will impact security, and if
so how. For major changes that involve the purchase of new hardware, software or services an analysis will
be required to determine the new security requirements. On the other hand, many changes made to systems
are minor in nature and do not require the extensive analysis that is needed for major changes. For both types
of changes, a risk assessment that considers the benefits and costs should be made. For minor changes, this

hange to an em Q or is planned. it is important to determine what_if anv_imipact the
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can be performed informally at meetings, but the results and the management decisions should be
documented.

9.3 Risk Management

Risk management activities are most effective if they occur throughout the system's life cycle. The risk
management process is itself a major cycle of activities. While the entire cycle can be followed for new
systems, in the case of legacy systems it can be initiated at any point in the system's life cycle. The strategy
may dictate that a review is carried out at certain points in a system’s life cycle or at predefined times.There
may be| follow up actions from a previous review, with the aim of checking on the progress of
implementation of safeguards. There may be a requirement to carry out risk management during, the-dejsign
and devglopment of systems, thus ensuring that security is designed and implemented at thé .most [cost
effectivg time. When significant changes in the system are planned, risk management $hould als¢ be
initiated| Clause 10, Figure 4, shows the elements involved in risk management.

Whatevgr risk management method or technique is used, it is important to provide 4’good balance between
minimiz|ng the time and resources spent in identifying and implementing safeguardswhile still ensuring|that
all systems are appropriately protected.

Risk mapagement is the process of comparing assessed risks with the benéfits and/or costs of safeguards,|and
deriving(an implementation strategy and system security policy congistént with the corporate IT secyrity
policy and business objectives. Different types of safeguards should be considered and a cost and/or benefit
analysis [performed. The safeguards are selected in relation to ri$ks$ and the potential impacts. The lev¢l of
acceptablle residual risk must also be taken into account.

It should also be noted that safeguards themselves may. eontain vulnerabilities and thus result in new r{sks.
Thus cafe must be taken in selecting the appropriate safeguards not only to reduce the risks but also ndt to
introducg potential new risks.

The follpwing clauses provide additional detailsabout the risk management process.
9.4 Risk Analysis

Risk analysis identifies risks that fieed to be controlled or accepted. In the context of IT security, risk analysis
for IT systems involves the analysis of asset values, threats and vulnerabilities. Risks are assessed in ternjs of
potential impact that would ‘be caused by a breach of confidentiality, integrity, availability, accountability,
authenti¢ity or reliability-The result of a risk analysis review is a statement of the likely risks to assets.

Risk anglysis is part<of risk management and can be accomplished without an unnecessary investment in
time and resources)by conducting an initial brief analysis on all systems. This will determine which systems
can be aflequately protected by a code of practice or baseline controls, and those systems which will bepefit
from a detdiled risk analysis review. A code of practice comprises a set of guidance and baseline confrols
which can=be used as a commonbasis—of asreemen and—best—practtee—to—meet—baselne——protection
requirements.

9.5 Accountability

Effective security requires accountability and the explicit assignment and acknowledgement of security
responsibilities. Responsibilities and accountabilities need to be assigned to asset owners, providers and
users of IT systems. Consequently, asset ownership and the associated security responsibilities, along with
auditing of security performance, is important to effective security.
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9.6 Security Awareness

Security awareness is an essential element for effective security. The lack of security awareness and poor
security practices by personnel within an organization can significantly reduce the effectiveness of
safeguards. Individuals within an organization are generally considered to be one of the weakest security
links. In order to ensure that an adequate level of security awareness exists within an organization it is
important to establish and maintain an effective security awareness programme. The aim of a security
awareness programme is to explain to the employees, partners and suppliers:

the security objectives, strategies and policies, and
the need for security and their associated roles and responsibilities.

In agldition the programme should be designed to motivate employees, partners, and suppliers, anfl ensure
acceptance of their responsibilities for security.

A spcurity awareness programme should be implemented at all levels in jthe “organization ffom top
manpgement to the individuals responsible for day to day activities. It will ofteh.be necessary to devglop and
deliyer different awareness material to people in different parts of an organization, and with differgnt roles
and [responsibilities. A comprehensive security awareness programme is\developed and delivered i stages.
Each stage builds upon the lessons of the previous, beginning with:- the concept of security and [working
thropigh to responsibilities for implementing and monitoring security.

Security awareness programmes within an organization include a variety of activities. One such agtivity is
the development and distribution of security awareness ‘material (e.g., posters, bulletins, pamphlets, or
briefings). The purpose of the material is to increase the general awareness of employees and corjtractors.
Anoiher activity is the presentation of courses which train specific employees on the proper |security

practices. Finally courses are required which provide education at a professional level in very|specific
security topics.

In s¢me cases it is effective to incorporate security messages into other training programmes. This approach
shoyld be considered in addition to, or-as an alternative to, stand alone security awareness programjmes. To
devglop a security awareness programme which blends with cultural and administrative requirements of a
given organization, the following aspects need to be considered:

needs analysis,

programme delivery,
monitoring, and
awarenessprogramme content.

9.7 Monitoring

The| usé, of safeguards should be monitored to ensure they function appropriately, that changgs in the
environment have not rendered them ineffective and that accountability is enforced. Automated reyiew and
analysis of system logs is an effective tool for helping to ensure the intended performance. These tools can
also be used to detect unwanted events, and their use may have a deterrent effect.

The effectiveness of security safeguards should be verified periodically. This is achieved by monitoring and
compliance checking to ensure that the safeguards are functioning, and being used, in the manner expected.
Many safeguards produce an output which should be checked for security significant events e.g., logs, alarm
reports. General system audit functions can provide useful information from a security perspective and can
be used in this regard.
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9.8 Contingency Plans and Disaster Recovery

Contingency plans contain information about how to operate a business when the support processes,
including IT systems, are degraded or unavailable. These plans should address the possible compounding of
a number of scenarios including:

various lengths of interruption,

loss of different types of facilities,

total loss of physical access to premises, and

the need to return to the state that would have existed if the disruption had not occurred.

Disaster| recovery plans describe how to restore to operation IT systems affected by an unwanted incidlent.
Disaster|recovery plans include:

criteria that constitute a disaster,

responsibility for activating the recovery plans,
responsibilities for various recovery activities, and
descriptions of recovery activities.

10. Models

It is recqgnized that many models exist for the management of I 'security. However, the models present¢d in
this part of ISO/IEC TR 13335 provide those concepts which. are necessary for an understanding of the IT
security [management issues. The following models are described:

security element relationships,
risk management relationships, and
the management of IT security process,

The confcepts introduced previously and the business objectives of the organization come together to form
plans, strategies and policies for the IT sécurity of the organization. The overriding aim is to ensure that an
organizdtion retains the ability to catry out its business with risks limited to an acceptable level. No secjirity
can be totally effective and it is irfiportant to plan for recovery from an unwanted incident and to structurg the
security [to limit the extent of the-damage.

Security] of IT systems~is”a multi-dimensional problem which can be viewed from different aspgcts.
Therefore, in order tg'determine and implement a global and consistent IT security strategy and policly an
organizgtion should;take into account all relevant aspects. Figure 3 shows how assets are potentially subject
to a nunpber of threats. This collection of threats changes constantly over time and is only partially knowa.

The mo<|161 represents:

an environment containing threats that change constantly and are only partially known,
the assets of an organization,
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Legend:
R  -risk,

S -safeguard,
T -threat,

RR - residual risk,

V - vulnerabilty.

Figure 3: Security Element Relationships

the vulnerabilities of those assets,

safeguards selected to protect assets and-to' reduce the consequences of the threats,
safeguards which modify risks, and

residual risks acceptable to the organization.

safeguards.

Fig
clari

y only:thé major relationships are shown.

hown in Figure 3, some safeguards may be effective in reducing the risks associated with
ts and/or multiple vulnerabilities. Sometimes several safeguards are required to reduce the residpal risks
acceptable level. In somecases, when the risk is considered acceptable, no safeguards are implgmented
if threats are present. In other cases, a vulnerability may exist, but there are no known threats t
bafeguards may be implemented to monitor the threat environment to ensure that no threats
h can exploit the vulnerability. Constraints, which are not shown in Figure 3, affect the selgction of

multiple

exploit
develop

e 4 illustrates the relationship between security elements often associated with risk managenient. For
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