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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The prog¢edures used to develop this document and those intended for its further maintenance ate
describefd in the [SO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
different types of ISO documents should be noted. This document was drafted in accordance. with the
editorialrules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentioh is drawn to the possibility that some of the elements of this document may be the subject pf
patent rights. ISO shall not be held responsible for identifying any or all such patentrights. Details pf
any patept rights identified during the development of the document will be in the Tntroduction and/¢r
on the IS0 list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the conveniénce of users and does n¢t
constitufe an endorsement.

For an ¢xplanation of the voluntary nature of standards, the-mganing of ISO specific terms and
expressipns related to conformity assessment, as well as infermation about ISO's adherence to the
World Tfade Organization (WTO) principles in the TechnicalyBarriers to Trade (TBT) see www.igo
.org/isofforeword.html.

This doqument was prepared by Technical Committee\ISO/TC 22, Road vehicles, Subcommittee SC 3[L,
Data communication.

Alist of 3ll parts in the ISO 20078 series can besfeund on the ISO website.

Any feedback or questions on this documentishould be directed to the user’s national standards body.|A
completg listing of these bodies can be found at www.iso.org/members.html.

iv © IS0 2019 - All rights reserved


https://www.iso.org/directives-and-policies.html
https://www.iso.org/iso-standards-and-patents.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/foreword-supplementary-information.html
https://www.iso.org/members.html
https://standardsiso.com/api/?name=48cdd9c30e6d66e5e1d6f192b603b3c8

TECHNICAL REPORT ISO/TR 20078-4:2019(E)

Road vehicles — Extended vehicle (ExVe) web services

Part 4:
Control

[y

Scope

This document describes the processes of an Offering Party’s implementation to provide/{ISO
Alcess controlled (ISO 20078-3) Resources (ISO 20078-1) to Accessing PartiesgThe proce
siimmarized as: Registration of different stakeholder as well as granting, denying and rey
Alccess to Resources. Those processes are held as examples of combining [S0.20078-1, ISO 200
[§0 20078-3 and can vary depending on the actual implementation of the Offering Party.

Normative references

2
The following documents are referred to in the text in such a(way that some or all of theil
c
u

hdated references, the latest edition of the referenced document (including any amendments]

[§0 20078-1, Road vehicles — Extended vehicle (ExVe) ‘web services’— Part 1: Content

3 Terms, definitions and abbreviations

z3]

br the purposes of this document, the terms, definitions and abbreviations given in ISO 20078

et

§0 and IEC maintain terminological databases for use in standardization at the following add

- ISO Online browsing platform: available at https://www.iso.org/obp

- IEC Electropedia: available'at http://www.electropedia.org/

4 Roles
41 Resourcé owner

4/1.1 Resources

—

he Resource Owner is in control of the access to its Resources. To control access, the Resourd

0078-2)
sses are
oking of
78-2 and

content

pnstitutes requirements of this document. For dated references, only the edition cited applies. For

applies.

-1 apply.

fesses:

e Owner

=

Késthe processes: granting, denying, ignoring and revoking.

© IS0 2019 - All rights reserved
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Figure 1 — The Resource Owner grants, denies or revokes access to Resources

illustrates an example of how a Resource Owner controls access to Resources offered {
5sing Party by the offering Party. Thé)Resource Owner can grant, deny or revoke acce
78-3) to its Resources at any time.

ting: The Resource Owner reviéws the resources presented by the Offering Party and decidg
rant access to the Accessing Rarty.

ing: The Resource Owner.reviews the Resources presented by the Offering Party and decidg
bny access to the Accessing Party.

5 pending for apre-defined time, after which it will be denied.
king: The Resource Owner revokes an already granted access to an Accessing Party.

The_Accessing Party is a third-party service provider or the VM when acting as a service provid

both actiTg for dfter sales services after the ExVe has been sold or leased.

bS

LS

ES

4.1.2 Containers

The Resource Owner is in control of the Access (ISO 20078-3) to their Resources (ISO 20078-1) grouped
by a Container. The Resource Owner uses the processes: registration, granting, denying, ignoring,
revoking to grant, deny or revoke Access Resources.

The content of a Container is defined by the Accessing Party or the Offering Party. The Offering Party
offers the Container with the granted Resources if available.

© ISO 2019 - All rights reserved
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Figure 2 — The Resource Owner grants, deniés or revokes Access to Containers

gure 2 displays an example for one Accessing Party;The Accessing Party or the Offering Party defines
bntainers, each identified by a unique “CID”, to Aecess Resources of the Offering Party. The Resource
wner can individually grant, deny or revoke:=* at any time — Access (ISO 20078-3) to Resgurces of
efined Containers (ISO 20078-1). Such decisions made by the Resource Owner are collectivdly called
the request permission processes. Possiblestates or outcomes of these processes are:

o O O™

— Granted: A certain Container is defined by the Accessing or the Offering Party. The Resour¢e Owner
grants Access to the Containerfor the Accessing Party. Through this grant process the Resource
Owner verifies that both the Resources, and the purpose of data processing of the Contginer are
presented by the Offering-Party; see Figure 15 and/or Figures 16 and 17.

— Denied: A certain Container is defined by the Accessing or the Offering Party. The Resourde Owner
denies the Access\.to the Container for the Accessing Party. Because of this action, the Resource
Owner does net.approve the Access to the Resources and/or the purpose of data processing of the
Container that-are presented by the Offering Party; see Figure 18.

— Pendingflgnored: A certain Container is defined by the Accessing or the Offering Party and|selected
for a grant request. After starting the request, the Resource Owner does not continue to either grant
ortodeny. The request stays pending as long as it is ignored by the Resource Owner. If a pr¢-defined
time passes, and the request has been ignored, it is denied by the Offering Party; see Figure 19.

— Revoked: A certain Container is defined by the Accessing Party or the Offering Party and was granted
by the Resource Owner. After a certain time, the Resource Owner revokes the Access to Resources
of the Container for the Accessing Party. This immediately denies any further Access to Resources
for the Accessing Party; see Figure 20.

4.2 Accessing Party

The Accessing Party uses the issued credentials to authenticate itself when requesting Access tokens
from the Offering Party. To retrieve an Access token and Access the Resource Owner’s Resources, an
explicit grant from the Resource Owner is required.

© IS0 2019 - All rights reserved 3
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Afterwards the Accessing Party registers its own digital customers on its digital services/applications
and/or on its resource providing services; see Annex A.1 as an example.

These digital customers consume the digital services/applications that are developed, offered
and maintained by the Accessing Party. These services are available for use for as long as Access to
Resources of the Offering Party is granted by the Resource Owner.

4.3 Offering Party

The Offering Party makes Resources avaijlable via weh-services for Access by an Accessing Party. The
Offering|Party provides Access to Resources based on the consent of the Resource Owner either)gn
a single fesource or Resources grouped by a Container. Additionally, the Offering Party manages-the
processds defined in (Clause 5).

5 Prolcesses
5.1 Rdgistration

5.1.1 Acceptregistration of a requesting Party

A requesting Party (not yet an Accessing Party) sends a registratiofrequest with the mandatofy
registrafion information (identification) to the Offering Party.

requesting / Accessing Party Offering Party

registration (identification)

|4
i approval (identification)

‘,:OK

i configuration (identification)

I
{ -1 OK (APID + APC)

* accepted (APID + APC)

Figure 3 — Registration request of a requesting Party accepted by the Offering Party

The appijoval of the registration is in responsibility of the Offering Party. If the registration is approvefl
the Offefing Party providés information on how to Access web-services and (if available) web portal
e.g. web pervice documentation, URIs and necessary credentials.

<

[2)
-

After sugcessful registration, the requesting Party receives the role of an Accessing Party and may (for
example) creaté&Containers.

The registration process (Figure 3) can be online, offline or a combination of both.

NOTE Accessing Party ID (APID) and Accessing Party Credentials (APC) are issued; see ISO 20078-1.

5.1.2 Reject Registration of a requesting Party

A requesting party sends a registration request with the mandatory registration information to the
Offering Party.

4 © IS0 2019 - All rights reserved
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requesting party Offering Party

registration (identification) N
4

E approval (identification)

‘ ,: FALSE

denied (reason)

—

he Offering Party verifies the request. Invalid requests are rejected, e.g. if the identity cannot be
verified, or information is missing (see Figure 4). If technically possible, the requesting [party is
nfformed of the reason.

—

et

fl circumstances change and any registrations become invalid, the Offefing Party candels such
¢gistrations.

—

9] 1

1.3 Accept Resource Owner Registration

AlResource Owner sends a registration request including the mandatory information (identifidation) to
the Offering Party.

Resource Owner Offering Party
register (identification), N
approval (identification)
_1 0K
< accepted (ROCOP)
logimEROCOP)
logout () J ‘

Figure 5 — Accepting registration of the Resource Owner at the Offering Party

—

he Offering Party verifies the request. If the request can be approved, the Offering Party provides
nformation to allowithe Resource Owner to manage Access to its Resources, e.g. credentials|(ROCOP,
¢e 20078-1), instructions and URIs to portals.

wn =

The registratienrprocess (Figure 5) can be online, offline or a combination of both.
NOTE JThe Resource Owner can register independently at the Accessing Party; see Annex A.
5|14, Reject Resource Owner Registration

Resource Owner Offering Party

register (identification) N

approval (identification)

[
_| FALSE

denied (reason)

Figure 6 — Rejecting registration of the Resource Owner at the Offering Party

© IS0 2019 - All rights reserved 5
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A Resource Owner sends a registration request including the mandatory registration information
(identification) to the Offering Party.

If possible, the Resource Owner is informed about the reason (for example, it was not possible to verify
the identity, or general information is missing).

If circumstances change and any registrations become invalid, the Offering Party cancels such
registrations (see Figure 6).

5.2 R

sources

5.2.1 Grant Access to Resources

After re
requesti

hg consent directly from the Resource Owner to retrieve Access (ISO 20078-3) to Resources

the Offerjing Party.

Figure 7

both sid
those cr
ISO 2007

will be ti
The Accq

The prod

Accessing Party Resource Owner Offering Party

login (ROCAP)

listServices ()

selectService (Resources)

prepareRequestConsent (Resources)

4
requestLogin ()
login (ROCOP) 7 _ )
requestConsént (Resources)
gantQ N N
U p generate (AID)
e
7 S OK (AID)|

Figure 7 —Granting Access to Resources

bdentials are the-ROCAP, and for the Offering Party those credentials are the ROCOP (se

ansferred'securely to the Accessing Party.

ssID should be stored at the Accessing Party and at the Offering Party.

ess’of Ficure 7 can he cimp]ifind toan imp]ir‘if granf
I IHe

ristering and selecting Resources, the Accessing Party can initiate the granting process, By

shows the process forgranting Access to Resources by the Resource Owner at the Offering
Party. The Resource Owner starts at the Accessing Party and is redirected to the Offering Party. On
bs, the Resource OwwArer authenticates by separate credentials. For the Resource Owner sidg,

8-1). After aughentication with the Offering Party, the Resource Owner checks the Resources
to be granted (ISO 20078-3). When granting Access, the Offering Party can generate an AccessID, which

£
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Resource Owner Offering Party
login (ROCOP)
4 listAccessingParties ()
[secarny N
4 listResources (APID)
Is,e'fc} (Resources) _ ____ )
4_requestConsent (Resources)
ey
U 0K(Q |

Figure 8 — Implicitly granting Access to Resources

F]
Offfering Party. The Resource Owner starts at the Offering Party and authenticates using thei
(ISO 20078-1) credentials. After authentication the Resource Owner lists the Accessing Par

)
Resource Groups for the selected Accessing Party. The Resource Qwher grants this request.
NOPTE1 The Accessing Party is not (necessarily) in an active roleat the process of Figure 8.
N

OTE 2  The process of Figure 9 follows after the process ef.Figure 8.

Accesing Party Offering Party

requestAceess (Resources)
4

check (grant)

7\
_I generate (AID)
OK (AID)

Figure 9 — Requesting Access to Resources

O < =g

lows the Acéessing Party to Access Resources at the Resource Provider (ISO 20078-3).

9]

2.2 _Reject Access to Resources

AlsGhown by Figure 7 for granting Access, the Resource Owner could also deny the request fq
ntade by the Accessing Party:

© IS0 2019 - All rights reserved
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gure 8 shows the process for implicitly granting Access to Resources by the Resource Ownrler at the
r ROCOP

ties and

s¢lects an Accessing Party. Whilst granting, the Resource Owner selects Resources from a list and/
- Resource Groups. The Offering Party requests consent for Access to the chosen Resources and/or

gure 9 completes the’ implicit granting of Figure 8. The Accessing Party is requesting Access to
esources. The Offering Party checks the given consent (grant) for this request. If the reque$t can be
hlidated, an Ae€essID (AID; ISO 20078-1) is generated and transferred to the Accessing Party.[This AID

r Access
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Accessing Party

Resource Owner

login (ROCAP)

Offering Party

listServices ()

selectService (Resources)

prepareRequestConsent (Resources)

4 requestLogin ()

4

login (ROCOP)

Figure 10 displays the process for requesting Access consent for Resources that.are denied by the

Resourc¢ Owner at the Offering Party.

5.2.3

As showp by Figure 7 for granting Access, the Resource Owner could also ignore the Access consent
request made by the Accessing Party for Resources.

Ignore Access Request to Resources

Accessing Party

Figure 10 — Rejecting Access to Resources

Figure 11 displays thé process for requesting Access consent for Resources that are ignored by the
Resourc¢ Owner at.thé Offering Party. The Resource Owner neither grants Access nor rejects the
request for AccesS.\Fhe Offering Party should set a time out (or time to live) interval that automatically
rejects the request for Access consent after a certain time period towards the Accessing Party.

Resource Owner

login (ROCAP)

listServices ()

selectService (Resources)

requestConsent (Resources)

Offering Party

5.2.4 Revoke Access to Resources

7
requestLogin ()

login (ROCOP) >

requestConsent (Resources)

DENIED()

Figure)11 — Ignoring Access Request to Resources

The Resource Owner revokes a granted Access to Resources at the Offering Party.

© ISO 2019 - All rights reserved
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Resource Owner Offering Party

login (ROCOP)

list ) N

¢ show (grants)

logout ()

Figure 12 — Revoking Access to Resources

gure 12 shows the process for the Resource Owner revoking Access. The Resource Qwner auth
the Offering Party by its ROCOP (ISO 20078-1). Afterwards the Resource Owneris able to list 3
N Resources and is able to revoke a — selected — granted Access on Resources.of an Accessing

o o |

—

he revocation of Access to Resources is validated against the Resource€ Owner and may be
painst the Accessing Party. During the next request for Access, the\Accessing Party imn
¢ceives a notification of the revoked Access by the Offering Party. ThisS may be e.g. a HTTP stz
ike 403 (ISO 20078-2).

=L

[a—
—

5(3 Containers

5/3.1 Creation of a Container

The following sections define the processes for*creating and deleting Containers by an Accq
Offfering Party, additionally granting, rejecting, ignoring as well as revoking Access on R|
grouped by Containers.

The Offering Party can create Containers:(ISO 20078-1) out of a Superset of Resources.

Accessing Party Offering Party
login (APC)

createContainer (Parameters)
14

generate (CID)

logout ()

Figure 13 — Creating a Container

enticates
11l grants
Party.

ralidated
nediately
tus code

bssing or
esources

Figure 13 displays the process for creating a Container (ISO 20078-1) by the Accessing Party. The
generated ContainerID (CID) and related internal parameters are stored at the Offering Party. The CID
is passed securely to the Accessing Party. It enables the Offering Party to e.g., delete a Container or use

the CID when accessing data.

The Accessing Party can repeat the process of Figure 13 or repeatitin parts [e.g. only createContainer(..)]

by N times.

5.3.2 Deletion of a Container

An Accessing Party can delete a certain Container using its ContainerID by the following process.

© IS0 2019 - All rights reserved
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Accessing Party Offering Party
login (APC)

deleteContainer (CID)
V]

delete (CID)

OK |
" OK (CID)

|| logout )

Figure 14 — Deleting a Container

In Figurg 14 the Accessing Party authenticates, is authorized, and selects or sends the CID(}SO 20078-
to the Offfering Party, indicating a request to delete the selected Container. The Offering-Party uses tk
transmitited CID to identify the Container to be deleted.

The Acc¢ssing Party can repeat the process, or the relevant part deleteContainer(), of Figure 14; {

delete mpre than one Container.

5.3.3 Grant Access to Resources grouped by a Containers

After the creation of a certain Container, the Accessing Party reguests Access permission (consent
Resourc¢ Owner) to the grouped Resources. The Access permission is granted by the Resource Owng
The Respurce Owner may use the client application of the Aecessing Party to initiate a grant. But {
confirm pnd manage grants, the Resource Owner uses the(lient application of the Offering Party (sq

Figure 15).

Accessing Party

Resource'Owner

login (ROCAP)

listServices ()

selectService (CID / CIDs)

prepareRequestGonsent (CID / CIDs)

Offering Party

I Z

4
requestLogin ()

login (ROCOP)

requestConsent (CID / CIDs)

grant ()

E_‘ generate (AID)

‘»7\

o 0O O

F'ignrp 15 — Gr;\nfing Access to Containers

Figure 15 shows the process for granting Access to Containers by the Resource Owner at the Offering
Party. The Resource Owner starts at the Accessing Party and is redirected to the Offering Party. On both
sides the Resource Owner authenticates by separate credentials. For the Accessing Party side, these are
the ROCAP credentials, and for the Offering Party these are the ROCOP (ISO 20078-1) credentials.

After authentication at the Offering Party, the Resource Owner checks the name and the purpose of

the Container as well as the covered Resources to be granted. By granting Access to the Container, the
Offering Party may generate an AccessID and transfers this securely to the Accessing Party.

The AccessID should be stored at the Accessing Party and at the Offering Party.

10
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The process of Figure 15 can be simplified to an implicit grant.

Resource Owner Offering Party
login (ROCOP)
4 listAccessingParties()
lielf @y o )
y listContainers (APID)

Al

‘ select (CID / CIDS)
e S 7
4_requestConsent (CID / CIDs)

Al

grant ()

Figure 16 — Implicitly granting Access to Resources grouped by(Containers

Flgure 16 shows the process for implicitly granting Access to Containersdby the Resource Owiler at the
Offfering Party. The Resource Owner starts at the Offering Party and-authenticates using thejr ROCOP
(ISO 20078-1) credentials. After authentication the Resource Owner-lists the Accessing Parties and
s¢lects an Accessing Party. Next the available Container(s) are listed; where the Resource Owngr selects
fiom for granting. The Offering Party requests Access consent’to the selected Container(s) for the
s¢lected Accessing Party. The Resource Owner grants this request.

Z

ODTE1 The Accessing Party is not (necessarily) in an active participating in the process of Figure 16.

=z

ODTE 2  The process of Figure 17 follows after the progcess of Figure 16.

Accesing Party Offering Party

reUestAccess (CID / CIDs)
4

check (grant)

7\
_1 generate (AID)
OK (AID)

Figure 17 — Requesting Access to Resources

gure 17 completes the implicit granting of Figure 16. The Accessing Party is requesting Access to
esource grouped by Containers. The Offering Party checks the given consent (grant) for this|request.
the request-can be validated, an AccessID (AID; ISO 20078-1) is generated and transferrg¢d to the
ccessing. Party. This AID allows the Accessing Party to Access Resources at the Resource [Provider
1SO 200678-3).

> = X [T

~

5 A Do g A P al ]
e § NRCJTUL ATLLTOS U CUIILAIIITT S

The Resource Owner could also deny the request for Access permission of the Accessing Party.

© IS0 2019 - All rights reserved 11


https://standardsiso.com/api/?name=48cdd9c30e6d66e5e1d6f192b603b3c8

ISO/TR 20078-4:2019(E)

Accessing Party

login (ROCAP)

Resource Owner

Offering Party

listServices ()

selectService (CID / CID.

s)

prepareRequestConsent (CID / CIDs)

¢ requestLogin ()

4

login (ROCOP)

Figure 118 displays the process for requesting Access consent for Access on Resources grouped hy

Containgrs that is denied by the Resource Owner at the Offering Party.

5.3.5

As shown by Figure 15 for granting Access, the Resource Owner couldralso ignore the request for Access

Ignore Access Request to Containers

consent fo Resource grouped by a Container.

Figure 19 displays the process for requesting consent to Access Resources grouped by a Container that
is ignorgd by the Resaurce Owner at the Offering Party. The Resource Owner may support its ROCQP
(ISO 20078-1) towards the Offering Party but neither grants nor rejects the request for Access. The
Offering|Party should set a time out (or time to live) interval that automatically rejects the request for

Accessing Party

Resource Owner

Figure 18 — Denying Access to Resources grouped by Containers

login (ROCAP)

listServices ()

selectService (CID / CIDS)

requestConsent (CID / CIDs)

4

4 requestLogin ()

login (ROCOP)

requestConsent (CID / CIDs)

DENIED ()

consent fowards the Accessing Party after a certain time period.

Figure 19 — Ignoring Access request to Resource grouped by Containers

5.3.6 Revoke Access to Containers

The Resource Owner should be able to revoke a granted Access to Resources grouped by Containers at

the Offering Party.
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Resource Owner Offering Party

login (ROCOP)

list () N

7 show (grants)

logout ()

Figure 20 — Revoking Access to Resources grouped by Containers

Flgure 20 shows the process for the Resource Owner revoking Access. The Resource Owner auth
at the Offering Party by its ROCOP (ISO 20078-1). The Resource Owner is able, to list all Cd
which relate to the granted Access to Resources. The Resource Owner revokes.a granted Acce
s¢lecting a Container.

he revocation of Access to Resources grouped by Containers can bevalidated by the Accessi
Dluring the next request for Access, the Accessing Party immediately receives a notificatig
r¢voked Access by the Offering Party. This may be e.g. a HTTP stdtus code like 403.

—

5{4 Resource Access

4.1 Access

fter being granted Access, it is possible for the*Accessing Party to request Resources; see F]
he Accessing Party accesses a resource URI, provides in the Access Token an AccessID or Cor

retrieve data.

g-9> u

Adcessing Party Offering Party

loop
[M times]
i| e.g. HTTP GET

W request (Resources / CID / AID)
4

N
e.g. HTTP 200 OK

Figure 21 — Access to Resources by the Accessing Party at the Offering Party

pnticates
ntainers
ss(es) by

ng Party.
n of the

gure 21.
tainerID

5.4.2 No Access

The Accessing Party requests Access to Resources, where the Access is either pending, ignore
or revoked by the Resource Owner. Such request is directly denied by the Offering Party.

© IS0 2019 - All rights reserved
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