SAE International

SURFACE

RECOMMENDED
PRACTICE

SGE JA1006 MAY2012
VEHICLE/
AEROSPACE Reatimed  2012.05

Superseding JA1006 JAN2004

Software Support Concept

Foreword—-Histori

RATIONALE

JA1006 has been r¢affirmed to comply with the SAE five-year review policy.

program requirer
constraints were
funding, lack of g

In order to allevigte these historical concerns, this document presents a top-level(structured overviev

software suppor

Supportability Sibcommittee of the Society of Automotive Engineers{SAE) G-11 Reliability, N
d Logistics (RMSL) Software Committee (G-11SW)~"\G-11SW and its different Sbcommittees

Supportability, an
plan to develop s
supportability co
activities within t
several other Cg
software suppor
documented in r

references such as [MILHDBK347], [MILPRF49506}and [MILHDBK502] serve as source material fq

Development of
audience of pote
companies, gove

Abstract

This document p|
and supportabili
information neeg
program.

{

Cally, the supportability aspects of software have been given a very low.priority
nents. This was particularly prevalent during the acquisition phase, where fundi
usually the top priorities. The result was inadequate product supportability, inade
pod field data, and no meaningful analysis and optimization of possible support altd

concept and the information associated with it. Thisydocument was deve

bveral more detailed reports that together will form.an‘integrated task guide for analy
cerns, developing a software support conceptgand acquiring/conducting software
e context of the system integrated logistic support process. The SAE G-11 RMSI|
mmittees that are developing system level standards and guidelines that will

ability reports as applicable. The United Kingdom Ministry of Defence eff
eference [DEFSTANO060] and the United States military standards and handbog

his document has required-dedication by a few participants and extended revie
htial users. The professiofnalism of all these individuals and the support they recei
rnments, and other organizations is gratefully acknowledged.

rovides a framework for the establishment of a software support concept related 1
y of both \custom-developed and Off-the-Shelf (OTS) software.
ed to, understand the support aspects that should be covered by a software

in the overall
ng and timing
luate support
rnatives.

of an overall
oped by the
laintainability,

zing software
support task
Division has
reference the
prts such as
ks related to
r this effort.

w by a wider
ed from their

o the support

This document provides

supportability

This document h

S general applicabIlty 1o all secClors or Industry and comimerce and 1o all types Ol &

uipment that

contain software. The target audience for this document includes software acquisition organizations, logisticians,
developers, supporters, and customers. This document is intended to be guidance for business purposes and
should be applied when it provides a value-added basis for the business aspects of development, use, and
sustainment of support-critical software.

SAE Technical Standards Board Rules provide that: “This report is published by SAE to advance the state of technical and engineering sciences. The use of this report is
entirely voluntary, and its applicability and suitability for any particular use, including any patent infringement arising therefrom, is the sole responsibility of the user.”

SAE reviews each technical report at least every five years at which time it may be revised, reaffirmed, stabilized, or cancelled. SAE invites your written comments and
suggestions.

Copyright © 2012 SAE International
All rights reserved. No part of this publication may be reproduced, stored in a retrieval system or transmitted, in any form or by any means, electronic, mechanical,

photocopying, recording, or otherwise, without the prior written permission of SAE.
TO PLACE A DOCUMENT ORDER:  Tel:  877-606-7323 (inside USA and Canada) SAE values your input. To provide feedback
;:; ;;3‘;&7_(7)%‘;970 (outside USA) on this Technical Report, please visit
Emz;il: CustomerService@sae.org http://www.sae.org/technical/standards/JA1006 201205

SAE WEB ADDRESS: http://www.sae.org


https://saenorm.com/api/?name=7664553389cf659a154d4cdd714bd110

SAE JA1006 Reaffirmed MAY2012 Page 2 of 17

TABLE OF CONTENTS

1 S Te e o1 RPN 3
2. o] (= =T g o= T 3
2.1 APPIICAble PUDIICALIONS ...t ee e e s s e s ae e e e e s aanannereeeeas 3
211 SAE PUDBICALIONS ... ettt ettt ee et e e et e e e e e e e e e ee e e enaeeas 3
212 Other PUBIICATIONS. ... ettt ettt e et e e et e e e e e e e e e e aeee e e s eeneens 3
3. SOftware SUPPOIT CONCEPL.......ueeiiiie it e e et e s et e e ee e e e s st bbb beeeeeeessstrbeeeaeeesenans 4
3.1 SUP RO RO e rrrrrrr—————— £ e et 5
3.2 SUPROIT FUNCHIONS......oviiiiiiii e e et ee e e e s srrreeeee e et e e 5
33 SUPROIT ClIASSES ......vviiiiiee it ee e e e s srnrreeeeeeesssnnneesee s b e [ e e 5
4, Software Support Profile...........cooooiiiiiie e e [ 5
41 Software Support Level.........coovveeiiiiieeeeeeeeeeee e e [ 5
411 Orggnization/Field Level ...........ooveiiiiiie e N et [ 5
412 Intermediate Level ... e [ 6
41.3 DeP@t LEVEL ... e N e e e e e 6
414 Vendqor LeVel ......c..ooiiiiiiiie e e [ 6
4.2 Software SUPPOIT AQENTS......c.uviiiiiee e e st e e e e e s s strreeeeeesssssrnnees [ e e es s s ee e e e 6
421 Custpmer—Buyers and USErs ...........ocoovvveeeeiiiiiiieeee e e [ 7
422 Supplier—Supporters and VENUOIS .........eeiiiiiiiii Attt ee e e e s srrrieeee e s e s srnnnes [ 7
423 Shaned SUPPOrt RESOUICES .........ceeeiiiiiiiiiieeeei e S e [ 7
4.3 Software SUPPOrt SCENANIOS ........oocviiiiiiiiiieieii o [ 8
5. Software SUPPOrt FUNCHONS ..........oooiiiiec i ettt ee e [ 8
5.1 Opelational SUPPOIT..........ooiiiiiiie e ettt e e st ee e e s st reeeee e e s s s srnnees [ee e e s s s s e e e s 8
511 Software Loading/Installation ...l e [ 8
51.2 SoftWare RECOVEIY.......cooviiiiiiie N et ee e e e srnrees [ 8
513 Software Problem Reporting ... .00 et ee e st ee e s e e s [ 9
514 SOMWAIE DEIVEIY ... et e e ee e e st eeae e e s srnnnes [e e e s s e e e 9
515 Opetlational Configuration GONMIOL ............oeiiiiiiiiiie e [ 9
5.2 Logigtics Management SUPPOI ..........ueiiieiiiiiiiiiie ettt ee et e e st ee e e e s srnnnneee e e 9
5.2.1 Problem Reporting, Corrective Action, and System Effectiveness Evaluation................].cccooonn, 9
52.2 System/Software Configuration CONIOL............cccevviiiiiiiie e [, 10
523 Deliviery, Installation, and CheckouUt ... [ 10
524 0T T o] 0o SN U PPRRRSTUUURI FRPTPPPRTN: 11
5.3 [ foTe T Tor=ilo] 0 BT o] o o] o AU PPPRROTPRRURR FRPTTPPPRTN: 11
5.3.1 Problem\Investigation and Change ANalySiS............ccoovvveeiiiiiiiiiie e e 11
53.2 Changedmplementation..ooo....ooeeeeeieeeerniernnnieeiiieeeieeeiiieeiieeieeieeeeieeeeiieeeee| e 11
5.3.3 ChanQeE BEIEASE ........oeeiiiiiii ettt e e et e e e e s e ae e e e e s ae e ee e r e e 11
534 10T 01 1T [U] ¢ 11 Te] g O o] o1 [t HN R SUPPTPPR 11
5.35 Other Modification-Related TaskS ...t e e e e eeee 11
6. SOMWAIE SUPPOIT CIaSSES .. .vuiiiiiiee ittt e e et ee e e e s e st e et e e e e s es e s e e e essansnnanaeeennas 12
6.1 Process CharaCleriSHICS .........oooi ittt e e et e e e s et e e ene e e eneeeeeanns 12
6.2 Product CharaCteriSICS. ... ....oi oottt e et e e ene e e enen e e enneeeeanns 12
6.2.1 SYSIEM INTEITACE ...t e et e e e s e et ae e e e s s aeeee s e ssnnnnsaeean s 13
6.2.2 T LT =T a1 1E = 1SRRI 13

6.2.3 OTS Product Supportability CharacCterisStiCs ...........ouviiiiiiiii e 13


https://saenorm.com/api/?name=7664553389cf659a154d4cdd714bd110

SAE JA1006 Reaffirmed MAY2012 Page 3 of 17
6.3 Environment CharaCteriStiCS ..........oii ettt e e e e e e e eenee 13
6.3.1 ST =0 o1 1= P RRTSTRI 14
6.3.2 SUPPOIT SYSIEIMIS ...ttt e et e e e s e s ettt e e e e e s s et e b beeee e e e s s et tb e e eeeesssabbbeeeeeeeesssassbeeeaeeenaas 14
6.3.3 = T =T P RTRSURI 15
7. 0] 1= PRSI 15
7.1 KEY WOKAS ... et e e e e e et e e e e e e e s et b e e e e e e e e e s e abbe e e ae e e e e s atbbbeaeeeeennnens 15
7.2 MArgINAl INAICIA. ... ...oeiiee e e e e e s e s et b e e e e e ea s e st b br e e aeeeessatbbbeeeeeeenesees 15
Appendix A Template for a Typical Software SUPPOIt CONCEPL.......oiiii i 15
Figure 1 SOftWare SUPPOI CONCEPL...... ettt e e e e s s e ae e e e s s s e e e e e ae s enssnnsaee e s 4
1. Scope—This SAE Recommended Practice provides a framework for the establishment of{a |software support

concept relpted to the support and supportability of both custom-developed and Off-the Shelf|(OTS) software.
This document complements SAE AIR 5121, JA1004, and JA1005 by providing) informgation needed to
understand the support aspects that should be covered by a software suppottability program. It should be
noted that particular information indicated here should not be considered a complete list of all aspects of the
support cc:[cept. In particular, the information should not be confused withyalist of data elemients.
This document has general applicability to all sectors of industry and cemmerce and to all types of equipment
that contaip software. The target audience for this document includes software acquisitign organizations,
software lopisticians, developers, supporters, and customers. This'document is intended td be guidance for
business purposes and should be applied when it provides a‘value-added basis for the buginess aspects of
developmept, use, and sustainment of support-critical software.
2. Referenceps
2.1 Applicable Publications—The following publications form a part of this specification to thg extent specified
herein. Unless otherwise indicated, the latest version of SAE publications shall apply.
2.1.1 SAE PuBLICATIONS—Available from SAE/-400 Commonwealth Drive, Warrendale, PA 15096-0001.
SAE AIR 5121—Software Supportability - An Overview
SAE JA1004—Software Suppertability Program Standard
SAE JA1005—Software Supportability Program Implementation Guide
2.1.2 OTHER PUBLICATIONS
[DEFSTANOO06Q]. Defence Standard 00-60, “Integrated Logistic Support,” (Part 3) “Logistic Support
Anglysis/Application to Software Aspects of Systems,” Issue 2, March 31, 1998.
[IEEE1R19TIEEE Standard 1219-1998, “IEEE Standard for Software Maintenance.”
[1ISO12p07]ISO Standard 12207, “Information Technology - Software Life Cycle Processep,” August 1, 199¢

[MILHDBK347] MIL-HDBK-347, “Mission-Critical Computer Resources Software Support,” May 22, 1990.

[MILHDBK1467] MIL-HDBK-1467, “Acquisition of Software Environments and Support Software,”
November 19, 2002.

[MILHDBK502] MIL-HDBK-502, “DOD Handbook Acquisition Logistics,” May 30, 1997.

[MILPRF49506] MIL-PRF-495086,

“Performance Specification Logistics Manageme

November 11, 1996.
[PEERCY1] “Assessing Software Supportability Risk: A Minitutorial,” IEEE Computer Society, Proceedings
of the Conference on Software Maintenance, 1987, September 21-24, 1987.
[PEERCY2] “A Software Maintainability Evaluation Methodology,” |IEEE Transactions on Software
Engineering, 7 (1981), 4, pp 343-352.
[SEICMM] Paulk, M., Curtis, B., Chrissis, M., Weber, C., “Capability Maturity Model for Software, Version

1.1

;" CMU/SEI-93-TR-024, Software Engineering Institute, February 1993.

nt Information,”
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3. Software Support Concept—Any attempt to achieve supportable software requires the definition of a
software support concept, that is, a strategy or model for how software support of a system is to be
accomplished, including the locations, activities, facilities, and resources that will be required. Software
supportability should be addressed as an inherent aspect of the major development processes (e.g., project
management, engineering, configuration management, quality engineering, and integrated logistics support).

This section describes a framework of major elements that should be addressed by a software support
concept. This framework provides the guidance from which a concept can be derived for specific software
applications. Emphasis and inclusion of elements of the framework will depend on many factors, and the
intention is that the framework is easily tailorable for different application domains and scalable in its use.
Software items that have significant support requirements should be covered by a support concept.

Project management should address software support concerns in reviews and the transitign, pf software from
development to support. Design for supportability requires appropriate engineering progesses to architect the
software solit can be easily modified when changes are required. Configuration managemgnt should be a
process thaj easily transitions from development into support. This requires that Configuratipn management
processes for software and hardware components are integrated and linked to the-logistics act|vities of product
packaging, handling, delivery and installation, and problem reporting. Quality.engineering shpuld ensure that
planned supportability characteristics are designed into and can be maintained throughout the life of the
software prgduct. Development evaluations should provide evidence thatadequate characterjstics have been
designed info the software. Integrated logistics support should ensurethat software support ¢oncerns are an
inherent part of system support.

This document identifies three main elements that taken together, form the overall concept of spftware support:
Support Prdfile, Support Functions, and Support Classes, as.illustrated in Figure 1. The threg¢ main elements
are briefly summarized in this section and described in move detail in the following sections.

SUPPORT

(\\
<
CLASSES 2
<
[<}] c
E |
5|8
Level g %
§% (2
5|8
Agents 212 /
O o/
SUPPORT
Scenarios FUNCTIONS
SUPPORT PROFILE

FIGURE 1—SOFTWARE SUPPORT CONCEPT
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3.1

3.2

3.3

4.1

411

Support Profile—Covers the overall understanding about how software support should be addressed. The
Support Profile consists of three distinct aspects:

a.

resources, and overall role in the support process.

b.

software support, and the responsibilities and information they require.

Support Level—The different (generic) sites where support will be carried out, their capabilities,
Support Agent—The generic roles taken by organizations and groups of people that are involved in

Support Scenarios—The individual tasks required to carry out all support processes, their

interrelationships and sequencing and the people, organizations, resources, and infrastructure
required to carry them out.

Support F

Support C
In principle

Prd
ac(
Prd
the
En

phy

a.

b.

Software §
by the varig
sequences
functions (s

Software §
used for th
accomplish
merging) ¢
application

ing the software’s

bl support areas:

software during

istics Management Support—The support activities required to establish or restore the operational

P P P o = T R - [N P TON-] U N N [y S R AT To et~ [ [y & TPy
dDINLy Ol e Soltwdre 01 10 proviue distripution dnua Cornrol o1 din gpgradeud sornwd
ification Support—The support activities required to modify “the software
ditions to correct defects, upgrade performance capability, and‘adapt to environm

asses—Cover the main quality characteristics of the major factors affecting softwa
three factor classes are identified:

cesses—The inherent quality characteristics of'the support processes that affect
omplish the required support functions;

duct—The inherent quality characteristics\that are designed into the software p
capability to accomplish the required support functions; and,

ironment—The inherent quality characteristics of personnel resources, suppd
sical facilities that affect the capability to accomplish the required support function

bupport Profile—The software’support profile is driven by the location of suppor
us types of personnel or organizations that conduct support activities (agents), an
of activities and associated resource requiremenits that are needed to achieve the
upport scenarios).

upport Level—Four categories (Organization/Field, Intermediate, Depot, and
b delineatiofn/of where software support is performed. Each of these different leve
different\support tasks, but there can be various combinations of levels (includi
epending on the application. Other terminology may be more appropriate
5 butthie descriptions would be similar.

e product; and,
Linder controlled
bnt changes.

re supportability.

the capability to
roduct that affect

rt systems, and
S,

services (level),
d by the different
required support

Vendor) can be
Is would typically
ng elimination or
for commercial

ORGANIZATION/FIELD LEVEL—This support level corresponds to the site where the software is actually used
and is oriented mainly towards operation/servicing and basic recovery. Only in extremely rare cases would
this level resort to modification, with the exception of relatively trivial programs. The staff required for this
level would usually require only elementary computer-and/or software-related skills.

The definition of this level encompasses all organizational aspects of the location, such as a description of
the activities to be carried out and the operational procedures to be followed. Resource requirements would
also be included, covering such aspects as user manuals, support equipment, and staff numbers and skill
levels. If necessary, these requirements would be complemented by the identification of the means required
to comply with these prerequisites (e.g., training courses).
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INTERMEDIATE LEVEL—This support level corresponds to a site that is oriented mainly towards providing
support for operational purposes (e.g., user queries, hot-line), inter-organizational support (e.g.,
management of computer networks) and limited modification activities (e.g., parameterization of software,
mission data preparation). Staffing at this level would require more experienced personnel in computer
operation, including extensive training in the software products being supported.

Apart from the site-specific information, it is important to identify applicable software support activities and
the relationships of these activities to activities at other support levels. Configuration information is very
important as it is necessary to know the build version of the software and associated platforms at operational
sites. The limitations or constraints imposed by the operational sites (e.g., maximum turn-round time) might
severely limit the quality of the provided service, unless this is properly addressed during software
development

s, and is usually
the work of the
5 (e.9., in case of
this level would
pout the software

DEPOT LE
oriented

intermed
safety-cri
typically i
and systd

VEL—The Depot Level corresponds to some central location with many resource
towards the full-scale modification of software, though it would also coordinate
ate sites and provide the working interface to the vendor. Only in exceptional case
fical situations) would operational problems be handled directly. The staffing at
hclude software engineers and computer scientists with an extensive)knowledge a
m being supported.

ncluding the full
host and target
w functionality in

This cen
design d
compute
the existi

ral site should have available all information about the supported product(s),

bcumentation. Moreover, it would have all the necessary means (skilled staff,
s, hot benches, etc.) to investigate and fully solve problem reports, or introduce ne
ng software and release it for distribution to operational sites.

VENDOR UEVEL—A Vendor (in many cases, the Original,Equipment Manufacturer or Software Developer) is

4.2

also an

alternative location for full-scale modification of software, both for developn

develop
either d

software |[does not have an in-house DepotyLevel. The roles and skills provided at the
similar to those of a Depot, but this level is characterized by being a separate source suc
who will fake care of the necessary support details. Usually, contractual arrangements ar
not only define payments for Vendor Level support, but also responsibilities and liabilitie
failure to Imeet support performance requirements.

Software Support Agents—The personnel and specific organizational entities (agents)
conduct support functions‘are basic to the Software Support Concept. Though variants and

always po

(i.e., suppart services are provided to this agent) or a Supplier (i.e., support services are g
agent). Customersimay be categorized as Buyers of the services and Users that actually rec
Supplier agents>may be categorized as Supporters or Vendors. Supporters provide special
to the custpmer that usually are visible and capable of being influenced by the Customer.

ental items. The Vendor Level is usually the selected level for outsourcing mod
to its cost, need for very specialized skills, or even because the organizatio

ible, depending on their roles and responsibilities, the support agent is usually €

nental and non-
ification support,
N supporting the
endor Level are
N as a contractor
e necessary that
5 in the event of

that facilitate or
combinations are
ither a customer
onducted by this
bive the services.
burpose services
Vendors provide

more standard (e.g., Off-the-Shelf) products and services to the Customer that are not as easily influenced by
the Customer. Support agents include both the organizations and the type of people working within those
organizations in their individual roles. On occasion, the Customer and Supplier may be the same. There may
be many support agents, roles may be partially shared, and their titles may be very application dependent.
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421

422

423

CuUsSTOMER: BUYERS AND USERS—The Buyer is the agent that buys or pays for the development/support of
the software. The Buyer wants the software to be delivered on time, within budget, and satisfy the needs of
the User, on whose behalf this software is bought. Typical Buyer information includes budget, schedule,
progress, quality, potential risks in the development/support and, of course, risk reduction actions.
Supervision of the software development/support by the buyer would normally follow typical project
management practice. In case of very complex systems it may be desirable for other support agents such as
Supporters and Users to assist the Buyer as advisors or experts, in order to ensure that the end product will
be satisfactory.

The main concern of the User is to keep the application operationally effective. This usually means
application evolution and change, and the software may be the only means or tool to accomplish this during

support. ﬁbﬂmwwmmmmwiamong different
organizafions and business areas. Users may have very little role in software support to-a fairly significant

role depgnding upon the application.

Users injtial interest is concerned with installation of the application. Concéerns inclugle the particular
hardwarg and software related platforms. The next major concern is about how to usg the application
software | specifically if it requires special skills or is complex to use. Oncelin operation, the User wants an
(elementary) problem diagnostic and solution capability, along with a quick way of reporting and solving the
problemg that cannot be resolved by the User.

SUPPLIEA: SUPPORTERS AND VENDORS—The Supporter is an agent who is charged to dirgctly support the
Users of the software. This may include supplying the software to Users as well |as carrying out
modificatjons approved by the Buyer. The main problem for the Supporter is to understand the software in
order to|be able to quickly respond to User Problefis’and Change Requests. The|Supporter must
understahd the software’s operational use within the @eneral system context, know how the software was
designed, and understand the reasons for implementation decisions and the constraints|(e.g., safety risk
class, timing, target environment) that lead to-the decisions. The Supporter role may fnclude standard
software modification tasks as well as logistics fianagement tasks such as distribution of the software to the
field for ipstallation. Or, there may be separate supporter roles to accomplish these tasks.

The venglor is an agent that corresponds to the Vendor level. The Vendor is typically] associated with
supplying OTS software products and related services. The OTS products and services may be commercial
or may bge somewhat more specialized for specific Customers. In most cases, the Vendor writes the software

specifica
more gel
collected
data for 9

ion with only minimal(if any) assistance from Customers. The specification is
eric requirements that are established by Customer applications. Apart from the i
and/or produced for internal design or testing purposes, the Vendor may prody
tatus reporiing to a Customer. Other information might be required for quality as§

derived from the
hformation that is
ce management
urance, software

certification, or user’support. However, and contrary to the Supporter agent, the Vendor tiypically does not
provide the Customer with very much information about the software product and the respurces that were
required fo_produce it—as that information is in-house and may be proprietary. Providing this information to
the Custpmer in a structured manner is problematic. Such provisions must be carefully|planned through
Intellectual Property Rights and Escrow arrangements in case the Customer wishes to assess other support
alternatives than the original vendor.

The Supporter and Vendor roles may overlap and/or supplement one another depending upon the
application. In some cases, the Supporter may be the same as the Vendor.

SHARED SUPPORT RESOURCES—One special case is when a combination of the Support Agents share
support resources. Information for the Support Agents must indicate the heterogeneous support
environments and/or skills required for the multiple roles. The necessary ratinalizaton among the different
agents may require unique supportability characteristics or a radicaly different support concept.
Supportability analysis should be used to evaluate options and achieve optimum decisions on design and
support system issues.
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SAE

When sharing resources, special attention should be given to elements such as conditions of use, priorities,
work distribution, cost share and of course access to non-common facilities. These elements and the
associated process should be defined early in the program so that they can be incorporated within the
necessary contractual arrangements.
4.3 Software Support Scenarios—A support scenario is an integrated representation of resources and
processes, showing the steps by which the necessary end results are achieved in response to a demand for
support services. Modeling support scenarios is a basic procedure for defining software support requirements
and building a complete software support concept for a system. Such analytical activity should be part of the
broader software supportability program established for a system. Detailed guidance on a suitable modeling
strategy is included in SAE JA1005.

alidated support
d in the software

The description of the software support concept for a particular system should include the
scenarios grising from the analysis undertaken in the supportability program. This is illustrate
support concept template provided at Appendix A.

upport, Logistics
ttructure and the
i at the same or

Software $upport Functions—The three major software support functions are(©perational §
Managemgnt Support, and Modification Support. Depending on the support-organization §
type of application, these functions may be conducted by the same or different persons an
different logations.

5.1

511

Operational Support—Operational Support is related to all-the day-to-day support activities for the

operational
Organizatig
Installation
conducted
Manageme

SOFTWAR
required)

At the sin
a compa
system n
processo
network.
use of sp

the new program code-into internal memory devices.

SOFTWAR

software system. These particular support activities are usually carried out
n/Field Level and sometimes at Intermediate Level., The typical activities include S
Configuration, Recovery, and Failure Reporting. Training activities for the U
as part of the Operational Support activifies. Operational Support interface
nt Support for the reporting of problems and'the delivery of new software baseling

E LOADING/INSTALLATION—Software -Loading covers software installation and
as well as (mission) data loading/unloading.

hplest level, say a stand-alonePC, installation might merely require having the soft
tible medium with a simple installation manual. For large networked systemg
nanagement organization’ would typically install new or updated software onto ¢
rs, from which copi€s*would be downloaded to individual user machines over a
For embedded sofiware, the loading process is generally more like a servicing act
ecial tools and support equipment to gain access, establish connections, and effe

E RECoVERY—Software Recovery covers the basic diagnostic and recovery activiti

or softw.

or implernent a software modification

re-shiutdowns, that can be handled safely by the User without having to use more

by the User at
oftware Loading/
er may also be
s with Logistics
5.

configuration  (if

vare provided on
, the associated
entralized server
local or external
vity, requiring the
ct the transfer of

es due to system
expert personnel

The recovery process is initiated following the recognition of a failure or fault occurrence. Subsequently,
either by purely automatic means or in conjunction with operator intervention, a diagnosis will be undertaken.
This might lead to a number of outcomes to immediately rectify the cause of the problem or to sustain full
system operation by alternative means, or to revert to a temporary, lower operational capability. In the latter
cases a separate support process would be initiated to ensure clearance of the underlying problem. Data
about problems and recovery action should in all cases be recorded to enable off-line analysis of system
support trends and costs.
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Error messages and failure modes should be catalogued and compiled in some kind of user manual,
including the diagnostic information/procedures and problem investigation and isolation guidelines. The
determination of work-arounds and recovery procedures and necessary preventive tasks (e.g., preparation
of periodic backups) for known problems should also be assessed. Where safety issues might be a concern,
contingency procedures would be required in order to cater for potentially catastrophic shutdowns.

SOFTWARE PROBLEM REPORTING—In the event of a system failure, a problem report should be generated.
The reporting procedure should include the type, severity, and operational circumstances of the [software]
failure, and whether any other systems are affected. A [software] problem report should also provide
configuration status information concerning the subject software and the platform on which it was running at

the time of the incident.

The [softyare] problem report would be communicated to field support personnel who wou
problem [further to establish its priority and determine any workarounds and any,‘\nee
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brmation and confirming compatibility between the delivered software and the sy

purposes, configuration information (e.g., system compatibility, software part num
and licensing information is essential for the correct identification and installatior

NAL CONFIGURATION CONTROL—Configuration Control is an important issue in the
bftware may only work on certain hardware variants, or with certain combinationg
hand, a piece of equipment:may have different items of software associated with
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without th
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Operatiovral Conffiguration Control can support compliance with software licensing requirem

d investigate the
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Ch might be further complicated by the confidential or classified nature of the softwlare product.

field. A specific
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equipment with/
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ints as soon as
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ents.

5.2 Logistics Management Support—Logistics Management Support covers more than the traditional Product
Support, adapted to software. This support bridges the gap between Operation Support and Modification
Support. Logistics Management Support activities are performed across all levels and carried out by both
Users and Supporters. The prime activities covered by Logistics Management Support include: a system for
problem reporting and corrective action processing; procedures for configuration control of product baselines;
the delivery, installation, and check-out of software/data updates (shared with Operational Support); and, the
provisioning for user support (e.g., through training and documentation).

521

PROBLEM REPORTING, CORRECTIVE ACTION, AND SYSTEM EFFECTIVENESS EVALUATION—Logistics Management
provides the infrastructure and resources to channel problem reports to the responsible authority, establish
work priorities, request the necessary corrective actions, and return software to users, if necessary with
interim restrictions or workarounds while a final “fix” is implemented.
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Allied to problem reporting, the Logistics Management function may also involve the continuous monitoring of
system effectiveness and support costs. The objective would be to identify possible needs to introduce
changes to sustain the optimum software performance and supportability throughout the life of the system.

5.2.2 SYSTEM/SOFTWARE CONFIGURATION CONTROL—System/software configuration control can become quite
complex when there are a variety of customers and different software variants available for these customers
at any given time. The system/software configuration control must be traceable to the configuration of
associated hardware, software, and system products. An updated software product may not be compatible
with all variants of the same embedded hardware element, or with other software packages designed for the
same system.

]

System/software Configuration control is important for ensuring that problems can be traced back to the
proper system configuration, and that individual customers receive the appropriate produ¢t. It should also
save mdney for the developer as it will permit the implementation of a single~change over multiple
configurdtions, with consequent savings in testing and documentation.

5.2.3 DELIVERY, INSTALLATION, AND CHECKOUT—This activity is closely related withcthat described in 5.1.4, but in
this case] the tasks are carried out by the Supporter, not the User. In particular, after a new|software release,
the modifying organization will be concerned about the best way of providing its product to the User, which in
some cages might be a single client or, in the case of OTS products, millions of clients.

Relevant] aspects will include such matters as packaging, transportation media, and distribution. These
factors should be considered early on in any development pregram, and the appropriate megasures described
within thg support concept.

5.2.4 USeER SuppORT—Where users have to interact on an intensive or regular basis with a systep’s software, they
will require support to deal with everyday matters*concerning software installation, set-yp, and operation
(both in jnormal and fault conditions). The developer and/or supporter will therefore ngrmally provide a
channel 'l‘hrough which problem reports, queries, help, or suggestions for improvement can lbe communicated
to/from the user.

User Support might be provided through a specific service contract, or in some cases (OTS software
particulafly) it may be a standing service made available to all purchasers. Whatever the gpproach, there is
a need tp strike the optimum balance between cost, user needs, and the broader commercial benefits of
establishjng a reputation for,good quality support.

5.3 Modificatipn Support—Modification Support covers all aspects related to implementing chanhges to software.
This activily is carried out by the Supporters, usually at Depot or Vendor Level, though gome less critical
activities may sometimes take place at Intermediate Level. Modification Support covers mginly the Software
Modification Activity itself (e.g., change request through change implementation), as Well as Problem
Investigatign and-Collateral tasks such as Configuration Management.

5.3.1 PROBLEM INVESTIGATION AND CHANGE ANALYSIS—The initial concern of problem investigation is usually to
determine how the affected system can continue to fulfill its purpose, even with a limited capability. It may
first be necessary to verify that there is a genuine technical problem, as opposed to merely user
misunderstanding or mishandling. After the problem has been correctly identified and any appropriate
interim measures put in place, an analysis will follow of how the system could be changed in such a way that
the problem would be permanently resolved.
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532

5.3.3

534

535

In all cases, it is necessary to have full technical documentation about the supported systems. For problem
investigation, facilities will be needed to allow reproduction of the circumstances that led to the failure mode.
In some cases, a simple debugger might suffice, in other cases, expensive equipment and hot benches
might be required. Where new requirements arise, change analysis may involve some of the same facilities.
However, the focus is more likely to fall on the use of appropriate tools for requirements and design
development and for modeling the behavior of the future system.

CHANGE IMPLEMENTATION—Given that prior analysis has defined and verified the specific requirements for a
software change, implementation would proceed through the normal development stages of design, coding
and testing, and integration. The processes will be similar to those used for initial development, but there are
distinctions and additional factors which need to be recognized when producing and managing a support
concept.
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e real operating
available for as
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executable file(s), which is then combined with other items to form a change ‘releas|
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which are used.

OTHER MODIFICATION-RELATED TAsks—Other associated tasks might be required in parallel to the actual
software modification activities, either to reflect the modification into other products or supporting material, or
to improve the efficiency of the supporting organization itself. The evident activity is the collection of metrics
(volume and type of change, effort, time, cost) or historical data on software reliability, as well as a
compilation of lessons learned that might be of use in future programs. Other activities might cover process
improvement, or assessment/recommendations for Reuse.
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6.1

6.2

Software Support Classes—The Software Support Classes constitute those quality characteristics of the
major factors of the software support infrastructure that influence whether the support function can be
accomplished. Three Software Support Classes are discussed in the following paragraphs: process
characteristics, product characteristics, and environment characteristics. Such characteristics are discussed in
[PEERCY1] in the context of software supportability risk.

Characteristics that are specific to software with security, safety, and/or high-reliability concerns may strongly
influence supportability. Specific procedures and tools may be required during the support process to ensure
such characteristics are retained when changes are made. [t is expected that supportability analysis would
identify such critical software support significant items and ensure desirable characteristics are included in the
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haracteristics—A process is a sequence of task activities (with inputs, proc
software will have features and attributes that may influence the capability to
hclude the following:

he process documented?

es the process follow an accepted standard or.best practice?

b there measures of time, resources, and effectiveness for the process?
es the process effectively handle specialty engineering requirements such as for
ability, supportability?

es the process effectiveness address/satisty Supporter and User needs?
b the inputs, procedure, outputs, ¢ontrols, and resources well-defined?

5 of process characteristics¢an be conducted as part of Software Process Improvi
as described in [SEICMM}:

cteristics of these processes that are important for supportability include those ag
as well as characteristics that depend upon the specific support tasks that compris

le, specificieharacteristics of the loading/installation of interest might be the exp
s required/per time period, typical time to perform the operation, and whether the

lity Analysis [SAE JA1005] is conducted to determine the precise characteristicslof each support

r a supportable
ice, and sustain
Ch support class

bdures, outputs,
evelopment and
accomplish the
Lspecific, but will

safety, security,

Ement programs
pects described
b the process.

bcted number of
re are validation

mechanisms todndicate the load/unload is successful. Training characteristics of interest might include the
type of delivery{classroom, computer-based), frequency of training by type of support funcgion, certification
criteria for thedraining, and pass/ail criteria for students.

As another example, the characteristics of interest for problem reporting and corrective action may include
frequency of backups, multiple backup copies stored at different sites, recovery time, and effort required under
non-critical and critical situations, automated mission data logging with trace to post-mission debriefing data,
and well-defined steps and assigned responsibilities for automated tracking of problems and change requests
from initiation to completion.

Product Characteristics—Certain supportability characteristics should be designed into the software product
artifacts (requirements, design information, source code, test plans, and related development information) and
external packaging/handling mechanisms. Various measures of product characteristics can be found in
[PEERCY2]. Many of these product characteristics affect the supportability of the software.
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6.2.1

6.2.2

6.2.3

SYSTEM INTERFACE—The application domain and type of software may drive system interface support

requirements that can only be satisfied if certain software product characteristics exist.

Such support

requirements may include maximum robustness, years of unsupervised operational use, remote download of
software updates, response (quick or slow) time for human operators, response time (emergency or normal)
for change request, and frequency of block release updates. Software product characteristics to facilitate
achievement of these requirements might affect design of the software load form, replication and installation

features, interfaces for loading mission, and software/hardware interface mechanisms
logistics management functions.

to facilitate the

INHERENT QUALITY—The inherent quality characteristics of the software product artifacts are usually very
dependent on how well (or how bad) the software has been designed. Even if the software is well designed,

these characteristics can be easily corrupted by bad software support practices.

Importarft quality characteristics that affect supportability include modularity, simplicity;

consistency, expandability, and instrumentation [PEERCY2]. There are many lower{evd
metrics that can be used to define these characteristics. For example, cohesion*and coy
indicators of modularity. Use of object-oriented methods may result in software product that
and exppndable. Any size or count metric is generally related to simplicity, and few
supportdbility. Some simplicity indicators include number of independent paths, number o]
code, number of modules, and number of operators and operands. Designing the software

quality characteristics will improve the supportability of the software product.
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fnal product characteristics can also be affected by changes to the support er
a compiler or a'design tool updated for new version release may alter the
ristics and require’ modifications. Import/export facilities of support systems (
n and migration) become important in order to avoid corruption of the softwar
systems ghange. Design features of software components to isolate impact due t
br operational environment are important supportability characteristics of the softw.

OTS PRODUCT SUPPORTABILITY CHARACTERISTICS—The supportability characteristics of
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OTS software

pI‘OdUCtb arethesame=as pluduui characteristicsdescribedinm62-tand-622butthe SUpPPo
the supplier and the customer of the OTS software may be somewhat different. The suppl

with the product supportability characteristics from the perspective of being able to provi

tability focus for
ier is concerned
de cost-efficient

upgrades - essentially the inherent quality characteristics. The customer is concerned with the product
supportability characteristics from the perspective of capability to easily integrate and validate the OTS

software within the operational domain - essentially the external interface characteristics.

6.3 Environment Characteristics—The Environment in which the software support is to be conducted is a major

Facilities that are required to accomplish the necessary support activities.

support factor. The support environment has the defining characteristics of Personnel, Support Systems, and
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