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Preface

This is the First Edition of the ANSI/CAN/UL 2900-2-1, Standard for Software Cybersecurity for Network-
Connectable Products, Part 2-1: Particular Requirements for Network Connectable Components of
Healthcare and Wellness Systems.

UL is accredited by the American National Standards Institute (ANSI) and the Standards Council of
Canada (SCC) as a Standards Development Organization (SDO).

This Standard has been developed in compliance with the requirements of ANSI and SCC for

accreditati
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ent Organization. In the event that no revisions are issued for a period-of four yea
blication, action to revise, reaffirm, or withdraw the standard shall be initiated.

, there are two official languages, English and French. All safety warnings must bg
h. Attention is drawn to the possibility that some Canadian ‘authorities may requirg

c Sl units of measurement are used in this Standard{If\a value for measurement is fo
her units in parentheses, the second value may be approximate. The first stated
nt.

should be submitted via a Proposal Request in UL's On-Line Collaborative
ent System (CSDS) at http://csds.ul.dom.

ards for Safety are copyrightedby ULSE Inc. Neither a printed nor electronic copy of
altered in any way. All of. qur Standards and all copyrights, ownerships, and rights

revision is
Standards
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5 or proposals for revisions on any part of the Standard may be submitted to UL gt any time.

Standards

A Standard
5 regarding

those Standards shall remain the so6le-and exclusive property of ULSE Inc.
To purchase UL Standards, visit UL Standards Sales Site at
http://www.shopulstandards:com/HowToOrder.aspx or call tollfree 1-888-853-3503.
This Editign of the Standard has been formally approved by the UL Standards Technical Pangl (STP) on
Software Cybersegcurity for Components of Healthcare Systems, STP 2900-2-1.
This list represeénts the STP 2900-2-1 membership when the final text in this standard was ballpted. Since
that time, changes in the membership may have occurred.
STP 2900-2-1 Membership
Name Representing Interest Category Region

Ahmadi, Mike M Ahmadi General USA

Alvarez, Edison Becton Dickinson Producer USA

Barker, David D Barker General USA

Biggs, Doug UL Solutions Testing & Stds Org USA

STP 2900-2-1 Membership Continued on Next Page
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This Standard is intended to be used for conformity assessment.

The intended primary application of this standard is stated in its scope. It is important to note that it
remains the responsibility of the user of the standard to judge its suitability for this particular application.

CETTE NORME NATIONALE DU CANADA EST DISPONIBLE EN VERSIONS FRANCAISE ET
ANGLAISE


https://ulnorm.com/api/?name=UL 2900-2-1 2023.pdf

JANUARY 30, 2023 ANSI/CAN/UL 2900-2-1 7

INTRODUCTION

NOTE: This Standard for Software Cybersecurity for Network-Connectable Products, Part 2-1: Particular
Requirements for Network Connectable Components of Healthcare and Wellness Systems, is to be used
in conjunction with the Standard for Software Cybersecurity for Network-Connectable Products, Part 1:
General Requirements, UL 2900-1. The requirements for network connectable components of healthcare
systems are contained in this part 2 standard and UL 2900-1. Requirements of this Part 2 standard, where
stated, amend the requirements of UL 2900-1. Where a particular subclause of UL 2900-1 is not
mentioned in UL 2900-2-1, the UL 2900-1 subclause applies. This standard has been developed in
accordance with IEC Guide 120, Security aspects — Guidelines for their inclusion in publications.

1 Scope

1.1 This|security evaluation standard applies to the testing of network connectable, components of
healthcarg systems. It applies to, but is not limited to, the following key components:

a) Medical devices;

b) Accessories to medical devices;
c¢) Medical device data systems;
d) In vitro diagnostic devices;

e) Health information technology;
f) Wellness devices; and

g) All software components used for the secure operation of the device, wherever they may reside,
incjuding remote assets.

Note — ComBjinations of the technologies listed here*may be applied to such solutions as “telemedicine,” where a singlg solution may
contain both fegulated and unregulated componénts.

2 Normg3tive References

2.1 The |Standard for Software Cybersecurity for Network-Connectable Products, Part {I: General
Requiremgnts, UL 2900-1-shall be applied as specified in this standard.

2.2 The |Standardyfor Medical Devices — Application of Risk Management to Medical Dgvices, 1ISO
14971:20Q7, shalkbe applied as specified in this standard.

23 Th toamdard far Moingl Moy P Ounalibh - Maonaoaamant Quotomaa Raociiranmeanta—far I t
. e StahRaararorvieticaroewees oAty — vrarrag et oy StCITTsS N\CYOUTm T itS—TOT \egua Ol'y

Purposes, ISO 13485:2003, shall be applied as specified in this standard.

24 The Standard for Medical Device Software - Software Life Cycle Processes, |EC
62304:2006+AMD1:2015, shall be applied as specified in this standard.

2.5 The Standard for Health software — Part 1: General requirements for product safety, IEC 82304-
1:2016

2A Informative References

AAMI TIR57, Principles For Medical Device Security — Risk Management (2016)
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AAMI TIR75, Factors to Consider When Multi-Vendor Devices Interact Via an Electronic Interface:
Practical Applications and Examples (2019)

AAMI/UL 2800-1, Medical Device Interoperability

ANSI/NEMA HN 1-2019, Manufacturer Disclosure Statement for Medical Device Security

IEC/TR 80001-2-8:2016, Application of risk management for IT-networks incorporating medical devices —
Part 2-8: Application guidance — Guidance on standards for establishing the security capabilities identified
in IEC 80001-2-2

IEC TR 80p01-2-9:2017, Application of risk management for IT-networks incorporating medicall devices —
Part 2-9: Application guidance — Guidance for use of security assurance cases to demonstrate ¢onfidence
in IEC/TR 80001-2-2 security capabilities

IEC/TR 60p01-4-1:2017, Medical electrical equipment — Part 4-1: Guidance and-intérpretation|— Medical
electrical egquipment and medical electrical systems employing a degree of autonomy

IEEE/UL D[TSec, Standard for Wireless Diabetes Device Security (DTSe€)

IEEE/UL OTMoST, Diabetes Technology Society Mobile Platformy Centrolling a Diabetes Devide Security
and Safety|Standard

ISO/IEC 1%408-1:2009, Information technology — Security, techniques — Evaluation criteria for IT] security —
Part 1: Intrpduction and general model

MEDICAL PEVICE AND HEALTH IT JOINT SECURITY PLAN;
https://healthsectorcouncil.org/wp-content/uploads/2019/02/HSCC-MEDTECH-JSP-v1.2.pdf

3 Glossary

3.1 BASIC SAFETY — Freedom from unacceptable risk, for those risks that are not directly related to the
intended uge of the product.

3.2 ESSHNTIAL PERFORMANCE — Performance, other than that related to BASIC SAFETY, whose
loss or degradation beyond the limits specified by the MANUFACTURER results in an unacceptable risk.
[IEC 60601-1 Ed3.1]

3.3 MANUFACTURER — See VENDOR

3.4 RISK MANAGEMENT FILE — Set of records and other documents that are produced by risk
management [EN ISO 14971: 2012]

DOCUMENTATION FOR PRODUCT, PROCESSES, AND USE

4 Product Documentation

4.1 Product documentation shall meet the requirements of the Standard for Software Cybersecurity for
Network-Connectable Products, Part 1: General Requirements, UL 2900-1, except as noted in this

standard.
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5 Process Documentation

5.1 Process documentation shall meet the requirements of the Standard for Software Cybersecurity for
Network-Connectable Products, Part 1: General Requirements, UL 2900-1, except as noted in this

standard.

6 Documentation for Product Use

6.1 Safe

6.1.1 Int,

6.1.1.1 A statement of the product’s intended use shall be included in the Risk Management F

6.1.1.2 J

Risk Manggement File.

ty-related security considerations for product use

urisdiction-specific definitions for 'intended use' and 'indications for use'shall be pro

le.

ided in the

6.1.1.3 The product’s intended use statement shall indicate essential performance that may bge impacted

by security breach.

6.1.2 Enyironment in which the product is intended to be used

6.1.2.1 The product’s assumptions regarding the environmeént within which it is intended to be operated

shall be efjumerated.

6.1.2.2 The product's indications for use statement shall identify security capabilities and [constraints

relative to

6.2 Instnuctions

assumptions regarding the environmentwithin which it is intended to be operated.

6.2.1 Instructions on means to overiride security measures when necessary for patient [safety per
12.4.1.7 apd 12.4.2.6 shall be communicated to intended stakeholders with security controls as described
in the Ris Management File.

SECURIT)Y CONTROLS

7 Generpl

7.1 The Jpreduct shall comply with the requirements of the Standard for Software Cybersecurity for
Network-Gonnectable Devices, Part 1: General Requirements, Ul 2900-1, Section 7, except as noted in

this standard.

8 Acces

s Control, User Authentication, and User Authorization

8.1 The product shall comply with the requirements of the Standard for Software Cybersecurity for
Network-Connectable Devices, Part 1: General Requirements, UL 2900-1, Section 8, except as noted in
this standard.

9 Remote Communication

9.1 The product shall comply with the remote communication requirements of the Standard for Software
Cybersecurity for Network-Connectable Devices, Part 1: General Requirements, UL 2900-1, Section 9,

except as

noted in this standard.
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10 Cryptography

10.1

The product shall comply with the cryptography requirements of the Standard for Software

Cybersecurity for Network-Connectable Devices, Part 1: General Requirements, UL 2900-1, Section 10,
except as noted in this standard.

11 Produ

11.1

ct Management

The product shall comply with the product management requirements of the Standard for Software

Cybersecurity for Network-Connectable Devices, Part 1: General Requirements, UL 2900-1, Section 11,

oted.in this standard

except as
PRODUCT
12 Safet)

12.1 Risk
12.1.1 Th
Application
Cybersecu
Vendor Prg

NOTE 1: Info
Medical Devi
management

NOTE 2: Thrd
the product /
should identi
processes, in
detail should

1212 A
— Applicat
equivalent,

a) S

NOTIE: The security risk analysis should consider defense-in-depth also known as layer of protection analysis (

b)

[«
J

ASSESSMENT
y-Related Security Risk Management
[ analysis

e product shall comply with the applicable requirements of the Standard for Medical

of Risk Management to Medical Devices, ISO 14971, or the Standard for
rity for Network-Connectable Products, Part 1: General Requirements, UL 2900-1, §
duct Risk Management Process.

I'mation Technology network risks per the Standard for Application of Risk Management for IT-Networks
ces — Part 1: Roles, Responsibilities and Activities, IEC-~80001-1, should be considered as part of

at Modeling should be performed following the-principles of AAMI TIR 57 to generate an abstracted repr
Eystem that is to be decomposed into the components listed in a Software Bill of Materials (SBOM). The
y assets, attack surfaces, vulnerabilities, “attack vectors, risk controls, and residual risk in the conte
erfaces, dataflows, and trust boundaries.within specific use environments and use cases. The level of thr
lign with the component decomposition granularity provided by Software Composition Analysis.

[isk management file shalbe constructed in accordance with the Standard for Medic
on of Risk Management to Medical Devices, 1ISO 14971, risk management p
and it shall specifically include the following elements with regard to security:

ecurity risk.analysis;

ecurity risk evaluation;

Devices —
Software
ection 12,

ncorporating
product risk

esentation of
threat model
t of objects,
eat modeling

al Devices
rocess, or

| OPA)".

c¢) Security risk control;

NOTE: Security risk controls should consider a defense-in-depth strategy to minimize impact of a breach.

d) Production and post-production changes in security risks that may change over time;

NOTE: See also the post market surveillance requirements of ISO 13485, ISO 14971, TIR57 and 20.4.

e) Verification and validation of security risk controls; and

NOTE: Validation demonstrates that the specification and resulting implementation satisfies user needs through acceptance
and suitability testing.

f)A

nalysis of the acceptability of residual security risk.
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1 See the IEC 61511, Functional Safety — Safety Instrumented Systems for the Process Industry Sector standards.

12.1.3 Processes for Quality Management (QM) shall reflect:

a) Allocation of adequate security resources to product development;

NOTE: Compliance can be determined by demonstrating compliance with Clauses 13 — 20 of this standard.

b) Establishing policies and criteria for security risk acceptability for the product based on
applicable international, national or regional regulations; and

pla
12.2 Ris

1221 T
Software (

12.3 Ris

1231 T
Network-C
the Applic
for the Di
80001-2-2

12.3.2 A
Applicable

1233 A
processes

a)

b)

usgrs/patients;

c)

d)

0 3 ment o jed suita he ) isk m3
d intervals, including documentation of decisions and actions taken.

ne
evaluation

e risk evaluation shall be conducted in accordance with 12.3 and-12/4 in the S
ybersecurity for Network-Connectable Products, Part 1: General Requirements, UL ]

control

ne risk controls identified in Sections 7 — 11 of the Standard for Software Cyber
onnectable Products, Part 1: General Requirements; UL 2900-1, and the security ca
btion of Risk Management for IT-Networks Incorpdrating Medical Devices — Part 2-2
sclosure and Communication of Medical Device Security Needs, Risks and Contrg
, or equivalent, shall be considered for risk management.

Ny security measures contraindicated\ by the risk analysis are to be designat
(NA) with justification(s) in the Risk. Management File or explanation of alternative m

security risk management plan:shall be constructed and documented to reflect th
, including rationale for any gualitative or quantitative measures used:

dentification of assets,.threats, and vulnerabilities;

Assessment of the impact of threats and vulnerabilities on device functionalit

\ssessment.of the likelihood of a threat and of a vulnerability being exploited;

Determination of risk levels and suitable mitigation strategies; and

process at

andard for
P900-1.

security for
babilities of
Guidance
Is, IEC/TR

bd as Not
pasures.

e following

and end

e)

Assessment of residual risk and risk acceptance criteria

f) Security-relevant data logging when applicable

12.3.4 The vendor shall provide a risk management artifact to reflect hazard analysis, mitigations, and
design considerations pertaining to intentional and unintentional cybersecurity risks associated with the
product, including:

a) A specific list of all cybersecurity risks that were considered in the design of the product;

b) A specific list and justification for all cybersecurity risk controls that were established for the
product;

c) A means of demonstrating traceability that links product cybersecurity risk controls to the
cybersecurity risks that were considered;


https://ulnorm.com/api/?name=UL 2900-2-1 2023.pdf

12

ANSI/CAN/UL 2900-2-1 JANUARY 30, 2023

d) A summary describing the plan for providing validated software updates and patches as needed

thro

ughout the lifecycle of the product to continue to assure its safety and effectiveness;

e) A summary describing cybersecurity risk controls that are in place to assure that the product
software will maintain its integrity (e.g. remain free of malware) from the point of origin to the point
at which that product leaves the control of the vendor; and

f) Product instructions for use and product specifications related to recommended cybersecurity
risk controls appropriate for the intended use environment (e.g. anti-virus software, use of firewall).

12.3.5 The organization shall identify all security-related safety and non-safety security-related

requiremer
manageme

12.3.6 Th

12.3.7 TH
requiremer

intended usge.
12.4 Coverage of security analysis and testing
12.4.1 Protection of inputs

12.4.1.1 Pecurity measures protecting inputs to the product shall be specified when appli

encryption

12.4.1.2
threshold v

12413

12414
identifying

12.4.1.5
data (e.qg.
specified.

tsfortheproductimthe Tisk marmagement fiteor i separate documents Teferenced
nt file (see also 12.4.1.1, 12.4.2.1, and 12.4.3.1).

e security risk controls shall be based on requirements derived from the risk.evaluatig

e security risk controls shall be derived from relevant product fequirements
ts not stated by the customer, but necessary for the security and safety of the produg

of input data).

Any specific inputs to the risk controls-derived from the product inputs shall be spe
alues for safety interlocks).

Data security (e.g. authenticated encryption) shall be specified for inputs.

Metadata security comparable to that in 12.4.1.3 shall be specified for inputs (e
nformation).

Becurity measures to protect confidentiality of the contextual meaning of any exp

y the risk

including
t during its

able (e.g.

cified (e.g.

g. patient

bsed input

wirelessly transmitted data as opposed to data securely entered locally at an HM]) shall be

NOTE: An exrmple of*such a measure would be de-identification of patient identifiable data.

12.4.1.6 Security measures protecting assets against transitional vulnerabilities exploited through input
manipulation during product state changes shall be specified (e.g. exception handling for out-of-range
values, see SANS top 25).

NOTE: Triggers for state machine changes should be considered.

12.41.7 Secured means to over-ride input security measures (e.g. “break-the-glass”) when necessary
for patient safety shall be specified.

12.4.1.8 All security-relevant assumptions and constraints, related to the product inputs, imposed during
the development of the product shall be specified.
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12.4.2 Protection of outputs

12.4.2.1 Security measures protecting outputs of the product shall be specified.

12.4.2.2 Data security (e.g. encryption) shall be specified for outputs.

12.4.2.3 Metadata security shall be specified for outputs.

12.4.2.4 Security measures to protect confidentiality, integrity, and availability of the contextual meaning

of any exposed output data (e.g. wirelessly transmitted data) shall be specified.

NOTE: Ane

12.4.2.5
manipulat

12.4.2.6
for patient

12.4.2.7
during the

1243 D

NOTE: Compliance is to be determined by inspection of the risk management file.

12.4.3.1

by the riskj assessment, where the following sub¢lauses (12.4.3.2 — 12.4.3.20) constitute a mini

design an

considerafions justified in the Risk Managéement File.

12432
assessme

12.4.3.3

for them tq carry out their specified function(s). See UL 2900-1, Clause 8.8.

12434

12.4.3.5

limited to:

ample of such a measure would be de-identification of patient identifiable data.

Security measures protecting assets against transitional vulnerabilities exploited thrg
on (e.g. falsification of security credentials) during product state changes-shall be spe

Secured means to over-ride output security measures (e.g. “breaksthe-glass”) when
safety shall be specified.

All security-relevant assumptions and constraints, related to the product output(s
development of the product shall be specified.

esign and Development Process-related Risk Cantrols

Security controls shall be implemented.during the design and development process

1 development process security_controls to be considered, with the nonuse of ar

“‘Random” number seeds jshall be evaluated during design for suitability per the s
ht and documented in the Risk Management File.

Software processes and their authorized users shall be granted only those privilegg

ugh output
cified.

necessary

), imposed

bs required
mum set of
y of these

ecurity risk

bs required

Unless(contraindicated by the product risk assessment, all inputs shall be validated prior to
being prodessed.

here such consfrainis do not infroduce new hazards, programs shall be deterministically
constrained (i.e. use of programming constructs controlled) to avoid vulnerabilities including, but not

a) Buffer overflow;

b) Use of undefined or uninitialized programming constructs (e.g. null pointer dereference);

c) Use of unmanaged resources (e.g. use after free);

d) Use of uninitialized memory; and

e) Improper use of resource management functions (e.g. illegal free of an already freed pointer or
improper use of buffered data).
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f) Use of exception handling techniques with catch-all implementation that allows exceptions to
arise through the call stack without affecting the core functionality of the device, if possible, or with
documented fallback functionality in the case it is affected by exceptions.

12.4.3.6 The use of memory safe languages shall be considered during risk assessment.
12.4.3.7 The use of language subsetting shall be considered during risk assessment.

12.4.3.8 The use of automated memory safety error mitigation and compiler-enforced buffer overflow
elimination shall be considered during risk assessment.

12.4.3.9 The use of secure coding standards shall be considered during risk assessment.
12.4.3.10 | The use of automated thread safety analysis shall be considered during risk asSessment.

12.4.3.11 | The use of proven cryptographic algorithms and implementations shall be considered during
risk assesgment.

12.4.3.12 | The use of modified condition decision coverage for functional testing shall be ¢onsidered
during risk jassessment and test planning.

12.4.3.13 | Unused functions/features shall be removed basedon analysis of operational use cases and if
deemed ngcessary not to be removed, the presence of such ufused functions shall be justified |n the Risk
Managemeént File.

12.4.3.14 | Digitally signed software and firmware shall-be used.

12.4.3.15 | Software and firmware updates shall’be validated using digital signatures prior to re-initiation
of the prodjct.

12.4.3.16 | An allow-list shall be used.to ensure only authorized software is executed unlesq such use
introduces [new hazards.

12.4.3.17 | Proactive endpqints-malware protection shall be used when technically feasible (e.g. a list of
permitted grocesses/ports). Reactive malware protection (e.g. antivirus, intrusion detection) shall be used
when proalctive protection is not feasible. If no tool or method is available for endpoint protgction, this
should be ¢aptured ifithe risk assessment and documented accordingly.

NOTE: See 1P.4.3.16,

12.4.3.18 Storage (e.g. memory) shall be monitored with an integrity monitor to ensure that the code and
data sections are not unintentionally modified.

12.4.3.19 Software (including sensitive data) interfacing directly to hardware shall be protected against
unauthorized modifications or access via either software or hardware means as prescribed by the
manufacturer’s risk management process.

12.4.3.20 The use of perfect-forward secrecy in the encryption protocol shall be considered during risk
assessment.
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13 Known Vulnerability Testing

13.1 The product shall contain no known vulnerabilities unless otherwise stated in the vendor's risk
management file, based on CVSS metrics or adaptation of CVSS metrics or equivalent, used in the
vendor's risk management process.

13.2 The product shall be tested for known vulnerabilities in accordance with the Standard for Software
Cybersecurity for Network-Connectable Products, Part 1: General Requirements, UL 2900-1, Section 13.

13.3 The vendor's process for handling security related vulnerability reports shall be documented.

14 Malwlare Testing

141 Thg product shall be tested for malware in accordance with the Standard fof Software
Cybersecurity for Network-Connectable Products, Part 1: General Requirements, Uk 2900-1, Section 14.

15 Malfgrmed Input Testing

15.1 Thg product shall undergo malformed input testing in accordancewith the Standard fqr Software
Cybersecurity for Network-Connectable Products, Part 1: General Requirements, UL 2900-1, ection 15,
to identify|unknown vulnerabilities within the defined testing parameters and in accordance Wwith 12.3.5
through 12.4.1.8 of this standard.

Note: Malforfned input testing is also known in the industry as fuzz testing.

15.2 Upgn conducting the Malformed Input Testing~and Structured Penetration Testing a¢cording to
Sections 15 and 16 of the Standard for Software Cybersecurity for Network-Connectable Prodycts, Part 1:
General Requirements, UL 2900-1, the product’shall continue normal operation, per its intended use, or
transition fo a defined risks addressed (RA)\state, as specified in the product Risk Management File
(RMF).

16 Strudtured Penetration Testing

16.1 Duning the Structured White-box Penetration Testing of the Standard for Software Cybergsecurity for
Network-Gonnectable Products, Part 1: General Requirements, UL 2900-1, Section 16, the product shall
be assesded for unauthorized use via the potential for Elevation of Privilege (EoP) under the specified
testing conditions.

16.2 Protection-against EoP shall be tested by targeting inputs, and output characteristics of the product
(i.e. structbred penetration testing) per 12.4.1.1 through 12.4.2.1 of this standard.

16.3 Protection against EoP shall be evaluated for software processes that may not be directly
accessible via external interfaces. This shall be determined through the evaluation of 16.4 through 16.12
using the structured penetration testing approaches specified in Section 16 of the Standard for Software
Cybersecurity for Network-Connectable Products, Part 1: General Requirements, UL 2900-1.

16.4 Security measures protecting the product's internal safety-critical software processes (e.g. logic and
state transitions) shall be tested (i.e. for software-to-software interfaces).

16.5 Any safety-related and security-related software processes within the product affected by outputs
from other software processes within the product shall be tested.
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16.6 Data security (e.g. encryption) shall be tested to evaluate software processes within the product
that may interact with other unsecured software processes within the product (e.g. multicore processing).

16.7 As an alternative to 16.6, such interactions may be viewed as inputs to the secured process per
12.4.1.1.

16.8 Metadata security shall be tested to evaluate software processes within the product that may
interact with other unsecured software processes within the product (e.g. multicore processing).

16.9 Security measures to protect confldentlallty of the contextual meanlng of any exposed input data
(e.g. shared-betw e pracesses within
the product that may interact with other unsecured software processes W|th|n the product (€)g| multicore
processing).

NOTE: An example of such a measure would be de-identification of patient identifiable data.

16.10 Sefurity measures protecting assets against transitional vulnerabilities(éxploited through software
process manipulation during product state changes shall be tested.

A

16.11 Means to over-ride software process security measures internal\te the product when negessary for
patient safety shall be tested.

16.12 Uppn conducting the Structured Penetration Testing{of*Section 13 of the Standard fof Software
Cybersecurity for Network-Connectable Products, Part 1: General Requirements, UL 2900-1, the product
shall contipue normal operation, per its intended use, or-transition to a defined Risks Addressed (RA)
state, as specified in the product Risk Management Eileé{RMF) with no EoP.

17 Softwjare Weakness Analysis

17.1 The|product shall undergo software«weakness analysis per Sections 17, 18, and 19 of th¢ Standard
for Softwarne Cybersecurity for Network-Connectable Products, Part 1: General Requirements, UL 2900-1.

17.2 The|product shall contain- n6 known weaknesses unless otherwise stated in the vendor's risk
management file and also satisfying the CWSS score established as part of the risk management process.

18 Stati Source Code Analysis

18.1 The|product shall comply with the Standard for Software Cybersecurity for Network-Cgnnectable
Products, Part 1%.General Requirements, UL 2900-1, Section 18.

19 Static Binaryand Bytecode Analysis

19.1 The product shall comply with the Standard for Software Cybersecurity for Network-Connectable
Products, Part 1: General Requirements, UL 2900-1, Section 19.
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ORGANIZATIONAL ASSESSMENT
20 Lifecycle Security Processes
20.1 Quality management processes

20.1.1 The product shall be developed under a Quality Management System per the Standard for
Medical Devices — Quality Management Systems — Requirements for Regulatory Purposes, ISO 13485, or
equivalent.

20 1 2 T'\ aaofhmara-davalannaant L walachall canmanbhaantb tha onelioabla oo e nte ~Ff 1 Standard
-1 T SOTtWarCUCvVCTOPTTICTIC MO O y OrC—STaT COTTITPTy - Wit T - apP P aoTiC TOCUUTT CTITCTItS Ot

for Medicdl Device Software — Software Life Cycle Processes, IEC 62304, or equivalent.

20.2 General procurement processes

NOTE: Compliance is to be determined by inspection of the Risk Management File.

20.2.1 For software components integrated into the product, the vendor's|Quality Managemgnt System
shall addréss security considerations in the procurement process.

20.2.2 For components to be integrated into the product, the vendor (i.e. product develpper) shall
establish documented procurement procedures that include review of supplier security specifjcations for
compatibiljity with organizational security policies and proceddres.

20.2.3 The vendor (i.e. product developer) shall plan the supplier selection, establish| selection,
evaluation and re-evaluation criteria, and establish asupplier qualification process based on the¢ supplier's
ability to |address defined security criteria and\ provide products that satisfy the vendor's security
requiremepts.

20.2.4 The vendor (i.e. product developer) shall perform ongoing surveillance of the| supplier's
compliance to the security requirements.~The vendor (i.e. product developer) shall also:

a) Perform periodic requalification of the supplier, as appropriate per this surveillance; and

b) Manage software(pdates (e.g. patches) as part of the ongoing supplier surveillance.
20.3 Prdcurement risk management process

20.3.1 The suppfier shall comply with the requirements of Section 12, Safety-Related Security Risk
Managemgnt.

20.3.2 Where contractual constraints or IP considerations preclude the disclosure of the items in Section
12, Safety-Related Security Risk Management, directly to the vendor (i.e. product developer),
demonstrated conformance to this standard may be used instead.

20.3.3 The vendor (i.e. product developer) shall document the vendor's defined end-of life and
communicate to the customer that supplier support for security aspects of the component will be provided
only until the product's expected end-of-life.

20.3.4 As an alternative to 20.3.3, the vendor (i.e. product developer) shall demonstrate the ability to
address ongoing component security without supplier support.

NOTE: An example would be compensating controls that are part of a defense-in-depth security strategy.
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20.3.5 Software development tool chains shall be considered as part of purchasing controls of the quality
management system.

20.4 Product update release and patch management process

20.4.1 The product shall comply with the requirements of the Standard for Software Cybersecurity for
Network-Connectable Products, Part 1: General Requirements, UL 2900-1, Clause 11.

20.4.2 Patches and fixes shall be deployed to the affected populations within 14 days of the validated fix
and the manufacturer's infrastructure shall permit this.

20.5 Decpmmissioning process

20.5.1 Far products intended to be part of a larger system, decommissioning procedureg shall be
provided tq allow for the product to be removed from the system (and replaced ifsperforming & security-
critical fungtion) without compromising system security during the product decommissioning progess.

NOTE: A compromise of system security would be, for example, leaks of PHI / PIlI flfom=~the overall system|whether via
communicatign channels or improper disposal of a system component.

20.6 Packaging and shipment

20.6.1 THe product packaging and distribution processes¢shall maintain the integrity of tHe security
measures gpecified in Section 5, Process Documentation; using techniques of 12.4.3.5 or 12.4.3.16 or
equivalent]unless contraindicated by the risk management-process.

20.6.2 THe measures employed shall be described in the Risk Management File.
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ANNEX A (Informative) — Rationale for the Requirements

A1.1 This Annex provides informative documentation on how a clause is intended to operate and
rationale for inclusion of the clause in the standard.

Table A1.1 Rationale for the Requirements

Reference
6.1.1.1

Description Rationale

A statement of the product's intended use is included in | Safety related security considerations for product use

the Risk Management File

should be aligned with intended use considered in the
relevant Risk Management File (RMF). A product may

have multiple intended uses, which should e included
in the RMF. Further, as noted in ISO 14971:R012, the
intended use shall be documented and maintained in
the RMF. Documentation of the intended usg allows the
manufacturer to identify and dogumeént releyant
qualitative and quantitative gharacteristics that could
affect the safety of a medical device. An RMF is not a
discrete or singular document, but rather an
documentation that describes the mitigation|of product
risk.

Jurisdiction-specific definitions for 'intended use' and
'indications for use' are provided in the Risk
Management File

Product sold into multiple jurisdictions may have
differing intended’uses and indications for upe due to
limitations imposed by regulators or payors.|Further, the
differencésmay include new risks or differept risk
levels./Therefore, in conjunction with the ratjonale listed
for®.1.1.1, jurisdiction-specific definitions for intended
Gise and indications for use must be considdred in the
RMF.

Essential performance that may be impacted by a
security breach is documented in the product’s intended
use statement

Essential performance of a device may be gffected by a
breach. Further, in accordance with IEC 60601-1,
essential performance must be maintained ¢luring both
normal operation and failure of any one component.
Thus, it is important to identify in the intenddd use
statement how essential performance could|be
impacted by a security breach.
Notably — while IEC 60601-1 defines and ingorporates
the concept of essential performance, this i§ not a
defined term, but could be aligned with the functional
safety conceptin IEC 61010-1.

Assumptions regarding the environment in which
product is intended to be operated are documented

The product's environment, may increase of decrease
the potential for certain types of cybersecurify breaches.
If the product is intended to be used on a neftwork with
robust cybersecurity controls, the potential fpr
cybersecurity breaches could be decreased
Assumptions one way or another must be dgfined so
that end uses/facilities know that they are expected to
apply controls.

o

Security capabilities and constraints relative to
assumptions regarding environment within which it is
intended to be operated are identified

Similar to the safety-related security consid¢rations in
6.1.1.3 and the assumptions rationale provigled for
6.1.2.1, the product user should be made aware of the

Intended product environment so that they can assess
and, if warranted, implement additional cybersecurity
safeguards. Further, the user should be made aware of
how security capabilities and constraints impact the
product's intended use, and more specifically, the
essential performance. The threat model should be
driven by the threat environment.

(o]

Instructions on means to over-ride security measures
when necessary for patient safety shall be
communicated to intended stakeholders with security
controls as described in the Risk Management File

For all safety/patient critical functions of the device, a
mechanism must be in place to override security
measures of the device in order to be able to deliver
time critical patient care, e.g. such as during an
emergency. Instructions on secured means to override
the input and output security measures should be
prepared and documented in advance because the
existence of the security measure could lead to the

Table A1.1 Rationale for the Requirements Continued on Next Page
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Table A1.1 Rationale for the Requirements Continued

Reference Description Rationale
deterioration of patient safety, for example, in case a
clinician is not able to deliver time critical patient care.

12.1.2 A compliant Risk Management File exists Risk management processes should be documented as
the risk management file following ISO 14971 or similar
risk management standards. They should consider not
only safety but also security. Some important elements
which should be included in the risk management file
are listed in terms of security risk management.

12.1.3(a) QM processes reflect allocation of adequate security Cybersecurity shall be considered as early as possible
TESOUTCES 10 product devetoprmeTt fmtheproductdevetopment process tomitiggte

cybersecurity risks. The normative refereneegjto ISO
13485 provides for top management commitment,
which in turn drives adequate implementation
resources. Insight applied at the earliest poirlt possible
in the product development process can avo|d wasteful
rework, the need for last minute.fixes to remgve known
types of flaws and mistakes,’and minimize the number
of post-deployment fixe's for' quality escapes fthat impact
reliability, safety, and 'security.

12.1.3(b) QM processes establish policies and criteria for security | Consistent policies and criteria for decisions fare needed
risk acceptability for the product based on applicable to address the vatiety of impacts that errors have and to
international, national or regional regulations guide the identification of which errors need pitigations.

12.1.3(c) QM processes include ongoing re-assessment of the While the natural laws remain constant over fime, the
continued suitability of the security risk management ability-of software errors to cause harm or fof them to be
process at planned intervals, including documentation activated and manipulated by attackers can ¢hange as
of decisions and actions taken nelv techniques for influencing systems emefge and

made more repeatable. Re-assessment neefls to
include changes in intended use and changes in use
environment.

12.3.2 Risk Management File reflects assessment of security Contraindication is sometimes missed in the|security
measures contraindicated by the risk analysis risk management process, but it should take(priority

over anything else in medical devices. Therefore
alternative measures should be presented of the
measure should be noted as Not Applicable pr
contraindicated based on situational risk conftext. (See
AAMI TIR57.)

12.3.3 An adequate security risk management plan exist A security risk management plan that is perigdically
updated is important for downstream risk mahagement
activities (See ISO 14971, AAMI TIR57 or AAMI TIR97.)

12.3.4 Vendor has performed\hazard analysis, mitigations, and | A top level hazard and threat analysis is impgrtant to
design considerations pertaining to intentional and ensure system level security hazards are identified,
unintentional cybersecurity risks associated with the recorded and mitigated. This should include poth top
product down and bottom up analysis.

12.3.5 Risk management file identifies all security-related A version controlled repository of requiremerjts is
safety ‘and non-safety requirements for the product important to drive downstream design, verifigation and

validation (V&V) and recovery activities.

12.3.6 Security risk controls are based on requirements Cybersecurity related requirements stemming from the
derived-from-the-fiskevatuation fislkand-threat-evaluation-phase-should-haw

corresponding risk controls.

12.3.7 Security risk controls are derived from relevant product Cybersecurity related requirements stemming from the
requirements including requirements not stated by the review of product requirements (including those derived
customer, but necessary for the security and safety of from regulatory guidance, industry best practices, and
the product during its intended use emerging risks) should have corresponding risk

controls.

12.41 Protection of inputs (combine in testing protocol with UL | Inputs should not alter the intended risk profile of the
2900-115.1 & 16.1) device. Protection of input over communications

protocols or user interfaces should include measures
such as specifying appropriate data inputs and data
security.

Table A1.1 Rationale for the Requirements Continued on Next Page
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