Q

UL 294

STANDARD FOR SAFETY

Access

Control System Units



https://ulnorm.com/api/?name=UL 294 2023.pdf



https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 - UL294

tr1

UL Standard for Safety for Access Control System Units, UL 294

Eighth Edition, Dated May 24, 2023

Summary of

Topics

This new edition of ANSI/UL 294 dated May 24, 2023, includes updates, clarifications, and revisions
throughout including the following:

* Power over communication cable equipment updates

* Remate Access requirements

* Softy

* Egre{

yare/Firmware Upgrades

5s Control Systems Requirements

* Key Management System Requirements

* Over,
e Desti

The new and
July 29, 2022

All rights res
transmitted in
without prior g

ULSE providg
but not limited

In no event
including loss

oad and Endurance Test (power supply) updates
uctive Attack Test updates

revised requirements are substantially in.accordance with Proposal(s) on this
and February 17, 2023.

erved. No part of this publication\may be reproduced, stored in a retrie
any form by any means, electronic, mechanical photocopying, recording
ermission of ULSE Inc. (ULSE).

s this Standard "as is" without warranty of any kind, either expressed or img
to, the implied warranties of merchantability or fithess for any purpose.

vill ULSE be liable for any special, incidental, consequential, indirect or sinj
of profits,-Jost savings, loss of data, or any other damages arising out of thg

inability to us¢ this Standard, even if ULSE or an authorized ULSE representative has been

possibility of §
this Standard

uch damage. In no event shall ULSE's liability for any damage ever exceed th
regardless of the form of the claim.

subject dated

al system, or
or otherwise

lied, including

ilar damages,
e use of or the
advised of the
b price paid for

Users of the electronic versions of UL's Standards for Safety agree to defend, indemnify, and hold ULSE
harmless from and against any loss, expense, liability, damage, claim, or judgment (including reasonable
attorney's fees) resulting from any error or deviation introduced while purchaser is storing an electronic
Standard on the purchaser's computer system.


https://ulnorm.com/api/?name=UL 294 2023.pdf

tr2 MAY 24,2023 - UL294

No Text on This Page



https://ulnorm.com/api/?name=UL 294 2023.pdf

Y N‘\eﬂcan Nalia,,al 343
3

o 2
< %

MAY 24, 2023

ANSI/UL 294-2023

UL 294

Standard for Access Control System Units

First Edition — May, 1974
Second Edition — September, 1980
Third Edition — January, 1987
Fourth Edition — June, 1994
Fifth Edition — January, 1999
Sixth Edition — May, 2013
Seventh Edition — January, 2018

Eighth Edition

May 24, 2023
This ANSI/UL Standard for Safety consists of the Eighth Edition.

The most recent designation of ANSI/UL 294 as an American National Standard
(ANSI) occurred on May 24, 2023. ANSI approval for a standard does not inclugle
the Cover Page, Transmittal Pages,’and Title Page.

Cpmments or proposals Aof Tevisions on any part of the Standard may be
sybmitted to ULSE at any-time. Proposals should be submitted via a Propogal
Request in ULSE's Ceollaborative Standards Development System (CSDS) |at
htfps://csds.ul.comy

Opr Standards\for Safety are copyrighted by ULSE Inc. Neither a printed nor
electronic copy of a Standard should be altered in any way. All of our Standarfls
and all copyrights, ownerships, and rights regarding those Standards shall remgin
the solétand exclusive property of ULSE Inc.

ocobDMVRIALT



https://ulnorm.com/api/?name=UL 294 2023.pdf

UL 294 MAY 24, 2023

No Text on This Page



https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 UL 294 3

CONTENTS

INTRODUCTION
LS Tt o] o1 PN 9
A € 1Yo =T =1 [ 0] o] g =1 £ o A 9
K S O] o1 oo ] 0 1= o 1 - 10
O U o1 (o) 1Y L= F= o U =Y o =T o | 1
5 Referenced PUDICAtIONS ..........ooniiii e 11
LI €10 =T | TP 13
7 Performance Level Definitions For ACCess CoNtrol...........ccuueveuiiiniiiiieieeie e 18
8 Information an| ITTW/=Ya I 7ol AV=Y=T=Y=Y~Ya a 7=Y a ¥ AR 19
9 Versfon NUMDET ... el 19

CONSTRUCTION

ASSEMBLY

.1 Specific product requirements...........cccceeeveeeviiieceidosie T e, 20
2 Productassembly .........cccooiiiiiiiiiiiiiii D e e 20
.3 Electrical protection ...........coeiiiiiiiiii e e e 21
ection of Service Personnel............ooooiiiiiii e SN e 24

12 ENQIOSUIE ... e e et ee e e 24
L0 B CT=Y o 1= - | N o PP ISP 24
12.2 DOOIS @Nd COVETS ...ouuiiiiiieeiiieieieeeadiereeneeaneeeeeneeeennseetnseesnneeesnseesnneresnneessdiersineersneeenns 26
12.3 Enclosure openings — general...: .. ..coiiiiiiiiiiiiieiiiiineeeeeeeei e e 26
12.4 Enclosure top OPENINGS .. .ccen o T e e e 26
12.5 Enclosure side Openings ... 0w . e ee e e 27
14.6 Enclosure bottom openings=........cooviiiiiiiiiiiii e 30
12.7 Screens and expandedinetal ...........co.oeveiiiiiiiii i 31
12.8 Castmetal.....oooeeeo e 31
12.9 Sheetmetal.... e e 32
12.10 Product enclosure Mmounting ...........ovvveeiiiiiiiiiiiicei e e, 35
12.11 Polymeric MaterialS ..o e, 35
B T =1 o To ] Lo Ty PSPPSR ISR 35
14 Cofrosion ProfeCioN ........ooo i 36

T 1Y o 1= - | 36
16 Cord Connected ProdUCES .......c.u i e e 37
17  Permanently Connected ProdUCES ... 37
T7.1 GENEIAL ...t eeeeene 37
17.2 Power Limited/Class 2 0r 3 CirCUILS ... ..cuuuiiiiieiiiee e e e 38
17.3 Field-wiring terminals ..........ooouiiii e e 39
17.4 Qualified appliCatioN .........oo. i e 40
17.5 Field WINNG I@AAS ... .o 41
17.6 Polarity identifiCation .............uuii i 42
S T € 1o 183 o 11 o P PPN 42
INTERNAL WIRING

S I CT=Y 1Y = PP 43


https://ulnorm.com/api/?name=UL 294 2023.pdf

4 UL 294 MAY 24, 2023
P24 O BT Lo Y, (1 { aTo Lo L3P PPP 43
21 Separation Of CIFCUILS .......iiii i e e e e e e e e et eeaa s 44
2272 = To ] lo o Te I fo] g €14 18] g To |19 Vo BT 45

COMPONENTS, ELECTRICAL
23 Mounting Of COMPONENTS ........uiiiiiii et e e e e e eeaans 47
24 Insulating Materials ... e 48
25 Fuseholders and Current-Carrying Parts ............c.uiieiiiiiiiiiiiiii e 49
PG T O ALY oW [y (=Y o1 i o) (=Y o] o PP 49
A7 S T= 10 oo ) o [0 (o] PP 49
2 T | (o 1= S 49
29  TrafSTorMers and COlS .. oo oo same s e e 49
30 Redhargeable Storage-Type Batteries Used as a Secondary Power Source ...c4 .+ ..ooevvinene. 50
31 Norrechargeable (Primary) Dry-Cell Batteries ..........cccccoeeeviiiiiieeiieecem e e, 50
32  Lithjlum Batteries ..o B e e 51

SPACINGS
B T 1= 1 1= Y o S STY 51
7 7] 1 Vo o] 4 1=T 0 < TR, S PTY RTPR 53

PERFORMANCE - ALL UNITS
K C -1 1= - N s F USRI AU 53

35]1 General information .............ooiiiii i e e 53
35]2 Single point [0CKING AEVICES......... o i e e e e e e e e e 54
353 Testunits and data...........cooooe A e fe 55
354 Test samples and miscellanequs data .............ccciviiiiiiiiiiiiiieieee e 55
3515 Test VOltagesS .. .ceuneeiiee et s e e 56
35]6 Essential computer equipmaent.............ooviiiiiiiii e e 56
357 Power over communications cable equipment..............cccoooviiiiini e 57
T S =T g0 (= Tt o7 T Y R 59
359 Egress controlsystems ... e 65
35]10 Key management SYStEMS ........ovvviiiiiieiiiiiiieeccii e e 65
36 NOrnal OperatioMTeSt . ......ccieiiiiie et e e e e ene e 67
37 Elegtronic Authentication ............c.oooiiiiiiiiiiiiee e e 67
38 Inpyt MeasuUrement Test .........oouiiiiiiiiiiiiii e e 68
39 OutputMeasurement TeSt.......ooveeiiiiii e e 68
40 Power-Limited/Class 2 and Class 3 Circuits Test..........cooooiiiiiiiiiiii 69
B I T -] -~ | T 69
40.2 Maximum VORGGE .. ... et e e e e e aans 71
40.3 MaXiMUM CUITENE. .. .ciiiiii ettt e et e e e e e e eaa s e e eeea e e e e eaaan e eeennnns 71
40.4 VAnax (notinherently limited Circuits only) ..., 72
41  Electrical SUPErVISION TEST ...... oo 72
O €T o= PP 72
41.2 POWET INTEITUPLION .. et e e e e e e e e e e eeenns 72
42 SEANADY POWET ... ettt aaaans 72
43 Undervoltage Operation TeSt.......coouuu i e 73
44 Overvoltage Operation TEST........cooeuiuiii i et 73
45 Variable AmDIent Test ... ... i 73
T o 0T 1Y 1= PP 73
47 Leakage Current Test for Cord-Connected Products ............ccceuoiiiiiiiiiieiiiiiieieeee e, 74
48 Electric ShOCK CUIMENE TEST ... i e e e eaeaas 76
e T @ 1= 4 0T To I =Y P 80


https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 UL 294 5
X By B €T o= PP 80
49.2 Separately energized CirCUITS ...........iiiieiiii e 80
49.3 POWET SUPPIIES ..ttt e et e et e ettt e e et e ea e e eeae 80
oL =Yg o [0 = g Lo T =] PP 81
o0t =T =Y - | 81
50.2 Separately energized CIrCUILS ........coiiiiuiiie e 81
L IRC T o o1 T o] o] =N 82
L3 B - 4 1o T = P 82
52 Dielectric Voltage-Withstand Test ..........ooi i 83
53 TempPerature TEST ... ... oo e e e e e e ees 85
54 Abnormal Operation TeST .....c. i e 88
55 Electrical Transient TeSTS .. .couiii i e 88
5E.4I CUI L~ I« | I NN DI oo 88
558.2 Supply line (ring wave surge voltage) transients............cccccoevvveieeeenmm Moo 89
5§.3 Internally induced transients ...........cccoooveiiiiiiniii Y 89
5§.4 Input/output (low-voltage) field-wiring transients................cooe b o 89
56 AC|Induction Test ..o N 96
57  Communication CirCUItS .........cccuuiieiiiiiiiieeiiiiine e b o 97
58 Polymeric Materials Test ... Y 97
59 Baftery Replacement Test.........cooviiiiiiiiiiiiiiiiieee B T 97
B0  Drgp Test. . e e e et e e e 97
61 Strain Relief Test ... NN e e 98
B61.1 General.......cccooevviiiiiiiiii i S e 98
61.2 Field-Wiring [€adS........cveniii e et e e et e et e e e e e e e e e e e o e e e e e eaeen 98
62 Tedts for Ignition Through Bottom-Panel Openings:...........cccoeveiiiiiiiiiiiieeiieee e 98
(7 I B 1= = - | R e ST R 98
6.2 Hot, flaming Oil..........ooiiii e e e e 98
6.3 Molten PVC and COPPET ....ccuuveeee e eeiie e e e e eeneeen e e e o 99
63 Mefhanical Strength Tests for ENCIOSUIES ........ccouvuiiiiiiiiiiiieiiiieeeeiineeceei e foeec 99
63.1 Constant-force test ........... xS 99
63.2 Impacttest ........ooeiv e 100
64 Special Terminal AssembliesTestS ........cooevviiiiiiiiiiiicec e 100
B4.1 GeNEral.....cceeeee e e 100
64.2 Disconnection andh\reconnection .............coooiieeiiiiiiineiiieeiie e e 100
64.3 Mechanical SECUFENESS.......c.uuiiiiieiiii e e e 101
64.4 Flexing testl ..o e, 101
64.5 Millivolt drop teSt.....coveieii i e, 101
64.6 Tempeérature test ... e 101
65 Destructive Attack Test ... e 101
66 Destructive Attack Alarm Test. .. ... e 102
67 Ac¢ess Control Line SECUNtY .......ccoovuiiiiiiiiii e 103
4 TR =Y =Y =Y 103
67.2 Access Control Line Security Level || — Standard line security ...........c.occoeviiiieiiinnnnn.. 103

67.3 Access Control Line Security Level lll — Encrypted line security with 128 bit
=T Te7 Vo) (o] o [P 104

67.4 Access Control Line Security Level IV — Encrypted line security with 256 bit
(=TT Y/ o] 1o o PP 104
LTS T =10 o 4 1=) (4 (o =] 104
69 Controlled And Delayed Egress Equipment And Systems Operation ..............ccoooviiiienn. 105
69.1 General REQUINEIMENTS .........uuiiiiie e e e e e e e e e e s 105
69.2 Delayed egress reqQUIrEMENTS .......ooeuniiii e 106
69.3 Controlled egress reqQUIrEMENTS .........ciiuiiiiiee e e e e 106

MANUFACTURING AND PRODUCTION LINE TESTS

70 Production Line Dielectric Voltage-Withstand Test For High-Voltage Products...................... 107


https://ulnorm.com/api/?name=UL 294 2023.pdf

6 UL 294 MAY 24, 2023
71 Production Line Grounding Continuity TESt..........cuuiiiiiiiiiiiiiii e 107
MARKINGS
47 0 L= - 1 U 108
73 Marking PermanenCy TESES ... cceuu i e 110
OUTDOOR USE EQUIPMENT
ASSEMBLY
A € 1Y =Y | P PP 110
75 COMSITUCTION ..o e e e et e e e e e e f b e e e 111
F£ I C =1 =T = | PPPURUPRTRPSL St ISP 111
75]2 Corrosion pProtection.............cceeeeiieieeiiiiieieiiineeeeiineeeeeie e T 111
76 Fiel-Wiring ConNECtiONS...........viiiiiiiiiiiiiiieecc e e e e 113
77  Intefnal Wiring......oooevieie e O e 113
78 Components, Electrical Insulating Material .................cccooiiiiiiiid e e 114
PERFORMANCE
79 RaIM TESt ..ot e e e, 114
O I LU E | =Y S N PSR 118
81  Varipble Ambient Test ..o A e e 118
82 Metpllic Coating Thickness Test...........ovvviiivaminiiiiiiiieeeeeeeee o 118
e B 00T (o= o] o T 1Y {3 UUPUPRRPPRT AU 120
831 GENEIAL ... et e e e e 120
832 Salt spray (fog) ...ccuumiiiiimi i N e e 120
833 Moist hydrogen sulfide (H,) . a@ir mixture...........ccooooeiiieiinniiiiiie o 121
834 Moist carbon dioxide (COy)l= sulfur dioxide (SO,) — air mixture.................. feeeree 121
835 Alternate corrosion test2F-day) ........oiviviiiiiiiiiiiii e e 121
84 Ultraviolet Light and Water Exposure Test ...........coovviieiiiiiiiiiiiniiiiiineeeeeiiieeeeeee e 122
85 Accglerated Aging Tests'for Gaskets, Sealing Compounds, and Adhesives ..........J.............. 122
oo [ CT=T =T - | e PN FRUPRT 122
852 Gasket low temperature test — Outdoor use ...........ccooeveeiviiiiiiiineeineen e 124
MARKINGS
oG B =Y - 1 PRSPPI ST 125
ACCESSORY EQUIPMENT
S A € 1Y o 1= - | U 125
e T o] o 1S £ U o o] o 125
89 Performance (Installation) Test........o..iiiii e 126
SO |V = (] T 1 PN 126
INSTRUCTIONS
91 Installation and Operating INStrUCLIONS ..........ccoiuiiiiii e, 126

ANNEX A (informative) - STANDARDS FOR COMPONENTS


https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 UL 294 7

ANNEX B (informative) - POWER OVER ETHERNET (PoE) REFERENCE

30 N I = 111 (o 133
B2  RaAtiNGS (PErPair) ..o e 133
B.3  Reference PUDIICAtiONS. ... 133



https://ulnorm.com/api/?name=UL 294 2023.pdf

UL 294 MAY 24, 2023

No Text on This Page



https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023

UL 294

INTRODUCTION

1 Scope

1.1

equipment and/or systems intended to regulate or control:

a) Entry into and/or exit from a controlled area, protected area or a restricted area or

b) Access to or the use of a device(s) by electrical, electronic or mechanical means.

These requirements apply to the construction, performance, and operation of physical access control

1.2 The extent of control of entry/exit may include the reporting and recording of related activity. The

accuracy of t

1.3 This sta
operation of §
four levels of
security equig

e logged aata Is not evaluated Dy this standard.

ndard defines the minimum requirements as they apply to the construction), pe
uch systems, equipment and/or computer equipment as well as tiered,characte
security performance with Level | (lowest level security equipment)-io Level I\
ment).

1.4 Where an access control equipment and/or system incorporates)the features and

burglar alarm
Systems, UL
Units and Sys

1.5 These r
control unit,
access) of t
equipment th
opens, earth
control syster

control unit, the requirements of the Standard for‘Proprietary Burglar Al
1076, or the applicable section of the Standard for.Commercial Premises §
tems, UL 2610, shall also apply.

equirements apply to computer equipmentdhat, when used in conjunction
s necessary to support the operation “(granting (authorized) or denying
e access control system. This Standard does not apply to supplemen
t is not necessary for operation of the access control system if electrical trang
jround faults or wire-to-wire shorts on the circuit connection from the compute
n does not inhibit intended operation or provide unauthorized entry.

2 General Information

21 For eq
communicatia
verified as pa

2.2 Biometri
(FRR), Failur

lipment utilizing’ ‘power over communications cables, refer to 35.7,
ns cable equipment. Compliance with IEEE 802.3 (at or af) specification
t of these requirements.

rformance and
ristics to meet
(highest level

functions of a
rm Units and
becurity Alarm

with the main
unauthorized)
ary computer
ients or single
r to the access

Power over
5 shall not be

Cc equipment parameters such as False Acceptance Rate (FAR), False R
b to\Enroll, Failure to Acquire, and other biometric quality parameters, are

bjection Rates

Tot specifically

evaluated as partof this standard. See Section 68, Biometric Test.

2.3 Access control systems that include duress signaling features are additionally evaluated per UL 636,
or the applicable section of UL 2610.

2.4 Products intended for use in air-handling spaces in Accordance with Section 300.22, (C) of NFPA 70,
are additionally investigated to the Standard for Fire Test for Heat and Visible Smoke Release for Discrete
Products and Their Accessories Installed in Air-Handling Spaces, UL 2043.

2.5 Products that utilize input, output and/or control devices that are not interconnected by a solid
medium, such as cable, optical fiber, or the like, but provide signaling by means of low power radio
frequency (RF) defined by the Code of Federal Regulations (CFR), Title 47, Part 15, shall comply with the
Short-Range Radio Frequency (RF) Tests in UL 2610, as applicable. The following tests are not
considered necessary for access control products:
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a) Clas

h Error;

b) Interference Protection;

c) Tamper Protection; and

d) Time to Report Alarm.

Exception No. 1: Wireless access control credentials (i.e. cards, tokens, electronic devices) are not subject

to the RF requ

irements noted.

Exception No. 2: Egress control systems (/e Infant Protect/on/Pat/ent Wandering systems; see 35.9) are

subject to all F
credential of
functionality, t

2.6 Unless o
access contro|
entry, when sy

2.7 Electrom
with UL 1034.

2.8 Systems
Code and the

3 Compone

3.1 Except 4
requirements
used in the pr(

3.2 Acompo

a) Invd
produc

b) Is sy

an egress control system is an active element of the mtended two- way RH
he tag/credential is also subject to the RF tests noted above as applicable:

therwise specified, the fundamental compliance criteria of this Standard indi
system and its components shall not inhibit intended operation,7or provide
bject to the tests and requirements documented within.

echanical or electromagnetic door locking devices are typically evaluated i

ike.
ts
s indicated in 3.2, a component of a product covered by this standard shall cqg
ducts covered by this standard.

hent is not required to.comply with a specific requirement that:

Ives a featurefor—characteristic not required in the application of the com
I covered by this standard, or

perseded)by a requirement in this standard.

en the tag or
transmission

cates that the
unauthorized

n accordance

and components may also be utilized in accardance with NFPA 101, International Building

mply with the

for that component. See Annex A for a list of Standards covering componegnts generally

bonent in the

conditions of

3.3 A compd

nent“shall be used in accordance with its rating established for the intended

use.

3.4 Specific components are incomplete in construction features or restricted in performance
capabilities. Such components are intended for use only under limited conditions, such as certain
temperatures not exceeding specified limits, and shall be used only under those specific conditions.

3.5 Compliance of laser products with the Code of Federal Regulations (CFR), Title 21, Part 1040, shall
be determined by:

a) Determining the Class of the laser product and the Class of the radiation emitted by the laser
product (as defined in the CFR) from the manufacturer's Center for Devices and Radiological

Health

(CDRH) product report;

b) Verifying that the manufacturer’s markings and labels having the information specified in the
CFR are affixed on the laser product (as defined in the CFR);
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c) Determining that the corresponding construction features, such as protective housing, interlocks,
and similar features, are provided in accordance with the CFR;

d) Determining that the resulting construction complies with the construction requirements of this
standard; and

e) Verifying that the manufacturer’s safety instructions required by the CFR are provided with the
laser product (as defined in the CFR).

4 Units of Measurement

41

Values stated without parentheses are the requirement. Values in parentheses are explanatory or

approximate i

4.2 Unless ¢
square (rms).

£ '
nmurrrauvrt.

5 Referenced Publications

5.1 Anyund
interpreted ag

5.2 The follg
ANSI C80.1,

ANSI S12.31
Sources in Rd

ANSI S12.32,
Narrow Band

ASTM A653/
(Galvanneale

ated reference to a code or standard appearing in the requirements of this sta
referring to the latest edition of that code or standard.

wing publications are referenced in this Standard:
bpecifications for Zinc-Coated Rigid Steel Goriduit

Precision Methods for the Determination of Sound Power Levels of Broa
verberation Rooms

Precision Methods for the Détermination of Sound Power Levels of Discrete A
Noise Sources in Reverberation Rooms

\653M, Specification\for Steel Sheet, Zinc-Coated (Galvanized) or Zinc-Iror
) by the Hot-Dijp‘Process

ASTM A90/A90M, Standard Test Method for Weight (Mass) of Coating on Iron and Steel An

or Zinc-Alloy

ASTM B117,

Coatings

Standard Practice for Operating Salt Spray (Fog) Apparatus

therwise indicated, all voltage and current values mentioned in this standard are root-mean-

ndard shall be

d Band Noise

-requency and

Alloy-Coated

icles with Zinc

ASTM D396,

Standard Specification for Fuel Oils

ASTM D412, Standard Test Methods for Vulcanized Rubber and Thermoplastic Rubbers and
Thermoplastic Elastomers — Tension

ASTM EZ230/E230M, Standard Specification and Temperature-Electromotive Force (emf) Tables for

Standardized

Thermocouples

47 CFR Part 15, Radio Frequency Devices

FIPS 46-3, Federal Information Processing Standard, Data Encryption Standard

FIPS 140-2, Security Requirements for Cryptographic Modules
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FIPS 180-4, Secure Hash Standard (SHS)

FIPS 185, Escrowed Encryption Standard

FIPS 186-4, Digital Signature Standard (DSS)

FIPS 198-1, The Keyed-Hash Message Authentication Code (HMAC)

FIPS 197, Federal Information Processing Standard, Advanced Encryption Standard

IEEE 802.3, Standard for Ethernet

IEC 61000-4
measurement

IEEE 1394, Sf
IEEE C62.41,
MIL-STD-338,
MIL-STD-750¥
MIL-STD-883¥
NFPA 70, Nat
NFPA 101, Lift

NIST SP 80(
Authentication

5, Surge Tests per Electromagnetic compatibility (EMC) — Part 4:5:
techniques — Surge immunity test

andard for a High-Performance Serial Bus

EEE Recommended Practice on Surge Voltages in Low-Voltage AC Power Ci
Cleaning and Treatment of Aluminum Parts Prior to Painting

F, Test Methods for Semiconductor Devices

1, Department of Defense Test Method Standard: Microcircuits

pnal Electrical Code

b Safety Code

-38B, Recommendation for Block Cipher Modes of Operation: The CM.

NIST SP 800-38C, Recommendation for Block Cipher Modes of Operation: The C(

Authenticatiorl

NIST SP 800+
and GMAC

and Confidentiality

38D, Recommendation for Block Cipher Modes of Operation: Galois/Counter

Testing and

rcuits

AC Mode for

'M Mode for

Mode (GCM)

NIST SP 800-

7, Recommendation for the Iriple Data Encryption Algorithm (1DEA) Block C

TIA-568-C.2, Balanced Twisted-Pair Telecommunications Cabling and Components

UL 50, Enclosures for Electrical Equipment, Non-Environmental Considerations

UL 305, Panic

Hardware

UL 310, Electrical Quick-Connect Terminals

UL 437, Key Locks

UL 486A-486B, Wire Connectors

pher
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UL 486E, Equipment Wiring Terminals for Use with Aluminum and/or Copper Conductors

UL 497A, Secondary Protectors for Communications Circuits

UL 497B, Protectors for Data Communications and Fire-Alarm Circuits

UL 636, Hold

Up Units and Alarm Systems

UL 746C, Polymeric Materials — Use in Electrical Evaluations

UL 796, Printed Wiring Boards

UL 827, Cent
UL 969, Mark|
UL 1034, Bur
UL 1059, Terr
UL 10786, Pro
UL 1449, Sur
UL 1481, Pou

UL 1642, Lith

al-Station Alarm Services

ng and Labeling Systems

hlary-Resistant Electric Locking Mechanisms
hinal Blocks

brietary Burglar Alarm Units and Systems

e Protective Devices

er Supplies for Fire-Protective Signaling, Systems

um Batteries

UL 1778, Unipterruptible Power Systems

UL 1863, Cor
UL 1977, Con

UL 2043, Fir
Installed in Ai

hmunications-Circuit Accessories
hponent Connectors for Use in Data, Signal, Control and Power Applications

b Test for Heat and Visible Smoke Release for Discrete Products and The
-Handling Spaces

UL 2610, Con

hmercial Premises Security Alarm Units and Systems

UL 60950-1, Information Technology Equipment — Safety — Part 1: General Requirements

ir Accessories

UL 62368-1, Audio/Video Information and Communication Technology Equipment — Part 1: Safety
Requirements

6 Glossary

6.1

For the purpose of this standard the following definitions apply.

6.2 The term "product" as used in this standard refers to all types of access control equipment or
systems of equipment.
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6.3 ACCESS CONTROL — A means and/or measure to regulate or control physical access control that
may consist of:

a) Entry and/or exit to/from a controlled area, protected area or a restricted area; or

b) Physical access to or the use of a device(s) by electrical, electronic or mechanical means.

6.4 ACCESS CONTROL DESTRUCTIVE ATTACK LEVEL | _ An access control product intended for,
but not limited to, a controlled area that is not required to meet the destructive Attack Test.

6.5 ACCESS CONTROL DESTRUCTIVE ATTACK LEVEL Il — An access control product intended for,
but not limited to, a protected area that can withstand the destructive Attack Test for 2 minutes.

6.6 ACCESS CONTROL DESTRUCTIVE ATTACK LEVEL lll — An access control preduct intended for,
but not limited to, a restricted area that can withstand the destructive Attack Test\for’5 minutes, or 2
minutes if an glarm is activated during the test.

6.7 ACCESY CONTROL DESTRUCTIVE ATTACK LEVEL IV — An access_control product intended for,
but not limited|to, a restricted area that can withstand the destructive attack.test for 5 minuteg, generate an
alarm signal ih 2 minutes and the alarm cannot be silenced until acknoewledged by the ¢perator for 2
minutes.

6.8 ACCESY CONTROL ENDURANCE LEVEL | — An access_control product shall operate as intended
at rated voltage and current for 1,000 cycles of intended opetation.

6.9 ACCESY CONTROL ENDURANCE LEVEL Il — An.access control product shall operafe as intended
at rated voltage and current for 25,000 cycles of intended operation.

6.10 ACCEYS CONTROL ENDURANCE LEVEL Ill — An access control product shdll operate as
intended at rated voltage and current for 50;000 cycles of intended operation.

6.11 ACCE CONTROL ENDURANCE LEVEL IV — An access control product shall operate as
intended at rafed voltage and current for 100,000 cycles of intended operation.

6.12 ACCEYS CONTROL LINE SECURITY — Equipment incorporates refinement in elecfric apparatus
and circuit arrgngement torguard against an attempt to compromise the connecting line or communication
channel betwgen two ae¢ess control products or equipment.

6.13 ACCESS “€ONTROL LINE SECURITY LEVEL | — An access control product with no
communicatiob line security

6.14 ACCESS CONTROL LINE SECURITY LEVEL Il — An access control product provided with
standard communication line security. See 67.2.

6.15 ACCESS CONTROL LINE SECURITY LEVEL lll — An access control product provided with 128-bit
encryption. See 67.3.

6.16 ACCESS CONTROL LINE SECURITY LEVEL IV — An access control product provided with 256 bit
encryption. See 67.4.

6.17 ACCESS CONTROL STANDBY POWER LEVEL | — An access control product designed with no
secondary power source.


https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 UL 294 15

6.18 ACCESS CONTROL STANDBY POWER LEVEL Il — An access control product that operates as
intended with a loss of primary power for 30 minutes while the product is operated every minute.

6.19 ACCESS CONTROL STANDBY POWER LEVEL Ill - An access control product that operates as
intended with a loss of primary power for 2 hours while the product is operated every minute.

6.20 ACCESS CONTROL STANDBY POWER LEVEL IV — An access control product that operates as
intended, and with a loss of primary power for 4 hours while the product is operated every minute.

6.21 ACCESS CONTROL SYSTEM — A collection of means, measures and specific practices that when
combined, form or compose a systematic approach, which enables an authority to control access to areas
and resources in a given physical facility. An access control system, within the field of physical security, is

generally see

6.22 ACCES
locking device

6.23 ACCE{
other than the
of access c(
interfaces, an

6.24 AIR-HA
purposes but
environmenta

6.25 ALARN
6.26 ALARN

6.27 BIOME
as a credentid
retinal/eye, fa

h as the second layer in the security of a physical structure.

BS CONTROL UNIT — A part of the access control system that interfaces
s and sensing devices, making a decision to grant or deny access,

5S CONTROL UNIT ACCESSORY — Any device or component.of an access

ntrol unit accessories include: readers, keypads, request-to-exit deviceg
d the like.

ANDLING SPACE - Space not specifically <fabricated for environments
used for air handling purposes as a plenum:{The space above a hung c
air-handling is an example.)

1 — A condition requiring human assessment or intervention.
1 SIGNAL — A transmission of an-alarm condition or alarm report.

TRIC(S) — Any measurable, unique physiological characteristic or personal tr
| to recognize and verify the identity of an individual. (e.g. fingerprint, hand or {
Ce, voice, signatureor keyboarding dynamics).

chara

b) Lo

ITS, ELECTRICAL:

-Voltagey> A circuit involving a potential of not more than 600 volts and
teristics in excess of those of a low-voltage power limited circuit.

b,

42 .4 volts direct current (DC) or AC peak.

with readers,

control system

access control unit that is employed to assure intended operation of the system. Examples

, input/output

| air-handling
piling used for

hit that is used
ace geometry,

having circuit

) current (AC),

c) Power Limited / Class 2/3 Circuit — A circuit wherein the power is limited as specified in Table
40.1 and Table 40.2.

d) Power over Communications Cable — A limited energy circuit that meets the requirements of

35.7.

e) Risk of Electric Shock — A risk of electric shock is determined to exist within a circuit unless that

circuit

meets one of the following criteria (1 and 2, or 3):

1) The circuit is supplied by an isolating source such that the maximum open-

potential available to the circuit is not more than 30 V AC rms, 42.4 V DC, o
and

circuit voltage
r42.4V peak,
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2) The circuit is supplied by an isolating source such that the current availa
1500-ohm resistor connected across any potential in the circuit (including to
not exceed 0.5 mA; or

ble through a
ground) does

3) A limited energy power over communications circuit that meets the requirements of 35.7,

Power over communications cable equipment.

f) Risk of Fire — A risk of fire is considered to exist at any two points in a circuit where:

1) The open circuit voltage is more than 30 V AC rms, 42.4 V DC, or 42.4 V peak, and the
energy available to the circuit under any condition of load including short circuit, results in a

current of 8 A or more after 1 minute of operation, or

Exception: TH
equipment, fo

6.29 CONTH
monitored, lim

6.30 CONTR
a device such
egress door.

6.31 CORD-
supply cord. S
system.

6.32 CREDH
means used td

6.33 CRITIC
operation of th

6.34 DELAY
time-delay fed
direction of eg

2) A power of more than 15 watts can be delivered into an external resis
between the two points.

e product meets all of the requirements of 35.7, Power over. \communi
equipment utilizing power over communications cables.

OLLED AREA — A room, office, building, facility, premises, ‘of grounds to wk
ted, or controlled.

OLLED EGRESS EQUIPMENT AND SYSTEMS <£/A“door-latching assembly|

or connected

cations cable

ich access is

incorporating

as an electric or electromagnetic locking mechanism that controls the releasgs latch on an

CONNECTED UNIT — A unit intended,_ for’ connection to the power source b
uch a unit is intended to be moved forreasons of interchange or realignment o

NTIAL — Any token, card,.mémorized or stored information, biometric image
identify an individual toantaccess control system in order to verify user acces

AL COMPONENT =:A'critical component is one whose malfunctioning will imp
e product, grants‘unauthorized access or creates a risk of fire or electrical sho

D EGRESS'EQUIPMENT AND SYSTEMS — A door-latching assembly in
ture that controls the release latch on an egress door upon the application of
Fess travel.

y means of a
f the units of a

or electronic
5 rights.

air the normal
k.

corporating a
a force in the

6.35 EGRES

STCONTROL—SYSTEM—ASystemthat isusedtocontrottheumauthorized egress of

patients and/or infants from secured areas within a hospital or other healthcare facility. See 35.9.

6.36  ENDSPAN — A device that is typically a network switch capable of supplying power over a
communications circuit.

6.37 EQUIPMENT — Any part of an electronic access control system, such as access control units,
readers, reader interface modules, access point actuators, access point sensors, keypads, and the like.

6.38 ESSENTIAL COMPUTER EQUIPMENT — Computer equipment connected to the access control
system either on or off premises that is relied upon, or can perform, access control operations.

6.39 ETHERNET CABLING - A structured cabling system using 4 pair unshielded or shielded twisted
pair cable, meeting Category 5e performance or higher and conforming to TIA-568C.2 requirements. The
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extent of the cabling is taken to be the channel that connects the appropriate port of the network switch to
the powered device.

6.40 FAIL SAFE - A condition under which the product ceases to operate in such a way as to

automatically

6.41

allow access or egress.

allow unauthorized access or unauthorized egress.

FAIL SECURE — A condition under which the product ceases to operate in such a way as to not

6.42 FIRMWARE - A software program or set of instructions programmed on a hardware device (e.qg.
Flash ROM, EPROM).

6.43 HARD
6.44 HVAC

6.45 KEY M
controlling ke
keys upon ve

6.46 LINE-V
supply, nomin

6.47 MIDSP
communicatia

6.48 NETW

(VARE — Physical equipment that constitutes the components of an access con
BYSTEM — Heating, Ventilating, and Air-Conditioning system.

ANAGEMENT SYSTEM - Key management systems provide @ means o
ys by electrical, electronic and/or mechanical means, and allow’authorized u
ification of appropriate credentials. See 35.10.

OLTAGE — The voltage (commonly 115, 208, and 230 yvolts) at any field-conng
ally 50 — 60 hertz (Hz).

AN — A midspan device is Power Sourcing” Equipment (PSE) that inject
ns cable. It is located between the network.switch and the Powered Device (P

DRK SWITCH — Active electronic equipment that selects a path or circuit for se

trol system.

regulating or
sers access to

cted source of

s power onto

D).

nding a unit of

data to its next destination.

6.49 NORM
operated.

IAL STANDBY CONDITION-— The ready-to-operate condition that exists prior to being

6.50 POWE
(PSE) similar

R INJECTOR (Alternative terms — Injector or Power Brick) — Power Sourci
to a midspan device, comprising three ports. These are:

ng Equipment

a) Data in, typically from the network switch,

b) Datp andspewer — nominal 48 or 53 VDC out, and

valtage from a utility sunply
~J J mrJ

c) Line

6.51 POWER OVER COMMUNICATIONS CABLES - A means to supply DC power to a network device
over communications cabling. The power supplied to the device may or may not be on the same
conductors supporting data. Typical technologies include PoE (see Annex B) and USB.

6.52 POWER SOURCING EQUIPMENT (PSE) — The power supply that provides DC power to the
powered device (PD) through the communications cabling. It may be an endspan device, such as an
enabled network switch, or a midspan device that is located in between the network switch and the
powered device.

6.53 POWERED DEVICE (PD) — A device that receives DC power from the power sourcing equipment
(PSE) through communications cabling. Also referred to as the load.

6.54 PRIMARY BATTERY — Any battery which by design or construction is not intended to be recharged.
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6.55 PROTECTED AREA - A room, office, building, facility, premises or grounds to which access is
monitored, and limited and/or controlled, whereby the authorized person of the Access Control System
may grant access to non-authorized persons.

6.56 RESTRICTED AREA — A room, office, building, facility, premises, or grounds to which access is
monitored, limited and strictly controlled, whereby only the administrator of the Access Control System
shall issue credentials that will lead to access.

6.57 SECONDARY BATTERY — Any battery that is intended to be recharged.

6.58 SECURED AREA — Any Controlled, Protected, or Restricted Area.

6.59 SINGLE POINT LOCK — An autonomous access control solution, residing locally-jo the access
point, where during primary operation, authorizations are stored, access decisions are~-madg, and access
is physically granted or denied within a single stand-alone product.

6.60 SOFTWARE - Instructions that are temporarily or permanently stored‘in-the compyter's memory
and used to prpvide function and control of the computer's components.

6.61 STANDFALONE SYSTEM/MODE — An access control solution/or mode of operation which does not
rely upon communication between the access control unit and/or théycomputer (monitoring) pquipment for
access control| operations.

6.62 STANDBY POWER / SECONDARY POWER SOURCE — Provides power when the primary power
source fails.

6.63 SYSTEM DATABASE - Information entered<into the computer by authorized persopnel including
items such as hames, security information for system users, emergency phone numbers, and graphics.

7 Performance Level Definitions For:Access Control

7.1 The accgss control features identified in Table 7.1 shall be identified for the product or [equipment by
the Level spedified by the manufacturer for that feature.

Table 7.1
Summarized Levels of Access Control Components
Feature Level | Level ll Level lll | evel IV
Destructive attack No attack test Withstandattack test— | Withstand attack test— | WithsStand attack test
for 2 minutes for 5 minutes or for 5 minutes, generate
generate an audible an audible alarm in 2
alarm in 2 minutes minutes which cannot
be silenced for 2
minutes
Line security No line security Standard line security Encrypted line security | Encrypted line security
128 bit 256 bit
Endurance 1000 cycles 25,000 cycles 50,000 cycles 100,000 cycles

Table 7.1 Continued on Next Page
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Table 7.1 Continued
Feature Levell Level ll Level lll Level IV
Standby power No secondary power Can maintain normal Can maintain normal Can maintain normal

source

operation for a
minimum of 30 minutes
(see 6.18)

operation for a
minimum of 2 hours
(see 6.19)

operation for a
minimum of 4 hours
(see 6.20)

Single Point Locking
Device with Key Locks

No attack test on key
lock

Picking, Lock Bumping
and Impression tests

All key lock attack
resistance tests from

N/A

(see 35.2.2) for key locks from Attack Resistance Test
Attack Resistance Test | Time table of UL 437
Time table of UL 437
7.2 When a|product or equipment provides standby power, the manufacturer shall specify|the amount of

time the prod

power. See 72.14.

7.3 Theleve

7.4 The leve
is provided.

7.5 Feature
and may be ir
be indicated t
8 Informati

8.1 The follq
furnished with

a) Insfallation and operating instructions intended to accompany each product or

produg
b) Sch
¢) Prin

d) Bill
compg

ict or equipment can operate normally under the specified load conditions,) wh

| of the access control feature may be marked on the product or equipment.

| of access control feature shall be specified in the product.or-equipment docu

5 that exceed the levels specified for endurance and standby power shall be v
dicated in the product or equipment documentation. The level of access contr
D the highest tiered level achieved through tests.

bn Required for Assessment

wing documentation shall be required as applicable to determine compliance
the sample(s) submitted for investigation:

ed (see Section 91);
ematic diagrams ©fiall circuits;
ted wiring board construction drawings (e.g. component layouts, foil patterns);

of Materials (BOM)/parts list (including manufacturer name and part num
nents);

ile on standby

mentation that

brified by tests
pl feature shall

2, and shall be

component as

ber for critical

e) Med

hanical rlr:nuinge- and
AdRca-GraWARgS—ahRa

f) Markings to be applied to the product as required in MARKINGS, Details, Sections 72 and 90.

9 Version Number

9.1

If reprogrammable, an access control product or equipment shall provide some method to identify the

current version of programming logic code / software being used. Subversions that are used to identify
non-critical logic changes are not required to be identified. This information shall also appear in the
product installation instructions.
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CONSTRUCTION

ASSEMBLY

10 General

10.1 Specific product requirements

10.1.1  Products that currently meet all the requirements of UL 60950-1 or UL 62368-1, fulfill the
requirements of;

a) 10.3 (Electrical Protection);

b) Secllion 11 (Protection of Service Personnel);

c) 12.11 12.3 — 12.7 (Enclosure);

d) Section 13 (Electric Shock);

e) Sec]ion 14 (Corrosion Protection);

f) Sectipn 15 (Field Wiring Connection, General);
g) Secftion 16 (Cord Connected Products);

h) 17.6| (Polarity Identification);

i) Sectipn 18 (Grounding);

j) Sectipn 19 (Internal Wiring, General);

k) Sectjon 22 (Bonding for Grounding);

1) Sectipn 23 (Mounting of Compgonents);

m) Segdtion 24 (Insulating-Materials);

n) Section 25 (Fuseholders and Current-Carrying Parts);
0) Section 28 (Switches);

p) Section29(Transformers and Coils); and

q) Section 33 (Spacings, General).
10.2 Product assembly

10.2.1  An access control product shall not impair the intended operation of panic hardware used in
conjunction with it.

10.2.2 The product shall be factory-built as a complete assembly and shall include all the essential
components necessary for its intended function when installed (used) as intended. The product may be
shipped from the factory as two or more major subassemblies.

10.2.3 If the product is not assembled by the manufacturer as a complete unit, it shall be arranged in
major subassemblies. Each subassembly shall be capable of being incorporated into a final assembly
without requiring alteration, cutting, drilling, threading, welding, or similar tasks by the installer. Two or
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more subassemblies shall be arranged and constructed to permit them to be incorporated into the
complete assembly only in the intended relationship with each other, where this is necessary, without need
for alteration or alignment. Otherwise, such subassemblies shall be assembled, tested, and shipped from
the factory as one element.

10.3 Electrical protection

10.3.1 Louvers and other openings in the enclosure shall be constructed and located to reduce the risk
of contact by persons with uninsulated high-voltage live parts. In determining compliance with this
requirement, parts such as covers, panels, and grilles used as part of the enclosure are to be removed
unless tools are required for their removal or an interlock is provided.

10.3.2 Uninsgulated high-voltage live parts shall be located, guarded, or enclosed as indigated in 10.3.3
and 10.3.4.

10.3.3 Openings directly over uninsulated high-voltage live parts shall not exceed 0.187 inch (4.75 mm)
in any dimension unless the configuration is arranged to reduce the risk of Junintentional contact by
persons with bininsulated high-voltage live parts. See Figure 12.2 for examples of top cover constructions
which may bejused.

10.3.4 An dpening in an electrical enclosure that does not permit entrance of a 1-inch (25.4-mm)
diameter rod shall be sized and arranged so that a probe, as illdstrated in Figure 10.1, cannot be made to
contact any upinsulated live high-voltage electrical part wheniinserted through the opening jn a straight or
articulated pogition.

10.3.5 An opening that permits entrance of a 1-inch (25.4-mm) diameter rod may be used under the
conditions degcribed in Figure 10.2.
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Figure 10.1
Articulate Probe
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Figure 10.2

Opening in Enclosure

V7 /0
'

ENCLOSURE OPENING
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LIVE PART __~ia

EC100A

NOTE — The opening may be used if, within the enclosure, there is no uninsulated live part or film-insulated wire less than X inches
(mm) from the perimeter of the opening, as well as within the volume generated by projecting the perimeter X inches (mm) normal to
its plane. X equals five times the diameter of the largest diameter rod that can be inserted through the opening, but not less than 6-

1/4 inches (154 mm).
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11.1

Protection of Service Personnel

An uninsulated live part of a high-voltage circuit within the enclosure shall be located, guarded, or

enclosed so as to reduce the risk of unintentional contact by persons performing service functions while

the equipment

is energized.

11.2 The requirements specified in 11.1 are not satisfied by a part of the enclosure that may be removed:

a) To allow access by a user making intended operating adjustments; or

b) With

out the use of tools.

11.3 An ele
maintenance

components a
the servicema

11.4  The foll

a) Coil
with ing

trical component that may require examinaton, replacement, adjustment,
while the product is energized shall be located and mounted with(res
hd with regard to grounded metal so that it is accessible for such serviee with
h to the risk of electric shock from adjacent uninsulated high-voltage live'parts.

bwing are not considered to be uninsulated live parts:

5 of relays and solenoids, and transformer windings, if thelcoils and windings
ulating overwraps rated for the potentials encountered;

b) Ternpinals and splices with insulation rated for the potential’encountered; and

c) Insu

12 Enclosurne

121

12.1.1 Thee
attendant redu
Strength Tests

General

ated wire.

hclosure of a product shall-haye the strength and rigidity to resist total or partial
ction of spacings, loosening or displacement of parts, or other defects. See th
for Enclosures, Section 63.

12.1.2 Operating parts, suech~as gear mechanisms, light-duty relays, and similar devi

enclosed to p
operation.

12.1.3 An e
constructed to

otect againstmalfunction from dust or from other material that may impair

nclosure containing other than power-limited or Class 2 or Class 3 cirg

servicing, or
bect to other
but subjecting

are provided

collapse and
e Mechanical

ces, shall be
heir intended

uits shall be

reduce the risk of emission of flame, molten metal, flaming or glowing particl

es, or flaming

drops. See theTestsforfgnition Through Bottom-Panet-Openings;-Section 62:

12.1.4 The requirement specified in 12.1.3 requires either a nonflammable bottom in accordance with
12.3.2, or a protective barrier as illustrated in Figure 12.1 under all areas containing combustible materials.
However, openings in the bottom of an enclosure that comply with the requirements of 12.6 may be used.
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Figure 12.1

Enclosure Bottom

A — The entire component under which an enclosure (flat or dished with or without a lip or other raised edge) of noncombustible
material is to be provided. The sketch is of an enclosed component with ventilation openings showing that the enclosure is required
only for those openings through which flaming parts are to be emitted. When the component or assembly does not have its own
noncombustible enclosure, the area to be protected is the entire area occupied by the component or assembly.

B — Projection of the outline of the area of A that requires a bottom enclosure vertically downward onto the horizontal plane of the
lowest point on the outer edge D of the enclosure.

C - Inclined line that traces out an area D on the horizontal plane of the enclosure. Moving around the perimeter of the area B that
requires a bottom enclosure, this line projects at a 5° angle from the line extending vertically at every point around the perimeter of A
and is oriented to trace out the largest area; except that the angle shall be less than 5 degrees when the enclosure bottom contacts a
vertical enclosure or side panel, or when the horizontal extension of the enclosure B to D exceeds 6 inches (152 mm).

D — Minimum outline of the enclosure, except that the extension B to D is not required to exceed 6 inches (152 mm), flat or dished
with or without a tip or other raised edge. The bottom shall either be flat or formed in any manner when every point of area D is at or
below the lowest point on the outer edge of the enclosure.
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12.1.5 A construction using an individual barrier under a component, group of components, or an
assembly, as specified in Figure 12.1, shall comply with the requirement specified in 12.1.3.

12.2 Doors and covers

12.21

An enclosure cover shall be hinged, sliding, or similarly attached to secure it against removal if:

a) Displacing the cover gives access to fuses or any other overcurrent protective device, the
intended functioning of which requires renewal; or

b) Opening the cover is required as part of the intended operation of the unit.

Exception: If
product or a
requirements

12.2.2 Faste
required for of

12.3 Enclos

12.3.1
surface of the

into hollow spaces in the wall, when the product is mounted as-intended.

Exception: Prd

12.3.2 The 1
manufacturing

a)An g
mm) o

b) An g
area g
the pro

12.4 Enclos

An enclosure intended for recessed mounting and whose front panel is to be 1

€ enclosure cover position IS Supervised by am electrical contact intended
ttivate an audible or visual warning, an enclosure cover need notccon
pf this paragraph. See also 41.1.2.

hers requiring the use of a tool or key shall be used for all enclosures if
eration of the product.

Lire openings — general

wall shall have no openings that vent into concealed spaces of a building stru

ducts supplied solely from power-limited sources and controlling only power-li

equirement in 12.3.1 does not apply to an opening for a mounting screw o
operation (such as paint drainage) when:

pening for non-mounting putposes does not have a dimension greater than 17
an area greater than 0.055 square inch (35.5 mm?); and

pening for mounting.does not have a dimension greater than 0.75 inches (19
eater than 0.7 dh¢hes? (430 mm?) and there are no more holes than are nee
duct.

ure top.openings

o disable the
ply with the

Access is not

lush with the
cture, such as

mited loads.

r nail or for a

64 inch (6.75

05 mm) or an
ded to mount

1241 An o

bening directly over an uninsulated live part involving a risk of fire, elec

ric shock, or

electrical-energy/high-current levels, shall not exceed 0.20 inch (5.0 mm) in any dimension unless the
configuration is such that a vertically falling object cannot fall into the unit and contact an uninsulated live
part. See Figure 12.2 for examples of top-cover designs complying with the intent of the requirement.
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Figure 12.2

Top Cover Designs

—

EQ

12.5 Enclos

SLANTED OPENINGS

LLL

500 VERTICAL OPENINGS

ure side openings

12.5.1 An opening in the side of the enclosure shall:

a) Not

b) Be provided with lotvers shaped to deflect an external falling object outward (see |

exam

c) Be located @nd sized so that objects which are present cannot drop into the unit a
horizoptal velocity) onto uninsulated live parts involving a risk of fire, electric shock

energy

exceed 0.19 inch (4.8 mm) in any dimension;

les of louver designs complying with the requirement); or

/high<current levels, or parts involving injury to persons (see Figure 12.4).

Figure 12.3 for

nd fall (with no
, or electrical-
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Figure 12.3

Louver Designs

INSIDE OUTSIDE

EC510

1
OUTWARD PROJECTION

INSIDE OUTSIDE

INWARD:*PROJECTION
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Figure 12.4

Example of Enclosure Side Opening

it

A — Enclosure side opening.

B — Vertical projection of the outer edges of the side opening.

C - Inclined lines that project at a 5° angle from the edges of the side opening to point located E distance from B.

D — Line which is projected straight downward in the same plane as the enclosure side wall.
E — Projection of the opening (not to be greater than L).
L — Maximum dimension of the enclosure side opening.

V — Volume in which bare parts at uninsulated live parts are not located.
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12.5.2 When a portion of a side panel falls within the area traced out by the 5° angle in Figure 12.1, that
portion of the side panel shall be investigated as a bottom enclosure in accordance with 12.6.1 — 12.6.3.

12.6 Enclosure bottom openings

12.6.1 The bottom of an enclosure shall consist of a complete or partial bottom enclosure under a
component, groups of components, or assemblies, as shown in Figure 12.5, that complies with the
ventilation opening requirements in 12.6.2 and 12.6.3 unless a test demonstrates that the bottom
enclosure provided contains flames, glowing particles or similar burning debris when all combustible
material in the interior is ignited.

Exception: Openings without limitations on their size and number are permitted in areas that contain only
wires, cables, plugs, receptacles, and impedance- and thermally-protected motors.

Figure 12.5
Baffle

2X BUT NEVER_LESS

</THAN 17(25.4mm)
—

BAFFLE PLATES
MAY BE BELOW

(
/<\BOTTOM OF MACHINE)

BOTTOM OF MACHINEM

—] X< |——

EC515

12.6.2 Ventilption openings provided in the bottom of an enclosure under materials that arg not rated V-1
or less flammgble meet theintent of the requirements when the openings are constructed softhat materials
do not fall dirgctly fromthe interior of the unit. Other bottom-opening constructions that cgmply with the
intent of the requirements are those that incorporate a perforated metal plate as described |in Table 12.1,
or a galvanizefl or stainless-steel screen having a 14 by 14 mesh per 1 inch (25.4 mm) cons{ructed of wire
with a minimum-diameterof4/64-inch(0-4-mm)-—O } vheh they comply
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Table 12.1
Perforated Metal Plates
Minimum thickness Maximum diameter of holes Minimum spacing of holes, center-to-center
inch (mm) inch (mm) inch (mm)
0.026 (0.66) 0.045 (1.14) 0.067 (1.70)
- - - - [233 holes per inch?] (I36 holes per cm?))
0.026 (0.66) 0.047 (1.19) 0.093 (2.36)
0.032 (0.81) 0.075 (1.91) 0.125 (3.18)
- - - - [72 holes per inch?] (111 holes per cm?])
0.036 (0.91) 0.063 (1.60) 0.109 (2.77)
0.036 (0.91) 0.078 (1.98) 0.125 (3.18)
12.6.3 The bottom of the enclosure under areas containing only materials rated,V-1 or I¢ss flammable

shall have op

12.7 Screens and expanded metal

12.7.1 A sc
comply with t
Section 63.

12.7.2 Perfq

bnings no larger than 1/16 inch? (40 mm?).

een or mesh of expanded metal used as a guard, enclosure or part of an gnclosure shall
he requirements of 12.7.2 — 12.7.4 and with the Mechanical Strength Tests fpr Enclosures,

rated sheet steel or sheet steel used for expanded metal mesh shall not be I¢ss than 0.042

inch (1.07 mm) in thickness [0.045 inch (1.17 mm) if zine coated] if the mesh openings or pgerforations are

1/2 square in
(2.03 mm) in
inches (102 n

12.7.3 With
is 0.020 inch

th (323 mm?) or less in area. For largeropenings, the steel shall not be less than 0.080 inch
thickness [0.084 inch (2.13 mm) if\zinc coated]. The largest dimension shal| not exceed 4
m).

reference to the requirements in 12.7.2, expanded steel mesh or perforated sheet steel that
0.53 mm) thick [0.023 inch (0.58 mm) thick if zinc coated] may be used if the ipdentation of a

guard or the ¢nclosure will not alter.the clearance between uninsulated live parts and grounded metal so

as to impair p|
Section 33). l{

a) The
not mq

erformance or reduce spacings below the minimum required values (see Spagings, General,
this is the case, then either:

exposedimesh on any one side or surface of the product so protected shall hpve an area of
re than'72 square inches (464 cm?) and no dimension greater than 12 inches (305 mm); or

b) Thel

width of an opening so protected shall not be greater than 3-1/2 inches (89 mm).

12.7.4 The wires of a screen shall not be less than 16 AWG (1.29 mm diameter) steel if the screen

openings are

1/2 square inch (323 mm?) or less in area and shall not be less than 12 AWG (2.05 mm

diameter) steel for larger screen openings.

12.8 Cast metal

12.8.1 The thickness of cast metal for an enclosure shall be as specified in Table 12.2. However, cast
metal of lesser thickness may be used if, consideration being given to the shape, size, and function of the
enclosure, the cast metal has been determined to provide the same level of mechanical strength. See the

Drop Test, Se

ction 60, and the Mechanical Strength Tests for Enclosures, Section 63.
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Table 12.2
Cast-Metal Enclosures
Minimum thickness
Cast metal of other type
Die-cast metal than the die-cast type

Use, or dimensions of area involved® inch (mm) inch (mm)
Area of 24 square inches (155 mm?) or less and having no 1/16 (1.6) 1/8 (3.2)
dimension greater than 6 inches (152 mm)
Area greater than 24 square inches or having any dimension 3/32 (2.4) 1/8 (3.2)
greater than 6 inches
At a threaded conduit hole 1/4 (6.4) 1/4 (6.4)
At an unthreadedl conduit hole 1/8 (3.2) 1/8 (3.2)

2 The area limita
area.

lion for metal 1/16 inch (1.6 mm) thick may be obtained by the provision of reinforcing ribs subdividing a larger

12.8.2 Ifthre
there shall nof
standard cond

12.8.3 If threg
enclosure wal
rounded inlet
the conductors

12.9 Sheetr

12.91
Table 12.4, wh

Exception: Sh
and function
mechanical st
Section 63.

ads for the connection of conduit are tapped all the way through alhole in an €

Uit bushing to be attached as intended.

ads for the connection of conduit are tapped only part of the way through
, there shall not be less than 3-1/2 threads in_the metal, and there shall
nole for the conductors that has been determinedto provide the same level o
as that of a standard conduit bushing.

hetal

The thickness of sheet metal for an enelosure shall not be less than that specified in

ichever applies.

pet metal of lesser thickness may be used if, consideration being given to th
of the enclosure, the sheet metal has been determined to provide the s
rength. See the Drop* Test, Section 60, and the Mechanical Strength Tests fa

nclosure wall,

be less than 3-1/2 nor more than 5 threads in the metal, and\thé construction shall allow a

a hole in an
be a smooth,
f protection to

Table 12.3 or

b shape, size,
ame level of
r Enclosures,
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Table 12.3
Minimum Thickness of Sheet Metal for Electrical Enclosures Carbon Steel or Stainless Steel
With supporting frame or equivalent Minimum thickness in
Without supporting frame? reinforcing? inches (mm)
Maximum width,® | Maximum length,® | Maximum width,” | Maximum length, Metal coated
inches (cm) inches (cm) inches (cm) inches (cm) Uncoated [MSG] [GSG]
4.0 (10.2) Not limited 6.25 (15.9) Not limited 0.020 (0.51) 0.023 (0.58)
4.75 (12.1) 5.75 (14.6) 6.75 (17.1) 8.25 (21.0) [24] [24]
6.0 (15.2) Not limited 9.5 (24.1) Not limited 0.026 (0.66) 0.029 (0.74)
7.0 (17.8) 11.5 (22.2) 10.0 (25.4) 12.5 (31.8) [22] [22]
8.0 (2013) Not limited 12.0 (30.5) Not limited 0.032 (0.81) 0j034 (0.86)
9.0 (22]9) 18.0 (45.7) 13.0 (33.0) 16.0 (40.6) [20] [20]
12.5 (3118) Not limited 19.5 (49.5) Not limited 0.042 (1.07) 0]045 (1.14)
14.0 (35|6) 18.0 (45.7) 21.0 (53.3) 25.0 (63.5) [18] [18]
18.0 (45|7) Not limited 27.0 (68.6) Not limited 0.0583 (1.35) 01056 (1.42)
20.0 (5018( 25.0 (63.5) 29.0 (73.7) 36.0 (91.4) [16] [16]
22.0 (55]9) Not limited 33.0 (83.8) Not limited 0.060 (1.52) 0}063 (1.60)
25.0 (63]5) 31.0 (78.7) 35.0 (88.9) 43.0 (109.2) [15] [15]
25.0 (63]5) Not limited 39.0 (99.1) Not limited 0.067 (1.70) 0}070 (1.78)
29.0 (73|7) 36.0 (91.4) 41.0 (104.1) 51.0 (129.5) [14] [14]
33.0 (8313) Not limited 51.0 (129.5) Not limited 0.080 (2.03) 0j084 (2.13)
38.0 (9615) 47.0 (119.4) 54.0 (137.2) 66.0 (167.6) [13] [13]
42.0 (104.7) Not limited 64.0 (162:6) Not limited 0.093 (2.36) 0j097 (2.46)
47.0 (119.4) 59.0 (149.9) 68.0 #72.7) 84.0 (213.4) [12] [12]
52.0 (133.1) Not limited 80.0 (203.2) Not limited 0.108 (2.74) 10.1f11 (2.82)
60.0 (153.4) 74.0 (188.0) 84:0 (231.4) 103.0 (261.6) [11] [11]
63.0 (164.0) Not limited 97.0 (246.4) Not limited 0.123 (3.12) 0}126 (3.20)
73.0 (184.4) 90.0 (228.6) 103.0 (261.6) 127.0 (322.6) [10] [10]
@ A supporting freme is a structure gf'angle or channel or a folded rigid section of sheet metal which is rigidly attacted to and has
essentially the sfme outside dimensions as the enclosure surface and which has sufficient torsional rigidity to resigt the bending
moments which may be applied:via the enclosure surface when it is deflected. Construction that is considered to hfive equivalent
reinforcing may pe accomplished by designs that will produce a structure that is as rigid as one built with a frame of angles or
channels. Consffuction eonsidered to be without supporting frame includes:
1) A gingle sheet with single formed flanges (formed edges),
2) A gingle sheet which is corrugated or ribbed, and

3) An enclosure surface loosely attached to a frame, for example, with spring clips.

® The width is the smaller dimension of a rectangular sheet metal piece which is part of an enclosure. Adjacent surfaces of an
enclosure may have supports in common and be made of a single sheet.

¢ For panels which are not supported along one side, for example, side panels of boxes, the length of the unsupported side shall be

limited to the dimensions specified unless the side in question is provided with a flange at least 1/2 inch (12.7 mm) wide.



https://ulnorm.com/api/?name=UL 294 2023.pdf

34 UL 294 MAY 24, 2023

Minimum Thickness of Sheet Metal for Ig;:lc):{(:i;azll.‘:inclosures Aluminum, Copper, or Brass
With supporting frame or equivalent
Without supporting frame? reinforcing®
Maximum width,° Maximum length,® Maximum width,® Maximum length, Minimum thickness,
inches (cm) inches (cm) inches (cm) inches (cm) inches (mm)
3.0 (7.6) Not limited 7.0 (17.8) Not limited
35 (8.9) 4.0 (10.2) 8.5 (21.6) 9.5 (24.1) 0.023 (0.58)
4.0 (10.2) Not limited 10.0 (25.4) Not limited
5.0 (12.7) 6.0 (15.2) 10.5 (26.7) 12.5 (34.3) 0.029 (0.74)
6.0 (15.2) Not limited 14.0 (35.6) Not limited
6.5 (16.5) 8.0 (20.3) 15.0 (38.1) 18.0 (45.7) 01036 (0.91)
8.0 (p0.3) Not limited 19.0 (48.3) Not limited
9.5 (p4.1) 11.5 (29.2) 21.0 (53.3) 25.0 (63:5) 0.045 (1.14)
12.0 (B0.5) Not limited 28.0 (71.1) Not limited
14.0 (p5.6) 16.0 (40.6) 30.0 (76.2) 37.0 (94.0) 0.058 (1.47)
18.0 #5.7) Not limited 42.0 (106.7) Notimited
20.0 (p0.8) 25.0 (63.5) 45.0 (114.3) 55.0 (139.7) 0.075 (1.91)
25.0 (p3.5) Not limited 60.0 (152.4) Not limited
29.0 ¥3.7) 36.0 (91.4) 64.0 (162.6) 78.0 (198.1) 0.095 (2.41)
37.0 (p4.0) Not limited 87.0 (221-0) Not limited
42.0 (106.7) 53.0 (134.6) 93.0 (236.2) 114.0 (289.6) 0.122 (3.10)
52.0 (132.1) Not limited 123.0 (312.4) Not limited
60.0 (152.4) 74.0 (188.0) 180.0 (330.2) 160.0 (406.4) 0.153 (3.89)

@ a A supporting fframe is a structure of angle or channel or a folded rigid section of sheet metal which is rigidly attaghed to and has
essentially the sme outside dimensions as the enclosure surface and which has sufficient torsional rigidity to resist the bending
moments which may be applied via the enclosure surface when it is deflected. Construction that is considered to have equivalent
reinforcing may be accomplished by designs that will produce a structure that is as rigid as one built with a frame of angles or
channels. Constfuction considered to be without supporting frame includes:

1) A single sheet with single formed flanges (formed edges),

2

~

\ single sheet which'is corrugated or ribbed, and

3) An enclosure surface loosely attached to a frame, for example, with spring clips.

b The width is th¢ smaller dimension of a rectangular sheet metal piece which is part of an enclosure. Adjacent surfaces of an
enclosure may have supports in common and be made of a single sheet.

¢ For panels whig¢h.are hot supported along one side, for example, side panels of boxes, the length of the unsupported side shall

i : : el ot Ho o eiatar: PO el il o 0 ot LAl el (a0 o ;
be limited to the dimensions-specified-untess-the-side-imquestionisprovided-with-a-flange-atteast-4/2-inch{t+2-Fmm) wide.

12.9.2 A sheet metal member to which a wiring system is to be connected in the field shall have a
thickness of not less than:

a) 0.032 inch (0.81 mm) if of uncoated steel;
b) 0.034 inch (0.86 mm) if of galvanized steel; or

¢) 0.045 inch (1.14 mm) if of nonferrous metal.

12.9.3 For a hole having a maximum diameter of 1-3/8 inches (34.9 mm), a plate or plug closure for an
unused conduit opening or other hole in the enclosure shall not be less than:

a) 0.027 inch (0.69 mm) thick if of ferrous metal; or
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b) 0.032 inch (0.81 mm) thick if of nonferrous metal.

12.9.4 A closure for a hole larger than 1-3/8 inch (34.9 mm) diameter shall have a thickness equal to that
required in 12.9.1 for the enclosure of the device. Otherwise, a standard knockout seal shall be used.
Such plates or plugs shall be securely mounted.

12.9.5 A knockout in a sheet metal enclosure shall be removable without undue deformation of the
enclosure.

12.9.6 A knockout shall be provided with a surrounding surface that can seat a conduit bushing as
intended. The knockout shall be located so that installation of a bushing at any knockout likely to be used
during installation will not result in spacings between uninsulated live parts and the bushing of less than
those indicatgd in Spacings, General, Section 33.

12.10 Produict enclosure mounting

12.10.1 An é¢nclosure shall have means for mounting that shall be accessible without disagsembly of any
operating part of the product. Removal of a completely assembled panelstesmount the enclosure is not
considered to|be disassembly of an operating part.

12.11 Polymeric materials

12.11.1  Among the factors taken into consideration whenyjudging the acceptability of|a nonmetallic
enclosure aref

a) Thel mechanical strength;

b) Redistance to impact;

c) Moisture-absorption properties;

d) Flammability and resistance(toignition from electrical sources;

e) Dielectric strength, insulation resistance, and resistance to arc tracking; and

f) Res|stance to distortion and creeping at temperatures to which the material may be subjected
under pny conditions of use.

12.11.2 All the faetors in 12.11.1 are considered with regard to aging in accordance with|the Polymeric
Materials Test, Section 58, and the Mechanical Strength Tests for Enclosures, Section 63.

12.11.3 A polymeric enclosure intended for connection to a rigid metallic or nonmetallic conduit system
shall comply with the applicable requirements for polymeric enclosure conduit connections in UL 50.

12.11.4 The continuity of a conduit system shall be provided by metal-to-metal contact and not rely on a
polymeric material. It shall also comply with the requirements for polymeric enclosure bonding in UL 50.

13 Electric Shock

13.1 Any part that is exposed during operator servicing shall not present the risk of electric shock. See
the Electric Shock Current Test, Section 48.

13.2 Each terminal provided for the connection of an external antenna shall be conductively connected
to the supply circuit grounded conductor. The conductive connection shall have a maximum resistance of
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5.2 megohms, a minimum wattage rating of 1/2 watt, and shall be effective with the power switch in either
the on or off position.

Exception: The conductive connection need not be provided if:

a) Such a connection is established in the event of electrical breakdown of the antenna isolating
means;

b) The

breakdown does not result in a risk of electric shock; and

¢) In a construction using an isolating power transformer, the resistance of the conductive
connection between the supply circuit and chassis does not exceed 5.2 megohms.

13.3 The ma
resistor value
megohms with
resistor that c
1/4 watt.

13.4 The ing|
used in the prg

14 Corrosio|
14 .1

be protected 4
such protectio

14.2 The reqg
springs and ot

Exception No.
corrosion of th

shock, or unin

Exception No.
protection aga

14.3 Metal |

n Protection

Iron and steel parts, other than bearings, and the like, where such protection is imprg

ximum value of 5.2 megohms mentioned in 13.2 is to include the maximuni to
used; that is, a resistor rated 4.2 megohms with 20 % tolerance or a\resi
a 10 % tolerance may be used. A component comprised of a capacitorwith g
bmplies with the requirements for antenna isolating capacitors may,be rated

duct shall not result in a risk of electric shock.

gainst corrosion by enameling, galvanizing, ‘vapor plating, plating, or other mqg
n. Bearing surfaces shall resist binding due to corrosion.

uirement specified in 14.1 applies to all enclosures of sheet steel or cast i
her parts upon which intended mechanical operation may depend.

1: This requirement does not apply to parts, such as washers, screws, bolts,
e unprotected parts would not impair the operation of the unit or create a risk
entional contact with-moving parts that can cause injury to persons.

2: Parts made. of stainless steel, polished or treated, if necessary, do not req
inst corroSion.

erance of the
stor rated 4.7
built-in shunt
A minimum of

ertion in any socket of any vacuum tube or its glass or métal equivalent of like designation

cticable, shall
ans providing

on, and to all

and the like, if
bf fire, electric

Lire additional

sed in cabinets and enclosures shall be used in combinations that ar

compatible. H

owever, this requirement does not apply if galvanic action does not res

]

ult in impaired

galvanically

operation of the product, risk of fire, electric shock, or unintentional contact with moving parts that can
cause injury to persons.

14.4 Hinges and other attachments shall be resistant to corrosion.

FIELD WIRING CONNECTIONS

15 General

15.1

connection of conductors.

Wiring terminals or leads that are of at least the size required by NFPA 70, shall be provided for
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16 Cord Connected Products
16.1 A portable product that is intended to be connected to high voltage or line voltage shall be provided

with not less than 6 feet (1.8 m) of flexible cord and a two-prong attachment plug or three-prong
grounding-type attachment plug rated for connection to the required supply circuit.

Exception: The cord may be less than 6 feet (1.8 m) in length if the use of the longer cord:

a) May result in damage to the cord or product;

b) May result in a risk of fire, electric shock, or injury to persons;

c) May

d)Isn
16.2  Aflexik

16.3 The fle
AWG (0.82 m

16.4 The pg

16.5 If a kng
which it may
may cause aj

16.6 Clamp
varnished-clo
necessary to

16.7 The su
cord-entry ho

a) Sul
than fq

b) Red

Tt Tore

bt required for the intended operation of the product.
le cord may be used with a stationary product.

Xible cord shall be of Type SJ, SJT, or other types determined\te’be equivalen
m?). It shall be rated for use at the voltage and current rating.of the product.

come in contact shall be free from projeections, sharp edges, burrs, fins, and
rasion of the insulation on the conductors.

5 of any material (metal or otherwise) may be used on cords and supply
h insulating tubing or the equivalent under the clamp, unless the tubing or th
pbrevent the clamp from damaging the cord or supply leads.

pply cord or supply leads shall be prevented from being pushed into the produ
e if such displacement is likely to:

ject the cordvor“supply leads to mechanical damage or exposure to a temp
r which the cord or supply leads are rated;

uce spacings (such as to a metal strain-relief clamp) below the minimum inten

c) Dan

t, minimum 18

wer supply cord shall be provided with strain relief means so that a stress on the cord will not
be transmitted to terminals, splices, or internal wiring. See the Strain Relief Test, Section 61.

t in a flexible cord serves as strain relief, a surface against which the knot may bear or with

the like which

leads without
b equivalent is

ct through the

erature higher

ded values; or

page internal connections or components.

17 Permanently Connected Products

17.1 General

17.1.1

accordance with NFPA 70.

A fixed product shall have provision for connection of one of the applicable wiring systems in

17.1.2 A knockout provided for connection of a field-wiring system to a field-wiring compartment shall
accommodate conduit of the trade size determined by applying Table 17.1.
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Table 17.1
Trade Size of Conduit in inches (mm OD)
Wire size Number of wires?
AWG  (mm?) 2 3 4 5 6
14 (2.1) 112 (21.3) 112 (21.3) 112 (21.3) 112 (21.3) 112 (21.3)
12 (3.3) 12 (21.3) 112 (21.3) 112 (21.3) 3/4 (26.7) 3/4 (26.7)
10 (5.3) 12 (21.3) 112 (21.3) 1/2 (21.3) 3/4 (26.7) 3/4 (26.7)
8 (8.4) 3/4 (26.7) 3/4 (26.7) 1 (33.4) 1 (33.4) 1-1/4 (42.3)
6 (13.3) 3/4 (26.7) 1 (33.4) 1 (33.4) 1-1/4 (42.3) 1-1/4 (42.3)

NOTE - Trade size per ANSI C80.1.

@ This table is ba
conduit. If more t
conduit that may
sectional area of

ed on the assumption that all conductors are of the same size and there will be no more than sixg
han six conductors are involved or if all of them are not of the same size, the cross-sectionalarea ¢
be used is determined by multiplying by 2.5 the total cross-sectional area of the wires, based-on th
Type THW wire.

lonductors in the
f the smallest
e cross-

17.1.3 A terminal box or compartment in which power supply connections are to be made shall be

located so tha
and the cover

17.1.4 Atemrn

the connections are accessible without removal of parts otherthan a service
bf the outlet box or compartment in which the connections(@re made.

hinal compartment intended for the connection of a_supply raceway shall be se

turning or shiffjng in position.

17.1.5 The p
having an amy
rated for not ¢

17.2 Power

17.2.1 When
circuit conduc
signaling-circy
conductors, bq

a) The
openin
provide
power,

roduct shall be provided with field-wiring terminals or leads for the connection
acity not less than that required by the product. It is assumed that branch circ
ss than 60 °C (140 °F) will be used.

|_imited/Class 2 or 3 circuits

the design of the prodydctis such that the product either requires or permits
ors to occupy the same enclosure as electric light, power, Class 1, or non
it conductors, orsmedium-power network-powered broadband communi
th of the conditions’in (a) and (b) shall be met:

enclosure.'shall provide one or more cable openings into the enclosure. V|
j is provided, a continuous and firmly fixed nonconductor, such as flexible tu
d. This.is required so that the Class 2 or 3 conductors are segregated from
Class'1 conductors, non-Class 2 or 3 signaling conductors, and medium-pq

cover or panel

cured against

of conductors
Lit conductors

Class 2 or 3
-Class 2 or 3
cations-circuit

Vhen a single
bing, shall be
electric light,
wer network-

d\broadband communications-circuit conductors. The installation document

powerg

pf the product

shall completely detail cable entry routing of all conductors into the product.

b) The product shall be constructed so that, with all field-installed wiring connected to the product,

either:

1) A minimum 1/4 inch (6.4 mm) is provided between all Class 2 or 3 conductors and all
electric light, power, Class 1 conductors, non-Class 2 or 3 signaling conductors, or medium-

power network-powered broadband communications-circuit conductors, or

2) For circuit conductors operating at 150 volts or less to ground where the Class 2 or 3

conductors are installed, a minimum 1/4-inch (6.4 mm) separation is prov
these Class 2 or 3 cable conductors extending beyond the jacket and all

ided between
electric light,

power, Class 1 conductors, non-Class 2 or 3 signaling conductors, and medium-power

network-powered broadband communications-circuit conductors.
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17.2.2 Compliance with 17.2.1 shall be achieved by specific wire routing configurations that are detailed
in the installation document, or when a wire routing scheme will not maintain the required separation,
barriers, or nonconductive sleeving shall be used to provide separation.

17.3 Field-wiring terminals

17.3.1 As used in these requirements, a field-wiring terminal is a terminal to which power supply
(including equipment grounding) or control connections will be made in the field when the product is
installed.

17.3.2 Afield wiring terminal shall comply with:

17.3.4-17.3.8; or
field-wiring requirements in UL 310; or
c) UL 486A-486B; or

d) UL 486E; or

e) The
curren

The current-g
material. Sec
quick-connec
complying wit
instructions fqg

17.3.3 A fie

field-wiring requirements (Code 2 application) in UL 1059)and also suitable f]
£, wire range, and wire type intended.

arrying parts shall be silver, copper, a copper;alloy, or a similar nonferro
Liring screws and similar parts of plated steel\are not prohibited. Equipment

terminals intended for field termination~of electrical conductors to the e
h UL 310 shall be provided with strain,relief, and the installation instruction

d-wiring terminal shall be secured against turning or shifting in position.

r effecting the strain relief and referenges to the specific connectors to be used.

or the voltage,

us conductive
provided with
quipment and
5 shall include

This may be

accomplished by such means as:

a) Twq screws or rivets;
b) Square shoulders or mortices;
c) A dowel pin, lug, ‘or offset; or

d) A connecting strap or clip fitted into an adjacent part.

17.3.4 Frictipn'between surfaces shall not be used for preventing movement of the termina|s.

17.3.5 Nonferrous soldering lugs or solderless (pressure) wire connectors shall be used with 8 AWG (8.4
mm?) and larger wires. If the connectors or lugs are secured to a plate, the plate thickness shall not be less
than 0.050 inch (1.3 mm). Securing screws may be of plated steel.

17.3.6 A wire binding screw intended for connection of the power-supply (line-voltage) source shall not
be smaller than No. 10 (4.8 mm diameter). The screw may be of plated steel.

Exception: A No. 8 (4.2 mm diameter) screw may be used for the connection of one 14 AWG (2.1 mm?)
and a No. 6 (3.5 mm diameter) screw may be used for the connection of a 16 or 18 AWG (1.3 or 0.82 mm?)
conductor.

17.3.7 For connection of other than power-supply (line-voltage) circuits using 10 AWG (5.3 mm?) and
smaller wires, a wire binding screw shall not be smaller than No. 8 (4.2 mm diameter). However, a No. 6
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(3.5 mm diameter) screw may be used for the connection of a 14 AWG (2.1 mm?) or smaller conductor.
Also, a No. 4 (2.8 mm diameter) screw may be used as a 19 AWG (0.65 mm?) or smaller conductor.

17.3.8 A terminal plate tapped for wire binding screws shall:

a) Have not less than two full threads in the metal (the terminal plate metal may be extruded to
provide the two full threads) and shall have upturned lugs, clamps, or the equivalent, to hold the
wires in position. Other constructions may be used if they provide thread security equivalent to that
of the wire binding screw.

b) Be of a nonferrous metal not less than 0.050 inch (1.3 mm) in thickness for a No. 8 (4.2 mm
diameter) or larger screw, and not less than 0.030 inch (0.076 mm) in thickness for a No. 6 (3.5 mm
diamet

N oremallarscraws
H-o-SHanS-S6FeWs

17.3.9 |If two
nonferrous int
not required if
wires protrudg
tabs or sides,

or more conductors are intended to be connected by wrapping under\the same screw, a
ervening metal washer shall be used for each additional conductor, A separator washer is
two conductors are separated before being secured under a comman clamping plate. If the
above terminal barriers, the nonferrous separator shall include means, such as upturned
o retain the wire.

17.4 Qualified application
17.4.1 Any of the following terminal configurations may be used“or connection of field wiring, if they also
comply with the requirements in 17.4.2:

a) Pusgh-In Terminals — Nonferrous (screwless) ‘push-in terminals of the type uged on some

17.4.2

condugtor. Push-in terminals may not be used with aluminum conductors. The marki
the terminal shall indicate that copper éonductors only are to be used.

b) Quick Connect Terminals —~Nonferrous (push-type) terminals consisting o
permamently secured to the device and provided with compatible female connectors 1
to field wiring. A special tgol for crimping of field wires is required. Mating term
shipped with the product with instructions for their installation.

c¢) Solder Terminals ~Conventional nonferrous solder terminals.

d) Solderless Wrapped Terminals — Solderless wrapped nonferrous terminals that req
tool anfl terminal post construction.

ype contacts.
nsion on the
hg adjacent to

male posts
or connection
nals shall be

uire a special

e) Te

haped slot for

securing of a conductor in a special post design. A special tool for wire connection is required.

f) Communication Terminals — For Ethernet, USB, FireWire (IEEE 1394), and the like data
transmission, employing connectors complying with the requirements of UL 1863, or UL 1977.

Exception: In the case where power is supplied to the access control unit from a power over
communications cable source that has been tested and is in compliance with 35.7, Power over
communications cable equipment, then the field wiring terminal shall typically be an RJ-45 style
jack that complies with the requirements of UL 1863.

g) Other Terminals — Other terminal connections may be used if determined to be equivalent to
terminals described in (a) — (f). They are subject to the same restrictions.

Any of the terminal configurations listed in 17.4.1 may be used for connection of field wiring if they
with all of the
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a) If a special tool is required for connection, its use shall be indicated on the installation wiring
diagram by name of manufacturer and model number or equivalent, along with information as to

where

the tool may be obtained.

b) The range of permissible wire sizes shall be indicated on the installation wiring diagram. The
minimum permissible wire size to be used shall not be less than 26 AWG (0.13 mm?).

c) The wire size to be used shall have the current-carrying capacity appropriate to the circuit
application.

d) The terminal configurations shall comply with the requirements of the Special Terminal
Assemblies Tests, Section 64.

Excepfion: Terminals complying with the requirements in any of the standards spe
(b) — (&) are not required to be subjected to the Special Terminal Assemblies Tests,S

17.5 Field

17.5.1 Iflea
and shall not

Exception No

a) May
b) May

c) May

d)Isn

Exception No

a) The
excee

b) The
c) The

d) The
18 AW

iring leads

s are provided in lieu of wiring terminals, they shall not be les$\than 6 inches
be smaller than 22 AWG (0.32 mm?). See 17.5.2.

1: A lead may be less than 6 inches in length if it is evident that the use of a lo
result in damage to the lead, lead insulation, oryproduct;
result in a risk of fire, electric shock, or injuryto persons;
impair the intended operation of the preduct; or

bt required for the intended operation of the product.

2: Copper leads as small as 26 AWG (0.13 mm?) may be used if:

current does not exceed™1 ampere for lengths up to 2 feet (61 cm) and the cy
o 0.4 ampere for lengths up to 10 feet (3.05 m);

re are two or mare conductors and they are covered by a common jacket or the

installation instructions indicate that the lead shall not be spliced to a condug

bified in 17.3.2
ection 64.

152 mm) long,

nger lead:

rrent does not

b equivalent;

assembléd-conductors comply with the requirement of 61.2.1 for strain relief; and

tor larger than

G (0:82 mm?).

Exception No. 3: In the case where power is supplied to the access control unit from a power over
communications cable source that has been tested and is in compliance with 35.7, Power over
communications cable equipment, then the field wiring minimum permissible wire size to be used shall not
be less than 26 AWG for patch cords; 24 AWG for horizontal or riser cable.

17.5.2 For connection of a line voltage source, the leads shall not be smaller than 18 AWG (0.82 mm?).

17.5.3 Leads intended for connection to an external circuit shall be provided with a strain relief if stress
on the lead may be transmitted to terminals, splices, or internal wiring. See the Strain Relief Test, Section

61.
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17.6 Polarity identification

17.6.1 In a product intended to be connected to a grounded circuit, one terminal or lead shall be
identified for the connection of the grounded conductor. The identified terminal or lead shall be the one
which is connected to the screw shells of lampholders and to which no primary overcurrent-protective
devices or other switching devices of the single-pole type are connected.

17.6.2 A terminal intended for the connection of a grounded supply conductor shall be composed of or
plated with metal that is substantially white in color and shall be distinguishable from the other terminals.
Otherwise, identification of the terminal shall be clearly shown in an alternative manner, such as on an
attached wiring diagram. A lead intended for the connection of a grounded power-supply conductor shall
be finished to show a white or gray color and shall be distinguishable from the other leads.

18 GroundiILg

18.1 A groun
Bonding for G

ding means shall be provided for all equipment containing parts that\require g
ounding, Section 22.

founding. See

18.2 The follpwing are considered to constitute means for grounding:

~

g

a) In
knockd

product intended to be permanently connected by.@ metal enclosed wiri
ut or equivalent opening in the metal enclosure of the“product.

ng system, a

b)Ina
as non

product intended to be permanently connected by a nonmetal enclosed wiring|system, such

metallic-sheathed cable, an equipment grounding terminal or lead.

¢) In a gord-connected product, an equipment grounding conductor in the cord.

an equipment
\ 70.

18.3 On apq
grounding con

rmanently-connected product, aterminal intended solely for the connection of
ductor shall be capable of securing a conductor sized in accordance with NFPA

hilar friction-fit
bf field supply

18.4 A solde
connector shd
connections o

ring lug, a push-in connector, a screwless connector, or a quick-connect or sin
Il not be used either.as the grounding terminal intended for the connection
as the grounding-wire in a supply cord.

185 On ap
equipment grg
wire connecto
marked "G," '

ermanently-connected product, a wire binding screw intended for the con
unding conductor shall have a green head that is hexagonal, slotted, or bot
I intended for connection of such a conductor shall be plainly identified suc
GR,"“GROUND," or "GROUNDING," or the like, or by a marking on a w

nection of an
h. A pressure
h as by being
iring diagram

provided on th

e\product. See also 18.7.

18.6 The wire binding screw or pressure wire connector specified in 18.5 shall be secured to the frame or
enclosure of the product and shall be located so that it is unlikely to be removed during service operations,
such as replacing fuses, resetting manual-reset devices, or the like.

18.7 If a pressure wire connector intended for grounding is located where it would be mistaken for a
neutral conductor of a grounded supply, it shall be identified by a marking "EQUIPMENT GROUND" or by
a green color identification or by both of these.

18.8 On a permanently connected product, the surface of an insulated lead intended solely for the
connection of an equipment grounding conductor shall be finished in a continuous green, or a green with
one or more yellow stripes. No other lead shall be so identified.


https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 UL 294 43

18.9 On a cord-connected product, the grounding conductor of the flexible cord shall be finished in a
continuous green or in a green with one or more yellow stripes. No other conductor shall be so identified.

18.10 With reference to 18.9, the grounding conductor shall be secured to the frame or enclosure of the
product by a positive means (see Bonding for Grounding, Section 22) that is not likely to be removed
during any servicing operation not involving the power-supply cord. The grounding conductor shall be

connected to the grounding blade of the attachment plug.

INTERNAL WIRING

19 General

19.1

19.2

than 1/32 inc
to the internal

19.3 Alead
to permit the
connections.
jamming betw

19.4 Insulat

by the tempernature or other environmental conditions to which it may be subjected in intende

19.5 Interng
temperature,
service to whi

19.6 When
resulting from
exposure. Se

19.7 Vibratipn, impact, flexing, or other movement of wires during intended use, including

shall not redu

The wifing and connections between parts of a product shall be protected or enclose
be in a cord of cable that has been evaluated and determined to be rated for the application.

Internal wiring shall have thermoplastic or rubber insulation not less than1/64 inch
for 0 — 300 valt applications if power is less than 375 volt-amperes, current is lessthan 5 am
wiring is not gubject to flexing or mechanical abuse. Otherwise, thermoplastic.or rubber insu

(0.8 mm) thick and rated 600 volts, or appropriately ratedisupplementary ins
wiring, shall be used.

pr cable assembly connected to parts mounted on‘a’ hinged cover shall be of s
full opening of the cover without application of stress to the lead, cable asse
The leads shall be secured or equivalently arranged to prevent abrasion of
een parts of the enclosure.

on, such as coated fabric and extruded tubing, shall not be affected physically

| wiring shall be evaluated @nd determined to be rated for the application,
voltage, ampacity, and(exposure to oil, grease, solvents, acids, and other
ch the wiring is subjected.

t is possible that-internal wiring is to be exposed to moisture, including any
operation ofithe”product, the wiring shall be evaluated and determined to be
b Outdoordse Equipment, Sections 74 — 86.

1, or they shall

0.4 mm) thick
peres, and the
lation not less
Lilation applied

ufficient length
mblies or lead
insulation and

or electrically
d use.

vith respect to
conditions of

condensation
rated for such

Liser servicing,

Ce the wire insulation or the wire termination integrity.

19.8 Wireways shall be smooth and entirely free from sharp edges, burrs, fins, moving parts, and the
like, that can cause abrasion of the conductor insulation. Holes in sheet metal walls through which
insulated wires pass shall be provided with a bushing if the wall is 0.042 inch (1.07 mm) or less in
thickness. Holes in walls thicker than 0.042 inch shall have smooth, rounded edges.

20 Wiring Methods
20.1 All splices and connections shall be mechanically secure and electrically bonded. Consideration
shall be given to vibration when investigating electrical connections. Pressure-wire connectors have been

determined to comply with the requirements.

20.2 Stranded conductors clamped under wire-binding screws or similar parts shall have the individual
strands soldered together or equivalently arranged.
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20.3 A splice shall be provided with insulation equivalent to that of the wires involved.

20.4 In determining whether or not splice insulation consisting of coated-fabric, thermoplastic, or another
type of tape or tubing complies with the aforementioned requirements, a comparison is to be made of
factors such as mechanical strength, dielectric properties, and heat- and moisture-resistant
characteristics. Thermoplastic tape wrapped over sharp edges does not comply with the intent of this
requirement.

20.5 When stranded internal wiring is connected to a wire-binding screw, there shall not be loose strands
of wire that contact other uninsulated live parts or dead-metal parts. This shall be accomplished by use of
pressure-terminal connectors, soldering lugs, crimped eyelets, soldering all strands of the wire together, or

other means that have been determined to be equivalent.

20.6 A printg

20.7 A printg
voltage withst
samples shall
the Humidity 1
this Standard.

20.8 Atapo
there shall be
the cord may

20.9 |If the cq
0.042 inch (1.4

20.10 Ceran
have been inv

20.11
under intende
be exposed to

20.12 A soft
inch (1.2 mm)
other substan
hole in metal,

Fiber may be employed where it will not be subjected to temperatures higher than 9

d wiring assembly shall comply with UL 796.

d-wiring assembly using insulated coatings or encapsulation shall \be tested
and before and after being treated. If it is impractical to use untreated sam
be subjected to the Dielectric Voltage-Withstand Test, Section52; after they ar
[est, Section 46; the Temperature Test, Section 53; and othérapplicable test

int where a flexible cord passes through an opening’in a wall, barrier, or er
a bushing or the equivalent which shall providé.a smooth, rounded surface
ear.

rd hole is in phenolic composition or other’nonconducting material, or in meta

ic materials and some molded.compositions may be used for insulating bu
bstigated and found acceptablefor the purpose.

| operating conditions'if the bushing is not less than 3/64 inch (1.2 mm) thick 3
moisture.

rubber bushinig may be employed in the frame of a motor if the bushing is not
thick and)if the bushing is located so that it will not be exposed to oil, grease
te which may have a deleterious effect on rubber. If a soft rubber bushing is ¢

for dielectric
ples, finished
e subjected to
5 described in

closing case,
against which

not less than

7 mm) thick, a smooth, rounded surface is considered to be the equivalent of & bushing.

shings if they

0 °C (194 °F)
nd if it will not

ess than 3/64
oily vapor, or
employed in a

the hole shall be free from sharp edges, burrs, projections, and the like, w

NI ZVN S S

||1ich would be

likely to cut int

Ut TOooCTT,

20.13 An insulating-metal grommet is acceptable in lieu of an insulating bushing, when the insulating
material used is not less than 1/32 inch (0.8 mm) thick and completely fills the space between the grommet
and the metal in which it is mounted.

21 Separation of Circuits

21.1 Internal wiring of circuits that operate at different potentials shall be separated by barriers, clamps,
routing, or other means determined to be equivalent, unless all conductors are provided with insulation
rated for the highest potential involved.

21.2 If a barrier is used to provide separation between the wiring of different circuits, it shall be of metal
or of insulating material. A barrier of insulating material shall not be less than 0.028 inch (0.71 mm) thick.
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Any clearance between the edge of a barrier and a compartment wall shall not be more than 1/16 inch (1.6
mm).

22 Bonding for Grounding

22.1 Except as specified in 22.3, in a high-voltage product, provision shall be made for the grounding of
all exposed or accessible noncurrent-carrying metal parts that are likely to become energized and that
may be contacted by the user or by service personnel during service operations likely to be performed
when the product is energized.

22.2 Uninsulated metal parts, such as cabinets, electrical enclosures, capacitors and other electrical
components, shall be bonded for grounding if they may be contacted by the user or serviceman except as

specified in 22.

p.3.

22.3 A metdl part described in (a) — (d) need not be grounded:

a) An
of an
parts S

b) An
and ur

c) A cd
wiring

d)Ap
anins
not lg
consid
when

224 The m
resistance be
exceed 0.1 oh
the enclosurg
enclosure. In
withdrawal of

22.5 Metal-t

hdhesive-attached metal-foil marking, screw, handle, or the like that-is located
enclosure or cabinet and isolated from electrical components. or wiring by g
o that it is not likely to become energized.

insulated live parts.

binet, panel, or cover that does not enclose uninsulated live parts and that is 3
that can energize it.

hnel or cover that is secured in place and insulated from electrical components
ilating barrier or vulcanized fiber, varnished cloth, phenolic composition, or si

eration is to be given to such factors as its electrical, mechanical, and flammak
compared with materials of thicknesses specified above.

btal enclosure of a product having a slide-out chassis is considered to be g
ween the point of cennection of the equipment-grounding means and the encl
m. Unless a separate grounding conductor is used, this will require that all cog

such casés;" metal-to-metal contact shall be maintained at any point g
the chassis.

on the outside
ounded metal

solated metal part, such as a small assembly screw, that is positively separafed from wiring

eparated from

and wiring by
milar materials

ss than 0.028 inch (0.71 mm) ~thick. If material having a lesser thickpess is used,

ility properties

rounded if the
bsure does not
tings between

and equipment grounding means be penetrated when the chassis is inserted in the

f insertion or

ns for bonding

p-metal hinge bearing members for a door or cover are considered to be mea

a door or covérfor grounding if a minimum of twa pin-type hinges _with a minimum of three |

are used.

tnuckles each,

22.6 A separate component bonding conductor shall be of copper, a copper alloy or other material
intended for use as an electrical conductor. Ferrous metal parts in the grounding path shall be protected
against corrosion by metallic or nonmetallic coatings, such as enameling, galvanizing, or plating. A
separate bonding conductor or strap shall:

a) Be protected from mechanical damage or be located within the confines of the outer enclosure
or frame; and

b) Not be secured by a removable fastener used for any purpose other than bonding for grounding
unless the bonding conductor is unlikely to be omitted after removal and replacement of the
fastener.
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22.7 Except as specified in 22.10, the bonding shall be by such means as clamping, riveting, bolted or
screwed connection, or welding, soldering, or brazing of materials having a softening or melting point
greater than 445 °C (833 °F). The bonding connection shall penetrate nonconductive coatings, such as
paint or vitreous enamel. Bonding around a resilient mount shall not depend on the clamping action of
rubber or other nonmetallic material.

22.8 A bolted or screwed connection that incorporates a star washer under the screwhead, or a serrated
screwhead may be used for penetrating nonconductive coatings. If the bonding means depends upon
screw threads, two or more screws or two full threads of a single screw shall engage the metal.

22.9 An internal connection intended to bond internal parts to the enclosure for grounding, but not
intended for use with a field installed grounding conductor or the grounding wire in a supply cord, may use
a quick-conneft terminal of the specified dimensions if the connector is not likely to be displaced and the
component is |imited to use on a circuit having a branch circuit protective device, rated asfollpws:

Terminal dimensions, Rating of protectiye device,
inches (mm) amperes
0.020 by 0.187 by 0.250 (0.51 by 4.75 by 6.4) 20 or less
0.032 by 0.187 by 0.250 (0.81 by 4.75 by 6.4) 20 or les
0.032 by 0.205 by 0.250 (0.81by 5.2 by 6.4) 20 or Ies}
0.032 by 0.250 by 0.312 (0.81 by 6.4 by 7.9) 60 orles

22.10 A conpection that depends upon the clamping~action exerted by rubber or othgr nonmetallic
material may hje used if:

a) It complies with 22.12 under the compression permitted by a variable clamping device; and

b) It fynctions as intended after exposure to the effects of oil, grease, moisture{ and thermal
degradation that may occur in service.

Also, the effedt of assembling and disassembling such a clamping device for maintenance purposes is to
be considered, with particular emphasis on the likelihood of the clamping device being reassembled in its
intended fashipn.

22.11 On a germanently-connected product, the size of a conductor used to bond an electrjcal enclosure
shall be basefd on_the /rating of the branch circuit overcurrent device to which the equipment will be
connected. The size of the conductor or strap shall be in accordance with Table 22.1.

Table 22.1
Bonding Wire Conductor Size

Size of bonding conductor?
Copper wire Aluminum Wire
Rating of overcurrent device, amperes AWG (mm?) AWG (mm?)
15 14 (2.1) 12 (3.3)
20 12 (3.3) 10 (5.3)
30 10 (5.3) 8 (8.4)
40 10 (5.3) 8 (8.4)

Table 22.1 Continued on Next Page
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Table 22.1 Continued

Size of bonding conductor?
Copper wire Aluminum Wire
Rating of overcurrent device, amperes AWG (mm?) AWG (mm?)
60 10 (5.3) 8 (8.4)
100 8 (8.4) 6 (13.3)
200 6 (13.3) 4 (21.2)

@ Or equivalent cross-sectional area

2212 A con
electrical enc
sizes indicate|

2213 Ona
less than that
requirement.

22.14 A bon
supplying the

22.15 Splicq
components.

osure shall have a minimum cros
0 in Table 22.1.

s-sectional conducting area equivalent ot

cord-connected product, a bonding conductor or strap shall have @'¢ross-sec
of the grounding conductor of the supply cord. See 22.14 and 22.15 for exg

ding conductor to an electrical component need not belarger than the size of {
component.

s shall not be used in wire conductors used to.bond electrical enclosures or

2216 |Ifbra

ch-circuit overcurrent protective devices of more than one size are involved,

bonding conductor is to be based on the rating of\the overcurrent device intended to provig
protection fol the component bonded by theyconductor. For example, if a component
protected by Ja branch circuit overcurrent device smaller than other overcurrent devices
equipment, a] bonding conductor for that’component is sized on the basis of the over
intended for ground-fault protection ofithe component.

2217 The

ntinuity of the grounding system of the product shall not rely on the dimensig

nonmetallic material.

COMPONENTS, ELECTRICAL

23 Mounting of Components

or to bond an
hat of the wire

tional area not
eptions to this

he conductors

bther electrical

the size of the
e ground-fault
is individually
used with the
current device

nal stability of

231

secured in position and, except as noted in this section, shall be secured against turning.

A switch, lampholder, attachment-plug, connector base, or similar electrical component, shall be

23.2 The tension of a screw or other fastening used to mount or support small, fragile insulating parts
shall be adjusted so that the expansion or contraction of the screw will not cause weakening or cracking of

the insulating

parts.

23.3 The requirement that a switch be secured against turning may be waived if all four of the following
conditions are met:

a) The switch is of the plunger type or other type that does not tend to rotate when operated. A
toggle switch is considered to be subject to forces that tend to turn the switch during intended
operation of the switch.
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b) The means for mounting the switch makes it unlikely that the operation of the switch will loosen
it.

¢) Spacings are not reduced below the minimum required values if the switch rotates.

d) The switch is operated mechanically rather than by direct contact by persons.

23.4 Alampholder of the type in which the lamp cannot be replaced need not be secured against turning
if rotation will not reduce spacings below the minimum required values. A neon pilot light or an indicator
light in which the lamp is sealed in a nonrenewable jewel exemplifies such lampholders.

23.5 Uninsulated live parts shall be secured to the base or mounting surface so that they will not turn or
shift in positio ity of contact
assemblies sh

I, If Dubil IIIUt;UII Illdy |cduuc Dpab;l be IU\:;UVV ti 1< ;I |tc| IUIU\.JI vaiucb. (Ti 1T SCU
all provide for the continued alignment of contacts.)

23.6 The megans to prevent turning shall be provided by more than friction between surface

23.7 Alock
to secure a sm

vasher that provides both spring take-up and an interference lock ‘may be used as a means
all stem-mounted switch or other device having a single-hole mounting meang,.

23.8 Aflush plate for outlet box mounting shall be of:

a) 0.03P inch (0.76 mm) or thicker ferrous metal;

b) 0.04P inch (1.01 mm) or thicker nonferrous metal;,or

c) 0.10

23.9 Ayoke

box with a sim
shall be of thid

inch thick.
24 Insulatin

24.1 Insulati

D inch (25.4 mm) or thicker nonconductive material.

or strap or the mounting ears of a'part intended to be mounted on a standarg
ilar back shall be of 0.040 inch\(1.01 mm) or thicker steel. If a nonferrous m
kness sufficient to provide mechanical strength and rigidity not less than that

g Materials

ng materials used in a base for the support of live parts shall be nonflammable

outlet box or
ptal is used, it
of steel 0.040

and moisture-

resistant. Pordelain andphenolic or cold-molded composition are examples of such insulating materials.

24.2 A base between the
et, sealed, or

the ends of

mounted on a metal surface shall be provided with an insulating barrier
mounting surfaceyand all live parts on the underside of the base that are not staked, ups
secured in an—equivatentTanmer. T e msutatingbarrer stattprevent thetive parts—an
replaceable terminal screws from coming in contact with the supporting surface.

24.3 Vulcanized fiber may be used for insulating bushings, washers, separators, and barriers, but not for
the sole support of live parts where shrinkage, current leakage, or warping of the fiber may introduce a risk
of fire or electric shock.

24.4 A countersunk sealed live part shall be covered with a waterproof insulating compound that will not
melt at a temperature of 15 °C (27 °F) higher than the maximum intended operating temperature of the
assembly, and at not less than 65 °C (149 °F) in any case. The depth or thickness of sealing compound
shall not be less than 1/8 inch (3.2 mm).

24.5 The thickness of a flat sheet of insulating material, such as phenolic composition or the equivalent,
used for panel-mounting of parts shall not be less than that indicated in Table 24.1.
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Table 24.1
Thickness of Flat Sheets of Insulating Material

Maximum dimensions
Length or width Area Minimum thickness®
inch (cm) inch? (cm?) inch (mm)
24 (60.9) 360 (2323) 3/8 (9.5)
48 (122.0) 1152 (7423) 12 (12.7)
48 (122.0) 1728 (11,148) 5/8 (15.9)
over 48 (122.0) over 1728 (11,148) 3/4 (19.1)

adequately sup
may be employ

@ Material less than 3/8 inch (9.5 mm) but not less than 1/8 inch (3.2 mm) in thickness may be used for a panel if the panel is

borted or reinforced to provide rigidity not less than that of a 3/8 inch sheet. Material less than 3/16|

bd for subassemblies, such as supports for terminals for internal wiring, resistors, and other compgnents.

inch (4.8 mm)

25 Fusehol

25.1 A fuse
other than thd
will not be ex
(102 mm)is ¢

25.2 All curr
acceptable fq

ders and Current-Carrying Parts

nolder shall be installed or protected so that adjacent uninsulated high-volt
screw shell of a plug fuseholder, cartridge fuse clips,,orwiring terminals to {
posed to contact by persons removing or replacing fuses. A separation of less
bnsidered to be adjacent.

ent-carrying parts shall be of silver, copper, a,copper alloy, or other material de
r use as an electrical conductor. However, multimetallic thermal elemen

hge live parts,
he fuseholder,
than 4 inches

termined to be
Is and heater

elements of a[thermal protector need not comply with.this requirement.
25.3 Bearings, hinges, and the like shall not be tUsed as current-carrying parts.
26 Overcurfent Protection

26.1 If a prifnary circuit breaker er fuse is provided, its rating shall be in accordance with|the maximum
input to the product.

27 Semiconductors

27.1 A semiconductor shall be rated for the intended application under all environmentdl conditions to
which it may e exposed in service. See Performance Tests, Sections 35 - 69, 79 — 85.

28 Switches

28.1 A switch provided as part of the product shall have a current and voltage rating not less than that of
the circuit that it controls when the product is operated under any condition of intended service. If the
circuit controlled has a power factor of less than 75 %, the switch shall have a horsepower rating
(evaluated on the basis of the ampere equivalent), or a current rating of not less than 200 % of the
maximum load current.

29 Transformers and Coils

29.1 A transformer shall be of the two-coil or insulated type. However, an autotransformer may be used,
if the terminal or lead common to both input and output circuits is identified and the output circuits are
located only within the enclosure containing the autotransformer. See 17.6.2 for identification
requirements.
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29.2 A coil shall be treated with an insulating varnish and baked or otherwise impregnated to exclude

moisture.

29.3 Film-co

ated wire is not required to be given additional treatment to exclude moisture.

30 Rechargeable Storage-Type Batteries Used as a Secondary Power Source

30.1
the charged st

ate.

A storage battery shall have sealed cells, or cells with spray trap vents, and shall be maintained in

30.2 Batteries shall be located and mounted so that terminals of cells are prevented from coming into

contact with te

rminals of adjacent cells or with metal parts of the battery enclosure as a resu

t of shifting of

the batteries.

30.3 The meunting arrangement for the batteries shall permit access to the cells fo

maintenance,
connection of

30.4 A cond
obtained, the

rates of a battery shall not exceed the battery manufacturer's recomimended rates.

30.5 The ba
overcurrent pr

31 Nonrechargeable (Primary) Dry-Cell Batteries

31.1 When §
source of pow

31.2 Batteris
uninsulated liv

31.3 Ready
without damag
similar parts.

or the product shall provide integral meters or readily accessible tefminal fa
meters for determining battery voltage and charging current.

tioning charge shall be limited so that, with the maximum rate of chargq
battery gases do not adversely affect any part of the product. The trickle an

tery shall be protected against excessive loading or charging current by a
ptective device.

br of a product, it shall meet the requirements noted below.

s shall be located and maunted to reduce the risk of terminals of cells coming i
e parts, terminals or adjacent cells, or metal parts of the enclosure as a result ¢

access shall bejavailable to the battery compartment to facilitate battery
e to the product components or disassembly of any part of the product, except

31.4 Remov

T

the connected|wiring is not subjected to flexing or stress and the mounting of the product is s

| of.the product from a mounting support to replace a battery shall be permitt

r testing and
cilities for the

that can be
d fast charge

fuse or other

battery or set of batteries is used as the main source, or the non-rechargg¢able standby

n contact with
f shifting.

replacement,
for a cover or

bd only where

Lipervised.

31.5 Lead or terminal connections to batteries shall be identified with the proper polarity (plus or minus
signs), and strain relief provided for any leads.

31.6 Connections to battery terminals shall be either by a lead terminating in a positive snap-action type
clip, a fixed butt-type connection, or another connection means that has been determined to be equivalent.
The connection shall consist of an unplated or plated metal that is resistant to the corrosive action of the
electrolyte.

31.7 Each lead of a clip lead assembly used as part of a battery operated product shall be suited for the
intended application, shall be minimum 26 AWG (0.13 mm?) stranded wire size with minimum 1/64 inch
(0.4 mm) insulation and provided with strain relief.
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32 Lithium Batteries
32.1 Lithium batteries shall comply with the requirements in UL 1642.

32.2 A lithium battery shall be protected from abnormal charging currents during use as required in UL
1642.

Exception: A circuit that obtains power solely from a lithium battery (for example, a circuit in which the
lithium battery serves as the sole power source as opposed to serving as a standby power source) is not

required to be subjected to the abnormal charging current requirements in UL 1642.

SPACINGS

33 General

33.1 Except
parts and dea

as specified in 34.2, spacings between uninsulated live parts or(bétween u
d-metal parts shall not be less than those indicated in 33.2 — 33.5.

ninsulated live

33.2 Where| deformation of the enclosure is likely to reduce spacings, the spacings between an
uninsulated liye part and:
a) A whll or cover of a metal enclosure;
b) A f:[ing for conduit or metal-clad cable; and
c) A metal piece attached to a metal enclosure; where deformation of the encloslire is likely to
reduce spacings,

shall not be le

ss than those indicated in Table.83.1. Also see Figure 33.1.

Table 33.1
Minimum Spacings
Minimum spacings® }
Voltage range Through air, Ovar surface,
Point of application volts inches (mm) inches (mm)
To walls of enclpsure:
Cast metal ¢nclosures 0-300 1/4 (6.4) 1/4 (6.4)
Sheet metal enclosures 0-50 174 6.4) 174 (6.4)
51-300 1/2 (12.7) 12 (12.7)
Installation wiring terminals:
With barriers 0-30 1/8 (3.2) 3/16 (4.8)
31-150 1/8 (3.2) 1/4 (6.4)
151 -300 1/4 (6.4) 3/8 (9.5)
Without barriers 0-30 3/16 (4.8) 3/16 (4.8)
31-150 1/4 (6.4) 1/4 (6.4)
151 -300 1/4 (6.4) 3/8 (9.5)
Rigidly clamped assemblies®:

Table 33.1 Continued on Next Page
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Table 33.1 Continued
Minimum spacings®®
Voltage range Through air, Over surface,
Point of application volts inches (mm) inches (mm)
Class 2, Power-Limited 0-30 - - - -
Class 2 or 3, Power-Limited Over 30 3/64 (1.2) 3/64 (1.2)
Non Class 2, Power-Limited 0-30 3/64 (1.2) 3/64 (1.2)
31-150 1/16 (1.6) 1/16 (1.6)
151 -300 3/32 (2.4) 3/32 (2.4)
Other parts 6—36 446 t+6) 48 (3.2)
31-150 1/8 (3.2) 14 (6.4)
151 -300 1/4 (6.4) 3/8 (9.5)
2 An insulating liper or barrier of vulcanized fiber, varnished cloth, mica, phenolic composition, or similafmaterial uged where
spacings would ¢therwise be insufficient, shall not be less than 0.028 inch (0.71 mm) thick; exceptthata liner or bgrrier not less
than 0.013 inch (0.33 mm) thick may be used in conjunction with an air spacing of not less than one-half of the throlugh-air spacing
required. The linpr shall be located so that it will not be affected adversely by arcing. Insulating\material having a thjckness less
than that specifi¢d may be used if it is suitable for the particular application.
b Measurementsl are to be made with solid wire of adequate ampacity for the applied lead\connected to each terminal. The wire
shall not be smaller than 18 AWG (0.82 mm?).
¢ Rigidly clampegl assemblies include such parts as contact springs on relays orcany'switches, printed wiring boards, and the like.

A — Uninsulated li

Figure 331

ComponentSpacings

SM100

e parts'of a component.

B — Insulating mat

erials of a component.

C — Mounting screw of a component.

D — Dead metal part of a component.

E — Dead metal part of the product.

F — Spacings to which the requirements of this standard apply unless specifically noted otherwise.

G — Spacings to which the requirements in this standard may not apply.

33.3 The spacings between an uninsulated live part and:

a)Anu

b) An u

ninsulated live part of opposite polarity;

ninsulated grounded dead-metal part other than the enclosure; and

c) An exposed dead-metal part that is isolated (insulated),
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shall not be less than those indicated in Table 33.1. See 34.1 — 34.4 for exceptions to this requirement.

33.4 If a short circuit between uninsulated live parts of the same polarity would prevent the intended
operation of the product, the spacings between the uninsulated live parts shall not be less than those
indicated for "Other parts" in Table 33.1.

33.5 Film-coated wire is considered an uninsulated live part in determining compliance of a product with
the spacing requirements, but film coating may be used as turn-to-turn insulation in coils.

34 Components

34.1 A companent in which the spacings do not comply with 33 2 may be used if upon investigation, the

component is|[determined to comply with the performance requirements of this Standard.

34.2 Where[minimum values of spacings cannot be measured, such as those present on multi-layered
printed wiring|boards, the spacings shall be such that the circuit(s) will comply with'the requirements in the
Dielectric Volfage-Withstand Test, Section 52.

34.3 The sppcing requirements in Table 33.1 do not apply to the inherent Spacings inside motors, except
at wiring termjnals, or to the inherent spacings of a component whichris provided as part of the control unit.
Such spacings are determined on the basis of the requirements: for the component. [The electrical
clearance resulting from the assembly of a component into the‘complete device, including| clearances to
dead metal ol enclosures, shall be as specified in Table 33.1.

34.4 The "Tp-walls-of-enclosure" spacings indicated.in_ Table 33.1 are not to be applied tp an individual
enclosure of § component part within an outer enclosure.

34.5 The spacings within snap switches and similar wiring devices supplied as part gf the unit are
investigated gn the basis of the requirements for such devices.

PERFORMANCE — ALL UNITS
35 General
35.1 General information

35.1.1 Products that-eurrently meet all the requirements of UL 60950-1 or UL 62368-1, fulf{ll the following
requirements

a) Leakage Current Tests for Cord-Connected Products, Secfion 47;
b) Electric Shock Current Test, Section 48;

c) Dielectric Voltage-Withstand Test, Section 52;

d) Abnormal Operation Test, Section 54;

e) Polymeric Materials Test, Section 58;

f) Strain Relief Test, 61;

g) Tests for Ignition Through Bottom-Panel Openings, Section 62;

h) Mechanical Strength Tests for Enclosures, Section 63;
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i) Special Terminal Assemblies Tests, Section 64;
j) Production Line Dielectric Voltage-Withstand Test for High-Voltage Products, Section 70; and

k) Production Line Grounding Continuity Test, Section 71.

35.1.2 In addition to the above, products that currently meet all the Limited Power Source (LPS)
requirements of UL 60950-1 , or UL 62368-1, also fulfill the requirements of the Power Limited/Class 2 and
3 Circuits Test, Section 40.

35.2 Single point locking devices

35.2.1 Singl¢ point TocKing devices shall be subjected to the Tollowing tests as applicable. |
a) Normal Operation Test, Section 36;
b) Inpuf Measurement Test, Section 38;
¢) Outgut Measurement Test, Section 39;
d) Electrical Supervision Test, Section 41;
e) Standby Power, Section 42;
f) Undgrvoltage Operation Test, Section 43;
g) Ovefvoltage Operation Test, Section 44;
h) Variable Ambient Test, Section 45;
i) Humidity Test, Section 46;
j) Enddrance Test, Section 50;
k) Jarring Test, Section 51;
I) Dieleftric Voltage-Withstand Test, Section 52;
m) Temperature Test,"Section 53;

n) Abnprmal Qperation Test, Section 54;

0) Electrical'Transient Tests, Section 55;

p) Polymeric Materials Test, Section 58;

q) Battery Replacement Test, Section 59;

r) Strain Relief Test, Section 61;

s) Impact Test, 63.2;

t) Special Terminal Assemblies Tests, Section 64;
u) Destructive Attack Test, Section 65; and

v) Access Control Line Security, Section 67.
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35.2.2 Single point locking devices that incorporate key locks for Levels Il, 1ll, and IV, as described in
Table 7.1, shall be subject to the applicable requirements of UL 437.

35.3 Test units and data

35.3.1 Access control equipment units that are fully representative of production units are to be used for
each of the following tests unless otherwise specified.

35.3.2 The devices used for testing are to be those specified by the wiring diagram of the product, except
that substitute devices may be used if they produce functions and load conditions equivalent to those
obtained with the accessories intended to be used with the product in service.

35.4 Test simples and miscellaneous data

35.4.1 The fpllowing samples are to be provided for testing:

a) Twp or more complete access control equipment units. Howevef,|a single sgmple may be
providgd if the size and complexity of the product would make it impracticable to proyide more than
one sgmple. The single sample shall be fully representative of the preduct.

b) Ong or more samples of each encapsulated or sealed¢assembly shall be pfovided in the
unencgapsulated or unsealed condition.

c¢) Insfallation and operating instructions as specified:'in Section 91, Installation and Operating
Instrugtions.

35.4.2 One pf the following configurations shall be-provided for testing:

a) Samples described in 35.4.1 with, associated access control equipment fof testing. The
equiprment submitted for test shall include the product under test, and any associated equipment to
provide a complete access controlsystem for test. All equipment submitted shall be(tested without
requiring any simulator or other equipment that can emulate any sub-system of the pccess control
system.

b) Samples described.in 85.4.1 with associated simulator or other equipment that fan emulate a
specific sub-system of.the access control system.

1) Any simulator provided shall simulate an interface connection to the produgt under test.

2).Any simulator provided shall completely provide the necessary communication protocols
fora published public interface listed in Table 35.1.

3) Testing shall utilize all parameters of the communications protocols listed in (2).

4) The simulator shall not be tested but its implementation of the communications protocols
listed in (2) shall be verified.

5) Test voltages and transient tests for the product shall still comply.

Table 35.1
Test interfaces

Interface description
SIA AC-01-1996.10 — Access Control Standard Protocol for the 26-bitWiegand Reader Interface
SIA Open Supervised Device Protocol (OSDP), v2.1.5 or later
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35.5 Test voltages

35.5.1

at rated frequency:

Unless specifically noted otherwise, the test voltage for each test of a product is to be as follows,

Rated voltage nameplate, Test voltage

110 to 120 120
220 to 240 240
Other Marked rating

35.6 Essent

35.6.1 This s
the conditions
access contro

35.6.2 Essential computer equipment meeting all the conditions specified in (a) — (j)

subjected to S

a) Dat
equipm

b) The

c) A pr

with the following tests:

fatcomputerequipment

ection describes test methods for the evaluation of essential computer,'equip

system unit (dedicated control panel) and card readers.

ections 38 — 40,42 - 61, and 68 — 69.

A processing equipment and office appliance/business equipment used
ent shall comply with UL 60950-1 or UL 62368-1.

manufacturer specifies the minimum system _configuration consisting of the foll
1) Operating system class, minimum revision levels/or kernel type and revisior
2) Microprocessor type, minimum revision level and minimum clock speed.
3) Minimum disk storage.

4) Minimum memory requirements.

5) Access Control Manitoring software revision level.

bduct meeting, but not exceeding the specifications of (b), shall be submitted f

1) Normal Operation;

2) Electrical Supervision;

ment meeting

specified in 35.6.2 and 1.5. This section does not apply to equipment such as the main

need not be

as computer

owing:

level.

br compliance

3) Destructive Attack Test.

Exception: The Destructive Attack Test is not applicable when the essential computer
equipment is located within the controlled/protected/restricted area as indicated in the

installation instructions.

d) The installation instructions shall specify supply line transient protection complying with UL
1449, with a maximum marked rating of 330 V.

e) The installation instructions shall specify signal line transient protection complying with the

require

ments for UL 497B, with the maximum marked rating of 50 V.

f) The installation instructions shall specify that communication circuits and network components
connected to the telecommunications network shall be protected by secondary protectors for
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communication circuits. These protectors shall comply with UL 497A. These protectors shall be
used only in the protected side of the telecommunications network.

g) The installation instructions shall indicate that equipment be installed in a temperature controlled
environment. A temperature controlled environment is defined as one that can be maintained
between 13 — 35 °C (55 — 95 °F) by the HVAC system. Twenty-four hours of standby power shall be
provided for the HVAC system. The standby power system for the HVAC system may be supplied
by an engine driven generator alone. A standby battery is not required to be used.

h) A failure of the computer equipment such as a loss of the system program, system lockup or
total failure, shall not allow unauthorized access. A loss of operation is acceptable if the system
fails secure.

i) The
power
provid
compu
secon
input ¢

35.7 Power

nstallation instructions shall specify that in addition to the main power supply. and secondary

supply that are required to be provided at the central supervisory station,-the's
ed with an uninterruptable power supply (UPS) with sufficient capacity t
ter equipment for a minimum of 15 minutes. If more than 15 minutes is re
Jary power supply to supply the UPS input power, the UPS shall-be capab
ower for at least that amount of time.

over communications cable equipment

35.7.1 Gengral

35.7.1.1 Thi
devices for a
access contrg

5 section provides requirements for the evaluation of power over commun
ccess control systems and equipment. Rower sources may be provided inf
| equipment or as a separate device supplying power.

35.7.1.2 Th¢ equipment is intended to comply with the following sections of NFPA 70:

a) Wh
725.12

b) WH
725.14

bre the power supplied over a'communications cable is less than or equal to 6
1, Power Sources for Class 2 and Class 3 Circuits;

ere the power supplied over a communications cable is greater than 60
4, Transmission of\Power and Data.

35.7.1.3 Th¢ power sourcing equipment (PSE) shall comply with UL 60950-1 and/or UL 63

as meet the 1
applicable regq
well as all oth

equirements of 10.1.1, 35.1.1, 35.1.2, the requirements of this Section (35.7)
uirements of this Standard. Powered Devices (PD) shall comply with this Seq
br applicable requirements of this Standard.

ystem shall be
b operate the
quired for the
e of providing

ications cable
egral with the

D watts: Article

watts: Article

368-1, as well
, and all other
tion (35.7), as

35.7.1.4 These requirements apply to all connected equipment and interconnections necessary to
ensure normal operation of the network powered access control system.

35.7.1.5 A power over communications circuit must be power-limited and shall not exceed 60 V DC, 8.0
amperes, and/or 100 watts. Products shall be evaluated at the marked input/output circuit ratings.

35.7.1.6 For equipment covered by this section that is intended to be located in an outdoor environment,
the requirements noted in Outdoor Use Equipment, Sections 74 — 86, are to be applied as applicable. In
addition, any equipment installed in outdoor use applications shall employ NEC Class 3 wiring methods,
as indicated in the product installation instructions.


https://ulnorm.com/api/?name=UL 294 2023.pdf

58 UL 294 MAY 24, 2023
35.7.2 Installation and operation

35.7.21 Communications circuits

35.7.2.1.1 Where a product has provisions for connection to a telephone, or outside wiring as covered by

Article 800 in NFPA 70, the product shall comply with the requirements for Protection Against Overvoltage
From Power Line Crosses described in UL 60950-1 or UL 62368-1.

35.7.2.1.2 Where the product is intended to, or under normal use conditions can come in contact with the
equipment users, the product shall comply with requirements for Protection of Equipment Users From

Overvoltages on Telecommunication Networks, described in UL 60950-1 or UL 62368-1.

35.7.2.2 Lodation of midspan PSE or power injector

35.7.2.2.1
cabling chann

35.7.2.3 Cal

35.7231 C

category utiliz¢d should match the transmission speed required at.the installation site.

35.7.2.3.2 THhe minimum conductor gauge permitted to connect between the PSE or powe

the PD shall b
35.7.2.4 Ad(

357241 P
standard eigh

documentation with the power over communications equipment.

35.7.24.2

T
(PSE) conne

power class s

35.7.243 P

The midspan PSE or power injector can be located at any point within the defir

bl compliant to TIA-568-C.2, between the network switch and the powered dev
ling requirements

ptegory 5e cabling is the minimum performance category fecommended. The

e 26 AWG (0.13 mm?) for patch cords; 24 AWG (0.21 mm?) for horizontal or ris
itional requirements

oducts that utilize power over"communications cable are typically conng
t-pin RJ-45 connectors. The_connector configuration shall be supplied ir

e equipment shall be_provided with information concerning the power sourci
or configuration ((for example, Alternative A or Alternative B or both), and
pported by the(PSE.

bwer soufeing equipment and powered devices that meet the requirements of

shall specify t
compatible wi

??.

UL 294’ compliant network powered access control system and equipment \

ed structured
ce (PD).

performance

r injector and
br cable.

cted through
the product

ng equipment
the maximum

this standard
vith which it is

35.7.3 Markings

35.7.3.1

PoE equipment for access control systems that complies with the requirements of Section 40,

Power Limited/Class 2 and 3 Circuit Test, shall be marked to specifically identify all Power Limited/Class 2
and Class 3 circuits by terminal designation. This marking may be on a separate installation wiring
diagram if so referenced on the product.

35.7.3.2 The maximum voltage and current for each power over communications circuit shall be marked
in accordance with 72.1(d).

35.7.3.3 In addition to “Security Equipment”, power over communications cable equipment shall be
identified as "UL 60950", "UL 60950-1", "Information Technology Equipment" (or "Info. Tech. Equip." or
"LT.E."), “UL 62368", “UL 62368-1", or “Audio/Video, Information and Communication Technology
Equipment”, as applicable.
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35.7.4

35.7.41

Installation and operating instructions

In addition to the information noted in Section 91, Installation and Operating Instructions, the

following paragraphs contain essential information that shall be provided in the product installation
instructions of the power over communications cable equipment:

a)2.1,

IEEE statement;

b) 35.7.1.2, NEC statement;

c) 35.7.1.6, outdoor use applications;

d) 35.7.2.1.1, outside wiring;

e) 35.1
f) 35.7

g) 35.]

.2.3.1, Cat 5e cabling;
2.3.2, min. conductor gauge; and

.2.4.1, 35.7.2.4.2, connector configurations.

35.8 Remote access

35.8.1

35.8.1.1 Ar

Gengral

bmotely accessible system is a system that iscable to be accessed with a de

that located aft the protected premises. The device can take the form of a smart phone/tabl

connected de
unit's human
interface devi

vice, or any other means of accessing ancaccess control system that is not us
interface, albeit a wired and/or wireless keypad, card reader, or other u
Ce located at the protected property:.

35.8.1.2 Th¢ requirements of 35.8 are eptional and when equipped with remote accesy

requirements
identified for H

of 35.8 apply. When equipment complies with the requirements in 35.8, the s
Remote Access. Also see. 35.8.1.12.

35.8.1.3 Th¢ access control system components and the software used in network-cor

smart enviror
remote opera
requirements
operate acce
by the user.

ments are within)ythe scope of this standard?. The requirements for remote c
tion, and software downloading and installation are given in 35.8.1 — 3

ice other than
bt, an internet-
ing the control
ser-accessible

features, the
ystem shall be

nected and/or
bmmunication,
5.8.10. These

specifically-address the operation of remote controlled control units that a

re intended to

bs controlequipment located within the protected area(s) that may be physicqlly unattended

@ Also referred to as “control unit’. Generally these include the access control unit, accessories, and/or it's supporting system
platform such as a monitoring station, as applicable.

35.8.1.4 Validation of the user, performed through the remote device/connection, shall comply with the
minimum security measures as detailed in 35.8.2.

35.8.1.5 The system, when being accessed remotely, shall operate as it would if it were being accessed
from a control unit's human interface device located within the protected area. As such, all other applicable
operational requirements of this Standard shall also be applied to any remotely accessible functions.

Exception: Any action initiated by the control unit via a direct (trusted physical) path shall always take

precedence o

ver a remote action. See 35.8.1.9.
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35.8.1.6 The use of remote access shall not compromise the integrity, change the intended use, or
impair the operation of the access control system.

35.8.1.7 The manufacturer's intended remote access operation shall be defined in the product's
installation and operating instructions.

35.8.1.8 A control unit shall be locally programmed or remotely programmed and securely configured per
35.8.1 — 35.8.3 for remote operation before remote access is to be permitted.

35.8.1.9 Any actions or control activity initiated by the control unit via a direct (trusted physical) path

takes precedence and priority over a remotely actuated action.

358.1.10 W
configuration ¢

a) Trar
and ve

b) Reni

c) Rem
specifig
control

d) The
comma
remote
transm
perforn

e) Al it

35.8.1.11 Th

a) As
the ma

the renmpote connection‘is lost, broken, or ended. The communication session shall be

nen remote access features are employed, the manufacturer shall specify.
onsisting of the following:

smission technology employed (e.g. GSM, CDMA, HSPA, LTE), along with
sion number if applicable;

ote device operating system(s) and revision level, along with\kernel version (if

ote device application software and build revision leve€ls. The application sof
ally developed by the manufacturer or its subsidiary‘and be proven compatibl
units/equipment;

access control system shall have the _means to distinguish between
nd/control information received from the local interface device versus that re
device, via code or description. This user‘information, along with date/time sf
tted to the monitoring station (as applicable) so it is known which user (local vs
hed a specific system command; and

bms above shall be documented in the product installation instructions.

e access control system shall allow the connection of a user under the followin

efined in the product installation instructions, a timeout feature, after a perio

the minimum

rotocol name

applicable);
ware shall be
b with specific

the type of
ceived from a
amp, shall be
. remote) has

g conditions:

J specified by

hufacturer of n0 gommunication activity and/or no user connection, shall be ifnplemented if

automatically

terminated if it isidle for a maximum of 15 minutes;

b) Thefe can.be multiple remote connections per system at a time for monitoring/communication
purposes yohly. Remote operation, remote service/maintenance, and/or softyare/firmware
deployt TSt first= Oy,

c) Access levels that are configured to provide specific functionality on the access control system
shall then provide that functionality on the systems that the user is permissioned to execute; and

d) Means shall be provided to detect repeated attempts to gain access not recognized as valid by
the control unit. There shall be a mechanism to lockout the system or an individual user from future
validation after a maximum of 5 unsuccessful attempts within a 10-minute period, as specified by
the manufacturer in the product installation instructions. Further attempts during this time period
shall be automatically disabled.

35.8.1.12 When remote access features have been evaluated, the product installation instructions shall
contain verbiage specifying “Evaluated for Remote Access”, or the like.
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35.8.2 Validation of remote access credential

35.8.2.1

control unit shall comply with the authentication requirements detailed in this section.

User validation — All remote access communications for the purpose of remote operation to the

a) There shall be an assigned “administrator” that has the rights to perform a software/firmware
upgrade if this is allowable on the control unit. The administrator shall have priority over commands
accessed by remote users.

b) All remote connections shall require defined users. The manufacturer of the control unit shall
document any default users (such as factory authorized installers) in the product's installation
instructions or manuals. Any special "Undocumented users" (such as system administrators)

define

d for debuaaina-ortest nurnases-shall follow tha rides-of thic antira- saction-a
c—O-a8buUggHg-eteSt+ptip SHAHH1OHOWHRE8HeS—OBHHHES—BRHHE A

d shall ensure

therei

5 no security risk or unintended use of the control unit with an "Undocumented

user".

35.8.2.2 There shall be a means to validate the identity of the user. This means shall b¢ a user-name

and credentig
PIN, biometriq

| that authenticates the validity of the identity of the user. A credéntial can b
s, token, cryptographic mechanism, or key.

35.8.2.3 The¢ validation means shall have a factory default or installation default that c

control unit at

installation, for example a default PIN or password, with.no biometrics or keys

35.8.2.4 Th¢ validation means shall have a way to reset or return to the factory or installati

35.8.2.5 Th¢ user validation means may be a combination of numbers, letters, and symj

no less than 6

characters.

e a password,

bmes with the
as a default.

bn default.

ols. It shall be

35.8.2.6 The¢ user validation means shall have @-way to modify or change the factory default credential

during installg

35.8.27 AU
existing or ne
connection.

tion and setup.

ser validation mechanism as-described in this section shall be used to modify
W user validation data and’shall be considered a remote operation if performe

35.8.2.8 The¢ transmission ‘of/ the user validation mechanism or credential from a remot

remote conng
Integrity Stan

35.8.2.9 Wh

ction to a centrol unit covered in this section shall be encrypted. (See Comm
jards, 35:8.4.)

en.provided on the control unit, the storage of the validation mechanism or ¢

not be in plain

or change any
d via a remote

b device via a
Lnication Data

redential shall

text and shall be protected from unauthorized disclosure or modification.

35.8.3 Com

35.8.3.1
of 35.8.2.

munication

All remote access connections shall be required to be authenticated and meet the requirements

35.8.3.2 Any remotely accessible features for maintenance and diagnostic testing shall either be
disabled by default or when enabled, shall meet the requirements of this section, as well as 35.8.9 and
35.8.10.

35.8.3.3 Remote connection(s) from different sources shall not degrade the intended operation of the
system at the protected premises and shall not cause any security compromise. A minimum of three
different sources shall be used (e.g. Web server, smart phone, tablet, etc.).
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35.8.3.4 The remote connection to a control unit shall be capable of withstanding a compromise attempt
by the way of corruption of data, message alteration, spoofing, or replay between the sender and the
receiver.

35.8.3.5 Invalid or incorrect data received by the control unit shall not impair the operation of the access
control system or cause a security compromise.

35.8.3.6 Session termination (either intended or unintended) shall not impair the operation of the access
control system or create a security compromise.

35.8.3.7 Evidence of compliance for the validation of approved communication security functions shall
be provided. Compliance shall be from the National Institute of Standards and Technologies (NIST)
cryptographic flgorithm validation program (CAVP) and shall be a current valid certificate)for the security
function used py the system and security function. (See Communication Data Integrity Standards, 35.8.4.)

35.8.4 Comimnunication data integrity standards

35.8.4.1 Exdamples of standardized communication data integrity protection.mechanisms are defined in
the following:

a) Symmetric Algorithms and techniques:

1) NIST SP 800-67, Recommendation for the:Triple Data Encryption Algarithm (TDEA)
Block Cipher; and

2) FIPS PUB 197, Advanced Encryption Standard.

b) Asyinmetric algorithms and techniques:

1) FIPS PUB 186-4, Digital Signature Standard (DSS).

c) Mespage authentication codes\and techniques:

1) FIPS PUB 198-1, {{he Keyed-Hash Message Authentication Code (HMAC).
d) Hash functions:

1) FIPS 180-4, Secure Hash Standard (SHS); and

2) FIPS198-1, The Keyed-Hash Message Authentication Code (HMAC).

e) Authentication Encryption:

1) NIST SP 800-38B, Recommendation for Block Cipher Modes of Operation: The CMAC
Mode for Authentication;

2) NIST SP 800-38C, Recommendation for Block Cipher Modes of Operation: The CCM
Mode for Authentication and Confidentiality; and

3) NIST SP 800-38D, Recommendation for Block Cipher Modes of Operation:
Galois/Counter Mode (GCM) and GMAC.

35.8.5 Software/Firmware upgrade

35.8.5.1 If the product covered in this standard allows for software or firmware to be modified outside of
the manufacturer's facilities, then the product shall comply with this section. These requirements describe


https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023

UL 294

63

the testable criteria for established software/firmware deliverables onto the control unit and

evaluated/compatible system devices.

its

35.8.5.2 The software and firmware components described in this section shall include the following:

a) The

b) The

software or firmware operating system of the product;

application components of the product;

c) Any apps, applications or binary deliverables required to operate the product for its intended use

of this

d) An

standard; and

apps, applications or binary deliverables required to add non-safety

features and

functid
equipr

35.8.5.3 The¢ software and firmware components of this product shall use a mechanism ¢

management
maintain a ve
components.

35.8.5.4 Th¢ software and firmware components of this productshall be clearly docu

product instal

35.8.5.5 Th¢ product shall be able to easily display or demonstrate the version of the cur

software and

35.8.5.6 Th¢ software and firmware components(f the product shall be created and delivj

it protects the
unauthorized

35.85.7 Re
the panel's a

remote programming mode. If an-internet connection is used, the data shall be encrypted

and an audit t

35.8.5.8 There shall bevan acceptable integrity mechanism, to ensure that software

installed remd

35.8.5.9 Evi

nalities to the product that are separate from the safety or performance,.f
nent.

that is defined by the manufacturer. The configuration management me]
rsion control and labelling policy to track and record different versions of soff

ation instructions and traceable by versions.

firmware components. Also see Version Number, Section 9.

previous operable code and all executable code from modification and disc
source.

mote panel programming @r configuration access shall require the use of a v
ccount or network address, and a unique credential or hardware key devid

Fail shall be created’in the control unit and/or the monitoring station.

tely is_ notycorrupted.

patures of the

f configuration
chanism shall
ware/firmware

mented in the

rently installed

ered such that
osure from an

alid password,
e to enable a
(see 35.8.5.9)

and firmware

functions shall

dence of compliance for the validation of approved communication security

be provided.

Comptianceshattbe—fromtheNatiomatinstitute—of —Starmdards—amnd—Techn

logies (NIST)

cryptographic algorithm validation program (CAVP) and shall be a current valid certificate for the security

function used
35.8.6 Data

35.8.6.1

a) Asy

by the system and security function. (See Data Integrity Standards, 35.8.6.)

integrity standards

mmetric algorithms and techniques:

1) FIPS 186-4.

b) Message authentication codes:

1) FIPS 140-2; and

Examples of standardized data integrity protection mechanisms are defined in the following:
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2) FIPS 185.

¢) Hash functions:

1) FIPS 180-4; and
2) FIPS 198-1.

35.8.7 Software/Firmware deployment process

35.8.7.1

The new software and firmware components shall be created with an approved software

integrity mechanism to generate a factory code or signature for the binary. (See Data Integrity Standards,

35.8.6.)

35.8.7.2 Deq
download of t
connection.

35.8.7.3 If u
continued opsg
station.

35.8.7.4 Aftd
and meet the f

a) Upg
control
35.8.6;

b) The
validat

c) If th
signal §

d) If the integrity confirmation fails and the control unit/system can fully recover, it sh

to a pre

e) The
the cor

loyment of the software/firmware components to the control unit/system(shall
ne software/firmware components which can be via a remote connection or ¢

pgrade of the software/firmware components to the contrgl” unit/system
ration of the system, it shall be annunciated at the protected property and t

r upgrade of the software component, a system. integrity confirmation shall |
pllowing conditions:

n successful completion of the re-programming, the integrity confirmation
unit/system to generate a new integrity value in accordance with the stand

integrity confirmation performs‘a comparison of the factory generated cods
bd against the integrity value-in-(a). If the comparison fails, the integrity confirm

b integrity confirmation fails and the access control system becomes inoperz
hall be annunciated focally and at the monitoring station (if applicable);

vious known‘and functional state;

compafison of the integrity mechanism shall only occur when the control ur
hpletezsoftware binary. It shall not be done prior to upgrade; and

begin with the
irect physical

nterrupts the
ne monitoring

pe performed,

requires the
ards noted in

b or signature
ation fails;
ble, a trouble

all revert back

it/system has

f) The

far‘fnry caode or Qignnhlrp shall be included in the software hinnry and

shall not be

downloaded separately.

35.8.8 Eventlog

35.8.8.1
follows:

a) Loss of power shall have no effect upon the event log;

b) The

log shall be remotely accessible;

If a manufacturer incorporates an event-log, within their control unit, it shall be configured as

c) If a remote session is terminated unexpectedly and without proper sign-off, it shall be recorded;

and

d) The manufacturer shall specify the period of time in which the log shall be preserved.
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35.8.8.2 Each event logged shall, at a minimum contain:

a) Date of the event, or equivalent means to determine date;

b) The

time of the event, or equivalent means to determine date;

c) An event identifier; and

d) The

identification of the user who initiated the event.

35.8.9 Remote diagnostics connection

35.8.9.1 If g_manufacturer allows access for the purpose of remote diagnostics, the requirements in
35.8.3 and 35.8.5 shall apply.
35.8.9.2 Multiple remote access connections to the access control system for the purpose|of diagnostics

shall be allow|

35.8.9.3 An
implement mé

35.8.94 Re
system.

35.8.10 Rern
35.8.10.1 If
configurations
35.8.7 shall a
35.8.10.2 R
a time during
35.8.10.3 R

of 4 hours is (
35.9 Egresg

35.9.1 Egre

Bd.

access control system providing the option to acquire information by a remo
chine to machine authentication using signed SSL Certificates.

hote service and maintenance
a manufacturer allows access for the purpose of remotely updating sys
, and/or servicing of the access centrol system, the requirements in 35.8

Dply.

bmote access to the access'control system shall be restricted to a single user
remote service/maintenance.

bmote control is permitted during remote servicing/maintenance where a max
rovided.

controlsystems

e device shall

mote diagnostics shall not impair or interrupt the fiormal operation of the access control

tem software,
3, 35.8.5 and

per system at

mum time out

5s «Control systems that utilize low power radio frequency (RF) technology ar

RF tests note

J inthe Short-Range Radio Frequency (RF) Tests. in UL 2610. as applicable.

subject to all
he associated

tags/credentials used for the egress control system are also subject to the RF tests noted, as applicable.
Also see 2.5, Exception No. 2.

35.10 Key management systems

35.10.1

Key management systems provide a means of regulating or controlling keys by electrical,

electronic and/or mechanical means. Key management systems allow authorized users access to keys
upon verification of appropriate credentials.

35.10.2 Key management systems shall meet all necessary requirements of this Standard and shall be

subject to the

following tests as applicable:

a) Normal Operation Test, Section 36;
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b) Electronic Authentication, Section 37;

¢) Input Measurement Test, Section 38;

d) Undervoltage Operation Test, Section 43;

e) Overvoltage Operation Test, Section 44;

f) Varia

ble Ambient Test, Sections 45 and 81;

g) Humidity Test, Section 46;

h) Endurance Test, Section 50; and

i) Destlluctive Attack Test, Section 65.

35.10.3 In a
operational tes

35.10.4 Soft
Equipment.

35.10.5 Key
protected areg

a) Elec
b) Star
c) Elec
d)ACI
e) Conm

f) Batte

35.10.6 High
a) Leal

b) Elec

ddition to those tests noted above, key management system units/shall
ts of Central-Station Service — Handling of Subscriber's Keys of UIC827.

vare-based equipment shall meet all applicable requirements)in 35.6, Essen

management systems that communicate with a-monitoring station locate
shall also comply with the following tests:

trical Supervision Test, Section 41;
dby Power Test, Section 42;

rical Transient Tests, Section 55;
hduction Test, Section 56;
munication Circuits, Section 57; and

ry Replacement Test, Section 59.

voltage products shall additionally undergo the following safety tests as applic
age Current Tests for Cord-Connected Products, Section 47;

fric:.Shock Current Test, Section 48;

undergo the

tial Computer

i outside the

able:

c) Dielectric Voltage-Withstand Test, Section 52;

d) Temperature Test, Section 53;

e) Abnormal Operation Test, Section 54;

f) Polymeric Materials Test, Section 58;

g) Drop Test, Section 60;

h) Strain Relief Test, 61.1;

i) Tests for Ignition Through Bottom-Panel Openings, Section 62;

i) Mechanical Strength Tests for Enclosures, Section 63; and
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k) Special Terminal Assemblies Tests, Section 64.
36 Normal Operation Test

36.1 A unit shall perform its intended function when installed in accordance with the product installation
instructions and 36.2 — 36.4.

36.2 The unit is to be mounted in the intended manner and its terminals connected to circuits of related
equipment, or its wireless connectivity configured with compatible devices, as indicated by the installation-
wiring diagram so as to represent a typical system combination or simulators that can simulate a typical

system combi

nation.

36.3 If equig
in that positio

36.4 Powers-
A product un
connected to

36.5 Each g
232, RS-485,
interface and

36.6 As ind
documented
36.5.

36.7 The functions specified in 91.5(f) shall be verified as applicable.

37 Electronic Authentication

37.1 For sy
wearables, et

a) Ele
WiFi, |

ment is to be mounted in a definite position in order to function as intendeds’it

=

input supply terminals are to be connected to supply circuits of rated’voltage
Jer test is to be in the intended circuit condition and ready for normal oper
related products and circuits as specified in 36.2 and 36.3.

redential type and transmission technology employed-(e'g. Wiegand, Clock
OSDP, UART) shall be verified for normal functiahal* operation between tf
the control unit.

n Table 35.1. All other credential formats(and bit lengths shall be verified a

stems using a wireless electronic device as a credential (e.g. smartph
C.), the manufacturer'shall specify the minimum configuration consisting of the

ttronic credentialtransmission technology (e.g. Bluetooth, Near Field Commur

b) Wi

applicszle);

4

R (Infrared),"RFID), along with protocol name and version number if applicable;

shall be tested

nd frequency.
ion when it is

and Data, RS-
e reader/user

icated in 35.4.2(b)(2), simulators can only ‘be used for the communication protocols

5 applicable in

ones, tablets,
following:

ication (NFC),

eless-electronic device operating system and revision level, along with kefnel version (if

c) Wireless electronic credential device application software and build revision level;

d) User Verification: a means of verification shall be employed by the user to enable access to the
wireless electronic device such as a PIN or biometric feature, which subsequently provides access
to the credential application software present on the wireless electronic device;

e) The access control system shall have the means to distinguish between the type of credential
used via code or description (e.g. authentication/digital signature keys received from a physical
card vs. authentication/digital signature keys received from a wireless electronic credential);

f) When provided, minimum data encryption/authentication techniques shall be employed in
accordance with 67.3.2; and

g) All items above shall be documented in the product installation instructions with the exception

of (f).
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37.2 The wireless electronic credential shall only be used as an alternate means for transmitting the user
data typically found on a physical credential to the reader interface. As indicated in the product installation
instructions, the wireless electronic device shall not be capable of command, control, programming, or any
other system manipulation.

37.3 As indicated in the product installation instructions, the wireless electronic device shall only be used
in the same manner as a physical credential, transmitting user data to the reader interface within close

proximity, as indicated by the manufacturer.

38

38.1

Input Measurement Test

The input of a product shall not exceed the marked current, power, or volt-ampere rating by more

than 10 % whén the product is operated under all conditions of use while connected to a s0

in accordance

38.2 The teq
having a singl
voltage is give
highest value

39 Output M

39.1 The me
under the follo|

a) With
battery

b) With
battery

39.2 Measur
manufacturer.
minimum load

39.3 Uponc
the output cir
connected. If
the product, th

with the requirements in 38.2.

t voltage for this test is to be the maximum rated voltage for the, product.
b voltage rating, such as 115 volts, maximum rated voltage is to be that single
h in terms of a range of voltages, such as 110 — 120 volts, themaximum rated
bf the range.

easurement Test

asured voltage of all output circuits shall be within 85 and 110 % of their
wing conditions:

primary power connected and varied from 85 % to 110 % of rated voltage
is used, a fully charged battery shall be‘connected; and

primary power connected and varied from 85 % to 110 % of rated voltage]
is used, it shall be disconnected.

If more than one output circuit is provided, all circuits shall have no load cor
that is specified bythe manufacturer connected to each circuit.

bmpletion 0f.39:2, measurements shall then be made with the maximum load

connecting the maximum load to each output circuit will exceed the total outp
e output circuit to be measured shall be loaded to its maximum rating and th

irce of supply

For a product
voltage. If the
voltage is the

marked rating

. If a standby

. If a standby

ements shall be made ‘with no load or with the minimum load that is spegcified by the

nected to the

connected to

uit. If more~than one output circuit is provided, all circuits shall have the maximum load

ut capacity of
b other output

circuits shall h

ave)their load adjusted so that the maximum total output capacity of the produ

ct is reached.

This shall be repeated for each test.

39.4 Rated load is that value of resistive load which causes the rated current to flow when the load is
connected to the output circuit and the input voltage to the product is adjusted to its rated voltage.

39.5 The measured voltages at the output circuits, with the minimum and maximum rated loads applied
in turn, shall be compatible with the rating of the product intended to be connected to the circuit.

39.6 An output circuit that has a voltage deviation greater than permitted in 39.1 shall be identified in the
product installation instructions as “special application”. In addition, the product installation instructions
shall describe the manufacturer's name and model designation of the specific device(s) intended to be
powered by the non-regulated circuit that have been proven to be compatible at that same marked voltage
rating or range.
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40 Power-Limited/Class 2 and Class 3 Circuits Test
40.1 General

40.1.1 All field-wiring circuits that derive energy from power sources connected to a control unit shall be
classified as Power-Limited/Class 2 or 3 or non-power-limited circuit. A circuit shall be considered non-
power-limited unless otherwise identified in the installation documentation and marking on the product.
See 17.2.1 and 72.15.

40.1.2 The power source (or sources) supplying a Power-Limited/Class 2 or 3 circuit shall be either
inherently limited requiring no overcurrent protection, or limited by a combination of a power source and
overcurrent protection devices such that a Power-Limited/Class 2 or 3 circuit has electrical characteristics
as described |n Table 40.1 for AC circuits or Table 40.2 for DC circuits.

Table 40.1
Power Source Limitations for Alternating-Current, Power-Limited/Class(2and Class 3 Circuit
Inherently limited power source Not inherently limited power source
(overcurrent protection not required) (overcurrent protection required)
Circuit Class 2 Class 3 Class 2 Class 3
Circuit voltage
over 20— | over 30— | over 30— over 20— | over 30 - | over 100 -
Vinax (volfs)? 0-20 30 150 100 0-20 30 10( 150
Power limitation$ (VA)max - - - - 250° 250 25( NA
(volt-amps)?
Current limitatiofs I ,ax 8.0 8.0 0.005 150/ V max | 1000/Vax | 1000/V oy | 1000/ max 1.0
(amps)®
Maximum overcprrent - - ~ - 5.0 100/V nax 100/V}hax 1.0
protection (amp$)
Power VA 5.0 X Vi ax 100 0.005 x 100 5.0 X Vnax 100 104 100
source (vdlt-amps) Vmax
Taan’:gf:;e Cufrent 5.0 1004, | 0005 | 100mv,., 5.0 100V, | 100M,. | 100V,
ratings (amps)

Voltage ranges ghown are for sinuseidal/AC in indoor locations or where wet contact is not probable. For non-sinugoidal or wet
contact conditiofs, see note c.

@V max: Maximunp output voltageregardless of load with rated input applied.

Imax: Maximum qutput curfent under any noncapacitive load, including short-circuit, and with overcurrent protection|bypassed, when
used. When a transformenlimits the output current, I, limits apply after one minute of operation. Where a currentjlimiting
impedance, listed forthe purpose, or as part of a listed product, is used in combination with a nonpower-limited trapsformer or a
stored energy squrce), e.g., storage battery, to limit the output current, |, limits apply after 5 seconds.

VAax: Maximum volt-ampere output after one minute of operation regardless of load and overcurrent protection bypassed, when
used. Current-limiting impedance shall not be bypassed when determining |, and VA5,

b When the power source is a transformer, VA .y is 350 or less where V is 15 or less.

¢ For non-sinusoidal AC, Vmax shall not be greater than 42.4 volts peak. Where wet contact (immersion not included) is probable,
Class 3 wiring methods shall be used, or V., shall not be greater than 15 volts for sinusoidal AC and 21.2 volts peak for non-
sinusoidal AC.
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Table 40.2

Power Source Limitations for Direct-Current, Power-Limited/Class 2 and Class 3 Circuits

contact condition

@ A dry-cell batte
is equal to or lesg

BV, ax: Maximum

Imax: Maximum ol
used. When a trg
impedance, liste
stored energy so

VA ax: Maximum
used. Current-lin{

¢ When the powe

9 For DC interrup
is probable, Clas|
DC that is interru

Inherently limited power source? (overcurrent Not inherently limited power source
protection not required) (overcurrent protection required)
Circuit Class 2 Class 3 Class 2 Class 3
Circuit V°|ta%e Vimax over 20 — | over 30 — | over 60 — | over 60 — over 20 — | over 60 — | over 100
(volts) 0-20 30 60 150 100 0-20 60 100 -150
Power limitations - - - - - 250° 250 250 NA
(VA) ax (volt-amps)®
Current limitations I ,ax 8.0 8.0 150/V max 0.005 150/Vmax | 1000/Va | 1000/V s | 1000/V ax 1.0
(amps)°® x x
Maximum overcmtrrent - - - - - 5.0 100/Vax | 100/Y max 1.0
protection (amps
Power VA 5.0 x 100 100 0.005 x 100 5.0 x 100 100 100
source (voltamps) Vax Vmax Vimax
maximum
name Curregnt 5.0 100/Vmax | 100/V i ax 0.005 100/V ax 5.0 OO0V max | 100/Yimax | 100/V ax
plate (@amgs)
ratings
Voltage ranges shown are for continuous DC in indoor locations or where wet contact is notyprobable. For interruptgd DC or wet-

B, see note d.

y shall be considered an inherently limited power source, providedithe voltage is 30 volts or less a
than that available from series connected No. 6 carbon zinc cells.

output voltage regardless of load with rated input appliedt

tput current under any noncapacitive load, including shert-circuit, and with overcurrent protection
hsformer limits the output current, |I,,,, limits apply after 1 minute of operation. Where a current-lim
for the purpose or as part of a listed product, is used in combination with a nonpower-limited tran
lrce, e.g., storage battery, to limit the output cufrent, I, limits apply after 5 seconds.

volt-ampere output after one minute of operation regardless of load and overcurrent protection by
ited impedance shall not be bypassed Wwhen determining |, and VA, .-

I source is a transformer, (VA),ax.iS-350 or less where V., is 15 or less.

ed at a rate of 10 to 200 Hz, V{,.x Shall not be greater than 24.8 volts. Where wet contact (immersi
5 3 wiring methods shall be used; or V,,,, shall not be greater than 30 volts for continuous DC and
pted at a rate of 10 to 200'Hz.

hd the capacity

bypassed, when
ting
former or

passed, when

bn not included)
2.4 volts for

40.1.3 Relat

a) Tran

ve to 40.1.2, acceptable means for current limiting include:

sformerwinding impedance,

b) The

maklink embedded within the winding overwrap of a transformer,

c) Circuit components (resistors, regulators, transistors, and similar devices) which comply with the
temperature test under I, condition, and

d) Suitable current-limiting impedances (positive temperature coefficient varistor, and the like).

40.1.4 Relati

ve t0 40.1.2, the following are not acceptable means of current-limiting:

a) Circuit component burnout;

b) Permanent or replaceable fuses;

¢) Opening of conductors on printed-wiring boards; and

d) Opening of internal wiring conductors.


https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 UL 294 71

40.1.5 The overcurrent protection device specified in 40.1.2 shall be of the non-interchangeable type
such that it cannot be renewed in the field with an overcurrent device having a higher current rating.

40.1.6  When conducting .« and VA,.x measurements, all overcurrent protection devices of the control
unit are to be short-circuited. However, current-limiting devices are not to be bypassed and are to be
allowed to remain functional.

40.1.7 Where the product contains a float battery charger, V ax, Inax, @nd VA,.x measurements are to be
conducted with both AC and battery connected to the product. If the product contains a battery transfer
relay or contains a trickle charge battery circuit, measurements of Vi y Imaxe @nd VA, .« are to be
conducted with the product first energized only from the AC power source and then repeated with the
product energized solely from the battery. The battery used during these measurements is to have the
largest capacity as specified in the manufacturer's installation document.

40.1.8 The Ipads referenced in 40.2.1 —40.4.1 shall be resistive.
40.2 Maximum voltage

40.2.1  With

circuit under
conditions. T
the product i
energized sol
Vinax Value d
requirements

e

the product energized only from its rated primary power ‘source, the output
st is to be measured while the circuit is connected to full-rated load and und
maximum voltage recorded under these two conditions is to be considere
hcorporates a secondary source of supply, the<est is to be repeated wit
bly from the secondary power source and with the primary power source disc
btained from each power source is to be\considered separately when
of Table 40.1 or Table 40.2.

40.3 Maximum current

40.3.1 In or

Her to determine compliance with' the I, limitation, a variable load resistor

draw rated clirrent is to be connected aeross the circuit. The current through the load rg

noted and th

e load removed. The resistance of the load shall then be incrementa

momentarily feconnected across the circuit while noting the current, and then removed. Th

be repeated U
capable of pr
40.2. The log

ntil a short-circuit eondition is obtained. The load resistor is then to be readju
bducing and maintaining a current equal to the maximum permitted in Table 4

voltage of the
er open circuit
d Vax- Where
h the product
bnnected. The

applying the

initially set to
sistor is to be
ly decreased,
e method is to
sted to a value
10.1 and Table

d resistor is then to be connected to the circuit and the current through th

measured aftgr 1 minute.orafter 5 seconds as determined from Table 40.1 or Table 40.2.

40.3.2 The

maximum current measurement is to be the rms value for circuits that

b load resistor

bre constantly
e period starts

the.peak value for circuits that pulse the output. The measurement of the tim

the current is

continuously below the |, value indicated in Table 40.1 or Table 40.2. The time period is to include any
momentary period where the output current temporarily drops below the required I, value limit.

40.3.3 Where a transformer limits the value of |5, and when I, cannot be maintained for 1 minute due
to transformer burnout, a plot of current versus time is to be generated and the graph extrapolated to 1
minute. The results satisfy the requirement of the test when the extrapolated value of |, at 1 minute does
not exceed the Imax limitations as indicated in Table 40.1 or Table 40.2.

40.3.4 Where a transformer does not limit the current of |,,,,,, and when the maximum current through the
load resistor cannot be maintained for 5 seconds due to current-limiting devices (opening of thermal link
power supply foldback, PTC varistor effect, and similar devices) the current load resistor shall be adjusted
to a value which will produce a current just above the I, value indicated in Table 40.1 or Table 40.2. The
results are in compliance when the |, value stated in Table 40.1 or Table 40.2 cannot be maintained for
more than 5 seconds.
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40.4 VA, .x (not inherently limited circuits only)

40.4.1 In order to determine VA, the product is to be energized from a rated source of supply and the
circuit under test open-circuited. A variable load resistor, initially set to draw rated circuit current, is then to
be connected across the circuit, the circuit voltage and current recorded, and the load removed. The
resistance of the load is then to be incrementally decreased, momentarily reconnected across the circuit
while recording the voltage and current, and then removed. This procedure is to be repeated until the load
resistance has been reduced to a short circuit. Using the recorded voltage and current, the volt-ampere
output under each load condition is to be calculated. The load resistor is then to be adjusted to that value
which produced the maximum volt-ampere calculated and then connected to the circuit. After 1 minute, the
voltage and current are again to be measured. The results of this test are acceptable if the calculated volt-
ampere output of the circuit after 1 minute does not exceed the value specified in Table 40.1 or Table 40.2,

as appropriat

Electricj Supervision Test

41

411 General

41.1.1 Open| circuit, short circuit, ground fault, and/or wire pair reversal conditions ap
connected fp any components of an access control, S§ystem installed

controlled/protected/restricted area, or accessible from outside jts controlled/protected/re

shall not resul

Exception No.
tamper supeny

Exception No.

41.1.2 Anyc

in the operation of the access point actuator devicg)allowing access to the seq

1: This requirement can be waived if the prodiict is provided with enclosure d
ision as described in 41.1.2.

2: This requirement can be waived fopproducts rated Destructive Attack Leve

bver, door, panel, or mounting means shall be electrically supervised if it gives

relays, terminals, controls, or related companents that might be subject to tampering outside

area. When a
activate, or the

Exception: Ta
from inside the
beyond the se

41.1.3 A ma
indicator, visil

cover, door, panel, or mounting means is opened or removed, either an alar
access function shall notoperate.

e secured area iftampering with the device cannot cause the device's field of \
cured area:

function or loss of primary power shall be shown by de-energization of an "
le“freom the exterior of the product. The location and function of the indig

bao Rra an fcompanant-ah all-bae-pmar a6

blied to wires

outside its
stricted area,
ured area.

over and rear

-~

access to any
e of a secured
m signal shall

nper protectionneed not be provided for a request-to-exit device intended to rénder free exit

iew to extend

AC power on"
ator must be

described in t
72.1(k).

Aot tnotallotian ot At An o th kadin
e PTOUGC T IIStanatorT ot ot toTTS— arta aio- COTTPOUTCT I STat o TiarcCT—T ad!

41.2 Power interruption

41.2.1
product.

42 Standby

42.1

Power

based on the level tests in 42.3 — 42.6.

cordance with

The interruption and restoration of the electrical supply shall not result in false operation of the

Products that provide a secondary power source shall be able to operate without primary power
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42.2 All products will be tested to the minimum performance level parameters of Table 7.1. Products that
perform beyond the minimum back up requirements are tested to confirm the manufacturers performance
claims.

42.3 Level | — No Secondary Power Source.

42.4 Level Il Test — Shall continue to operate as intended at full load for a minimum of 30 minutes while
the product operates a minimum of one cycle of its intended function every minute.

42.5 Level lll Test — Shall continue to operate as intended at full load for a minimum of 2 hours while the
product operates a minimum of one cycle of its intended function every minute.

42.6 Levell
product operg

42.7 Instruc
indicated.

43 Underva
431

An acc

43.2 A prod

/ Test — Shall continue to operate as intended at full load for a minimum of @-
tes a minimum of one cycle of its intended function every minute.

ions for the replacement of batteries shall be on the product, @nd the pg

Itage Operation Test
bss control product shall operate as intended while ehergized at 85 % of its rat

uct which uses rechargeable (secondary) batteries for standby power shal

operation at 85 % of nominal battery voltage while operating from standby power.

43.3 Maxim
44 Overvol

441 An acq
damage durin

44.2 This te
45 Variable

451  With th
control produ

im load shall be applied to the productwhen performing this test.
age Operation Test

ess control product shall'withstand 110 % of its rated supply voltage contin
g the standby condition and shall operate as intended at the increased voltage

5t shall be performed with no load connected to the product.

Ambient Test

ours while the

larity shall be

bd voltage.

be tested for

Liously without

e unitenergized from rated voltage and connected to maximum rated load, an access

ct intended for indoor use shall function as intended at the test voltage W

ith its related

equipment at

mhbient fpmpprnhlrpc of 0 °C and 49 °C (’29 °F and 120 °F)

45.2 The exposure to each of the above temperatures shall be 4 hours or more.

46 Humidity Test

46.1  With the unit energized from rated voltage and connected to maximum rated load, an access
control product shall function as intended during and after an exposure of 24 hours to air having a relative
humidity of 85 +5 % and a temperature of 30 +2 °C (86 + 3 °F).

46.2 Cord-connected products powered from a high-voltage source shall comply with the requirements
in the Leakage Current Tests for Cord-Connected Products, Section 47, following exposure to high
humidity.
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47 Leakage Current Test for Cord-Connected Products

47.1 Where a cord-connected product is powered by a source greater than 42.4 V peak, the leakage
current at any exposed surface, or between any accessible part and earth ground, or any other accessible
part with an open potential of greater than 42.4 V peak shall not be more than the values shown in Table
47.1 when tested in accordance with 47.2 — 47.8, immediately after exposure to the Humidity Test, Section

46.

Table 47.1
Maximum Leakage Current

Type-ofproduet® Maximum-eakage-eurrent2(mA)
Two-wire cord-cpnnected portable or stationary product 0.50
Three-wire (inclyding grounding conductor) cord-connected, 0.50
portable product]
Three-wire (inclyding grounding conductor) cord-connected, 075
stationary or fixed product

2 Products whicH
requirements of

b If an electroma|
not be more thar
1) The eqy
equipmen

2) With the
applicable]

3) The equipment is marked in accordance with 72.12.

incorporate a loss-of-ground detector which dependably opens the live condugtors are exempted
his table.

hnetic radiation suppression filter is necessary for the equipment to fnction as intended, the leakd
2.5 mA if the equipment complies with the following conditions:

ipment is provided with grounding means in accordance with.thé.applicable requirements for cord
in Section 16.

filter removed from the equipment, the leakage current-does not exceed the limits specified in thig

from the

ge current shall

tconnected

table, as

47.2 Withre
coupled curre

equipment and ground, or between exposed conductive surfaces of the equipment.

47.3 Leakag
individually as

exposed surface to another where the exposed surfaces are simultaneously accessik

considered to
the risk of ele
same time arg
hand is detern
(102 by 203

jard to the requirements in 47.1.(Ieakage current refers to all currents, includin
hts that are capable of being conveyed between exposed conductive su

e currents from all exposed surfaces are to be measured to the grounded sup
well as collectivély) where exposed surfaces are simultaneously accessible,

be an exposed surface unless it is guarded by an enclosure determined to p
tric shock{ Surfaces that can be readily contacted by one or both hands of a
determined to be simultaneously accessible. For the purpose of these requ
hined to be able to contact parts simultaneously when the parts are within a

g capacitively
rfaces of the

ply conductor
and from one
le. A part is
rotect against
person at the
rements, one
¥ by 8 inches

mm) rectangle, and two hands of a person are determined to be able to

contact parts

simultaneously when the parts are no more than 6 feet (1.8 m) apart.

47.4 Where a conductive surface other than metal is used for the enclosure or part of the enclosure, the
leakage current is to be measured using a metal foil having dimensions of 3.94 by 7.88 inches (10 by 20
cm) in contact with the surface. Where the surface is less than 3.94 by 7.88 inches (10 by 20 cm), the
metal foil is to be the same size as the surface. The metal foil is not to remain in place long enough to
affect the temperature of the product.

47.5 The measurement circuit for the leakage current test is to be as illustrated in Figure 47.1. The
measurement instrument is defined in (a) — (c). The meter used for a measurement need only indicate the
same numerical value for the particular measurement as would the defined instrument. The meter is not
required to have all of the attributes of the defined instrument.

a) The meter is to have an input impedance of 1500 W resistive shunted by a capacitance of 0.15
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b) The meter is to indicate 1.11 times the average of the full-wave rectified composite waveform of
voltage across the resistor or current through the resistor;

c) Over a frequency range of 0 — 100 kHz, the measurement circuitry is to have a frequency
response (ratio of indicated to actual value of current) that is equal to the ratio of the impedance of
a 1500-W resistor shunted by a 0.15 yF capacitor to 1500 W. At an indication of 0.5 or 0.75 mA, the
measurement is to have an error of not more than 5 % at 60 Hz.

Figure 47.1

Leakage current measurement circuits

FROUDUCI METER

2]

% INSULATING
- TABLE

GROUNDED SUPPLY CONDUCTOR B
LE100

Circuit A: Product intended for connection to a 120- or 208-volt power supply.

] - S2
120v l_‘

PRODUCT METER
240V =—

A
=D :
L120v L
T GR
St % INSULATING
- TABLE

GROUNDED SUPPLY CONDUCTOR B

L£200

Circuit B: 240- or|208-volt product intended\for connection to a 3-wire, grounded neutral power supply.

T_z(;__l Lo

PRODUCT

24ov <'—L)_|_O%1_| L é } =
120V o
It 5
— — INSULATING
—— TABLE
GROUNDED SUPPLY CONDUCTOR B

LC300

Circuit C: 240- or 208-volt product intended for connection to a 3-wire, grounded neutral power supply.

A — Probe with shielded lead. Under some circumstances where higher frequency components are present, shielding of measuring
instrument and its leads may be necessary.

B — Separated and used as clip when measuring currents from one part of a product to another.


https://ulnorm.com/api/?name=UL 294 2023.pdf

76 UL 294 MAY 24, 2023

47.6 Unless the meter is being used to measure the leakage current from one part of a product to
another, the meter is to be connected between the accessible parts and the grounded supply conductor.

47.7 Systems of interconnected equipment with individual connections to primary power shall have each
piece of equipment tested separately. Systems of interconnected equipment with one common connection
to primary power shall be treated as a single piece of equipment. Equipment designed for multiple
(redundant) supplies shall be tested with only one supply connected.

47.8 A sample of the product is to be tested in the as-received condition initially with all switches
indicated below closed, but with its grounding conductor, when provided, open at the attachment plug. A
product that has not been energized for a minimum of 48 hr prior to the test, and that is at room
temperature, is determined to be in the as-received condition. The supply voltage is to be the maximum
voltage markgd on the product, in accordance with 35.5.1, but not less than 120 or 24D V. The test
sequence (with regard to Figure 47.1) is to be as follows:

a) With switch S1 open, the product is to be connected to the measuring cireuit! Leakage current is
to be npeasured using both positions of switch S2, and with the product-switching devices in all of
their ngrmal operating positions;

b) Switph S1 is then to be closed, energizing the product, and within 5 s the leakage durrent is to be
measufed using both positions of switch S2 and with the product switching devices in all their
normalloperating positions; and

c) Leakage current is to be monitored until thermal stahilization occurs. Both positions of switch S2
are to|be used in determining this measurement.“Fhermal stabilization is to bg obtained by
operatipn of the product as in the Temperature Test<Section 53.

48 Electric $hock Current Test
48.1 If the open circuit potential between any’ part that is exposed only during operator servicing and

either earth ground or any other exposed @accessible part exceeds 42.4 volts peak, the parf shall comply
with the requirements of 48.2, 48.3, and"48.4, as applicable.

48.2 The continuous current flowsthrough a 500-ohm resistor shall not exceed the valugs specified in
Table 48.1 when the resistor is connected between any part that is exposed only during opefator servicing
and either earth ground or any-other exposed accessible part.

Table 48.1
Maximum Current During Operator Servicing
Frequency, Maximum current through a 500-ohm resistor,
hertz? milliamperes peak
0-100 71
500 9.4
1000 11.0
2000 141
3000 17.3
4000 19.6
5000 22.0
6000 251
7000 or more 27.5
@ Linear interpolation between adjacent values may be used to determine the maximum current corresponding to frequencies not
shown. The table applies to repetitive nonsinusoidal waveforms.
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48.3 The duration of a transient current flowing through a 500-ohm resistor connected as described in
48.2 shall not exceed:

a) The value determined by the following equation:

1.43
20+/2
rs\1=—

in which:

T1s the nterval, In seconds, between the ume that the nstantaneous value] of the current
first exceeds 7.1 milliamperes and the time that the current falls below 7.1 afilliamperes for
the last time; and

lis the peak current in milliamperes; and

b) 809 milliamperes, regardless of duration.

The interval between occurrences shall be equal to or greater than 80 seconds if the currept is repetitive.
Typical calculated values of maximum transient current duration are 'shown in Table 48.2.

Table 48.2
Maximum Transient Current Duration
Maximum peak current (I) through 500-ohm resistor, Maximum duration (T) of waveform containjng excursions
milliamperes greater than 7.1 milliamperes peak

71 7.26 seconds
8.5 5.58

10.0 4.42

125 3.21

15.0 248

17.5 1.99

20,0 1.64

22.5 1.39

25.0 1.19

30.0 919 milliseconds
40.0 609

50.0 443

60.0 341

70.0 274

80.0 226

90.0 191
100.0 164
150.0 92
200.0 61
250.0 44
300.0 34
350.0 27

Table 48.2 Continued on Next Page
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Table 48.2 Continued

Maximum peak current (I) through 500-ohm resistor, Maximum duration (T) of waveform containing excursions
milliamperes greater than 7.1 milliamperes peak
400.0 23
450.0 19
500.0 16
600.0 12
700.0 10
809.0 8.3
48.4 The mgximunTcapacitance between thetermimats of acapacitorthatisaccessibtedyring operator

servicing shalllcomply with the following equations:

~ 88,400
E'"®(In E-1.26)

for 42.4<E <400

C =35288E'% for 400 < E < 1000

in which:
C is thg maximum capacitance of the capacitor in microfarads and

E is thg potential in volts across the capacitor prier.to discharge.

E is to be medsured 5 seconds after the capacitorterminals are made accessible, such as by the removal
or opening of|an interlocked cover, or the likey Typical calculated values of maximum capacitance are
shown in Tablg 48.3.

Table 48.3
Electric Shock — Stored Energy

Potential in v¢lts, across capacitance prior to discharge Maximum capacitance in microfafads
1000 0.868
900 1.02
800 1.22
700 1.50
600 1.90
500 2.52
400 3.55
380 3.86
360 422
340 4.64
320 5.13
300 5.71
280 6.40
260 7.24
240 8.27

Table 48.3 Continued on Next Page
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Table 48.3 Continued

rads

Potential in volts, across capacitance prior to discharge Maximum capacitance in microfa
220 9.56
200 11.2
180 13.4
160 16.3
140 20.5
120 26.6
100 36.5

90 43.5
39} 93.0
70 68.0
60 89.4
50 124.0
45 160.0
42.4 169.0

48.5 Withre
is connected

a) Eag

b) All 3

The current a
another part g

48.6 With rg
they can be
requirements
within a 4 by
contact parts

48.7 Electriq

48.8 Ifthe p
in turn to each

ference to the requirements in 48.2 and 48.3, the current is'to be measured wh
between ground and:

h accessible part individually; and

ccessible parts collectively if the parts are simultaneously accessible.

so0 is to be measured while the resistoris connected between one part or grod
r group of parts, if the parts are simultaneously accessible.

ference to the requirements-in48.5, parts are considered to be simultaneous

one hand is to be considered to be able to contact parts simultaneously if
8 inch (102 by 203.mm) rectangle; and two hands of a person are considere
Simultaneously if the parts are not more than 6 feet (1.8 m) apart.

shock current refers to all currents, including capacitively coupled currents.

roduct-has a direct-current rating, measurements are to be made with the prod

ile the resistor

p of parts and

y accessible if

contacted by one or bothhands of a person at the same time. For the purpose of these

the parts are
] to be able to

uct connected

side-of a 3-wire, direct-current supply circuit.

48.9 Current measurements are to be made:

a) With any operating control, or adjustable control that is subject to user operation, in all operating
positions; and

b) Either with or without a vacuum tube, separable connector, or similar component in place.

These measurements are to be made with controls placed in the position that causes maximum current

flow.
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49 Overload Test

49.1 General

49.1.1 An access control product other than that operating from a primary battery shall operate as
intended after 50 cycles of intended operation at a rate of not more than 15 cycles per minute while
connected to a source of supply adjusted to 115 % of the rated test voltage. Each cycle shall begin with the
product energized in the normal standby condition, followed by intended operation, and then restoration to
normal standby.

49.1.2 Rated test loads are to be connected to the output circuits of the product. The test loads are to be
remote indicators, relays, electric locking devices, or the equivalent, intended for connection to the
product. If an pquivalent load is employed for an intended inductive load, a power factorf|60 % is to be
used. The rajed loads are to be established with the product connected to a source| of supply in
accordance with 35.5.1. The voltage then is to be increased to 115 % of the initial valde,

49.1.3 For D[ circuits, an equivalent inductive test load is to have:

a) The

b) The

conneq

The resultant
AC voltage an

49.2 Separa

49.2.1

A sej

required DC resistance for the test current; and

inductance (calibrated) necessary to obtain a power<{actor of 60 % when th
ted to a 60-Hz AC voltage equal to the rated DC test\oltage.

\C current shall be equal to 0.6 times the DC¢current when the load is conne
i then to a voltage equal to the rms value of the AC source.

tely energized circuits

arately energized circuit, such.@s a dry contact, that does not receive en

e test load is

ted first to an

ergy from the

product shall pperate as intended after 50 Gycles of signal operation at a rate of not more t
per minute.

han 15 cycles

49.2.2 The drcuit is to be connected to a voltage source in accordance with 35.5.1 and with 150 % rated

current loads gt 0.6 power factor applied to the output circuits.
49.3 Power supplies

49.3.1 An ad
described in 4

cesswcontrol power supply shall operate as intended following 50 cycles of
D.3.2.

operation as

49.3.2 With the input of the power supply connected to a voltage source of 115 % of the appropriate
value specified in 35.5.1, a load(s) drawing 150 % of maximum rated output power is to be applied, then
removed (or reduced to the manufacturer’s specified minimum impedance value) at the rate of not more
than 15 cycles per minute, where each cycle consists of the load(s) application followed by an equal time
of the load(s) removal (or reduction).

49.3.3 A power supply for use with a grounded supply circuit is to be tested with the enclosure and all
other normally grounded parts connected through a 15-ampere fuse to the grounded conductor of the
supply circuit.

49.3.4 At the conclusion of this test, the power supply shall operate as intended and there shall be no
electrical or mechanical malfunction of any components.
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50 Endurance Test
50.1 General

50.1.1  An access control product shall operate as intended at rated voltage and current for its intended
cycles of operation at a rate of not more than 15 cycles per minute or based on manufacturer's
specifications. The intended cycles of operation will at a minimum meet the Endurance test level for the
product.

50.1.2 Access Control Endurance Level | — An access control product shall operate as intended at rated
voltage and current for 1,000 cycles of intended operation.

50.1.3 Acceps Control System Endurance Level Il — An access control product shall operalte as intended
at rated voltage and current for 25,000 cycles of intended operation.

50.1.4 Acceps Control System Endurance Level lll — An access control productshall operdte as intended
at rated voltage and current for 50,000 cycles of intended operation.

50.1.5 Acceps Control System Endurance Level IV — An access control product shall operate as
intended at rated voltage and current for 100,000 cycles of intended eperation.

50.1.6 A tamper switch or supplementary feature, such as.anlalarm for unauthorized operation, shall
function as infended when subjected to a 6,000 cycle test.

Exception Ng. 1: For Access Control Endurance Level*|l products, the supplementary feature cycling
should likewige follow the endurance cycling noted inn80.1.2 (1,000 cycles).

Exception No 2: This requirement does not apply to components previously investigated [for endurance
cycling at full fated load during evaluation to the UL component standards noted in Annex A.

50.1.7 Key management system units_shall function as intended when subjected to a 6,000 cycle test.
50.2 Separately energized circuits

50.2.1 Sepdrately energized circuits that do not receive energy from the product (e.g. dry-gontact relays)
shall at a minjmum meét'the Endurance Test level for the product:

a) At g rate.of not more than 15 cycles per minute while connected to a sourcg of supply in
accordance with 35.5.1; and

b) With rated load at 0.6 power factor applied to the output circuits.

50.2.2 For Access Control Endurance Level | products — Separately energized circuits shall operate as
intended after 1,000 cycles of intended operation.

50.2.3 For Access Control Endurance Level Il products — Separately energized circuits shall operate as
intended after 25,000 cycles of intended operation.

50.2.4 For Access Control Endurance Level lll products — Separately energized circuits shall operate as
intended after 50,000 cycles of intended operation.

50.2.5 For Access Control Endurance Level IV products — Separately energized circuits shall operate as
intended after 100,000 cycles of intended operation.
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Exception: This requirement does not apply to components previously investigated for endurance cycling
at full rated load during evaluation to the UL component standards noted in Annex A.

50.3 Power supplies

50.3.1 An access control power supply shall operate as intended following the minimum Endurance Test
level as noted in 50.1.

50.3.2 With the input of the power supply connected to a voltage source in accordance with 35.5.1, a
load(s) drawing maximum rated output power is to be alternately applied then removed (or reduced to the
manufacturer’s specified minimum impedance value) at the rate of not more than 15 cycles per minute,
where each cycle consists of the load(s) application followed by an equal time of the load(s) removal (or
reduction).

50.3.3 At thg
electrical or m

conclusion of this test, the power supply shall operate as intended and thefe shall be no

bchanical malfunction of any components.
51 Jarring Test

51.1 An accgss control unit shall withstand jarring resulting from impact and vibration ant
intended applitation without:

cipated in the

a) Reslilting in a fire hazard or risk of electric shock;

b) Causing false operation of any part; and

c) Imp3
in the N

51.2 Producf
requirements
the requireme

51.3 Produc
comply with th
30 Ibs (13.6

iring its subsequent intended operation;‘as evidenced by compliance with the
ormal Operation Test, Section 36.

utilizing freestanding, or other non-wall- or ceiling-type mounting shall co
n 51.1 when subjected to-the’jarring described in 51.4. Desktop products shg
hts in 51.1 when subjectedto the conditions described in 51.6.

s weighing less than 30 Ibs (13.6 kg) and utilizing wall or ceiling mount config
e requirements in 51.1 when subjected to the jarring described in 51.5. Prod
kg) or morerand utilizing wall or ceiling mount configurations shall cor

requirements
be applied to

n 51.1 wheh-subjected to the jarring described in either 51.4 or 51.5. The dire
he center of the side of the product intended to be adjacent to the mounting §

requirements

mply with the
Il comply with

urations shall
ucts weighing
hply with the
tt impact shall
urface during

intended mounting.

51.4 Animpact of 4.08 J (3 ft-Ib) is to be applied directly to any non-display area of the product by means
of a 1.18-Ib (0.54 kg), 2-inch (51-mm) diameter steel sphere swung through a pendulum arc from a height
(h) of 30.5 inches (775 mm). The at-rest suspension point of the steel sphere is to be 1-inch (25.4-mm) in
front of the plane of the product to be impacted.

51.5 The product and associated equipment is to be mounted as intended to the center of a 6 by 4 foot
(1.8 by 1.2 m), nominal 3/4 inch (19.1 mm) thick plywood board that is secured in place at four corners. A
4.08 J (3 ft-Ib) impact is to be applied to the center of the reverse side of this board by means of a 1.18-Ib
(0.54 kg), 2 inch (50.8 mm) diameter steel sphere either:

a) Swung through a pendulum arc from a height (h) of 30.5 inches (775 mm), or

b) Dropped from the height (h) of 30.5 inches (775 mm), depending upon the mounting of the
equipment. See Figure 51.1.
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Figure 51.1

Jarring test

|

- —
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7 e h
- - | :
: «/_/ _________ L |
~ I
7] Product Under Test | l
27X _/( :
: N
~1
1 Trrrrrrrrrrrrrird
(1) (2)
Test Method For Unit Test. Method For Unit
Intended to be Mounted Intended to be Mounted
Vertically Horizontally
IP110
51.6 Produgts intended to be mounted on a desktop shall be permitted provided both of the following
conditions arg met:
a) Thg product is supervised such that a tamper event/signal is annunciated whenl|it is displaced
from the mounting positiofh;-and
b) Theg product operates as intended after being dropped four consecutive times onfo a hardwood

floor flom a heightof 775 mm. If the sample has corners, it is to be dropped on a different corner
each tjme, seleeting the four corners that appear to be most susceptible to damage| If the product
has n¢ cornérs; it is to be dropped on the four portions that appear to be most [susceptible to
damage.~Reassembly without the use of tools is allowed provided no permanent damage has
occurred

51.7 During this test, the unit is to be operated in the normal standby condition and connected to a rated
source of supply in accordance with the requirements in 35.5.1.

52 Dielectric Voltage-Withstand Test

52.1 An access control product shall withstand for 1 minute, without breakdown, the application of an
essentially sinusoidal AC potential of a frequency within the range of 40 — 70 hertz, or a DC potential,
between live parts and the enclosure, live parts and exposed dead-metal parts, and live parts of circuits
operating at different potentials or frequencies. The test potential is to be (also, see 52.2):

a) For circuits rated 30 V AC rms (42.4 VV DC or AC peak) or less — 500 V AC (707 V, when a DC
potential is used);
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Exception: This test can be waived for low-voltage, power-limited/Class 2 circuits.

b) For circuits rated greater than 30 and equal to or less than 150 V AC rms (42.4 and 212V DC) —
1000 V AC (1414 V, when a DC potential is used);

c¢) For circuits rated more than 150 V AC rms (212 V DC) — 1000 V AC plus twice the rated voltage
(1414 plus 2.828 times the rated AC rms voltage, when a DC potential is used).

52.2 For the application of a potential between live parts of circuits operating at different potentials or
frequencies, the voltage is to be the applicable value specified in 52.1 (a), (b), or (c), based on the highest
voltage of the circuits under test instead of the rated voltage of the access control product. Electrical

connections between the circuits are to be disconnected before the test potential is applied.

52.3 Expose
become energ
with the door g

ized and are accessible from outside of the enclosure of a unit duringtintén
f the enclosure closed.

totransformer is in the circuit, the primary of the transformer is to’be disconn

AC test potential in accordance with 52.1(c) is to be applied directly to alkwiring involving n

52.4 If an au
volts.
52.5 If the cH

arging current through a capacitor or capacitor typefilter connected across th

line to earth griound, is sufficient to prevent maintenance of the specified AC test potential, th

filter is to be tg

52.6 The teqg
maintain the s
applying the t
voltage being
applied potent

sted using a DC test potential in accordance with'52.1.

t potential may be obtained from any*convenient source having sufficier

pst voltage is to be such that therevare no transient voltages that result in
applied to the circuit exceeding 405 % of the peak value of the specified tes
al is to be:

a) Incre¢ased from 0 at a uniform rate so as to arrive at the specified test potential in

5s;an

b) Mair

1 then

tained at the test\potential for 1 min without an indication of a breakdown.

Manual or autpmatic contrel*of the rate of rise is not prohibited.

52.7 A printg

application of

d wiring assembly or other electronic circuit component that would be dar
or would short-circuit, the test potentlal is to be removed, dlsconnected

becified voltage. The output voltage of-the test apparatus is to be monitored. T

d dead-metal parts referred to in 52.1 are noncurrent-carrying metal parts thJat are likely to

Hed operation

ected and an
hore than 150

e line, or from
e capacitor or

t capacity to
he method of
nstantaneous
voltage. The

bpproximately

haged by the
or otherwise

rendered inopereativ d of an entire
access control product. Rectifier dlodes in the power supply may be |nd|V|duaIIy shunted before the test to
avoid destroying them in the case of a malfunction elsewhere in the secondary circuits.

52.8 A printed-wiring board, as specified in 34.2, shall withstand for 1 min without breakdown the
application of a dielectric withstand potential between the traces having reduced spacings, in accordance
with 52.1, as appropriate.

52.9 As specified in 52.8, power-dissipating component parts, electronic devices, and capacitors
connected between traces having reduced spacings, are to be removed or disconnected so that the
spacings and insulations, rather than these component parts, are subjected to the full dielectric voltage-
withstand test potential.
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53 Temperature Test

53.1 The materials used in the construction of an access control system unit shall not attain temperature
rises greater than those indicated in Table 53.1 .

Table 53.1

Maximum Temperature Rises

Materials and components

Temperature rise limit

°c (°F)
A. COMPONENTS
1. Capacitorg:®° - -
a. Electrdlytic types 40 (72)
b. Other ypes 65 (117)
2. Rectifiers |- At any point
a. Germgnium 50 (90)
b. Selenigim 50 (90)
c. Silicon 86 (135)
3. Relay, solgnoid, transformer, and other coils with:
a. Class 105 insulation system:
Thernjocouple method 65 (117)
Resisfance method 85 (153)
b. Class 130 insulation system:
Thernjocouple method 85 (153)
Resisfance method 105 (189)
c. Class 155 insulation system:
(1) Class 2 transformers:
THermocouple method 95 (171)
Rgsistance method 115 (207)
(2) Power transformers:
THermocouple method 110 (198)
Rgsistance fethod 115 (207)
d. Class 180 insulation system:
(1) Class 2itransformers:
Thermocouple method 115 (207)
Resistance method 135 (243)
(2) Power transformers:
Thermocouple method 125 (225)
Resistance method 135 (243)
4. Resistors:®
a. Carbon 50 (90)
b. Wire wound 125 (225)
c. Other 50 (90)

5. Solid-state devices

See footnote d

Table 53.1 Continued on Next Page
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Table 53.1 Continued

Materials and components Temperature rise limit
oc (oF)
6. Other components and materials:
a. Fiber used as electrical insulation or cord bushings 65 (117)
b. Varnished cloth insulation 60 (108)
c. Thermoplastic materials Rise based on temperature limits of
the material
d. Phenolic composition used as electrical insulation or as parts whose malfunction 125 (225)
or deterioration will result in a risk of electric shock, explosion, fire, or injury to
persons®
e. Wood dr other combustibles 65 (117)
f. Sealing pompound 15 °C (27 £F).less than the melting
point/of the fnaterial
g. Fuses 65 (117)
B. CONDUCTORS
1. Appliance firing materialf 25 °C (45 °F) leps than the
temperature limif of the wire
2. Flexible cord (for example, SJO, SJT) 35 (63)
3. Conductors of field-wired circuits to be permanently connected to the produet 35 (63)
C. GENERAL
1. All surfacep of the product and surfaces adjacent to or upon whichthe product may 65 (117)
be mounted

2. Surfaces nprmally contacted by the user in operating the unit(control knobs, push
buttons, levels, and the like):

a. Metal 35 (63)

b. Nonmeiallic 60 (108)
3. Surfaces spbjected to casual contact by the.user (enclosure, grille, and the like):

a. Metal 45 (81)

b. Nonmeiallic 65 (117)
4. Printed-wirjng board See footnpte g

2 For an electrolytic capacitor that.is physically integral with or attached to a motor, the temperature rise on insulatinig material
integral with the papacitor englosure shall not be more than 65 °C (117 °F).

b A capacitor maly be evaldated on the basis of its marked temperature rating, or with component reliability data baged on actual
performance in g similac.application or the Military Handbook “Electronic Reliability Design Handbook, MIL-HDBK-$38”, or
equivalent (suchfas.RIAC 217Plus) such that the failure rate is equal to or less than 0.5 failures per million hours ofloperation.

¢ The temperatufe rise of a resistor may exceed the values shown if the power dissipation is 50 % or less of the mahufacturer's
rating, or with component reliability data based on actual performance in a similar application or the Military Handbook “Electronic
Reliability Design Handbook, MIL-HDBK-338”, or equivalent (such as RIAC 217Plus) such that the failure rate is equal to or less
than 0.5 failures per million hours of operation.

9 The temperature of a solid-state device (for example, transistor, SCR, integrated circuits) shall not exceed 75 % of its rated
temperature under any condition of operation which produces the maximum temperature dissipation of its components. For
reference purposes 0 °C (32 °F) is to be considered as 0 %. For integrated circuits the loading factor shall not exceed 75 % under
any condition of operation.

In lieu of the above, both solid-state devices and integrated circuits may be operated up to 100 % of their rating under any
condition of normal use if the components are subjected to one of the following:

1. For integrated circuits, the component complies with the requirements of MIL-STD 883H. For all other solid state devices
(such as diodes, transistors, SCR's, LEDs) the component complies with the requirements of MIL-STD-750F.

Table 53.1 Continued on Next Page
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Table 53.1 Continued

Materials and components
°C

Temperature rise limit

(°F)

2. Component reliability data based on actual performance in a similar application, or the Military Handbook "Electronic
Reliability Design Handbook, MIL-HDBK-338", or equivalent (such as RIAC 217Plus) such that the failure rate is equal to or

less than 0.5 failures per million hours of operation.

3. A quality-control program is established by the manufacturer consisting of an inspection stress test followed by operation of

100 % of all components, either on an individual basis, as part of a subassembly, or equivalent.

4. Each assembled production unit is subjected to a burn-in test, under the condition which results in the maximum
temperatures, for 24 hours while connected to a source of rated voltage and frequency in an ambient of at least 49 °C (120 °F).

5. The component complies with the requirements for a benign environment in Table 3.14-3 of the Electronic Derating for

Optimum P¢

€ The limitations
investigated an

f For standard i
temperature ris

9 Temperatures
material.

formance, RIAC (Reliability Information Analysis Center), dated November 15, 2006.

on phenolic composition and on rubber and thermoplastic insulation do not apply to compounds
determined to have special heat-resistant properties.

sulated conductors other than those mentioned, reference should be made to NFPA 70; the maxir]
b in any case is 25 °C (45 °F) less than the temperature limit of the wire in question.

on the surface of any printed-wiring board shall not exceed the temperature limits of the printed-w

hich have been

hum allowable

ring board

53.2 The v4g
15 °C (77
equipment is
25 °C (77 °F

allowable temperature rises specified in Table 53.1 are ¢o be reduced by the amount of

between that

53.3 For th
equivalent, ar
compliance w

53.4 Tempe
be used for ¢
(for example,
more than twq

53.5 When¢g
of not larger t
and a poten

lues for temperature in Table 53.1 are based on an<assumed ambient tem
P7 °F), and tests are to be conducted at an ambijent temperature within tha

, the test of the equipment is to be made with'the higher ambient temper

higher ambient temperature and 25 °C (77.5F).

b purpose of pre-screening, thermocouples and an infrared temperature

th 53.1 is questionable and, therefore, requiring the measurements indicated i

Fatures are to be measured by thermocouples except the change-of-resistanc
pil and winding temperatures where the coil is inaccessible for mounting of {
a coil immersed imsealing compound) or where the coil wrap includes therm

layers [1/32 inch (0.8 mm) maximum in total thickness] of cotton, paper, rayor

ver température measurements by thermocouples are necessary, thermocouy
nan 24 AWG (0.21 mm?) and not smaller than 30 AWG (0.05 mm?) iron and ¢
iometer-type instrument are to be used. The thermocouple wire is to ¢

berature of 25
range. When

intended specifically for use with a prevailing .ambient temperature constanptly more than

ature, and the
the difference

probe or the

e not prohibited from being employed to identify those components and/or maferials in which

n 53.4.

e method shall
hermocouples
bl insulation or
, or the like.

bles consisting
bnstantan wire
bnform to the

requirements

inithe Initial Calibration Tolerances for Thermocouples table in ASTM E230/E2

BOM.

53.6 The temperature of a coil winding may be determined by the resistance method, wherein the
resistance of the winding at the temperature to be determined is compared with the resistance at a known
temperature by means of the formula:

in which:

R
At 7(k+ H)—(k+1,)

At is the temperature rise, in °C;

R is the resistance in ohms at the end of the test;
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ris the

resistance in ohms at the start of the test;

k is 234.5 for copper or 225.0 for electrical conductor grade aluminum;

t, is the room temperature at the start of the test, in °C; and

t, is the room temperature at the end of the test, in °C.

53.7 To determine compliance with these requirements, the product is to be connected to a supply circuit
of rated voltage and frequency in accordance with 35.5.1, connected to maximum rated load, and
operated continuously under representative service conditions that are expected to produce the highest

temperature.

53.8 Ifacur
maximum resi

53.9 The tes

generates the
loading condit

constant wher
the elapsed du

54 Abnormgl Operation Test

541

54.2 To dete

supply in accq
There shall ng

dielectric brea
Section 52.

54.3 The fau

burnout occur

secondary of t

conditions.

54.4 The prd
(26 — 26 m*/kg

The intn
the access cotrol product is operating.

ent-regulating resistor or reactor is provided as a part of a unit, it is to be‘ag
tance or reactance at normal current.

t is to be continued until constant temperatures are attained_during the
highest component temperature rise under intended system opetration (typic
ons), as determined in conjunction with the manufacturer. A temperature is co
there is no change between three successive measurements made at interv
ration of the test but at not less than 5-minute intervalss

oduction of abnormal fault conditions shall not increase the risk of fire or electr|

‘mine compliance with the requirementin 54.1, the product is to be connected
rdance with 35.5.1 and operated~under the most severe anticipated circuit-fa
t be emission of flame or molten metal, or any other manifestation of a fire
kdown when the product is.tested in accordance with the Dielectric Voltage-W\

5, if the fault does,not result in the operation of an overload protective device. §
he power supply transformer and shorting of an electrolytic capacitor represe

duct is to be wrapped in bleached cheesecloth running 14 — 15 square yards

justed for the

condition that
Blly maximum
hsidered to be
als of 10 % of

¢ shock while

to a source of
ult conditions.
(see 54.4) or
ithstand Test,

t condition is to besmaintained continuously until constant temperatures are aftained or until

horting of the
nt typical fault

to the pound

»and having a thread count of 32 by 28. The product is then to be energize

1. There shall

not be emission of molten metal or flame as a result of this Ttest nor ignition or charring of the cheesecloth.

55 Electrica

55.1

55.1.1

| Transient Tests

General

a) Not falsely actuate releasing device(s) or permit unauthorized access;

b) Experience no electrical or mechanical failure of any components of the product;

c) Operate as intended following the test; and

While energized from a source of supply in accordance with 35.5.1 the product shall:


https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 UL 294 89

d) As appropriate, retain required stored memory (such as date, type, and location of a signal
transmission) within the unit;

when subjected to the tests described in 55.2 — 55.4.

Exception No. 1: Annunciation of a trouble signal that, either automatically restores or is manually
resettable through the operator interface, is acceptable during the internally induced and field-wiring
transient tests.

Exception No. 2: Supplemental information stored within the product is not required to be retained during

any of the transient tests.

55.2 Supply line (ring wave surge voltage) transients

5521 A pr
transients ind

55.2.2 For {
Location Cate
impedance).

55.2.3 Each
pulses every
total of 250 p
ground, and t

55.3
55.3.1 The
supply in acc

second, then
rate of not mq
provided.

55.4 Input/q

55.4.1 The
supply in accq

JATI]ses are to be applied so that the polarity of-the transients is positive with refe

Internally induced transients

duct intended to be powered from commercial AC power shall be subject
iced directly between the power supply circuit conductors of the equipment un

his test, the product is to be connected to a transient generator capable of
gory A3, 100 kHz Ring Wave transient as defined in IEEE<C62.41 (6 kV at 2

unit is to be subjected to 500 oscillatory transient pulses induced at an ave
inute. Each transient pulse is to be induced 90%into the positive half of the 6(

e remaining 250 pulses are to be negative with respect to earth ground.

product is to be energized in. thevintended standby condition while connected
brdance with 35.5.1. The supply source is to be alternately de-energized for a
energized for approximately 9 seconds, for a total of 500 times. Each interrupti
re than 6 interruptions per minute. Standby power is to be connected during

putput (low-veltage) field-wiring transients

broduct\is'to be energized in the normal standby condition while connected
rdance with 35.5.1. All field-wiring circuits are to be tested as specified in 55.4

to supply line
der test.

producing the
DO A, 30 ohms

rage rate of 3
hertz cycle. A
rence to earth

to a source of
bproximately 1
bn is to be ata
this test if it is

to a source of
2 and 55.4.3.

Exception: This test is not required when manufacturer's installation instructions indicate that it is not
permitted to connect cables greater than 98.5 ft (30 m) long to the product or to specific circuits of the
product.

55.4.2 For this test, each input and output circuit is to be subjected to the transient waveforms specified
in Table 55.1, as delivered into a 200-ohm load. The transient pulses are to be coupled directly onto the
input/output circuit conductors of the equipment under test.


https://ulnorm.com/api/?name=UL 294 2023.pdf

90 UL 294 MAY 24, 2023
Table 55.1
Input/Output Circuit Transients

Peak voltage level, V Minimum energy level, J Minimum pulse duration, pys Figure No.

2400 1.0 80 Figure 55.1

1000% 0.31 150 Figure 55.2

5002 0.10 250 Figure 55.3

100 0.011 1120 Figure 55.4

@ Other applied transients having peak voltages representative of the entire range of 100 — 2400 volts shall be used in lieu of these
values when the output circuit is only designed specifically to protect against these predetermined values. The transients shall

meet or exceed the specified minimum pulse duration (Figure 55.5) and minimum energy level (Figure 55.6) parameters, and shall
have an equal or faster minimum transient pulse rise time than that specified in Figure 55.7.

Figure 55.1
Input/output circuit transients — 2400V curve
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Figure 55.2
Input/output circuit transients — 1000V curve
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Input/output circuit transients — 500V curve

Figure 55.3

600

500

400

300

Voltage 100 V/Div.

200

100

S5061A

50

100

150
Time50 us/Div.

200

250

300


https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 UL 294 93
Figure 55.4
Input/output circuit transients — 100V curve
120
100
80
Z \
o
>
& 60
(5]
g
5
>
40
0 \‘
0 200 400 600 800 1000 1200 1400
S5062A Time_200 us/Div.
Figure 55.5
Minimum transient.pulse duration vs. transient peak voltage
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Figure 55.6
Minimum transient energy level vs. transient peak voltage
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Figure 55.7
Minimum transient pulse rise time vs. transient peak voltage
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55.4.3 Each conductor of a circuit is to be subjected to transient pulses induced at the ratge of six pulses

per minute as|

a) Twe
levels
of one

b) Twe
levels
pulses

follows:

nty pulses (four at the 2400 peak voltage level and two at each of the other trz
specified in 55.4.2)between each lead or terminal and earth ground, consistin
polarity, and tep-of-the opposite polarity (total of 40 pulses), and

nty pulses-(four at the 2400 peak voltage level and two at each of the other tra
specifiedhin 55.4.2) between each circuit pair consisting of ten pulses of one p
of the-epposite polarity (total of 20 pulses).

nsient voltage
j of ten pulses

nsient voltage
olarity and ten

55.4.4 As amn-alternateto-554- 554 s 6:2005, and in
accordance with the following, and 55.4.5 — 55.4.9:

Open Circuit Test Voltage,® ® Line to Ground 0.5kV and 1kV

Polarity +and —

Minimum number of surges at each polarity, voltage, coupling 5

mode and signal line at a maximum rate of 1 per 5 second

Impedance in series with the transient generator 40 Ohm

Combination Wave Generator 1.2/50 us

2 This test is not required when manufacturer's installation instructions indicate that it is not permitted to connect cables greater

than 98.5 ft (30 m) long.

® The test pulses are coupled into the leads to be tested by means of appropriate coupling networks that maintain the test pulses

within IEC 61000-4-5 specification.
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55.4.5 The product under test is to be connected in accordance with the manufacturer's installation
instruction, with the intended ancillary equipment and interconnecting cables insulated from ground

reference for this test. Normal operation of the product shall be confirmed prior to the test.

55.4.6
only, using a 4

556.4.7

0 ohm series resistor.

Input/output circuits shall be subjected to transients injected by line-to-ground coupling mode

If the product has a large number of identical inputs/outputs circuits, then representative samples

of each type of input/output circuit may be subjected to this test and considered representative of other
identical circuits.

55.4.8 The length of the unshielded input/output circuit conductors between the product and the

coupling/deco
manufacturer'
cables, then in
to the shield g
decouple inpu

55.4.9 A min

levels. The maximum pulse rate of 1 per 5 s is used. If it is necessary t0 ensure that any f3

due to applyin
pulses at a rat

554.10 Asa
56 AC Indud

56.1
induced on an

Exception: AQ
shielding cong
is not required

56.2 To detd
source of ratg
introduced intq

Figure 56.1.

ipling network(s) shall be less than or equal to 6.5 feet (2 m). If it is(sp
5 installation instructions that input/output circuits shall only be connected
these cases, the transients shall be applied directly (e.g. without the 40)0hm §
f a 65.5 ft (20 m) length of shielded cable. Current compensated.chokes m
/output circuits carrying high frequency signals, to reduce attenuation problem

imum of 5 pulses of each polarity shall be applied at each of'the 0.5 kV and

g the pulses too frequently then the devices shall beteplaced and the test
e of less than 1/min.

result of this test the unit shall comply with the‘tequirements of 55.1.1.

tion Test

y signal leads, loops, DC powerieads, or any other leads that extend from the

power leads and any leads consisting of conductors insulated from and su
uctive surface grounded at one or more ends are exempted from this requiren
when the product installation instructions indicate that only shielded cables ar

rmine compliance with the requirements in 56.1, the product is to be ene
d voltage~and frequency in accordance with 35.5.1, and an AC (60-Hz) cu
each circuit extending from the product. The AC signal current is to be induce

ecified in the
with shielded
eries resistor)
by be used to
5.

1 kV, voltage
ilures are not
repeated with

An accgss control product shall operate as‘intended when subjected to an alternating current (AC)

Linit.

rounded by a
hent. This test
b {0 be used.

rgized from a
rrent is to be
d as shown in



https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 UL 294 97

Figure 56.1

AC induction test circuit

1500 ohms 0.01ufd

120V,
60 Hz.

S2932

57 Communication Circuits

57.1 Where|a product has provisions for connection to communication circuits that use oufside wiring as
covered by Article 800 in NFPA 70, the product shall comply-with the requirements for protection against
overvoltage fom power line crosses described in UL 609505 or UL 62368-1.

58 Polymerjic Materials Test

58.1 Polymgric materials used as an enclosureor for the support of current-carrying parts shall comply
with the appli¢able portion of UL 746C.

59 Battery Replacement Test

59.1 If prov|ded, the battery connections of an access control product shall withstand 50 cycles of
removal and feplacement from'the battery terminals without any reduction in contact integrity.

59.2 For thig test, a product is to be installed as intended in service and the battery connedtions removed
and replaced fas recommended by the manufacturer. The product shall then comply with the requirements
in the Normal|Operation Test, Section 36.

60 Drop Test

60.1 When a sample is dropped on a floor as specified in 60.2, electrical spacings shall not be reduced
below the limits specified in 33.2 — 33.5 and high-voltage live parts shall not be exposed. When the sample
then is energized as specified in 60.3 there shall not be emission of molten metal or flame, nor shall there
be any ignition or charring of the cheesecloth. The product shall then comply with the requirements in the
Dielectric Voltage-Withstand Test, Section 52.

60.2 A sample of a cord-connected high-voltage product is to be dropped four times from a height of 3
feet (0.9 m) onto a hardwood floor. If it has corners, it is to be dropped on a different corner each time. The
four corners that appear most susceptible to damage are to be selected. If the product has no corners, it is
to be dropped on the different portions that appear most susceptible to damage. If the product is intended
to use internally mounted batteries, the batteries are to be in place for this test.
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60.3 The product is next to be wrapped in bleached cheesecloth running 14 — 15 square yards to the
pound (25.75 — 27.59 m?/kg) and having a thread count of 32 by 28. The product is then to be energized
for 3 hours at rated voltage in accordance with 35.5.1.

61 Strain Relief Test
61.1 General

61.1.1 When tested in accordance with 61.1.2, the strain relief means provided on a flexible cord shall
withstand for 1 minute without displacement a pull of 35 pounds-force (156 N) applied to the cord. The
connections within the product are to be disconnected during the test.

61.1.2 To apply the force specified in 61.1.1, a 35-pound (15.88-kg) weight is to be securged to the cord
and supported by the product so that the strain relief means will be stressed fromcany angle that the
construction of the product permits. There shall not be movement of the cord sufficient tq indicate that
stress would have been transmitted to the internal connections.

61.2 Field-wiring leads

61.2.1 Each|lead used for field connections shall withstand for 1 minute a pull of 10 pounfls-force (44.5
N) without evidence of damage or of transmittal of stress to the intefnial connections.

62 Tests for|lgnition Through Bottom-Panel Openings
62.1 General

62.1.1 Both pf the bottom-panel constructions described in Figure 12.1 and Figure 12.5|may be used
without test. Qther constructions may be used-if they comply with the requirements of eithgr of the tests
described in 62.1.2 - 62.3.3.

62.1.2 The tgsts do not apply to low-voéltage power-limited products or to products in which an internal
fault does not produce flame, molten metal, flaming or glowing particles, or flaming drops.

62.2 Hot, flaming oil
62.2.1 Open|ngs in a-bottom panel shall be sufficiently small in size, few in number, and arfanged so that

hot, flaming No. 2 furnace oil poured three times onto the openings from a position abové the panel is
extinguished gs it\passes through the openings.

62.2.2 A sample of the complete, finished bottom panel is to be securely supported in a horizontal
position several inches above a horizontal surface under a hood or in another area that is well ventilated
but free from drafts. Bleached cheesecloth having an area of 14 — 15 square yards to the pound (26 — 28
m?/kg) and a thread count of 32 by 28 and that is of the size and shape to completely cover the pattern of
openings in the panel is to be used for the test. However, the cheesecloth is not to be large enough to
catch any of the oil that runs over the edge of the panel or otherwise fails to pass through the openings. A
pan is to be centered under the pattern of openings in the panel. The center of the cheesecloth is to be 2
inches (50.8 mm) below the openings. Use of a metal screen or wired-glass enclosure surrounding the test
area is recommended to reduce the risk of injury to persons and other damage due to splattering of the oil.

62.2.3 A small metal ladle, preferably not more than 2-1/2 inches (63.5 mm) in diameter, is to be partially
filled with 10 milliliters of No. 2 furnace oil. No. 2 furnace oil is a medium-volatile distillate having:

a) An API gravity of 32 — 36 degrees,
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b) A flash point of 110 — 190 °F (43 — 88 °C), and

c¢) An average calorific value of 136,900 Btu per gallon (39.7 MJ/L).

See ASTM D396. The ladle is to have a pouring lip and a long handle that must be tipped horizontally
during pouring.

62.2.4 The ladle containing the oil is to be heated and the oil ignited and allowed to burn for 1 minute. At
this time all of the hot, flaming oil is to be poured at the rate of approximately, but not less than, 1 milliliter
per second in a steady stream onto the center of the pattern of openings from a position 4 inches (102

mm) above th
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63 Mechanjcal Strength Tests for Enclosures
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63.1.1

limited shall withstand a force of 25 pounds (111 N) for 1 minute without:

The external enclosure of a product containing high-voltage circuits or circuits that are not power

a) Permanent distortion to the extent that spacings are reduced below the values specified in 33.2

-335

’

b) Transient distortion resulting in contact with live parts, or

c) Creation of openings that expose uninsulated high- or low-voltage live parts.

63.1.2 The external enclosure of a product containing only non-power-limited low-voltage circuits is to be
subjected to the test specified in 63.1.1, except that the applied force is to be 10 pounds (44 N). Products
containing only power-limited, low-voltage circuits are exempt from this test.
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63.1.3 The force specified in 63.1.1 is to be applied by means of a steel hemisphere 1/2 inch (12.7 mm)
in diameter. Any openings that result from application of the force are to be judged under the requirements
specified in 10.3.3 and 10.3.4.

Exception: The Mechanical Strength Test described in 63.1 is not required for metallic enclosures
complying with the thickness requirements in 12.8, 12.9, and Table 12.2 — Table 12.4, however, areas of
an enclosure containing perforated sheet steel or ventilation openings shall still be subjected to the tests

noted above.

test

The external enclosure of a product containing high-voltage circuits or circuits that are not power-
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64.1.1

the terminal assembly shall comply with the requirements specified in 64.3.1 — 64.6.2.

To determine compliance with the requirements of 17.4.1 and 17.4.2, representative samples of

Exception: Terminals complying with the requirements in any of the standards specified in 17.3.2 (b) — (e)
are not required to be subjected to these tests.

64.2 Discon

64.2.1

nection and reconnection

If a wire is to be disconnected for testing or routine servicing and then reconnected, each terminal

is to be subjected to 20 alternate disconnections and reconnections prior to execution of the tests
described in 64.3.1 — 64.6.2.
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64.3 Mechanical secureness

64.3.1 A terminal connection shall withstand, without separating from the wire, the application of a
straight pull of 5 pounds-force (22.2 N) applied for 1 minute to the wire in the direction that would most
likely result in pullout.

64.3.2 Six terminal assemblies using the maximum wire size and six using the minimum wire size are to
be subjected to this test. If a special tool is required to assemble the connection it is to be used, in
accordance with the manufacturer's instructions. Each sample is to be subjected to a gradually increasing
pull on the wire until the test pull of 5 pounds-force (22.2 N) is attained.

64.4 Flexing test

64.4.1 The \ire attached to a terminal shall withstand five right angle bends without breakipg.

64.4.2 Six t¢rminal assemblies using the maximum wire size and six using the minimum Wire size are to
be subjected fo this test. The terminal is to be secured against movement. With the wire in 3 pounds-force
(13.3 N) tensipn and held at a point 3 inches (76.2 mm) from the terminal-to-wire juncture, the wire is to be
bent at a righf angle from its nominal position. The wires are to be assémbled to the termipals using any
special tool rgquired, according to the manufacturer's instructions.

64.5 Millivolt drop test

64.5.1 The millivolt drop across a terminal connection shall not be greater than 300 milliyolts when the
maximum curfent specified by the manufacturer is flowing through the terminal connectionsfand the circuit
is connected fo rated voltage. The terminal assemblies are to be connected in series. In ong trial, wiring is
to be made wjth wire of the maximum size intended’for use; in the other trial, wire is to be offminimum size
intended.

64.5.2 Six tgrminal assemblies using the maximum wire size and six assemblies using the[minimum size
are to be supjected to this test. The ,wires are to be connected to the terminals, ac¢ording to the
manufacturer}s instructions and using,any special tools required. The millivolt drop then is t¢ be measured
using a high impedance millivoltmeter.

64.6 Temperature test

64.6.1 The maximum)temperature rise on a terminal junction shall not be greater than 30 °C (54 °F)
based on an ambienttemperature of 25 °C (77 °F).

64.6.2 Six terminal assemblies using the maximum wire size and six using the minimum size are to be
subjected to this test. The wire is to be assembled to the terminals using any special tools, if required,
according to the manufacturer's instructions. The maximum current to which the wire will be subjected in
service is next to be passed through the series connection of the terminals. The maximum temperature
rise is then to be measured by the thermocouple method after temperatures have stabilized.

65 Destructive Attack Test

65.1 The provisions of this section shall apply to Level Il and Level Ill and Level IV access control
products. Level | access control products shall be exempt from the provisions of this section because
either 65.2 is not applicable, or the products are only to be mounted/installed within the controlled /
protected / restricted area, as indicated in the product installation instructions.
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65.2 The enclosure protecting the internal parts of a product shall resist attempts to gain access to the
parts if:

a) Manipulation of the parts can cause release of the remote locking mechanism and

b) The product is intended to be used outside of a controlled, protected or restricted area as
defined in 6.29, 6.55 and 6.56 respectively.

65.3 The test sample shall be mounted in accordance with 65.6 and 65.7, and shall be mounted with the
locking mechanism engaged during the testing.

65.4 The time that the enclosure shall resist attack shall be as follows:

a) Acciss Control Destructive Attack Test, Level II: 2 minutes,

b) Accgss Control Destructive Attack Test, Level lll: 5 minutes, but shall be réeduced {o 2 minutes if
an aud|ble alarm is activated during the attack.

Excepffon: As applicable, key management system units shall undergo,an attack of |5 minutes; no
reductipn in attack time allowance is considered for the activation of\an audible alarm

c) Accegss Control Destructive Attack Test, Level IV: 5 minutes,/but shall generate anfaudible alarm
in a mgximum of 2 minutes of attack, and the alarm shall net.be silenced for another 2 minutes.

The time limit| in continuous working minutes, shall includeithe time necessary to electrically manipulate
components tp cause the release of the remote lockingzmechanism in order to gain adcess into the
protected or re¢stricted area. The test time shall start atithe moment the attack is initiated op the unit and
shall not stop| until the maximum time limit is met-or if the remote locking mechanism is disengaged
causing the dqor or gate to open.

65.5 The toqls used in the attack test shall include hammers, chisels, adjustable wrenches, pry bars,
punches, and screwdrivers. No hammer.shall exceed 3 pounds (1.36 kg) in head weight, anf no tool shall
exceed 18 inches (457 mm) in length.\During the test, a hammer shall only be used for a t¢tal time of 30
seconds.

65.6 The prdduct under test shall be installed in accordance with the manufacturer's instrugtions, and the
attack shall bg carried out.by~one operator.

65.7 The building_structure in which the product under attack may be mounted shall be r¢presented by
gypsum waIIbTard 5/8 inch (15.9 mm) thick.

65.8 To achieve Attack Test Level lll or Level 1V, the alarm sounding device shall additionally comply with
the requirements in Section 66, Destructive Attack Alarm Test.

66 Destructive Attack Alarm Test

66.1 The requirements of Section 66 are to be applied to any sounding device deemed crtitical for proper
system operation, as well as for those products achieving Destructive Attack Level Il or Level IV, as
applicable. Also see 65.8.

66.2 If the audible alarm occurs locally, the sounding device, mounted within its intended housing and in
its intended mounting position, shall provide a sound output equivalent to that of an omni-directional
source with an A-weighted sound pressure level of at least 85 decibels at 10 feet (3.05 m) while connected
to a source of rated voltage. See 35.5.1.
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66.3 The sound power output of the alarm sounding device is to be measured in a reverberant room
qualified for pure tones under ANSI S12.31-1990, or ANSI S12.32-1990. The sound power in each 1/3
octave band shall be determined using the comparison method. The A-weighting factor shall be added to
each 1/3 octave band. The total power shall then be determined on the basis of actual power. The total
power shall then be converted to an equivalent sound pressure level for a radius of 10 feet (3.05 m) using

the following formula:

in which:

L

=Ly, —20Log,,R—0.6

Lp is the_canverted sound pressure level

L, is the sound power level measured in the reverberation room, and

Risth

66.4 The ou
minimum valy

66.5 When
in 66.2 for not

e radius for the converted sound pressure level (10 feet).

tput specified in 66.2 shall not be less than 82 decibels when.the voltage is
e specified in the Undervoltage Operation Test, Section 43;

connected with its power supply, the alarm sounding device shall sound at the
less than 2 minutes.

educed to the

level specified

67 Access Control Line Security

67.1 General

67.1.1 The provisions of this section shall apply to Line Security Level I, Level lll and Level IV access
control produgts. Line Security Level | access.control products shall be exempt from the provisions of this
section.

67.1.2 Line
guard against

security equipment incorporates refinement in electric apparatus and circuit g
an attempt to compromise the connecting line or communication channel bety

devices or components, thereby.granting unauthorized access to the protected or restricted

67.1.3 Softy
provided as a

bplicable and maintained with the latest updates, as supplied by the manufacty

rrangement to
een two listed
area.

are/hardware, a firewall, and/or a network intrusion detection system (NIDS) shall be

rer.

67.2 AccesF Control Line Security Level Il — Standard line security

67.2.1

The connecting line between two listed devices or components shall be supervised so as to

automatically detect a compromise attempt within 6 minutes by any of the methods described in 67.2.2.

67.2.2 Compromise attempt by any one of the following methods shall be detected:

a) Supervision — Opens, shorts, and ground faults on the communication channel between devices
at the protected premises, or between the protected premises control unit and the monitoring
station, either shall not adversely affect the intended operation of the end-to-end equipment, or
shall be indicated by a trouble signal or an alarm signal at the protected premises (and the
monitoring station if applicable).

b) Equipment Compromise — The connecting line between the monitoring station and the protected
premises control unit, or between devices at the protected premises, shall be supervised to
automatically detect a compromise attempt within 5 minutes by the direct substitution of randomly
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selected equipment. Equipment used to make substitutions is to be identical in all aspects to the
original equipment.

Exception: If a product has a unique digital signature, equipment compromise can be waived as
applicable.

c) Compatibility — As evaluated, the access control devices and the monitoring station equipment
determined to be compatible must be specifically described in the product installation instructions.

67.2.3 A compromise attempt by any one of the methods in 67.2.2 shall cause a visual and/or audible
signal at both devices or components.

67.2.4 Wher
product againg
attempt shall
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Control Line Secutity'Level IV — Encrypted line security with 256 bit encr

In addition to the requirements of Access Control Line Security Level Il Equip

Control Line Security LevellV equipment shall use equipment encryption algorithms of a mi
bits to provide|protectionagainst a compromise attempt.

67.4.2 For pfoducts incorporating encrypted line security, evidence of compliance for the
encryption aldorithms [for example, FIPS 197 or FIPS 46-3] or validation of security re

n of security
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'yption

ment, Access
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cryptographic modules (for example, FIPS 140-2) with the National Institute of Standards and Technology
(NIST) shall be provided.

67.4.3 A compromise attempt against a product provided with encrypted line security equipment shall
cause an audible and visual signal within 6 minutes at both devices or components. Equipment complying
with the requirements in this section shall be classified as Access Control Line Security Level IV

equipment.

68 Biometric Test

68.1

Biometric devices shall comply with the following:


https://ulnorm.com/api/?name=UL 294 2023.pdf

MAY 24, 2023 UL 294 105

a) When used indoor, shall be operational within 0 ° to 49 °C, and in a non-condensing, non-
corrosive, non-flammable atmosphere, within the atmospheric pressure range of 86 kPa to 106
kPa.

b) When used outdoors, shall be operational within 40 °C to +66 °C and shall meet the
requirements identified in Sections 74 — 86, Outdoor Use Equipment.

68.2 The product shall compare each biometric transaction with recorded credentials to accept or deny
users identity claims and allow or deny access.

69 Controlled And Delayed Egress Equipment And Systems Operation

69.1 General Requirements
69.1.1 Gengral

69.1.1.1 Equipment and systems intended to be used in controlled and delayed egress applications shall
comply with this section.

69.1.2 Fire exit or panic hardware (if provided)

69.1.2.1 Equipment and systems designed as fire exit or panie/hardware shall comply with UL 305 and
this section.

69.1.3 Loss of power

69.1.3.1 Any interruption of power controlling thedéck or locking mechanism, shall cause the unlock and
release of the|door latching mechanism without.delay in a time frame not to exceed two secgnds.

69.1.4 Fire flarm/sprinkler system cofinection

69.1.4.1 The¢ egress release meghanism shall include provisions to connect to a fire alarm control unit.
Activation of @ fire alarm signal-erfire sprinkler signal shall release the door latching mechanism to allow
egress in a time frame not 10 exceed two seconds. The door shall remain unlocked until| the fire alarm
control unit hgs been reset!

69.1.5 Manual release switch interface

69.1.5.1 Equipment and systems shall be provided with a means to release door latches Upon activation
of a manual release switch within two seconds. Manual release switches are typically located at a fire
command center, security command center, nursing station or other approved location.

69.1.6 Audible alarm (if provided)

69.1.6.1 Equipment and systems provided with an audible alarm shall operate as described in
manufacturer's instructions. The audible alarm signals for the alarm shall be generated by devices such as
bells, horns, sirens, or buzzers. The signal shall have a frequency in the range of 700 to 3400 Hz, either a
cycle of the sound level pulsations of 4 to 5 per second or one continuous tone, and a sound level of at
least 45 dB at 10 ft. (305 cm) in front of the device over the voltage range of operation.
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69.2 Delayed egress requirements

69.2.1 General

69.2.1.1

the requirements in 69.1.

69.2.2 Delay initiation

69.2.2.1

Equipment and systems intended to be used in delayed egress applications shall comply with

The equipment and systems shall be constructed so that when a horizontal force of 15 pounds

(66 N) or less is applied to the release mechanism on the egress side of the door for not more than 3

seconds, the

elease mechanism will actuate and cause the time-delay feature to initiate
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ipment and systems intended to be operated with a sensor release fe

constructed to
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door, the door locking mechanism will unlock the door. The equipment and sensor shall operate as
required for a minimum of 50 cycles without failure.

69.3.3 Manual release switch interface

69.3.3.1

Equipment and systems shall be provided with a means to release door latches upon activation

of a manual release switch intended to be installed within 5 feet of the door. The activation of this manual
release switch shall cause the door to remain unlocked for 30 seconds. The equipment and manual

release switch

shall operate as required for a minimum of 50 cycles without failure.

69.3.4 Electromagnetically locked egress doors

69.3.4.1

Equipment and systems utilizing an electromagnetic locking mechanism shall be capable of

being operated with one hand. The releasing mechanism shall interrupt the power to the electromagnetic
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